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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

MICROSOFT CORPORATION,
Petitioner,

Vv.

DAEDALUSBLUE, LLC,
Patent Owner.

IPR2021-00832

Patent 8,381,209 B2

Before SALLY C. MEDLEY, HYUN J. JUNG, and
ARTHUR M.PESLAK,Administrative Patent Judges.

MEDLEY,Administrative Patent Judge.

DECISION

DenyingInstitution of Inter Partes Review
35 US.C. § 314
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I. INTRODUCTION

Microsoft Corporation (“Petitioner”) filed a Petition for inter partes

review of claims 1-8 of U.S. Patent No. 8,381,209 B2 (Ex. 1001, “the
’209 patent”). Paper 1 (“Pet.”). Daedalus Blue, LLC (“Patent Owner’’) filed

a Preliminary Response. Paper 6 (“Prelim. Resp.”). In accordance with

Board authorization, Petitioner filed a Reply to the Preliminary Response

(Paper 9) and Patent Ownerfiled a Sur-Reply (Paper 10).

Institution of an inter partes review is authorized by statute when“the

information presented in the petition . .. and any response . . . showsthat

there is a reasonable likelihood that the petitioner would prevail with respect

to at least 1 of the claims challengedin the petition.” 35 U.S.C. § 314(a).

Uponconsideration of the Petition, the Preliminary Response, and the

evidence of record, we declineto institute review of the challenged claims of

the ’209 patent.

A. Related Matters

The parties indicate that related district court litigations are Daedalus

Blue, LLC v. Microsoft Corp., No. 6:20-cv-01152 (W.D.Tex.) (“the district

court case”) and Daedalus Blue, LLC v. Oracle Corp. et al., No. 6:20-cv-

00428 (W.D. Tex.) (terminated). Pet. 4; Paper 4,2.

B. The ’209 Patent

The ’209 patent relates to “virtual machine migration with filtered

network connectivity which includes enforcing network security and routing

at a hypervisorlayer at which a virtual machinepartition is executed and

which is independent of guest operating systems.” Ex. 1001, 1:11—-15. The

’209 patent describesthat “in order to perform maintenance onorprovide a

fail-over for a processor device or machine, it is desirable to move or
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migrate a virtual machine (VM) from one processor machineor device to

another.” Jd. at 2:27~-30. The ’209 patent seeks to address shortcomings of

conventional approaches for VM migration (id. at 4:31-40), which include

“a complex update scheme to update the ACLs[access control lists] in the

real switches andthefilters in the firewalls,” and “very little network

security” (id. at 3:6—11).

Figure 4, reproduced below,illustrates an embodimentfor “securing a

filtered network, including enforcing network security and routing at a

hypervisor layer.” Jd. at 8:31-34.
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Figure 4 shows a method, beginning with step 401, which “copies

network security and routing for the virtual machine to the hypervisor

layer.” Id. at 8:37-39. Then, the method “migrates the virtual machine from

a first hardware device to a second hardware device”in step 402, “updates

routing controls for the virtual machine at the hypervisor level”in step 403,

“updatestraffic filters for the virtual machineat the hypervisorlevel”in

step 404,“and advertises the migration ofthe virtual machine from thefirst

hardware device to the second hardware device”in step 405. Jd. at 8:39-46.

In steps 406 and 407, networktraffic for the virtual machineis routed to the

second hardware device based on the routing controls and access is granted

to the virtual machine on the second hardware device based onthetraffic

filters. Id. at 8:47-51.

The ’209 patent describes that by copying security and routing to the

hypervisor layer, “the user will see no difference in operation.” Id. at 9:25—

28. For example,“the first and second device . . . would eachact the same,

and preferably, would each have the same internet protocol (IP) address.”

Id. at 9:29-31. Moreover, because “the hypervisor layer providestraffic

filtering and routing updating,”“the real switches do not need to be updated

at the first and second hardware devices.” Jd. at 9:39-42.

C. Illustrative Claim

Petitioner challenges claims 1—8 of the ’209 patent. Claim 1 is

independent, and claims 2-8 depend therefrom. Claim 1 is reproduced

below.

1. A computer implemented method of controlling network
security of a virtual machine, the method comprising
enforcing network security and routing at a hypervisor layer
via dynamic updating of routing controls initiated by a
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migration of said virtual machine from a first device to a
second device.

Ex, 1001, 15:39-43.

D. Asserted Grounds of Unpatentability

Petitioner asserts that claims 1-8 are unpatentable based on the

following grounds(Pet. 7):!

Claims Challenged 35 U.S.C §
Dhawan’, Clark‘
Dhawan, Clark,

10300 Ware
. Dhawan,Clark,

' Although Petitioner adds the general knowledge of a person ofordinary
skill in the art to the express statement of each alleged ground of
unpatentability (Pet. 7, 36, 45, 55), that is not necessary. Obviousnessis
determined from the perspective of one with ordinary skill in the art. We
leave out the express inclusion of the general knowledge of one with
ordinary skill.
? The Leahy-Smith America Invents Act, Pub. L. No. 112-29, 125 Stat. 284
(2011) (“AIA”), amended 35 U.S.C. § 103. The ’209 patent wasfiled on
January 3, 2007. Ex. 1001, code (22). Because the filing date is before the
effective date of the applicable AIA amendments, werefer to the pre-AIA
version of 35 U.S.C. § 103.
3U.S. Pat. App. Pub. No. US 2007/0079307 A1, published Apr. 5, 2007
(Ex. 1005, “Dhawan”).
4 “Five Migration of Virtual Machines” (Ex. 1006, “Clark”). Petitioner
asserts a publication date of May 3, 2005, and a public accessibility date of
February 28, 2006. Pet. 6 (citing Ex. 1009).
> “Isolation of Shared Network Resources in XenoServers” (Ex. 1007,
“Warfield”). Petitioner asserts a publication date ofNovember 2002, and a
public accessibility date of December 2002. Pet. 7-10 (citing Exs. 1024—
1045).
6U.S. Patent No. 8,107,370 B2,filed Apr. 6, 2005, issued Jan. 31, 2012
(Ex. 1008, “Chandika”).
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