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LOW-POWER RADIO FREQUENCY
IDENTIFICATION READER

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to radio-frequency identification
readers used in conjunction with identification tags in con-
trolled access systems, and more particularly is directed to
low power proximity readers suitable for battery powered
operation.

2. State of the Prior Art

Radio Frequency Identification Systems (RFID) have
come into widespread usage and generally include a reader,
typically installed in a fixed location, and a population of
portable identification tags. Each ID tag contains a transpon-
der unit which returns a coded response when interrogated
by a radio-frequency transmission from the reader. The
reader periodically sends out a transmission designed to
evoke a radio-frequency response from any ID tags within
range of the reader. The tag response includes coded iden-
tification data based on which the reader makes a decision to
grant or deny access to controlled facilities. RFID systems
may use active tags which carry their own source of power
such as a battery, or passive tags which contain no source of
power and instead rely entirely on energy radiated by the
reader unit. Passive tag readers continually or periodically
search for the presence of passive tags in the vicinity of the
reader by transmitting energy which will activate any tag
present. A passive tag does not announce is presence unless
activated by the reader. Furthermore, the passive ID tag
requires that is receive sufficient radio-frequency power
which, when converted by the tag into the electrical current,
will support operation of the tag’s electronic circuits.
Consequently, the operating range of the reader/tag system
is to a large extent determined by the power transmitted by
the reader, and the ID tag must come into sufficient prox-
imity to the reader for the tag to be activated. For this reason
passive tag readers as also known as proximity readers.
Proximity readers typically have substantially greater oper-
ating power requirements than active tag RFID readers of
comparable range, and the development of portable battery
powered proximity readers has been hindered by excessive
power drain on the batteries.

A continuing need exists for RFID readers of reduced
operating power requirements and, in particular, for a low
power proximity reader which can be adequately powered
by batteries for portable use.

SUMMARY OF THE INVENTION

The present invention addresses the aforementioned need
by providing a low power radio-frequency identification
reader system which includes a RFID tag reader operative
for detecting and verifying the presence of identification
tags, and a secondary detector operative for detecting a
change in the sensing field of the RFID tag reader indicative
of the possible entry of an identification tag into the reader’s
sensing field and deriving an enabling signal responsive to
such a change. By detecting such changes the secondary
detector serves to detect the entry of an object into the
sensing field but by means other than evoking a radio-
frequency response from such an object.

A power supply is provided for supplying operating
power to the RFID tag reader and to the secondary detector.
The detector and the reader each have an average operating
power requirement, and the secondary detector is selected to
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have a substantially smaller average operating power
requirement than the reader. A power switching circuit
normally limits or cuts of power from the power supply to
the RFID tag reader while supplying the secondary detector.
Full operating power to the RFID tag reader is enabled by
the power switching circuit for a limited period of time in
response to the enabling signal in order to verify the pres-
ence of an ID tag and, if so, to permit access to the controlled
facilities. As a result, the RFID reader is relegated to a low
duty cycle relative to the secondary detector and the overall
or average operating power of the reader system is con-
served by only operating the RFID tag reader briefly upon
detection of a physical change such as movement in the
reader’s sensing field indicative of the possible presence of
an ID tag.

Although the low power RFID tag reader system of this
invention is not limited to any particular type of RFID
reader, it will be found most useful with proximity or passive
tag readers because of their relatively high operating power
requirements. For this reason, in a preferred form of the
invention, the RFID reader is a proximity reader designed to
detect the presence of passive identification tags.

The secondary detector is not limited to any particular
sensing technology. Rather, the secondary detector should
be chosen to draw little power as compared to the RFID
reader so that a significant power savings can be realized by
reducing the duty cycle of the RFID reader and relying
instead on the secondary detector most of the time. The
secondary detector may, for example and without limitation,
be selected from the group comprised of passive infrared,
inductive, capacitive, microwave and ultrasound detectors.
Generally the secondary detector operates as a motion
detector since the changes to which it responds are normally
brought about by movement of objects which are not nec-
essarily ID tags. A presently preferred secondary detector is
a passive infrared sensor designed to sense changes in the
infrared background in the reader’s sensing field.

Power savings may be optimized by limiting operation of
the RFID reader to approximately the time period required
to verify the presence of an ID tag, ie., to transmit a
radio-frequency interrogation signal, to receive and decode
a response form an ID tag if present in the sensing field, and
if an ID tag is detected, to execute an access control function
such as unlocking a door and then locking it again. Upon
completion of the tag read function or access control
function, the tag reader outputs a disabling or off control
signal to the power control switch for returning the tag
reader to a power limited wait state.

This invention also extends to a method of operating a
radio-frequency identification tag reader having a sensing
field, comprising the steps of placing the RFID reader in a
wait state or sleep mode, detecting the introduction of an
object into the sensing field, activating or waking the radio-
frequency reader for a relatively short period of time at least
sufficient for evoking a response from an identification tag
is present in the sensing field; and returning the radio-
frequency proximity reader to the wait state or sleep mode.
The step of detecting may include sensing a change in a
physical characteristic within the sensing field such as a
change in position of an object not necessarily an ID tag
within the sensing field of the RFID reader The change in
position may be made by infrared, inductive, capacitive,
ultrasound or microwave sensing.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a low power consumption
radio frequency identification system according to this
invention;
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FIG. 2 depicts a low-power RFID reader system accord-
ing to this invention featuring a passive infrared secondary
detector; and

FIG. 3 is a plan view diagram of the low-power RFID
reader system of FIG. 2 illustrating the RFID sensing field
and overlapping passive infrared field of view.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

With reference to the accompanying drawing, FIG. 1
shows in block diagram form a low-power identification tag
reader system generally designated by numeral. Reader
system 10 includes a radio frequency tag reader 12 which
may be any type of radio frequency reader, but for reasons
given herein, this invention is particularly useful with prox-
imity or passive RFID tag readers because of their greater
operating power consumption. The reader system 10 is
supplied with operating power by electrical power supply 14
connected to the reader 12 through a power control circuit or
switch 16. Power supply 14 may be an A.C. line power
supply but will normally be a battery power supply since a
principal object of this invention is to enable practical
battery operation of the reader system 10.

The tag reader 12 has a radio frequency antenna 18,
suggested in phantom lining in FIG. 2, which emits an
interrogation signal designed to evoke a response from ID
tags in sufficient proximity to the reader 12, and to receive
a radio frequency response signal from any such ID tags.
The antenna or antenna system of the tag reader 12 has a
sensing field S, suggested b the concentric arcs in FIG. 3,
within which the ID reader is capable of evoking a response
from ID tags and also to receive the response signal from the
tags. Outside of this sensing field, the strength of the
interrogation signal may be insufficient to evoke a response,
or if a response is evoked, the strength of the response signal
at the antenna 18 is too weak to be read by the reader 12. Not
only is the range of the tag reader 12 limited in terms of
distance from the antenna, but the range may also vary with
direction from the antenna, i.e., the antenna may be a
directional pattern with greatest sensitivity in a particular
direction and diminishing sensitivity away from that direc-
tion. Directionality of the tag reader may be further deter-
mined not only by the antenna radiation pattern but also by
the physical environment around the reader. If the reader
system 10 is mounted on a wall W as in FIG. 3, then the
effective sensing field S is limited to the area in front of that
wall because ID tags will be present only in that area and not
behind the wall, even though the tag reader’s radio fre-
quency field may in fact extend through and behind the wall.
Consequently, the sensing field of the tag reader 12 is limited
in range and direction by its radio frequency signal radiation
and reception patterns and by the physical environment
around the reader system 10 as in FIGS. 2 and 3.

According to this invention a secondary detector 20 is
provided having a field of view V which generally overlaps
the sensing field S of the RFID tag reader 12. The presently
preferred secondary detector 20 is a passive infrared (PIR)
motion detector of the type commonly used in home security
systems for turning on lights in response to changes in the
infrared background in the detector’s field of view, such as
a person’s moving body in front of the PIR detector. PIR
detectors of this type are now commercially available at low
cost. In conventional applications the PIR detector derives
an output signal which is typically used to trigger a security
alarm or to switch lights.

When implemented according to this invention as the
secondary detector 20, a PIR detector is arranged and

DOCKET

_ ARM

10

15

20

25

30

35

40

45

50

55

60

65

4

positioned as in FIGS. 2 and 3 relative to the RFID reader
12 so as to detect, for example, the presence of a hand
waving an ID tag in front of the RFID tag reader 12. The
output signal of the secondary detector is connected as an
ON control signal to power control switching circuit 16.

In an initial wait state of the tag reader 12 the power
control switch 16 is turned off to inactivate the RFID reader
12. When a moving object such as an ID tag holder’s hand
is detected by the PIR secondary detector 20, the resulting
ON control signal of the secondary detector actuates power
switch 16 for supplying electrical power to RFID reader 12
from power supply 14, thereby activating the RFID reader.
In its now active state the tag reader 12 operates in a
conventional manner and transmits a radio frequency signal
designed to evoke a radio-frequency response from any ID
tags within range of the reader, and listens for any radio
frequency response from the ID tags. Typically, the tag
reader 12 will remain turned on only for the length of time
necessary to read an ID tag. If after an appropriate time no
ID tag response is evoked by the reader’s transmission, the
reader outputs an OFF control signal to the power control
switch, thereby shutting down power and returning the
reader to a wait state. If the secondary detector in fact
detected the entry of an ID tag into the sensing field s, the
tag reader 12 then also executes an access control function
to enable access to the protected facility, such as by opening
an electric door lock and returning the facility to a locked
condition. Upon completion of the access control cycle, the
reader outputs the OFF control signal to the power control
switch and is returned to a wait state. The tag reader 12
typically operates under control of a microprocessor, and the
output of the OFF control signal at the appropriate time is
accomplished by suitable programming of the microproces-
SOr.

The power control switch 16 may operate to suspend only
some functions of the RFID reader rather than completely
turning off power to the tag reader. It may be undesirable to
entirely shut-down the tag reader 12 because certain initial-
ization functions of the microprocessor would require
re-execution upon every power-up. For this reason, the ON
control signal may instead operate to invoke certain func-
tions and subroutines of the microprocessor needed to
actively sense and read ID tags, while keeping the micro-
processor in a low power state in the wait state of the tag
reader. That is, the wait state of the tag reader 12 is any state
where power consumption of the tag reader is limited to less
than its normal operating requirements for detecting and
reading ID tags.

The on-time of the RFID reader per ID tag may be quite
short, of the order of a few seconds, depending on the type
of access being controlled. By limiting the on-time of the
RFID reader in this fashion, the RFID reader duty cycle, i.e.
on-time of the RFID reader 12 relative to operating time of
the reader system 10, can be made very small, thereby
greatly reducing the power consumption of the combined
RFID/PIR system 10 and making practical battery operation
of such combined readers. The combined reader 10 may be
packaged for either portable or stationary use, in any hous-
ing that may suit practical and esthetic considerations.

Passive IR detectors consume little power as compared to
passive RFID detectors because the PIR detector does not
emit a signal but rather responds to the presence of radiation
emitted by a warm object or body. However, the choice of
secondary detector is not limited to infrared detectors. Other
motion sensing technologies are available which may be
adapted for the purposes of this invention. For example,
inductive or capacitive type sensors may be implemented as
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