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[57] ABSTRACT

Apparatus and method for discouraging computer theft. The
apparatus and method requires that a password or other
unique information be supplied to the computer before the
computer BIOS routines can be completely executed. A
BIOS memory storing the BIOS routines includes a security
routine which will determine whether or not the required
password entered by the user, or a known quantity read from
an externally connected memory device is present. The
security function stored within the BIOS memory also
includes an administration function which permits the com-
puter to be either placed in a locked state, thereby requiring
password or the known quantity read from an externally
connected memory device to be present each time the
computer is booted up. The administration function also
permits an unlock state which permits the computer boot up
process to complete without entering any password or
externally supplied quantity. The external memory location
is consulted during each boot up sequence, to determine
whether the computer has been placed in the locked or in the
unlocked state. If the security depends upon the supply of
the known quantity from an externally connected memory
device, the computer will be inoperable to anyone not in
possession of the external memory device. In the event that
the external memory location bearing the locked or unlocked
code is removed, the security function assumes the computer
to be in the locked state, thus frustrating avoidance of the
locked state by tampering with the external memory.

16 Claims, 5 Drawing Sheets
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