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(54) Title: METHOD OF MONITORING CALLS IN AN INTERNET PROTOCOL (IP)-BASED NETWORK

(57) Abstract: A method of monitoring a call with a mobile terminal (MT) (11) in an Internet Protocol (IP)-based network (10)
having a Gatekeeper (17) that controls the network, a plurality of access routers (12, 14) that provide access to the network, and a
Monitoring Station (18) having monitoring facilities and a database of MTs to be monitored. When the MT sends an Admission
Request message (21) to the Gatekeeper, the Gatekeeper sends a query (23) to the Monitoring Station asking whether the MT is to
be monitored. The Monitoring Station sends a reply (25) to the Gatekeeper indicating that the MT is to be monitored and providing
an [P address where monitored packets are to be sent. The Gatekeeper then sends a monitoring request message (28) to the access
router (12) associated with the MT. The request identifies the MT to be monitored, instructs the access router to monitor the MT, and
provides a unique call identification (Call ID) and the IP address where monitored packets are to be sent. When the access router
detects a packet associated with the MT, the router sends all packets associated with the MT to the Monitoring Station. The method
also controls monitoring during intra-domain and inter-domain handoffs of the MT.
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METHOD OF MONITORING CALLS
IN AN INTERNET PROTOCOL (IP)-BASED NETWORK

BACKGROUND OF THE INVENTION
Technical Field of the Invention

This invention relates to telecommunication systems and, more particularly,
to a method of monitoring calls in an Internet Protocol (IP)-based network.

Description of Related Art

In existing circuit-switched telecommunications networks such as the Public
Switched Telephone Network (PSTN) and the legacy Public Land Mobile Network
(PLMN), law enforcement agencies are able to easily monitor telephone calls because
the calls, once established, are routed over a dedicated path from one subscriber to
another. In an IP-based telecommunications network, this is not the case.

For IP calls that originate in a circuit-switched network, a gateway provides an
interface between the circuit-switched network and the packet-switched IP network.
The gateway takes bits of digitized voice, packetizes them, puts on a header, and ships
them over the IP network. The packetized call may enter the core IP network at any
access (edge) router near the originating subscriber. Thereafter, the individual packets
follow any available route to the destination address. At that point, all of the packets
exit the core network through a single access router near the destination subscriber.
The same principle applies if both the calling terminal and the called terminal are IP-
based. Since one or both of the subscribers involved in the call may be mobile, calls
between the same subscribers may enter and leave the IP network through different
access routers at different times. As a result of the changing access routers and the
independent routing of the packets in the IP network, law enforcement agencies are not
able to monitor real-time IP applications such as Voice-over-IP (VoIP) calls.

It would be advantageous to have a method of monitoring calls in an Internet

Protocol (IP)-based network. The present invention provides such a method.
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SUMMARY OF THE INVENTION

In one aspect, the present invention is a method of monitoring a call from a
mobile terminal (MT) in an IP-based network having a Gatekeeper that controls the
network, a plurality of access routers that provide access to the network, and a
Monitoring Station having monitoring facilities and a database of MTs to be
monitored. The method includes the steps of sending an access request from the MT
to the Gatekeeper, sending a query from the Gatekeeper to the Monitoring Station
asking whether the MT is to be monitored, and sending a reply from the Monitoring
Station to the Gatekeeper indicating that the MT is to be monitored and providing an
IP address where monitored packets are to be sent. This is followed by sending a
monitoring request from the Gatekeeper to the access router associated with the
monitored MT, the request identifying the MT to be monitored, instructing the access
router to monitor the MT, and providing the IP address where monitored packets are
to be sent. When the access router detects a packet associated with the M T, the router
sends all packets associated with the M T to the Monitoring Station.

When the monitored MT is handed off from a first base station to a second
base station, and each of the base stations is controlled by a single Radio Network
Controller (RNC), the RNC sends a monitoring request to the second base station.
The monitoring request identifies the MT to be monitored, instructs the second base
station to monitor the M T, and provides a unique call identification (Call ID) and the
IP address where monitored packets are to be sent. The unique Call ID is assigned by
the Gatekeeper. The RNC also sends a notification to the Gatekeeper that the MT is
being served by the second base station, and includes the unique Call ID and a new
transport address for the MT, if any.

When the monitored MT is handed off from a first base station controlled by
a first RNC to a second base station controlled by a second RNC, and both RNCs are
in a single Gatekeeper domain, the method performs the steps of sending identifying
information regarding the MT being monitored from the first RNC to the second RNC,
and sending a monitoring request from the second RNC to the second base station, the
request identifying the MT to be monitored, instructing the second base station to

monitor the M T, and providing the unique Call ID and the IP address where monitored
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packets are to be sent. The second RNC also sends a notification to the Gatekeeper
that the MT is being served by the second base station, and includes the Call ID and
the new transport address for the MT. Whenever there is a change to the transport
address of the MT, the Gatekeeper forwards the Call ID and the new transport address
to the Monitoring Station.

When the monitored MT is handed off from a first base station controlled by
a first RNC in a first Gatekeeper domain, to a second base station controlled by a
second RNC in a second Gatekeeper domain, the method performs the steps of sending
anotification from the first RNC to the second RINC that the MT is being monitored,
and sending a monitoring request from the second RNC to the second base station.
The monitoring request identifies the MT to be monitored, instructs the base station
to monitor the MT, and provides the unique Call ID and the IP address of a Monitoring
Station where monitored packets are to be sent. The second base station then begins
sending media packets having the MT address as a source address or destination
address to the Monitoring Station. Then, the second RNC sends the unique Call ID
it received and a new transport address for the MT to the second Gatekeeper. The
second Gatekeeper forwards this information to the Monitoring Station. This is
followed by sending an access request from the MT to the second Gatekeeper, and
allocating bandwidth to the MT by the Gatekeeper.

In another aspect, the present invention is a method performed within a
Gatekeeper in an IP-based network. The method monitors a call from an MT and
routes the monitored call to a Monitoring Station having monitoring facilities and a
database of MTs to be monitored. The method includes the steps of receiving in the
Gatekeeper, a network access request from the MT, sending a query from the
Gatekeeper to the Monitoring Station asking whether the MT is to be monitored, and
receiving in the Gatekeeper, a reply from the Monitoring Station indicating that the
MT is to be monitored and providing an IP address where monitored packets are to be
sent. This is followed by sending a monitoring request from the Gatekeeper to the
access router that is associated with the monitored MT and is providing access to the

network. The request identifies the MT to be monitored, instructs the access router
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