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(57) ABSTRACT

Preferred embodiments of the invention relate to a method
and device for authenticating a user of a computer and a
corresponding system using the method and device. The
device is a handheld electronic device having accessible
thereto a first authentication code of the user. The handheld
electronic device requires a second authentication code for
enabling use thereof. In order to authenticate the user to the
computer, the handheld electronic device is configured to
transmit the first authentication code to the computer over a
communication link between the computer and the handheld
electronic device.

205

Is communication
link established?

A

215

Request authorization
input

223

¥

Validate authorization
input

Is authorization

input valid?

225

230

Access user
authentication code

A

235 200

code to PC

Transmit authentication

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Feb. 23,2006 Sheet 1 of 4 US 2006/0041746 Al

110

100A

/

130
scC v

_—120
HED
PC ? 125
115 cradle
Figure 1A
100B /130
110 ‘/
\\ SC
120
PC ‘? HED —
115
Figure 1B
100C
110 /
\ _ /120
PC \S HED

115

DOCKET

Figure 1C

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Feb. 23,2006 Sheet 2 of 4 US 2006/0041746 Al

110 120 130

e / e
PC \S HED ?’— card
reader [

115 135 132

o

100D

Figure 1D

110

\ 145 20
S

Figure 1E \

100E
110
/ 120 /1 50
115
Display
PC < > HED 1~155
Token
Generator
/ manual input
100F Figure 1F

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Feb. 23,2006 Sheet 3 of 4 US 2006/0041746 Al

Authentication
/ Initiation
205

210
215

Is communication Error
link established? message
A

220

Request authorization
input 223

Validate authorization
input

225

|s authorization No
input valid?

230

Access user

authentication code \

235 200

Transmit authentication
code to PC

Figure 2

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



omm18405
Highlight

omm18405
Highlight

https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




