
United States Patent 
US006751677B1 

(12) (10) Patent N0.: US 6,751,677 B1 
Ilnicki et al. (45) Date of Patent: Jun. 15, 2004 

(54) METHOD AND APPARATUS FOR 6,088,796 A * 7/2000 Cianfrocca et a1. ....... .. 713/152 
ALLOWING A SECURE AND TRANSPARENT 6,154,775 A * 11/2000 Coss et a1. ................ .. 709/225 

COMMUNICATION BETWEENA USER 6,161,139 A * 12/2000 Win et al. 709/225 
6,272,492 B1 * 8/2001 Kay . . . . . . . . . . . . . . . . . . . .. 707/10 

ggggglggggggggioj glgggggggsg B1 * A GATEWAY 6,356,930 B2 * 3/2002 Garg ........................ .. 709/201 

* 't d b ' 
(75) Inventors: Slawomir K. Ilnicki, Los Altos, CA C1 6 y exammer 

. ' ’ ’ rim/1r xaminer . a 
James P Rice Menlo Park CA P y E _N ElH dy 

Assistant Examiner—Jungwon Chang 

(73) Assignee: Hewlett-Packard Development (57) ABSTRACT 
Company, L.P., Houston, TX (US) 

A method of allowing a secure and transparent communi 
( * ) Notice: Subject to any disclaimer, the term of this cation between a user device and servers of a data access 

patent is extended or adjusted under 35 network system via a ?rewall and a gateway is described. 
. . . y ays. e met 0 inc u es t e step 0 esignatmg a p ura 1ty o USC154(b)b 0d Th hd' ld h fd' ' l l' f 

ports in the ?rewall for the gateway, each corresponding to 
(21) App1_ NO; 09/379,755 one of a number of ports in the gateway. Each of the gateway 

_ ports can be dynamically assigned to correspond to the port 
(22) Flled: Aug- 24’ 1999 of one of the servers. The method also includes a step of 

(51) Int Cl_7 G061; 9/54 proXifying an object reference used in a user request for a 
(52) U S C] iiiiiiiiiiiiiiiiiiii 707/103 R target server from the user device in order to establish secure 
58 F: I'd iiiiii """" ii ’ 769/201 225 connection between the user device and the target server. 

( ) 1e 0 152 767/10’ This step is ?rst performed by replacing the IP address and 
’ ’ ’ ’ ’ 103 R’ the port number of the target server of the user request with 

a dynamically assigned gateway port and the IP address of 
. the gateway. Then the dynamically assigned gateway port 

(56) References Clted and the gateway’s IP address are mapped to the port of and 
US. PATENT DOCUMENTS IP address of the target server such that the user request is 

5 623 601 A 4/1997 V 395/187 01 not required to expose the IP address and port number of the 
, , u ...................... .. . 

5,781,550 A 7/1998 Templin et al. ........... .. 370/401 target Server at the gateway‘ 

5,898,830 A * 4/1999 Wesinger, Jr. et al. .... .. 713/201 
5,907,621 A * 5/1999 Bachman et a1. ......... .. 713/155 11 Claims, 8 Drawing Sheets 

USER TARGET 
TERMINAL GATEWAY SERVER 

Proxify IOR E 

Proxi?ed lOR 

E TCP connect to gateway _ 

E Authenticate client 

SSL Hello message to target E 

TCP connect to target _ 

Authenticate target E 

Forward SSL Hello message _ 

E Complete SSL handshake _ 

Invoke target object _ 

Case 4:17-cv-00141-ALM   Document 17-4   Filed 05/19/17   Page 1 of 15 PageID #:  225

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 4:17-cv-00141-ALM   Document 17-4   Filed 05/19/17   Page 2 of 15 PageID #:  226Case 4:17-cv-OOl41-ALM Document 17-4 Filed 05/19/17 Page 2 of 15 PagelD #: 226

US. Patent Jun. 15, 2004 Sheet 1 0f 8 US 6,751,677 B1

 
 
 

12

SERVERS

13

FIREWALL FIGURE1 (PRIORART)

11

TERMINAL

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 15,2004 Sheet 2 of 8 US 6,751,677 B1 

52 EQEV m MEDGE 

mmm>m mm 1 

mm 

mm 

K 

Case 4:17-cv-00141-ALM   Document 17-4   Filed 05/19/17   Page 3 of 15 PageID #:  227

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 15,2004 Sheet 3 of 8 US 6,751,677 B1 

m MEDQE 

Ally can 

I I'HI [\l 

momm 
\ 

wok, 

Km 
wmm>mmm A 

mwIPO m0» whmom 
w l r 

. . C 
|---| | 

L 

mag, 

Case 4:17-cv-00141-ALM   Document 17-4   Filed 05/19/17   Page 4 of 15 PageID #:  228

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 15,2004 Sheet 4 of 8 US 6,751,677 B1 

w MEDQI 
8 \ Ex: “58 

a \ 52.. 568 mm 8% 
mm .\ 5% 20:63am,‘ 

Case 4:17-cv-00141-ALM   Document 17-4   Filed 05/19/17   Page 5 of 15 PageID #:  229

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


