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3

Google is committed to ensuring that Android is a safe ecosystem for 

users and developers. We do that by investing in multiple layers of protection 

across a large and growing ecosystem. We provide security applications and 

services for Android, constantly strengthen the core Android platform, and 

foster an ecosystem rich with security innovation. We also regularly measure 

the effectiveness of these efforts by collecting, analyzing, and sharing data 

about the security of the Android ecosystem. We consider transparency to be 

critical, so our second annual Android Security Year in Review is intended to 

share the progress we’ve made with regards to security in the last year, as well 

as provide our view of the state of security in the Android ecosystem.

Google security services for Android

To protect the Android ecosystem and its users, Google provides a complete 

set of endpoint security services that is included automatically as part of 

Google Mobile Services (GMS). These include both cloud-based services and 

on-device services delivered as Android applications, so users don’t have 

to install additional security services to keep their devices safe. In 2015, these 

services protected over 1 billion devices, making Google one of the world’s 

largest providers of on-device security services. 

In 2015, we increased our understanding of the ecosystem using automated 

systems that incorporate large-scale event correlation and machine learning 

to run more than 400 million automatic security scans per day on devices with 

Google Mobile Services. Thanks in part to these scans, successful exploitation 

of vulnerabilities on Android devices continued to be extremely rare during 

2015. The largest threat was installation of Potentially Harmful Applications

(PHAs), or applications that may harm a device, harm the device’s user, or 

do something unintended with user data. On average, less than 0.5% of devices 

had a PHA installed during 2015 and devices that only installed applications 
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from Google Play averaged less than 0.15%. Ongoing protection by Verify Apps, 

which scans for PHAs, and SafetyNet, which protects from network threats—as 

well as actions taken by the Android Security Team—helped stop the spread  

of PHAs like Ghost Push and reduced Russian fraudware by over 80%. We also 

released the SafetyNet Attest API to help developers check device compatibility 

and integrity.

Android platform security

All Android devices share a common security model that provides every 

application with a secure, isolated environment known as an application sand-

box. The Android security model has grown stronger over time, with further 

application isolation enabled by SELinux, enhanced exploit mitigations, and 

In 2015, Android continued to iterate and expand platform security technology 

with the launch of Android 6.0. Most new devices with Android 6.0 have a 

use. We changed the permission model so that users can see, grant, and revoke 

permissions for applications at a granular level, allowing for better control of  

the data and capabilities that each application can access. Encryption is now 

mandatory for all devices capable of supporting it, and has been extended to 

allow for encrypting data on SD cards. We continue to guide the Android 

ecosystem to widely adopt the strongest available security technologies. 

Ecosystem security programs

Android also has a number of efforts under way to promote security best 

practices in the ecosystem. The   

and Compatibility Test Suite provide a detailed series of security requirements 

and tests to prove compatibility with these requirements. Google works with 

 

a roadmap of constantly increasing security for devices (such as the require-

ment introduced in 2015 for most new Android devices to use encryption  

security best practices; we introduced policy changes that enhanced user  

issues, resulting in improvement of security for over 100,000 applications.
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