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Blue Force Tracking The Afghanistan and Iraq Experience and Its Implications for the U.S. Army

FORCE XXI BATTLE COMMAND, BRIGADE AND BELOW (FBCB2)

FBCB2-BFT Family of Products

FBCB2 Blue Force Tracking

The TRW Tactical Systems Division Builds the Next Generation of Tactical Army Operations Systems
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Wired for Battle

Digitized Battlefield Puts Friend and Foe in Sight

Battle Command and Visualization

Organizing Complex Projects Around Critical Skills, and the Mitigation of Risks Arising from System Dynamic Behavior

Personal User Data Terminal

Force XXI Battle Command Brigade-and-Below (FBCB2)

Information Dominance for Combat Power – Force XXI Battle Command Brigade and Below

The World’s Only Existing Tactical Internet: The US Army’s Force XXI Battle Command Brigade and Below

US Army shares radios to avoid Gulf fratricide

US Army expands battlefield digitization

Soldiers in Afghanistan to Receive New Blue Force Tracking System

Technology Seeks to Erase Friendly Fire
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U.S. Army Brings Digital Future to Persian Gulf
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systems. However, it does provide a one way feed of Blue locations to the Army-level Global

Command and Control System-Army (GCCS—A) through a “trusted guard,” which populates the

“secret” COP and disseminates the blue picture back down through TOC systems to brigade level.

The information passed over SATCOM is encrypted, however, it has not been “Type 1”

communications security certified and, therefore, is not authorized to process secret information.”

See, e. g., FBCB2-15 at 2: 1-3: 11 (“As interconnected networks become more complex, it also

becomes more difficult to ensure that every network component has been correctly configured. The

principal reason that manual network configuration is tolerated in large organizations is that in many

cases the network configuration is relatively static, and the required changes are small and

incremental. When a new employee joins the network or changes physical locations, it is a relatively

simple matter to reconfigure the network to include his or her computer in the appropriate new

location. Extensive corporate reorganizations are typically infrequent and there is usually adequate

warning to make the necessary configuration changes. [] A more difficult problem is presented when

frequent changes are needed in the network configuration. One example is a military communication

network in which many of the computer stations are mobile and reconfiguration may be needed on a

daily or even more frequent basis during military maneuvers. In this case, there is simply not enough

time for manual reconfiguration of a large interconnected network of computers. [] Accordingly, there

is a significant need for an automated process to reconfigure large computer networks, such as

wireless military networks. Even in a commercial setting where there is usually enough time to

reconfigure networks when changes occur, there is a need for a technique that would effect network

reconfiguration more quickly and reliably than by manual means. The present invention satisfies this

need and provides a number of other related advantages. The present invention resides in a system

and a related method for automatically configuring or reconfiguring a large interconnected computer

network under control of a user with appropriate system administration access to the network. Briefly,

and in general terms, the method of the invention comprises the steps of planning a network

configuration in simulated form through a graphical user interface; generating network programming

data corresponding to a new configuration arrived at in the planning step; disseminating the network

programming data over an existing communication network; conditioning computers in the network

to switch to the new configuration on the occurrence of a triggering signal; and switching to the new
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