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Applicant: Dell Products, L.P., Round Rock, TX (2013.01)
(US)
Inventors: Marc Randall Hammons, Round
Rock, TX (US); Todd Erick Swierk, 67 ABSTRACT
Austin, TX (US); Thomas Alexander
Shows., Cedar Park, TX, (US); Roy Systems and methods for load balancing Internet-of-Things
Francis Rudolph, Austin, TX (US) (IoT) gateways. In some embodiments, an Information Han-
Assignee: Dell Products, L.P., Round Rock, TX dling System (IHS) may include a processor a‘?d amemory
(US) coupled to the processor, the memory including program
instructions stored thereon that, upon execution by the
Appl. No.: 15/433,464 processor, cause the IHS to: receive metadata including
) attributes of IoT devices communicatively coupled to the
Filed: Feb. 15, 2017 THS, wherein the attributes are collected by the IoT devices
Publication Classification at legst in part du.rlng a tlII.le interval leading up to the IHS
entering an undesired state; perform feature extraction upon
Int. CL the metadata; identify correlations between extracted fea-
HO4L 29/08 (2006.01) tures and the undesired state; and perform load balancing
HO4L 12/66 (2006.01) based upon the correlations.
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901~ loT GATEWAY AGGREGATES DATA
FROM ARRAY OF END POINTS
4
502~ loT GATEWAY PROCESSES DATA,

ANALYZING IN AN END-POINT-SPECIFIC WAY

Y

503~ loT GATEWAY INSTRUMENTS AND LOGS DATA
ABOUT ITS INTERNAL STATE UNDER LOAD

!

DURING IDLE TIME, GATEWAY PERFORMS

504~ REGRESSIONS TO ESTABLISH CORRELATIONS
BETWEEN ACTIVITY ON END POINT(S) AND

VARIATION IN INTERNAL STATE ATTRIBUTES

Y
GATEWAY CREATES REPORT FOR
505~ ADMINISTRATOR SHOWING CORRELATIONS
FOUND AND HIGH UTILIZATION/SATURATION/
ERRORS OF COMPONENTS

Y
ADMINISTRATOR OPTS TO ENABLE RULE(S)
506" BASED ON GATEWAY INTERNAL ANALYSIS

!

GATEWAY FOLLOWS RULES, REACTING TO
PATTERNS MATCHED THAT MAY RESULT IN AN
UNDESIRABLE STATE WITH VARIOUS POSSIBLE

ACTIONS, INCLUDING BUT NOT LIMITED TO:

507-"| 1- RESCHEDULING TASKS (SAME GATEWAY,
DIFFERENT TIME)

2. REPRIORITIZING TASKS (SAME GATEWAY,
SAME TIME, LOWER PRIORITY)

3. REBALANCING TASKS (DIFFERENT GATEWAY)

y
REPEAT OVER TIME TO IDENTIFY TRENDS AND
508 COMPARE ACROSS ALL GATEWAYS

FIG. 5
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