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I, Stephen Gray, do hereby declare as follows:
I. INTRODUCTION

1. My name is Stephen Gray, and I have been retained by counsel for
GOOGLE LLC (“Google” or “Petitioner”) as a technical expert in connection with
the proceedings identified above. I submit this declaration in support of Google’s
Petition for Post-Grant Review of U.S. Patent No. 10,600,046 (“the 046 Patent™).

2. I am being compensated for my work in this matter at my accustomed
hourly rate. I am also being reimbursed for reasonable and customary expenses
associated with my work and testimony in this investigation. My compensation is
not contingent on the results of my study, the substance of my opinions, or the
outcome of this matter.

3. I have been asked to provide my opinions regarding (1) whether any
of claims 1-20 of the 046 Patent contain subject matter that has an effective filing
date on or after March 16, 2013, (2) whether any of claims 1-17 of the 046 Patent
recite patent-ineligible subject matter, (3) whether the specification and drawings
of the 046 Patent fail to contain a written description of any of claims 1-17 of the
’046 Patent, and (4) whether any of claims 1-17 are unpatentable as they would
have been obvious to a person having ordinary skill in the art (“POSITA”) at the

time of the alleged invention, in light of the prior art. The following table shows
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the challenges discussed in this Declaration and how they correspond to the above-

listed proceedings:

Challenge No. Claims Corresp ?ndlng
. . Ground Petition
in Declaration | Challenged
Challenge
PGR2021-00028,
#1 1-17 35U.8.C.§ 101
Challenge #2
PGR2021-00028,
#2 1-17 35 U.S.C.§ 112(a)
Challenge #1

35 U.S.C. § 103 over

PGR2021-00029,
#3 1-5 and 12-14 | Moshal in view of Jogu

Challenge #1
and Dessert

35 U.S.C. § 103 over
#4 6, 15,and 16 | Moshal in view of Jogu,

PGR2021-00029,

Challenge #2
Dessert, and Ohlhausen

35 U.S.C. § 103 over
Moshal in view of Jogu, | PGR2021-00029,

#5 7-11 and 17
Dessert, Ohlhausen, and | Challenge #3
Aabye
4. In the preparation of this declaration I have reviewed the following,

each of which is a type of material that experts in my field would reasonably rely
upon when forming their opinions:

a) the ’046 Patent, GOOG-1001;
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g)

h)

3
k)

D
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the prosecution file history of the *046 Patent (“’046 patent file history”),
GOOG-1002;

U.S. Patent Application Publication No. 2014/0310117 to Moshal
(“Moshal”), GOOG-1005;

Verified English Language Translation of Japanese Patent No. 4901053
B2 (“Jogu”), GOOG-1006;

U.S. Patent No. 9,027,827 to Dessert et al. (“Dessert”), GOOG-1007;

U.S. Patent Application Publication No. 2014/0365371 to Ohlhausen
(“Ohlhausen’), GOOG-1008;

U.S. Patent Application Publication No. 2010/0211507 to Aabye et al.
(“Aabye”), GOOG-1009; and

U.S. Patent Application Publication No. 2014/0297381 to Park (“Park™),
GOOG-1010;

U.S. Patent Application Publication No. 2011/0066550 to Shank et al.
(“Shank™), GOOG-1011;

U.S. Patent No. 8,170,527 to Granucci (“Granucci”), GOOG-1012;

U.S. Patent Application Publication No. 2013/0166448 to Narayanan
(“Narayanan”), GOOG-1013;

U.S. Patent Application Publication No. 2011/0173060 to Gallagher
(“Gallagher), GOOG-1015;

U.S. Patent Application Publication No. 2013/0048717 to Brendell et al.
(“Brendell”’), GOOG-1016;

U.S. Patent No. 9,202,330 to Boucher (“Boucher”), GOOG-1017;
Mifare in Action, GOOG-1018;

U.S. Patent No. 7,890,371 to Chao (“Chao”), GOOG-1019;

U.S. Patent No. 10,380,573 to Lin (“Lin”), GOOG-1020;
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ce)
dd)
ee)
ff)

gg)
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U.S. Patent Application Publication No. 2009/0094123 to Killian
(“Killian), GOOG-1021;

U.S. Patent Application Publication No. 2010/0174650 to Nonaka
(“Nonaka”), GOOG-1022;

U.S. Patent Application Publication No. 2012/0296819 to Lu (“Lu”),
GOOG-1024;

U.S. Patent Application Publication No. 2010/0287095 to Ueno
(“Ueno”), GOOG-1025;

Comparison of the specification of U.S. Patent 9,047,601 and the
specification of U.S. Patent Application No. 13/350,832, GOOG-1026;

Comparison of the specification of U.S. Patent 9,047,601 and U.S.
Provisional No. 61/618,802, GOOG-1027;

U.S. Patent No. 8,118,218, GOOG-1028;

U.S. Patent Application Publication No. 2012/0130838, GOOG-1029;
U.S. Provisional No. 61/618,802, GOOG-1030;

U.S. Patent 9,047,601, GOOG-1031;

Vuorinen, GOOG-1035;

Shopping Without Cash, GOOG-1036;

History of Money and Payments, GOOG-1037;

PayPal, Britannica, GOOG-1039;

U.S. Patent No. 7,597, 250, GOOG-1040;

and any other document cited in this Declaration.
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5. In forming the opinions expressed within this declaration, I have
considered:'
a. The documents listed above; and
b. My own knowledge and experience, including my work experience in
the field of mobile payment techniques, as described below.

6. I am over 18 years of age and, if I am called upon to do so, [ am
competent to testify as to the matters set forth herein. I am willing to provide
testimony about the opinions provided in this declaration if asked to do so.

7. Although I have attempted to organize the information presented in
this declaration into helpful sections and/or divisions, my opinions are supported
by the information in the declaration in its entirety.

8. Unless otherwise noted, all emphasis in any quoted material has been
added.

II. QUALIFICATIONS AND PROFESSIONAL EXPERIENCE

9. My complete qualifications and professional experience are described
in my Curriculum Vitae, a copy of which can be found in GOOG-1004. The
following is a brief summary of my relevant qualifications and professional

experience.

! All exhibit numbers use the prefix “GOOG-" (e.g., GOOG-1001 is used for
Exhibit 1001).

5

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 9 of 300

PGR2022-00003
Apple EX1003 Page 9



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

10. Throughout my career, I have designed, developed, and deployed
computing systems and products related to payment systems. As such, I have
acquired expertise and am an expert in the areas of distributed computing
architecture and design, distributed data management, web-based commerce,
payment techniques, and various programming languages used in the development
of those systems and products.

11. I have several relevant professional experiences that demonstrate my
expertise with systems developed to operate in World Wide Web computing
environments deployed over the Internet. For example, in the 1998 to 2000 time
period, I served as the CTO for Sicommnet: an e-Commerce Internet start-up. The
firm developed a product that specialized in procurement for public agencies over
the Internet. For another example, in the 2001-2002 time period, I was the Chief
Technology Officer of Networld Exchange Inc. In both assignments, I was
responsible for the design, development and deployment of a suite of products that
delivered e-Commerce functions. These functions were provided over the Internet
and included product catalog information display, purchase and/or purchase order
creation, order delivery to fulfillment systems, order status reporting, and
interoperability with third party inventory and pricing systems. The products that |
had responsibility for utilized protocols and technologies common for web-based

systems.
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12.  Additionally, as my curriculum vitae shows, I have performed a
detailed analysis of the competitive environment for retail point-of-sale hardware
and software systems. This analysis included technology, marketing,
compensation, and back office interface issues. I also led the design of an image-
assisted remittance processing system using IBM system components and Sybase
relational database in a client/server architecture for TRW. Additionally, I
designed an object-oriented front end to the database so that the UNIX platform
could execute Sybase applications.

13. My practical experience regarding mobile device computing software
includes development at NTN Communication of a multiplayer game system
operating over mobile phones where issues of data synchronization, event
handling, and centralized control of distributed devices was required. I have been
retained in several matters relating to mobile computing software. For example, |
have been retained in patent and copyright matters involving touch screen user
interface operations on mobile phones, Internet protocol implementation on mobile
phones, and data synchronization between centralized servers and distributed
computing devices.

14. In addition, on several occasions, | have served as an expert witness
where web and Internet protocols and technology analysis were required to render

an opinion. These matters include HyVee v. Inmar Inc., Diet Goal Innovations v.
7
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Chipotle, et al., Enfish, LLC v. Microsoft Corp., et al., Optimize Technology
Solutions, LLC v. Staples, Inc., et al., and others.

15. In summary, I have extensive familiarity with the field of electronic
payment techniques and mobile computing, and, as I have worked in this field
since the early 2000s, I am familiar with what the state of this field was at the

relevant time of the 046 Patent and before.

III. LEVEL OF ORDINARY SKILL IN THE ART

16. I understand that the level of ordinary skill may be reflected by the
prior art of record and that a person of ordinary skill in the art (“POSITA”) to
which the claimed subject matter pertains would have the capability of
understanding the scientific and engineering principles applicable to the pertinent
art.

17. I understand there are multiple factors relevant to determining the
level of ordinary skill in the pertinent art, including (1) the levels of education and
experience of persons working in the field at the time of the invention, (2) the
sophistication of the technology, (3) the types of problems encountered in the field,
and (4) the prior art solutions to those problems.

18.  For purposes of this Declaration, I have been asked to apply an
effective filing date for the *046 Patent of March 29, 2013. I note that claims 1-17
claims may have a later effective filing date of June 2, 2015 based on lack of

8
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written description support in the 046 Patent, but the definition of a person of
ordinary skill in the art (noted below) is the same for both dates.

19. A POSITA on and before March 29, 2013 would have had a working
knowledge of mobile payment techniques pertinent to the 046 Patent, including
art describing mobile payment techniques. A POSITA would have had a bachelor’s
degree in computer science, computer engineering, or an equivalent, and one year
of professional experience relating to mobile payment. Lack of professional
experience can be remedied by additional education, and vice versa.

20. For purposes of this Declaration, in general, and unless otherwise
noted, my statements and opinions, such as those regarding my experience and the
understanding of a POSITA generally (and specifically related to the references I
consulted herein), reflect the knowledge that existed in the field at least as early as
March 29, 2013. Unless otherwise stated, when I provide my understanding and
analysis below, it is consistent with the level of a POSITA on or before the
effective filing date of the 046 Patent.

IV. RELEVANT LEGAL STANDARDS

21. I amnot an attorney. In preparing and expressing my opinions and
considering the subject matter of the 046 Patent, I am relying on certain legal

principles that counsel has explained to me. These principles are discussed below.
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A. Entitlement to an Earlier Priority Date

22. T understand that a patent is eligible for post-grant review if the patent
contains or contained at any time, a claim having an effective filing date of March
16,2013.

23. I have been informed that a patent, such as the 046 Patent, that claims
priority to a prior patent application (non-provisional or provisional) may only
obtain the benefit of the earlier filing date of the prior patent application if the prior
patent application contains written description support for every element of a claim
in question. I understand that this analysis is performed on a claim-by-claim basis.

24. I have been informed that a patent claiming priority to several prior
patent applications may not be entitled to the earlier filing date of all prior patent
applications, such that the patent may be entitled to the benefit of only some of the
prior patent application(s) that provide(s) written description support for every
element of a claim in question. I understand that this analysis is performed on a
claim-by-claim basis.

25. T have been informed that a disclosure satisfies the written description
requirement if it reasonably conveys to those skilled in the art that the inventor had
possession of the claimed subject matter as of the date in question. It is my

understanding that one shows that one is in possession of the claimed invention by

10
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describing the invention, with all its claimed limitations, and that this requirement
1s not satisfied by a description which makes the claimed invention obvious.

26. I have been informed that a disclosure that satisfies the written
description requirement may be incorporated by reference in the provisional
application, by way of incorporation by reference of a U.S. patent or U.S. patent
publication, but the incorporation by reference does not extend to material
incorporated by reference within such referenced U.S. patent or U.S. patent
publication.

B. Written Description Requirement

27. T understand that a patent must include a specification that contains “a
written description of the invention.” 35 U.S.C. § 112(a). I also understand that, to
comply with the written description requirement, the specification or earlier-filed
application must reasonably convey to a POSITA that the inventor had possession
of the claimed subject matter as of the filing date. I understand that such possession
is established only by disclosure. I further understand that a disclosure is
insufficient if it merely renders the later-claimed invention obvious, as the
disclosure must describe the claimed invention with all its limitations.

28. I understand that the purpose of the written description requirement is
to prevent an applicant from later asserting that he invented that which he did not. I

therefore understand that, while it is legitimate to amend claims or add claims to a

11

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 15 of 300

PGR2022-00003
Apple EX1003 Page 15



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

patent application during prosecution, there must be support for such amendments
or additions in the originally filed application.

C. Subject-Matter Eligibility

29. I understand that a claimed invention may be patent-eligible if it is a
new and useful process, machine, manufacture, or composition of matter, but that
this includes exceptions, i.e., laws of nature, natural phenomena, and abstract ideas
are not patentable. I understand that the patent eligibility analysis follows a two-
step framework. I understand that the first step of that inquiry is to ask whether the
claim at issue is directed to a patent-ineligible concept, such as an abstract idea. |
understand that this inquiry requires looking at the focus of the claims, which may
be informed by analyzing the specification to understand the problem facing the
inventor.

30. Ifaclaimis directed to an abstract idea, I understand that the second
step in the inquiry requires an examination of the claim elements to determine
whether they contain an inventive concept sufficient to transform the claimed
abstract idea into a patent-eligible application. I also understand that merely
appending conventional steps, specified at a high level of generality, is not enough
to supply an inventive concept.

31. I have been informed that the U.S. Patent and Trademark Office
(“USPTQO”) has issued guidance (“Guidance”) for applying the two-part test

12
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described above. I understand that, at Step 1 of the Guidance, the USPTO looks to
whether the claimed subject matter falls within the four statutory categories of
patentable subject matter: process, machine, manufacture, or composition of
matter. | further understand that Step 2 of the Guidance is divided into multiple
parts. I understand that Step 2A, Prong 1 of the Guidance asks whether a claim
recites a judicial exception, i.e., whether a law of nature, natural phenomenon, or
abstract idea is set forth or described in the claim. I further understand that, at
Step 2A, Prong 2 of the Guidance, one determines whether the claim as a whole
integrates the recited judicial exception into a practical application of the
exception. Finally, I understand that Step 2B of the Guidance asks whether the
claim recites additional elements that amount to significantly more than the judicial
exception.

D. Obviousness

32. I understand that prior art to the 046 Patent includes patents and
printed publications in the relevant art that predate at least March 29, 2013.

33. I understand that a claim is unpatentable if it is either anticipated or
rendered obvious by the prior art.

34. I have been informed by counsel that a patent claim is unpatentable as
anticipated if each element of that claim is present either explicitly or inherently in

a single prior art reference. I have also been informed that, to be an inherent

13
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disclosure, the prior art reference must necessarily disclose the limitation, and the
fact that the reference might possibly practice or contain a claimed limitation is
insufficient to establish that the reference inherently teaches the limitation.

35. I have been informed that a claimed invention is unpatentable for
obviousness if the differences between the invention and the prior art are such that
the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which the subject matter
pertains. [ have also been informed by counsel that the obviousness analysis takes
into account factual inquiries including the level of ordinary skill in the art, the
scope and content of the prior art, and the differences between the prior art and the
claimed subject matter.

36. It is my understanding that the teachings of two or more references
may be combined, if such a combination would have been obvious to one having
ordinary skill in the art. In determining whether a combination based on either a
single reference or multiple references would have been obvious, it is appropriate
to consider whether:

= the teachings of the prior art references disclose known concepts

combined in familiar ways;

= aperson of ordinary skill in the art could implement a predictable

variation, and would see the benefit of doing so;
14
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= the claimed elements represent one of a limited number of known design
choices, and would have a reasonable expectation of success by those
skilled in the art;

= aperson of ordinary skill would have recognized a reason to combine

known elements in the manner described in the claim;

» there is some teaching or suggestion in the prior art to make the

modification or combination of elements claimed in the patent; and

» the innovation applies a known technique that had been used to improve

a similar device or method in a similar way.

37. 1have also been informed that one of ordinary skill in the art has
ordinary creativity, and is not an automaton. I also understand that in considering
obviousness, it is important not to use the benefit of hindsight derived from the
patent being considered.

38. I have been informed by counsel that the Supreme Court has
recognized several rationales for combining references or modifying a reference to
show obviousness of claimed subject matter. Some of these rationales include the
following: (a) combining prior art elements according to known methods to yield
predictable results; (b) simple substitution of one known element for another to
obtain predictable results; (c) use of a known technique to improve a similar device

(method, or product) in the same way; (d) applying a known technique to a known
15
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device (method, or product) ready for improvement to yield predictable results; (e)
choosing from a finite number of identified, predictable solutions, with a
reasonable expectation of success; and (f) some teaching, suggestion, or motivation
in the prior art that would have led one of ordinary skill to modify the prior art
reference or to combine prior art reference teachings to arrive at the claimed

invention.

V. THE 046 PATENT
A. Overview of the 046 Patent

39. The ’046 Patent pertains to a method of presenting and settling an
invoice. GOOG-1001, Abstract. While the specification describes many different
embodiments, the claims generally correspond to Figures 1A and 1B (but with
several important differences). Figures 1A and 1B describe a method in which a
restaurant waiter delivers a bill/invoice to a customer via a “tag” or “contactless
card,” rather than on paper. GOOG-1001, 7:19-26. The customer uses a mobile
device (e.g., a smartphone) to read the invoice, select a payment method, and settle
the invoice by sending a payment request to a server (e.g., a “payment gateway”).
GOOG-1001, 7:25-8:24. Figure 1A illustrates the system for carrying out this

method:
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100

102

1 Payment Authorization Request

4 Point-of-sale
> Smart Bill Payment Gateway device

Payment

gateway

Payment Authorization
Payment info with Response
electronic bill

POS with contactless
Personal NFC device reader OR NFC device with
with wallet software SE (such as Mobile POS)
110
\ Contactless smart e hi
Signed electronic bill card (or secure Electronic bill
element in NFC
Customer’s devices) with smart  j&—_| Tag storing invoice
. . bill applet 108
mobile device

GOOG-1001, Fig. 1A (annotated).

40. Figure 1B illustrates that the merchant’s point-of-sale (POS) device
106 generates a bill or invoice that is written to the tag 108 (step 122). When the
tag 108 is presented to the user (step 124), an application on the mobile device
reads the tag 108 (step 126), and the bill is displayed to the customer on the mobile
device. GOOG-1001, 7:19-33. The user can optionally add a tip (step 128).
GOOG-1001, 7:59-61. The mobile device user selects a payment method, such as

“an electronic wallet or purse (a.k.a. e-purse) already created in the mobile device”
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(step 130). GOOG-1001, 7:48-50, 7:57-59. The mobile device then transmits a
payment request to a payment gateway (server) 104 (step 132). GOOG-1001,
7:62-65. The payment gateway 104 next verifies whether the payment request
authorized by the customer is sufficient to cover the amount on the bill (step 134),
and, if so, authorizes the payment with a financial payment network (step 136).
Once the transaction is approved or denied, the payment server notifies the
merchant as to whether payment has been authorized (step 138). GOOG-1001,
7:65-8:15.

41. The methods in independent claims 1 and 12 fundamentally differ
from the embodiment of Figures 1A and 1B in that they each require an e-purse
balance verification on the mobile device before sending the payment request to
the payment gateway. Contingent upon that verification, the mobile device then
transmits the payment request. Specifically, the claims require that, after the
mobile device calculates the total amount (invoice amount + tip), it “verif[ies] the
total amount with a balance in the e-purse...without sending the payment request
to a payment gateway.” GOOG-1001, 25:47-51. “[ W]hen the balance is less than
the total amount,” the mobile device “display[s] a denial of the payment request.”
GOOG-1001, 25:52-53. Alternatively, when “the balance is sufficient to honor the
payment request,” the mobile device “send[s] the payment request from the mobile

device to the payment gateway.” GOOG-1001, 25:54-55.
18
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42. Independent claim 1 is reproduced below:

1. A method for mobile payment, the method comprising:

causing a mobile device to capture data directly from a tag physically
presented thereto, wherein the tag receives the data directly from a POS
device and allows the mobile device to capture the data, the data
embedded in the tag includes an electronic invoice and settlement
information with a merchant associated with the POS device;

extracting the electronic invoice from the captured data in the mobile
device; displaying the electronic invoice on a display of the mobile
device to show an amount to be paid by a user of the mobile device,
wherein the mobile device is configured to execute an installed
application therein to capture the data from the tag;

receiving an entry by the mobile device, the entry including the amount
for the invoice and optionally an additional amount from the user;

calculating a total amount by adding the additional amount to the
amount in the electronic invoice;

generating a payment request in the mobile device in response to the
electronic invoice after the user has chosen an electronic purse (e-purse)
maintained locally in the mobile device;

displaying the electronic invoice on the display of the mobile device for
the user to verify the payment request

verifying the total amount with a balance in the e-purse, wherein said
verifying the total amount with a balance in the e-purse is performed
within the mobile device without sending the payment request to a
payment gateway;,

displaying a denial of the payment request when the balance is less than
the total amount;

sending the payment request from the mobile device to the payment
gateway, wherein the balance is sufficient to honor the payment
request, the payment gateway sends a message directly to the POS

19
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device that a monetary transaction per the payment request sent from
the mobile device has been successfully completed; and

displaying a confirmation in the mobile device that the balance in the
e-purse has been reduced by the total amount.

’046 Patent, 25:20-63.

43. Independent claim 12 is reproduced below:

12. A method for mobile payment, the method comprising:

generating a set of data in a point of sale (POS) device, the data
including an electronic invoice and settlement information with a
merchant associated with the POS device;

embedding the data directly to a tag;
presenting the tag to a mobile device;

causing the mobile device to capture the data from the tag, wherein the
mobile device executes an installed application therein to retrieve an
amount in the electronic invoice from the data and generate a payment
request in response to the captured data, the payment request is denied
in the mobile device when the amount is more than a balance of an
electronic purse (e-purse) maintained locally in the mobile device, the
payment request is sent to a payment gateway when the amount is less
than a balance of an electronic purse (e-purse) maintained locally in the
mobile device; and

receiving a message in the POS device directly from the payment
gateway that the electronic invoice has been settled, wherein the
payment gateway is configured to cause the balance in the e-purse
reduced by the amount.

’046 Patent, 26:54-27:10.

44. Independent claim 18 is reproduced below:

18. A system for mobile payment, the system comprising:
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a point of sale (POS) device provided to generate a set of data including
an electronic invoice upon receiving an entry, wherein the data
including the electronic invoice and settlement information is
transferred to a tag, a mobile device is executing a module configured
to capture the data directly from the tag physically presented thereto,
extract an amount expressed in the electronic invoice and display the
amount in the mobile device; and wherein

the POS device receives an electronic notification directly from a
payment gateway that the electronic invoice has been settled for a total
amount including an additional amount and the amount expressed in
the electronic invoice, the additional amount is added optionally by the
user, after the user of the mobile devices verifies the electronic invoice
displayed on the mobile device and authorizes a payment to the
electronic invoice, the mobile device is configured to generate a
payment request, wherein the payment request is denied within the
mobile device without sending the payment request to the payment
gateway when the amount is less than a balance of an electronic purse
(e-purse) maintained locally in the mobile device; the payment request
is sent to the payment gateway to proceed with a payment according to
the payment request when the amount is more than the balance of the
e-purse.

’046 Patent, 27:30-28:23.

45.  As demonstrated in this declaration, there is nothing novel or non-
obvious about the claims of the *046 Patent, as all the claim elements were taught
in the prior art, and it would have been obvious to combine the relevant teachings
as claimed well before March 29, 2013.

B. Prosecution History of the 046 Patent

46. The 046 Patent issued on March 24, 2020 from U.S. Patent
Application No. 14/728,349 (“the *349 application”) filed June 2, 2015. The *046

Patent claims priority to a number of previous applications, but, as described in
21
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Section VI below, the subject matter claimed in the 046 Patent is not disclosed in
those applications.

47. During prosecution, the Examiner rejected the pending claims of the
’349 application over various prior art references. GOOG-1002, pp. 622, 468, 370,
266, 166. After each rejection, the applicants amended the claims. GOOG-1002,
pp- 561,451, 357, 253, 153.

48. After various rejections, the applicants added the concept of an “e-
purse” and related functionality to the pending claims (“the E-purse Amendment”).
GOOG-1002, pp. 153-58. For support, the applicants cited Figure 6C and related
paragraph [0131]. GOOG-1002, p. 160. While Figure 6C describes e-purse
functionality, it does so in the context of a fundamentally different system (Fig.
6A) from the one on which the pending claims were based (Fig. 1A). GOOG-
1001, 20:13-51 (paragraph [0131]). In the system of Figure 1A, as the applicants
emphasized, the mobile device does “NOT” talk back to the POS device after
receiving the invoice. GOOG-1002, p. 568. Instead, it communicates with a

payment gateway. GOOG-1001, Fig. 1A.
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Payment Network

v

100

102

Payment Authorization Request

Smart Bill Payment G

atewa
y 104

Payment info with
electronic bill

Payment Authorization
Response

Personal NFC device’
with wallet software .
11674

KSE (such as Mobile POS)

", POS with contactless 106
ireader OR NFC device with

N\

Signed electronic card (or secure

element in NFC .
devices) with smart Consumer device does not talk
bill applet 108 back to POS

-
‘bili\ Contactless smart Electronic bill

GOOG-1001, Fig. 1A (annotated).

49. In the system of Figure 6A, however, there is no payment gateway,

and the mobile device must talk back

to the POS device because the transaction

639 is “conducted between” the two devices, as shown below. GOOG-1001, 19:6-

10; see also id. 20:41-44 (“Whereas there is enough balance in the e-token, the

process 650 deducts or debits the purchase amount from the e-token of the e-token

enabled device 636 at 660.”).
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i PQOS Transaction
Server 613

4 Cellular
Corpmunications
Network 520

real time . .

; transbatt:tirr:n : Secured :

: or batc : Channel |

: operation "// 618 i BB

i ! i Device

i m—————h /7 630
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629

Consumer device
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b realtime

i transaction
i 639 N

e-token
Enabled
Device 636

Consumer device talks
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GOOG-1001, Fig. 6A (annotated); see also id., 20:4-21:15 (describing the back-

and-forth communication between the POS 630 and mobile device 636).

50. The applicants added limitations into the pending claims that required

specific interactions between an e-purse on a mobile device and a payment

gateway. Such interactions are not disclosed in either embodiment. Figures 1A and

1B, while disclosing a payment gateway, do not disclose specific e-purse

functionality; and Figures 6A and 6C, while disclosing e-purse functionality, do

not disclose a payment gateway that communicates with the mobile device.
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51. The Examiner issued a notice of allowance after the E-purse
Amendment, and the amended claims issued in the *046 Patent. GOOG-1002, pp.
7-21.

VI. PRIORITY DATES OF THE CHALLENGED CLAIMS

52. The ’349 application that led to the 046 Patent was filed on June 2,
2015 as a continuation of U.S. Patent 9,047,601 (“’601 Patent”) filed on March 29,
2013, just after the effective date of the America Invents Act (“AIA”).? The’601
Patent, in turn, claims priority to U.S. Provisional No. 61/618,802 (“the *802
provisional”) filed April 1, 2012 (pre-AIA). The 601 Patent also claims to be a
continuation-in-part of U.S. application No. 13/350,832 (*’832 application™), filed
on Jan. 16, 2012 (pre-AlIA), now abandoned, which is a continuation-in-part of
application No. 11/534,653 (“the 653 application”), filed on Sep. 24, 2006 (pre-
AIA), now Patent No. 8,118,218. The 046 Family relative to the AIA effective

date is illustrated below:

2 I have been informed that the effective date of the AIA was March 16, 2013.
25
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US 8,118,218
(US App 11/534,653)
Filed: 9-24-06

CIP

v

US App 13/350,832 US Prov. 61/618,802
Filed: 1-16-12 Filed: 4-1-12

AlA Effective Date

CIP

Non-Prov.

US 9,047,601
Filed: 3-29-13

vlCon.

US 10,600,046
(US App 14/728,349)
Filed: 6-2-15

53. A POSITA would have understood that the 046 Patent and the *601
Patent (“the AIA Patents™) contain figures and description not found in the pre-
AIA applications. For example, the two pre-AIA CIP applications (the 832
application and the *653 application) do not include Figures 1A and 1B and the
associated description in the common specification of the AIA Patents (5:29-8:30
in the *046 Patent).® These figures and description were first introduced together in

the 601 Patent. GOOG-1026 (comparison of the 601 Patent specification and

3 The 832 and the 653 applications instead include Figures 1A and 1B that are
wholly different than the Figures 1A and 1B in the AIA Patents. See GOOG-1028

(’218 Patent), Figs. 1A-B; GOOG-1029 (838 publication of 832 app).
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’832 application specification). While Figures 1A and 1B of the AIA Patents were
included in the pre-AIA *802 provisional, the associated description in the AIA
Patents was not included. GOOG-1027 (comparison of the 802 provisional
specification and the 601 Patent specification). Instead, the *802 provisional

includes a high-level overview of the figures.* These differences in disclosure are

depicted below:

US 8,118,218

Lack Figs.1A (US App 11/534,653)

and 1B and Filed: 9-24-06

description CIp

found in AIA v J Lajc,tk.s .

Patents US App 13/350,832 US Prov. 61/618,802 | - esc,}'/’f ! O’;‘; 5
Filed: 1-16-12 Filed: 4-1-12 igs. 1A an
found in AIA
AIA Effective Date Patents

CIP Non-Prov.

Description of
. US 9,047,601
Figs. 1A and 1B——>|  Fjja4:3.20.13

first added
l Con.

US 10,600,046
(US App 14/728,349)
Filed: 6-2-15

* The *802 provisional also includes an “Appendix” containing the majority of the
specification and figures of the 832 application. GOOG-1030, pp. 13-81 (°802
provisional). Paragraphs 1-8 and 10-142 of the “Appendix” of the correspond to
paragraphs 2-142 of the 832 Application, respectively.
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54. A POSITA would have understood that claims 1, 6, 15, and 19 of the
’046 Patent recite subject matter supported only in the description of Figures 1A
and 1B that were first filed with the 601 Patent on March 29, 2013. Additionally,
POSITA would have understood that claims 1, 7, and 12 recite subject matter
without support in any of the above specifications because such subject matter was
added by amendment during prosecution of the 046 Patent.

A. The “displaying a denial” step in claim 1 lacks written description
support in the pre-AlA applications.

55. Claim 1 recites the step of “displaying a denial of the payment request
when the balance is less than the total amount.” GOOG-1001, 25:52-53. A
POSITA would have understood that, while there is not support for this step in the
specification of the 046 Patent, the closest disclosure is in the description of
Figure 1B, which was added to the *601 Patent specification after the AIA
effective date. See GOOG-1001, 8:5-12 (corresponding to GOOG-1031 (°601
Patent), 7:53-60). The specification explains that after step 134 in Figure 1B “the
bill application in the mobile device displays the rejection to get attention from the
consumer.” GOOG-1001, 8:9-12 (corresponding to GOOG-1031 (°601 Patent),

7:53-60). This disclosure does not support the recited display in claim 1.°

3> Claim 1 requires displaying the rejection “when the [e-purse] balance is less than
the total amount,” whereas the rejection associated with step 134 in Figure 1B is

28

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 32 of 300

PGR2022-00003
Apple EX1003 Page 32



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

Regardless, such disclosure is missing in the specifications of the pre-AIA
applications. Figure 1B, which is included in the *802 provisional, is silent as to
displaying a denial after step 134. See GOOG-1001, Fig. 1B. The next step 136 in

the process assumes the verification was successful:

Smart bill enabled application sends the transaction information
to the backend smart bill gateway for processing 132

y

Smart bill gateway verifies the electronic bill and rejects if the
payment amount is less than the billed amount. 134

v

Smart hill gateway uses the traditional financial payment network

flow to send payment request and get payment response. It also

can use new online payment method such as Paypal or Alipay to 136
complete transaction.

Once the transaction is approved or denied, the payment
authorization response will return to the payment gateway tobe | 138
forwarded back to the merchant

GOOG-1001, Fig. 1B (annotated and cropped).

56. A POSITA would have further understood that the two pre-AIA CIP
applications, the 653 application and the *832 application, similarly lack written
description support for the step “displaying a denial” based on a balance
verification. The earlier 653 application (issued as U.S. 8,118,218) lacks any

disclosure of a verification step and subsequent display step. GOOG-1028. The

displayed “if the payment amount is less than the billed amount.” See GOOG-
1001, Fig. 1B.
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’832 application (published as US 2012/0130838) generally describes comparing
the balance of an e-token with a purchase amount in association with Figures 6C
and 6D, but it fails to describe displaying a denial when the balance is insufficient.
GOOG-1029, Figs. 6C-6D, 9 [0173]-[0177]. For example, in the embodiment of
Figure 6C, shown below, when the balance is insufficient at step 656, the process

displays an option to “top-up” rather than a denial. GOOG-1029, Fig. 6C,

1 [0174].
[ START J
v
| Retrieve an e-token from a purchaser ’I" 652
Valid e-token? END J
Point-of-sale (POS) Performatop-up |  ~oq

or virtual top-up

verifies balance

s there enough
balance in e-
token?

Offer real
time fop-up?

657

Deduct purchased amount from e—token'f\l 660 Ifinsuﬁ‘icient,

y offer top-up
Upload transactions to backend server |
(each transaction or in batch) T 662

( END R

GOOG-1029 (’832 application), Fig. 6C (annotated). In the embodiment of Figure

6D, shown below, when the balance is insufficient at step 674, the process 670

30

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 34 of 300

PGR2022-00003
Apple EX1003 Page 34



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

simply ends after a “return message” denying the purchase is received by the POS
manager 623. GOOG-1029 (’832 application), Fig. 6D, §[0177]. No denial is
displayed in the mobile device. Moreover, even if process 670 disclosed
“displaying a denial” (which it does not), any such denial would not be based upon
the balance being less than a “total amount” (i.e., the invoice amount plus an
additional amount from the user, such as a gratuity). Process 670 does not

contemplate a user entering an additional amount.

START
672 —

= -
Send an initial purchase request to e-
token enabled device of a purchaser

Lo}
-...J
o

674
Enough balance

in e-token END
enabled device? no

676 — yes Ifi .
Forw‘grd the received response from the e- f lns”f]i czent,

token enabled device to POS SAM end without

678 .

— _ ' — display

Receive a debit request containing a
MAC from POS SAM

680 — I

| —
Send the debit request to e-token
enabled device to debit e-token

682 ~ v
Receive debit confirm message including additional
MACs for transaction verification and settlement

684 ~ !

Forward the debit confirm message to
POS SAM for verification

686 = l

Display transaction after POS SAM
has recorded the transaction

END FIG. 6D
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GOOG-1029 (°838 application), Fig. 6D (annotated).

57. Without disclosure of a “display,” a POSITA would have understood
that Figures 6C and 6D cannot provide written description support for the
“displaying a denial” in claim 1.

B. Claims 1 and 12 include subject matter that lacks written description
support in any application in the 046 Patent family.

58. AsIexplain in Section IX below, the applicants added subject matter
to independent claims 1 and 12 as part of the E-purse Amendment that does not
find written description support in the as-filed specification of the *046 Patent or
any prior applications.

C. The “account and bank information of the registered merchant”

limitation in claims 6 and 15 lacks written description support in the
pre-AlA applications.

59. Independent claims 1 and 12 each recite a tag with “data” that is
captured by the mobile device. Dependent claims 6 and 15 further define the
recited “data” by requiring it to include “account and bank information” of the
merchant.

60. The idea that the tag (or “contactless card”) includes “account and
bank information” of the merchant is supported only in the description of Figures
1A and 1B added to the 601 Patent specification after the AIA effective date. See

GOOG-1001, 7:33-40 (corresponding to GOOG-1031 (°601 Patent), 7:14-22)
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(““... the electronic bill in the contactless card and being transferred from the
contactless card to the mobile device includes security information of a registered
user associated with the restaurant or the merchant. The security information
includes, but may not be limited to, an account and bank information of the
restaurant...”). Figures 1A and 1B (filed with the pre-AIA ’802 provisional)
disclose only that the merchant’s contactless card presented by the POS device to

the customer’s mobile device includes an “electronic bill,” as shown below:

100 Merchant POS prepares an electronic bill and writes to a 120

smart bill applet on his contactless smart card or SE on NFC
device 122

y

Customer service delivers the contactless smart bill card (or
SE} to customer 124

1

Payment Network

3
Payment Authorization Request
Customner with NFC device installed with & smart bill enabled
wallet application retrieves the lectronic bill signed by the 126
4 smart bill applet
Smart Bill Payment Gaieway 104 Electronic bill is displayed on the NFC device screen for
customer to verify the amount and add a tip if he wishes 128
Payment Authorization
Payment info with Response v
electronic bill Customer can choose a payment method that he has enrolled
in his wallet application to initiate the payment 130
POS with contactiess 106 ¢
Personal NFC device reader OR NFC device with — -
with wallet software o Smart bill enabled application sends the transaction information
110 SE (Such as Mobile POS) to the backend smart bill gateway for processing 132

\ Contactless smart Electronic bill Smart bill gateway verifies the electronic bill and rejects if the
bill card (Or secure payment amount is less than the billed amount. 134
element in NFC I

devices) with smart

bill appiet 108 Smart bill gateway uses the traditional financial payment network
flow to send payment request and get payment response. It also

can use new online payment method such as Paypal or alipay to 136

complete transaction,

Once the transaction is approved or denied, the payment

FIG 1A authorization response will return to the payment gateway to be | 138
- forwarded back to the merchant
FIG. 1B

Signed electronic

GOOG-1001, Figs. 1A, 1B (annotated).
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61. A POSITA would have understood that the two pre-AIA CIP
applications, the 653 and the ’832, lack written description support for storing
“account and bank information” of the “merchant” in the tag because each
application fails to disclose storing any merchant information on a tag. At best, the
pre-AlA applications disclose storing customer information in a mobile device tag
that is read by the merchant POS device. See, e.g., GOOG-1029 (°832 application),
4 [0113] (“The cell phone is equipped with a contactless interface (e.g., ISO 14443
RFID) that allows the cell phone to act as a tag.”); 9 [0174] (“At 652, the portable
device 630 retrieving an e-token (e.g., tag ID of Mifare card) by reading the e-
token enabled device [of the customer].”).

62. The pre-AlA ’802 provisional also does not disclose “account and
bank information” on the tag. As mentioned above, the disclosure is limited to
Figures 1A and 1B and a different (high-level) description than the description
introduced in the post-AIA 601 Patent. This general description includes a
bulleted list of information stored on the “Contactless Smart Card” (i.e., tag)
shown in Fig. 1A (Fig. 1 in the provisional), but “account and bank information” of
the merchant is not on that list. See GOOG-1030, pp. 8-11. The only disclosure of
anything related to “account and bank information” is a bullet point noting that
“necessary information needed to conduct the payment” is included in the

“Payment Information.” GOOG-1030, pp. 10-11. But, as shown in Fig. 1A, such
34

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 38 of 300

PGR2022-00003
Apple EX1003 Page 38



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

“Payment info” flows from the “Personal NFC device” (i.e., consumer’s mobile
device) to the “Payment Gateway,” and is not included in the “Contactless Smart
Card” (i.e., tag). GOOG-1030, p. 8.

VII. CLAIM CONSTRUCTION

63. It is my understanding that, in order to properly evaluate the *046
Patent, the terms of the claims must first be interpreted.

64. It is my understanding that for the purposes of a post-grant review,
claim terms are given their ordinary and customary meaning as would have been
understood by one of ordinary skill in the art in light of the specification and
prosecution history, unless the inventor has set forth a special meaning for a term. |
have also been informed that claim terms only need to be construed to the extent
necessary to resolve the issues in these proceedings.

65. For the purposes of my analysis below, I have reviewed the claim
language, the specification, and the prosecution history. For the purposes of my
analysis below, I do not believe any of the claim terms require a specific
construction beyond the plain and ordinary meaning as would be understood by a
POSITA.

66. Independent claims 1 and 12 of the *046 Patent recite the term “e-
purse.” Dependent claims 4, 7, and 11 also recite the term “e-purse.” The 046

Patent does not provide an express definition for the term “e-purse.” I understand
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that during prosecution of the 046 Patent, the applicants did not provide a
definition of the term “e-purse” when the claims were amended to specifically
recite the term “e-purse.” GOOG-1002, 160. When the applicants amended the
claims to specifically recite the “e-purse,” they noted that “[a]s described in Para
[0033] and [0037], a customer may choose to settle the charge with an electronic
wallet or purse (a.k.a., e-purse).” GOOG-1002, p. 160. Paragraphs [0033] and
[0037] (corresponding to GOOG-1001, 7:46-52 and 8:25-30) do not distinguish
between or give any special meanings to “electronic wallet” and “e-purse.”

67. In the absence of an express definition, a POSITA would interpret the
term “e-purse” according to the features recited in the claims. For instance, claims
1 and 12 recite that the e-purse is “maintained locally in the mobile device.”
GOOG-1001, 25:42-43 (claim 1), 27:2-3 (claim 12). In addition, claims 1 and 12
recite that there is a “balance in the e-purse.” GOOG-1001, 25:47 (claim 1), 25:62
(claim 1), 27:1-2 (claim 12), 27:10 (claim 12). Claims 12 further recites that the e-
purse balance may be “reduced” by the payment gateway. GOOG-1001, 27:11-13
(claim 12); see also id., 26:26-29 (claim 7). A POSITA would interpret the
meaning of the term “e-purse” according to the features of the “e-purse” as recited

in the claims.
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VIII. Challenge #1: Claims 1-17 are unpatentable under 35 U.S.C § 101.

68. It is my opinion that claims 1-17 of the 046 Patent are unpatentable
under 35 U.S.C. § 101.

A. Guidance Step 1: Statutory Category

69. Claims 1-17 recite “a method” (i.e., a process). GOOG-1001, claims
1-17.

B. Guidance Step 2A, Prong 1: The ’046 Patent claims recite the

abstract idea of presenting and settling an invoice, a fundamental
economic practice.

70. Claims 1-17 describe the abstract idea of presenting and settling an
invoice. GOOG-1001, claims 1-17.

71. Representative claim 1 is a “method for mobile payment” comprising
steps generally required in any retail transaction (electronic or otherwise):
(1) receiving an invoice from a point-of-sale (POS) system, (i1) displaying the
amount to be paid, (ii1) adjusting the to be paid amount, (iv) calculating a total
amount, (v) displaying the total amount, (vi) determining the sufficiency of a
balance against the total amount, and (vii) making the payment or denying the
payment based on whether the balance is sufficient. See GOOG-1001, claim 1. A
POSITA would have understood that these steps describe the generic process of

presenting and settling an invoice in essentially any sort of transaction.
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72. A POSITA reading the 046 Patent would have understood that the
problem the inventors were seeking to solve was related to perceived inefficiencies
in the payment process, 1.e., a need to “simplify the payment process” (such as the
“payment process in a restaurant”). GOOG-1001, 1:40, 2:8-9; GOOG-1001, Title
(“Method and apparatus for mobile payments”); GOOG-1001, Abstract
(“Techniques for mobile devices configured to support settlement of charges in
electronic invoices or bills are described.”); GOOG-1001, 1:16-17 (“Particularly,
the present invention is related to a mobile device configured to settle
payments...”); GOOG-1001, 2:15-18 (“According to still another aspect of the
present invention, a consumer uses his/her mobile device, per the data received
therein, to settle the payment process with a payment network...”).

73. Few economic practices are as fundamental as the one recited in the
claims of the 046 Patent. Presenting and settling an invoice is one of the oldest
economic practices. See, e.g., GOOG-1037 at 1 (“People have engaged in
commerce to exchange goods and services for payment throughout the ages.”).
Even the practice of settling payment using a mobile device was well known over a
decade prior to the earliest possible priority date of the 046 Patent. See, e.g.,
GOOG-1037 at 8 (noting mobile payment transactions occurring in 1997);
GOOG-1038 at 1-4 (explaining that “[i]t is another object of this invention to

provide a wireless/cellular terminal which can perform purchase payment and bill
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payment transactions and be used as the use[r]’s electronic wallet” and specifically
suggesting use of “mobile phones”).

C. Guidance Step 2A, Prong 2: The 046 Patent claims do not integrate
the abstract idea into a practical application.

74. Claims 1-17 are directed to the abstract idea of presenting and settling
an invoice, and they do not integrate the idea of settling an invoice into a practical
application. Although the claims use technological components, the claims merely
utilize those components to perform the abstract idea of presenting and settling an
invoice. The claims do not seek to improve the functioning of the technology
involved, but instead merely use that technology for its expected purpose. As
described further below, the claims merely use off-the-shelf e-commerce tools to
address alleged perceived inefficiency in the fundamental economic practice of
presenting and settling an invoice.

75. The 046 Patent’s specification confirms that the claims merely add
computer functionality to increase efficiency of the process of presenting and
settling an invoice. GOOG-1001, 1:25-36. In particular, the specification explains
that the problem identified by the inventors of the 046 Patent was that traditional
retail transactions can be a “lengthy process”:

For many credit or debit card transactions, the payment process is

started by a customer asking for a bill when checking out a purchase. A

cashier or service member brings a bill to the customer for verification.

The customer then hands out a credit/debit card to the service member.
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The service member brings the card to a Point of Sales (POS) counter

to initiate a transaction payment. The service member then brings back

a receipt to the customer for signature to authorize the transaction. It is

a lengthy process that typically takes a couple of minutes or much

longer when the service member has to take care of multiple payment

transactions at a time.
GOOG-1001, 1:25-36. The *046 Patent seeks to “simplify [this] payment process”
by using a “mobile device” and “electronic invoice” rather than a paper bill or
invoice. GOOG-1001, 1:40-44, claim 1. For example, in further explaining the
problem facing the inventors, the specification explains that traditionally in a
restaurant when the “consumer is given a check first for verification and a chance
to add a gratitude,” the payment process requires “more than one contact[] between
a merchant and the consumer.” GOOG-1001, 2:1-14. The ’046 Patent aims to
eliminate all but one of these contacts with a “contactless card [that] is loaded with
the electronic invoice and brought to the customer for authorization and payment.”
GOOG-1001, 6:28-30, 2:11-14 (“Using the NFC mobile device, the consumer can
finish the payment using a chosen payment method at the point of sale without
further contacting the merchant.”).

76. In short, a POSITA reading the specification of the ’046 Patent would
understand that the goal of the inventors was to increase efficiency in the

traditional process of paying a bill or check. GOOG-1001, 1:25-36, 1:40-44, 2:1-

14, 6:28-30. Thus, the 046 Patent does not purport to address any sort of
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technological problem. Rather, it seeks to improve the efficiency of the traditional
payment process itself through the use of a mobile device.

77. As described further below, claims 1-17 employ standard e-commerce
components to implement an abstract idea. The performance of the claimed steps
by conventional and off-the-shelf e-commerce components further confirms that
the claims are focused on presenting and settling an invoice.

78. Specifically, each additional hardware element recited in the
challenged claims is described by the 046 Patent as either commercially available,
standardized, or well-known to a POSITA. For example, the recited “mobile
device” is the consumer’s own device. GOOG-1001, 2:15-16 (““According to still
another aspect of the present invention, a consumer uses his/her mobile device...”),
1:40—44 (“With the advancement in mobile devices, it is anticipated that many
consumers will carry one with them. Thus there is an opportunity of using a mobile
device to quickly settle the payment.”). Moreover, the type of mobile device is
unimportant. GOOG-1001, 5:65-6:5 (“[ T]he description herein shall be equally
applicable to other devices such as a wearable watch, a tablet, a laptop computer,
and other portable computing device with the capability of near field
communication (NFC).”).

79.  The recited “e-purse” maintained in the mobile device may be simply

the commercially-available “Smart MX (SMX) module” loaded with the “Mifare
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emulator” applet. GOOG-1001, 12:47-13:5. By the earliest possible priority date
of the 046 Patent, Mifare was a conventional type of contactless card tag, well-
known in the industry. See, e.g., GOOG-1040, 41:28-30 (describing Mifare as a
“market standard[]”), 50:2-7.

80. The user is described as downloading the “commercially offered” e-
purse applet from an “applet repository.”® GOOG-1001, 17:61-18:8. Similarly, the
recited “application” on the mobile device that captures the tag data is only
described as “the smart bill application” that “is published in the Internet and may
be downloaded from a designated place.” GOOG-1001, 7:26-31, 5:56-60. Indeed,
when practicing the method, it is “assumed” the mobile device is already “installed
with a corresponding smart bill application.” GOOG-1001, 7:26-31, 5:56-60.
Thus, a POSITA would have understood that the recited mobile device is simply a
consumer’s pre-existing device with publicly-available applications downloaded
on it.

81. Further, non-limiting examples of the recited “tag” described in the

specification include a “contactless card” or “NFC device” that is implemented

6 Much of the specification is devoted to an allegedly new way to personalize the
standard Mifare e-purse applet, but the 046 Patent claims do not recite any
personalization steps.
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with standardized wireless protocols, such as “near field communication (NFC)”
and “ISO 14443 RFID.” GOOG-1001, 12:66-13:1; see also GOOG-1001, 5:22—
28. NFC technology and RFID technology were well-understood, routine, and
conventional by the earliest possible priority date of the 046 Patent. See, e.g.,
GOOG-1019 (Chao), 2:3-12 (discussing use of RFID in an e-purse context);
GOOG-1020 (Lin), Abstract (request for payment transmitted between devices
using an NFC interface).

82. The specification describes the “POS device” as being a device “those
skilled in the art can fully appreciate.” GOOG-1001, 6:33-35.

83. The remaining hardware element recited in claim 1, the “payment
gateway,” 1s described as being associated with an “existing payment
infrastructure” such as that provided by “Visa or Master Card.” GOOG-1001,
2:15-22, 5:46-51. In particular, the specification notes that the payment gateway
104 in Figure 1B “provides a payment service similar to Paypal commonly used in
US and other countries or Alipay mainly used in China.” GOOG-1001, 8:20-24.
Taking the patentee’s example as illustrative, for context, PayPal was created in
2000, well over a decade prior to the earliest possible priority date of the *046
Patent. GOOG-1039 at 1. PayPal was acquired by eBay for $1.5 billion in 2002,
demonstrating the prevalence of PayPal in the industry by that time. GOOG-1039

at 2. In short, the payment-gateway technology referenced in the 046 Patent
43

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 47 of 300

PGR2022-00003
Apple EX1003 Page 47



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

claims refers to generic technology that was well-understood, routine, and
conventional by the earliest possible priority date of the 046 Patent.

84. In other words, the challenged claims rely solely upon pre-existing
hardware and software e-commerce tools to perform the abstract idea of presenting
and settling an invoice. The specification does not suggest that the existing devices
or software used are improved from a technical perspective, or that they would
operate differently than they otherwise could.

85. The inventors of the *046 Patent did not purport to invent the recited
e-commerce devices—or even a new use of the devices. The specification
acknowledges that “NFC-enabled mobile phones are being advanced” to support
“applications such as payment.” GOOG-1001, 5:22-28. No technical details for
these off-the-shelf elements are provided because the specification simply relies on
the standard functionality of each (e.g., the “POS device” generates an invoice; the
contactless interface in the mobile device receives data from a “tag,” such as an
NFC or RFID tag; the Mifare “e-purse” maintains a balance; the “payment
gateway” processes a payment). GOOG-1001, 6:10-14, 7:21-26, 12:64-65, 8:20-
24.

86. In sum, the recited “mobile device,” “tag,” “POS device,” and

“payment gateway” are all generic, unimproved devices.
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87. In short, the challenged claims of the 046 Patent focus on improving
a fundamental economic practice, rather than solving a technological problem—
and do so using conventional and off-the-shelf tools functioning as expected. The
claims therefore fail to integrate the abstract idea of presenting and settling an
invoice into a practical application, and are directed to the abstract idea of
presenting and settling an invoice.

D. Guidance Step 2B: The ’046 Patent claims do not provide an
inventive concept.

88. By March 29, 2013, the activities and components recited in the
challenged claims were already well-known and conventional. Mobile payment
was no longer an emerging technology and, by then, was prevalent in restaurants,
sports arenas, subways, and other establishments. For example, the Mifare e-purse
technology relied upon by the 046 Patent was already the “industry standard” a
full decade before the priority date. GOOG-1018 (Mifare in Action).

1. The additional claim elements simply append well-understood,

routine, and conventional e-commerce activities to the abstract
idea.

89. As discussed above and reiterated here, the hardware elements recited
in representative claim 1 are unimproved, “off-the-shelf” e-commerce tools: the
“mobile device” is the consumer’s personal phone loaded with the “commercially

available” Mifare applet and “smart bill application” available “in the Internet”
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(GOOG-1001, 2:15-16, 12:47-13:5, 7:26-31, 5:56-60); the “POS device” is a
device “those skilled in the art can fully appreciate” (GOOG-1001, 6:33-35); the
“tag” may be a generic “NFC” or “RFID” tag (GOOG-1001, 12:66-13:1); and the
“payment gateway” is part of an “existing payment infrastructure” (GOOG-1001,
2:15-22, 8:20-24).

90. For example, the recited “mobile device” is touted as the consumer’s
own device he or she already carries with them. GOOG-1001, 2:15-16
(“According to still another aspect of the present invention, a consumer uses
his/her mobile device...”), 1:40-43 (“With the advancement in mobile devices, it
is anticipated that many consumers will carry one with them. Thus there is an
opportunity of using a mobile device to quickly settle the payment.”). Moreover,
the type of mobile device is unimportant. GOOG-1001, 5:65-6:5 (“[T]he
description herein shall be equally applicable to other devices such as a wearable
watch, a tablet, a laptop computer, and other portable computing device with the
capability of near field communication (NFC).”).

91. The recited “e-purse” maintained in the mobile device may simply be
the commercially-available “Smart MX (SMX) module” loaded with the “Mifare
emulator” applet. GOOG-1001, 12:47-13:5. By the earliest possible priority date
of the 046 Patent, Mifare was a conventional type of contactless card tag, well-

known in the industry. See, e.g., GOOG-1040, 41:28-30 (describing Mifare as a
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“market standard[]”), 50:2-7; GOOG-1018 (“Mifare is the industry standard
)

92. The user is described as downloading the “commercially offered” e-
purse applet from an “applet repository.”” GOOG-1001, 17:61-18:8. Similarly, the
recited “application” on the mobile device that captures the tag data is only
described as “the smart bill application” that “is published in the Internet and may
be downloaded from a designated place.” GOOG-1001, 7:26-31, 5:56-60. Indeed,
when practicing the method, it is “assumed” the mobile device is already “installed
with a corresponding smart bill application.” GOOG-1001, 7:26-31, 5:56-60.
Thus, according to the 046 Patent’s specification, the recited mobile device is a
consumer’s pre-existing device with publicly available applications downloaded on
it.

93.  Further, non-limiting examples of the recited “tag” described in the
specification include a “contactless card” or “NFC device” that is implemented
with standardized wireless protocols, such as “near field communication (NFC)”

and “ISO 14443 RFID.” GOOG-1001, 12:66-13:1; see also GOOG-1001, 5:22-

" Much of the specification is devoted to an allegedly new way to personalize the
standard Mifare e-purse applet, but the 046 Patent claims do not recite any
personalization steps.
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28. NFC technology and RFID technology were well-understood, routine, and
conventional by the earliest possible priority date of the 046 Patent. See, e.g.,
GOOG-1018 (discussing contactless cards); GOOG-1019 (Chao), 2:3-12
(discussing use of RFID in an e-purse context); GOOG-1020 (Lin), Abstract
(request for payment transmitted between devices using an NFC interface);
GOOG-1021, 9 40 (discussing near field communications with contactless
payment cards).

94. The patent describes the “POS device” as being a device “those
skilled in the art can fully appreciate.” GOOG-1001, 6:33-35; GOOG-1021, § 40
(describing a POS terminal).

95. The remaining hardware element recited in claim 1, the “payment
gateway,” 1s described as being associated with an “existing payment
infrastructure” such as that provided by “Visa or Master Card.” GOOG-1001,
2:15-22, 5:46-51. In particular, the specification notes that the payment gateway
104 in Figure 1B “provides a payment service similar to Paypal commonly used in
US and other countries or Alipay mainly used in China.” GOOG-1001, 8:20-24.
Taking the patentee’s example as illustrative, for context, PayPal was created in
2000, well over a decade prior to the earliest possible priority date of the *046
Patent. GOOG-1039 at 1. PayPal was acquired by eBay for $1.5 billion in 2002,

demonstrating the prevalence of PayPal in the industry by that time. GOOG-1039
48

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 52 of 300

PGR2022-00003
Apple EX1003 Page 52



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

at 2. In short, the payment-gateway technology referenced in the 046 Patent
claims refers to generic technology that was well-understood, routine, and
conventional by the earliest possible priority date of the 046 Patent.

96. The 046 Patent does not claim any improvements or modifications to
these conventional components. Further, the functionality recited in connection
with these hardware elements is likewise conventional in the e-commerce industry
and thus does not add significantly more to the abstract concept to render it patent
eligible.

97. The specification’s description of an allegedly new way to personalize
the standard Mifare e-purse applet is not included or part of the 046 Patent’s
claims.

a. Element [1.1]: “causing a mobile device to capture data
directly from a tag physically presented thereto, wherein the
tag receives the data directly from a POS device and allows the
mobile device to capture the data, the data embedded in the tag

includes an electronic invoice and settlement information with
a merchant associated with the POS device”

98. Element [1.1] of representative claim 1 merely recites the well-known
sequence of transferring an electronic invoice from a point-of-sale (POS) device to
mobile device via a “tag.” The specification explains that this contactless tag may
use standardized “NFC” or “RFID” protocols and replace the paper check typically

carried by a waiter from the POS device to the customer. GOOG-1001, 12:66-
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13:1, 7:19-25, 2:8-14. The *046 Patent itself states that a waiter carrying a check
from a POS device to a customer is a routine business activity. GOOG-1001, 1:25-
33.

99. The 046 Patent states that “NFC-enabled mobile phones” were
already being used to support “applications such as payment.” GOOG-1001, 5:22-
28. Indeed, by 2013, NFC and RFID tags were commonly used, including to
transfer electronic bills to mobile phones. See, e.g., GOOG-1007 (Dessert), 6:25-
34 (discussing use of “contactless technologies, such as near-field communications
(NFC)” and “RFID cards as understood by one of ordinary skill in the art”), 38:52-
39:60 (describing a diner scanning a “tag” at a restaurant as part of the bill paying
process); GOOG-1010 (Park), 9 52 (“transmitting payment information read from
... or awireless tag (an RF tag, an NFC tag, or the like)”); GOOG-1021, 9 45
(describing a mobile phone that “interact[s] with an RFID/NFC proximity reader of
a POS terminal to provide a payment card account number for a purchase
transaction at the POS terminal”); GOOG-1035, p. 39 (Vuorinen) (“The RFID
technology has been applied for a long time in different areas: . . . .”). Even the
specific scenario of a waiter carrying an electronic bill stored in an RFID tag to a
customer was already taught in the prior art. See GOOG-1016 (Brendell), [0033]
(“a check presenter includes a smart RFID tag ... configured to store ... the

amount due and merchant information™); see also GOOG-1015 (Gallagher), Figs.
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2-4,10027]-[0045] (describing using a POS device to transfer bill settlement
information to a NFC-enabled check presenter, which is brought by a waiter to a
customer who extracts the information with a mobile phone).

100. The remaining aspect of element [1.1]—that the data in the tag
includes an electronic invoice and settlement information from a merchant—
reflects the content of the data being captured and transmitted. This identified
content bears no functional relationship to the well-known NFC technology
described in the claim. And, by 2013, NFC and RFID tags were routinely used to
transfer this type of content (electronic invoice and settlement information) from a
merchant. GOOG-1001, 5:22-28; GOOG-1016 (Brendell), [0033]; GOOG-1015
(Gallagher), Figs. 2-4, [0027]-[0045]. Accordingly, element [1.1] fails to supply an
inventive concept.

b. Elements [1.2] and [1.6]: “extracting the electronic invoice
from the captured data in the mobile device; displaying the
electronic invoice on a display of the mobile device to show an
amount to be paid by a user of the mobile device, wherein the
mobile device is configured to execute an installed application
therein to capture the data from the tag,” and “displaying the

electronic invoice on the display of the mobile device for the
user to verify the payment request”

101. FElement [1.2] recites extracting the electronic invoice after receipt by
the mobile device and displaying the amount to be paid on the mobile phone.

Element [1.6] also recites displaying the electronic invoice. Obtaining and
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displaying data are basic computer functions. The prior art further illustrates this

was a conventional e-commerce activity, as illustrated by the prior art figures

below.

. @ 1:25 PM 1-1 r‘ SR :
@ Initiate // N

l Group Transaction [ 4T Merhant#1
. . Matkng Addras
Notification e
Date: Aprl 28, 2010 8:37pm
You have received an invoice | SoeNo 088 LaneT
from ABC Restaurant for the T Total: $16.90
amountof$4330. | || - Business Expense
ETIEED
1298~ L B
Accept Invoice C — ,
b (Pt ™ s |
Decline Invoice St

L1300 NG .

GOOG-1020 (Lin), Fig. 30B (cropped); GOOG-1007 (Dessert), Fig. 2G; GOOG-
1016 (Brendell), [0032], [0038] (teaching a mobile device displaying a total bill
amount captured from a tag). The further recitation that an “application” on the
mobile device “capture[s] the data from the tag” is likewise routine, as applications
are typically the mechanism by which mobile devices initiate and receive data

from a contactless tag, as illustrated in the prior art:
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Send Payment
| User Preferences |
o (G Trmacion
482

] 3 55 PM [1-1 12?“ L - 125 P [1-1 _aall L LHM ‘E 12“3
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of the follawing options: \‘—-ﬂ | want fo pay an involce | 4290 ( Activating NFC Link
and split the invoice ]
~1212 amon B e -
y - g one or more other Tap with imvoicing device |::} to FIG. 30B
174 | Intiate Group Transaction | L__;> persanis) . ltoreceive invoice { )
\\H_J Join Group Transaction | /"“E | already have an invoice Carcel
1282 that | want ko split among
| Canoel | one or more ofher 1292
\_‘12-',-5 person(s)
1284~ Ls >
FIG. 30A

GOOG-1020 (Lin), Fig. 30A (annotated); see also GOOG-1007 (Dessert), 5:7-9
(“The personalized shopping/payment application 113 may also allow the PCD
100 to collect information from a machine-readable tag 124...”), GOOG-1007
(Dessert), 7:34-47. Elements [1.2] and [1.6] thus fail to supply an inventive

concept.

c. Element [1.3] and [1.4]: “receiving an entry by the mobile
device, the entry including the amount for the invoice and
optionally an additional amount from the user;” and
*“calculating a total amount by adding the additional amount to
the amount in the electronic invoice”

102. Elements [1.3]-[1.4] recite the mobile device receiving an entry

(including the amount for the invoice and an optional adjustment amount from the
53

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 57 of 300

PGR2022-00003
Apple EX1003 Page 57



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

user), and then calculating a total amount. Further, the 046 Patent acknowledges
that “a chance to add a gratitude before a final charge” was already a routine
practice in the restaurant payment process. GOOG-1001, 2:8-11. By 2013, this
was true in e-commerce transactions as well. GOOG-1016 (Brendell), [0032]
(teaching a smart phone with which “the consumer accesses the total bill and is
able to add a tip if desired”); GOOG-1015 (Gallagher), [0041] (teaching a guest
reviewing the check on the mobile device and adding gratuity to the total);
GOOG-1020 (Lin), Fig. 30B (same). Elements [1.3]-[1.4] thus fail to supply an
inventive concept.

d. Element [1.5]: “generating a payment request in the mobile

device in response to the electronic invoice after the user has

chosen an electronic purse (e-purse) maintained locally in the
mobile device”

103. FElement [1.5] recites generating a “payment request” after the user
has chosen an “electronic purse (e-purse) maintained locally in the mobile device.”
Electronic payment requests and e-purses were both standard components in e-
commerce transactions prior to the 046 Patent. For example, the specific e-purse
product relied upon in the 046 Patent, the Mifare e-purse, had already shipped 250
million units by 2003 and was utilized in mass transit projects around the world.
GOOG-1018 (Mifare in Action); GOOG-1019 (Chao), 4:65-5:4, Fig. 3 (teaching

a “mobile electronic device having a built-in Subscriber Identity Module (SIM)
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card comprising a contactless Radio Frequency Identification (RFID) and
electronic purse”). As such, it was not inventive for a user to be given the choice of

an e-purse as a payment option, as illustrated in the prior art:

12

D Selec:Payment
E1 M,..-«"E EPurse ]
EZ— 1L CrediCad )
=34 [ L L Topahy Credis J
E4-L+< 75

GOOG-1017 (Boucher), Fig. 2 (annotated); see also GOOG-1018 (discussing use
of an e-purse); GOOG-1036, p. 34 (discussing e-purse technology).

104. The generation of a payment request was similarly routine when
conducting e-commerce transactions, as such a request was the typical mechanism
by which a mobile device would initiate payment via a payment network. See, e.g.,

GOOG-1016 (Brendell), [0006] (“the contactless-enabled device may submit a
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payment transaction request to the payment network™). Element [1.5] thus fails to
supply an inventive concept.

e. Elements [1.7] and [1.8]: “verifying the total amount with a
balance in the e-purse, wherein said verifying the total amount
with a balance in the e-purse is performed within the mobile
device without sending the payment request to a payment

gateway;” and “displaying a denial of the payment request
when the balance is less than the total amount;”

105. Element [1.7] recites verifying, within the mobile device, the total
amount with a balance in the e-purse, and element [1.8] recites displaying a denial
when the balance is insufficient. Any e-purse payment requires determining
whether the e-purse holds a sufficient balance to make the payment, as illustrated
in the prior art. GOOG-1019 (Chao), 5:19-28 (determining “whether the obtained
balance of the electronic purse of the mobile electronic device is enough for the
payment of bills”’); GOOG-1024 (Lu) , [0111] (“read balance of the e-purse and
determine whether the transaction amount ... is bigger than the balance™).
Moreover, the notion of doing a balance check locally, within the mobile phone, is
not any more inventive than the e-purse itself because handling transactions
without online authorization is an inherent characteristic of an e-purse. GOOG-
1036, p. 34 (Shopping Without Cash). It was also common in e-purse transactions

to display a denial when a balance was insufficient. GOOG-1025 (Ueno), Fig. 4;
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GOOG-1006 (Jogu), Fig. 23. Elements [1.7] and [1.8] thus fail to supply an
inventive concept.
f. Element [1.9]: “sending the payment request from the mobile

device to the payment gateway, wherein the balance is
sufficient to honor the payment request”

106. Element [1.9] recites sending the payment request from the mobile
device to the payment gateway when the e-purse balance is sufficient. The 046
Patent lacks any detail about the transmission of the payment request to the
payment server after determining whether the balance is sufficient.® And, by 2013,
a mobile phone transmitting a payment request was a routine part of e-commerce
transactions. See GOOG-1016 (Brendell), Fig. 11, [0006] (“the contactless-
enabled device may submit a payment transaction request to the payment
network™); GOOG-1015 (Gallagher), [0043] (teaching a mobile device sending
“payment facilitating information ... directly to the payment processing system 58
for processing the payment”). Element [1.9] thus fails to supply an inventive

concept.

8 Its disclosure is limited only to the opposite—transmitting the payment request

before checking the balance. See GOOG-1001, 7:62-8:20, Fig., 1B.
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g. Element [1.10]: “the payment gateway sends a message directly
to the POS device that a monetary transaction per the payment

request sent from the mobile device has been successfully
completed”

107. Element [1.10] recites the payment gateway sending a message
directly to the POS device that the transaction was successful. This limitation
merely identifies the content of the data being transmitted and displayed.
Moreover, sending a confirmation of a successful transaction was already routine
and conventional in e-commerce, including sending confirmation directly from a

payment gateway to a POS device, as illustrated in the prior art:
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in mobile payment system

315
Mobile Payment System

Data required to authorize
transaction in payment gateway

320
: Payment Gateway

Data required to notify merchant
that transaction is authorized

325

g

300 FIG. 3

POS Device

GOOG-1013 (Narayanan), Fig. 3 (annotated); see also GOOG-1021, Fig. 2,
99 28, 37. Element [1.10] thus fails to supply an inventive concept.

h. Element [1.11]: “displaying a confirmation in the mobile device
that the balance in the e-purse has been reduced by the total
amount.”

108. This limitation merely identifies the content of the data being
displayed. Moreover, displaying a confirmation of a successful transaction was
already standard in e-commerce. GOOG-1022 (Nonaka), [0361] (teaching
displaying an updated balance on the mobile device after the payment amount is
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deducted); GOOG-1020 (Lin), Fig. 30 (illustrating a mobile device displaying
confirmation of a successful transaction of a specific amount). Element [1.11] thus
fails to supply an inventive concept.

109. In sum, the functions performed by the conventional components in
representative claim 1 were well-understood, routine, and conventional activities
already engaged in by the e-commerce industry by 2013, and, therefore, fail to
provide an inventive concept sufficient to ensure that patent amounts to
significantly more than a patent on the abstract idea itself.

2. The ordered combination of elements does not add “significantly
more” to the abstract idea of presenting and settling an invoice.

110. The ordered combination of these conventional e-commerce activities
is likewise conventional and does not add an inventive concept. In particular, the
ordering of claim 1 is dictated by the abstract idea: presenting and settling an
invoice. The steps—receiving an invoice, adding an optional gratuity, choosing a
payment method, determining whether a balance is sufficient to cover the total, and
either denying the payment or making the payment based on the determination—is
the ordinary course of any traditional payment settlement. This is not inventive.

111. The claims of the 046 Patent describe a retail transaction between a
customer and a merchant facilitated by conventional e-commerce components,

such as a mobile device and a NFC tag, functioning as expected. Accordingly,
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claim 1 does not supply an inventive concept sufficient to save the claim from

abstraction.

E. Independent Claim 12

112. Independent claims 12 is substantially similar to representative

claim 1 and is directed to the same abstract idea. Claim 12 also recites a “method

for mobile payment” and does not meaningfully differ from claim 1.

113. The following table demonstrates the substantial similarity between

claims 1 and 12:

Claim 1

Claim 12

(order of limitations modified and
limitations repeated as relevant)

1. A method for mobile payment, the
method comprising:

12. A method for mobile payment, the
method comprising:

causing a mobile device to capture data
directly from a tag physically presented
thereto,

presenting the tag to a mobile device;

causing the mobile device to capture
the data from the tag, . . .

wherein the tag receives the data
directly from a POS device and allows
the mobile device to capture the data,
the data embedded in the tag includes
an electronic invoice and settlement
information with a merchant associated
with the POS device;

generating a set of data in a point of
sale (POS) device, the data including
an electronic invoice and settlement
information with a merchant associated
with the POS device;

embedding the data directly to a tag;

61

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 65 of 300

PGR2022-00003
Apple EX1003 Page 65



Declaration of Stephen Gray

PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

extracting the electronic invoice from
the captured data in the mobile device;

wherein the mobile device executes an
installed application therein to retrieve
an amount in the electronic invoice
from the data

displaying the electronic invoice on a
display of the mobile device to show an
amount to be paid by a user of the
mobile device, wherein the mobile
device is configured to execute an
installed application therein to capture
the data from the tag;

wherein the mobile device executes an
installed application therein to retrieve
an amount in the electronic invoice
from the data

receiving an entry by the mobile
device, the entry including the amount
for the invoice and optionally an
additional amount from the user;

calculating a total amount by adding
the additional amount to the amount in
the electronic invoice;

generating a payment request in the
mobile device in response to the
electronic invoice after the user has
chosen an electronic purse (e-purse)
maintained locally in the mobile
device;

generate a payment request in response
to the captured data,

displaying the electronic invoice on the
display of the mobile device for the
user to verify the payment request

verifying the total amount with a
balance in the e-purse, wherein said
verifying the total amount with a
balance in the e-purse is performed
within the mobile device without

the payment request is denied in the
mobile device when the amount is
more than a balance of an electronic
purse (e-purse) maintained locally in
the mobile device,
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sending the payment request to a
payment gateway;

displaying a denial of the payment
request when the balance is less than
the total amount;

the payment request is denied in the
mobile device when the amount is
more than a balance of an electronic
purse (e-purse) maintained locally in
the mobile device,

sending the payment request from the
mobile device to the payment gateway,
wherein the balance is sufficient to
honor the payment request,

the payment request is sent to a
payment gateway when the amount is
less than a balance of an electronic
purse (e-purse) maintained locally in
the mobile device;

the payment gateway sends a message
directly to the POS device that a
monetary transaction per the payment
request sent from the mobile device has
been successfully completed; and

receiving a message in the POS device
directly from the payment gateway that
the electronic invoice has been settled,

displaying a confirmation in the mobile
device that the balance in the e-purse
has been reduced by the total amount.

wherein the payment gateway is
configured to cause the balance in the
e-purse reduced by the amount.

114. Although claim 12 specifies that the “payment gateway” is what

causes the balance in the e-purse to be reduced, this additional detail does not alter

the § 101 analysis. There is no indication from the claim language or specification

that this particular functionality was the focus of claim 12. Further, such

functionality is part of the same basic process recited in claim 1. The 046 Patent

also describes the payment gateway in generic terms. In particular, the

specification notes that the payment gateway 104 in Figure 1B “provides a
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payment service similar to Paypal commonly used in the US and other countries or
Alipay mainly used in China.” GOOG-1001, 8:20-24. Taking the patentee’s
example as illustrative, for context, PayPal was created in 2000, well over a decade
prior to the earliest possible priority date of the 046 Patent. GOOG-1039 at 1.
PayPal was acquired by eBay for $1.5 billion in 2002, demonstrating the
prevalence of PayPal in the industry by that time. GOOG-1039 at 2. In short, the
payment-gateway technology referenced in the 046 Patent claims refers to generic
technology that was well-understood, routine, and conventional by the earliest
possible priority date of the 046 Patent. For example, as I describe in Section X.B,
Jogu illustrates that is was conventional for a payment gateway to reduce the
balance of an e-purse on a mobile device. See GOOG-1006, Fig. 22, 14-15.
Accordingly, this limitation would not provide an inventive concept such that it
would meaningfully alter the § 101 analysis as compared to the § 101 analysis of
claim 1.

F. Claims 2, 5, and 13

115. Claims 2, 5, and 13 are also invalid under § 101 because they are
directed to the same abstract idea of presenting and settling an invoice, and they
fail to provide an inventive concept.

116. Claims 2, 5, and 13 are directed to the same abstract idea of

presenting and settling an invoice. For instance, the ’046 Patent’s specification
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does not suggest that the limitations of claims 2, 5, or 13 were the focus of the
claimed advance over the prior art. GOOG-1001, Title, Abstract, 1:15-20, 1:25-44,
2:3-18. Moreover, these claims merely describe features of conventional, off-the-
shelf technology for their intended purposes.

117. Claims 2, 5, and 13 fail to provide an inventive concept because they
describe the well-known, routine, and conventional functionality of existing near-
field communication (NFC) devices.

118. Specifically, claim 2 depends from claim 1 and recites: “wherein said
causing a mobile device to capture data directly from a tag physically presented
thereto includes placing the mobile device near the tag.” Claim 13 recites similar
language. But having a mobile device that is located near an RFID or NFC tag
capture data from that tag reflects the fundamental functionality of a RFID or near-
field communication (NFC) tag. GOOG-1021, 9§ 144 (“the purchase transaction
mode may be selected by . . . bringing a contactless payment card or payment
device (including, e.g., a mobile telephone equipped with contactless payment
device capabilities) into proximity with the RFID/NFC terminal component 316
of the POS terminal 202”); GOOG-1021, § 45 (“RFID/NFC proximity reader”);
GOOG-1036, p. 37 (noting the use of RFID to register payment when a card is

waved within 4 inches of a reader).
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119. Likewise, claim 5 depends from claim 1 and further recites: “causing
the mobile device to execute an installed module upon detecting the POS device in
a near field of the mobile device, wherein the installed module is executed to
receive the data directly from the tag carrying the electronic invoice and the
settlement information.” But having a mobile device execute installed software
upon detection of a nearby NFC tag, and having that software receive the data from
that tag, describes basic NFC functionality. E.g., GOOG-1021, 9 70 (noting that
“the POS terminal may transmit the transaction information to the customer’s
mobile device via NFC (near field communication) or the like”); GOOG-1035,

p. 39 (“The RFID reader integrated in the mobile phone will read the content of the
RFID TAG . ...”); GOOG-1010 (Park), § 52 (“transmitting payment information
read from . . . or a wireless tag (an RF tag, an NFC tag, or the like)”).

120. These additional limitations cannot provide an inventive concept
because they merely describe well-understood, routine, and conventional
functionality present in any generic NFC device. Indeed, there is no indication
from the specification that such functionality was unconventional or employed in
an unconventional way.

121. Accordingly, these additional limitations, when considered alone and
in an ordered combination with the claims from which they depend, describe

routine functionality employed by existing, generic NFC devices. Thus, these
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claims fail to provide an inventive concept sufficient to transform the claimed

abstract idea of presenting and settling an invoice into a patent-eligible invention.

G. Claims 3,7, 9, 10, 14, and 17
122. Claims 3, 7,9, 10, 14, and 17 are also invalid under § 101 because

they are directed to the same abstract idea of presenting and settling an invoice,
and they fail to provide an inventive concept.

123. Claims 3, 7,9, 10, 14, and 17 are directed to the same abstract idea of
presenting and settling an invoice. For instance, the ’046 Patent’s specification
does not suggest that the limitations of claims 3, 7, 9, 10, 14, and 17 were the focus
of the claimed advance over the prior art. GOOG-1001, Title, Abstract, 1:15-20,
1:25-44, 2:3-18. Further, though the claims describe the general concepts of
“security and authentication,” the claims lack any specific details regarding those
concepts. The claims are silent as to how such security and authentication is
performed, instead claiming those concepts in general terms, without limiting them
to technical means for performing the functions.

124. Claims 3, 7,9, 10, 14, and 17 fail to provide an inventive concept
because they describe generic, existing concepts of security and authentication.

125. Specifically, claim 3 depends from claim 2 and recites: “wherein the
POS device provides security and authentication to generate the electronic bill and

transfer the data to the tag.” Claim 14 depends from claim 13 and recites: “wherein
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the POS device is provided with security and authentication to generate the
electronic invoice.” Similarly, claims 9 and 17 recite: “wherein data exchange
between the mobile device and the payment gateway is conducted in a secured
channel established [between the mobile device and the payment
gateway/therebetween].”” Claim 10 further recites: “wherein the mobile device
includes a secure element providing security and confidentiality required to
support secure data communication between the mobile device and the payment
gateway.”

126. These claims, however, do not recite any inventive details about Zow

99 ¢¢ 99 ¢

to provide these security features; they simply add “security,” “authentication,” “a
secured channel,” or a “secure element” as high-level concepts. But, the concept of
adding security in financial transactions was already conventional; indeed,
implementing security measures is reflective of best practices in any financial
transaction over a network. And, to the extent the ’046 Patent’s specification
provides allegedly inventive methods of securing mobile transactions, for example

via personalization, those methods are not part of the claims. This does not provide

an inventive concept.

? Claim 9 replaces “between the mobile device and the payment gateway” with

“therebetween.”
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127. Claim 7 recites “transporting the payment request over a secured
channel to the payment gateway.” Again, this claim does not recite any inventive
details about Zow to provide this security feature; it simply adds a “secured
channel” as a high-level concept. To the extent the *046 Patent’s specification
provides allegedly inventive methods of securing mobile transactions, for example
via personalization, those methods are not part of the claims. Moreover,
implementing security measures is reflective of best practices in any financial
transaction over a network. This does not provide an inventive concept.

128. Claim 7 further recites “wherein the payment gateway is configured to
perform the monetary transaction per the payment request by deducting the total
amount from the e-purse and generates the confirmation for the POS device.” This
additional limitation fails to provide an inventive concept because it describes a
fundamental step in the payment transaction and a fundamental step in e-purse
processing, i.e., “perform[ing] the monetary transaction per the payment request”
by simply deducting the owed amount.

129. Moreover, by 2013, essentially all e-commerce systems included
some level of security, including the specific security features recited in these
claims. See GOOG-1020 (Lin), 15:20-35 (teaching a mobile device using “one or
more cryptographic protocols, such as a secure sockets layer (SSL) protocol or a

transport layer security (TLS) protocol, for establishing secure communications
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between the device 10 and an external device”); GOOG-1005 (Moshal), 49 54-55
(“the POS terminal 104 can provide a payment QR code that encodes the merchant
identification code 140”); GOOG-1018 (discussing types of Mifare cards with
varying degrees of security).

130. Accordingly, the additional limitations in claims 3, 7, 9, 10, 14, and
17, when considered alone and in an ordered combination with the claims from
which they depend, describe nothing more than the fundamental, well-known
concept of adding security. Thus, they fail to provide an inventive concept
sufficient to transform the claimed abstract idea of presenting and settling an
invoice into a patent-eligible invention.

H. Claims 4 and 8

131. Claims 4 and 8 are also invalid under § 101 because they are directed
to the same abstract idea of presenting and settling an invoice, and they fail to
provide an inventive concept.

132. Claim 4 depends from claim 1 and recites: “wherein said displaying
the electronic invoice on the display of the mobile device comprises: allowing the
user to verify the amount in the electronic invoice and make a change to the
amount when needed; and paying the total amount with the e-purse.” Claim 8

recites:
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wherein said displaying the electronic invoice on the display of the

mobile device comprises: allowing the user to modify the amount in the

electronic invoice when needed; paying the total amount with an
electronic payment provided by an installed module in the mobile
device, wherein the installed module in the mobile device is configured

to generate the payment request including the data pertaining to the

electronic invoice to the payment gateway for processing.

133. Claims 4 and 8 are directed to the same abstract idea of presenting and
settling an invoice. For instance, the ’046 Patent’s specification does not suggest
that the limitations of claims 4 and 8 were the focus of the claimed advance over
the prior art. GOOG-1001, Title, Abstract, 1:15-20, 1:25-44, 2:3-18.

134. Further, the claims describe conventional steps in the payment
process—verifying the invoice amount, adjusting the amount as needed (e.g., to
add a tip), and paying the amount. GOOG-1005 (Moshal), 4 55 (“the user can
review the bill details displayed on page 800 and amend the displayed data, if
necessary”); GOOG-1005 (Moshal), § 58 (“provide[s] the user with an option to
add a service charge to the amount due”), GOOG-1005 (Moshal), 9 42, 59, Figs.
7, 8 (option to “Pay Bill with eWallet”). These steps themselves are fundamental
business practices that routinely occur as part of the payment process. And the use
of the “installed module” in claim 8 also does not change the “directed to”” analysis
because this was a standard component of NFC-enabled devices, and applications
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are typically the mechanism by which mobile devices initiate transactions such as
payment requests. GOOG-1020 (Lin), Fig. 30A; see also GOOG-1007 (Dessert),
5:14-16 (“The payment application 113 may also allow the PCD 100 to collect
information from a machine-readable tag 124”"), GOOG-1007 (Dessert), 7:34-47.

135. Claims 4 and 8 fail to provide an inventive concept. As to the first
aspect of claim 4, which is repeated from claim 1, obtaining and displaying data
are basic computer functions. The prior art further illustrates this was a

conventional e-commerce activity, as illustrated by the prior art figures below.
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GOOG-1020 (Lin), Fig. 30B (cropped); GOOG-1007 (Dessert), Fig. 2G; GOOG-
1016 (Brendell), [0032], [0038] (teaching a mobile device displaying a total bill

amount captured from a tag).
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136. Claims 4 and 8 recite nothing more than applying longstanding
commercial practices using generic computer components and technology.
GOOG-1013 (Narayanan), [0030] (mobile device receiving amount of
transaction); GOOG-1005 (Moshal), 9 55, 58 (“the user can review the bill
details displayed on page 800 and amend the displayed data, if necessary”). The
claims describe conventional steps in the payment process—verifying the invoice
amount, adjusting the amount as needed (e.g., to add a tip), and paying the amount
using a generic e-purse. GOOG-1005 (Moshal), 4 55 (“the user can review the bill
details displayed on page 800 and amend the displayed data, if necessary”);
GOOG-1005 (Moshal), q 58 (“provide[s] the user with an option to add a service
charge to the amount due”’), GOOG-1005 (Moshal), 4 42, 59, Figs. 7, 8 (option to
“Pay Bill with eWallet”). These steps themselves are fundamental business
practices that routinely occur as part of the payment process, and the e-purse is a
generic and well-known e-commerce component. Further, the use of the “installed
module” in claim 8§ also does not change the “directed to” analysis because this
was a standard component of NFC-enabled devices, and applications are typically
the mechanism by which mobile devices initiate transactions such as payment
requests. GOOG-1020 (Lin), Fig. 30A; see also GOOG-1007 (Dessert), 5:14-16
(“The payment application 113 may also allow the PCD 100 to collect information

from a machine-readable tag 124”), GOOG-1007 (Dessert), 7:34-47.
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137. Accordingly, when considered alone and in an ordered combination
with the claims from which it depends, claims 4 and 8 merely describe the basic
steps in the process of presenting and settling an invoice, performed using generic
and conventional devices. Thus, they fail to provide an inventive concept sufficient
to transform the claimed abstract idea of presenting and settling an invoice into a

patent-eligible invention.

I. Claims 6 and 15

138. Claims 6 and 15 are also invalid under § 101 because they are directed
to the same abstract idea of presenting and settling an invoice, and they fail to
provide an inventive concept.

139. Claim 6 depends from claim 5 and recites: “wherein the data further
includes security information about the merchant associated with the POS device,
the security information includes an account and bank information of the registered
merchant, an identifier of the tag or the POS device.” Likewise, claim 15 depends
from claim 14 and recites: “wherein the data includes security information of the
merchant associated with the POS device, the security information includes an
account and bank information, an identifier of the tag or the POS device.”

140. Claims 6 and 15 are directed to the same abstract idea of presenting
and settling an invoice. For instance, the ’046 Patent’s specification does not

suggest that the limitations of claims 6 and 15 were the focus of the claimed
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advance over the prior art. GOOG-1001, Title, Abstract, 1:15-20, 1:25-44, 2:3-18.
Moreover, these claims merely describe the content of data, specifically, “security
information” that includes “account and bank information” of the merchant and
“an identifier of the tag or the POS device.” Further, such data represents a well-
understood, routine, conventional piece of any payment transaction, further
reflecting that this is the focus of these claims. GOOG-1021, 99 33-35, 68.

141. Claims 6 and 15 fail to supply an inventive concept. Merely
identifying the content of data, especially where such data reflects fundamental and
routine aspects of a payment transaction, fails to provide an inventive concept.
Further, such data represents a well-understood, routine, conventional piece of any
payment transaction. GOOG-1021, 99 33-35, 68. And there is no indication from
the specification that the patented invention included unconventional data or
processing such data in an unconventional way.

142. Accordingly, these claims, when considered alone and in an ordered
combination with the claims from which they depend, describe the content of data
used in the basic steps in the process of presenting and settling an invoice. Thus,
they fail to provide an inventive concept sufficient to transform the claimed

abstract idea of presenting and settling an invoice into a patent-eligible invention.
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J. Claims 11 and 16

143. Claims 11 and 16 are also invalid under § 101 because they are
directed to the same abstract idea of presenting and settling an invoice, and they
fail to provide an inventive concept.

144. Claim 11 depends from claim 9 and recites: “wherein said displaying
a confirmation in the mobile device that the balance in the e-purse has been
reduced by the total amount comprises: sending a notification of successful
payment to the merchant of the POS device.” Claim 16 depends from claim 15 and
recites: “wherein the message received in the POS device shows how much has
been received from the user of the mobile device.”

145. Claims 11 and 16 are directed to the same abstract idea of presenting
and settling an invoice. For instance, the 046 Patent’s specification does not
suggest that the limitations of claims 11 and 16 were the focus of the claimed
advance over the prior art. GOOG-1001, Title, Abstract, 1:15-20, 1:25-44, 2:3-18.
Moreover, these claims merely describe the transmission of data (“sending a
notification”) and the content of data the content of data (“notification of
successful payment” and “the message ... shows how much has been received”).
Further, such data represents well-understood, routine, and conventional aspects of
any payment transaction, further reflecting that this is the focus of these claims.
GOOG-1021, 9§ 68.
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146. Claims 11 and 16 fail to provide an inventive concept. Merely
identifying the content of data, especially where such data reflects fundamental and
routine aspects of a payment transaction, fails to provide an inventive concept. And
transmitting data, without more, cannot supply an inventive concept. Finally, there
1s no indication from the specification that the patented invention included
unconventional data or processing such data in an unconventional way.

147. Displaying a confirmation of a successful transaction was already
standard in e-commerce. GOOG-1022 (Nonaka), [0361] (teaching displaying an
updated balance on the mobile device after the payment amount is deducted);
GOOG-1020 (Lin), Fig. 30 (illustrating a mobile device displaying confirmation
of a successful transaction of a specific amount).

148. Accordingly, when considered alone and in an ordered combination
with the claims from which it depends, claims 11 and 16 describe the transmission
of data, as well as the content of data used in basic steps in the process of
presenting and settling an invoice. Thus, they fail to provide an inventive concept
sufficient to transform the claimed abstract idea of presenting and settling an

invoice into a patent-eligible invention.
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IX. Challenge #2: Claims 1-17 are invalid for failing to satisfy the written
description requirement of 35 U.S.C § 112.

149. It is my opinion that claims 1-17 are unpatentable for failing to satisfy
the written description requirement of 35 U.S.C. § 112 because they contain
limitations added during prosecution that are not disclosed in the originally filed
application of the 046 Patent.

A. Independent Claim 1

1. The specification does not describe sending a payment request to
a payment gateway only when an e-purse balance is sufficient.

150. Applicants amended claim 1 to recite an “electronic purse (e-purse)
maintained locally in the mobile device” and related functionality (“the E-purse
Amendment”). GOOG-1002, pp. 153-154. In particular, the E-purse Amendment
added the steps of “verifying the total amount with a balance in the e-purse,” and
either (i) “displaying a denial of the payment request when the balance is less than
the total amount” or (i1) sending the payment request from the mobile device to the
payment gateway, but only where “the balance is sufficient to honor the payment
request.” GOOG-1002, pp. 153-154. Prior to the E-purse Amendment, which is
reproduced below, claim 1 did not recite the step of sending a payment request to a
payment gateway only when the e-purse balance was sufficient to pay the total

amount. GOOG-1002, p. 153. Instead, claim 1 previously recited sending the
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payment request to the payment gateway in all instances. This is shown in the

excerpt of the prosecution history below:

1. (Currently amended) A method for mobile payment, the method comprising:
eoo
generating a payment request in the mobile device in response to the electronic

invoice after the user has chosen_gn elecirgnic purses {e-purse’ mainisined locally

inthe mebile device S aaiinG-Hsitaant WisdSiiiNa HHEmaniraguasiaiudas

S-Sk EMaEnt- RS HS- SOHRman- R aian,
displaying the electronic invoice on the display of the mobile device for the user to

verify the payment request sianghwaiin- s ShoSan PaEng s tiumant;

verifving the fotal amount with a balance in the e-purse, wherain said verfving the

otal amount with & balance in the e-purse is performed within the mobile device

withou! sending the pavment recuest o 8 pavment gateway:

displaying a denial of the payment request when the balance is less than the {oigl

armnount;
sending the payment request from the mobile device to &-ifi@ payment gateway,

wherein ihe balance is sufficient 1o honor the paviment request. the payment

gateway sends a message directly to the POS device that a monetary transaction
per the payment request sent from the mobile device has been successfully

seeadonaeeais sandin S DRI slavicionen saadao enen ey o e
AN W R ALY TN * W A T TR . R Y Sav LY

completed-i-ths-paymant-g

. . . i . . . . - . P seaanz
sty gendanond L Sl S Band avaess e sead o el ey ceadan ol Soacian angn anananens cen D v e o band e ol 3 gcitle el
B i b e B SRR N T S R e Lt o AT ¥

wse; and

wdisplaying a confirmation in the mobile device that the balance in the &-

purse has been reducad by the tolal amouni-monsianairsnsacian-par s pavman

gaand dmeman duenanwn ong g o B bl s v ene e Ban o od wg cidden wen o e e d B ddeven e iendanae et ben e e et e
R e S i e e g AEER RS e L S A R R S NS e e et S e

GOOG-1002, pp. 153-54 (annotated).
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151. In the associated remarks, the applicants explained that the E-purse
Amendment created a payment method in which transmission of the payment
request from the mobile device to the payment gateway is contingent upon a local
balance verification:

[T]he e-purse is a local application but managed remotely by a server.
When the e-purse is used to settle a charge, the balance of the e-purse
can be used to determine if the e-purse is sufficient to perform the
transaction without verifying with the server. When the e-purse is
sufficient to perform the transaction, the server is responsible for the
settlement.

GOOG-1002, p. 160. Accordingly, as confirmed by the applicants, amended claim
1 requires the specific payment sequence of (i) comparing, within the mobile
device, the total amount with a balance in the e-purse, and then either (i)
displaying a denial if the balance is insufficient, or (ii1) sending the payment
request from the mobile device to the payment gateway if the balance is sufficient.
GOOG-1002, p. 160.

152. A POSITA would have understood, however, that this concept is not
disclosed in the 046 Patent’s specification. Instead, the specification describes e-
purse embodiments in which a payment request is either a/ways sent from the
mobile device to a payment gateway (e.g., Fig. 1B) or never sent from the mobile

device to a payment gateway (e.g., Fig. 6D). GOOG-1001, Figs. 1A, 6D.

80

GO0G-1003
Google LLC v. RFCyber Corp. / Page 84 of 300

PGR2022-00003
Apple EX1003 Page 84



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

153. When the applicants explained the E-purse Amendment in the
accompanying remarks, they pointed to several portions of the as-filed application
that were allegedly supportive: paragraphs [0033] (7:46—53 in the *046 Patent),
[0037] (8:25-30 in the 046 Patent), [0064] (13:6-31 in the *046 Patent), [0131]
(20:13-51 in the *046 Patent), and Figures 2F and 6C:

As described in Para [0033] and [0037], a customer may choose to settle the
charge with an electronic wallet or purse (a.k.a., e-purse) already created in the mobile
device. As further shown in FIG. 2F and FIG. 6C, and described in Para [0064 and
[0131], the e-purse is a local application but managed remotely by a server. When the
e-purse is used to settle a charge, the balance of the e-purse can be used to determine
if the e-purse is sufficient to perform the transaction without verifying with the server.

When the e-purse is sufficient to perform the transaction, the server is responsible for

the settlement.

GOOG-1002, p. 160. A POSITA would have understood that none of these cited
portions disclose the e-purse payment method recited in claim 1.

154. First, with respect to paragraphs [0033] and [0037], these paragraphs
merely describe the ability of a customer to select an “e-purse” as the method of
payment on the mobile device 110 described in association with the system of

Figure 1A and payment method of Figure 1B:
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[0033] Upon seeing the displayed bill being displayed on a display screen, the
customer may choose a method to settle the invoice. Depending on implementation,
the customer may choose to settle the charge with an electronic wallet or purse (a.k.a.,
e-purse) already created in the mobile device, cash, a traditional credit or debit card,
an electronic transfer/payment or others. The settlement with e-purse will be further
detailed below.

GOOG-1002, p. 718 (GOOG-1001, 7:46-53).

[0037] As indicated above, in one embodiment, the device 110 of FIG. 1A is
configured to function as an electronic purse or e-purse that may be used to directly
settle a charge being displayed on a display screen thereof. The following description

details how the e-purse works in a mobile payment ecosystem.

GOOG-1002, p. 719 (GOOG-1001, 8:25-30).

155. Moreover, although the system and method of Figures 1A and 1B
disclose subject matter somewhat similar to that of claim 1, they are fundamentally
different than claim 1 with respect to transmission of the payment request. The
system of Figure 1A contains similar elements to those recited in claim 1—a POS
device 106 that generates an electronic invoice, a contactless card 108 that carries
the electronic invoice, a mobile device 110 that receives the invoice, and a

payment gateway 104 that receives a payment request from the mobile device:
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100

102

Payment Authorization Request

v

Smart Bill Payment Gateway

Payment Authorization
Payment info with Response
electronic bill

POS with contactless 100
Personal NFC device reader OR NFC device with

with wallet software SE (such as Mobile POS)
110

;ill\ Contactless smart Atromc bill

card (or secure
element in NFC
devices) with smart
bill applet 108

Signed electronic

GOOG-1001, Fig. 1A (annotated). Figure 1B illustrates a “process 120 of settling
a payment” that utilizes the elements of Figure 1A. GOOG-1001, 7:4-9. But as
shown in Figure 1B, reproduced below, while this process begins with steps
similar to those recited in claim 1, it diverges after the customer adds a tip and
selects the payment method (steps 128 and 130). In particular, the 046 Patent
explains that “once the total amount is entered by the consumer, at 132, the
application (i.e., the mobile device) sends a payment request including the data
pertaining to the electronic bill to the server 104 for processing.” GOOG-1001,
7:62-65. In other words, in the payment process of Figure 1B shown below, the
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mobile device always sends the payment request to the payment gateway because
it lacks any sort of verifying step on the mobile device itself. GOOG-1001,

Fig. 1B. The only verifying step of Figure 1B (step 134) is performed by the
payment gateway, after the payment request is sent—not by the mobile device,
before the payment request is sent, as is required by claim 1. Moreover, in the
verifying step of Figure 1B (step 134), the billed amount is verified against the
“payment amount” rather than the “balance in the e-purse,” as required by claim 1.
GOOG-1001, 8:3-5 (“Upon receiving the payment request, the server 104 is
configured to verify if the amount entered by the consumer is sufficient to cover

the charge in the bill at 134”).
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Merchant POS prepares an electronic bill and writesto a
smart bill applet on his contactless smart card or SE on NFC
device 122

y

Customer service delivers the contactless smart bill card (or
SE) to customer 124

y

Customer with NFC device installed with a smart bill enabled
wallet application retrieves the electronic bill signed by the

smart bill applet 126
Electronic bill is displayed on the NFC device screen for
customer to verify the amount and add a tip if he wishes 128
Customer can choose a payment method that he has enrolled Payment request
in his wallet application to initiate the ment
P pay 130 always sent to
v / gateway
Smart bill enabled application sends the transaction information
to the backend smart bill gateway for processing 132
v Payment amount
Smart bill gateway verifies the electronic bill and rejects if the ified inst
payment amount is less than the billed amount. 134 ver lfie agains
) billed amount, not
e-purse balance
Smart bill gateway uses the traditional financial payment network

flow to send payment request and get payment response. It also
can use new online payment method such as Paypal or Alipay to 136
complete transaction.

Once the transaction is approved or denied, the payment
authorization response will return to the payment gateway to be 138
forwarded back to the merchant

GOOG-1001, Fig. 1B (annotated). Thus, the process of Figure 1B (which always
sends the payment request to the gateway) fails to disclose the alleged invention

recited in claim 1 (which recites that the payment request is sent to the payment
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gateway contingent on verifying the total amount against the balance on the mobile
device). GOOG-1001, Fig. 1B, 7:62-65, 8:3-16.

156. Applicants’ reliance on paragraph [0131] and Figure 6C of the as-filed
application is equally unhelpful, as the embodiment described does not include a
payment gateway, much less a contingent transmission of a payment request from
a mobile device to a payment gateway. GOOG-1001, Fig. 6C; GOOG-1002,
pp. 738-39. Specifically, paragraph [0131] and Figure 6C describe a payment
process utilizing the elements illustrated in the system of Figure 6A—a system in
which the consumer’s e-purse device (device 636) communicates only with the

point-of-sale (POS) (portable device 620)—not a payment gateway:
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GOOG-1001, Fig. 6A (annotated); GOOG-1002, pp. 738-39. A payment gateway
is not needed or present in the system of Figure 6A because the real time
transaction 639 is “conducted between the mobile POS enabled portable device
630 and an e-token enabled device 636.” GOOG-1001, 19:6-10. Moreover,
although Figure 6C depicts a step 656 in which it is determined “whether there is
enough balance in the retrieved e-token to cover the cost of the current
transaction,” such determination is performed by the POS manager, not the

consumer’s e-purse device, as recited in claim 1. GOOG-1002, pp. 738-39 [0131]
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(explaining that the process 650 is “a process performed by the POS manager 623
of FIG. 6A”). Moreover, if the balance is sufficient, the POS manager directly
“debits the purchase amount from the e-token of the e-token enabled device 636 at

660”—thereby completing the transaction, which is later uploaded—as shown in

Figure 6C below. GOOG-1002, pp. 738-39, [0131].

| START )

r
| Retrieve an e-token from a purchaser ’I" 652

Valid e-token? END J

Point-of-sale (POS)
verifies balance

Perform a top-up _|
or virtual top-up

~— 658

AW

s there enough

\} Deduct purchased amount from e-token—~— 660

If sufficient balance in e- _ eal
Jsulft ’ token? lime top-up?
deduct amount 656

yes no

Offer real

r

Upload transactions {o backend server
(each transaction or in batch)

-~ 662

( END R

GOOG-1001, Fig. 6C (annotated). Accordingly, paragraph [0131] and Figure 6C

fail to disclose the concepts in claim 1 of (1) verifying the sufficiency of the

balance on a consumer’s e-purse device, and (i1) transmitting a payment request
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from the e-purse device to a payment gateway only when the e-purse is sufficient
to pay the total amount. GOOG-1001, Fig. 6C; GOOG-1002, pp. 738-39.

157. Although not cited by applicants, the related process 670 shown in
Fig. 6D is similarly deficient in supporting claim 1 because it also relies upon the
system in Figure 6A. GOOG-1001, 21:25-26 (“The process 670 (e.g., a process
performed by the POS manager 623 of FIG. 6A)...”); GOOG-1001, 21:20-24.
Figure 6A does not include a payment gateway, and the customer’s e-purse device
communicates only with the POS device 630. GOOG-1001, Fig. 6A. Though
Figure 6D includes a step that determines whether there is enough balance in the e-
token enabled device (step 674), this cannot support claim 1. GOOG-1001, Fig.
6D. This aspect of Figure 6D does not determine whether a payment request will
be sent to the payment gateway, given that the embodiment in Figures 6A-6D fails
to disclose a payment gateway altogether. GOOG-1001, Fig. 6A; GOOG-1001,
18:65-22:2 (not discussing a payment gateway). Nor would a POSITA have
assumed that such a payment gateway would be part of the embodiment in Figures
6A-6D because a payment gateway is not necessary for that embodiment.
Moreover, Figure 6D fails to disclose determining the sufficiency of a balance
against the claimed “total amount™ (i.e., the invoice amount plus an additional

amount from the user) because process 670 does not contemplate a user entering an
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additional amount. As such, without disclosure of a payment gateway, Figure 6D
necessarily cannot disclose the alleged invention in claim 1.

158. The applicants lastly relied upon paragraph [0064] (13:6-31 in the
’046 Patent) and corresponding Figure 2F to support the E-purse Amendment.
GOOG-1002, p. 160. These portions of the as-filed specification, however, also
fail to provide the written description required under § 112. In particular, Figure 2F
and paragraph [0064] merely describe a system 280 for e-commerce and m-

commerce transactions, without disclosing specific steps involved in such

transactions:
SAM
e-purse 292
securit
Payment Network] Web Agent Existing Hardware for
and Servers - » an PC Land-based Commerce
290 294 (e.g., Stores or

1 ¥ Transportation) in an

v Enclosed Environment
i Contactless Reader 296 ‘

m-commerce Ammerce

Vi
288 ! Contactless Interface |
Smart Card Single Functional E
Protocol Card Protocol ! Portable
Device
e-purse v/ 282
e-purse Applet Built
Managerie » on GP with ] EMulator
MIDlet Access to MF 208
284 Password 286
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GOOG-1001, Fig. 2F; GOOG-1002, p. 727. For example, although paragraph
[0064] references “communications between an e-purse applet 286 and one or
more payment network and servers 290 to conduct transactions therebetween” it
does not disclose that a payment request is sent from the payment server only when
a balance in the e-purse is verified to be sufficient for a total amount of a purchase,
as recited in claim 1. GOOG-1002, p. 727.

159. The remaining embodiments in the 046 Patent beyond those cited by
the applicants are equally unhelpful. Figures 3A-3C describe a system and method
directed to “e-purse personalization (or provisioning) by an authorized person.”
GOOG-1001, 13:41-15:21. This embodiment lacks any disclosure of steps related
to making a payment with an e-purse and, thus, fails to support the “method of
mobile payment” recited in claim 1. Further, Figures 4A-4C generally describe a
system and method for “financing or funding an e-purse.” GOOG-1001, 15:22-
16:29. This embodiment also lacks any disclosure of e-purse payment steps and
thus fails to support the verification step of claim 1. Finally, Figs. SA-5C generally
describe a system and related steps for “enabling a portable device for e-commerce
and m-commerce functionalities,” such as downloading the e-purse applet to a
consumer’s device and personalizing it. GOOG-1001, 16:30-18:64. This

embodiment similarly fails to support claim 1 and its verification step because it
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stops short of disclosing any actual e-commerce or m-commerce transactions—or
the steps required to carry them out.

160. Accordingly, a POSITA would have understood that the as-filed
specification does not disclose the concept in claim 1 of sending a payment request
from a consumer’s mobile device to a payment gateway only after determining that
an e-purse balance is sufficient.

2. The specification does not describe “displaying a confirmation in

the mobile device that the balance in the e-purse has been reduced
by the total amount.”

161. As part of the E-purse Amendment immediately before allowance, the
Applicants narrowed the final “confirmation” step in claim 1 to require more than a
simple confirmation that the payment request was successfully completed.
GOOG-1002, p. 154. Specifically, the amendment narrowed the claim to require
“displaying a confirmation in the mobile device that the balance in the e-purse has

been reduced by the total amount”:

rassraing-dispiaying a confirmation in the mobile device that the balance in the &-

purse has been reduced by the tolal armouni-ensiint-ERRsRchai-HaniHa-pavman

B emenoan Breenenown e pamanen g o by sii e e ey ben B an e d s ac i @iy wen enatnen et B Bmoen o denoeadatanen e etin 2N at ey
b3 PR NIRRT RNNY PFTTTIEINNIRRTEETIYY TR ORIy R i N e
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GOOG-1002, p. 154. The as-filed specification does not disclose or describe the
display, by any device, of a confirmation with the specific information required by
the claim.

162. In more detail, neither embodiment in which an e-purse is used to
make a payment (Figures 1A-B and Figures 6A-D) discloses displaying a
confirmation that the balance in the e-purse has been reduced. GOOG-1001, Figs.
1A-B, 6A-D. With respect to Figures 1A-1B, the specification lacks disclosure of
displaying anything on the mobile device after payment is completed. The
disclosure is limited to the payment gateway sending a payment authorization

response to the merchant, as shown in Fig. 1A:
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100

102

Payment Authorization Request

v

Smart Bill Payment Gateway

Payment Authorization
Payment info with Response
electronic bill

POS with contactless
Personal NFC device reader OR NFC device with

with wallet software SE (such as Mobile POS)
110

:)ill\ Contactless smart /Eectronlc bill

card (or secure
element in NFC
devices) with smart
bill applet 108

Signed electronic

GOOG-1001, Fig. 1A (annotated); GOOG-1001, 8:22-24 (““Once the transaction
1s complete or denied, the server 104 sends a notice to the merchant (e.g., the
restaurant).”).

163. The embodiment of Figures 6A-6D similarly fails to disclose
displaying anything on the mobile device after a payment has been completed. The
process 650 illustrated in Figure 6C does not include a display step at all. GOOG-
1001, Fig. 6C. And while the process 670 of Figure 6D includes a display step 686,

as shown below, the specification is clear that the “POS Manager” performs the
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steps of process 670, not the mobile device. GOOG-1001, 21:25-26 (“The process

670 (e.g., a process performed by the POS manager 623 of FIG. 6A)...”).

672 —

L—
Send an initial purchase request to e-
token enabled device of a purchaser

674

Enough balance .
in e-token POS displays
enabled device? N
transaction
684
676
- i /

Forward the received response from the e- . N <
. Forward the debit confirm message to
token enabled device to POS SAM POS SAM for verification

678 i i

- -
Reéceive a debit request containing a X X
Display transaction after POS SAM
MAC from POS SAM has recorded the transaction

680 — ! ~
j—
Send the debit request o e-token END 686
enabled device to debit e-token ) .

682 — )
Receive debit confirm message including additional

MACs for transaction verification and settlement Fl G. 6 D
L

GOOG-1001, Fig. 6D (annotated). Moreover, as mentioned above, process 670
does not contemplate a user entering an additional amount, which means it
necessarily cannot display a confirmation involving a “total amount.” In any event,
a POSITA would not have understood a generic disclosure of displaying a
“transaction” as disclosing the claimed display of a confirmation “that the balance
in the e-purse has been reduced by the total amount.” GOOG-1001, claim 1.

164. Accordingly, the as-filed specification does not disclose the concept in

claim 1 of “displaying a confirmation in the mobile device that the balance in the
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e-purse has been reduced by the total amount.” Because this concept was added to
claim 1 after the application was filed, the inventors of the ’046 Patent did not
possess the alleged invention of claim 1 as of the ’046 Patent’s filing date. Claim 1
therefore does not comply with the requirements of 35 U.S.C. § 112(a).

B. Independent Claim 12

165. The applicants also added subject matter to claim 12 during
prosecution that is not disclosed or described in the specification—including
subject matter cited as the reason for allowance. GOOG-1002, p. 156. As such,
when claim 12 issued, it recited a method for mobile payment that the inventors
did not possess when they filed the application that led to the *046 Patent.

3. The specification does not describe sending a payment request to
a payment gateway only if an e-purse balance is sufficient.

166. Claim 12, like claim 1, was amended in the last Office Action
Response prior to allowance to include e-purse functionality. GOOG-1002, p. 156.
The functionality added to claim 12 was similar to the functionality added to
claim 1, in that the payment request is sent from the mobile device to the payment
gateway only when the amount of the electronic invoice is less than a balance of an

electronic purse (e-purse) maintained locally in the mobile device:
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12.(Currently amended) A method for mabile payment, the method comprising:

generating a set of data in a point of sale (POS) device, the data including an
electronic invoice and settlement information with a merchant associated with the
POS device;

embedding the data directly to a tag;

presenting the tag to ike-a mobile device;

causing the mobile device to capture the data from the tag, wherein the mobile
device executes an installed application therein to retrieve an amount in the
electronic invoice from the data and generate a payment request in response to
the captured data, the payment request is deniad in the rmobile device when the

ameunt is more than a balance of an electronic purse {e-purse} maintained lccally
in the mebiie device, the pavment reqguest is keing-sent to a payment gateway

when the amount is less than a balance of an elecironic purse (e-purse

maintained locally in the mobile device-nshdes-adotabarsountconbrungan

T T T R L T R L T g
gt ot B bl R S R S s e iubah o bt i e P R S e fi R de Bt

P
bl ok SR LR adt

. B, o - g o Earne ot ko s s p
arhe-gleskons-nvaiss; and

receiving a message in the POS device directly from the payment gateway that the

electronic invoice has been settled sutfsc i ioial amaunt-nos

fory v o gn  mmanen encs g d

sxprossedan-the-eleckonic nvaiss, wherein the payment gateway is configured to

A

cause the balance i the e-purse reduced by the amountsend-themassage-diveaily

B Bl R LN T T e aw dend o oags olpopem b e d & A, Foen Bt P g spnd . 3y g amvih g ond
TR F i TR SR R T TR U T R a

LA Atk i e LR R b2 i TR R
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GOOG-1002, p. 156. Claim 12 issued with these amendments. GOOG-1002,
pp. 7-21. In the reasons for allowance, the Examiner did not differentiate between
claims 1 and 12, noting only that the similar limitation in claim 1 of “sending the

payment request from the mobile device to the payment gateway, wherein the
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balance is sufficient to honor the payment request” was not found in the prior art.
GOOG-1002, p. 19.

167. For the same reasons as discussed above with respect to claim 1, the
concept in claim 12 of a contingent transmission of the payment request from the
mobile device to a payment gateway lacks written description support in the as-
filed application.

4. The specification does not describe a payment gateway configured
to cause the balance in the e-purse to be reduced.

168. When the applicants added e-purse functionality to claim 12, they
amended the last limitation to recite: “wherein the payment gateway is configured
to cause the balance in the e-purse reduced by the amount.” GOOG-1002, p. 156.
Prior to the amendment, the payment gateway’s role post-payment was limited to

sending a message to the POS device:

receiving a message in the POS device directly from the payment gateway that the
electronic invoice has been settled sut-foribadoialamauntmare than-the-amound

sessadreihe-alpsironis-vasas, wherein the payment gateway is configured to

cause the balance in the e-purse reduced by the amountssad esnassage-diveatly

GOOG-1002, p. 156. This amendment injected subject matter into claim 12 that

the inventors did not possess at the time of filing. Specifically, the idea that the
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be reduced 1s not disclosed in the as-filed specification.

payment gateway—rather than some other element—causes the e-purse balance to

purse payments— Figures 1 A-1B and Figures 6 A-6D—support the concept of the

payment gateway reducing the e-purse balance. Only the former embodiment even

discloses a payment gateway (i.e., element 104 in Figure 1A), but such disclosure

is devoid of any suggestion that the payment gateway 104 is configured to reduce

Payment Network
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GOOG-1001, Figs. 1A and 1B. Although steps 132-138 in Figure 1B describe the
actions of the payment gateway during a purchase transaction, they disclose only
that the payment gateway receives a payment request (132), verifies the amount
against a balance (134), forwards the payment request to a payment network (136),
and forwards an authorization response to the merchant (138). GOOG-1001,

Fig. 1B, 7:54-8:24. There is no disclosure of a payment gateway sending any sort
of communication to the mobile device, much less reducing the balance in the
mobile device e-purse. GOOG-1001, Fig. 1B, 7:54-8:24. Indeed, the embodiment
of Figures 1A-1B is completely silent with respect to a balance maintained in the
customer’s mobile device e-purse. GOOG-1001, Figs. I A-1B. An e-purse is
mentioned only to the extent that it is a payment option on the mobile device.
GOOG-1001, 7:48-52 (“Depending on implementation, the customer may choose
to settle the charge with an electronic wallet or purse (a.k.a., e-purse) already
created in the mobile device, cash, a traditional credit or debit card, an electronic
transfer/payment or others.”).

170. As to the other embodiment describing e-purse payments, Figures
6A—6D, even if the embodiment included a payment gateway (which it does not), it
would still lack support for the balance-reduction amendment in claim 12.
Specifically, as described in association with step 660 with Figure 6C, it is the POS

manager 632 that “deducts or debits the purchase amount from the e-token of the
100

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 104 of 300

PGR2022-00003
Apple EX1003 Page 104



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

e-token enabled device 636 at 660.” GOOG-1001, 20:41-44, 20:13-14 (explaining
that the process 650 is “performed by the POS Manager”). And, as described in
association with step 680 in Figure 6D, it is the e-purse applet itself that debits the
e-token: “Send the debit request to e-token enabled device to debit e-token.”
GOOG-1001, Fig. 6D, Step 680; GOOG-1001, 21:51-55 (“The debit request
contains a Message Authentication Code (MAC) for the applet (i.e., e-purse applet)
to verify the upcoming debit operation, which is performed in response to the debit
request sent at 680.”).

171. To the extent Patent Owner alleges that the disclosure in as-filed
claim 7 of the payment gateway deducting the amount from an “account owned by
the user” somehow supports the current recitation of the payment gateway
deducting the amount from the “e-purse” (see GOOG-1002, p. 155), the 046
Patent’s specification is clear that an e-purse is distinct from a user’s “account,”
which is consistently described as a “bank account.” GOOG-1001, 15:33-35 (“The
user desires to fund the e-purse from an account associated with a bank.”);
GOOG-1001, 15:51-53 (“the process 400 moves to 412 where a corresponding
account at a bank is verified”), GOOG-1001, 16:10-11 (“a request to the financing
bank 442 with which the user 432 is assumed to maintain an account”), GOOG-

1001, 20:59-61 (“For example, an online account is offered by a commercial entity
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(e.g., business, bank, etc.). Once the sponsor has funded the e-token to the online
account...”). Such disclosure therefore cannot support this limitation.

172. Accordingly, the as-filed specification does not disclose a payment
gateway ‘“‘configured to cause the balance in the e-purse reduced by the amount,”
as recited in claim 12. Because this concept was added to claim 12 after the 046
Patent application was filed, the inventors did not possess the alleged invention of
claim 12 as of the 046 Patent’s filing date. Claim 12 therefore does not comply
with the requirements of 35 U.S.C. § 112(a).

C. Dependent Claim 7

173. In addition to incorporating the unsupported features of claim 1,
claim 7 does not comply with the requirements of § 112(a) for at least one
additional reason.

174. When the applicants amended independent 12 to require the payment
gateway to reduce the balance in the e-purse by the transaction amount, they also
amended dependent claim 7 to include similar language: “the payment gateway is
configured to perform the monetary transaction per the payment request by
deducting the total amount from the e-purse.” GOOG-1002, p. 155. Prior to the
amendment, the payment gateway was configured only to deduct the total amount

from an “account owned by the user”:
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7. (Currently amended) The method as recited in claim 6, wherein said sending the
payment request from the mobile device to a-thg payment gateway comprises:
transporting the payment request over a secured channel to the payment gateway,
wherein the payment gateway is configured to perform the monetary transaction

per the payment request by deducting asx-ifie total amount from & the e-purse

sessntansediethiawsasand generates an electronic notification for sending to
the POS device.

GOOG-1002, p. 155.

175. For the same reasons as discussed above with respect to claim 12, the
concept in claim 7 of a payment gateway deducting the total amount from the e-
purse lacks written description support in the as-filed application. See supra
Section VIII.A.2.b.

176. Accordingly, the as-filed specification does not disclose a payment
gateway configured to deduct the total amount from the e-purse, as recited in
claim 7. Because this concept was added to claim 7 after the 046 Patent
application was filed, the inventors did not possess the alleged invention of claim 7
as of the 046 Patent’s filing date. Claim 7 therefore does not comply with the
requirements of 35 U.S.C. § 112(a).

D. Dependent Claims 2—-17

177. Claims 2—11 depend from independent claim 1, and claims 13—17

depend from independent claim 12. I understand that, through this dependency
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relationship, these claims incorporate the above-discussed features of claims 1 and
12 which are not supported by the as-filed disclosure of the 046 Patent. Therefore,
claims 2—6 and 8—17 do not comply with the requirements of 35 U.S.C. § 112(a)
for at least the reasons discussed above with respect to independent claims 1 and
12.

X. Challenge #3: Claims 1-5 and 12-14 are obvious over Moshal in view of
Jogu and Dessert

178. For the reasons set forth below, it is my opinion that the subject matter
of claims 1-5 and 12-14 would have been obvious to a POSITA in light of the
disclosures of the Moshal (GOOG-1005), Jogu (GOOG-1006), and Dessert
(GOOG-1007) references. The following describes how Moshal, Jogu, and
Dessert render obvious each and every element of claims 1-5 and 12-14 of the ‘046
Patent. Before I analyze each limitation of the claims in comparison to the prior
art, [ provide an overview of the general teachings of Moshal, Jogu, and Dessert.

A. Overview of Moshal

179. Like the *046 Patent, Moshal is directed to a bill payment system and
method in which a customer uses a payment instrument such as an e-wallet on his or
her mobile device to pay a bill. GOOG-1005, Abstract, 4 42 (customer can use an
e-wallet on a mobile device as a payment instrument). With reference to Figure 1

below, Moshal discloses that a mobile device (“code scanner”) 106, which may be
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a smartphone (GOOG-1005, 9 38), scans a tag (payment QR code) provided by a
POS device 104 to obtain merchant information and invoice information to pay for
a transaction. GOOG-1005, 99 38, 54, 55. The mobile device transmits a payment
request to a payment gateway (application server) 102 upon the customer’s
verification of the invoice and selection of a payment instrument on the mobile
device, and the payment gateway notifies a merchant terminal 108 and the mobile
device whether a requested transaction is successful or unsuccessful. GOOG-100S5,

€9 38, 55-57.

GOOG-1005, Fig. 1 (annotated)
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180. With reference to Figure 7 below, Moshal discloses that a scanner
application of the mobile device (code scanner) scans a tag (QR code) (step 708)
provided by the POS terminal (step 700), and decodes the tag to obtain all the
merchant and invoice information contained in the tag (step 710). GOOG-1005, 9
54-55. The scanner application of the mobile device then displays the invoice,
including all the bill details (step 712) for the customer to (i) review and amend the
bill as necessary (e.g., add a tip) (step 714), (i1) select a payment instrument such as
an e-wallet (step 716), and (iii1) accept the bill for payment (step 718). GOOG-1005,
9 55. Then, after the user accepts the bill for payment, the mobile device transmits
a payment request to the payment gateway (application server) (step 720). GOOG-
1005, 9 55. Like the 046 Patent, Moshal discloses that the payment gateway
determines whether payment is successful or unsuccessful and notifies the mobile
device of this determination (step 728 or step 732), and the payment gateway notifies
the merchant terminal when payment is successful (step 734). GOOG-1005, 99 56-

57.
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GOOG-1005, Fig. 7

181. With reference to Figure 8 below, Moshal

discloses that the mobile

device user may select an e-wallet (e-purse as claimed in the 046 Patent) to pay the

amount (including optional tip) for an invoice 800 displayed on the mobile device

by selecting this payment option (icon 824 on displayed invoice 800). GOOG-1005,

9 59 (“Icon 824 can be used to select an e-wallet with which to pay, while icon

826 can be used to select a debit card or a credit card with which to pay the bill.”)

(emphasis added).
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|
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GOOG-1005, Fig. 8 (annotated)

B. Overview of Jogu!’

182. Like the *046 Patent, Jogu discloses a mobile payment system and

method in which a customer uses an e-wallet application on a mobile device to

19Tn this Declaration, I will sometimes provide enlarged excerpts of Jogu’s
drawings due to the size of the font in Jogu’s drawings. When I provide an
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conduct a transaction. GOOG-1006, 3 (“[T]he user can make a payment by using
the mobile phone like a wallet.”). Figure 6 of Jogu below shows use of the mobile
device 13 at a brick-and-mortar store 26 to conduct a transaction with a POS
terminal 27. GOOG-1006, 6 (“FIG. 6 is a schematic diagram showing a method
of making a payment using a mobile phone at a brick-and-mortar store. As shown
in FIG. 6, at a brick-and-mortar store, the user 12 sets the mobile phone 13 in the
reading device 270 connected to the POS terminal 27.”). If payment is successful,
a payment gateway (mobile phone server) 10 notifies the POS terminal 27 of
completion of the payment. GOOG-1006, 6 (“the mobile phone company 10
updates the prepaid balance by subtracting the payment amount from the prepaid
balance of the virtual account 110, and notifies the POS terminal 27 of the

completion of the payment.”).

enlarged excerpt of any of Jogu’s drawings, I will also provide the full drawing for
completeness.
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FIG. 6
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GOOG-1006, Fig. 6 (annotated)

183. Like the 046 Patent, Jogu discloses that a balance is maintained
locally on the mobile device. GOOG-1006, 4 (“The mobile phone stores the
balance of the transmitted virtual account. The user uses this mobile phone
instead of a wallet to make a payment at a virtual store or at a brick-and-
mortar store on the Internet.””) (emphasis added), 6 (“The mobile phone 3
compares the balance stored inside with the payment amount, and if payment is not
possible, sends an error message to the POS terminal 27. On the other hand, if
payment is possible, the mobile phone 13 transmits the mobile phone number and

the key code to the POS terminal 27.”).
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184. With reference to Figure 21 below, Jogu discloses that the mobile
device informs the user of the current balance before the user conducts a
transaction (step 714 in Fig. 21). GOOG-1006, 14 (“[T]he data processing unit
103 displays the currently available balance as shown in screen D 16 shown in
FIG. 23 (S714).”). The current balance on the mobile device is updated by the
payment gateway 30, which informs the mobile device of the current balance (step
905 in Fig. 21). GOOG-1006, 13 (“[T]he transmission / reception unit 135 [of the
mobile device] receives the prepaid balance transmitted from the server 30 of the
mobile phone company 10 in step S905 above (S712).”).

F1G. 21

Mobile phone device 13 (user) POS terminal 27 (store) (Mubile?hr:ﬁ;i?:mpany}

ey
Enter password
3700 8703
i /
G el
S $704 PN o il

s YES
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= data fangz? l -~ ] =
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/

mu:;/ e il
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nal:'lf?e;rgm data m i NS g
Calculation of Confirm key
cumulative un- code
nDtlﬁedfmount L

R
8109 8503
§708 7 i ¥ K
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W mmmmamas—as notified amount from the Receive 'Z, otify S%INIIJ‘I:E is
.. brepaid balance _ Aigl | unavailable -

ol i P 5770 -
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Display abnormal Notify service is g
| termination [‘ un?ua\'lable ] __ history DB
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Z &2 8805
T s .
Update prepaid —— S
balance and clear Recei l._ I prep:
un-notified data ecenve r‘z,é'ﬁ’" balance
——

5714
Display available
balance

GOOG-1006, Fig. 21 (annotated excerpt)
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GOOG-1006, Fig. 21
185. Further, like the 046 Patent, Jogu discloses that when the mobile
device initiates a transaction, the mobile device first performs a local balance
check without sending a payment request to the payment gateway 10. As shown in
the excerpts of Figures 22 and 23 below, Jogu discloses the following operations
performed in the mobile device:
(1) the mobile device determines whether the balance maintained
locally on the mobile device is sufficient for a transaction (step S718 in Fig.
22; screen D18 displayed on mobile device in Fig. 23);
(2) if the balance is insufficient, the transaction is denied by the
mobile device (S719 in Fig. 22; screen D19 displayed on mobile device in
Fig. 23); and
(3) if the balance is sufficient, the mobile device initiates a payment
request by transmitting the mobile phone number and a payment code to the
POS terminal (S720 in Fig. 22; screen D20 displayed on mobile device in

Fig. 23). GOOG-1006, 14.
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GOOG-1006, Fig. 22
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GOOG-1006, Fig. 23

186. In addition, like the 046 Patent, Jogu discloses that the balance on the
mobile device is reduced by the payment gateway (mobile phone company server)

30 after a successful transaction. As shown in the excerpt of Figure 22 below,!!

! The full version of Jogu’s Fig. 22 is reproduced above.
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after a payment is successfully made with the balance on the mobile device, the
payment gateway 30 sends the updated balance to the mobile device (step 913),
causing the balance to be reduced on the mobile device (step S729 in Fig. 22).

GOOG-1006, 14-15.

F1G., 22
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No. / key code

i se0d

Khkhhkk

KSF?B po e g 1 ,8913

‘Update prepaid ,
balance and clear s Send prepaid
un-notified data l it Ry amount 4

GOOG-1006, Fig. 22 (annotated excerpt)
187. As another example, with reference to Figure 73 below, Jogu
discloses that the mobile device, upon being notified of an updated balance by the
payment gateway 30, displays confirmation of a successful transaction, and the

updated balance (step S432). GOOG-1006, 34 (“[T]he data processing unit 131
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displays the remittance completion on the display device 137 together with the

virtual account balance after the remittance (S432).”).

FIG. 73
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GOOG-1006, Fig. 73 (annotated excerpt)
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FIG. 73
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GOOG-1006, Fig. 73

C. Overview of Dessert

Like the *046 Patent, Dessert is directed to a bill payment system and
method in which a customer uses a payment instrument such as an e-wallet (e.g., e-
wallet module 723F in Fig. 7A) on the customer’s mobile device to conduct a

transaction when the mobile device scans tags containing information about a
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desired product or service. With reference to Figure 1 below, the mobile device

(portable computing device (PCD) 100) utilizes a personalized shopping/payment

application 113 to scan machine-readable tags 124 located within the premises of a

merchant and/or coupled to individual products for sale. GOOG-1007, 4:67-5:3

(application 13 stored on mobile device), 5:4-16 (mobile device uses application

113 to scan machine-readable tags 124), 6:1-14 (tags provided in merchant

premises and/or on individual products).

18
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GOOG-1007, Fig. 1 (annotated)

188. Dessert discloses that it was well known to use tags 124 that are to be

scanned by a camera of the mobile device 100, or tags 124 that are to be read using

RFID or near field communication (NFC).
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The machine-readable tag 124 may comprise a machine-readable
code 222 which may be scanned with a camera 848 (See FIG. 8) of the
PCD [mobile device] 100. A personalized shopping/payment application
113 running on the PCD 100 may be able to process the scanned machine-
readable code 222. The machine-readable code 222 may comprise either
a one dimensional or two-dimensional barcode. Further, other machine-
readable codes are included within the scope of the invention and may
include contactless technologies, such as near-field communications
(NFC), WiFi, acoustic, which may or may not be linked to a secure-
element, and RFID cards as understood by one of ordinary skill in the
art. For these contactless technologies, the tag 124 may comprise an
antenna 224 coupled to an integrated-circuit chip (not illustrated).

GOOG-1007, 6:20-34 (emphasis added).

D.  Motivation to Modify Moshal with Jogu and Dessert

189. As described above in Sections X.A to X.C, Moshal discloses an e-
wallet that is maintained locally on the user’s mobile device, selectable by the user
to conduct a transaction with the mobile phone, and used by the mobile device to
submit a payment request to a payment gateway. GOOG-10085, 99 52-59. Moshal
does not explicitly disclose the implementation details of its e-wallet because such
details were already well known in the art, as I describe in this Declaration. Jogu,
for example, discloses many of these e-wallet implementation details already

known to POSITAs. Dessert further illustrates that it was well known to conduct
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wireless transactions with a mobile device by interchangeably using either
scannable tags or NFC/RFID tags. GOOG-1007, 6:20-34.

190. Moshal, Jogu, and Dessert are each analogous art to the *046 Patent
because they are each in the same field of endeavor as the 046 Patent (method and
system for mobile payments), and they are each pertinent to a particular problem
allegedly solved by the 046 Patent (“using a mobile device to quickly settle the
payment at a point of sale (POS)”). GOOG-1001, 1:40-44.

1. A POSITA would have been motivated to modify Moshal to
include a local balance verification, as taught by Jogu.

191. As noted above, Moshal does not explicitly disclose some of the
implementation details of its e-wallet because such features were well known in
the art. Jogu discloses that one such known e-wallet technique is local balance
verification. GOOG-1006, Fig. 22 (S718) (annotated excerpt below). A POSITA
would have been motivated to utilize Jogu’s local e-wallet balance verification

technique in Moshal’s e-wallet for the following reasons.
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7 i . Server 30
Mobile phone device 13 (user) POS terminal 27 (store) (MGHIE phone comiarvl
- §710
Insufficient /
funds
Balance | e~ Display insufficient
verification funds
S
I sz
Send mobile phone Receive
No. / key code -
t e

GOOG-1006, Fig. 22 (annotated)

192. In more detail, Jogu teaches that its e-wallet maintains a balance on
the mobile device that may be used for brick-and-mortar store purchases. GOOG-
1006, 4 (“The mobile phone stores the balance of the transmitted virtual account.
The user uses this mobile phone instead of a wallet to make a payment at a
virtual store or at a brick-and-mortar store on the Internet.”) (emphasis added).

193. As described above in Section X.B, Jogu discloses that, before a
payment request is transmitted, the mobile device verifies whether the amount of
the transaction is more than the balance maintained on the mobile device (step
S718 in Fig. 22). GOOG-1006, 14. This verification occurs locally on the mobile
device without sending a payment request to the payment gateway. /d. If the

balance is insufficient to pay for the transaction, the transaction is denied (step
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S719 in Fig. 22, screen D19 displayed on the mosbile device). GOOG-1006, 14-

15.
Mobile phone device 13 (user) POS terminal 27 (store) (Mobi\espehr;f\reigmpany)
_ g8
Insufficient ‘[
Balance lmnft- Display insufficient
verification funds
§120
oK 5 02
Send mobile phone Receive
No. / key code -
b se0g
Fig. 23 (excerpt) Balance
/ Comparison
Wallet service EX D18 Transaction Denied
(Insufficient Balance)
l
[
Payment ‘ iJI 8
Request Z
Sent ~_ Wallet service 4 020 Wallet service £A
lf—n_nf
. You do not have enough money
(SuffiCIent in your wallet,
Balance) Pavment cancelled.

GOOG-1006, Figs. 22 and 23 (annotated excerpts)
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[T]he payment mode of the mobile phone 13 is turned on, and the data
processing unit 131 displays the screen D 17 shown in FIG. 23 on the
display device 137 (S715). Subsequently, the user 12 sets the mobile
phone 13 in the reader 270 (S716). As a result, the data processing unit
131 displays the screen D 18 shown in FIG. 23 on the display device
137. At this time, in the POS terminal 27 of the brick-and-mortar store,
the data processing unit 271 transmits the payment amount to the
mobile phone 13 through the reading device 28 (S801). In the mobile
phone 13, the data processing unit 131 receives the payment amount
transmitted from the POS terminal 27 (S717). Then, the data
processing unit 131 [of the mobile device] determines whether or
not the received payment amount is within the current balance
(S718). When the payment amount exceeds the balance, the data
processing unit 131 displays the screen D1 9 shown in FIG. 23 on
the display device 137 and notifies the user 12 of the insufficient
balance (S719). When the payment amount is within the balance, the
data processing unit 131 transmits the telephone number of the mobile
phone 13 and the key code pre-registered in hardware in the RO M 133
to the POS terminal 27 through the reader 28 (S720).
GOOG-1006, 14 (emphasis added).

194. A POSITA would have been motivated to modify Moshal to utilize
the conventional e-wallet techniques taught by Jogu in the operation of Moshal’s e-
wallet. Modifying Moshal so that the mobile device conducts a local balance

verification before transmitting a payment request to a payment gateway or a

125

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 129 of 300

PGR2022-00003
Apple EX1003 Page 129



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

merchant terminal, as taught by Jogu, would save time and frustration for the user

if he or she has insufficient funds to conduct a transaction. For example, as

disclosed by Jogu (step S718 in Fig. 22 (“Balance Verification™)), it was known for

a user’s mobile device to first check the balance of a payment option in an e-wallet

before a payment request is transmitted from the mobile device. GOOG-1006, 14

(““At this time, in the POS terminal 27 of the brick-and-mortar store, the data

processing unit 271 transmits the payment amount to the mobile phone 13 through

the reading device 28 (S801). In the mobile phone 13, the data processing unit 131

receives the payment amount transmitted from the POS terminal 27 (S717). Then,

the data processing unit 131 determines whether or not the received payment

amount 1s within the current balance (S718).”)
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GOOG-1006, Fig. 22 (annotated excerpt)
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195. Checking to see whether the e-purse has sufficient funds to pay for a
transaction, as taught by Jogu, prevents unnecessary communications between the
user’s mobile device and the POS terminal or payment gateway, and could
alleviate potential frustration for the user if his or her payment request was denied
due to an insufficient balance. For example, modifying Moshal to perform Jogu’s
local-balance-verification feature in Moshal’s mobile device before step 720
(transmit payment request) would make steps 720, 722, 724 and 730 unnecessary
when the mobile device determines that the balance is insufficient for the amount

on the invoice, as shown in annotated Figure 7 below.
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71 6"" Select payment instrument | ' Unnecessary Steps
1 8.'——[ Accept bill for payment | 722,
7201 —{  Transmit payment data |—» Process payment |

724
I | Paymen Ye
| | Successful?
R 730G
Display payment Notify unsuccessful
732 unsuccessiul, re-attempt payment
I ! .
Display payment successﬂ@«—'— Notify successful

728 — payment
T e — 726 T
I Retrieve bill detanEI;I I Transmit bill number,
38 Warkbil Paid ] | FIGURE 7 734, amount paid

GOOG-1005, Fig. 7 (annotated)
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196. Accordingly, it would have been obvious to incorporate the well-
known balance-check feature of Jogu in Moshal’s e-wallet to beneficially inform
the user of the mobile device if he or she has sufficient funds to pay for a requested
transaction. For example, as described with reference to Figs. 10C and 10D below,
Dessert discloses that a user is informed on the display of his or her mobile device
of the current balance of the user’s account(s), to inform the user whether the

balance of his or her account is sufficient to pay for a requested transaction.

GOOG-1007, 39:29-49.

2024 202K
r/————\w 2@ \ /”—\\
/%\ /ﬁ%\
Restaurant #1 N Restaurant #1 ™
Mailing Address 1 Mailing Address 1
Phone Number L 008 Phone Mumber L oo
Dater April 25, 2010 8:39PM J Date: April 26, 2010 8:39PM j
Server Jamie  Tabia 7 Server, Jamie Table: 7
Tip: {(+20% ] $1085 E-RECEIPT
TOTAL: 63.92 Entree# 1-§30.25
- Entree #2 - $23.00
payment a
methog #1  Dal. = 8600 l Sublotal - $53.25 {
t S 2188 Tin 20% - $1085 Fr 2208
AVImen Pl =i,
[&;ﬂ&d wy  Bal - $100 J P
TOTAL: 63.92
payment "
methog 43 Crenit- $1000 E Payment Method #3 Selected
.—-’J r-f’/
€ N £ Q L = ) <

FIG. 10C FIG. 10D

GOOG-1007, Figs. 10C and 10D (annotated)
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197. In Figure 10C of Dessert above, the mobile device user is informed of
the current balance of each account (payment options 218B) in comparison to the
transaction amount ($63.92), before the user selects one of the payment options to
pay for the transaction. As shown in Figure 10C above, payment method #1 has a
balance of $8.00, payment method #2 has a balance of $100, and payment method
#3 has a credit balance of $1000. Then, after the user has paid for the transaction,
the user is informed of the transaction being completed in Figure 10D, with

confirmation of the payment option selected (“Payment Method #3 Selected”).

FIG. 10Cis a diagram of a screen202] that shows merchant
information 228 relevant to a transaction and payment options 218B for a purchase
along with a plurality of payment options that may be selected by an operator of
the PCD 100. The payment options 218B comprising the plurality of payment
options that may be selected by the operator is very similar to the payment
options 218A described above in connection with FIG. 2G. As noted previously,
one or more payment options may be selected by the operator with this screen 202J.
The payment options may also provide or display any remaining balances
available with credit card accounts as well as balances available for debit
accounts so that the operator will know if there are sufficient funds in respect
of accounts to pay for the final bill. Also with this screen 202J, a drop-down
menu 229 may be provided for display and selection of an appropriate amount of
tip corresponding to the service provided at the merchant such for the service
provided by a waiter at a restaurant. FIG. 10D is a diagram of a screen 202K that
shows electronic receipt 220B that may be provided upon completion of a

transaction with a merchant, such as a restaurant.

GOOG-1007, 39:29-49 (emphasis added).
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198. Thus, it was a known and desirable feature in the art to inform the
user of the mobile device if he or she has sufficient funds to pay for a requested
transaction, as shown by Dessert. For example, as described with reference to
Figs. 10C and 10D below, Dessert discloses that a user is informed on the display
of his or her mobile device of the current balance of the user’s account(s), to
inform the user whether the balance of his or her account is sufficient to pay for a
requested transaction. Therefore, it would have been obvious to incorporate the
well-known balance-check feature of Jogu (step S718 in Fig. 22 (“Balance
Verification”)) in Moshal’s e-wallet to beneficially inform the user of the mobile
device if he or she has sufficient funds to pay for a requested transaction.

199. Modifying Moshal to check the balance of Moshal’s e-wallet (pay
with e-wallet icon 824 in Fig. 8) before the mobile device transmits a payment
request (step 720 in Fig. 7 of Moshal) involves the combination of prior art
elements (an e-wallet with a updatable balance, as taught by Jogu, with Moshal’s
e-wallet payment options that are managed on a user’s mobile device) according to
known methods (checking the balance before payment, as taught by Jogu) to yield
predictable results (checking the balance before payment, as taught by Jogu).
Further, this obvious modification involves the use of a known technique (an e-
wallet with a balance that is checked before a payment request is made) to improve

similar methods (Moshal’s method of contactless payment with a mobile device) in
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the same way. In addition, Jogu’s teaching of an e-wallet with a balance provides
a teaching, suggestion, and motivation in support of the obvious modification and
combination, because Jogu teaches a mobile device performing a local balance
verification before transmitting a payment request (step S718 in Fig. 22 (“Balance
Verification”)), and thereby provides a motivation to implement an e-wallet in this
way. Accordingly, for at least these reasons, a POSITA would have been
motivated to modify Moshal to check the balance of Moshal’s e-wallet (pay with e-
wallet icon 824 in Fig. 8) before the mobile device transmits a payment request, as
taught by Jogu.

200. In addition, a POSITA would have had a reasonable expectation of
success in making this modification because Jogu teaches how to perform this
local balance verification. GOOG-1006, Fig. 22 (step S718), p. 14 (“[T]he data
processing unit 131 [of the mobile device] determines whether or not the received
payment amount is within the current balance (S718).”). Further, with reference to
Figure 7 below, Moshal discloses that a verification step accepting the bill for
payment is performed (by the user) (step 718) before a payment request is
transmitted from the mobile device to the payment gateway (step 720). GOOG-
1005, 9 55 (“At block 718 the user can accept the bill for payment.”). Therefore, a
POSITA would have had a reasonable expectation of success in implementing the

local balance verification taught by Jogu before Moshal’s mobile device transmits
131
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a payment request to the payment gateway (step 720). GOOG-1005, § 55 (“After
reviewing and amending the data on page 800, the user can select, at block 716, a
payment instrument to pay the bill. At block 718 the user can accept the bill for
payment. The scanner app then transmits to the application server 102, at block
720, the merchant identification code, the bill identification number, the amount

due and the details of a payment instrument to be used for payment....”).

POS / Merchant Terminal Code Scanner Application Server
700 Provide QR code }--I--bl Scan QR code HYOB 750
702 2 3 Ve
€[ Scan QR code | | Decode QR code H‘HO
¥
?U‘l[ Decode QR code | | | Display bl" details H712
70@{ Create Unpa:d bill] | | Review, amend bill details }\7 14
¥
716;“! Select payment instrument | !
71 81—_' Accept bill for payment | | 722,
7201 —{ Transmit payment data ]—1—71 Process payment |
I l Paymen Yes
| |730] Sl:ngcessful’-’

I Display payment I | Notify unsuccessful
732 unsuccessful, re-attempt payment
| !
72 H{(Display payment successf@«—f;
(£ ——| 726 :
Y Retrieve bill detanEkl l Transmit bill number,

38 Wark bl Paid” ] | FIGURE 7 7347-L__amount paid

Notify successful
payment

GOOG-1005, Fig. 7 (annotated)
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2. A POSITA would have been motivated to modify Moshal so that

the payment gateway reduces the e-wallet balance of the mobile
device, and the mobile device displays the updated balance.

201. As described above in Section X.D.1, a POSITA would have been
motivated to modify Moshal so that the mobile device’s e-wallet has a balance, as
taught by Jogu.

202. With reference to Figure 7 below, Moshal discloses that the payment
gateway determines whether payment is successful (step 724), and the mobile
device displays that the payment is successful (step 728) after being notified by the
payment gateway (step 726). GOOG-1005, 9 56 (“At block 724, the application
server 102 can determine whether the payment was successful. The payment
processor transmits a payment status indicator, for example, either successful or
unsuccessful. If the payment status is successful, the application server 102 notifies
the scanner app 164, at block 726, that payment has been successful and the
displayed page refreshes to indicate that the diner's bill has been paid (block
728).”). Moshal, however, does not expressly indicate what specific information is
displayed when payment is successful. In view of Jogu’s disclosure of
conventional e-wallet techniques including maintaining a balance on a mobile
device, a POSITA would have been motivated to modify Moshal so that the
payment gateway reduces the balance upon a successful payment, as taught by
Jogu (step S913 in Fig. 22: “data processing unit 301 transmits the latest prepaid
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balance to the mobile phone 13 (S913)”), and the mobile device displays the
updated (reduced) balance, as part of the notification of a successful payment, as
also taught by Jogu (step S729 in Fig. 22, and step S432 in Fig. 73). GOOG-1006,
14 (“The data processing unit 301 [of the payment gateway] transmits the latest
prepaid balance to the mobile phone 13 (S913). The mobile phone 13 receives the
prepaid balance transmitted from the server 30 of the mobile phone company
[payment gateway] 10, and the prepaid balance stored in ARM 132 is updated so
that it becomes the same as the received prepaid balance, and the unreported data is
cleared (S729).”), 34 (“In mobile phone 13, the transmission / reception unit 135
receives the remittance completion notification sent from the payment institution
90 via the mobile phone company 10 (S431), and further, the data processing unit
131 displays the remittance completion on the display device 137 together with the

virtual account balance after the remittance (S432).”).
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POS / Merchant Terminal Code Scanner
709{ Provide QR code }- T » Scan QR code —I\I‘?OB

¥
702—Scan QR code || [ Decode QR code H710 <
¥
70&[ Decode QR code | | | Display bl|| details H712
mE';\»{Cna-atta- Unpald" bill| | | Review, amend bill details ]\[7 14

71 6»—4 Select payment instrument | l
¥

Accept bill for
7181—-[ p. payment | | 722,
720—1-—{ Transmit payment data ]—'—b{ Process payment |

724
I l Paymen Ye
| | 730, Successful?
i - I - No
Display payment Notify unsuccessful
732 unsuccessful, re-attempt payment
| !
- Notify successful
70g-+(Display payment successf@«—'—

Application Server
750

- payment
F T e e 726 3
| Retrieve bill detmEI;l I Transmit bill number,
738 Mark bl Paid” ] | FIGURE 7 7347-1___amount paid

GOOG-1005, Fig. 7 (annotated)

203. As described above in Section X.B, Jogu discloses that (i) the current
balance is displayed on the mobile device before a transaction is conducted (step
S714 in Fig. 21), (i1) the payment gateway updates (reduces) the balance after a
transaction is successfully conducted and notifies the mobile device (S913 in Fig.
22), and (iii1) the mobile device displays the balance after it is updated by the
remote gateway (step S729 in Fig. 22, step S432 in Fig. 73). GOOG-1006, 14, 34.

If there are no unreported data in step S704 above, or alternatively, after
step S708 or S713 above, the data processing unit 103 displays the
currently available balance as shown in screen D 16 shown in FIG. 23
(S714).

GOOG-1006, 14.
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GOOG-1006, Fig. 21 (annotated excerpt)

If the key codes match in step S910 above, the data processing unit 301
updates the usage history database 28 based on the received unreported
data, and updates the prepaid balance of the virtual account 110 (S912).
Thereafter, the data processing unit 301 transmits the latest prepaid
balance to the mobile phone 13 (S913).

GOOG-1006, 14.
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Z
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amount 4

GOOG-1006, Fig. 22 (annotated excerpt)

In mobile phone 13, the transmission / reception unit 135 receives the

remittance completion notification sent from the payment institution

90 via the mobile phone company 10 (S431), and further, the data

processing unit 131 displays the remittance completion on the display

device 137 together with the virtual account balance after the

remittance (S432).
GOOG-1006, 34.
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FIG. 73
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GOOG-1006, Fig. 73 (annotated excerpt)

204. A POSITA would have been motivated to utilize the conventional e-

g
=1
Y
e
g
L]

wallet techniques taught by Jogu in association with the e-wallet of Moshal, for the
reasons presented above in Section X.D.1. As part of this, a POSITA would have
been motivated to modify Moshal such that the payment gateway (application
server) reduces a balance in Moshal’s e-wallet when a successful transaction is
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made, as taught by Jogu. GOOG-1006, 14, steps S913 and S729 in Fig. 22.

Doing so provides a number of advantages that would be recognized by a POSITA.
First, providing an accurate balance on the mobile device provides more
information to the user of the mobile device to conduct transactions within the
user’s desired spending limits. With reference to Figure 21 below, Jogu discloses
that the current balance is displayed on the mobile device (S714) upon being
notified of the current balance by the payment gateway (S905). GOOG-1006, 14-

15.
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GOOG-1006, Fig. 21 (annotated)

Below is an enlarged version of the pertinent portion of Fig. 21:
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GOOG-1006, Fig. 21 (enlarged, annotated excerpt)
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205. Further, with reference to Figure 73 below, Jogu discloses that after
the payment gateway updates the balance of a mobile device following a
successful transaction, and notifies the mobile device of the updated balance, the
mobile device displays both (1) a confirmation of the successful transaction and (2)
the updated balance (step S432). GOOG-1006, 34 (“[T]he data processing unit
131 displays the remittance completion on the display device 137 together with the

virtual account balance after the remittance (S432).”).

FIG. 73
PC 40/ I ; .
Mobile Server 30 (mobile
L b i i Server 92 (payment Server 50
ph;;[e dev;ce Mobile phone device 13 (user) phone company) {} institution) (virtual store) '
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Money transfer
——-% cminpme notification 3
s

Receive = Forward &

$432 51320
Display monay e Update deposit Eﬁ
wransfer complete | withdrawal history

(display balance) $1321

GOOG-1006, Fig. 73 (annotated excerpt)
206. As another example, Dessert discloses that the current balances for
several accounts are displayed on the user’s mobile device to assist the user in

determining which account to use to pay for a transaction. In particular, with
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reference to Fig. 10C below, Dessert discloses that available balances for payment
method #1 and payment method #2 are displayed on screen 202J of the mobile
device in association with the bill received by the mobile device. GOOG-1007,
39:29-42 (“FIG. 10C is a diagram of a screen 202J that shows merchant
information 228 relevant to a transaction and payment options 218B for a purchase
along with a plurality of payment options that may be selected by an operator of
the PCD 100...The payment options may also provide or display any
remaining balances available with credit card accounts as well as balances
available for debit accounts so that the operator will know if there are

sufficient funds in respect of accounts to pay for the final bill.””) (emphasis

added).
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228

2188

GOOG-1007, Fig. 10C (annotated)
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In view of Jogu’s disclosure that the current balance on the mobile
phone is reduced by the payment gateway (S913 in Fig. 22) in response to a
successful transaction, and the well-known feature of displaying the current
balance on a mobile phone, as disclosed by Jogu (step S432 in Fig. 73) and Dessert
(“Bal.” in Fig. 10C), a POSITA would have been motivated to modify Moshal to
display a confirmation in the mobile device that the balance in the e-purse of the
mobile device has been reduced by the total amount of the conducted transaction.
208. Displaying such a confirmation would advantageously inform the user

of the mobile device that the transaction was successful, which Moshal teaches
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(step 728 in Fig. 7), and would also inform the user of the current balance (after the
successful transaction) so that the user knows whether the e-purse has a sufficient
balance to conduct another transaction. This is an advantageous feature that is
recognized in the prior art. For example, with reference to Figure 2 below, Aabye
(GOOG-1009) discloses a contactless mobile payment system (GOOG-1009, 9 2)
in which a mobile device 100 conducts a contactless transaction with a POS device
22, and a payment gateway 134, 138 authorizes the transaction when the balance of
the mobile device user’s account is sufficient to pay for the transaction. GOOG-
1009, 99 35, 37, 43-44. Aabye discloses that the user receives notification of a
current balance on the user’s mobile device after a transaction is conducted.
GOOG-1009, 99 51 (“The data provided over the cellular network to the payment
[mobile] device may include, for example, data used to complete the records for a
transaction. Such records might be used to update the data stored in the device
to reflect the final amount of a transaction, provide identification data for a
transaction, provide a receipt or warranty information for a transaction, update the
balance of an account as a result of the completion of the transaction, etc.), 52-
53 (describing example where mobile device user is informed of updated balance
after a transaction, where the “the Issuer is able to update the transaction records
stored in the phone so that the data in the phone's memory (e.g., the secure

memory region of the contactless element or another suitable data storage region of
144
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the phone) reflects the actual transaction information. This capability can be
very important in situations where the balance of an account (as reflected by the

data stored in the phone) is used to determine whether a later transaction is
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GOOG-1009, Fig. 2

145

209. In view of Jogu’s disclosure that the current balance on the mobile
phone is reduced by the payment gateway (S913 in Fig. 22) in response to a
successful transaction, and the well-known feature of displaying the current
balance on a mobile phone, as disclosed by Jogu (step S432 in Fig. 73), Dessert
(“Bal.” in Fig. 10C) and Aabye (GOOG-1009, 9/ 51-53), a POSITA would have

been motivated to modify Moshal to display a confirmation in the mobile device
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that the balance in the e-purse of the mobile device has been reduced by the total
amount of the conducted transaction. Accordingly, a POSITA would have been
motivated to modify Moshal to display confirmation in the mobile device that the
balance in the e-purse has been reduced by the total amount, as disclosed by Jogu
and Dessert, because doing so not only provides confirmation to the mobile device
user that the transaction was successfully completed, but it also advises the mobile
device user how much remains in the user’s balance so that the user can make
more informed decisions about conducting future transactions with his or her
mobile device. See, e.g., GOOG-1007, 39:29-42 (mobile device informed of
current balance so that user “will know if there are sufficient funds in respect of
accounts to pay for the final bill”’); GOOG-1009, 99 51-53 (mobile device
informed of current balance after conducting a transaction).

210. Modifying Moshal to update (reduce) the balance maintained in the
mobile device after the completion of a successful transaction involves the
combination of prior art elements (an e-wallet with a updatable balance, as taught
by Jogu, with Moshal’s e-wallet payment options that are managed on a user’s
mobile device) according to known methods (updating the balance after payment,
as taught by Jogu) to yield predictable results (checking the balance before
payment, as taught by Jogu). Further, this obvious modification involves the use

of a known technique (an e-wallet with a balance that is updated after a transaction
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with the e-wallet is conducted) to improve similar methods (Moshal’s method of
contactless payment with an e-wallet on a mobile device) in the same way. In
addition, Jogu teaches a payment server updating the balance maintained on the
mobile device, and thereby provides a motivation to implement an e-wallet with an
updatable balance in this way. Accordingly, a POSITA would have been
motivated to modify Moshal to update (reduce) the balance in the mobile device
after the completion of a successful transaction.

211. A POSITA would have had a reasonable expectation of success in
making this modification because Jogu teaches how to perform this balance update
after a transaction is conducted. GOOG-1006, 14, steps S913 and S729 in Fig. 22.

3. A POSITA would have been motivated to modify Moshal to utilize
different types of conventional, machine-readable tags.

212. As described above in Section X.D.1, Moshal discloses that the
mobile device (code scanner) 106 scans a tag provided by a POS device to obtain
merchant information and invoice information to pay for a transaction. GOOG-
1005, 99| 38, 54, 55. A POSITA would have been motivated to modify Moshal to
utilize any type of conventional, machine-readable tags, including QR codes, RFID
tags, or NFC tags. These types of machine-readable tags were known to be

interchangeable and functionally equivalent, as disclosed by Dessert, for example.
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213. With reference to Figure 4 below, Moshal discloses that the mobile

device 106 includes a scanner 156 and a scanner app 164, which is installed in the

data storage 158 of the mobile device and executed on the mobile device. GOOG-

1005, q 41.
%
" 53- User Interface Processor 350
Network
15610 Seannear Interface  [152
CRPI ~162
Scanner App. }~164 "
158
User Profile  }~110
Data Sterage Device
Code Scanner
\
106

GOOG-1005, Fig. 4 (annotated)

214. With reference to Figure 3 below, Moshal discloses that the mobile

device uses the scanner 156 and the scanner app 154 to scan QR (Quick Response)

codes 999, which “can be encoded as a payment QR code,” to conduct a
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transaction (e.g., pay a restaurant bill at the end of a meal). GOOG-1005, 947,

48, 54-55.

7777777 D)
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FIGURE 3

GOOG-1005, Fig. 3
215. Moshal discloses that the mobile devices uses the scanner 156 and

scanner app 154 to scan tags that include QR codes. GOOG-1005, 94 47, 48, 54-
55. A POSITA would have understood that a QR code is a “tag” that can be read
(scanned), as taught by Moshal. For instance, Moshal discloses that the QR code
illustrated in Figure 3 is “can be encoded as a payment QR code,” (GOOG-1005,
47), the scanner app of the mobile device scans (reads) the QR code and “decodes
the scanned payment QR code to recover the encoded data that it contains.”

GOOG-1005,  55.
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216. It was well known in the art to read other types of tags that, like the
QR tags utilized in Moshal, contain encoded information to be read for use in
conducting contactless transactions. For example, in the mobile payment context,
Dessert refers to QR tags interchangeably with both RFID tags and NFC tags.!?
With reference to Figure 1 below, Dessert discloses that a mobile device (PCD)
100 with a personalized shopping/payment application 113 installed thereon scans
machine-readable tags 124 that are provided on the premises of a merchant or
coupled to individual products within a merchant’s premises. GOOG-1007, 5:4-

16, 6:1-14.

12RFID is an abbreviation for radio-frequency identification, and NFC is an
abbreviation for near-field communication. NFC is a branch of High-Frequency

(HF) RFID, and both operate at the 13.56 MHz frequency.
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GOOG-1007, Fig. 1 (annotated)

217. Dessert discloses that the tags 124 may be physical tags that are to be

scanned by a scanner of the PCD 100, or physical tags to be read using RFID or

NFC:

151

The machine-readable tag 124 may comprise a machine-readable
code 222 which may be scanned with a camera 848 (See FIG. 8) of
the PCD 100. A personalized shopping/payment application 113
running on the PCD 100 may be able to process the scanned machine-
readable code 222. The machine-readable code 222 may comprise
either a one dimensional or two-dimensional barcode. Further, other
machine-readable codes are included within the scope of the

invention and may include contactless technologies, such as near-
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field communications (NFC), WiFi, acoustic, which may or may not
be linked to a secure-element, and RFID cards as understood by
one of ordinary skill in the art.”).

GOOG-1007, 6:20-34 (emphases added).

When the PCD consumer is ready to purchase the products and/or
services in the virtual shopping cart or shopping basket, the PCD
consumer may proceed to check-out where the products and/or services
may be scanned with a product scanner 132 (See FIG. 4). Prior to or in
parallel to the operation of scanning products with the product scanner
132, the operator of the PCD 100 may retrieve the unique terminal
identifier and the merchant identifier associated with a tag 124 of a
check-out system 90B which is affixed to the ECR 412 of the Merchant
POS system 12. The operator of the PCD 100 may retrieve the data
from the tag 124 by scanning the tag 124 with the camera 848 or
with a near-field-communication (“NFC”) antenna 879.

GOOG-1007, 7:8-20 (emphasis added).

Other machine readable codes for retrieving the unique identifiers
associated with the electronic cash register 126 and merchant are well
within the scope of the invention such as contact-less or wireless
communication methods such as near-field communications
(NFCs) used with smart cards and RF-ID cards as understood by
one of ordinary skill in the art.

GOOG-1007, 9:60-67 (emphasis added).

As noted above, the machine-readable code 222 may comprise either a

one dimensional or two-dimensional barcode. Further, other machine-
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readable codes are included within the scope of the invention and
may include contactless technologies, such as near-field
communications (NFC) which may or may not be linked to a
secure-element, and RFID cards as understood by one of ordinary
skill in the art. For these contactless technologies, the tag 124 may
comprise an antenna 224 coupled to an integrated-circuit chip (not
illustrated).
GOOG-1007, 11:65-12:7 (emphasis added).

218. Similarly, Park (GOOG-1010) discloses that QR tags, RFID tags, and
NFC tags were known to be interchangeable and functionally equivalent for
carrying information that can be read in a contactless manner.

When a customer attempts to make payment using the portable
terminal 110, the complex payment system using a portable terminal
operates to execute an e-wallet program (hereinafter referred to as the
“mobile wallet app”) installed in the corresponding terminal, to
request optimum payment conditions by transmitting payment
information read from a QR code or a wireless tag (an RF tag, an
NFC tag, or the like), which is provided by the affiliated shop
terminal 120, to the vendor server 130, to receive and display
optimum payment conditions including a minimum payment amount
received from the vendor server 130, and to request final payment
from the vendor server 130 by transmitting the determined optimum
payment conditions to the vendor server 130, thereby allowing
payment to be made.

GOOG-1010, 9 52.
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Alternatively, since the customer executes the “mobile wallet app” to
use it mostly in order to make payment, it is more preferred that when
the “mobile wallet app” is executed, a screen that enables the
information to be read from the QR code or RF tag is
automatically activated.

GOOG-1010, q 137 (emphasis added).

219. Thus, a POSITA would recognize that the scannable tags (QR code)
of Moshal are functionally equivalent and interchangeable with tags that are to be
read by other contactless technologies such as RFID or NFC. GOOG-1007, 6:20-
34; GOOG-1010, 99 52, 137.

220. Therefore, a POSITA would have been motivated to modify Moshal
so that the mobile device, utilizing the scanner app and scanner, would be
configured to read any other conventional tags such as RFID tags or NFC tags, in
view of the interchangeability of these conventional types of tags, as taught by
Dessert and Park. GOOG-1007, 6:20-34, 7:17-20, 9:60-66, 11:65-12:7; GOOG-
1010, 99 52, 137. Thus, a POSITA would have been motivated to modify the
scanner app and scanner (referred to as the “modified scanner” below) on Moshal’s
mobile device to scan/read different types of conventional, machine-readable tags
(referred to as a “modified tag” below) (e.g, QR codes, RFID tags, NFC tags), as
disclosed by Dessert. GOOG-1007, 6:20-34, 7:17-20, 9:60-66, 11:65-12:7;
GOOG-1010, 99 52, 137. Such a modification of utilizing functionally equivalent
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conventional tags achieves the same result of encoding information in a readable
format.

E. Analysis of Claims
221. It is my opinion that claims 1-5 and 12-14 are obvious over Moshal in

view of Jogu and Dessert, for the reasons provided below.

1. Claim 1
a. [1.0] A method for mobile payment, the method comprising:

222. With reference to Figure 7 below, Moshal discloses a method ““to
carry out payment of a bill at a merchant establishment.” GOOG-1005, 9 21. In
Moshal’s method, a user (e.g., a “/diner” at a restaurant) utilizes a “mobile
smartphone handset” to carry out the payment. GOOG-100S5, 99 38, 52-57. Moshal

calls the smartphone a “code scanner 106.” GOOG-1005, 9] 38.
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Smartphone
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73— — | 726 ¥
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138 Wk bl Paid ] | FIGURE 7 734-L__amount paid

GOOG-1005, Fig. 7 (annotated)
223. Therefore, to the extent [1.0] is limiting, Moshal teaches [1.0].

b. [1.1.1] causing a mobile device to capture data directly from a
tag physically presented thereto,

224. Limitation [1.1.1] is rendered obvious by Moshal and Dessert.
Moshal teaches a mobile device (code scanner) 106 that captures transaction data
directly from a tag (QR code 999) (see Fig. 3 below) presented to the mobile
device (see Fig. 7 below). Dessert teaches that it was known for mobile devices to
capture data directly from conventional tags such as QR codes, RFID tags, and

NFC tags, as described below.

156

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 160 of 300

PGR2022-00003
Apple EX1003 Page 160



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

225. As described above in Sections X.A and X.D.3, Moshal discloses that
the mobile device 106 includes a scanner 156 and a scanner app 164 (see Fig. 4) to
scan QR codes 999 (see Fig. 3) that are “encoded as a payment QR code.” GOOG-

1005, 99 41-42, 47-48.

o \ ol
152 User Interface Processor 150 / / |Z
7, ]
1 scamner Network | _ / |
156 ' Inteface  [152 / 1
Ap
CRPI 162 E2Z
P / // )
Scanner App. }~164 " % / A
158 A
" User Profile  |~110 24 (4
Data Storage Device \
Code Scanner %9
< FIGURE 3
106

FIGURE 4

GOOG-1005, Fig. 4 (annotated), Fig. 3

Communication between the application server 102, the code scanner
106 and the merchant terminal 108 can be facilitated by using a
server-hosted program (not shown), a scanner application program
(a ‘scanner app’) that is installed and executed on the code
scanner 106, and a merchant application program (a “merchant app™)
that is installed and executed on the merchant terminal 108. In another

respect, communication between the application server 102 and code
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scanner 106 can occur using network interface 152 (shown in FIG. 4)
and network interface 176 (shown in FIG. 6).

GOOG-1005, 9 41 (emphasis added).
A user can download a copy of the scanner app from a download
repository (for example, data storage device 178 in FIG. 4) and
install the scanner app on the code scanner 106. On, during, or
after installation, the scanner app creates a user profile 110 on the
code scanner 106 and prompts the user to manually provide
personal attributes such as, the user's first name, the user's last
name, an e-mail address, a physical address and particulars of one
or more payment instruments such as credit cards, debit cards, e-
wallets and the like. In accordance with at least some example
embodiments, the user profile 110 (for example, the data in the user
profile 110) is stored locally on the code scanner 106 and is not
passed to the application server 102.

GOOG-1005, 9 42 (emphasis added).
FIG. 3 illustrates an example QR code 999. QR code 999 can be
encoded as a payment QR code.

GOOG-10045, 9 47 (emphasis added).
Next, FIG. 4 is a block diagram depicting an example embodiment of
code scanner 106. As shown in FIG. 4, code scanner 106 includes (i) a
processor 150, (i1) a network interface 152 for transmitting data to and
receiving data from communication network 116, (ii1) a user interface
154, (iv) a scanner 156 configured to scan (for example, capture)
QR codes, and (v) a data storage device 158, all of which can be

linked together via a system bus or other connection mechanism 160.
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Data storage device 158 includes computer-readable program
instructions (CRPI) 162, the scanner app 164, and a user profile 110.
CRPI 162 can include the scanner app 164. Data storage device 158
can comprise a non-transitory computer-readable storage medium
readable by processor 150. Each computer-readable storage medium
described herein can comprise volatile and/or non-volatile storage
components, such as optical, magnetic, organic or other memory or
disc storage, which can be integrated in whole or in part with a

Processor.

GOOG-1005, 9 48.

226. Moshal discloses that its system “can be used to register and pay a bill

at a merchant business by the use of the code scanner [mobile device] 106.”

GOOG-1005, 9 52. As shown in Figure 7 below, which is a set of functions that

“can be performed to pay the restaurant bill” (GOOG-1005, § 52), the mobile

device scans a tag (step 708) that is physically presented to the user of the mobile

device (step 700) at the completion of a meal. GOOG-1005, 9] 54 (“At block 700

the POS terminal 104 can provide a payment QR code that encodes the

merchant identification code 140 in the merchant profile 142, a bill

identification code or number, and all the details contained in the bill.”)

(emphasis added), 9 55 (“...At block 708, the user can use the scanner app 164

and the scanner 156 to scan the payment QR code on the hardcopy of the
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227. Thus, Moshal teaches that the mobile device is caused to capture data
directly from a tag physically presented the mobile device. GOOG-1005, 99 55,
56.

228. As described above in Section X.D.3, to the extent that claim 1 is
interpreted as requiring an unrecited feature of RFID tags or NFC tags, a POSITA
would have been motivated to modify Moshal so that the mobile device, utilizing
the modified scanner, would be configured to read any conventional tags such as
QR tags, RFID tags or NFC tags, in view of the interchangeability of these
conventional types of tags, as taught by Dessert. GOOG-1007, 6:20-34, 7:17-20,

9:60-66; see also Park (GOOG-1010), 9, 52, 137 (describing interchangeable use
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of QR tags, RFID tags, and NFC tags), as described above in Section X.D.3.
Accordingly, a POSITA would have found it obvious and would have been
motivated to utilize an RFID tag or NFC tag, as taught by Dessert, to store
Moshal’s invoice and merchant information so that it may be read by Moshal’s
modified scanner. Such a modification is functionally equivalent and achieves the
same result of encoding information in a readable format. GOOG-1007, 6:20-34;
GOOG-1010, 9, 52, 137.

229. Dessert discloses that the tags 124 may be physical tags that are to be
scanned by a scanner of the PCD 100, or physical tags to be read using RFID or
NFC:

The machine-readable tag 124 may comprise a machine-readable
code 222 which may be scanned with a camera 848 (See FIG. 8) of
the PCD 100. A personalized shopping/payment application 113
running on the PCD 100 may be able to process the scanned machine-
readable code 222. The machine-readable code 222 may comprise
either a one dimensional or two-dimensional barcode. Further, other
machine-readable codes are included within the scope of the
invention and may include contactless technologies, such as near-
field communications (NFC), WiFi, acoustic, which may or may
not be linked to a secure-element, and RFID cards as understood
by one of ordinary skill in the art.”).

GOOG-1007, 6:20-34 (emphases added).
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230. Similarly, Park (GOOG-1010) discloses that QR tags, RFID tags, and
NFC tags were known to be interchangeable and functionally equivalent for
carrying information that can be read in a contactless manner.

When a customer attempts to make payment using the portable
terminal 110, the complex payment system using a portable terminal
operates to execute an e-wallet program (hereinafter referred to as the
“mobile wallet app”) installed in the corresponding terminal, to
request optimum payment conditions by transmitting payment
information read from a QR code or a wireless tag (an RF tag, an
NFC tag, or the like), which is provided by the affiliated shop
terminal 120, to the vendor server 130, to receive and display
optimum payment conditions including a minimum payment amount
received from the vendor server 130, and to request final payment
from the vendor server 130 by transmitting the determined optimum
payment conditions to the vendor server 130, thereby allowing
payment to be made.

GOOG-1010,  52.

Alternatively, since the customer executes the “mobile wallet app” to
use it mostly in order to make payment, it is more preferred that when
the “mobile wallet app” is executed, a screen that enables the
information to be read from the QR code or RF tag is
automatically activated.

GOOG-1010, q 137 (emphasis added).

162

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 166 of 300

PGR2022-00003
Apple EX1003 Page 166



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

231. Accordingly, limitation [1.1.1] is rendered obvious by Moshal in view
of Dessert.

c. [1.1.2] wherein the tag receives the data directly from a POS
device and allows the mobile device to capture the data,

232. Limitation [1.1.2] is rendered obvious by Moshal and Dessert.
Moshal teaches that the POS terminal produces the tag (QR code), and the tag is
presented to the mobile device for the mobile device to scan and capture the data
encoded in the tag, as described below. As discussed above in Section X.D.3, it
would have been obvious to modify Moshal to utilize conventional types of
contactless tags (“modified tag”) such as QR codes, RFID tags, and NFC tags, as
taught by Dessert.

233. With reference to Figure 7 below, Moshal discloses that the POS
terminal 104 prepares and presents the tag (QR code) at step 700. GOOG-1005,
54 (“At block 700 the POS terminal 104 can provide a payment QR code....”),
55 (“The bill and the payment QR code can be provided, individually or in
combination, to the diner. For example, the POS terminal 104 may print a
hardcopy of the bill that contains the payment QR code, or may print the QR code
separately to a hardcopy of the bill.”). Further, the mobile device captures the data

encoded on the tag by scanning the tag. GOOG-1005, 9 55 (“At block 708, the
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user can use the scanner app 164 and the scanner 156 to scan the payment QR code

on the hardcopy of the bill.”).
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70; Provide QR code }- T > Scan C%R code —I\I\TOB /750
€| Scan QR code | | | Decode QR code H710
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716#‘1 Select payment instrument | !
1 31——[ Accept bill for payment | | 722,
_{201-[ Transmit payment data ]—1—% Process payment |
I I e
| |730] Sﬁ,ﬁ;:cessful’?
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I !

75 {(Display payment successf@ﬂ;
[ —— 726 —3
| Retrieve bill details g I Transmit bill number,

Y .
738 Wark il Pad ] | FIGURE 7 7341~ amount paid

Notify successiul
payment

GOOG-1005, Fig. 7 (annotated)
234. Thus, limitation [1.1.2] is obvious in view of the teachings of Moshal

and Dessert.

d. [1.1.3] the data embedded in the tag includes an electronic
invoice and settlement information with a merchant associated
with the POS device;

235. Limitation [1.1.3] is rendered obvious by Moshal and Dessert.
Moshal teaches that the data embedded in the modified tag (see Section X.D.3)

includes (1) an electronic invoice (bill identification number and the bill details)
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and (2) settlement information with a merchant (merchant identification code of
merchant terminal 104) associated with the POS device 108.

236. Moshal discloses that the tag includes encoded data of “the merchant
identification code, the bill identification number and the bill details.” GOOG-
1005, 99 54-55. Moshal also describes that the merchant identification code 140 is
uniquely assigned to the merchant terminal. GOOG-1005, 9 45. With reference to
Figure 7 below, Moshal discloses that

[t]he scanner app then transmits to the application server 102, at block 720,
the merchant identification code, the bill identification number, the amount
due and the details of a payment instrument to be used for payment....Once
the details of the selected payment instrument have been received at the
[payment gateway] 102, the particulars of the financial transaction (for
example, the bill amount, and merchant and payment details) are sent to a
payment processor (not shown) for processing (at block 722).

GOOG-1005, g 55.
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I‘;:(?OS / Merchant Terminal Code Scanner Application Server
J Provide QR code }- T » Scan QR code H
702 % 708 Ve 0
¢ Scan QR code | | | Decode QR code H‘MO
¥
?Uﬂ[ Decode QR code | | | Display bl" details }\L7 12
70§{Create “Unpaid” bill| | | Review, amend bill details ]\7 14
716#4 Select payment instrument | !
71 81_[ Accept bill ior payment | | 722‘1
72‘{]J|--{_Tr_ansmit payment data J—|—_;-£ Process payment |
I l Paymen Yes
| |T30) Sﬁgcessful’?

l Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment
I l
7gH(Display payment successful)«—';
£ — 726]
< Retrieve ?ill deta|EI4I I Transmit bill number,
?3§L Mark bill “Paid” | I FIGURE 7 734]"" amount paid

Notify successiul
payment

GOOG-1005, Fig. 7 (annotated)

237. Thus, limitation [1.1.3] is rendered obvious by Moshal and Dessert,
because Moshal teaches that the data embedded in the modified tag includes (1) an
electronic invoice (“bill identification number and the bill details™) and (2)
settlement information with a merchant (unique merchant identification code)
associated with the POS device.

e. [1.2.1] extracting the electronic invoice from the captured data
in the mobile device;

238. Moshal teaches [1.2.1] because the mobile device (code scanner) 106
extracts the electronic invoice from the data captured in the tag by decoding the

tag. GOOG-1005, 9 55. With reference to Figure 7 below, Moshal discloses that
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“[a]t block 710, the scanner app 164 decodes the scanned payment QR code to
recover the encoded data that it contains namely, the merchant identification code,

the bill identification number and the bill details.” GOOG-1005, 9 55.

POS / Merchant Terminal Code Scanner Application Server
709_[ Provide QR code }--I--bi Scan QR code —I\I‘?’OB 750
702 z "

<[ Scan QR code | | [ Decode QR code j\hm
70&[ Decode QR code | | [ Display blII details }\L712'
7DEE{Create “Unpaid” bill| | | Review, amend bill details }\

|714

716/_1 Select payment instrument |

: Accept I!f
7181_[ cept bi or payment | | 722\
7201-{ Transmit payment data |—»{ Process payment |

I { 724
I [ S ayme{' » Yes
UCccessiu
o

(4]
I Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment
l !

- Notify successful
701 Display payment successﬂ%;—:’: payment
- Bl £l +
73§{_Retneve ?l" details g I Transmit bill number,
?3~8_L Mark bill “Paid” ] I FIGURE 7 734'|'" amount paid

GOOG-1005, Fig. 7 (annotated)

239. Moshal thus discloses that the mobile device extracts the electronic

invoice from the encoded data scanned from the tag.
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f. [1.2.2] displaying the electronic invoice on a display of the
mobile device to show an amount to be paid by a user of the
mobile device,

240. Moshal teaches [1.2.2] because the mobile device displays the
electronic invoice, including all the details on the invoice, including the amount to
be paid, on a display of the mobile device.

241. With reference to Figure 7 below, Moshal discloses that after the

mobile device decodes the tag, the mobile device displays the bill details (step
712). GOOG-1005, 9 55 (“At block 712, the scanner app 164 displays a page 800

on the user interface 154 with all the bill details.”).

POS / Merchant Terminal Code Scanner

7OQI Provide QR code |- T > Scan QR code —I\I‘TOB

702 Scan OR ¢ '
code || | Decode QR code H? 10

70&[ Decode QR code | | [ Display blll details | | 712

70@{Cnaate Unpald” bill | | | Review, amend bill details ]\7 14
|

Application Server
750

71 6»—4 Select payment instrument |

7181__[ Accept bill forpaymenl ] | 722\

720—1--[ Transmit payment data |—»{ Process payment |

I l 73
I Display payment I | Notify unsuccessful
732 unsuccessiul, re-attempt payment

l ! i
Display payment successﬁ%— Notify successful

728 — ayment
736 : : | 726 s
»LRetneve bill details j€ Transmit bill number
738 3 ! | imber,
<_Mark bill "Paid™ ] | FIGURE 7 734—r~ amount paid

GOOG-1005, Fig. 7 (annotated)
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242. As shown in Figure 8 below, Moshal discloses that the invoice 800

displayed by the mobile device shows an amount to be paid by the user of the

mobile device. GOOG-1005, 9] 58.

802 "‘-~+__.fhe Ealery ’ | 804

|
| West End Lane NWS /r
| i 1D 4837221
| Merchant ID 312.-—‘-—-#__ 806
Waiter iD: Frank
808 emdmn Table.ID: 17

}
| ftemized Bill : f
| O 1%Chicken £ 975 | 810

O 1% Chicken €385 |
O 1rina £ 705 |
| O 1 Pefi Dips £ 080 |
1 medium side £ 045 }
" subtotal £18.42 :
e Tax £ 368 |
812 Total £22.10 |
|

Optional Gratuty @:10% _|__ 814

£ 221

816 813 820

|
!
l
|
824 \L( ] (Other b 822

Pay Bill with eWai‘el.

826 ,—T Pay with Other : I

mﬁ.@ﬂh@ﬂ

800

GOOG-1005, Fig. 8 (annotated)

As illustrated in FIG. 8, the bill details displayed on page 800 of the
user interface 154 of the code scanner 102 consist of the name and
address 802 of the restaurant, the merchant identification code 804, a
waiter identity or code 806, a table number 808, and a description and
cost 810 of each item consumed during the meal, and tax due 812.
The bill details can also include a service charge 814 that is
automatically added to the amount due. Page 800 also includes icons

169

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 173 of 300

PGR2022-00003
Apple EX1003 Page 173



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

816, 818, 820 and 822 that provide the user with an option to add a
service charge to the amount due on the bill if not already included in
the bill total, or to alter the amount of a service charge if already
included. Icons 816, 818 and 820 relate to predefined service charge
amounts as a percentage of the bill total, for example, 10%, 12.5%
and 15% respectively, while icon 822 relates to a free-form entry field
for service charge amounts that are different to the predefined service
charge amounts.

GOOG-1005, 9 58.

243. Thus, Moshal teaches [1.2.2] by displaying the invoice encoded in the
tag, where the displayed invoice shows an amount to be paid by a user of the
mobile device.

g. [1.2.3] wherein the mobile device is configured to execute an
installed application therein to capture the data from the tag;

244. Limitation [1.2.3] is rendered obvious by Moshal and Dessert.
Moshal teaches that the mobile device executes an installed application (scanner
app 164) (modified scanner) to capture the data from the modified tag (see Section
X.D.3 above).

245. With reference to Figure 4 below, Moshal discloses that at step 708 of
Figure 7, the user of the mobile device “can use the scanner app 164 and the
scanner 156 to scan the payment QR code on the hardcopy of the bill....” GOOG-

1005, 9 55. Moshal discloses that the scanner app 164 is installed on the data
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storage device 158 of the mobile device 106. GOOG-1005, 9 48. As described

above with respect to [1.2.1], the mobile device extracts (decodes) the data

encoded in the scanned tag. GOOG-1005, q 55 (“At block 710, the scanner app

164 decodes the scanned payment QR code to recover the encoded data that it

contains namely, the merchant identification code, the bill identification number

and the bill details.”).
"
153 User Interface Processor 150
_ Network
156 ] Scanner Interface 162
CRP! ~162
Scanner App }~164 -
158
User Profile  }~110
Data Storage Device
Code Scanner
S
106

GOOG-1005, Fig. 4 (annotated)

246. Thus, Moshal and Dessert render obvious limitation [1.2.3].
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h. [1.3] receiving an entry by the mobile device, the entry

including the amount for the invoice and optionally an
additional amount from the user;

247. Moshal teaches [1.3], because Moshal discloses that its “user
interface” receives “data pertaining to the amount due on the bill,” including “data
adding a tip to the bill.” GOOG-1005, 99 175-180.

248. With reference to Figure 7 below, Moshal teaches that after the
mobile device displays the invoice 800, including all the bill details, the scanner
app allows the user to review the details of the bill, amend the details as
appropriate, and add an optional tip. GOOG-1005, 455 (“At block 712, the
scanner app 164 displays a page 800 on the user interface 154 with all the bill
details, as illustrated in FIG. 8. At block 714 of FIG. 7 the user can review the
bill details displayed on page 800 and amend the displayed data, if

necessary.”).
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I;’(?OS / Merchant Terminal Code Scanner Application Server
70;{ Provide QR code }- T 3 Scan C%R code HYOB /750
g Scan QR code || | Decode QR code H‘HO
70&[ Decode QR code | | | Display tq)rnl details H7 12
706\{Create Unpald” bill| | | Review, amend bill details ]\? 14
716#4 Select payment instrument | l
71 81——[ Accept bill ;or payment | | 722\
7201 —{__Transmit payment data ]—|—7>£ Process payment |
I | es
| [730} S'.;chessful’?

i Display payment I | Notify unsuccessful
732 unsuccessful, re-attempt payment

I [
g H{(Display payment successﬂ%—

Notify successiul

2567 payment
RSy Frerrem e ! 3
< Retrieve Enll details T T Transmit bill number,
38 WarkpilPad ] | FIGURE 7 734;~1___amount paid

GOOG-1005, Fig. 7 (annotated)

249. With reference to Figure 8 below, the invoice 800 displayed on the
mobile device includes several available options for the user to add an optional tip.
In Figure 8 below, the “Total” amount (£ 22.10) indicated below the tax due (field
812) is the original invoice amount (i.e., before the tip is added). GOOG-1005,
58 (displayed invoice 800 includes icons 816, 818, 820 and 822 for the user to add

an optional tip).
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802 "\i-._.rhe Ealery ’ | 804

| WestEnd Lane NW6 /r

| r W iD: 48 i

e O e L 806
Waiter {D: Frank

808 mummmtomes TableID: 17

l
| itemized BIil : !
| O 1%chicken £ 975 | 810
1% Chicken £ 385 |
1 Pitta £ 7.05 |
Yy .
i ‘" 1 Peri Dips £ 080 .
Q 1mediumside £ 045 |
" subtotal £18.42 ;
i T DX £ 368 |
812 Total £22.10 i
|
| Opffonal Gratuity @:10% | 814
. £ 221
i
Il 818 820

Tip ¢ [w% Epz 5% 15% !

824 Other L 822
q'{F‘a\,& Bill with eWai‘elJ L_—J

826 Pay with Other : |
‘_T W'V“-@Eh@m

800

GOOG-1005, Fig. 7 (annotated)

250. As explained by clauses 36-38 below, Moshal teaches that the mobile
device receives an entry including (1) the amount for the invoice and (2) optionally
an additional amount from the user (combination of (1) and (2) is contained in
clause 38).

Clause 36—The code scanner of clause 35,
wherein the user interface [of the mobile device] is configured to receive

the data pertaining to the amount due on the bill.

Clause 37—The code scanner of any of clauses 35 through 36,
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wherein the user interface is configured to receive data modifying an
amount due on the bill.
Clause 38—The code scanner of any of clauses 35 through 37,
wherein the user interface is configured to receive data adding a tip to the
bill.

GOOG-1005, 99 175-180 (emphases added).

251. Thus, Moshal teaches [1.3].

i. [1.4] calculating a total amount by adding the additional
amount to the amount in the electronic invoice;

252. Moshal teaches [1.4] by disclosing that a total amount is calculated by
adding an additional amount (e.g., tip) to the original invoice amount. GOOG-
1005, 99 55, 58.

253. As described above with respect to [1.3], the user may add an optional
tip at step 714 and amend the displayed data, if necessary. Fig. 7, step 714, 9 55.
With reference to Figure 8 below, Moshal discloses that the “service charge 814 []
is automatically added to the amount due,” and the user also is provided “with
an option to add a service charge to the amount due on the bill if not already

included 1n the bill total.” GOOG-1005, q 58.
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802 “'\i-._.rhe Ealery ’ | 804

| West End Lane NW8 /r

| r W iD: 48 1

e A 1806
Waiter iD: Frank

808 mwmmmtms= Table.ID: 17

l
- itemized Bl : !
| O 1%chicken £ 975 | 810
1% Chicken £ 395 |
1 Pitta £ 705 |
i .
i ‘"/ 1 PeriDips £ 080 .
Q imediumside £ 045 |
" subtotal £18.42 ;
R} £ 368 |
812 Total £22.10 |
| . : |
| Opfional Gratuity @:10% | 814
£ 221

816 818 820

Tig ¢ [‘ 10%. E 12, 5% 15%

824 Other L 822
\i'{Pav Bill with eWai‘el.J L—J

826 Pay with Other : |
FT W'”“-@ﬂb@:

800

GOOG-1005, Fig. 8 (annotated)

254. With reference to Figure 7 below, Moshal discloses that after the user
has added a tip (step 714), selected a payment instrument (716), and accepted the
bill for payment (including the added tip amount) (step 718), the mobile device
then transmits payment data including the total amount to be paid (step 720) to the
payment gateway. GOOG-1005, 9 55 (“After reviewing and amending the data on
page 800, the user can select, at block 716, a payment instrument to pay the bill. At
block 718 the user can accept the bill for payment. The scanner app then
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transmits to the application server 102, at block 720, ... the amount due and
the details of a payment instrument to be used for payment...”). By
transmitting the “the amount due,” the mobile device transmits the total amount
for the transaction, including the original invoice amount (“Total” in Fig. 8) plus
the added gratuity (gratuity 814 in Fig. 8, or other gratuity amounts entered with
icons 816, 818, 820 or 822 in Fig. 8).

255. Therefore, Moshal teaches calculating a total amount by adding the
additional amount to the amount in the electronic invoice. Thus, Moshal teaches
[1.4].

256. To the extent that Moshal does not explicitly disclose that the total
amount is calculated by adding the additional amount (tip) to the original amount
in the electronic invoice, this feature was well known in the art, as disclosed by
Dessert. With reference to Figure 10C below, Dessert discloses that screen 202J
displayed on the user’s mobile device (PCD 100) includes (i) the total amount
($63.92) to be paid, which includes (ii) a 20% tip amount ($10.65). As shown in
Figure 10D, the original invoice amount (“Subtotal”’) was $53.25, and a 20% tip of
$53.25 amounts to $10.65, as shown in Figures 10C and 10D. Thus, Figures 10C
and 10D show that the total amount was calculated by adding the additional
amount (20% tip of $10.65) to the amount in the electronic invoice ($53.25).

GOOG-1007, 39:29-46 (*...The electronic receipt 220B may list the food products
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purchased, as well as the tip for service selected, a total bill amount, and the

payment method which was selected for the transaction.”).

2024 202K
B M QEi \ //,f—w--""——--—-m
( com— : #____c,:-"“"a———"——“...:___""w__ﬁ
Restaurant #1 ™ Restaurant #1 ™
Iaiing Addrass 1 hailing Address \L
o ar ! Nis
Phone Number L oog Phone Number 298
Date: Aprit 25, 2010 8,38PM J Date: April 25, 2010 8:36PR J
Sewer Jamie  Table:7 | Server. Jamia  Table:7
Tip 08 ) ) E-RECEIPT N
TOTAL 83.92 Entree # 1-$30.25
t . Entres #2 - $23.00
paymen snn |
metod#  Bal- 3000 Sublotal - $53.25
T - 218B TR b 2208
payment o i 2% - $10.85
{ metod#z  Bal -1 4
’ ‘I TOTAL: 6392
payment "
Imethod i Gredit-$1000 j Paymant Msthod #3 Selected
AN ‘_,/

-y
N s NCE R
S SR e
-9

FIG. 10C FIG. 10D

GOOG-1007, Figs. 10C and 10D (annotated)

257. Accordingly, to the extent that Moshal does not explicitly disclose
that the total amount is calculated by adding the additional amount (tip) to the
original amount in the electronic invoice, a POSITA would have been motivated to
modify Moshal to, as taught by Dessert, provide confirmation to the user of the
mobile device that the total amount to be paid reflects the original invoice amount

plus the added gratuity.
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258. Thus, Moshal teaches [1.4]. Additionally, Moshal in view of Dessert
renders obvious [1.4].
j- [1.5] generating a payment request in the mobile device in
response to the electronic invoice after the user has chosen an

electronic purse (e-purse) maintained locally in the mobile
device;

259. Moshal discloses an e-wallet (e-purse as claimed in the 046 Patent)
that 1s maintained locally in a user’s mobile device and used to conduct
transactions. As shown in Figure 8 below, an e-wallet is one of the payment
options (icon 824 in Fig. 8) that a user may select to conduct a transaction. Moshal
teaches the following sequence of operations: (1) a user sets up local payment
options (including an e-wallet) on the mobile device when creating a user profile,
(2) the user may select an e-wallet as a payment option (icon 824 in Fig. 8), and (3)
after selection of a payment option, the mobile device generates and submits a
payment request to the payment gateway (application server) 102, as illustrated
below.

(1)  User sets up local payment options (including e-wallet) on mobile
device

260. First, Moshal discloses that when the user of mobile device (code
scanner) 106 installs the scanner app and creates a user profile 110 (see Fig. 1), the

user specifies various payment options for use in the scanner app, including credit
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cards, debit cards, and e-wallets. The user profile 110 is maintained locally on the
mobile device:

A user can download a copy of the scanner app from a download repository
(for example, data storage device 178 in FIG. 4) and install the scanner app
on the code scanner 106. On, during, or after installation, the scanner
app creates a user profile 110 on the code scanner 106 and prompts
the user to manually provide personal attributes such as, the user's first
name, the user's last name, an e-mail address, a physical address and
particulars of one or more payment instruments such as credit cards,
debit cards, e-wallets and the like. In accordance with at least some
example embodiments, the user profile 110 (for example, the data in the
user profile 110) is stored locally on the code scanner 106 and is not
passed to the application server 102.

GOOG-1005, 9 142 (emphasis added).
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160
o L\ el
154 User Interface Processor 750
_ - Network
1561 Seamer Interface  [152
CRPI ~162

Scanner App. }~164

158
~ User Profile  }~110
Data Storage Device
Code Scanner
106

GOOG-1005, Fig. 4 (annotated)

(2) User selects e-wallet as a payment option (icon 824 in Fig. 8)

261. With reference to Fig. 7 below, Moshal discloses that after the user
reviews the bill displayed on the mobile device and makes any adjustments (e.g.,
adding tip) (step 714), the user then selects one of the available payment options
(i.e., in the user profile 110) (step 716), accepts the bill for payment (step 718), and
transmits a payment request (step 720) to the application server 102. GOOG-1005,

q55.
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POS / Merchant Terminal Code Scanner

70\01 Provide QR code }--I--bl Scan QR code HYOB

S * /
nQRcode | | [ Decode QR code Hﬂo

704 ¥
| Decode QR code | | | Display bl" details }\L? 12

m@[Create Unpaid” bill] | | Review, amend bill details ]\? 14

Application Server
750

71 6"“{ Select payment instrument |
¥
71 ST—l Accept bill for payment | | 722,

_{20—1-{ Transmit payment data |—»[ Process payment |
| |72

: I SPayme{n » Yes
uccessfu
| fE
Display payment Notify unsuccessful
732 unsuccessful, re-attempt payment
I I
728 Display payment succ:essﬂbﬂr_—
£ I— 7261 7
| Retrieve bill details g T Transmit bill number,

38 MarkbilPad ] | FIGURE 7 734-{_amount paid

Notify successful
payment

GOOG-1005, Fig. 7 (annotated)

262. Moshal teaches that an e-wallet is one of the payment options

available to the user of the mobile device, and that an e-wallet is a different

payment option from credit cards or debit cards. GOOG-1005, 942 (“On, during,

or after installation, the scanner app creates a user profile 110 on the code scanner

106 and prompts the user to manually provide personal attributes such as, the user's

first name, the user's last name, an e-mail address, a physical address and

particulars of one or more payment instruments such as credit cards, debit

cards, e-wallets and the like.”).

263. Moshal thus teaches that an e-wallet is a different payment option

than credit cards or debit cards. This is shown in Fig. 8 below, where “[1]con
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824 can be used to select an e-wallet with which to pay, while icon 826 can be
used to select a debit card or a credit card with which to pay the bill.” GOOG-

1005, § 59.

802 . The Edlery ) | 804

| West End Lane NW8 /r

| r 1 iD: 48 1

| MerchantiD AT L 806
Waiter [D; Frank

808 maeeem Table | D: 17

1
(
| ftemized Bill : |[

| O 1%chicken £ 975 | 810

1% Chicken £ 3385 |
|
O 1rita £ 705 |
| O 1 reft Dips £ 080 |
QO 1medumside £ 045 |
subtotal £1842 ;
pom  Ta% £ 368 |
812 - Total £2210 |
| _ ; |

| Cptional Gratuity @ : 10% _|_. 814

£ 221

; 816 818 820

‘ Tip ¢ J.U% 1{¢2 5%‘ ] 15% .
a24 l OIHE b 822
qﬁrPay BiH with eWahelJ

826 ,—T Pay with Other :

v EED S BT

800

GOOG-1005, Fig. 8 (annotated)
(3) Generating and Sending Payment Request
264. With reference to Fig. 7 below, Moshal discloses that after the user
has selected the payment option (e.g., e-wallet icon 824 in Fig. 8) in step 720, the

mobile device then generates and transmits a payment request (payment data) to
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the payment gateway (application server) 102. GOOG-1005, 9 55 (“The scanner

app then transmits to the application server 102, at block 720, the merchant

1dentification code, the bill identification number, the amount due and the details

of a payment instrument to be used for payment....”).

I;(C}JUS / Merchant Terminal Code Scanner |  Application Server
d Provide QR code }--I--bi Scan QR code —I\I‘ 75
702 ? = 708 e 0
g Scan QR cade | | [ Decode QR code Hno
¥
70&[ Decode QR code | | [ Display bl" details M712
78 Croate Unpaid 5] | [Review, amend bl details |-

71 81_[ Accept bill ior ‘payment ’j 722

’714

71 6L~I Select payment instrument |

Al
72017-LTﬁnsmit payment data ]——1-{ Process payment |
I {72‘

==
| | 730, Successful

No
I Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment

I l
798 Display payment successf@ﬁ—

Notify successful

L payment
(£ T —— 726) -
“LRGN'IGVG bill detalm;l I Transmit bill number,
13 WMark il Paid” 734~  amount paid

| FIGURE 7 I

GOOG-1005, Fig. 7 (annotated)

265. Moshal thus discloses that (1) a payment request is generated for

transmission to the payment gateway, (ii) the payment request is generated in

response to the invoice when the e-wallet is chosen by the user, and (ii1) the e-

wallet is maintained locally on the user’s mobile device.

184

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 188 of 300

PGR2022-00003
Apple EX1003 Page 188



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

k. [1.6] displaying the electronic invoice on the display of the
mobile device for the user to verify the payment request

266. Moshal teaches [1.6] because Moshal discloses that the mobile device
displays the invoice, and the user verifies the payment request before transmitting
it to the payment gateway, as described below.

267. With reference to Figure 8 below, Moshal discloses that the mobile
device displays the invoice 800 (step 712 in Fig. 7). GOOG-1005, g 55. The

invoice 800 includes “all the bill details™ for the user to verify. GOOG-1005, § 55.

802 v 1
"ﬁi-... The Esiery | 804

| West End Lane NW6 /r

| I W iD: 48 1

| MerchantiD: 480221 7L 806
Waiter [0: Frank

808 e Table.ID: 17

. itemized Bl :
| O 1%cChicken £ 975
1 % Chicken £ 3385 810
1 Pitta £ 7.05 |
| O 1 PeriDips £

< 1mediumside £ 0.45

" Subtotal £18.42 |
o= T X £ 388 |
812 Total £22.10 |

|
|
[
f
|
|
|
:
= 0.80 l
}
|
]
|
1

Optional Gratuity @:10% _|_.. 814
£ 2.21

816 818 820

|
|
9
e ()8 )
824 4{ [other jmmr 822
Pa\; Bill with eWai‘elJ

826 -t PaywithOther: |
W"““-@ﬂh@m

800

GOOG-1005, Fig. 8 (annotated)
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268. With reference to Figure 7 below, Moshal discloses that while the
invoice 800 is displayed, “the user can review the bill details displayed on page
800 and amend the displayed data, if necessary” (e.g., adding an optional tip) at
step 714, and select a payment instrument (e.g. selecting e-wallet using icon 824 in
Fig. 8) in step 716. GOOG-1005, 9 55. Then, before the user causes the mobile
device to transmit a payment request at 720, the user first verifies the payment
request at step 718 by accepting the bill for payment. GOOG-1005, q 55 (“After
reviewing and amending the data on page 800, the user can select, at block 716, a

payment instrument to pay the bill. At block 718 the user can accept the bill for

payment.”).
I;S)US { Merchant Terminal Code Scanner Application Server
d Provide QR code }-+f Scan QR code H
702 T 1 108 0
<] Scan QR cade || | Decode QR code H710 v
70&[ Decode QR code | | [ Display bl” details H?12
mg{Create Unpaid” bill| | | Review, amend bill details ]\71
71 6——-{ Select payment instrument | '
¥
71 BT_[ Accept bill gor payment | | 722]
7201—[ Transmit payment dat—]—'-_;{ J Process payment |
I | Paymen Ye
| | 730} Sﬁ;cessful7

I Display payment I | Notify unsuccessful
732 unsuccessful, re-attempt payment
| !

- Notify successful
771 {(Display payment successfm)«—f:_ payment
736 1261

| ¥
 Retrieve bill details |« 7 I Transmit bill number,

38 WarkBilPad ] | FIGURE 7 734;-__amount paid

GOOG-1005, Fig. 7 (annotated)
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269. Thus, Moshal teaches [1.6].

270. Tt should be noted that limitations [1.2.2] and [1.6] do not require
separate or distinct displaying steps. The intended results recited in [1.2.2] (“to
show an amount to be paid by a user of the mobile device”) and [1.6] (“for the user
to verify the payment request”) are accomplished while the invoice is displayed, as
taught by Moshal for the reasons presented above with respect to [1.2.2] and [1.6].
The *046 Patent does not disclose separate, distinct displaying steps for performing
the intended results recited in [1.2.2] and [1.6].

1. [1.7] verifying the total amount with a balance in the e-purse,
wherein said verifying the total amount with a balance in the e-

purse is performed within the mobile device without sending
the payment request to a payment gateway;

271. Limitation [1.7] is rendered obvious by Moshal and Jogu, for the
reasons discussed below.

272. Moshal teaches that after the selected gratuity “is automatically added
to the amount due” (to arrive at a total amount) (9 58), the user selects an
appropriate payment instrument (step 716) before the user accepts the bill for

payment (step 718) in Figure 7 below. GOOG-1005, q 55.
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I;’(C]}US / Merchant Terminal Code Scanner Application Server
' Provide QR code }- T > Scan QR code LI‘?OB 750
702 3 /
¢ Scan QR code | | [ Decode QR code H?'IO
70&[ Decode QR code | | [ Display tq)rlll details H? 12
70§{Create “Unpaid” bill| | | Review, amend bill details ]\7 12
71 6»—«[ Select payment instrument | ’
71 81——[ Accept bill for payment | | 722\
7201-{ Transmit payment data ]—1—% Process payment |
| i
0 W%

I Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment
| !
- Notify successful
705 H(Display payment successf@q—-'—

— payment
735 _ : _ 726 T
 Retrieve bill detall?kl Transmit bill number,

| )
7384 Mark bill “Paid” ] | FIGURE 7 734-r" amount paid

GOOG-1005, Fig. 7 (annotated)

273. As discussed above, one of the payment options from which the user
may choose is an “e-wallet” (“Pay Bill with eWallet” icon 824 in Fig. 8). To the
extent Moshal is silent as to the specific actions the code scanner takes after “e-
wallet” is selected (in 716), a POSITA would have been motivated to modify
Moshal to verify whether the balance of the e-wallet is sufficient to cover the total
amount (bill + gratuity) before the payment request is transmitted (step 720) to the
payment gateway, as discussed above in Section X.D.1. This was a common e-

wallet technique, as described by Jogu.
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274. As shown in the excerpt of Figure 22 below, Jogu discloses that the
mobile device determines whether the balance in the mobile device is sufficient for
a transaction (step S718 in Fig. 22; screen D18 displayed on mobile device in Fig.
23); GOOG-1006, 14 (“the data processing unit 131 [of the mobile device]
determines whether or not the received payment amount is within the current
balance (S718). When the payment amount exceeds the balance, the data
processing unit 131 displays the screen D19 shown in FIG. 23 on the display

device 137 and notifies the user 12 of the insufficient balance (S719).”).
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F1G. 22

Server 30

Mohile phone device 13 (user) AR kG RS

POS terminal 27 (store)

§Tie

Balance

verification

Display insufficient
funds

o S0 sz
Send mobile phone Receive
No. / key code r
t sen
Fig. 23 (excerpt) Balance
Comparison

v

Wallet service EX

Transaction Denied
(Insufficient Balance)

Payment processing vy
{
/

Wallet service 4 Wallet service £A
020

D8

You do not have enough money
in your wallet.
Pavment cancelled.

Payment complete 57

GOOG-1006, Figs. 22 and 23 (annotated excerpts)'?

13 The full versions of Figs. 22 and 23 are reproduced below.
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rla. 22
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e B L
I 3610
§7%6 £
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Pl - 513
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GOOG-1006, Fig. 22
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[ Wallet service E& L D1
Enter password (alphanumeric O digitg) O
1234
Enter @
D2
L J L 4
Wallet service E2
Incorrect password \3‘: 1’—
R
ice EA
Wallet service D16
You have PERGIETEY in your wallet, L) *Tr
Canfirrm m
4
ice EX
Wallet service 017
Payment ready RO K
L 4
Wallet service EX _-DIg
Payment processing vif
018
{
Y Y )
Wallet service 5% Wallet service £A
020
You do not have encugh money
inyour wallet
Payment complete 527 Payment cancelled,

GOOG-1006, Fig. 23
275. Thus, Jogu discloses verifying the total amount with a balance in the

e-purse, where the verification of the total amount with a balance in the e-purse is
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performed within the mobile device without sending the payment request to a
payment gateway. GOOG-1006, p. 14. Therefore, Moshal and Jogu render
obvious [1.7].

276. In the obvious modification of Moshal using Jogu’s balance
verification before a payment request is sent, the local balance verification would
occur at step 718 in Moshal’s Figure 7, before the mobile device would send a
payment request to the payment gateway (at step 720 in Fig. 7). As shown above
in Figure 22 of Jogu, the mobile device performs a local verification of the balance
in comparison to the payment amount (step S718 in Fig. 22) before the mobile
device transmits a payment request (step S720 in Fig. 22) upon confirmation that
the balance is sufficient for the payment amount. GOOG-1006, 14. The same
process would occur in the obvious modification of Moshal utilizing Jogu’s local

balance verification.
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I;BJUS / Merchant Terminal Code Scanner Application Server
< Provide QR code }- T > Scan QR code —I\I‘YOB 750
702 X v
& Scan QR code || [ Decode QR code HHO
¥
?Ué[ Decode QR code | | | Display bill details H?12
¥
70g.i{Create Unpald” bill | | | Review, amend bill details ]\7 14
Local Balance 74 6»——! Select payment instrument | ’
Verification at ?I Accept bill for payment | | 722,
Step 718 7201 —|_ Transmit payment data |—» Process payment |
724
: : SPaymefn o Yes
uccessfu
Ew

i Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment

| l .
Display payment successﬂ%— Notity successful

728 L ayment
T — — | 726) i
I Retrieve Enll details € I Transmit bill number,
?3§L Mark bill “Paid"_l I FIGURE 7 734]“" amount paid

m. [1.8] displaying a denial of the payment request when the
balance is less than the total amount;

277. Limitation [1.8] is rendered obvious by Moshal and Jogu, for the
following reasons.

278. As described above in Section X.D.1, and with respect to limitations
[1.5] and [1.7], a POSITA would have been motivated to modify Moshal to utilize
an e-wallet with an updatable balance as an available payment option, based on the
disclosure of Jogu, where the mobile device verifies whether there is a sufficient
balance before proceeding with the transaction. GOOG-1006, 14, Fig. 22 (step

S718).
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279. Jogu discloses that when the mobile device 13 determines that there is
an insufficient balance to conduct the transaction (step S718 in Fig. 22), the mobile
device 13 then displays a notification that there are insufficient funds to conduct
the transaction (i.e., the transaction is denied) (step S719 in Fig. 22, screen D19 in
Fig. 23), as shown in the excerpts of Figures 22 and 23 below. GOOG-1006, 14
(“When the payment amount exceeds the balance, the data processing unit 131 [of
the mobile device] displays the screen D19 shown in FIG. 23 on the display device
137 and notifies the user 12 of the insufficient balance (S719).”). Thus, utilizing an
e-wallet with an updatable balance, as taught in Jogu, as an available payment
option in Moshal, a denial of a payment request based on an insufficient balance
would be displayed on Moshal’s mobile device, based on the teachings of Jogu.

GOOG-1006, step S719 in Fig. 22, screen D19 in Fig. 23.
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Balance
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Send mobile phone
No. / key code

502
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Fig. 23 (excerpt)
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(Insufficient Balance)

!

Wallet service £4

Payment complete 527

D20
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£

Wallet service £A

You do not have enough money
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GOOG-1006, Figs. 22 and 23 (annotated excerpts)
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n. [1.9] sending the payment request from the mobile device to

the payment gateway, wherein the balance is sufficient to
honor the payment request,

280. Limitation [1.9] is obvious in view of the teachings of Moshal and
Jogu.

281. With reference to Fig. 7 below, Moshal discloses that after the user of
the mobile device 106 has reviewed and verified the information on the bill 800
displayed on the mobile device, including amending any of the displayed data, the
mobile device transmits a payment request (step 720 in Fig. 7) to the payment
gateway (application server) 102. GOOG-1005, 9 55. By transmitting “the
amount due,” GOOG-1005, 9 55, Moshal teaches that the mobile device has
sufficient funds to pay the bill. This is confirmed by Moshal’s disclosure that the
payment gateway determines whether the payment is successful (step 724), and
sends a notification of successful payment to the mobile device (step 726) when
the amount sent by the mobile device is sufficient to honor the payment request.
GOOG-1005, 9 56.

At block 724, the application server 102 can determine whether the
payment was successful. The payment processor transmits a payment
status indicator, for example, either successful or unsuccessful. If the
payment status is successful, the application server 102 notifies the
scanner app 164, at block 726, that payment has been successful and
the displayed page refreshes to indicate that the diner's bill has been
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paid (block 728). If, on the other hand, the payment status is
unsuccessful, the application server 102 notifies the scanner app 164,
at block 730, that payment has been unsuccessful and the page
displayed by the scanner app 164 refreshes to request the user to select

a different payment instrument and re-attempt payment (block 732).

GOOG-100s, 9 56.

POS / Merchant Terminal Code Scanner
mgl Provide QR code |- T > Scan QR code —I\I‘?’OS

K3
7034 Scan QR code | | | Decode QR code M‘MO e
70&,

17
Decode QR code | | | Display bill details 1.,
712

YOEj{

¥
Create “Unpaid” bill] | [Review, amend bill details ]\7 14
|

Application Server
750

¥
716’—{ Select payment instrument |

- 181_l Accept bill iorpayment ] | 722

7201--{ Transmit payment data |—»{ Process payment |
| |74

I 173

I Display payment I Notify unsuccessful

732 unsuccessful, re-attempt payment
| ! .
Display payment successﬂ@q—’— Nofify successful

728 L payment
| 726 ) 3
736 . . —— X
{ Retrieve bill details T I Transmit bill number,
Y .
?384 Mark bill “Paid"_l | FIGURE 7 734]"" amount paid

GOOG-1005, Fig. 7 (annotated)
282. In the obvious modification of Moshal using Jogu’s balance
verification before a payment request is sent, Moshal’s payment would be sent
from the mobile device to the payment gateway (at step 720 in Fig. 7) after the

mobile device verifies that the balance is sufficient to pay the bill (i.e., the amount
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is less than the balance of the e-purse maintained in the mobile device). As shown
in the annotated excerpt of Figure 22 below, Jogu discloses that the mobile device
transmits a payment request (S720) following positive verification in step S718
that the balance is sufficient. GOOG-1006, 14:

In the mobile phone 13, the data processing unit 131 receives the payment
amount transmitted from the POS terminal 27 (S717). Then, the data
processing unit 131 [of the mobile device] determines whether or not the
received payment amount is within the current balance (S718). When the
payment amount exceeds the balance, the data processing unit 131 displays
the screen D1 9 shown in FIG. 23 on the display device 137 and notifies
the user 12 of the insufficient balance (S719). When the payment amount
is within the balance, the data processing unit 131 transmits the telephone
number of the mobile phone 13 and the key code pre-registered in
hardware in the RO M 133 to the POS terminal 27 through the reader 28
(S720).

In Jogu, the payment request includes the telephone number of the mobile phone

13 and the mobile device’s key code.
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F1G. 22

. . : Server 30
Mobile phone device 13 (user) POS terminal 27 (store) (RAB I e EoRapEr)
g - - s71e
¥ Insufficient
funds
Balance 1 sa Display insufficient
verification funds
$120 '
oK 5 80
Send mobile phone R_eu_eive
No. / key code
t se0g

GOOG-1006, Fig. 22 (annotated excerpt)

283. Thus, in the obvious modification of Moshal using Jogu’s balance
verification before a payment request is sent, Moshal’s mobile device would send a
payment request to the payment gateway (at step 720 in Fig. 7) after the mobile
device has locally verified that the amount of the transaction does not exceed the

balance in the mobile device (step S718 in Fig. 22 of Jogu), as shown in annotated

Figure 7 of Moshal below.

200

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 204 of 300

PGR2022-00003
Apple EX1003 Page 204



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

POS / Merchant Terminal Code Scanner Application Server
Provide QR d
code }- T | Scan Q;R code —I\I\'(OB /750
Scan QR code | | Decode QR code HH 0
¥
Decode QR code | | | Display bill details H? 12
¥
Create Unpald” bill| | | Review, amend bill details ]\7 14
Local Balance 14 6»——{ Select payment instrument | '
Verification at ?I Accept bill for payment | | 722,
Step 718 7201 —{_Transmit payment data |—»{ Process payment |
724
| | 735—~—Successful?
0] No

i Display payment I | Notify unsuccessful
732 unsuccessful, re-attempt payment
I

l :
Display payment successﬂ%— Notify successful

728 L payment
(£ —— 726 2
I Retrieve Enll detall?kl I Transmit bill number,
?3§L Mark bill "Pai‘d"_l I FIGURE 7 734]“" amount paid

GOOG-1007, Fig. 7 (annotated)

0. [1.10] the payment gateway sends a message directly to the
POS device that a monetary transaction per the payment
request sent from the mobile device has been successfully
completed; and

284. Limitation [1.10] would have been obvious in light of the teachings of

Moshal and Jogu.

285. With reference to Fig. 7 below, Moshal discloses that in step 734, the

payment gateway (application server) 102 sends a message (successful payment

notification, bill identification number, and amount paid) directly to the

POS/merchant terminal. GOOG-1005, 9 57 (“At block 734, if the payment status

indicator is successful, the application server 102 can transmit the bill
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identification number and the amount paid by the user to the merchant terminal

108 for processing.”).

I;(C]JUS ! Merf:hant Terminal Code Scanner Application Server
?0;[ Provide ER code }-T-bl Scan C%_R code —|\1‘708 /750
<] Scan QR code | | [ Decode QR code HHO
70&[ Decode QR code | | | Display glll details }-\L.”z
70§{Create Unpaid” bill| | [ Review, ame‘nd bill details ]\7 14
716/_4 Select payment instrument | !
1 8.'——[ Accept bill for payment | | 722\
7201 —{ Transmit payment data |—» Process payment |
I |72 Paym Yes
i e

I Display payment I | Notify unsuccessful
732 unsuccessful, re-attempt payment
I

! :
Display payment successf@«—'— Notify successful

728 — payment
P — 726 7
{ Retrieve bill detanEI;I I Transmit bill number,
3 WarkpilrPad ] | FIGURE 7 734-|__amount paid

GOOG-1005, Fig. 7 (annotated)

286. Further, with reference to Fig. 6 below, Jogu discloses that the
payment gateway 10 sends a payment confirmation message (“‘Settlement
complete”) directly to the POS terminal 27. GOOG-1006, 6 (“[T]he [payment
gateway]| 10 updates the prepaid balance by subtracting the payment amount from
the prepaid balance of the virtual account 110, and notifies the POS terminal 27 of

the completion of the payment.”).
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GOOG-1006, Fig. 6 (annotated)
Below is an enlarged version of the pertinent portion of Fig. 6:
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GOOG-1006, Fig. 6 (enlarged, annotated excerpt)

287. Similarly, with reference to Fig. 22 below, Jogu discloses that the
payment gateway 10 sends notification of a successful payment completion
directly to the POS device 27 (step S906). GOOG-1006, 15 (“[T]he data
processing unit 301 transmits the payment completion information to the POS

terminal 27 (S907).”).
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GOOG-1006, Fig. 22 (annotated)

Below is an enlarged version of the pertinent portion of Fig. 22:
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GOOG-1006, Fig. 22 (enlarged, annotated excerpt)

288. Thus, it was known in the art to transmit a successful payment
notification from a payment gateway directly to a POS device, as disclosed by
Jogu. This is confirmed by other prior art references that disclose transmitting a
successful payment notification from a payment gateway to a POS device. For
example, Narayanan (GOOG-1013) discloses that a payment gateway 320
transmits a successful payment confirmation notice directly to a POS device 325,
as shown in Figure 3 below. GOOG-1013, §] 28 (“If the payment is authorized, the
payment gateway 320 may transmit a notification of the authorization and any
relevant information (e.g., the authorized user, the amount, the date the transaction

will settle, etc.) to the POS device 325.”)

206

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 210 of 300

PGR2022-00003
Apple EX1003 Page 210



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)
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GOOG-1013, Fig. 3 (annotated)

289. As another example, Shank discloses that it was for a payment
gateway to transmit a successful payment notification directly to a POS device. As
shown in Figure 4A below, Shank discloses that discloses that a payment gateway
(gateway 14) sends a message directly to a POS device (billing device 12b) that a
monetary transaction per the payment request sent from a mobile device (paying

device 12a) has been successfully completed. GOOG-1011, 9 62 (“In some
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embodiments, the gateway 14 may notify the paying device 16a of the result at step

230 and may notify the billing device 16b [POS terminal] of the result at step 232.

Sending the result to the billing device 16b from the gateway 14, rather than

from the paying device 16a, may reduce the risk of fraud. For example, the

paying device 16a may not be able to alter the notification that the billing device

16b receives. The result may be communicated to the user via email, text message,

or any suitable type of notification.”).
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GOOG-1011, Fig. 4A (annotated)
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290. Therefore, Shank discloses that an advantage of transmitting a
successful payment notification directly from the payment gateway to the POS
device is that it may reduce the risk of fraud. GOOG-1011, 9 62.

291. Thus, it was known in the art to transmit a successful payment
notification from a payment gateway directly to a POS device, as disclosed by
Jogu, Narayanan, and Shank.

292. Accordingly, a POSITA would have been motivated to modify
Moshal to send a message from Moshal’s payment gateway 102 directly to the
POS device 104 indicating that a monetary transaction per the payment request
sent from the mobile device has been successfully completed. This direct
notification would simplify and accelerate processing by the POS device 104. The
POS device 104 “provide[s] a payment QR code that encodes the merchant
identification code 140 in the merchant profile 142, a bill identification code or
number, and all the details contained in the bill.” GOOG-1005, 9§ 54. Moshal
discloses that the mobile device transmits “the merchant identification code, the
bill identification number, the amount due and the details of a payment instrument
to be used for payment” when the mobile device sends the payment data to the
payment gateway (step 720 in Fig. 7), and the payment gateway transmits the bill
identification and the amount paid when transmitting the successful payment

notification at step 734 in Fig. 7. GOOG-1005, 9 55, 57.
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293. While Fig. 1 of Moshal suggests that the POS terminal 104 and

merchant terminal 108 may be distributed devices, the use of “POS / Merchant

Terminal” in Figure 7 (below) informs a POSITA that they can be integrated.

Moshal implicitly discloses that the POS terminal 104 and merchant terminal 108

are provided in the same location, because Moshal explains that “[a]t block 702 the

waiter or merchant can use the merchant app 178 and the scanner 171 on the

merchant terminal 108 to scan the payment QR code provided by the POS terminal

104.” GOOG-1005, 9 54.
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!

Notify successful
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GOOG-1005, Fig. 7 (annotated)
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294. It was well known in the art to make a POS terminal and a merchant
terminal into one integrated component in a contactless payment system. For
example, with reference to Figures 2 and 3 below, Granucci (GOOG-1012)
discloses that a POS device 2210 (Card Point-of-Sale Read/Writer) can be
integrated with a merchant terminal 2230 (Merchant Central Computer) in a
merchant device 2200 (Merchant) that communicates with a mobile device 1000

and a payment gateway 2300. GOOG-1012, 4:7-12, 4:23-32, and 5:35-40.
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GOOG-1012, Figs. 2 and 3 (annotated)

When the customer 2100 uses the prepaid payment mobile phone
1000 at a merchant 2200 to pay for a product or service, the
merchant 2200 contacts an acquirer 2300 (for example, a
commercial bank) to determine whether there is sufficient funds on
the mobile phone to pay for the transaction or a portion of the
transaction.

GOOG-1012, 4:7-12 (emphasis added).

FIG. 3 depicts merchant 2200 in greater detail, where merchant 2200
includes a system to support the display of a real-time prepaid
payment balance on a mobile phone, constructed and operative in
accordance with an embodiment of the present invention. As shown,
in FIG. 3, merchant 2200 comprises a mobile phone point-of-sale
read/writer 2210 that communicated with a merchant central
computer 2230 via the merchant's private network 2220. In some
embodiments, merchant central computer 2230 may be coupled to hot
list storage 2240.

GOOG-1012, 4:23-32 (emphasis added).

In other embodiments, merchant central computer 2230 contacts
acquirer 2300 to determine whether the transaction is valid. If the
transaction 1s invalid as determined at decision block 5004, an error
message is returned at block 5006. When the transaction is valid, flow
continues at block 5008.

GOOG-1012, 5:35-40 (emphasis added).
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295. Thus, it was well known in the art to make a POS terminal and a
merchant terminal into one integrated component in a contactless payment system,
as shown by Granucci.

296. A POSITA would have been motivated to modify Moshal so that the
payment gateway 102 sends a message directly to the POS device that a monetary
transaction per the payment request sent from the mobile device has been
successfully completed, because then the POS device is informed of a successful
transaction, as disclosed by Jogu. GOOG-1006, 6 (“[T]he [payment gateway] 10
updates the prepaid balance by subtracting the payment amount from the prepaid
balance of the virtual account 110, and notifies the POS terminal 27 of the
completion of the payment.”), Fig. 6, 15 (“[T]he data processing unit 301 transmits
the payment completion information to the POS terminal 27 (S907 [in Fig. 22]).”).
Further, it was known to POSITAs that sending a notification of a successful
transaction directly from the payment gateway to the POS device may reduce the
risk of fraud. GOOG-1011, 4 62 (“Sending the result to the billing device [POS
terminal] from the [payment] gateway 14, rather than from the paying device

[mobile device] 16a, may reduce the risk of fraud.”)).
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p- [1.11] displaying a confirmation in the mobile device that the
balance in the e-purse has been reduced by the total amount.

297. Limitation [1.11] would have been obvious in light of the teachings of
Moshal and Jogu.

298. With reference to Fig. 7 below, Moshal discloses that the mobile
device displays confirmation that the payment has been successful (step 728).
GOOG-1005, 9 56 (“At block 724, the application server 102 can determine
whether the payment was successful. The payment processor transmits a payment
status indicator, for example, either successful or unsuccessful. If the payment
status is successful, the application server 102 notifies the scanner app 164, at
block 726, that payment has been successful and the displayed page refreshes

to indicate that the diner's bill has been paid (block 728).”) (emphasis added).
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GOOG-1005, Fig. 7 (annotated)

299. When using the e-wallet payment option in Moshal, it would have
been obvious as part of this successful payment display to also display the reduced
balance in the e-wallet, as doing so was a conventional e-wallet technique. For
example, Jogu teaches that when a transaction has been successfully conducted, the
balance on the mobile phone is updated to reflect the completed transaction (S729
in Fig. 22). In another embodiment, Jogu discloses that the updated balance is
displayed on the mobile device as part of the confirmation that payment with the
account balance was successful (S432 in Fig. 73). These balance updating and

payment confirmation features of Jogu are shown below in Figs. 22 and 73.
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300. As shown in the excerpt of Figure 22 below, Jogu discloses that the
payment gateway 10 sends the updated balance to the mobile device 13 (step
S913), and the mobile device 13 updates the balance stored on the mobile device
13 (step S729). GOOG-1006, 14-15 (“[T] the data processing unit 301 transmits
the latest prepaid balance to the mobile phone 13 (S913). The mobile phone 13
receives the prepaid balance transmitted from the server 30 of the mobile phone
company 10, and the prepaid balance stored in ARM 132 is updated so that it
becomes the same as the received prepaid balance, and the unreported data is

cleared (S729).”).

FlG: 22
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Mobile phone device 13 (user) POS terminal 27 (store) OSNGBIE phtree SR

19 < grie
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Insufficient

funds # . B
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5 S sz

Send mobile phone Receive
No. / key code

i 580

Khkhhkk

AT e i s

‘Update prepaid ,
balance and clear ] 7 Send prepaid
un-notified data Z el amount '

GOOG-1006, Fig. 22 (annotated)
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301. Thus, Jogu discloses that when using an account with a balance in a
mobile device’s e-wallet, it was known that when the transaction is successful, the
payment gateway 30 reduces the balance in response to the transaction, and the
balance is updated (reduced) in the mobile phone (step S729 in Fig. 22). This
updating is advantageous to the mobile device user because he or she would then
know the current balance before deciding whether the e-purse has sufficient funds
to use that balance for another transaction.

302. Further, with reference to Fig. 73 below, Jogu discloses that the
updated (reduced) balance is displayed as part of the confirmation that payment
with the account balance was successful. GOOG-1006, 34 (“In mobile phone 13,
the transmission / reception unit 135 receives the remittance completion
notification sent from the payment institution 90 via the mobile phone company 10
(S431), and further, the data processing unit 131 displays the remittance
completion on the display device 137 together with the virtual account balance

after the remittance (S432).”).
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FIG. 73
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GOOG-1006, Fig. 73 (annotated excerpt)

Below is an enlarged version of the pertinent portion of Fig. 73:
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wall

Receive

Display money
transfer complete
(display balance)
GOOG-1006, Fig. 73 (enlarged, annotated excerpt)

303. Thus, Jogu discloses that when using an account with a balance in a
mobile device’s e-wallet, it was known that when the transaction is successful, the
payment gateway 30 confirms the successful transaction and reduces the balance in
response to the transaction, in one combined operation (step S432 in Fig. 73). This
confirmation and display of an updated balance is advantageous to the mobile
device user because he or she would then have contemporaneous confirmation that
a transaction was successfully conducted and would know the current balance
before deciding whether the e-purse has sufficient funds to use that balance for
another transaction. A POSITA would have been motivated to modify Moshal to
provide this confirmation of a reduction in the balance completion of a successful

transaction for the reasons presented above in Section X.D.2.
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304. Accordingly, for at least the foregoing reasons, claim 1 is obvious

over Moshal, Jogu, and Dessert.

2. Claim 2

a. [2.0] The method as recited in claim 1, wherein said causing a
mobile device to capture data directly from a tag physically
presented thereto includes placing the mobile device near the
tag.

305. Moshal teaches [2.0]. With reference to Figure 7 below, Moshal
discloses that the waiter presents the tag to the consumer with the restaurant bill
(step 700), and the consumer uses the scanner app 164 and scanner 156 (see Fig. 4)
on the consumer’s mobile device to scan the tag when the mobile device is near the

tag (step 708). GOOG-1005, 99 54-55.
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703{ Scan QR code | | [ Decodet)R code H‘HO v
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71 BT—[ Accept bill for payment | | 722,

720-17-[ Transmit payment data |—t» _Process payment |

| | 72
Paymen Yes
| |730] sSuccessful?
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732 unsuccessful, re-attempt payment
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7o5-H(Display payment successﬂbt
() e — 726
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?3_8 Mark bill “Paid” | FIGURE 7 734]“_ amount paid
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GOOG-1005, Fig. 7 (annotated)
220

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 224 of 300

PGR2022-00003
Apple EX1003 Page 224



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)
Upon completion of the meal the diner can request a bill for payment
from a waiter. The waiter can draw up a bill that contains, for
example, a name and address of the restaurant, a waiter identification,
a table number, a description and a corresponding cost of each item
consumed during the meal, any tax such as sales tax or value-added
tax included in the bill, and a total amount due. At block 700 the POS
terminal 104 can provide a payment QR code that encodes the
merchant identification code 140 in the merchant profile 142, a bill
1dentification code or number, and all the details contained in the
bill....
GOOG-1005, 9 54.

The bill and the payment QR code can be provided, individually or in
combination, to the diner. For example, the POS terminal 104 may
print a hardcopy of the bill that contains the payment QR code, or may
print the QR code separately to a hardcopy of the bill. At block 708,
the user can use the scanner app 164 and the scanner 156 to scan the
payment QR code on the hardcopy of the bill. At block 710, the
scanner app 164 decodes the scanned payment QR code to recover the
encoded data that it contains namely, the merchant identification code,
the bill identification number and the bill details.

GOOG-1005, 9 55.

306. Thus, Moshal discloses that the tag is physically presented to the

user’s mobile device, and the mobile device user places the mobile device near the

tag to scan the tag. GOOG-1005, 99 54-55.
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307. Further, as described above in Section X.D.3, a POSITA would have
found it obvious to utilize any machine-readable tag (e.g., QR tag, RFID tag, NFC
tag), as such machine-readable tags were known to be interchangeable. See
GOOG-1007 (Dessert), 6:20:34 and GOOG-1010 (Park), 99, 52, 137 (both
references describing interchangeable use of QR tags, RFID tags, and NFC tags).

3. Claim 3

a. [3.0] The method as recited in claim 2, wherein the POS device
provides security and authentication to generate the electronic
bill and transfer the data to the tag.

308. Limitation [3.0] would have been obvious in light of the teachings of
Moshal and Dessert. As discussed above with respect to limitations [1.1.2] and
[1.1.3], Moshal discloses that the POS device 104 prepares and presents the tag
(QR code) at step 700 (modified tag, see Section X.D.3), where the tag includes an
electronic bill with “the merchant identification code 140 in the merchant profile
142, a bill identification code or number, and all the details contained in the bill.”
GOOG-1005, 99 54, 55.

309. With reference to Figure 1 below, Dessert illustrates that it was known
for a POS device (Merchant POS System 12) to provide security (NFC-linked
“secure-element”) and authentication (unique terminal identifier and merchant
identifier) to generate the electronic bill and transfer the data to a tag (124) that is
scanned by a customer’s mobile device (100), as described below.
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GOOG-1007, Fig. 3 (annotated)

310. Dessert discloses that the tag 124, which “may be coupled to an
electronic cash register (‘ECR”’),...may comprise a unique merchant identifier and
a unique terminal (or electronic cash register) identifier that helps the [mobile
device] 100 to manage point-of-sale (POS) transactions.” GOOG-1007, 5:7-21,
12:11-16 (unique identifiers are “contained within the machine-readable code
and/or associated with the code.”). Dessert discloses that the mobile device 100
“retrieve[s] the unique terminal identifier and the merchant identifier associated
with a tag 124 of a check-out system 90B which is affixed to the ECR 412 of the

[POS device] 12...by scanning the tag 124 with the camera 848 or with a near-
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field-communication (“NFC”) antenna 879 [of the mobile device].” GOOG-1007,
7:12-20.

311. Further, Dessert discloses that additional security measures are
utilized for the POS device 12 to generate the tag 124. Dessert discloses that the
tag 124 (machine-readable code) may be an NFC tag which is “linked to a secure-
element.” GOOG-1007, 6:25-34, 11:65-12:7. Thus, Dessert discloses that the tag
124 1s created with a “secure-element,” and the tags 124 are provided in the
premises of the POS device (e.g., on electronic cash registers (ECRs)). GOOG-
1007, 6:1-14, 6:25-34, 11:65-12:7. Therefore, Dessert discloses that the POS
device provides security to generate the tag.

An operator (also referred to as a PCD consumer) of the PCD 100 may
physically enter an establishment of a merchant, such as a store. The
operator “checks-in”” with the merchant's enterprise system 16 using his
or her PCD 100. An operator may check-in with the enterprise
system 16 using a check-in system 90A in combination with the
PCD 100. The check-in system 90A may comprise a machine-
readable tag 124 that is presented at an entrance to a merchant's
store or in various locations within a particular store. In other
exemplary embodiments, the tag 124 may be coupled to individual
products within a merchant's premises. In other cases, the
tag 124 may be provided on any object in order to initiate a transaction
using the portable computing device 100.

GOOG-1007, 6:1-17 (emphases added).
224

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 228 of 300

PGR2022-00003
Apple EX1003 Page 228



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)
The machine-readable code 222 may comprise either a one dimensional
or two-dimensional barcode. Further, other machine-readable codes are
included within the scope of the invention and may include contactless
technologies, such as near-field communications (NFC), WiFi,
acoustic, which may or may not be linked to a secure-element, and
RFID cards as understood by one of ordinary skill in the art. For these
contactless technologies, the tag 124 may comprise an antenna 224
coupled to an integrated-circuit chip (not illustrated).

GOOG-1007, 6:25-34 (emphasis added).

As noted above, the machine-readable code 222 may comprise either a
one dimensional or two-dimensional barcode. Further, other machine-
readable codes are included within the scope of the invention and may
include contactless technologies, such as near-field communications
(NFC) which may or may not be linked to a secure-element, and RFID
cards as understood by one of ordinary skill in the art. For these
contactless technologies, the tag 124 may comprise an antenna 224
coupled to an integrated-circuit chip (not illustrated).

GOOG-1007, 11:65-12:7 (emphasis added).

312. Dessert discloses that the payment gateway (central mobile payment
controller) 50 utilizes theunique terminal identifier and merchant identifier
included in the tag 124, to authenticate the POS device 12 when authorizing the
transaction conducted with the tag 124. GOOG-1007, 7:21-52 (describing that the
“unique terminal (or ECR) identifier and merchant identifier retrieved by the

[mobile device] 100 may be relayed back to the [payment gateway] 50 along with
225
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a personal identification number (‘PIN”)” to (1) authenticate the POS device
together with “product scan data” about the product being scanned, and (ii)
approve the transaction conducted with the tag 134 scanned by the mobile device
100). Thus, Dessert discloses that the POS device 12 the POS device provides
security (NFC-linked secure-element) and authentication (unique terminal
identifier and merchant identifier) to generate the electronic bill and transfer the
data to the tag 134.

313. A POSITA would have been motivated to modify Moshal so that its
POS terminal 104 provides security (e.g., a NFC-linked secure-element) and
authentication (e.g., POS device identifier) to generate the electronic bill and
transfer the data to the tag, because doing so would promote security in the
transaction and facilitate authorization of a transaction using such information
provided in the tag scanned by the mobile device, as taught by Dessert. GOOG-
1007, 7:1-7.

4. Claim 4

314. Moshal discloses all the features of claim 4.

a. [4.0] The method as recited in claim 1, wherein said displaying
the electronic invoice on the display of the mobile device
comprises:

315. As described above with respect to [1.6], Moshal discloses that the

mobile device displays the electronic invoice on the display of the mobile device
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(code scanner). GOOG-1005, 9 55, Figs. 7, 8 (step 712 in Fig. 7, displayed
invoice 800 in Fig. 8).

I;(CJJUS / Merchant Terminal Code Scanner | Application Server
3 Provide QR code }--I--»l Scan QR code 1‘]\708 750
702 ¥ '
€] Scan QR code | [ Decode QR code H?m
¥
70&[ Decode QR code | | [ Display bill details }\l\.” 2
¥

708 reats Unpaid” Bl | (Review, armend bl detars L v
|

71 6/‘{ Select payment nstrument |
'7181—[ Accept .bIH iorpayment ] | 722‘
720.17-{ Transmit payment daf]—-rr] Process payment |

I l 72
Successful'-’

i Display payment l Notify unsuccessful
732 unsuccessful, re-attempt payment
I
l Notify successful

Displ
798 | isplay payment Successn;lg)?—'l’ paymant
0 T el *
73'§1_Remeve il detall?ﬁl I Transmit bill number,

38 Markbil Paid ] | FIGURE 7 73471 amount paid

Yes

Paymen

GOOG-1005, Fig. 7 (annotated)
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| Ve Fhaﬂ D 322____.,-—:-3—" 808
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| itemized BIll :
| O 1%cChicken = £ 975
Q Y% Chicken £ 335 810
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# 1 medium side £ 0.45
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|
|
|
|
|
)
|
|
030 |
}
L
|
|

Optional Gratuity @ :10% _|_.. 814
£ 2.21

|
; 816 818 820
|

Tia: | 10% ji2 5%; 15%
] 822
824 Q{ | OIHE Ll
Pav Bill with eWai‘elj

826 Day with Cther: }
w Ry BT

800

GOOG-1005, Fig. 8

b. [4.1] allowing the user to verify the amount in the electronic
invoice and make a change to the amount when needed; and

Moshal teaches the features of limitation [4.1]. Moshal teaches that

the user reviews (verifies) the amount in the electronic invoice and makes changes

to the amount when needed. With reference to Figs. 7 and 8 below, the user of the

mobile device 106 reviews the invoice 800 displayed on the mobile device and

amends the bill details. GOOG-1005, 9] 55 (At block 712, the scanner app 164

displays a page 800 on the user interface 154 with all the bill details, as illustrated
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in FIG. 8. At block 714 of FIG. 7 the user can review the bill details displayed
on page 800 and amend the displayed data, if necessary. After reviewing and
amending the data on page 800, the user can select, at block 716, a payment
instrument to pay the bill.”).

POS / Merchant Terminal Code Scanner

7094 Provide QR code }- T > Scan QR code —I\I\TOB

70‘3{ Scan QR code || [ DecodeT(r'.lR code | e
T 710

704 Becode QR code | | [ Display bildetais 1[712

70§{Create Unpaid b | | Review, amend bill details ]\?14

Application Server
750

J—1 Select payment instrument |
716] B

7181_[ Accept bill iorpayment 1 I 722,

720—1--{ Transmit payment dam Process payment |

724
I { Paymen Ye
| | 730—Successful?
Display payment | Notify unsuccessful
732 unsuccessful, re-attempt payment
| |
Display payment successful
| 726 '
Ta@LRetneve bill details ]« T T Transmit bill number,

38 WarkbilrPaid” ] | FIGURE 7 7347-L___amount paid

Notify successful
payment

728

GOOG-1005, Fig. 7 (annotated)

c. [4.2] paying the total amount with the e-purse.

317. Moshal also teaches [4.2]. As shown in Fig. 8 below, the mobile
device user may pay for the invoice with the e-wallet (e-purse as claimed in the

’046 Patent) using icon 824 displayed on the mobile device. GOOG-1005, 958.
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| West £nd Lane NWS /r
j Merchant (D: 48322_:—’_"__ 806
Waiter iD: Frank

g08 _,_J.- Table.ID: 17

.‘
itemized Bl : |[
| O 1%cChicken £ 975 |
1% Chicken £ 3385 | 810
1 Pitta E 705 |
i ‘o 1 PeriDips £ 0580 ,
4 1medumside £ 045 |
Subtotal £18.42 ;
b= ToX £ 368 |
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|
% 816 81 820

‘ Tip ¢ {;.0% Epz 5%; 13% l
824 \L [Other W 822
Pay Bilf with eWanelj L—'—J

826 ,_T Pay with Other : ]

o RGBT

800

GOOG-1005, Fig. 8 (annotated)

5. Claim 5

a. [5.0] The method as recited in claim 1 further comprising:
causing the mobile device to execute an installed module upon
detecting the POS device in a near field of the mobile device,

318. The features of limitation [5.0] would have been obvious to a POSITA
in light of the teachings of Moshal and Dessert, as described below.
319. Moshal discloses that the mobile device (code scanner) 106 executes

an installed module (scanner app) to scan a tag (QR code) when the mobile device
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1s in a near field of the POS device (e.g., the mobile device user is presented with
the tag at a restaurant at the conclusion of a meal). GOOG-1005, § 55 (“The bill
and the payment QR code can be provided, individually or in combination, to the
diner. For example, the POS terminal 104 may print a hardcopy of the bill that
contains the payment QR code, or may print the QR code separately to a hardcopy
of the bill. At block 708, the user can use the scanner app 164 and the scanner 156
to scan the payment QR code on the hardcopy of the bill.”).

320. With reference to Figure 4 below, Moshal discloses that the user of
the mobile device downloads the scanner app 164 and installs it on the mobile
device to scan a tag in connection with the scanner 156. GOOG-1005, 9 41-42,

55.
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160
[ L\ '
152 User Interface Processor 750
- Network
Ty Interface  [152
CRPI L~162

Scanner App }~164

158
User Profile  }~110
Data Storage Device
Code Scanner
106

GOOG-1005, Fig. 4 (annotated)

321. It was well known for readable tags to be coupled to equipment at a
merchant’s business and/or coupled to products at a merchant’s business. For
example, Dessert discloses that the personalized shopping/payment application 113
of the mobile device 100 scans machine-readable tags 124 “coupled to an
electronic cash register (ECR) 412 at a merchant’s retail store 12 (check-out
system 90B), as shown in Figure 4 below. GOOG-1007, 5:4-14 (mobile device

uses application 113 to scan machine-readable tags 124 at ECR), 6:1-14 (tags

232

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 236 of 300

PGR2022-00003
Apple EX1003 Page 236



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

provided in merchant premises and/or on individual products). Dessert discloses
that the scan tag module 316A of the application 113 installed on the mobile
device 100 automatically activates the mobile device’s camera 848 to focus and
scan on a tag 124. GOOG-1007, 15:9-10. Thus, Dessert discloses that the mobile
device application 113 is executed upon detecting that a POS device (ECR with a

tag coupled thereto) is in a near field of the mobile device 100.
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Merchant Enterprise System
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Mobile eWallet Credit Switch Data Update
Payment
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] ;
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MERCHANT POS SYSTEM 410
Store Controller
127
T | Receipt |
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GOOG-1007, Fig. 4 (annotated)

b. [5.1] wherein the installed module is executed to receive the
data directly from the tag carrying the electronic invoice and
the settlement information.

322. Moshal teaches [5.1] because, as explained above with respect to

limitation [1.2.3], Moshal discloses that the installed module (scanner app) 164 of
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the mobile device (code scanner) 106 receives the data directly from the tag (QR
code) carrying the electronic invoice and the settlement information, as discussed
below.

323. With reference to Fig. 7 below, Moshal’s scanner app 164 decodes the
tag (step 710) to obtain the electronic invoice and settlement information from the
scanned tag (step 708). GOOG-1005, 9 55 (“At block 708, the user can use the
scanner app 164 and the scanner 156 to scan the payment QR code on the hardcopy
of the bill. At block 710, the scanner app 164 decodes the scanned payment QR
code to recover the encoded data that it contains namely, the merchant

identification code, the bill identification number and the bill details.”).

PQOS / Merchant Terminal Code Scanner
700

< Provide QR code_}-+-»] Scan QR code
702 T 3 708 IV
¢ Scan QR code | [ Decode QR code ‘\Ln 0

¥
?0‘1[ Decode QR code | | | Display blll details H? 12

706»] Create “Unpaid’ bill| ! [ Review, amend hill details ]\\7 14

7161‘4 Select payment instrument | !

orq BT——[ Accept bill ior payment | | 722,

720-1-—[ Transmit payment data|—+{__Process payment |
724
I l Paymen Ye:
| |730) Successful?
0

I Display payment | Notify unsuccessful
732 unsuccessful, re-attempt payment

| !

Display payment successful

Application Server
750

Notify successful

728 ayment
736 I 726 .
I Retrieve bl" details T T Transmit bill number,
738 Mak B Pad ] | FIGURE 7 7347-1__amount paid

GOOG-1005, Fig. 7 (annotated)
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6. Claim 12
a. [12.0] A method for mobile payment, the method comprising:
324. Limitation [12.0] is identical to limitation [1.0]. Limitation [12.0] is
disclosed by Moshal for the same reasons presented above with respect to
limitation [1.0].
b. [12.1] generating a set of data in a point of sale (POS) device,

the data including an electronic invoice and settlement
information with a merchant associated with the POS device;

325. Moshal teaches [12.1]. With reference to Fig. 7 below, Moshal
discloses that the POS terminal 104 creates and provides a set of data (in the form
of a QR code) to be scanned by the user’s mobile device 106 to pay the transaction
(step 700). GOOG-1005, 99 54-55. To create the QR code, the POS terminal 104
generates a set of data including an electronic invoice (bill details) and settlement
information (merchant identification code and bill identification code) with a
merchant associated with the POS device. GOOG-1005, 9] 54 (““At block 700 the
POS terminal 104 can provide a payment QR code that encodes the merchant
identification code 140 in the merchant profile 142, a bill identification code or

number, and all the details contained in the bill.”).
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I;(?US / Merchant Terminal Code Scanner Application Server
I Provide QR code }- T > Scan QR code —|\|\ 75
0 = 708 Y 0
¢ Scan QR code | | Decode QR code HT*IO
¥
?Uﬁ[ Decode QR code | | | Display blll details }\J‘?12'
7081 roate "Unpaid” bil] | [Review, amend Bil detans ||, 1
716»—{ Select payment instrument | l
¥
1 81—[ Accept bill ior payment | | 722\
7201--[ Transmit payment data ]——1—71 Process payment |
I i Paymen Yes
| [730} Sh;;é:cessful’?

i Display payment | [Notity unsuccesstul
732 unsuccessful, re-attempt payment
l

[ :
Display payment successﬂ%— Notify successful

728 L. ayment
736 mmre = | 726 '
Y Retrieve Eull details g I Transmit bill number,
?3§L Mark bill “Paid” l | FIGURE 7 734]"“ amount paid

326. Moshal confirms that the set of data that is generated by the POS
device and encoded into the tag includes an electronic invoice and settlement
information with a merchant associated with the POS device, because Moshal
discloses that the mobile device, by operating the scanner app at step 710,
“decodes the scanned payment QR code to recover the encoded data that it
contains namely, the merchant identification code, the bill identification number
and the bill details.” GOOG-1005, 9 55.

327. Like claim 1, claim 12 does not require that the tag is an RFID tag or
an NFC tag. A POSITA reading the “term” tag in claim 12 would understand it to

include QR tags, such as those taught in Moshal. As described above in Section
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X.D.3 and Section X.E.1.b (limitation [1.1.1]), to the extent that claim 12 is
interpreted as requiring an unrecited feature of RFID tags or NFC tags, a POSITA
would have found it obvious to utilize an RFID or NFC tag, as taught by Dessert,
to store Moshal’s invoice and merchant information so that it may be read by
Moshal’s modified scanner. Such a modification is functionally equivalent and
achieves the same result of encoding information in a readable format. As
described above in in Section X.D.3 and Section X.E.1.b, Dessert, 6:20:34, and
Park (GOOG-1010), 99, 52, 137 both describe the interchangeable use of QR tags,
RFID tags, and NFC tags.

328. Accordingly, limitation [12.1] is taught by Moshal. Limitation [12.1]
is also rendered obvious in view of the teachings of Moshal and Dessert by
modifying Moshal to include the conventional features of utilizing tags such as QR
codes, RFID tags, and NFC tags, as described above in Section X.D.3.

c. [12.2] embedding the data directly to a tag;

329. Limitation [12.2] is obvious in view of the teachings of Moshal and
Dessert. Moshal discloses that the data is embedded (encoded) directly to the
modified tag. As discussed above in Section X.D.3, it would have been obvious to
modify Moshal to utilize conventional types of contactless tags (“modified tag”)

such as QR codes, RFID tags, and NFC tags, as taught by Dessert.
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330. With reference to Figure 7 below, Moshal discloses that at step 700,

the POS terminal 104 provides a tag (QR code) that “encodes the merchant

identification code 140 in the merchant profile 142, a bill identification code or

number, and all the details contained in the bill.” GOOG-1005, 9 54. As further

confirmation that that the data is embedded into a tag, Moshal discloses that the

customer’s mobile device 106 scans and decodes the tag (steps 708 and 710 in Fig.

7) to obtain the data encoded in the tag. GOOG-1005, 9 55. Thus, Moshal

discloses embedding the data directly to a tag.

I;EUS / Merchant Terminal Code Scanner Application Server
I Provide QR code }- T > Scan QR code —I\I‘TOS 750
702 ¥ “
€ Scan QR code | | | Decode QR code Hno
¥
?Uﬂ[ Decode QR code | | | Display bill details Hy 12
13
70@{ Create Unpald" bill] | | Review, amend bill details ]\7 14
'’
716#4 Select payment instrument | !
¥
1 81——[ Accept bill for payment | | 722,
7201 —]_Transmit payment data ]—1—_;.{:2 Process payment |
I | Paymen Yes
| |730) Sﬁscessful?

I Display payment I | Notify unsuccessful

732 unsuccessful, re-attempt payment
| ! s
Display payment successﬂb«—'— Notify successful

728 LI payment
[ — 726 .
I Retrieve Eull detanEkl I Transmit bill number,
138 MarkbilPad ] | FIGURE 7 7347-1_amount paid

GOOG-1005, Fig. 7 (annotated)
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d. [12.3] presenting the tag to a mobile device;

331. Limitation [12.3] is rendered obvious by Moshal and Dessert. With
reference to Figure 7 below, Moshal discloses that the modified tag (see Section
X.D.3 above) is presented to the mobile device (step 700), and the mobile device
scans and decodes the modified tag (steps 708 and 710). Moshal explains that the
“bill and the payment QR code can be provided, individually or in combination, to
the diner,” who uses the mobile device to scan the tag (step 708). GOOG-1005,

55. Thus, Moshal discloses that the modified tag is presented to a mobile device.

I;(?Q? I;Merc;ar;;em;ina}l | godec’?;annjr Application Server
rovide QR code can QR code

mgl Scan QR code | -: | DecodeBR code —::I‘L;:JE / 0
70&[ Decode QR code | | | Display gnl details }\L712
70§{Create Unpa:d” bill | | | Review, amend bill details ]\714

716#—! Select payment instrument | !

- ST_l Accept bill for payment | | 722,

7201-[ Transmit payment data ]—1—% Process payment |

| e
0] No

I Display payment | Notify unsuccessful

732 unsuccessful, re-attempt payment
l ! i
Display payment successf@q—-’— Nofify successful

728 L payment
(£ — 7261 3
] Retrieve E}lll detall?krl I Transmit bill number,
3 Markbil Paid”_] | FIGURE 7 734—1___amount paid

GOOG-1005, Fig. 7 (annotated)

240

GOO0G-1003
Google LLC v. RFCyber Corp. / Page 244 of 300

PGR2022-00003
Apple EX1003 Page 244



Declaration of Stephen Gray
PGR2021-00028, PGR2021-00029 (U.S. Patent No. 10,600,046)

e. [12.4.1] causing the mobile device to capture the data from the
tag,

332. Limitation [12.4.1] is obvious in view of the teachings of Moshal and
Dessert. Moshal teaches that the mobile device captures (scans) the data from the
modified tag (see Section X.D.3 above) presented to the mobile device. As
described above with respect to limitations [12.2] and [12.3], the data is embedded
to the modified tag, and the modified tag is presented to the mobile device. With
reference to Figure 7 below, Moshal discloses that at step 708, the user of the
mobile device can “use use the scanner app 164 and the scanner 156 to scan the
payment QR code,” and at step 710, “the scanner app 164 decodes the scanned
payment QR code to recover the encoded data that it contains namely, the
merchant identification code, the bill identification number and the bill details.”
GOOG-1005, 9 55. Thus, Moshal discloses that the mobile device captures the
data from the tag. As discussed above in Section X.D.3, it would have been
obvious to modify Moshal to utilize the modified scanner to read/scan
conventional tags such as QR codes, RFID tags, and NFC tags, as disclosed by

Dessert.
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*{ Retrieve bill details T I Transmit bill number,

¥ .
?3§L Mark bill “Paid"_l | FIGURE 7 734]"" amount pa’d

Notify successful
payment
¥

GOOG-1005, Fig. 7 (annotated)

f. [12.4.2] wherein the mobile device executes an installed
application therein to retrieve an amount in the electronic
invoice from the data and generate a payment request in
response to the captured data,

333. As described above with respect to [12.4.1], the mobile device 106
has a “scanner app” installed therein (scanner app 164 in Fig. 4). GOOG-1005, 9
48 (“Data storage device 158 includes computer-readable program instructions
(CRPI) 162, the scanner app 164, and a user profile 110.”). The scanner app
(modified scanner) is used by the mobile device to retrieve an amount in the
electronic invoice from the data and generate a payment request in response to the

captured data, as recited in [12.4.2].
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334. With reference to Figure 7 below, Moshal discloses that the mobile
device executes the scanner app to decode the tag (step 710) and retrieve an
amount in the electronic invoice contained in the tag. GOOG-1005, 9 55 (“At
block 712, the scanner app 164 displays a page 800 on the user interface 154 with

all the bill details, as illustrated in FIG. 8.”) (emphasis added).

I‘:;(?US / Merchant Terminal Code Scanner Application Server
' Provide QR code }- T 3 Scan QR code —I\I‘
702 ‘ 108 e
¢ Scan QR code | ¢ [ Decode QR code Hno
70&[ Decode QR code | | | Display blll details }-4\71 2
¥
70§{Create “Unpaid” bill| | | Review, amend bill details ]\7 14
71 6’—" Select payment instrument | l
1 81_[ Accept bill for payment ] | 722,
7201 —|_ Transmit payment data ]—1—% Process payment |
I l Paymen Yes
| |_{30] Sr;,a;cessful'P

l Display payment I | Notify unsuccessful

732 unsuccessful, re-attempt payment
I l :
Display payment successf@ﬂ— Notify successiul

728 -~ payment
(£ e — 7261 :
Y Retrieve E)l" detallsﬁﬁI I Transmit bill number,
?3§L Mark bill “Paid“_l | FIGURE 7 734]"" amount pa’d

GOOG-1005, Fig. 7 (annotated)
335. As described above, the tag produced by the merchant POS contains
all the bill details (GOOG-1005, 99 54-55), which corresponds to the “electronic
invoice” recited in claim 12. Figure 8 below illustrates the invoice 800 that is

created by decoding the tag (step 710) and displayed on the mobile device (step
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712, GOOG-1005, 9 55), where the invoice 800 includes the name and address of
the merchant 802, merchant identification code 804, bill identification code, and all
the details contained in the bill 810. GOOG-1005, 99 54-55, 58. As shown in the
invoice 800 illustrated in Figure 8, the invoice includes a “Total” amount (£ 22.10)

that was contained in the tag (i.e., the original invoice amount).

802 """-:4-.... The Ealery ’ | 804

| WestEnd Lene NWS /1/
I Merchant iD: 48322;’-—_’__. 805
| Waiter ID: Frank
808 b= TableID: 17 ‘

Tax £ 368 |
812’% Total £2210 |

Optional Gratuity @:10% _|_.. 814

t
l itemized Bill : ‘f
| O 1%chicken £ 975 | 810
| O 1% Chicken £ 385
| O 1pina £ 705 |
| L/ 1 Peri Dips £ 090 &
| ™~ imediumside £ 045 |
| subtetal £18.42 ;
I}
|

,t £ 2.21
; 816 818 820

| rin: (10w ) (1259 [15% )
- | Other
| Pay Bill with ewaliel L——J
826 vaywitnCther: i
nEEeulD

800

804 . 822

GOOG-1005, Fig. 8 (annotated)

336. As shown in Figure 7 above, the mobile device user then uses the
scanner app to generate and transmit a payment request (step 720) after the user
has reviewed the bill details and made any alterations, as needed (step 714),
selected a payment instrument (step 716) (e.g., selecting to pay with the e-wallet
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by using icon 824 in Figure 8), and accepted the bill for payment (step 718).
GOOG-1005, 9 55 (*“The scanner app then transmits to the application server 102,
at block 720, the merchant identification code, the bill identification number, the
amount due and the details of a payment instrument to be used for payment....”).
Thus, Moshal discloses [12.4.2].

g. [12.4.3] the payment request is denied in the mobile device

when the amount is more than a balance of an electronic purse
(e-purse) maintained locally in the mobile device,

337. Limitation [12.4.3] is taught by Jogu. As shown in the excerpts of
Figures 22 and 23 below, Jogu discloses the following operations performed in the
mobile device:

(1) the mobile device determines whether the balance maintained locally on
the mobile device is sufficient for a transaction (step S718 in Fig. 22; screen D18
displayed on mobile device in Fig. 23); and

(2) if the balance is insufficient, the transaction is denied by the mobile device

(S719 in Fig. 22; screen D19 displayed on mobile device in Fig. 23).
GOOG-1006, 14 (“[T]he data processing unit 131 [of the mobile device] determines
whether or not the received payment amount is within the current balance (S718).
When the payment amount exceeds the balance, the data processing unit 131
displays the screen D19 shown in FIG. 23 on the display device 137 and notifies the
user 12 of the insufficient balance (S719).”).
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Mobhile phone device 13 (user)

POS terminal 27 (store)

Server 30
(Mabile phone company)

§Tie
Z

Balance
verification

funds

d
- Display insufficient

0K §?20

o0

Send mobile phone
No. / key code

Fig. 23 (excerpt)

Receive

Balance

SB03

Comparison
¥ /

Wallet service EX

Payment processing vth

Transaction Denied
(Insufficient Balance)

|

Wallet service 4

Payment complete 57

018
£

D18
Wallet service Z&
D20
You do not have enough money
in your wallet,
Pavment cancelled.

GOOG-1006, Figs. 22 and 23 (annotated excerpts)*

14 The full versions of Figs. 22 and 23 are reproduced below.
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rla. 22

Mobile phone device 13 {user) POS terminal 27 {store) [Mob“eiehf::fei:mpaw]
: 19
s718 Insuticient s
funds
Balance | e Display insufficient
wverification funds
¢ =
x $¥ $902
Send mobile phone -~ Receive
No. [ key code
e
Save mobile phone
Mo. [ key code
payment details
o S804
Confirm payment is Notify payment is
completed
2 > -
_SH8 5006
Save payment 1
details {un-notified Se“flz;‘i'l':e"t J Receive
5806 §907
| z r' Motify payment is
= completed
5408
P ing |
With-nradio o, sl
range? ol ol
:SBOSD
i A - 4 Recene
e B L
I 3610
§7%6 £
H Receive l.q"“’ MNotify service is He Confirm key
& =
L} unavailable code
4
8125 sort 0K sa12
Display service is T
unavailable Update usage
- e history DB
S]‘ZG Display abnormal
- termination
Pl - 513
Update prepaid 4
balance and clear - ( Send prepaid |
un-notified data ZM.:‘——'—" amount '

GOOG-1006, Fig. 22
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[ Wallet service E'A& L D1
Enter password (alphanumeric O digitg) O
1234
Enter @
D2
k L 4
Wallet service EA
Incorrect password \3‘: 1’—
b
ice EA
Wallet service D16
You have PERGIETEY) in your wallet. L) i'«r,
Confirrm m
4
ice X
Wallet service 017
Payment ready RO
| J
Wallet service EX ~D18
Payment processing wih
?19
Y Y )
Wallet service 54 020 Wallet service £A
R
You do not have encugh money
inyour wallet
Payment complete  JLT Payment cancelled.

GOOG-1006, Fig. 23

338. Thus, Jogu discloses that a payment request is denied in the mobile
device when the amount of the transaction is more than the balance of an e-purse

maintained locally in mobile device (steps S718 and S719 in Fig. 22, and screen
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D19 in Fig. 23). As described above in Section X.D.1, a POSITA would have been
motivated to utilize Jogu’s conventional balance-check technique before a
transaction is conducted with Moshal’s e-wallet to confirm whether the e-purse has
sufficient funds to conduct the transaction.
339. Thus, limitation [12.4.3] is rendered obvious in light of the teachings
of Moshal and Jogu. GOOG-1006, p. 14.
h. [12.4.4] the payment request is sent to a payment gateway

when the amount is less than a balance of an electronic purse
(e-purse) maintained locally in the mobile device; and

340. Limitation [12.4.4] is similar to the features of limitation [1.9] above,
and 1s rendered obvious by Moshal in view of Jogu for reasons similar to those
presented above with respect to limitation [1.9]. As described above with respect
to limitation [12.4.3], Jogu teaches that the mobile device determines whether the
amount in the transaction exceeds a balance on the mobile device (step S718 in
Fig. 22).

341. With reference to Fig. 7 below, Moshal discloses that after the user of
the mobile device 106 has reviewed and verified the information on the bill 800
displayed on the mobile device, including amending any of the displayed data, the
mobile device transmits a payment request (step 720 in Fig. 7) to the payment
gateway (application server) 102. GOOG-1005, q 55. By transmitting “the
amount due,” Moshal teaches that the mobile device has sufficient funds to pay the
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bill. This is confirmed by Moshal’s disclosure that the payment gateway
determines whether the payment is successful (step 724), and sends a notification
of successful payment to the mobile device (step 726) when the amount sent by the

mobile device is sufficient to honor the payment request.

I;(C}Jgj !Fl)\der?ar;;em;ina}i r gode g;ann;r Application Server
roviae coae can coqge
7031 Scan QR code |} | DecodeElR code —II:’\I\;?E / 0
70{1_[ Decode QR code | | | Display gl" details H712'
708( = eate "Unpaid bill] | [Review_amead bl dotais o,
716»—-{ Select paymgnt instrument | '
74 BT_l Accept bill ior payment | | 7;22‘1
720—1--{ Transmit payment data H—;Z Process payment |
| | e
| | 730) Sh:l(c).:cessM’?

I Display payment I | Notify unsuccessful

732 unsuccessful, re-attempt payment
I i Notifs ful
Display payment successf@q—'— otly successiu

728 - payment
I 726 7
P R —7
{ Retrieve bill details ]« Transmit bill number
738 ¥ | | mber,
"__Mark bill “Paid”™_] | FIGURE 7 734]#* amount paid

GOOG-1007, Fig. 7 (annotated)
342. Further, in the obvious modification of Moshal using Jogu’s balance
verification before a payment request is sent, Moshal’s payment request would be
transmitted from the mobile device to the payment gateway (at step 720 in Fig. 7)
after the mobile device verifies that the balance is sufficient to pay the bill (i.e., the

amount is less than the balance of the e-purse maintained in the mobile device), as
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shown in the annotated version of Moshal’s Figure 7 below, consistent with the

teachings of Jogu discussed below.

I;’(C}JUS / Merchant Terminal Code Scanner Application Server
{J Provide QR code }--I-‘bi Scan QR code —I\I‘YOS 750
702 S 2 N
< Scan QR code | | | Decode QR code H‘HO
¥
70&[ Decode QR code | | | Display blll details H7 12
708 reate "Unpaid bl | [Review, amend bil detais 1! 1
Local Balance 716’—{ Select payment instrument | !
Verification at 71?'8 Accept bill for payment ] | 722,
Step 718 7201-{ Transmit payment data |—» Process payment |
724
| | 73g—Successful?
0] No

l Display payment I | Notify unsuccessful

732 unsuccessful, re-attempt payment
l ! ,
Display payment successﬂb«—'— Notify successful

728 - ayment
736rsor o | 726 i
| Retrieve bill details T I Transmit bill number,
Y .
?3§L Mark bill “Paid” ] I FIGURE 7 734]'" amount paid

343. As shown in the annotated excerpt of Figure 22 below, Jogu discloses
that the mobile device transmits a payment request (S720) following positive
verification in step S718 that the balance is sufficient. GOOG-1006-14 (“In the
mobile phone 13, the data processing unit 131 receives the payment amount
transmitted from the POS terminal 27 (S717). Then, the data processing unit 131
[of the mobile device] determines whether or not the received payment amount is
within the current balance (S718). When the payment amount exceeds the balance,
the data processing unit 131 displays the screen D1 9 shown in FIG. 23 on the
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display device 137 and notifies the user 12 of the insufficient balance (S719).
When the payment amount is within the balance, the data processing unit 131
transmits the telephone number of the mobile phone 13 and the key code pre-
registered in hardware in the RO M 133 to the POS terminal 27 through the reader
28 (S720).”). Thus, in the obvious modification of Moshal using Jogu’s balance
verification before a payment request is sent, Moshal’s mobile device would
transmit a payment request to the payment gateway (at step 720 in Fig. 7) after the
mobile device has locally verified that the amount of the transaction does not

exceed the balance in the mobile device (step S718 in Fig. 22 of Jogu).

F1G., 22

Server 30

Mobile phone device 13 (user) (RIS DRans EEHRBERY]

POS terminal 27 (store)

§71s

Balance

verification

" iy
nsufficien
funds

1 e Display insufficient

funds ]

S120
X 7 S0
Send mobile phone Receive
No. / key code -
1 se0g

GOOG-1007, Fig. 22 (annotated excerpt)
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i. [12.5.1] receiving a message in the POS device directly from

the payment gateway that the electronic invoice has been
settled,

344. Limitation [12.5.1] is substantially similar to [1.10] and is rendered
obvious by Moshal and Jogu for the same reasons presented above with respect to
[1.10]. As described above with respect to [1.10], the obvious modification of
Moshal with Jogu teaches the payment gateway transmitting to the POS device a
message that payment of the transaction has been completed, as shown in
annotated Figure 6 of Jogu below. GOOG-1006, 6 (“[T]he mobile phone company
10 updates the prepaid balance by subtracting the payment amount from the
prepaid balance of the virtual account 110, and notifies the POS terminal 27 of the
completion of the payment.”); see also GOOG-1006, Fig. 22 (step S907) (payment
gateway sends notification of a successful payment completion directly to the POS
device, which receives the notification in step S806), 15 (description of steps S907

and S806 in Fig. 22).
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GOOG-1007, Fig. 6 (annotated)

345. Accordingly, for the same reasons presented above with respect to

[1.10], a POSITA would have been motivated to modify Moshal such that the POS

device receives a message directly from the payment gateway that the electronic

invoice has been settled.

j- [12.5.2] wherein the payment gateway is configured to cause
the balance in the e-purse reduced by the amount.

346. Limitation [12.5.2] would have been obvious to a POSITA in view of

the teachings of Moshal and Jogu.
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347. As shown in the excerpt of Figure 22 below, Jogu discloses that the
payment gateway 10 sends the updated balance to the mobile device 13 (step S913
and S729) after a successful transaction. GOOG-1006, Fig. 22, 14-15. This causes
the balance on the mobile device to be reduced: “In the mobile phone 13 of the
user 12, the transmission / reception unit 135 receives the virtual account balance
transmitted from the mobile phone company 10 (S730), further updates the

virtual account balance recorded in RAM132 based on the received virtual

account balance, and clears the unreported data (S729).” GOOG-1006, 21. In

other words, the payment gateway causes the balance on the mobile device to be
reduced because the reduction is “based on the received virtual account balance”—
i.e., if not for the payment gateway sending the updated balance, the balance would

not be reduced.
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348. Thus, Jogu discloses that when using an account with a balance in a
mobile device’s e-wallet, it was known that when the transaction is successful, the
payment gateway 30 reduces the balance in response to the transaction, and the
balance is updated (reduced) in the mobile phone (step S729 in Fig. 22). A
POSITA would have been motivated to modify Moshal to incorporate this
advantageous feature, as taught by Jogu, for the same reasons presented above in
Section X.D.2. Accordingly, Moshal and Jogu render obvious [12.5.2].

349. This updating of the balance by the payment gateway when there has
been a successful transaction is advantageous to the mobile device user because he

or she would then know the current balance before deciding whether the e-purse
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has sufficient funds to use that balance for another transaction. This is an
advantageous feature that is recognized in the prior art. For example, with
reference to Figure 2 below, Aabye (GOOG-1009) discloses a contactless mobile
payment system (GOOG-1009, 9 2) in which a mobile device 100 conducts a
contactless transaction with a POS device 22, and a payment gateway 134, 138
authorizes the transaction when the balance of the mobile device user’s account is
sufficient to pay for the transaction. GOOG-1009, 94| 35, 37, 43-44. Aabye
discloses that the user receives notification of a current balance on the user’s
mobile device after a transaction is conducted. GOOG-1009, 9 51 (“The data
provided over the cellular network to the payment [mobile] device may include, for
example, data used to complete the records for a transaction. Such records might
be used to update the data stored in the device to reflect the final amount of a
transaction, provide identification data for a transaction, provide a receipt or
warranty information for a transaction, update the balance of an account as a
result of the completion of the transaction, etc.), 52-53 (describing example
where mobile device user is informed of updated balance after a transaction, where
the “the Issuer is able to update the transaction records stored in the phone so
that the data in the phone's memory (e.g., the secure memory region of the
contactless element or another suitable data storage region of the phone) reflects

the actual transaction information. This capability can be very important in
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situations where the balance of an account (as reflected by the data stored in the

phone) is used to determine whether a later transaction is authorized.”) (emphases

added).
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Mobile Device Distribution Server

'y 140
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113 Element 12 130 132
108

L-mz 100

Figure 2

GOOG-1009, Fig. 2
350. Thus, claim 12 is rendered obvious by Moshal, Jogu, and Dessert, for

the reasons presented above.

7. Claim 13

a. [13.0] The method as recited in claim 12, wherein the tag is
presented near the mobile device to allow a user of the mobile
device to use the mobile device to capture the data.

351. Limitation [13.0] is substantively similar to limitation [2.0] and is
disclosed by Moshal for the same reasons presented above with respect to

limitation [2.0]. In particular, with reference to Figure 7 below, Moshal discloses
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that the waiter presents the tag to the consumer with the restaurant bill (step 700),
and the consumer uses the scanner app 164 and scanner 156 (see Fig. 4) on his or
her mobile device to scan the tag when the mobile device is near the tag (step 708).

GOOG-1005, g 54-55.

POS / Merchant Terminal Code Scanner
709{ Provide QR code }--I--bi Scan QR code |\|‘708
702 - = /
€[ Scan QR code | | Decode QR code H?‘IU
¥
70&[ Decode QR code | | | Display bl" details }\L7 12

708 Create “Unpaid o] | [Review. arnend bil detais ]! ”

716~I—~I Select payment instrument | !

74 ST_[ Accept bill for payment | | 722‘1

_{201—[ Transmit payment data|—>[ Process payment |
| |72

S,
| | 730, Sbliiccessful

I Display payment I Notify unsuccessful
732 unsuccessful, re-attempt payment
| |

- Notify successful
Displ y
isplay payment successﬂ??;-:; payment

- - - ¥
73§1_Retrieve bill details |-‘<I I Transmit bill number,
38 Mark bl Paid” ] | FIGURE 7 73471__amount paid

Application Server
750

728

GOOG-1005, Fig. 7 (annotated)

Upon completion of the meal the diner can request a bill for payment
from a waiter. The waiter can draw up a bill that contains, for
example, a name and address of the restaurant, a waiter identification,
a table number, a description and a corresponding cost of each item
consumed during the meal, any tax such as sales tax or value-added
tax included in the bill, and a total amount due. At block 700 the POS
terminal 104 can provide a payment QR code that encodes the
merchant identification code 140 in the merchant profile 142, a bill
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1dentification code or number, and all the details contained in the
bill....
GOOG-1005, 9 54.

The bill and the payment QR code can be provided, individually or in
combination, to the diner. For example, the POS terminal 104 may
print a hardcopy of the bill that contains the payment QR code, or may
print the QR code separately to a hardcopy of the bill. At block 708,
the user can use the scanner app 164 and the scanner 156 to scan the
payment QR code on the hardcopy of the bill. At block 710, the
scanner app 164 decodes the scanned payment QR code to recover the
encoded data that it contains namely, the merchant identification code,
the bill identification number and the bill details.

GOOG-1005, 9 55.

352. Thus, Moshal discloses that the tag is physically presented to the
user’s mobile device to allow a user of the mobile device to use the mobile device
to capture the data encoded in the tag. GOOG-1005, 99 54-55.

353. Further, as described above with respect to limitation [1.1.1], to the
extent that claim 13 is interpreted as requiring an unrecited feature of RFID tags or
NFC tags, a POSITA would have found it obvious to utilize any machine-readable
tag (e.g, QR tag, RFID tag, NFC tag), as such machine-readable tags were known

to be interchangeable. See GOOG-1007 (Dessert), 6:20:34 and GOOG-1010
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(Park), 99, 52, 137 (both references describing interchangeable use of QR tags,
RFID tags, and NFC tags).

8. Claim 14

a. [14.0] The method as recited in claim 13, wherein the POS
device is provided with security and authentication to generate
the electronic invoice.

354. The subject matter of claim 14 is rendered obvious by the teachings of
Moshal and Dessert, for the same reasons presented above with respect to
limitation [3.0]. For completeness, I explain those reasons below. Limitation
[14.0] differs from limitation [3.0] in that limitation [14.0] recites that the POS

device is provided with security and authentication to generate the electronic

invoice,” whereas limitation [3.0] recites that the POS device provides security and

authentication to generate the electronic bill and transfer the data to the tag”

(emphases showing differences). These differences are immaterial because
Dessert discloses that the POS device 12 provides (or is provided with) security
(NFC-linked secure-element) and authentication (unique terminal identifier and
merchant identifier) to generate the tag 124 read by the user’s mobile device 100,
where the tag includes the electronic invoice (see, e.g., GOOG-1007, Fig. 2E
(showing invoice on mobile device after tag is read by mobile device), as discussed

below.
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355. Moshal discloses that the POS device 104 prepares and presents the

tag (QR code) at step 700, where the tag includes an electronic bill with “the

merchant identification code 140 in the merchant profile 142, a bill identification

code or number, and all the details contained in the bill.” GOOG-1005, 9 54, 55.

356. With reference to Figure 1 below, Dessert illustrates that it was known

for a POS device (Merchant POS System 12) is provided with security (PIN) and

authentication (unique terminal identifier and merchant identifier) to generate the

electronic bill and transfer the data to a tag (124) that is scanned by a customer’s

mobile device (100), as described below.

18 r'l 01 20A 20B
Altermative Payment| "
System(s) -: Credit Card(s) Bank Card(s)
I
o o ——————— 10
I
50 I Merchant Acquirer
I
Central Mobile ] \_l
Payment Controller I I 10
14 — — — —| Merchant Enterprise
GATEWAY Sysllem
22 i 12
26 Offer/Coupon M%r::;r:]g?s
— Mobile Payment System Communicalions 127
Enrollment Portal Network
28
Consumer Mobile | 44
P t Portal 4
ayment Portal 2 DA | Good(syService(s)
30 Loyalty System Check-In System
Merchant Store- 124
Specific Mobile TAG
Payment Portal T
32 103 100 FIG. 1

Merchant Store-
— Wide Mobile

Portable/Mobile !

-——

Payment Portal

Computing Device [~ 90B
113 Check-Out Systern
872 Personalized BE 124

Shopping /Payment TAG
Application

GOOG-1007, Fig. 3 (annotated)
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357. Dessert discloses that the tag 124, which “may be coupled to an
electronic cash register (‘ECR’),...may comprise a unique merchant identifier and
a unique terminal (or electronic cash register) identifier that helps the [mobile
device] 100 to manage point-of-sale (POS) transactions.” GOOG-1007, 5:7-21,
12:11-16 (unique identifiers are “contained within the machine-readable code
and/or associated with the code.”). Dessert discloses that the mobile device 100
“retrieve[s] the unique terminal identifier and the merchant identifier associated
with a tag 124 of a check-out system 90B which is affixed to the ECR 412 of the
[POS device] 12...by scanning the tag 124 with the camera 848 or with a near-
field-communication (“NFC”) antenna 879 [of the mobile device].” GOOG-1007,
7:12-20.

358. Further, Dessert discloses that additional security measures are
utilized for the POS device 12 to generate the tag 124. Dessert discloses that the
tag 124 (machine-readable code) may be an NFC tag which is “linked to a secure-
element.” GOOG-1007, 6:25-34, 11:65-12:7. Thus, Dessert discloses that the tag
124 1s created with a “secure-element,” and the tags 124 are provided in the
premises of the POS device (e.g., on electronic cash registers (ECRs)). GOOG-
1007, 6:1-14, 6:25-34, 11:65-12:7. Therefore, Dessert discloses that the POS

device provides security to generate the tag, which includes the electronic invoice.
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An operator (also referred to as a PCD consumer) of the PCD 100 may
physically enter an establishment of a merchant, such as a store. The
operator “checks-in” with the merchant's enterprise system 16 using his
or her PCD 100. An operator may check-in with the enterprise
system 16 using a check-in system 90A in combination with the
PCD 100. The check-in system 90A may comprise a machine-
readable tag 124 that is presented at an entrance to a merchant's
store or in various locations within a particular store. In other
exemplary embodiments, the tag 124 may be coupled to individual
products within a merchant's premises. In other cases, the
tag 124 may be provided on any object in order to initiate a transaction
using the portable computing device 100.
GOOG-1007, 6:1-17 (emphases added).

The machine-readable code 222 may comprise either a one dimensional
or two-dimensional barcode. Further, other machine-readable codes are
included within the scope of the invention and may include contactless
technologies, such as near-field communications (NFC), WiFi,
acoustic, which may or may not be linked to a secure-element, and
RFID cards as understood by one of ordinary skill in the art. For these
contactless technologies, the tag 124 may comprise an antenna 224
coupled to an integrated-circuit chip (not illustrated).

GOOG-1007, 6:25-34 (emphasis added).

As noted above, the machine-readable code 222 may comprise either a
one dimensional or two-dimensional barcode. Further, other machine-

readable codes are included within the scope of the invention and may
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include contactless technologies, such as near-field communications
(NFC) which may or may not be linked to a secure-element, and RFID
cards as understood by one of ordinary skill in the art. For these
contactless technologies, the tag 124 may comprise an antenna 224
coupled to an integrated-circuit chip (not illustrated).

GOOG-1007, 11:65-12:7 (emphasis added).

359. As shown in Figures 2E and 2G below, for example, Dessert discloses
that the invoice is displayed on the customer’s mobile device when the tag 124 is
read/scanned, where Figure 2E shows that the mobile device displays the products
being scanned for purchase, and Figure 2G shows that the mobile device displays
the invoice along with payment options. GOOG-1007, 10:3-14, 11:65-12:7.

FIG. 2E is a diagram of a screen 202E that shows merchant
information 212 relevant to a transaction and a line item listing 214
of products during check-out being scanned by a product scanner 132
coupled to an ECR 412 (See FIG. 4). The merchant information 212
may comprise information such as, but not limited to, a merchant name,
a mailing address of the store, date and time data relevant to the
transaction, a store number, and a electronic cash register number, and
other like information. The line item listing 214 of product scan data
may comprise information such as, but not limited to, a product
number, a short name for the product, a price and other similar
information.

GOOG-1007, 10:3-14 (emphasis added).
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FIG. 2G 1s a diagram of a screen 202G that shows merchant
information 212 relevant to a transaction and a total bill for a
purchase along with a plurality of payment options 218A that may be
selected by the operator. In the example illustrated in FIG. 2G, the
total amount due for the purchase is $16.90. The payment options
218A allow a user to select the expense as a business expense towards
taxes. The payment options 218A also allow an operator of the PCD
100 to select among a plurality of payment methods that may have
been previously selected by the operator and stored in a user's profile
in the second storage device 146B.

GOOG-1007, 10:50-60 (emphases added).

202E EE}<G
Merchant #1 1 1" Marchant #1
Maiting Address 1 Meling Address
Date: Apri 20, 2010 337pm 212 212=11 | pate Apeil 20, 2010 837pm
Store N, 1098 Lane 7 J .| Store Mo 1088 Lane 7
1 di Total: $16.90
™ __Business Expense
iems being scanned:
, payment '
Product #1 - Short Name - [memﬁci#‘s Bal. - $6.00 ]
Price: §10.95 21848
214 payment }
Product #2 - Short Name - methodds  Bal -$100
Price $585 .
| paymant L
WAITING FOR TOTAL. .. | method#3  Credt - $1000 J
o o
= * o o) - 2 s o)
“-‘-"‘—"-._

N/ B N
FIG. 2E FIG. 2G

GOOG-1007, Figs. 2E and 2G
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360. Thus, Dessert discloses that the tag 124 read/scanned by the mobile
device contains the electronic invoice, as shown in Figure 2E and 2G above.

361. Dessert discloses that the payment gateway (central mobile payment
controller) 50 utilizes the unique terminal identifier and merchant identifier
included in the tag 124 to authenticate the POS device 12 when authorizing the
transaction conducted with the tag 124. GOOG-1007, 7:21-52 (describing that the
“unique terminal (or ECR) identifier and merchant identifier retrieved by the
[mobile device] 100 may be relayed back to the [payment gateway] 50 along with
a personal identification number (‘PIN”)” to (1) authenticate the POS device
together with “product scan data” about the product being scanned, and (ii)
approve the transaction conducted with the tag 134 scanned by the mobile device
100). Thus, Dessert discloses that the POS device 12 the POS device provides
security (NFC-linked secure-element) and authentication (unique terminal
identifier and merchant identifier) to generate the electronic bill and transfer the
data to the tag 134.

362. A POSITA would have been motivated to modify Moshal so that its
POS terminal 104 is provided with security (e.g., NFC-linked secure-element) and
authentication (e.g., POS device identifier) to generate the electronic bill and
transfer the data to the tag, because doing so would promote security in the

transaction and facilitate authorization of a transaction using such information
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provided in the tag scanned by the mobile device, as taught by Dessert. GOOG-
1007, 7:1-6.

XI. Challenge #4: Claims 6, 15, and 16 are rendered obvious by Moshal in
view of Jogu, Dessert, and Ohlhausen

A. Overview of Challenge #4
363. Dependent claims 6 and 15 recite additional “security information”
features that are disclosed by Ohlhausen (GOOG-1008).

1. Claim 6

a. [6.0] The method as recited in claim 5, wherein the data
further includes security information about the merchant
associated with the POS device,

364. Moshal teaches [6.0] because it discloses that the data in the tag
includes a merchant identifier, which is unique to the merchant terminal. GOOG-
1005, 9 45 (payment gateway 102 assigns a unique merchant identification code to
each merchant business), § 52 (merchant registers with payment gateway 102 using
unique merchant identifier), and 4 54 (tag encoded with merchant identifier, bill
identification code or number, and all the details contained in the bill).

b. [6.1] the security information includes an account and bank

information of the registered merchant, an identifier of the tag
or the POS device.

365. The features of limitation [6.1] would have been obvious in light of

the teachings of Moshal, Dessert, and Ohlhausen.
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366. Like Moshal, Ohlhausen discloses that a merchant computer 100
creates a barcode (barcode generator 205) for use in conducting transactions with a
customer computer 130, and the customer computer 130 (e.g., smartphone,
GOOG-1008, 9 21) uses a payment application 300 to obtain a scan of the barcode
125 (via scanner 134) to obtain transaction details, as shown in Figure 1 below.
GOOG-1008, 99 19-20. Ohlhausen discloses that “Both the Merchant Information
230 and Sales Information 250 may be encoded by a barcode generator 215 into a
barcode 125.” GOOG-1008, 9 19. Ohlhausen discloses that “Merchant
Information 230 may include name, address, email address, website URLs, bank
or other payment details of the merchant, Payment Service Provider (PSP)

details, and/or merchant ID.” GOOG-1008, § 19.
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Figure 1
" Merchant Computer 100 - " Customer Computer 130
| Processor 101 | Memory 102 | Processor 131 | | Memory 132 |
Computer Readable Media 103 : Computer Readable Media 133
—~ Checkout ].)“?‘:“S“r 200 | Payment Application 300
- Invoice | | Merchant Data | N r —
Generator 205 i [ Collector 210 [ [ | Data Input 310 | lntakt;g;odule |
B | | |
Barcode Delivery !ir;lodule:; i | ) I_l»
Generator 215 220 T i . X )
— } o Customer | | Payment Processor |
T - | | Information 330 | | 350
- S —_ -
T@sacllun ‘Inl'nrmauon 255 . i : Payment Interface 340 J
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‘ 250 fInfo tion 230 i : | i {Bank Payment 341 _}*
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Datastore 240 | i mo_bij__bfmlupg payment 343
Scanner 104 o e
| Display 105 | Scanner 134
| e I .
|

I [ .
| Printer 120 | Invoice and
| Barcode 125

GOOG-1008, Fig. 1 (annotated)

367. Accordingly, Ohlhausen discloses that the information encoded into
the barcode includes merchant settlement information (bank or other payment
details of the merchant). GOOG-1008, 9 19. Further, Ohlhausen discloses that the
merchant information encoded into the barcode includes a merchant ID (GOOG-
1008, 919), which corresponds to the identifier of the POS device as recited in
limitation [6.1] because the merchant computer generates the barcode. GOOG-
1008, 9] 28. Ohlhausen discloses that the customer computer 130 “decode[s] the

sales and merchant information from the scanned barcode in order to provide the
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customer computer with the needed information to effect the payment process.”
GOOG-1008, 9 20.

368. A POSITA would have been motivated to modify Moshal to include
security information including an account and bank information of the registered
merchant and that merchant’s ID (e.g., the “bank or other payment details of the
merchant” information and merchant ID that are encoded in Ohlhausen’s tag
(GOOG-1008, 9 19)) in the tag created by Moshal’s POS device 104, because
doing so would provide the user of the code scanner (mobile device) 106 greater
flexibility in payment options available to the consumer, as disclosed by
Ohlhausen. For example, Ohlhausen discloses that the customer may be provided
with customized payment options based on the merchant involved in the
transaction, because the merchant information is included in the scanned tag.
Ohlhausen, 4 33 (“Based on the merchant information, which is part of the
transaction information [in the decoded tag], there could be several providers for
each payment option.”). This modification would have been the combination of
prior art elements (including merchant payment information, as disclosed by
Ohlhausen, with the merchant ID and bill identification that are encoded in a code
provided by the POS device 104 of Moshal) according to known methods

(additionally encoding the merchant payment information in the code) to yield
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predictable results of providing the merchant payment information in the code that
is scanned and decoded by the consumer of Moshal.

369. Further, in the event that a merchant has multiple POS devices, a
POSITA would have been motivated to modify Moshal in view of Ohlhausen and
Dessert to make the POS device identifier encoded into a tag unique for each POS
device. Dessert discloses that the tag 124, which “may be coupled to an electronic
cash register (‘ECR’),...may comprise a unique merchant identifier and a unique
terminal (or electronic cash register) identifier that helps the [mobile device]
100 to manage point-of-sale (POS) transactions.” GOOG-1007, 5:7-21, 12:11-16
(unique identifiers are “contained within the machine-readable code and/or
associated with the code.”). Thus, a POSITA would have been motivated to make
the security information encoded into each tag (merchant settlement information
and POS device identifier), as taught by Ohlhausen, unique for each tag encoded
for a POS device to assist the mobile device in managing POS transactions, as

taught by Dessert.
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2. Claim 15

a. [15.0] The method as recited in claim 14, wherein the data
includes security information of the merchant associated with
the POS device, the security information includes an account
and bank information, an identifier of the tag or the POS
device.

370. Claim 15 is substantively similar to claim 6. Claim 15 recites that the
data includes “security information of the merchant associated with the POS
device,” while limitation [6.0] recites that the data “includes security information
about the merchant associated with the POS device.” The use of “of” in claim 15
and “about” in limitation [6.0] is not material.

371. Further, claim 15 recites that “the security information includes an
account and bank information,” whereas limitation [6.1] recites that the “security
information includes an account and bank information of the registered merchant.”
The security information of Ohlhausen includes the account and bank information
as recited in limitations [15.0] and [6.1] (bank or other payment details of the
merchant). GOOG-1008, q 19.

3. Claim 16

a. [16.0] The method as recited in claim 15, wherein the message
received in the POS device shows how much has been received
from the user of the mobile device.

372. The features of limitation [16.0] are taught by Moshal, or in the

alternative, are rendered obvious by Moshal in view of Jogu.
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373. With reference to Figure 7 below, Moshal discloses that if payment is
successful (Yes in step 724), the payment gateway (application server) 102
transmits a message to the POS / Merchant terminal containing the bill number and

the “amount paid” (step 734). GOOG-1005, 9 57.

POS / Merchant Terminal Code Scanner
q Provide QR code }- T » Scan QR code HYOS

¥
70@4 Scan QR code || [ Decode QR code H‘MO <

¥
70‘\‘-[ Decode QR code | | | Display bill details H7 12

¥
7'OEj{Cnaente “Unpaid’ bill| | | Review, amend bill details }\7 14

71 6~——I Select payment nstrument | !

1 BT—l Accept bill for payment | | 722,

_{204—{ Transmit payment data |—> Process payment |
| |72

Paymen Ye
| [730] successful?
I - I - No
Display payment ) | Notify unsuccessful
7321—Qnsuccessful, re-attempt payment
I l
728 Display payment succezsf@ﬂ—

736 I 726] T
| Retrieve bill details g I Transmit bill number,

?3_8 Mark bill “Paid” I FIGURE 7 734]_" amount paid

Application Server
750

Notify successful
payment

GOOG-1005, Fig. 7 (annotated)

374. As described above with respect to limitation [1.10], Moshal suggests
that the POS terminal 104 and merchant terminal 108 are provided in the same
location (GOOG-1005, 9 54), and it was well known in the art to make a POS
terminal and a merchant terminal into one integrated component in a contactless

payment system. See Granucci (GOOG-1012), Figs. 2-3, 4:7-12, 4:23-32, and
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5:35-40 discussed above with respect to limitation [1.10]). Therefore, Moshal
teaches [16.0].

375. To the extent that Moshal’s teaching of the payment gateway
transmitting notification of the “amount paid” to the POS / Merchant Terminal
(step 734 in Fig. 7) does not explicitly disclose transmitting the amount paid to the
POS terminal 18, a POSITA would have been motivated to modify Moshal to
transmit a successful payment confirmation from the payment gateway to the POS
terminal 18, as described above with respect to limitation [1.10]. It was known in
the art to transmit a successful payment notification from a payment gateway
directly to a POS device, as disclosed by Jogu. Further, as discussed above with
respect to limitation [1.10], Narayanan (GOOG-1013), 9 28, Fig. 3, and Shank
(GOOG-1011), Fig. 4A, 9 62, provide additional prior art examples and
advantages of transmitting a successful payment notification from a payment
gateway to a POS device.

376. Modifying Moshal to also provide notification of the amount paid
(step 734 in Figure 7) to the POS terminal, in view of Jogu’s disclosure that the
payment gateway sends a payment confirmation directly to the POS device,
provides notification to the POS device that the amount in the invoice that
Moshal’s POS device encodes in the tag (GOOG-1005, 4 54) is met by the amount

paid by the mobile device, and serves as confirmation to the POS device that
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settlement is complete, as taught by Jogu and as discussed above with respect to
[1.10]. Therefore, claim 16 is rendered obvious by the teachings of Moshal and
Jogu.

XII. Challenge #5: Claims 7-11 and 17 are obvious over Moshal in view of
Jogu, Dessert, and Aabye

377. Dependent claims 7, 9, and 17 additionally recite that the mobile
device and the payment gateway communicate over a “secured channel.” This
feature is disclosed by Aabye (GOOG-1013). Dependent claim 10 additionally
recites that the mobile device includes a “secure element.” This feature is also
disclosed by Aabye.

A. Overview of Aabye

378. Like the 046 Patent, Aabye is directed to a mobile payment system.
With reference to Figure 2 below, Aabye discloses that when a consumer uses a
payment application 109 on his or her mobile device 102 to conduct a transaction
with a POS terminal 130, a merchant terminal 132 in communication with the POS
terminal 130 obtains payment authorization from a payment gateway (payment
processing network 134 and mobile gateway 138). GOOG-1009, 9 34, 37, 39-40.
The mobile device 102 has a secure data storage 110 that stores “data for which
enhanced security is desired, for example, transaction data, personal account data,

identification data, authentication data, access control data for an application or
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device function, etc.” GOOG-1009, § 36. Aabye discloses that communications in
the payment system may be encrypted, such as communications between the
mobile device 102 and the payment gateway 134, 138, to provide a “secure
channel” between the payment application 109 of the mobile device 102 and the

payment gateway 134, 138. GOOG-1009, 99 42, 66, 54, 57-59.

122
Cellular Network
o] /V Mobile Gateway
138
o ™ Encryption Key
Mobile Device i D\stnbu‘:l:; Server
Cellular System |
Mobile Device Circuitry 120 , A
104 i s
s
i v ¥
Contactless Element Payment
Interface Processing Issuer
108 Network [ 136
134
! Y
1 106
i Application(s) Secure
| 109 Data
e 110 IS0 14443/
f y
Memory 107 NFC e et
Data Data ¢ (Merchant) ;
Storage Transfer Acquirer
113 Element 112 130 132
105
L 102 100

Figure 2

GOOG-1009, Fig. 2
379. A POSITA would have been motivated to modify Moshal’s payment
network to encrypt communications between the mobile device and the payment
gateway to establish a secure channel between the mobile device and the payment

gateway, as taught by Aabye. Establishing such a secure channel through
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encryption between the mobile device and the payment gateway (Mobile Gateway
138) “is desirable as encrypting the transaction data may prevent unauthorized
users or applications from accessing the data, either on the phone or while the data
is in transit over a communications network.” GOOG-1009, 9 54. A POSITA
would have had a reasonable expectation of success creating a secure channel
between Moshal’s code scanner (smartphone) and payment gateway (application
server) because communications between the two are already encrypted. GOOG-
1005, 9 83 (“In order to improve security of the system 100, transmission of data
from the user profile 110 to the [payment gateway] 102 by the scanner app 164 can
be encrypted.”).

1. Claim 7

The features of claim 7 are taught by Moshal, Jogu, and Aabye.

a. [7.0] The method as recited in claim 6, wherein said sending
the payment request from the mobile device to the payment
gateway comprises:

380. As described above, claim 6 is rendered obvious by Moshal, Jogu,
Dessert, and Ohlhausen.

b. [7.1] transporting the payment request over a secured channel
to the payment gateway,

381. With reference to Figure 7 below, Moshal discloses that the mobile
device transmits a payment request to the payment gateway (step 720). GOOG-

1005, 9 55. Moshal discloses that “[1]n order to improve security of the system
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100, transmission of data from the user profile 110 to the [payment gateway]
102 by the scanner app 164 can be encrypted.” GOOG-1005, 9 83 (emphasis
added). Moshal teaches that the user’s profile 110 stored on the mobile device 106
(see Fig. 4) includes payment instruments “such as credit cards, debit cards, e-

wallets and the like.” GOOG-1005, 9 42.
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71 S—Ll Select payment instrument |
¥

. Accept bill f

7181—‘[ cept bi for payment | | 722,

720—1-{ Transmit payment data [—p>{ Process payment |

| |72
Paymen Yes
| TSy
Display payment | Notify unsuccessful
732'r@n5uccessful, re-attempt ) I payment
| !
Display payment successf@«—f—

Notify successful

728 — ayment
[ — — | 726 —
Y Retrieve bill details '4| | Transmit bill number,
738 Mark bill “Paid | FIGURE 7 734]-" amount paid

GOOG-1005, Fig. 7 (annotated)

382. To the extent Moshal is not explicit that its encrypted communications
create a secure channel between the smartphone and the payment gateway, it was
well known to create such a channel. For example, with reference to Figure 2
below, Aabye discloses that communications between the mobile device 102 and
the payment gateway 134, 138 are encrypted to “establish|[] a secure channel
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between a payment application [109] resident in the mobile device and the

mobile gateway [138], with the gateway [138] acting as an intermediary between

the mobile device and the payment processing network [134].” GOOG-1009,

9 66. As described above in Section XII.A, a POSITA would have been motivated

to modify Moshal to provide such a secure channel between the mobile device and

the payment gateway.
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GOOG-1009, Fig. 2 (annotated)
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c. [7.2] wherein the payment gateway is configured to perform
the monetary transaction per the payment request by

deducting the total amount from the e-purse and generates the
confirmation for the POS device.

383. As described above with respect to [12.5.2], Jogu discloses that
following a successful transaction, the payment gateway deducts the total amount
from the balance of the e-purse managed in the mobile device and notifies the
mobile device of the deducted amount, as shown in the excerpt of Figure 22 below

(step S913 and S729). GOOG-1006, 14-15, 21.

F il 22

Server 30

Mobile phone device 13 (user) POS terminal 27 (store) ESAEBIIE EE oiRiET]

g ¥ 715
57:3 Insufficient "(
funds
Balance A Display insufficient
giﬁcy funds
$120 B
(i 50z
Send mobile phone Receive
No. / key code
{ se0
kb kd
vz e
KSNB L i 1 ,391‘3

‘Update prepaid ,
balance and clear ——vw—-—"--—"'—?' Send prepaid
un-notified data l it ISy amount 4

GOOG-1006, Fig. 22 (annotated excerpt)
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384. Further, as described above with respect to claim [1.10] and as shown
below in Figure 6, Jogu discloses that the payment gateway 30 transmits
confirmation to the POS terminal that the payment was successful. GOOG-1006, 6
(“[TThe mobile phone company 10 updates the prepaid balance by subtracting the
payment amount from the prepaid balance of the virtual account 110, and notifies

the POS terminal 27 of the completion of the payment.”).

FIG. 6

27

Bk st v s 0k
Mobile phone device:

o 1

Abir e DX, 4T I A = F*
——Mobile phone number | key code @ — = e e
12 " i @ |Settlement amaunt ——— I PO tevmmnl !
Lt A L ] i
o [y T t g
|
N ] el I l
] & |. "
® i |
= gz !
o a'l's. g :
5 ﬁﬁ 5’[‘ i3 & § =
- | -
w3 @é 2 2
. ® =
i ¥ .
Mobile phone company _* () I |
" &
L 110 28 o |1
P €750l information DB e - _f_" ; / !
S L S-S | PR B | “Usage tistory DB | pr—— w B

A808kai ta] 6789 oK 14, 000
G-l 1Ol el

11111 1111-2222 3133

GOOG-1006, Fig. 6 (annotated)

Below is an enlarged version of the pertinent portion of Fig. 6:
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GOOG-1006, Fig. 6 (enlarged, annotated excerpt)

385. Similarly, with reference to Fig. 22 below, Jogu discloses that the
payment gateway 10 sends notification of a successful payment completion
directly to the POS device 27 (step S906). GOOG-1006, 15 (“[T]he data
processing unit 301 transmits the payment completion information to the POS

terminal 27 (S907).”).
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GOOG-1006, Fig. 22 (annotated)
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Send payment
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Payment processing
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GOOG-1006, Fig. 22 (enlarged, annotated excerpt)

2. Claim 8

a. [8.0] The method as recited in claim 7, wherein said displaying
the electronic invoice on the display of the mobile device
comprises:

386. With reference to Figure 7 below, Moshal discloses that the mobile
device displays the electronic invoice (see Fig. 8) on the display of the mobile

device (step 712). GOOG-1005, 9 55.
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POS / Merchant Terminal Code Scanner
?O\U_I Provide QR code }- T > Scan QR code H?OB
702 2 t ¥
€[ Scan QR code | [ Decode QR code H‘MO
7 ¥
03{ Decode QR code | | [ Display blII details | .| 712

708 Create “Unpaid” Hil] | [Review, amend bill details }\7 14

——{ Select payment instrument |
716] 3

o 81_[ Accept bill for payment | | 7:'22,1

720-1—[ Transmﬂpaymentdata I—t+{__Process payment_|

Paymen Ye
| | 735—~—Successful2
Display payment Notify unsuccessful
7321-Qnsuccessful, re-attempt ) I payment

| l -
Display payment successft@q—f— Notify successful

Application Server
750

728 —— payment
736 726 3
*{ Retrieve bill detalﬁkl I Transmit bill number,
138 Wark Bl Paid ] | FIGURE 7 734 -L__amount paid

GOOG-1005, Fig. 7 (annotated)

b. [8.1] allowing the user to modify the amount in the electronic
invoice when needed;

387. With reference to Figures 7 and 8 below, Moshal discloses allowing
the user of the mobile device to modify the amount in the electronic invoice when
needed (step 714). GOOG-1005, 9 55 (“At block 714 of FIG. 7 the user can
review the bill details displayed on page 800 and amend the displayed data, if
necessary.”). As shown in Figure 8, the bill details include the original (pre-tip)

amount of the invoice (£ 22.10).
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GOOG-1005, Fig. 7 (annotated)
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GOOG-1005, Fig. 8 (annotated)

c. [8.2] paying the total amount with an electronic payment
provided by an installed module in the mobile device,

388. As shown in Figure 7 below, Moshal discloses that after the user has

selected a payment instrument (step 716), the scanner app (installed module) of the

mobile device pays the total amount (original invoice amount plus any tip added

using icons 816, 818, 820, 822 in Fig. 8) by transmitting the “payment data” to the

application server (payment gateway). GOOG-1005, ] 55 (“The scanner app then

transmits to the [payment gateway] 102, at block 720, the merchant identification

code, the bill identification number, the amount due and the details of a payment
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instrument to be used for payment....”) (emphasis added). By transmitting the

“amount due” and the details of the payment instrument to be used for payment,

the scanner app of Moshal’s mobile device pays the total amount with an electronic

payment, as confirmed by the notification of successful payment in step 726.

POS / Merchant Terminal Code Scanner

Application Server

Provide QR code }--I--»l Scan QR code 1\:‘708 750

2 ¥ /
Scan QRcode | | [ Decode QR code H‘MO

2 ¥
Decode QR code | | | Display bill details H71 >

¥
98 Create “Unpaid bil] | [Review. amend Bl detals o,

¥
—LI Select payment instrument |
716] ;

7187 L_Accept bil ior payment_| | 722,

720.1-—{ Transmit payment data |—»{_Process payment |
72

I ! Paymen Yes
| | 730} Successful?
i - I - No
Display payment ) | Notify unsuccessful
7321—@n5uccessful, re-attempt payment
|

705 H{(Display payment successf%
l

Notify successful
payment

< Retrieve bill det:::il?kI I Transmit bill number,

GOOG-1005, Fig. 7 (annotated)

d. [8.3] wherein the installed module in the mobile device is
configured to generate the payment request including the data
pertaining to the electronic invoice to the payment gateway for
processing.

389. As described above with respect to [8.2], the mobile device user

selects a payment instrument (step 716 in Fig. 7), and the scanner app (installed

module) transmits a payment request (step 720) to the payment gateway for
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processing. GOOG-1005, q 55 (“The scanner app then transmits to the application
server 102, at block 720, the merchant identification code, the bill identification
number, the amount due and the details of a payment instrument to be used for
payment.”). Thus, the scanner app of Moshal’s mobile device generates a payment
request that includes data pertaining to the electronic invoice (the merchant
identification code, the bill identification number, and the amount due), and
transmits the payment request to the payment gateway (step 720). Thus, Moshal
teaches [8.3].

3. Claim 9

a. [9.0] The method as recited in claim 8, wherein data exchange
between the mobile device and the payment gateway is
conducted in a secured channel established therebetween.

390. Limitation [9.0] is substantively similar to limitation [7.1]. As
described above with respect to limitation [7.1], Moshal teaches data exchange
between the mobile device and the payment gateway (e.g., payment request
transmitted from the mobile device to the payment gateway), and Aabye discloses
that communications between a mobile device and a payment gateway are
conducted in a secured channel established between the mobile device and the
payment gateway. GOOG-1005, 9 83; GOOG-1009, 9§ 66. Limitation [9.0] is

therefore rendered obvious by Moshal in view of Aabye for the same reasons
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presented above with respect to limitation [7.1]. GOOG-1005, § 83; GOOG-1009,
9 66.

4. Claim 10

a. [10.0] The method as recited in claim 9, wherein the mobile
device includes a secure element providing security and
confidentiality required to support secure data communication
between the mobile device and the payment gateway.

391. With reference to Figure 2 below, Aabye discloses that the mobile
device includes a contactless element 106, which has a secure data storage element
110. GOOG-1009, q 35. Aabye discloses that the secure data storage element 110
provides security and confidentiality required to support secure data
communication between the mobile device and the payment gateway. GOOG-
1009, 9 36 (“Secure data storage 110 may also be used to store other data for which
enhanced security is desired, for example, transaction data, personal account data,
identification data, authentication data, access control data for an application or
device function, etc.”). As described above with respect to [7.1], Aabye discloses
that communications between the mobile device 102 and payment gateway 134,
138 are encrypted to provide a secure channel therebetween. GOOG-1009, q 66.
To perform this encryption, Aabye discloses that encryption keys are distributed
between the mobile device and the payment gateway 134, 138. GOOG-1009, 9

57-59. Aabye discloses that “secure data storage 110 may contain authentication
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data, user identification data, transaction record data, account balance data, etc.”

GOOG-1009, 9 37. Thus, Aabye teaches [10.0].

122
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108 Network [ " 136
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L Y
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i Application(s) Secure
| 108 Data
H 110 ISO 14443/
1 . 7
Memory 107 NEC Device Rea_der!
PQOS Terminal
Data Data ¢ (Merchant) .
Storage Transfer Acquirer
113 Element 12 130 132
105
L 102 100

Figure 2

GOOG-1009, Fig. 2 (annotated)

392. As described above in Section XII.A, a POSITA would have been
motivated to modify Moshal to provide such a secure channel between the mobile
device and the payment gateway, as taught by Aabye, and storing encryption keys
in a secure data storage of the mobile device would promote the integrity of the
secure channel. GOOG-1009, 9 54 (encryption prevents unauthorized access to
data “either on the phone or while the data is in transit over a communications

network.”).
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5. Claim 11

a. [11.0] The method as recited in claim 9, wherein said
displaying a confirmation in the mobile device that the balance
in the e-purse has been reduced by the total amount comprises:
sending a notification of successful payment to the merchant of
the POS device.

393. As described above with respect to [1.11], a POSITA would have
been motivated to modify Moshal to incorporate the conventional features of an e-
wallet having an updatable balance and the mobile device with the e-wallet
receiving notification of a balance reduction when a payment is successful, as
disclosed by Jogu. Further, as described below with reference to Figure 7, Moshal
discloses that when payment is successful (step 726), the payment gateway sends a
notification of successful payment to the merchant of the POS device (steps 734-

738). GOOG-1005, 9 56-57.
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GOOG-1007, Fig. 7 (annotated)

6. Claim 17

a. [17.0] The method as recited in claim 12, wherein data
exchange between the mobile device and the payment gateway
is conducted in a secured channel established between the
mobile device and the payment gateway.

394. Limitation [17.0] is substantively similar to limitation [7.1].
Limitation [9.0] is substantively similar to limitation [7.1]. As described above
with respect to limitation [7.1], Moshal teaches data exchange between the mobile
device and the payment gateway (e.g., payment request transmitted from the
mobile device to the payment gateway), and Aabye discloses that communications
between a mobile device and a payment gateway are conducted in a secured

channel established between the mobile device and the payment gateway. GOOG-
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1005, 9 83; GOOG-1009, 4 66. Limitation [9.0] is therefore rendered obvious by
Moshal in view of Aabye for the same reasons presented above with respect to

limitation [7.1]. GOOG-1005, 9 83; GOOG-1009, 9 66.
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XIIl. DECLARATION

395. This deciaration and my opinions herein are made to the best of my
knowledge and understanding, and based on the material available to me, at the
time of signing this declaration. I declare that all statements made herein on my
own knowledge are trpe and that all statements made on information and belief are
believed to be true, an;d further, that these statements were made with the

knowledge that willful false statements and the like so made are punishable by fine

or imprisonment, or thh, under Section 1001 or Title 18 of the United States

Code. | LJ
Date: December 23, 2020 %j) ’//\'@V/
i Stephen Gray i;
|
|
|
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