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(57) ABSTRACT

The present invention provides an electronic settlement sys-
tem which is similar to cash settlement and which is available

even in a game hall, The present invention provides an elec-
tronic settlement system including an electronic settlement
server, a mobile communication terminal, and a negotiable-
value providing apparatus. In the electronic settlement sys-
tem, the mobile communication terminal acquires, from the
negotiable—value providing apparatus, an equipment 1D iden—
tifying the negotiable-value providing apparatus. The mobile
communication terminal then generates a settlement request
message containing a user ID identifying a user, a transfer
amount corresponding to consideration for a negotiable
value, and the equipment ID. The mobile communication
terminal then transmits the message to the electronic settle-
ment server. According to the result of a check of the user’s
credit status, the electronic settlement server instructs the
negotiable-value providing apparatus to provide a negotiable
value corresponding to the transfer amount. The electronic
settlement server further requests a transfer of an amount
corresponding to the transfer amount from the user’s account
to a predetermined account. Upon receiving the instruction to
provide the negotiable value from the electronic settlement
server, the negotiable-value providing apparatus provides the
user with rental balls, rental medals, or the like corresponding
to the transfer amount.

FINANCIAL [NS'ITI'UTION SYSTEM

AUTHENTICATION
SERVER

COMMUNICATION

§ 2

3135’"
13""8>134
395;
—l<'u_1
69m2|0 NETWORK

TIME STAMP
SERVER

MOBILE
COMMUNICATION

NETWORK

GOOG-1022

Google LLC v. RFCyber Corp. / Page 1 of 90



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 2 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 1 0f 53Patent Application Publication

mw>mwwm2<kwNEE.mm>mmwZOE.<O:ZmI._.D<thm>m20:5szJSOZ<ZE

TUE
xmoEmzZOE.<O_ZDS_S_OOmam—OE><>>m._.<0vEOEmzZO_._.<O~ZD_2_ZOO

mm>mmw

NEGOTIAB LE-

VALUE PROVIDING

APPARATUSEmkm>mPZmZMJtmwO~ZOkaml_m
 

22maooG

o9fO2e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 3 of 90

Patent Application Publication Jul. 8, 2010 Sheet 2 0f 53 US 2010/0174650 A1

TO/FROM MOBILE COMMUNICATION NETWORK

AND COMMUNICATION NETWORK

  
204

 
  
  

  

   

RADIO COMMUNICATION UNIT

ELECTRONIC
CONTRACT APPLYING

SECTION

PAYMENT REQUEST

GENERATING UNIT

TERMINAL-SIDE SHORT-
DISTANCE

COMMUNICATON UNIT

 INPUTUNIT
 

205

  UNIT
20 MOBILECOMMUNICATIONTERMINAL OUTPUT

TOUSER
FIG.2

304
 

 

 
 
 

NEGOTIABLE-

VALUE SUPPLY

UNIT

 

 
 

PROVIDING APPARATUS-

SIDE SHORT-DISTANCE

COMMUNICATON UNIT

PROVISION CONTROL UNIT

 
 

   NEGOTIABLE-VALUEPROVIDING (I)
D
I—

; NETWORK COMMUNICATION
& PROC SSIN NIT
< _

,—
O
CO

TO/FROM COMMUNICATON
NETWORK

GOOG-1022

Google LLC v. RFCyber Corp. / Page 3 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 4 of 90

Patent Application Publication Jul. 8, 2010 Sheet 3 0f 53 US 2010/0174650 A1

101 102 103 104 105 106

FIGS

:1:
UJ

m

2

a a
mo:
ELLIZ

$2§9o l—

mmm3<
02029
EDEI—&
WZLLZI—

QéODE
@5589

ZO._I

§<<
z

m 0
m

0:
LL!

0.

 
 

GOOG-1022

Google LLC v. RFCyber Corp. / Page 4 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 5 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 4 0f 53Patent Application Publication

TO/FROM RADIO COMMUNICATION
UNIT

FOB

UNULORTNOC

v.9“.

>mv_ZOFQ>OzmJ<Z~OEOwUéOhmPZMEDOODPOEHZOOQMNEMPDQEOOPZMZDOOOPOéhZOOOMNEMPDQEOOm:.<0E:.mmOOHZOmbOmEmm0—ml>z<n=200hzmfimfltmwBRAVE—hamsOHZOmPOmjmmDHWImme

.52:ZO_._.<Z_S_mm._.mo.CZD02—mwmoomaZO._.n_>mOmoC2202—m500<n=2<.rmE2;

.523wzmmmwOOmn.zo:h.>mozw
NonQON”.EZDwz;n_n_n_<Polk—#200O_ZOm._.OMI_m 

mrhthFrfi

22maooG

o9fO5e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 6 of 90

Patent Application Publication Jul. 8, 2010 Sheet 5 0f 53 US 2010/0174650 A1

TO/FROM INANCIAL INSTITUTION SYSTEM

CREDITCHECKUNIT TRANSFERREQUEST
PAYMENT REQUEST

PROCESSING UNIT

PROVISION

INSTRUCTION UNIT

RESULT NOTIFYING

UNIT

ELECTRONIC
CONTRACT

PROCESSING UNIT

TO/FROM COMMUNICATION NETWORK FIG5
Lu

2
ml:
(2
p-D
<
D NETWORKCOMMUNICATIONPROCESSINGUNIT

ELECTRONICSETTLEMENTSERVER 
408

6006-1022

Google LLC v. RFCyber Corp. / Page 6 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 7 of 90

Patent Application Publication Jul. 8, 2010 Sheet 6 0f 53 US 2010/0174650 A1

500

FIG.6 
,—

0
L0

GOOG-1022

Google LLC v. RFCyber Corp. / Page 7 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 8 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 7 0f 53Patent Application Publication

no

 
w

m2<2WEN—040: 

mom

22maooG

09fo8e9aPla.roCrebV.CFRv.CLLb9ooG

TOE

wow

wow

Goo

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 9 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 8 0f 53Patent Application Publication

TO/FROM NETWORK COMMUNICATION PROOERSSING UNIT

row

WNULORTN0C

de.523ZOF<ZH2mmkmO.EZDOz~wmmoommZOFQ>mOwo

mO¢REZDOszmeOmahoékzooOHZOKFOMIE
Now

>m¥ZOFn_>w—ozm_€125.10mw<m0hwszzoooHoéhzooomNEm—hbmioosz—zzooo._.0<szDOOMNEm—HDQEOOmh<oEmeo0.20Ebw4mmel>Z<n§OOHzmfiijmm._.<OE:.mmO229:0meQOIw—mma.52:02—mmwoomaZOEhC/zozw 
rrwAlbmrhthrrh

22maooG

o9fO9e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 10 of 902o290cl4o

1 GmMmma eaMmom/.1 mm o0 Cm56:58a2.20583noE023bSmo5So?E50;9ShamW.UF
R

mo5mgu
f

0no592050555288m95<Ezoow.aozoEoflm:zmzfi:om$92205 GS22050me
Eémzmo

0

m:52.2zopszE8,E52mEmssooaJ5<Ezoo
220584“thaws.oE.zo:<o:nE<

No5H65bassoonBEESonoEoEmoz<5,3'20582“?EmzépZOF<O_|_n_n_<n5GED<OJZ>>OQhmeOmm mu>mmm.EzH—zmmhwnk<m<am<mm>mmmmm>mmmEmzflEm205923228ozaSoE£5922855“Name:-Bméoomzzop<opzm15<22,5.22:
Emkw>mZOFDszHJSOZ<ZE

  oromom

Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 11 of 90

    
 

     
 

2o290cl4O

Mmn. oewor0EGN6 P4 l7 .1 mm.22an6565 oN52288B<Ezoo cmSNEEEzoom><wow5m
b

SrmrmkW.UM£5 v.B$2.6wr5cf $503u0emEEéfiIw.
t

0

%musk/22¢G«MonEomzm
tEm>0mEomEmo 35m0.285%.2ENEwEomEmoo_zoEom_._mLo8»Eoz<>So?E50;95&5mNFalJ’mEoEEm22058.5

“6E92,;=om<$502.

. mEompmmo22058..“oz<mmzizgwoioEoflmgzm:08
05:28Qonmjwbzmz.LmF5

  
 

wank/«22w2205on.

EE>rr5
miomfimmoonoEoBm.

IE?or5

 

mm>mmw.325meMERE/En_<
mm>mmwmm>zmm

kzmszEmZOF<O~ZDEEOO02—050mmw:._<>ZOF<OFZmIHD<a2<hmmEF
EuhwymZOFDEmzH

450z<zE2.2omkomfimmam—021m:méowmz 
Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 12 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 11 0f 53Patent Application Publication

:67.
  

._<Z_OEOwG<mO._.mhzmzboooHoéhzoo

owN—kaDns—OOm><w0Nrmom522an52:88hoéhzooomflmmkan—EOO:szék
mmhwamm

m0<mwm2‘5:mexom—IOszooo<.Ezmzék

    
 

 

wNww‘mo<mmmzx810mu5
mm55:83czmzék

 

ZOF<EmOuz~4.49:2—biwzéh
ZOF<SECuz—4<EZHFan—Z—zoF<o_n_n_n_<.E<hw

zOFéHwam—mmmw:tfiwzék
4<z=2mm:.

2mhm>wmm>mmw

ZOF<OEDEEOO

Hzmzmfitmm

EEO—2

29...:sz—

0.29:on

4302,42“..—

  

OlvOFON
 wzh<m<ma<GZESONEm=j<>umeEOOm—z
 

22maooG

o9fO21egaPla..lOC.lebV.CFRv.CLLbg0OG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 13 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 12 0f 53Patent Application Publication

22maooG

o9fO31egaPla..lOC.lebV.CFRv.CLLbg0OG

NfiCE

hnfiwwmbin—mo

m0BW

worm-

5.5mmwwuoozmHZmzm—JtmwCF02 
 

V53mmxomzoEFoz
worm

‘xomiotommoEmaoma
®Ohw

mo<mwm=2HmMDOmEHszmEEwbimzéh
IEWEEOO #Ohwg

has»;monm352%
E5EfimEB

   

«03$92322050?":oz<eEMESEtzmzéh
55%$5meézsmm:92min:29.5szEmzfltmm20522322802558“.m3<>262%:220583mama:Iflméoomzoworowom

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 14 of 90

 

 

 

2o290cl4OG4

Ao9wGm69GE/4.a;m1OmCma0mmmoomn.bohmmmmz<mhySmURmrnwm3 $68.2588mAc.3mmmwz<mhhzaoz<«rumu.mmum/‘105525;bBwtwmmoomam
%mmumz<mk

hS

mmFmmo<wwm=2hwmzomE‘7.mmumz<mkkzaoz<«rum0%Fzm2><a.:2wz<mhmFrhm
J

Zea—>05mpzomxm

ornm

u0<mmm2Dzmmmsomoomn.._.zm=z><n_biwzék
122:2mem3h<m<mm<

Swhw>wmm>mmw

ZOF<QZDEEOO550.2

czESOmn.w3._<>

ZOFDEmzHszzmgtmw

um:mEOsz

._<_oz<zE220””:on

   

ow9onon

Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 15 of 90

Patent Application Publication Jul. 8, 2010 Sheet 14 0f 53 US 2010/0174650 A1

901
N
O
0')

 

  
 

FIG.14 AUTOMAHCPAYMENTSYSTEM PAYMENTSCREEN DEPRESS”OK”BUTTONTO EXECUTETRANSFERTRANSFER AMOUNT:
 

O
N

GOOG-1022

Google LLC v. RFCyber Corp. / Page 15 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 16 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 15 0f 53Patent Application Publication

2.05

52052mmuwzék

mOOr

89$9222zoEomfizmQézommma88$9222#228282EmgazmoEoIozémmoormmmzazxz<m32@03me
WOOrNOOrFOOr

000w  
22maooG

o9fO61egaPla..lOC.lebV.CFRv.CLLbg0OG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 17 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 16 0f 53Patent Application Publication

oFdE  Ema—2:2P230094AZOF<ZPmme8:$9232.550:ozémAzoE‘zfiwme     “MWE9222xz<mAzoEzfimmemo: 5:052mmumzsfig: E9232zoqumfizme.220me8: E92225:828: E9222moEo:ozém
$55.32$245

Forr

cow?

22maooG

o9fO71egaPla..lOC.lebV.CFRv.CLLbg0OG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 18 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 17 0f 53Patent Application Publication

EDOOO<00
>z<n=200._._<_._m2<0

HZDOOO<(CV<m¢>z<n_200mmszzmgtww

<N¢

PZDOOO<mme<5E03.52
025822003<ommoxieon

u_

$520mom
muu"

 

  

vEOEmzZop<0~232200H.502

APPARATUS

_
ELBMTOGEN

VALUE PROVIDING

 

._._u......_...__.__--—-.-u..--...-.._---_

._:_<Im2<w

 
 
  

gmoEmzzoF<onazsoo.1omOm

"lMHMxomIEm
mw>mmw

Fzmzh3<<0rmu>mmmzofl<oPZMSEHme2205.0me
_____.__.._____..___-..__nn-aa-._-......_.._

Embm>mszfim—u—twwOHZOEFOmjm—IIIIIIIIIIIIIIIIIIII

22maooG

o9fO81egaPla..lOC.lebV.CFRv.CLLbg0OG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 19 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 18 0f 53Patent Application Publication

2.9.... 
NZOEbszHJSOZ<ZE

¢¢

 
 

HZDOOO<>Z<Q§OOII<Im=2<0
$4“0ZOFDFFmZ.JSOZ<ZE

    
m3

3mzozm
zfizjmo

Du

 

FZDOOO<>Z<n=200FszMJtm—w
Nfi

m.ZOFDEwZJSoz<zEmmw:

7v

<ZOFDEwZJSOZ<2E

COMMUNICATION NETWORK

  
 

 
0..»

¢¢

  

m1?

V?

v—mOszGZ_H<QOEEOOO<mum—(IO
40¢

22maooG

o9fO91egaPla..lOC.lebV.CFRv.CLLbg0OG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 20 of 90

Patent Application Publication Jul. 8, 2010 Sheet 19 0f 53 US 2010/0174650 A1

TO MOBILE COMMUNICATION
NETWORK AND

COMMUNICATION NETWORK

  RADIO COMMUNICATON UNIT

ELECTRONIC -
CONTRACT APPLYING

UNIT TRANSFER
REQUEST

GENERATING UNIT

204 
  

 

 

 
 202 INPUTUNIT

 
   

 
205
 

  
  
 

  
   

PAYMEBNT REQUEST 5 :

GENERATING UNIT 15%: g“J 2 z I-

3 TERMINAL-SIDE SHORT- 8 no: 9: g
N DISTANCE ma 5

COMMUNICATION UNIT 3 o 

MOBILECOMMUNICATIONTERMINAL
 

 

 
 

 

 

  

O m I 0 C»
N (/3 H N 1—.

«a 3 mm (3

m I— < 0 LL0> on:3Lu
Z

 

 
 

NEGOTIABLE-
VALUE SUPPLY

UNIT

 
 

PROVISION APPARATUS-
SIDE SHORT DISTANCE
COMMUNICATION UNIT 

 

 

 

GAME HISTORY

PROVISION CONTROL UNIT I PROBEISTSING
NETWORK COMMUNICATION PROCESSING UNIT
 NEGOTIABLE—VALUEPROVIDING APPARATUS

,—
O
(‘9

TO/FROM COMMUNICATION
NETWORK

GOOG-1022

Google LLC v. RFCyber Corp. / Page 20 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 21 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 20 0f 53Patent Application Publication

ONCEmeEm—zZO_._.<O_ZD_25_OOEON—”<0....EZDwzfiwwmoommZOE.<O_ZD_2—200vEOZFm—z
CLEARING

PROCESSING
UNIT

TRANSFER
REQUEST

PROCESSING
UNIT

PAYMENT
REQUEST

PROCESSING
UNIT

PROVISION
INSTRUCTING

UNIT

RESULT
NOTIFIYING ‘

UNIT

ELECTRONIC
CONTRACT

P ROCESSING UNIT

NTDIN.MUMERAWDNW

Emfi

m2<m<aa<fimmzfifimé‘59;Puma?20559.2.czaSoE£5.282.528825%E99:m3<>4.2:m_2<o925$6553:j<.._m2<oEm:(cow.EZ:mw<m<._.<n_

mw>mmmszEmfitmwo_zom.r0w4m_
 

22maooG

o9fO12e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 22 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 21 0f 53Patent Application Publication

22maooG

o9fo22e9aPla.roCrebV.CFRv.CLLb9ooG

    

mm.mEDZZOp<OEHHzm9mkmn—JOI

A<ZwamuPZDOOO<K<08\goo\<momKfioo\gom<moo<¢oml\<moo1&8  mmmEDZPZDOOO<

 

<OO®

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 23 of 90

Patent Application Publication Jul. 8, 2010 Sheet 22 0f 53 US 2010/0174650 A1

700A

FIG.22 
 GOOG-1022

Google LLC v. RFCyber Corp. / Page 23 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 24 of 90

22maooG

o9fO42e9aPla.rOCrebV.CFRv.CLLb9OOG

US 2010/0174650 A1

 
(row

 

m=2<zWRMDJOIFZDOOO<

 

n:>Z<n=200Ij<Im2<0

Jul. 8, 2010 Sheet 23 0f 53

«Row<momflow488(Dow

Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 25 of 90

Patent Application Publication Jul. 8, 2010 Sheet 24 0f 53 US 2010/0174650 A1

 
 

903A
900A  

  
_RETAINEDAMOUNT 3:30.000

FIG.24

 ABCZ34987
902A GAMEHALLCOMPANYID

901A

 

GOOG-1022

Google LLC v. RFCyber Corp. / Page 25 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 26 of 90

Patent Application Publication Jul. 8, 2010 Sheet 25 0f 53 US 2010/0174650 A1

1304A

  

 
 

 AB0234987GAMEHALL COMPANYID

 
1000A 1303A

FIG.25123.456.789.XX 
1302A

EQUIPMENTIP

EQUIPMENTID
<
t—

O
CO
‘-

GOOG-1022

Google LLC v. RFCyber Corp. / Page 26 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 27 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 26 0f 53Patent Application Publication

22maooG

o9fO72e9aD.la.rOCrebV.CFRv.CLLb9OOG

8.9“.xmozmz20:92:25.8zoEBP

_.OmHmw>mmwZOF<OflnE<

.Ez:OzfimmonvmaZOF<OHZDEEOOvEOEwZ
CLEARING

PROCESSING

TRANSFER
REQUEST

PROCESSING UNIT

PAYMENT
REQUEST

PROCESSING UNIT

PROVISION
INSTRUCTING

UNIT

RESULT NOTIFYING
UNIT

ELECTRONIC
CONTRACT

PROCESSING UNIT

INFORMATION
UPDATE UNIT

   <00m”YEOEMZI_<OOI_I.
     

<H<o

 

mjm<._.<._.<oHZDOE<wD<H<m<mm<omzzkm—m._.z:o_2<zowwofiwfié025595>z<n=zoo8222mmm=2<om5._<>._._<:$53mum:<oom
Imgméoomz

  

mw>mmwmo

mu>mmmmomm>mmmmo

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 28 of 902o290cl4O

1 G8
2

Mmw.5 Ga6. PM3GE/.1 mm om C
r

mmSmoFto. v.UE5553229.5%“mtoEgg;Som<$.50;Rwor5 .
V

BEmzaooomf55:28929:onoz<L0BF5mmzzzgw229:onEwsaoooeN55::82205onE525:I9
0

a 0e$222onGh2285?.SEémzuu
0

m5%2 20:25:582
89

1.52288u55:28JonEoBm
‘I-

V

.95.<._.<ozo:.<o_n_n_n_<meHw

NOFFw
'

kszDOOQ‘55:.ono_zomhom‘_m.<._.<ozoF<o=an<.Ezwzék20.29:???“.00254642309meDOm—m E>EwézEmEmE<m<mu<E>Em55mmEmzmfimw235222282558;£23oEoEomd£502938%zoEanmEEazfimm2:
meEmz02F<DOEEOOO<m0m<=0

<3|\<9<om|\<om
  

Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 29 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 28 0f 53Patent Application Publication

22maooG

o9fO92e9aPla.rOCrebV.CFRv.CLLb9OOG

mud—m

 
 

4<zHOEOm0<mOHwENS—4000._.O<m._.zoo

DMNEmPDmEOOm><wON—.rmk  

 
 

 

#2.chEmzsooohoékozoonmflmmhzmzoo.Ezwzék
fig:

owrrw

khFr5azfiwm:moSoEI
’$22205oEoEoflmtw

mPr5

36:533FE
2285me

mrr5E>E>
PEEK—Fame2omhomjmnoEuj<>50m?>.5059.Emma

mrr_.m

WEB...—mmo'2205qunoEa<>Som<“Ego;m._.<0E:.mmo

9205.0meoz<.mmPEzEw229”:me"Fzmzsooomu_._.—wkoékzoo920thwatzwz1L.
mmakzo—w220583

CE?rFr5

 

5525.8229.5%

tagorr5

  

44.2.55.m3h<m<mn_<zoP<2232200OzESommm=j<>Iflméowmz

mw>mmmmm>mmwZOF<OFZMIFD<n=2<._.mm2:
 

$5mekzmzmflEw0H2omkomjm

vEOEmzwZF<DOEEOOQ<mom<IO

<O¢<0w<ON(om
 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 30 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 29 0f 53Patent Application Publication

 

Omnrrw
©Nrrw

mNdE

 

4<ZEEOwalk—kwFzmzaooo._.0<w_._.zooomNEmHDaEOOm><w

 

  
._<Z_OEOHszDOOQ._.O<E.zooomNEmzmeOo.Ezwz<m.r

mum:mmkmmumm

mc<wwm2.5395.x950hzaooo<.Ezwzé...
 

 

 

m0<wwm=2gum—IoHZDOOO<biwzék

29.2.21Cuz—4<EZ~bzwzéh
ZOF<§mOmzH._<EZ_51Ezo:.<o_._n_n_<52.5

.5735zoFéhwEm—mmmm:bfiwzék

 
 

 

._<z__>_mmh

   

gmoEmzzm>mmwozfi<oossooo<pzmzmdbm2058—23228mom<zooioEoEm550.2
(Dd<0_.

    
m3h<m<mm<02—050mmm54<>Iflméoomz

 
22maooG

o9fOo3e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 31 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 30 0f 53Patent Application Publication

    

    
ode

howrw

mmmooE<295:22825%.

‘453mmwow5mmumzépEfiozmmmoomn.mmuwzéhmom5«cm5

Elmzéhmenomm.mom5
m0<wwm=zkmMDOmmmmuwzék.Ezwzéh

PDQZHhmmoo<zOF<03nE<5215.325me29.22232200550.2

VEOEmzmm>mwwGZF<QOEEOOO<szEm—u—tmwmow—<10OEOmhomjw

 

40¢<0F<ON
 w:._.<m<n_n_<02—050mmmD._<>ImeEOOmz
 

22maooG

o9fo13e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 32 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 31 0f 53Patent Application Publication

  

<F<QPZDOE<Guzzhmm>Z<n=200.33..m=2<w

20290cl4omnom.GaP

. a.aon.m
Ca

........:........................ll.....!_.................................................J.b
_yuC.FuRwv.uC.LnLnbu9no.omG

o»

omOOmm>z<azoom4.2:$20m

288

. 

(row<OOm

 
OW

 

000.00rMHZDOOO<mme

A<mooCQKOOMm«.me
«Poor

_onszzczfi<oozzooo<mom<xom<02<ov|\. .......<3I\
 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 33 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 32 0f 53

mooF.oF»
_—_

«w|\\gooofizfizookzmfidbm00m.mw»
PZDOOO<mme

 

meEmzOZE.<QO_2_ZOOO<MOW—(ION

 

<O¢

Patent Application Publication

deE

illllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
.l

 
O»

 

Dmoom—m>z<n=zoo._._<Im=2<0

QMOOV<r0m

<._.<D._.ZDO_2<Omzm<kwm>Z<QEOOIj<Iw2<0 

6509

o»  A<MOOCGloom—mmmw:
<FOOr

<...<D._.ZDO_2<omzfipmmmmm:mm>mmwszimjtwmOHZOKFOmfi—m{orK

(CON

22maooG

o9fO33e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 34 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 33 0f 53Patent Application Publication

mudN¢EV

      

OOF.Or»g08<>z<nazoo§§Com.mmmm
HZDOOO<KMWDmvEOEmzOZF<QOZEOOO<m0m<Iotm<o¢|\

  
mde

o»

omoomm>z<asooj<_._£20289<505:052 50mBzZEm>z<azoo4.2.:m2<o
(GOO

0006:”
0100mmmum:

Qmoo5(Poor<OOh

22maooG

o9fO43e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 35 of 90

  

 

2o290cl4O

1muAOm...0GafiPM3.07.a.1mmc0r1em53mmbS:3qu.w.Umom5Mmomrm.'V3comrmm55&8:20:51:00LM2250me.:zmzéhzo_m_>oEmMmwmoomaEzomxmw.
0

wmmuwzéhmom5G
hS

$38222525;
0onmSoEE325:m5832823mm009xomxo

mJ

mo<wwm=2hwmzomfi._.zm2><n_tiwzéh
ZOp<oflam<._.~.._<.rmNowFm._.z:O_2<._.Zm2><n__Dz<Ema—2:2zofi<ojmm<n:HZmEQSOm.Czwzéh

m3h<m<ma<

xmozrrmzUZF<QOZ§OOO<mom<Io

mm>mmm4<z=2mmzr
ozESOmam=j<>

22.20.232.200

um:mShOOmz

memo:

hzmzzmfltmw0.20mh0mflm<3\<9<ow<8
   

 

Patent Application Publication

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 36 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 35 0f 53Patent Application Publication

mvNfiIn

 

 

o

 

W

FZDOOO<>z<a200j<Im2<0

 

on:.Or»
EDOOO<>Z<a200Hzmzmjtmw

 

 

COO.mwNFZDOOO<mum:
-n--.n--n---n-a_—_.—__—.__———-an-n--—--n---.-.-_—_.-__—___-.__—--.—u--—------

VEOEmz05550220090.mam/‘10m

 

mde

 
000%»

 

omoomE>z<n=200.:<Iw2<o 
-_-__—__—__—.._.__--_—-.o—-.-_-o-_.0p______.n._.___—-n.——--o_.p.-.--—.__.__—_

2008<205:05.4.5082250025.200j<=£20
<000

000.0»
9.00%Em:

9500C

<50F<205:2282:55Em:<00n. EammEmsfltmw2205050”
22maooG

o9fO63e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 37 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 36 0f 53Patent Application Publication

vowrmmmmwzéhEpoz
mo¢rw

ode 
 

meOOmn.<H<D#23032szzmm

 

#:5me

 

mwmoomammuwzék

NO¢rm

 

hwwDOmmmmuwzéh._.=2wz<m._.

 

wmmoomn.wzFémZmom0<mwm=2hwmznvmmmummzéh
rOVrm

  

mug—mmszzmSCmmOHZOw—Homjm

VEOszozF<oOEEOoo<mom/EC

 

(0..»<0_.

._<z=2mm.rzOF<o~232§OOmamos.

w:._.<w_<n_n_<ozESomn.m:._<>[Eméoomz
 

22maooG

o9fO73e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 38 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 37 0f 53Patent Application Publication

m...»N¢Tn

 

0mm»

HZDOOO<>Z<n=200._._<Im2<0

  
 

o:.m»
FZDOOO<>Z<n=200PZMEmAEMW

 

 

OOQ.mwwn
PZDOOO<mum:

 

<O¢

5.0....—<_.Om<Oom(FOOF(DON

 0»

 

QmOOm—m>z<n_200._:_<Im=2<o
 

<._.<DHZDOE<DMZ—42mm>z<n=zooI_I_<Im2<0000.m»QmOOm—m«Em:<H<D#23052owZ—<._.m_mmmm:mm>mmw.rzm—zmjtwwQZOEPOMIEflowK

_-—----_--——-------»-—____————-__---——_—.-—.—----_____--—_--_------—---—---_---J

22maooG

o9fO83e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 39 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 38 0f 53Patent Application Publication

 

 

   
  

mdewwwoommoBFm
<555:052BzZEm

53%.$525:E521
momrw

wmmoomammumzék

womrw

mmumzfifiSmsommmom5
5:memEmzstE52

3895

Eumzéhvow5l/
mm5

mom5Emma»:58%.o
m0<wwm2PmmSOmEmwumzéktiwzék

F212.._.n_m00<ZOF<OflnE<.Elfim._<z=2mml_.ZOF<OHZDEEDuMame:

VEOEZmm>mmwGZF<QOZEOOO<hzmEmir—[mmmew—<10OHZOkamjm

 

<0?<0_.(ON
 wE<m<au<szSOw—am=j<>1%méowwz 

22maooG

o9fo93e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 40 of 90

US 2010/0174650 A1

 

OW

EDOOO<>z<n=200.33..m2<o

 

mv

  

0»

Jul. 8, 2010 Sheet 39 0f 53

 

EDOOO<>z<n=zooHZmEm—Jtmw

NV

000.00_.WFZDOOO<Emma

TV
____-u—..—_____.___..~..._____--__—--_-_-.-—--_-.—-n---_._-a-a..-_---_-...

mmeEmZ02F<DOEEOOO<MOK<IOIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIL

 

<O¢

Patent Application Publication

 #23052omzzhm—mmum:

mde

_.................................................
nnmuum

mo»m9.08mEm:
280:"

<89m<20
m

<OOB

J_._____._..._._n_.__.__.—.-__._——-.--_----ucn——-_____..___.____...___—.____-_

mm>mmwHzmimfltmmO—ZOthmjmm
22maooG

o9foo4e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 41 of 90

US 2010/0174650 Al

2»

Jul. 8, 2010 Sheet 40 0f 53

N¢

Patent Application Publication

   

    #23052omzzkmmNEWS

20290cl4omMom.GaP

9.6—“.m.
0

.---------:--------------:----------------....................................................J.Cnunnan.._b.nuuyu.._C.uunFuuuuRmunnv._unncuu_.L._uuLnuuuenuu"I9"...o_unnouauuG
o»

mF2283mm">z<n_s_ooj<xm2<o"mm09d;mm5:83mmmm>z<n§oopzmzmjtmm"mmmmmo»mnmmmmcom.3»mm950%Em:"mpznooo<Em:280:nm5un<59m5,3m<OOhmm>mmwhszmjtmmOHZOmPOmflmm
 

<O¢

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 42 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 41 0f 53Patent Application Publication

 

00m.0»
HZDOOO<>z<n§oo._._<_._m=2<0

    

OONN

PZDOOO<>2<QEOOHZmSmjtmw

  

oom.mw»#230006.mum:

 

<06

J

 
Own

Dmoomm«.me
<H<o

FZDO_2<OmZZPmEmmm:
 

__....._._........_....-..........__._...__.____._.__._._..._........_.......

mw>mmmszfifitmmOHZOEPOm—Jm—m
22maooG

o9fo24e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 43 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 42 0f 53Patent Application Publication

N6

000.m»

 

HZDOOO<>2<Q200._._<:m2<o

 

 

OONma

#230004.>z<n§OOhzmimjtmm

  

00m.mw»PZDOOO<mum:

 

<O.v

NTOEA<mOOC<_.OO_.(OOh

000.Or»omOOm—mmum:
 ._.2305?.OMZZHMEEmmamm>mmmhzwsfithmCEONFOMIE«Illaua:InlnlllllllllllllIIIIIIIIIIIIIIIIIIIIIIIII.<0r|\

22maooG

o9fo34e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 44 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 43 0f 53Patent Application Publication

xonzUZF<QOEEOOD<mom<Io

 
  

mom5

’wwwoomaZOEbDDmm

 

H2305?DMZ—(HumXOmIO

     

mm>mmmhzmzmgtmwQzOEme
(or

 

mTOE

FADwmmElam—O

mo<wmm=229.53120020:50metfiwzéh 

20650mmPER—Xm—

mowrmmw<wmw2ZACH—bath:—zo_m_>0mn.biwzéh
 

m0<wwm2meDOmmHzm2><u.Ezwzék
ZOE.<O_|_n_n_<.E<._.w

flaw—232ZOF<OZQQ<oz<.Q._.zm=2n=DOm._.=2wz<m._.
 

._<z_s_mm_._.m3._.<m<an_<20F<o_z:s__20002550;“.m544.5wusz—zImam—3.59.2
 

<ON<0m
 

 

22maooG

o9fO44e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 45 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 44 0f 53Patent Application Publication

m!“N¢
5V

 

000.m»
E:OOO<>z<n=zoo.33..wig

  

DONum

stooo<>z<n=200._.zm__2m._.E.mw

  

oom.mw»FZDOOO<mum:vEOEwZOZF<DOEEOOO<m0m<IOm

 

<0?

 ._.ZDO_2<OmZZPmmmum:

3.9“.

mmmmmmm000.m»m_.omoommEm:m280:nm<59m«EBm4.00%mm>mmwhzmfimjtmwouzomkowgmm
22maooG

o9fo54e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 46 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 45 0f 53Patent Application Publication

mm

mvdfl

PZDOUO<>z<n=200._.._<Im=2<wHZDOOO<>z<n=zooPZMEm—Jtmw

hznooo<Em:xmoEmz
2929222200meEzmdmOs.

GZF<QOEEOOO<mwmdfo
><>>Mk<0

JJI onEmzA.H2222232200
 

APPARATUS

NEGOTIABLE—
VALUE PROVIDING

 mm>mmmn=2<._.wmg...On.PZOwE
E

"1.1;,".m—m_mm|\In". j<_._m_2<o
mw>mmw

zot<onmIS<moFomEmzfltmmonEOmfi

Ewhw>mPZM—zm—u—Ewofizomhomfim
 

22maooG

o9fO64e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 47 of 90

Patent Application Publication Jul. 8, 2010 Sheet 46 0f 53 US 2010/0174650 A1

TO MOBILE COMMUNICATION

NETWORK.COMMUNICATION
NETWORK

(‘9
O

N %

  

 
  

 
 
 

204ELECTRONIC '-CONTRACT

APPLYING UNIT ICREDIT REQUEST
GENERATING

 

 
 

  

INPUTUNIT
 

 
 

 

MOBILECOMMUNICATIONTERMINAL  UNIT mD
N

E IJJ [—

533: = t
m ”’moz E z
o TERMINAL-SIDE SHORT 20L: 3 Z)
N DISTANCE E” oCOMMUNICATION UNIT ~

—

 

  TOUSER 207 FIG.46
303
 
 

NEGOTIABLET VALUE

 
 

 
 

 
 
 

 
 

NEGOTIABLE-
VALUE SUPPLY

UNIT

 

 
PROVIDING APPARATUS-
SIDE SHORT-DISTANCE
COMMUNICATION UNIT

 
 

 

 

  

GAME HISTORY

PROVISION CONTROL UNIT I PROSNISTSING
NETWORK COMMUNICATION PROCESSING UNIT30A  

NEGOTIABLE-VALUEPROVIDING APPARATUS 302

,—
O
(V)

TO/FROM COMMUNICATION
NETWORK

GOOG-1022

Google LLC v. RFCyber Corp. / Page 47 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 48 of 90

Patent Application Publication Jul. 8, 2010 Sheet 47 0f 53 US 2010/0174650 A1

GAME
HISTORY

UPDATE UNIT
GAMEHlTORY INFORMATION

CLEARING
PROCESSING

UNITNEGOTIABIJE— VALUE PROVIDING APPARAATUS TABLE

TRANSFER
REQUEST

PROCESSING
UNIT

GAMEHALL COMPANY RETAINED AMOUNTDATA
PAYMENT
RREQUEST

PROCESSING
UNIT

PROVISION
INSTRUCTING

FIG.47
I:Z
2)
NJ
(I)
<

2l—
<
0 COMPANY TABLEGAMEHALL TO/FROMCOMMUNICATIONNETWORKNETWORKCOMMUNICATIONPROCESSINGUNIT

DATAUSER RETAINED AMOUNT

ELECTRONIC
CONTRACT

PROCESSING UNIT

ADDITION
REQUEST

PROCESSING UNITELECTRONICSETTLEMENTSERVER
 

GOOG-1022

Google LLC v. RFCyber Corp. / Page 48 of 90   

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 49 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 48 0f 53Patent Application Publication

mayN?:v

   

o»

PZDOOO<>Z<QEOO4'2:m2<0

   

OOr.Or»
EDOUO<>z<n=200HZmEMJtm—m00m.mww»

hZDOOO<mum:mmeEm—zOZF<DOEEOOO<mom<zom

 

<O¢

wvdEQWOGV<F0m<OomA<moorv<Foor<OOB

 0»

 

Dmoomm>2<a20013<Im=2<0
 

<.r<n_Dug/Ema>z<n=200uj<Iw2<0000.or»QEOOmmmum:(bodH2305?omzZHm—mmum:
__———.———-____——.-——__-—_-——-—-_———-———_-_---------.--—-—-----—-—_---------—----.l

mw>mwmszzmjtmmO_Zom‘_.0wu_mm
22maooG

o9fO94e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 50 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 49 0f 53Patent Application Publication

 

o»

PZDOOO<>z<m20044<1m2<0

 

 

OOr.Or»
PZDOOO<>z<aioo.hzm2mqhhmw

 

 

000.0w»
PZDOOO<mmmD

3.0—“.9*on<wom<OOmA<moorv<FOOF<OOB

 OOO.N»

 

omOOmm>z<m20044<1w2<0
 

<._.<Domz_<.rmm>Z<m20044<zm2<0ooo.w»omoowmmmmn

22maooG

o9fOo5e9aPlPrOCrebyCFRmCLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 51 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 50 0f 53Patent Application Publication

 

o»

FZDOOO<>Z<QEOOuj<Im2<0

 

 

00—..Or»
EDOOO<>z<n=200PZmEijm—m

 

 

COO.mw»
FZDOOO<mum:vEOEmZOZF<QOEEOOO<MON—<10

 

<O¢

 
 

ode

ooo.r»
omoomm>z<azooj<_._$20288<55SzEEm <Fom>z<a20044<1m2<w

(com

000.m»A<mooCDmoommmum:<FOOr<H<oHZDOE<DMZ—3mmmmw:
.---ng--_c--nu-ann_---n._.—__-n___..____._—...—_____.__.—._-n_..-a----u_-.--.

(DONEm>mmmhzmzmlclrmwouzomhomflwm
22maooG

o9fO15e9aPla.rOCrebV.CFRv.CLLb9OOG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 52 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 51 0f 53Patent Application Publication

000.0»

 

FZDOOO<>z<n=200n_u_<_._m2<0

 

mfi

 

DON»

#230004.>Z<QEOOFzmimgtmw

 

NV

OOm.mw»
HZDOOO<mMWD

 

<0?

A45005<rOOr<OOB

\IIIIIIIIIIIIIIIIIIlllIIIIIDIIIIIIIIIIIIIIIIIIIIOOOO.OwwmDmOOmmmum: <._.<Q
#23052Dwzwfirmmmmwz

___-———__—--_-——--——---—--.---__-------------—- .-_-_---------------------—----J

mm>mmmPZmEmfltmwQZOmFquwmwork

22maooG

o9fo25e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 53 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 52 0f 53Patent Application Publication

 

00m.0»
HZDOOO<>z<n_s_oo.j<Im_2<o

mw

 

OONX

HZDOOO<>z<n=200._.Zm_2m:_._l_.mm

  

N4»

Dom.mwwm
FZDOOO<mme

:u

 

<0?

meEm—ZOZC.<QOS_EOOO<mam/‘10
A450054.FOOF<OOh

 
 

 
000.0»

 

omOOmmmmm:
<._.<Q

HZDOE<szZHmmmum:mm>mmwhzmzmgtmwoflzomhomjmmwork

22maooG

o9fo35e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 54 of 90

US 2010/0174650 A1Jul. 8, 2010 Sheet 53 0f 53Patent Application Publication

 

00m.m»
PZDOOO<>z<n=200I_I_<Im=2<0

 

mun

OONN

HZDOOO<>2<n=200Fzmzwthw

N?

00m.mwN
FZDOOO<mum:

EV

 

A4500:<roor(COB

Com.m»

 omoommmwwD
<._.<Q

FZDOE<omzZPmmmum:
__-___—-—————————_-___---__———--——-———————__-_--_------_-_-—-—_—--------_---—J

mm>mm_m.erEm—JtmwO_zom._.0w._mmmark

22maooG

o9fo45e9aPla.roCrebV.CFRv.CLLb9ooG

 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 55 of 90

US 2010/0174650 A1

ELECTRONIC SETTLEMENT SYSTEM,
ELECTRONIC SETTLEMENT SERVER,

NEGOTIABLE-VALUE PROVIDING

APPARATUS, MOBILE COMMUNICATION
TERMINAL, AND ELECTRONIC

SETTLEMENT METHOD

TECHNICAL FIELD

[0001] The present invention relates to an electronic settle—
ment system, an electronic settlement server, a negotiable—
value providing apparatus, a mobile communication termi-
nal, and an electronic settlement method, and more
specifically, to an electronic settlement system, an electronic
settlement server, a negotiable-value providing apparatus, a
mobile comnnmication terminal, and an electronic settlement
method which enable electronic settlement corresponding to
cash settlement.

BACKGROUND ART

[0002] With recent advanced information processing and
communication techniques and prevailing communication
infrastructures, a payment method has been diversified, and
various methods replacing payment in cash have been pro—
posed and utilized.
[0003] The methods replacing payment in cash include
credit cards ofwhat is called a deferred payment type, prepaid
cards, and debit cards, which are of an immediate payment
type.
[0004] For payment in game halls such as pachinko parlors,
casinos, ticket counters for bicycle and horse races, and vari-
ous lottery stands (hereinafter referred to as game halls), a
payment method other than cash payment is expected to
improve users’ (players’) convenience and to increase the
operation rate of game machines and thus the sales of the
game halls.

DISCLOSURE OF THE INVENTION 

Problems to be Solved by the Invention

[0005] However, in order to regulate players‘ excessive bor-
rowing, the use of credit cards in game halls is generally
limited. Furthermore, given that a settlement method using
credit cards in game halls is permitted, a record on the usage
ofcredit is sent to the player’s home or a credit company calls
the player to confirm the player’s identity, This is cumber-
some to the player. Moreover, personal information may leak
because the player needs to let the game hall know the play-
er’s credit card number and personal identification number
for settlement, with the record of the personal information
remaining inside the game hall. The player may thus have a
considerable resistance to this. Therefore, the utilization and
prevalence of settlement with credit cards in game halls is
difficult.

[0006] Furthemiore, for payment with prepaid card,
another settlement method other than cash payment, if the
player spends all of the player’s cash as a result of the game,
the player cannot buy an additional prepaid card. Even if the
player desires to play a little more or to eat some food or buy
something in the game hall after spending all of the player’s
cash for the game, no settlement method is presently available
for meeting such a demand. Thus, the game hall simply has to
throw away an opportunity to capitalize on such a potential
demand.
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[0007] Furthermore, to utilize a settlement method other
than cash payment, the user conventionally needs to sign a
prior written contract with a settlement company that under—
takes settlement. Thus, inconveniently, the user cannot imme—
diately utilize the settlement method other than cash payment.
[0008] An object of the present invention is to provide an
electronic settlement scheme that is similar to cash settlement

and available in gale halls.
[0009] Another object ofthe present invention is to provide
an electronic settlement scheme allowing signing of a c011-
tract enabling what is called the online utilization of an elec-
tronic settlement scheme.

Means for Solving the Problems

[0010] Means for solving the above—described problems
according to the present invention is characterized as follows.
A first aspect of the present invention proposes an electronic
settlement system comprising an electronic settlement server,
a mobile communication terminal capable ofcommunicating
with the electronic settlement server, and a negotiable-value
providing apparatus capable ofcommunicating with the elec-
tronic settlement server and the mobile commtmication ter-
minal.

[0011] The electronic settlement system is further charac-
terized as follows. The mobile communication terminal

acquires equipment identification information (for example,
an equipment ID) identifying the negotiable—value providing
apparatus, from a negotiable—value providing apparatus, gen—
erates a settlement request message containing user identifi-
cation information (for example, a user ID) identifying a user,
a transfer amount corresponding to consideration for provi-
sion of a negotiable value, and the equipment identification
information, and transmits the settlement request message to
the electronic settlement server. According to a result of a
check of a credit status ofthe user identified based on the user

identification information, the electronic settlement server
transmits, to the negotiable-value providing apparatus, a pro-
vision instruction messagc instructing the negotiable-value
providing apparatus to provide a negotiable value corre—
sponding to the transfer amount, and transmits a transfer
request message requesting a transfer of an amount corre-
sponding to the transfer amount from the user’s account to a
predetermined account. Upon receiving the provision instruc -
tion message from the electronic settlement server, the nego-
tiable-value providing apparatus provides a negotiable value
corresponding to the transfer amount (for example, rental
balls, rental medals, prepaid cards, house cards that are valid
only in the game hall, and casino chips; hereinafter referred to
as the negotiable value).
[0012] The electronic settlement system allows even a user
having no cash in handto easily and securely buy a negotiable
value.

[0013] A second aspect of the present invention proposes
an electronic settlement server that is an apparatus carrying
out an electronic settlement scheme according to the present
invention. The electronic settlement server is characterized in

that upon receiving, from a mobile communication terminal,
a settlement request message containing user identification
information (for example, a user ID) identifying a user, a
transfer amount corresponding to consideration for provision
ofa negotiable value, and equipment identification infonna-
tion (for example, an equipment ID), which is information
identifying a negotiable-value providing apparatus from
which the user has requested provision of the negotiable
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value, from a mobile communication terminal, the electronic
settlement server transmits, according to a result ofa check of
a credit status of the user, a provision instruction message
instructing the negotiable—value providing apparatus identi—
fied based on the equipment identification information to
provide a negotiable value corresponding to the transfer
amount. and transmits a transfer request message requesting
a transfer of an amount corresponding to the transfer amount
from the user’s accotmt to a predetermined account.
[0014] The electronic settlement server allows even a user
having no cash in hand to easily and securely buy a negotiable
value.

[0015] A third aspect of the present invention proposes a
negotiable—value providing apparatus carrying out an elec—
tronic settlement scheme according to the present invention.
The negotiable-value providing apparatus is characterized by
transmitting equipment identification information (for
example, an equipment ID) identifying the negotiable-value
providing apparatus to a mobile commtmication terminal, and
upon receiving a provision instruction message transmitted in
response to a settlement request message containing user
identification information (for example, a user ID) identify-
ing a user, a transfer amount corresponding to consideration
for a negotiable value, and the equipment identification infor—
mation, providing the negotiable value corresponding to the
transfer amount.

[0016] The negotiable-value providing apparatus allows
even a user having no cash in hand to easily and securely buy
a negotiable value.
[0017] A fourth aspect of the present invention proposes a
mobile communication terminal that is an apparatus carrying
out an electronic settlement scheme according to the present
invention. The mobile communication terminal is character-

ized by acquiring equipment identification information (for
example, an equipment ID) identifying a negotiable—value
providing apparatus. from the negotiable—value providing
apparatus, generating a settlement request message contain-
ing user identification information (for example, a user ID)
identifying a user, a transfer amount corresponding to con-
sideration for provision ofa negotiable value, and the equip-
ment identification information, transmitting the settlement
request message to the electronic settlement server, and
according to a result of a check of a credit status of the user
carried out by the electronic settlement server, allowing the
electronic settlement server to transmit, to the negotiable-
value providing apparatus, a provision instruction message
instructing the negotiable—value providing apparatus to pro—
vide a negotiable value corresponding to the transfer amount.
[0018] The mobile communication terminal allows even a
user having no cash in hand to easily and securely buy a
negotiable value.
[0019] A fifth aspect of the present invention proposes an
electronic settlement method for carrying out an electronic
settlement scheme according to the present invention. The
electronic settlement method is characterized by comprising
a step ofreceiving equipment identification inforrnationiden—
tifying a negotiable—value providing apparatus, a step of gen—
erating a settlement request message containing user identi-
fication information identifying a user, a transfer amount
corresponding to consideration for a negotiable value, and the
equipment identification information, and transmitting the
settlement request message, a step of, in response to the
settlement request message, inquiring about a credit status of
the user, and according to a result for the inquiry ofthe user’s
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credit status, transmitting, to a negotiable-value providing
apparatus identified by the equipment identification informa-
tion, a provision instruction message instructing the nego—
tiable—value providing apparatus to provide a negotiable value
corresponding to the transfer amount, a step of transmitting a
transfer request message requesting a transfer of an amount
corresponding to the transfer amount from an account of the
user identified by the user identification information to a
predetermined account, and a step of, according to the provi-
sion instruction message, providing the negotiable value cor-
responding to the transfer amount to the negotiable-value
providing apparatus.
[0020] The electronic settlement method allows even a user
having no cash in hand to easily and securely buy a negotiable
value.

[0021] A sixth aspect of the present invention proposes an
electronic settlement system characterized by comprising an
electronic settlement server capable of requesting a charge
accommodating network (for example, a multi-payment net-
work opcrated in Japan; not particularly limited; hereinafter
referred to as a charge accommodating network) managing a
user account, a settlement company account, and a game hall
company account to carry out a transfer between the accounts
and storing a user retained amount and a game hall company
retained amount, a mobile communication terminal (for
example, a cellular phone with a non-contact IC card; here-
inafter referred to as a mobile communication terminal), and
a negotiable-value providing apparatus (for example, a ball
renting machine, a prepaid card issuing machine, a house card
issuing machine, or a casino chip providing machine; here-
inafter referred to as a negotiable-value providing apparatus).
[0022] In the electronic settlement system, the mobile com—
munication terminal communicates with the negotiable—value
providing apparatus via short—distance communication
means (for example, a non-contact IC card and a reader/writer
therefor, infrared communication, or radio communication
means such as Bluetooth, hereinafter referred to as the short-
distance communication means) to acquire equipment iden-
tification information (for example, an equipment ID) iden-
tifying the negotiable-value providing apparatus, generates a
payment request message containing user identification
information (for example, a user ID) identifying a user and the
equipment identification information, and transmits the pay—
ment request message to the electronic settlement server.
Furthermore, the electronic settlement server adds a user
transfer amount (for example. a transfer amount minus a
charge to be paid to a settlement company) corresponding to
an amount transferred from the user account to the settlement

company account, to the user retained amount, instructs,
according to the payment request message, the negotiable-
value providing apparatus to provide a negotiable value cor-
responding to a user payment amount (for example, a rental
ball charge of l ,000 yen), subtracts an amount corresponding
to the user payment amount from the user retained amount,
while adding an amount corresponding to the user payment
amount to a game hall company retained amount, and
requests the charge accommodating network to transfer an
amount (for example, the game hall company retained
amount minus the charge to be paid to the settlement com-
pany) corresponding to the game hall company retained
amount from the settlement company account to the game
hall company account. Additionally, upon receiving the
instruction (for example, a provision instruction message) to
provide the negotiable value from the electronic settlement
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server, the negotiable-value providing apparatus provides the
negotiable value corresponding to the user payment amount.
[0023] The electronic settlement system enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0024] A seventh aspect of the present invention proposes
an electronic settlement server capable ofrequesting a charge
accommodating network managing a user account, a settle—
ment company account, and a game hall company account to
carry out a transfer between the accounts, and instructing a
negotiable-value providing apparatus to provide a negotiable
value corresponding to a user payment amount (for example,
a rental ball charge of 1,000 yen) according to a payment
request message from a mobile communication terminal.
[0025] The electronic settlement server is characterized by
comprising storage means (for example, a database unit) for
storing a user retained amount and a game hall company
retained amount, transfer request processing means (for
example, a transfer request processing unit) for adding the
user transfer amount corresponding to the transfer amount
from the user account to the settlement company account, to
the user retained amount, payment request processing means
(for example, payment request processing unit) for, according
to the payment request message, subtracting the amount cor—
responding to the user payment amount from the user retained
amount. while adding the amount corresponding to the user
payment amount to the game hall company retained amount,
and requesting the charge accommodating network to trans-
fer the amount corresponding to the game hall company
retained amount from the settlement company account to the
game hall company account, and provision instructing means
(for example, provision instructing unit) for instructing the
negotiable-value providing apparatus to provide the nego-
tiable value corresponding to the user payment amount.
[0026] The electronic settlement system enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0027] A third aspect of the present invention proposes a
mobile communication terminal for an electronic settlement

system. The mobile communication terminal carries out com—
munication via short—distance communication means to

acquire equipment identification information identifying a
negotiable—value providing apparatus from the negotiable—
value providing apparatus, generates a payment request mes—
sage containing user identification information identifying a
user and the equipment identification information, and trans-
mits the payment request message to an electronic settlement
server to allow the electronic settlement server to instruct to

provide a negotiable value corresponding to a user payment
amount (for example, a rental ball charge of 1,000 yen),
[0028] The mobile communication terminal functions as a
terminal apparatus implementing a new settlement method
replacing existing settlement methods such as credit cards
and debit cards.

[0029] An eighth embodiment ofthe present invention pro-
poses an electronic settlement method.
[0030] The electronic settlement method is characterized
by comprising a step (for example, a process S204 of trans-
mitting a transfer request) of requesting a charge accommo-
dating network to transfer a transfer amount specified by a
user from a user account to a settlement company account, a
step (for example, a retained amount data process S207) of
adding a user transfer amount corresponding to the transfer
amount, to a user retained amount for storage, a step (for

Li.)

 

Jul. 8, 2010

example, S303) of receiving a payment request message con-
taining equipment identification information acquired
through communication with a negotiable-value providing
apparatus via short-di stance communication means and iden-
tifying the negotiable-value providing apparatus and user
identification infonnation identifying the user, a step (for
example, a process S305 of transmitting a provision instruc—
tion message) of according to the payment request message,
instructing the negotiable-value providing apparatus to pro-
vide a negotiable value corresponding to a user payment
amount (for example, a rental ball charge of 1 ,000 yen), a step
(for example, a transfer process S307) of subtracting an
amount corresponding to the user payment amount from the
user retained amount, while adding the amount correspond-
ing to the user payment amount to a game hall company
retained amount, and a step (for example, a process S402 of
transmitting a transfer request) of requesting the charge
accommodating network to transfer an amount correspond-
ing to the game hall company retained amount from the
settlement company account to the game hall company
account.

[0031] The electronic settlement system enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0032] A ninth aspect ofthe present invention proposes an
electronic settlement system intended mainly for a single
game hall company and comprising an electronic settlement
server capable of requesting a charge accommodating net—
work managing a user account, a settlement company
account, and a game hall company account to carry out a
transfer between the accounts, the electronic settlement
server being capable of storing a user retained amount, a
mobile communication terminal, and a negotiable-value pro-
viding apparatus.

[0033] In the electronic settlement system, the mobile com-
munication terminal conmlunicates with the negotiable-value
providing apparatus via short-distance communication
means to acquire equipment identification information (for
example, an equipment 1D) identifying the negotiable-value
providing apparatus, generates a payment request message
containing user identification information (for example, a
user ID) identifying a user and the equipment identification
information, and transmits the payment request message to
the electronic settlement server. The electronic settlement

server adds a user transfer amount (for example. a transfer
amount minus a charge to be paid to a settlement company)
corresponding to an amount transferred from the user account
to the settlement company account, to the user retained
amount and requests the charge accommodating network to
transfer an amount (for example, the user transfer amount
minus a charge to be paid to the settlement company) corre-
sponding to the transfer amount from the settlement company
account to the game hall company account, then according to
the payment request message, instructs the negotiable—value
providing apparatus to provide a negotiable value corre—
sponding to a user payment amount (for example, a rental ball
charge of 1,000 yen), and subtracts an amount corresponding
to the user payment amount from the user retained amount.
Upon receiving the instruction to provide the negotiable value
from the electronic settlement system, the negotiable-value
providing apparatus provides the negotiable value corre-
sponding to the user payment amount.
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[0034] The electronic settlement system enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0035] A tenth aspect ofthe present invention proposes a an
electronic settlement server intended mainly for a single
game hall company and which is capable of requesting a
charge accommodating network managing a user account, a
settlement company account, and a game hall company
account to carry out a transfer between the accounts, and
according to a payment request message from a mobile com—
munication terminal, instructing a negotiable-value provid-
ing apparatus to provide a negotiable value corresponding to
a user payment amount (for example, a rental ball charge of
1,000 yen).
[0036] The electronic settlement server is characterized by
comprising storage means (for example, a database unit) for
storing a user retained amount, transfer request processing
means (for example, a transfer request processing unit) for
adding a user transfer amount corresponding to a transfer
amount from the user account to the settlement company
account, to the user retained amount and requesting the
charge accommodating network to transfer an amount corre-
sponding to the transfer amount from the settlement company
account to the game hall company account, payment request
processing means (for example, a payment request process—
ing unit) for, according to the payment request message,
subtracting an amount corresponding to the user payment
amount from the user retained amount, and provision
instructing means (for example, a provision instructing unit)
for instructing the negotiable-value providing apparatus to
provide the negotiable value corresponding to the user pay-
ment anioLuit.

[0037] The electronic settlement server enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0038] An eleventh aspect of the present invention pro—
poses an electronic settlement method.
[0039] The electronic settlement method is characterized
by comprising a step (for example, a process 8504 of trans-
mitting a transfer request) of requesting a charge accommo-
dating network to transfer a transfer amount specified by a
user from a user account to a settlement company account, a
step (for example, a process 8507 of transmitting the transfer
request) of requesting the charge accommodating network to
transfer an amount corresponding to the transfer amount from
the settlement company account to a game hall company
account, a step (for example, a retained amount data process
3510) of adding a user transfer amount corresponding to the
transfer amount from the user account to the settlement coni-

pany accotuit, to a user retained amotmt for storage, a step (for
example, 8603) of receiving a payment request message eon-
tainjng equipment identification information acquired
through communication with a negotiable-value providing
apparatus via short-distance communication means and iden-
tifying the negotiable-value providing apparatus and user
identification information identifying the user, a step (for
example, a process 8605 of transmitting a provision instruc—
tion message) of, according to the payment request message,
instructing the negotiable-value providing apparatus to pro-
vide a negotiable value corresponding to a user payment
amount (for example, a rental ball charge of 1,000 yen), and
a step (for example, a subtraction process 3607) of subtract-
ing an aniotmt corresponding to the user payment amount
from the user retained amount.
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[0040] The electronic settlement method enables provision
of a new settlement method replacing existing settlement
methods such as credit cards and debit cards.

[0041] The present invention is further characterized as
follows.

[0042] Before transmitting the provision instruction mes-
sage and the transfer request message, the electronic settle—
ment server stores a computerized contract document for a
contract signed between the user and the settlement company
serving as an operator of the electronic settlement system, the
contract specifying that the settlement company withdraws
the specified amount from the user account, as well as a
computerized contract document storage original attached to
the computerized contract document and having the verified
user’s electronic signature and settlement company’s elec-
tronic signature.
[0043] Furthermore, the electronic settlement server trans-
mits the computerized contract document storage original for
a bank in which the user accotuit to be dealt with is present.
[0044] Additionally, the electronic settlement method
according to the present invention further comprises a step of
receiving a computerized contract document for a contract
signed between the user and the settlement company serving
as an operator of the electronic settlement system, the con-
tract specifying that the settlement company withdraws the
specified amount from the user account, as well as the user’s
electronic signature and electronic certificate both attached to
the contract document, a step of verifying the user’s elec-
tronic signature and electronic certificate and according to a
result of the verification, transmitting a computerized con—
tract document and an electronic signature and an electronic
certificate of the settlement company, and a step of receiving
and storing the computerized contract document, the user’s
electronic signature and the settlement company’s electronic
signature both attached to the computerized contract docu-
ment, and a computerized contract document storage original
including a time stamp.
[0045] According to the present invention having these
additional features, the user can immediately utilize the
settlement method other than cash payment without the need
for a prior written contact between the settlement company
and the user.

Advantages of the Invention

[0046] The present invention allows implementation of
electronic settlement replacing cash settlement and which can
be utilized in game halls.
[0047] Another aspect of the present invention allows
implementation of easy and secure electronic settlement
which can 3e utilized in game halls.

BRIEF DESCRIPTION OF THE DRAWINGS

[0048] F G. 1 is a network diagram showing an example of
an electronic settlement system;
[0049] F G. 2 is a function block diagram showing an
example of the configuration of a negotiable—value providing
apparatus and a mobile communication tenninal;
[0050] F G. 3 is a diagram showing an example of infor-
mation stored in a payment request generating unit;
[0051] F G. 4 is a ftmction block diagram showing an
example of the configuration of an electronic contract apply-
ing unit;
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[0052] FIG. 5 is a function block diagram showing an
example of the configuration of an electronic settlement
server;

[0053] FIG. 6 is a diagram showing an example of the
configuration of a user table stored in a database unit;
[0054] FIG. 7 is a diagram of an example of the configura-
tion of a negotiable-value providing apparatus table stored in
the database unit;
[0055] FIG. 8 is a function block diagram showing an
example of the configuration of an electronic contract pro-
cessing unit;
[0056] FIG. 9 is a sequence diagram showing an example of
the operation of the electronic settlement system;
[0057] FIG. 10 is a sequence diagram continued from FIG.
9 and showing an example of the operation of the electronic
settlement system;
[0058] FIG. 11 is a sequence diagram continued from FIG.
10 and showing an example of the operation of the electronic
settlement system;
[0059] FIG. 12 is a sequence diagram continued from FIG.
11 and showing an example of the operation of the electronic
settlement system;
[0060] FIG. 13 is a sequence diagram continued from FIG.
12 and showing an example of the operation of the electronic
settlement system;
[0061] FIG. 14 is a diagram showing an example ofan input
screen displayed in an output unit;
[0062] FIG. 15 is a diagram showing an example ofthe data
configuration of a settlement request message generated by
the payment request generating unit:
[0063] FIG. 16 is a diagram showing an example ofthe data
configuration of a transfer request message;
[0064] FIG. 17 is a network diagram showing an example
of an electronic settlement system according to the present
invention;
[0065] FIG. 18 is a block diagram showing a general con-
figuration of a charge accommodating network;
[0066] FIG. 19 is a function block diagram showing an
example ofthe configuration ofa negotiable-value providing
apparatus and a mobile communication terminal;
[0067] FIG. 20 is a function block diagram showing an
example of the configuration of an electronic settlement
server;

[0068] FIG. 21 is a diagram showing an example of the
configuration ofa user table stored in a database unit;
[0069] FIG. 22 is a diagram showing an example of the
configuration ofuser retained amount data stored in the data-
base unit;
[0070] FIG. 23 is a diagram showing an example of the
configuration of a game hall company table stored in the
database unit;

[0071] FIG. 24 is a diagram showing an example of the
configuration of game ball company retained amount data
stored in the database unit;

[0072] FIG. 25 is a diagram showing an example of the
configuration of a negotiable-value providing apparatus table
stored in the database unit;

[0073] FIG. 26 is a function block diagram showing an
example in which an electronic settlement server has a dis—
tributed server configuration;
[0074] FIG. 27 is a sequence diagram showing an example
of the operation of the electronic settlement system;
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[0075] F G. 28 is a sequence diagram continued from FIG.
27 and showing an example ofthe operation of the electronic
settlement system;
[0076] F G. 29 is a sequence diagram continued from FIG.
28 and showing an example ofthe operation of the electronic
settlement system;
[0077] F G. 30 is a sequence diagram continued from FIG.
29 and showing an example ofthe operation of the electronic
settlement system;
[0078] F G. 31 is a diagram illustrating an example of an
operation performed between the electronic settlement server
and a charge accommodating network when a user transfer
amount is processed;
[0079] F G. 32 is a diagram continued from FIG. 31 and
illustrating an example of the operation performed between
the electronic settlement server and the charge accommodat-
ing networ ’ when the user transfer amount is processed;
[0080] F G. 33 is a diagram continued from FIG. 32 and
illustrating an example of the operation performed between
the electronic settlement server and the charge accommodat-
ing networ< when the user transfer amotmt is processed;
[0081] F G. 34 is a sequence diagram showing an example
of the operation of the electronic settlement system per—
formed during communication between the mobile commu-
nication terminal and the negotiable-value providing appara-
tus via short-distance communication means;

[0082] F G. 35 is a diagram showing a state observed after
the processing between step S1301 and step Sl307 following
the state shown in FIG. 33;

[0083] F G. 36 is a sequence diagram showing an example
of a process of a transfer to a game hall company account in
the electronic settlement system;

 
[0084] F G. 37 is a diagram showing the result ofexecution
ofsteps S1401 to $1405 following the state shown in FIG. 35;
[0085] F G. 38 is a sequence diagram showing an example
ofthe operation ofan electronic settlement system performed
when a transfer from a user account to a settlement company
account is requested according to a third embodiment;
[0086] F G. 39 is a diagram showing an example of a state
observed before a user transmits a transfer request message to
an electronic settlement server;

[0087] F G. 40 is a diagram showing a state observed after
the user has transmi ed a transfer request message requesting
a transfer of a user transfer amount of 10,000 yen; from the
mobile communica ion terminal to the electronic settlement

server, wherein the ransmission follows the state shown in
FIG. 39;

[0088] FIG. 41 is a diagram showing a state observed after
the user has transmi ed a transfer request message requesting
a transfer of game hall company transfer amo unt; from a
mobile communica ion terminal to the electronic settlement

server and a charge accommodating network has executed a
transfer process corresponding to the message, wherein the
transmission and execution follow the state shown in FIG. 40;

[0089] FIG. 42 is a diagram showing a state observed after
execution ofa retained amount data process by the electronic
settlement server following the state shown in FIG. 41;
[0090] FIG. 43 is a sequence diagram showing an example
of the operation of an electronic settlement system 1A per-
formed during communication between the mobile commu-
nication terminal and a negotiable-value providing apparatus
via short-distance communication means;
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[0091] FIG. 44 is a diagram showing a state observed after
the processing between step $1601 and step $1607 following
the state shown in FIG. 42;

[0092] FIG. 45 is a block diagram showing an example of
the configuration of an electronic settlement system accord-
ing to a fourth embodiment;

[0093] FIG. 46 is a function block diagram showing an
example ofthe configuration ofa negotiable-value providing
apparatus and a mobile communication terminal according to
a fourth embodiment;

[0094] FIG. 47 is a block diagram showing an example of
the configuration of an electronic settlement server according
to a fourth embodiment;

[0095] FIG. 48 is a diagram showing an example of an
addition process executed by the electronic settlement system
according to the fourth embodiment;

[0096] FIG. 49 is a diagram continued from FIG. 48 and
showing the example of the addition process executed by the
electronic settlement system according to the fourth embodi-
ment;

[0097] FIG. 50 is a diagram continued from FIG. 49 and
showing the example of the addition process executed by the
electronic settlement system according to the fourth embodi-
ment,

[0098] FIG. 51 is a diagram showing an example of an
addition process executed by the electronic settlement system
according to the fourth embodiment and which is different
from the addition process shown in FIG. 48;
[0099] FIG. 52 is a diagram continued from FIG. 51 and
showing the example of the addition process executed by the
electronic settlement system according to the fourth embodi—
ment; and

[0100] FIG. 53 is a diagram continued from FIG. 52 and
showing the example of the addition process executed by the
electronic settlement system according to the fourth embodi-
ment.

DESCRIPTION OF SYMBOLS

 [0101] 1, 1A, 1B . . . Electronic settlement systems
[0102] 10, 10A, 10B . . . Electronic settlement servers
[0103] 20, 20A, 20B . . . Mobile communication terminals

[0104] 30, 30A, 30B . . . N egotiable-value providing appa-
ratuses

[0105] 40 . . . Financial institution system

[0106] 40A , . . Charge accommodating network
[0107] 41 . . . User account

[0108] 42 . . . Settlement company account
[0109] 43 . . . Game hall company account
[0110] 206 . . . Electronic contract applying unit
[0111] 402, 402A . . . Payment request processing units
[0112] 403, 403A . . . Database units
[0113] 404 . . . Credit check unit

[01 14] 404A . . . Transfer request processing unit
[0115] 405 . . . Transfer request unit
[0116] 405A . . . Clearing processing unit
[0117] 406, 406A . . . Provision instructing units
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[0118] 408, 409A . . . Electronic contract processing unit
[0119] 410B . . . Addition request processing unit

BEST MODE FOR CARRYING OUT THE
INVENTION

[0120] Embodiments of the present invention will be
described below with reference to the drawings.

I. First Embodiment

 I.1. Example ofConfiguration of the Electronic
Settlement System

[0121] FIG. 1 is a network diagram showing an example of
an electronic settlement system according to a first embodi-
ment of the present invention.
[0122] In an example shown in FIG. 1, an electronic settle-
ment system 1 has an electronic settlement server 10, a
mobile communication terminal 20, a negotiable—value pro—
viding apparatus 30, an authentication server 90, and a time
stamp server 95. The electronic settlement server 10 is con-
nected to a financial institution system 40 checking credits
and executing a process of transferring a specified amount
from a user’s account to a specified destination account based
on an instruction from the electronic settlement server 10.

Furthennore, the electronic settlement server 10 is connected
to a communication network 50 and can communicate with

the negotiable-value providing apparatus 30 via the commu-
nication network 50. The mobile communication terminal 20
can communicate with the electronic settlement server 10 via

a base station 60, a mobile communication network 70, and a
gateway 80 connecting the mobile communication network
70 and the communication network 50 together. The mobile
communication terminal 20 can also communicate with the

negotiable-value providing apparatus 30 Via short-distance
communication means. The authentication server 90 can be
connected to the electronic settlement server 10 and the
mobile communication terminal 20 via the conmrunication

network 70. The time stamp server 95 canbe connected to the
mobile communication terminal 20 via the communication

network. The components ofthe electronic settlement system
1 will be described below.

I. l .l . Negotiable-Value Providing Apparatus

[0123] The negotiable—value providing apparatus 30 pro—
vides a prepared negotiable value (a tangible object or an
intangible object that can be bought with money) to a user as
consideration for electronic settlement carried out by the user
using the mobile communication terminal 20. The nego-
tiable-value providing apparatus 30 in the present embodi-
ment need not necessarily provide a negotiable value directly
to a user. The negotiable-value providing apparatus 3 0 may be
an apparatus such as a CAT terminal for debit cards which
provides a negotiable value indirectly to a user by notifying a
shop of the possibility of electronic settlement to allow the
shop to deliver an article to the user.
[0124] Furthermore, the negotiable—value providing appa—
ratus 30 may output, transmit, or write electronic data to
another apparatus or a storage medium as a negotiable value.
For example, the negotiable-value providing apparatus 30
may transmit a message or a command requesting a playing
machine or a game machine connected to the negotiable-
value providing apparatus 30 via a network to provide a play
or a game. In this case, the user can enjoy, through the nego-
tiable-value providing apparatus 30, a play or a game for a
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play or game charge paid utili7ing the electronic settlement
system 1. Additionally, the negotiable—value providing appa—
ratus 30 may write electronic data such as the number of times
the game machine can be utilized and the amotmt for which
the game machine can be utilized, to a cellular phone includ-
ing an IC card or an IC card function or a storage medium such
as a USB memory. The user allows a playing machine, a game
machine, an issuing machine, a clearing machine, or the like
to read electronic data from the storage medium to which the
negotiable-value providing apparatus 30 has written the elec-
tronic data. The user can thus acquire a product or a service
provided by these apparatuses.
[0125] FIG. 2 is a function block diagram showing an
example of the configuration of the negotiable-value provid-
ing apparatus 30 and the mobile communication terminal 20.
The configuration of the negotiable—value providing appara—
tus 30 will be described below with reference to FIG. 2.

[0126] The negotiable-value providing apparatus 30 has a
network communication processing unit 301, a provision
control unit 302, a providing apparatus—side short—distance
communication unit 303, and a negotiable-value supply unit
304. The network commtmication processing tmit 301 has a
function of communicating with the electronic settlement
server 10 via the communication network 50. The network

communication processing unit 301 is, for example, a com—
munication board with a protocol stack mounted thereon.
[0127] The provision control unit 302 has the function of
instructing and controlling the operation ofthe network corri-
rnunication processing unit 301, the providing apparatus-side
short-distance communication unit 303, and the negotiable-
value supply unit 304. The provision control tmit 302 is, for
example, a microcomputer with a program installed thereon
allowing the negotiable-value providing apparatus 30 to be
implemented.
[0128] The providing apparatus—side short—distance com—
munication unit 303 has the function of communicating with
a terminal—side short—distance communication unit 201

mounted in the mobile communication terminal 20. The pro-
viding apparatus-side short distance communication unit 303
is, for example, a reader/write for a non-contact IC card. A
communication scheme used by the providing apparatus-side
short-distance communication unit 303 need not be limited to

radio communication but may be infrared commtmication.
Furthermore, the present invention can be implemented by a
method of using the mobile communication terminal 20 to
optically read a bar code displayed by the negotiable-value
providing apparatus 30 to pass data. Additionally, the com—
munication scheme need not necessarily be of a non—contact
type. The present invention can be implemented by a com—
munication scheme using connection with a communication
cable or a USB socket.

[0129] The negotiable-value supply unit 304 has the func-
tion of providing a negotiable value to a user according to an
instruction from the provision control unit 302. The nego-
tiable-value supply unit 304 is, for example, a rental ball
output unit of a ball renting machine, a medal hopper of a
medal renting machine, a casino chip renting machine, a
display of an authentication tcrminal (CAT terminal), or a
printer. The negotiable value is anything than can be bought
with money. The negotiable value is rental balls, rental med—
als, casino chips, prepaid cards, on—value cards (house cards),
or equivalents.

1.1.2. Mobile Communication Terminal

[0130] Now, the mobile conmiunication terminal 20 will be
described with reference to FIG. 20. The mobile communi-
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cation terminal 20 is a terminal apparatus that can communi-
cate with the electronic settlement server 10 via the commu-

nication network 50 and also with the negotiable—value
providing apparatus 30. The mobile communication terminal
20 is, for example, a cellular phone having a non—contact IC
card (for example, FeliCa: Sony Corporation’s registered
trademark) function, a cellular phone with short-distance
communication means and radio communication means

mounted thereon, PDA (Personal Data Assistant), a portable
game machine, or an IF telephone including a radio LAN
communication apparatus. The mobile communication ter-
mina120 has the terminal-side short-distance communication

unit 20l allowing communication with the above-described
providing apparatus-side short-distance communication unit
303, a payment request generating unit 202, a radio commu—
nication unit 203, an input unit 204, an output unit 205, and an
electronic contract applying unit 206.
[0131] The terminal-side short-distance conmiunication
unit 201 has the function of communicating with the provid-
ing apparatus-side short-distance communication unit 303.
The temiinal-sidc short-distance communication unit 201 is,
for example, an IC card chip and an antemia.
[0132] The payment request processing unit 202 has the
function of generating a settlement request message request-
ing the electronic settlement server 10 to pay consideration
(charge) for the negotiable value provided by the negotiable-
value providing apparatus 30. The payment request process-
ing unit 202 is, for example, a microcomputer with an i appli
(“i appli”: NTTDoCoMo, Inc.’s registered trademark; an
application downloaded into a cellular phone to allow a value—
added function to be added and not particularly limiting an
OS; hereinafter referred to as the i appli) mounted thereon.
The payment request generating unit 202 has the function of
storing information used for the user’s payment. FIG. 3 shows
an example of information stored in the payment request
generating unit 202. In the present example, the payment
request generating unit 202 stores a user ID 101 that is infor-
mation uniquely identifying the user registered as the user of
the mobile communication terminal 20, a password 102
required for the electronic settlement server to authenticate
the user, and a bank number 103, a branch office number 104,
and an account number 105 all identifying an account from
which the user withdraws money to be paid, and a personal
identification number 106 set for the account. During instal—
lation ofan application such as the i appli allowed to function
as the payment request generating unit 202 by the mobile
communication terminal 20 according to the user’s instruc-
tion or user registration for making services for the present
electronic settlement available, the user is requested by the
input unit 204 to input these pieces of information, particu-
larly the bank number 103, branch office number 104,
account number 105, and personal identification number 106.
The input information is stored in advance as the pieces of
information 101 to 106. The pieces of information 101 to 106
are used to generate a settlement request message requesting
payment of consideration (charge) for provision of a nego—
tiable value. The pieces of information 101 to 106 are trans-
mitted to the electronic settlement server 10 as a part of the
settlement request mes sage.
[0133] FIG. 2 is referred to again, and the mobile commu—
nication terminal 20 will be continuously described.
[0134] The radio communication unit 203 has the function
ofallowing the mobile communication terminal 20 to connect
to the mobile communication network 70 via the base station
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60 to communicate via the mobile communication network

70. The radio communication unit 203 is, for example, a radio
communication circuit having a modulation circuit and a
demodulation circuit. The mobile communication network

70 may be a communication network for conunon cellular
phones or for WIMAX or a radio LAN.

[0135] The input unit 204 has the function ofconverting the
user’s instruction into an electric signal and passing the elec-
tric signal to the payment request generating unit 202. The
input unit 204 is, for example, keys of a cellular phone, a
touch pen and a touch panel, or a pointing device.

[0136] The output unit 205 has an information output func—
tion of allowing thc mobilc communication tcrminal 20 to
communicate information to the user. The output unit 205 is,
for example, a liquid crystal panel ofa cellular phone, a liquid
crystal panel of a CAT terminal, or a small-sized printer.

[0137] The electronic contract applying unit 206 has the
function of executing a process of electronically signing a
contract between the user and the operator, administrator, or
the like (hereinafter referred to as a settlement company) of
the electronic settlement system 1 before the utilization ofthe
electronic settlement system 1; according to the contract, the
settlement company Withdraws a specified amount from the
uscr account

[0138] FIG. 4 is a function block diagram showing an
cxamplc ofthe configuration ofthe clcctronic contract apply-
ing unit 206. As shown in FIG, 4, the electronic contract
applying unit 206 has a control unit 701, an encryption pro-
cessing unit 702, a storage unit 703, a decryption processing
unit 704, a determination unit 705, and a time stamp acquiring
unit 70 6 .

[0139] The control unit 701 has the function of integrally
controlling the operation of the encryption processing unit
702, storage unit 703, decryption processing unit 704, deter-
mination unit 705, and time stamp acquiring unit 706 to order
starting of each of these units, input and output ofdata to and
from each unit, and the like.

[0140] The encryption processing unit 702 has the function
of generating an electronic signature by a predetermined
encryption method using an encryption key 715.
[0141] The storage unit 703 has the function of storing a
user-side electronic certificate 711, a settlement company-
side electronic certificate 712, a computerized contract docu-
ment 713, a computerized contract document original 714,
the encryption key 715, and the like.
[0142] The user—side electronic certificate 711 is electronic
data certifying that one of the signees of the computerized
contract document 713 is the user himself. The user—side
electronic certificate 711 is electronic data defined in, for
example, X509 of ITU-T Recormnendations and includes
information on the user (an organization to which the user
belongs, the user’s identification name and name, and the
like), a public key, an expiration date, a serial ntunber, and a
signature, In the present example, the user-side electronic
certificate 711 is electronic data issued by the authentication
scrvcr 90.

[0143] According to the present embodiment, the follow—
ing can also be used as the user-side electronic certificate 711.
[0144] a) A password or the like issued when a contract for

the mobile terminal is signed with a financial institution
having the user account,
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[0145] b) A serial number (user ID) written to the mobile
communication tcrminal at the same timc whcn thc uscr

downloads an application such as the i appli from the
electronic settlement 10,

[0146] c) The manufacture number of the mobile commu-
nication terminal 20,

[0147] d) The serial number ofan SIM (Subscriber Identity
Module Card),

[0148] e) The telephone number of the mobile communi-
cation terminal 20,

[0149] f) A common ID for the standards typified by
OpenID, and

[0150] g) One or more ofthe results ofa logical calculation
or encryption of the pieces of infomlation a) to f) and
information describing the date and the amount.

[0151] The “OpenID” is a standard for the conunon ID, is in
a URL format, and can be commonly utilized in OpenID-
compatible sites (see http://openidnet’).
[0152] The settlement company—side electronic certificate
712 is electronic data certifying that the other ofthe signees of
the electronic contract document 713 is the settlement com—

pany. The settlement company-side electronic certificate 712
is electronic data defined in. for example, X509 of ITU-T
Reconunendations and includes information on the user (an
organization to which the user belongs, the user’s identifica-
tion name and name, and the like), a public key, an expiration
date, a serial number, and a signature. In the present example,
the settlement company-side electronic certificate 712 is elec-
tronic data issued by the authentication server 90.
[0153] The computerized contract document 713 is elec-
tronic data describing the contents a contract signed between
the user and the settlement company, the operator of the
system and specifying that the settlement company with-
draws a specified amount from the user amount and the bank
in which the user’s account is present agrees that the settle-
mcnt company withdraws the spccificd amount from the
uscr’s account or the bank is rcqucstcd to pcrmit thc scttlc-
ment company to withdraw the specified amount from the
user’s account.

[0154] The computerized contract doctunent original 714
is electronic data corresponding to the computerized contract
document 713 with the user’s electronic signature, the settle-
ment company’s electronic signature, and the time stamp. The
computcrizcd contract documcnt original 714 corrcsponds to
a sealed contract document between the parties concerned.
[0155] The encryption key 715 is used by the user to gen-
erate an electronic signature or to decrypt encrypted informa-
tion transmitted by the electronic settlement server 10. The
encryption key 715 is, for example, a secrete key for a public
key scheme or a common encryption key for a common key
schcmc.

[0156] The user-side electronic certificate 711 and the
encryption key 715 may be pre-acquired from the authenti-
cation server 90, that is, a certification authority (CA), for
storage or installed in the mobile communication terminal 20
by a manufacturer or a vender before shipment thereof.
[0157] The computerized contract document 713 and the
settlement company-side electronic certificate 712 are
acquired from the electronic settlement server 10 during
downloading of an application such as the i appli described
below. Of course, the computerized contract document 713
and the settlement company-side electronic certificate 712
may be acquired by a different method.
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[0158] The decryption processing unit 704 has the function
of decrypting the settlement company’s electronic signature
transmitted by the electronic settlement server 10.
[0159] The determination unit 705 has the function of veri—
fying the settlement company’s electronic certificate and
electronic signature transmitted by the electronic settlement
server 10 together with the computerized contract document.
[0160] The time stamp acquiring unit 706 has the following
function provided if the determination unit 705 determines
that the computerized contract document is electronically
signed by the settlement company, based on the settlement
company’s electronic certificate and electronic signature
transmitted by the electronic settlement server The time
stamp acquiring unit 706 requests and acquires the time
stamp on the computerized contract document with the elec—
tronic signature, from the time stamp server 95, and transmits
the computerized contract document with the electronic sig—
nature to the electronic settlement server together with the
time stamp acquired. Furthermore, the time stamp and the
computerized contract document with the electronic signa-
ture are stored in the storage unit 703 as a computerized
signed contract document original.
[0161] The electronic contract applying tuiit 206 and the
mobile communication terminal 20 have been described,

 I.l.3 Electronic Settlement Server

[0162] Now, the electronic settlement server 10 will be
described with reference to FIG. 5. FIG. 5 is a function block

diagram showing an example of the configuration ofthe elec-
tronic settlement server 10.

[0163] The electronic settlement server 10 is an apparatus
including an central processing unit (CPU), a main memory
(RAM), a read only memory (ROM), an I/O device (I/O), and
an external storage device such as a hard disk device as
required. The electronic settlement server 10 is, for example,
an information processing apparatus such as a computer or a
workstation. The ROM or the hard disk device stores a pro-
gram allowing the information processing apparatus to func-
tion as the electronic settlement server 10 or a program allow—
ing an electronic settlement method to be executed by a
computer. The program is placed on the main memory and
executed by the CPU to implement the electronic settlement
server 10 or to execute the electronic settlement method.

Furthermore, the program need not necessarily be stored in
the storage device in the information processing apparatus.
The program may be provided by an external apparatus (for
example, a server such as an ASP (Application Service Pro-
vider)) and placed on the main memory. Moreover, the elec-
tronic settlement server 10 may be configured as a center into
which all functions are integrated or as distributed servers
divided by functions installed away from one another to
enable a distributed process.
[0164] The electronic settlement server 10 shown in FIG. 5
has a network communication processing unit 401, a payment
request processing unit 402, a database tmit 403, a credit
check unit 404, a transfer request unit 405, a provision
instructing unit 406, a processing result notifying unit 407,
and an electronic contract processing unit 408.
[0165] The network communication processing unit 401
has the function of communicating with the mobile commu-
nication terminal 20 and the negotiable-value providing appa-
ratus 30 via the communication network 50. The network

communication processing unit 401 is, for example, a corn-
munication board allowing the protocol stack to be carried
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out. Upon receiving a request message from the mobile com-
munication terminal 20, the network communication pro-
cessing unit 401 passes the request message to the payment
request processing unit 402. Upon receiving a provision
instruction message destined for the negotiable—value provid—
ing apparatus 30 from the provision instructing unit 406, the
network communication processing unit 401 transmits the
provision instruction message to the negotiable-value provid-
ing apparatus 30.
[0166] Upon receiving a settlement request message from
the mobile communication terminal 20 via the network com—

munication processing unit 401, the payment request pro—
cessing unit 402 passes the settlement request message to the
credit check unit 404 to allow the credit check unit 404 to

inquire about the credit status of the user having issued the
settlement request message. If the credit check unit 404
receives, from the financial institution system 40, a check
result indicating that the user’s credit status has no problem,
that is, the payment request is acceptable, the payment
request processing unit 402 allows the transfer request unit
405 to generate and transmit a transfer request message to the
financial institution system 40. Moreover, the payment
request processing unit 402 allows the provision instructing
unit 406 to generate a provision instruction message destined
for the negotiable—value providing apparatus 30 and to trans—
mit the provision instruction message to the negotiable-value
providing apparatus 30 via the network communication pro-
cessing unit 401.
[0167] The database unit 403 generates a transfer request
message based on the settlement request message. The data—
base unit 403 further stores information required to generate
a provision instruction message as well as the user’s usage of
the present electronic settlement system. FIG. 6 shows an
example of the configuration of a user table stored in the
database unit 403. A user table 500 is data having one record
501 for each user. Each record 501 stores a user ID 502, a
password 503, a mail address 504, and usage information
505, The user ID 502 is information uniquely identifying the
user. The password 503 is information required to prevent a
third party from pretending to be the user to unfairly utilize
the present electronic settlement system. The mail address
503 is information used as a destination address if the pro—
cessing result notifying unit 407 utilizes an electronic mail to
notify the user of the processing result of settlement. The
usage information 505 includes various pieces ofinformation
such as the frequency at which the user has utilized the
present electronic settlement system, the amount for which
the user has utilized the system, and the places in which the
user has utilized the system. The usage information 505 is
utilized for marketing analysis and selective distribution of
recommendation information to the user.

[0168] FIG. 7 shows an example of the configuration of a
negotiable-value providing apparatus table stored in the data-
base unit 403. A negotiable-value providing apparatus table
600 is data having one record 601 for each negotiable-value
providing apparatus 30. Each record 601 stores an equipment
ID 602, an equipment IP address 603, a destination bank 604,
a branch office name 605, an account number 606, and an
account holder’s name 607.

[0169] The equipment ID 602 is information uniquely iden-
tifying the negotiable-value providing apparatus 30. The
equipment IP address is information utilized as a destination
address for a provision instruction message based on a
received settlement request message having the correspond-
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ing equipment ID. The destination bank 604, the branch office
name 605, the account number 606, and the account holder’s
name 607 are information required to identify the destination
of the transfer amount from the user’s bank account if the

electronic settlement server 10 receives the settlement request
message corresponding to the equipment ID.
[0170] FIG. 5 is referred to again, and the example of con—
figuration of the electronic settlement server 10 will be con—
tinuously described.
[017]] The provision instructing unit 406 allows a provi-
sion instruction message destined for the negotiable-value
providing apparatus 30 to be generated. The provision
instructing unit 406 transmits the provision instruction mes—
sage to the negotiable—value providing apparatus 30 via the
network communication processing unit 401. The address of
the negotiable-value providing apparatus 30 is acquired with
reference to the above-described negotiable-value providing
apparatus table 600.
[0172] Furthemtore, the processing result notifying unit
407 serves to notify the user whether or not the settlement
request message has been processed. The processing result
notifying unit 407 generates an electronic mail destined for
the mobile communication terminal 20 and transmits the

electronic mail or describes information indicating the pro-
cessing result on a web page that can be browsed via the
mobile communication terminal 20 and wait for browsing Via
the mobile communication terminal 20. The content of the

notification is, for example, the message “Settlement request
has been processed. Thank you for allowing us to serve you”
or “Short balance. Settlement has failed.”

[0173] The electronic contract processing unit 408 has the
function of cooperating with the mobile communication ter-
minal 20, more specifically the electronic contract applying
unit 206 thereof, in allowing the user and the operator, admin—
istrator, or the like of the electronic settlement system 1
(hereinafter referred to as the settlement company) to elec—
tronically sign a contract specifying that the settlement com-
pany withdraws the specified amount from the user account
before the utilization ofthe electronic settlement system 1 can
be started.

[0174] Furthemtore, the electronic contract processing unit
408 has the function of transmitting data from the computer-
ized contract document original certifying the contract signed
between the user and the settlement company, to the financial
institution having the user account.
[0175] Specifically, the electronic contract processing unit
408 has the function of allowing the computerized contract
document 713 to be downloaded into the mobile communi-

cation tenninal 20, the function of receiving a computerized
contract document 711 with an electronic signature and a
user-side electronic certificate 711 both transmitted by the
mobile communication terminal 20, the function ofverifying
the received electronic signature and user-side electronic cer-
tificate 711, and if the electronic signature and the user-side
electronic certificate 711 are determined to be valid, trans-
mitting the computerized contract document 713 with the
user’s electronic signature as well as the settlement compa—
ny‘s electronic signature and the settlement company-side
electronic certificate 712, to the mobile communication ter-
minal 20, the function of receiving the computerized contract
document original 714 transmitted by the mobile communi-
cation tenninal 20 for storage, and the function of transmit-
ting the computerized contract doctunent original 714 to an
apparatus specified by the financial institution (for example,
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the financial institution system 40 or a network terminal appa-
ratus (for example, a PC) specified by the financial institu-
tion).
[0176] FIG. 8 is a function block diagram showing an
example of the configuration of the electronic contract pro—
cessing unit 408. As shown in FIG. 8, the electronic contract
processing unit 408 has a control unit 801, an encryption
processing unit 802, a storage unit 803, a decryption process-
ing unit 804, and a determination unit 805.
[0177] The control unit 801 has the function of integrally
controlling the operation of the encryption processing unit
802, storage unit 803, decryption processing unit 804, and
determination unit 805 to order starting ofeach ofthese units,
input and output of data to and from each unit, and the like.
[0178] The encryption processing unit 802 has the function
of generating the settlement company’s electronic signature
by a predetemtined encryption method using an encryption
key 811.
[0179] The storage unit 803 has the function of storing the
user-side electronic certificate 711, the settlement company-
side electronic certificate 712, the computerized contract
document 713, the computerized contract doctunent original
714, the encryption key 811, and the like.
[0180] The user-side electronic certificate 711, settlement
company-side electronic certificate 712, computerized con-
tract document 713, and computerized contract document
original 714 are the same as those stored in the storage unit
703 of the electronic contract applying unit 20. Thus, the
description of these units is omitted.
[0181] The encryption key 811 is used by the electronic
settlement company to generate an electronic signature or to
decrypt encrypted information transmitted by the mobile
communication tenninal 20. The encryption key 811 is, for
example, a secrete key for a public key scheme or a common
encryption key for a common key scheme.
[0182] The settlement company-side electronic certificate
712 and the encryption key 81 I may be pre-acquired from the
authentication server 90, that is, the certification authority
(CA), for storage.
[0183] The decryption processing unit 804 has the function
of decrypting the user’s electronic signature transmitted by
the mobile communication terminal 20.

[0184] The determination unit 805 has the function of veri-
fying the user’s electronic certificate and electronic signature
transmitted by the mobile communication terminal 20
together with the computerized contract document.
[0185] Upon receiving the computerized contract docu-
ment storage original 714, corresponding to the computerized
contract document with the time stamp and the electronic
signature, the control unit 801 allows the storage unit 803 to
store the computerized contract document storage original
714. The control unit 801 further transmits the computerized
contract document storage original destined for the bank in
which the user’s account is present.

1.1.4 Communication Network

[0186] FIG. 1 is referred to again, and the description of the
components of the electronic settlement system 1 according
to the present embodiment will be restarted.
[0187] “Whether the communication network 50 is a wired
or wireless network and uses a leased or switched circuit, the
communication network 50 operates to enable infonnation
transmission between apparatuses comlected to the commu-
nication network 50 when each ofthe apparatuses establishes
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a session with the target apparatus. The communication net-
work 50 may be implemented by combining a plurality of
networks via gateways as in the Internet. Furthermore, the
connections may be temporary ones like PPP connections
instead of direct connections to what is called a backbone

provided that information can be transmitted between the
apparatuses when each of the apparatuses establishes a ses-
sion with the other. The “communication network” may be a
commtuiication network not using path switching means such
as switching equipment, a switch, or a router which has fix-
edly distributed leased circuits.

1.1.5 Mobile Communication Network, Gateway, and
Base Station

[0188] In the example shown in FIG. 1, it is assumed that a
cellular phone is used as the mobile communication terminal
20. Thus, in the figure, the cellular phone serving as the
mobile communication terminal 20 cormects first to the base

station 60 through a radio circuit and then via the mobile
communication network 70 and the gateway 80 to the corn-
munication network 50, to which the electronic settlement
server 10 is connected. However, provided that the mobile
communication terminal 20 can be connected directly to the
communication network 50, the mobile communication ter—
minal 20 may be connected to the electronic settlement server
10 without passing through the mobile communication net—
work 70 or the gateway 80. For example. if the mobile com—
munication terminal 20 has a radio LAN connection fmetion.
communication via the mobile communication network 70

and the gateway 80 is not required.

I.1.6. Financial Institution System

[0189] In response to an inquiry about the user’s credit
status from the electronic settlement server 1, the financial
institution system 40 replies to the electronic settlement
server 1 with the credit status. In rcsponseto a transfer request
from the electronic settlement server 10, the financial insti-
tution system 40 can execute a transfer process (a transfer of
money from one account to another) or request a certain
apparatus to execute the transfer process. The financial insti-
tution system 40 may be an accommodation system such as a
multi-payment network (see, for example, http://www.j ampa.
gr.jp/pub/) which is not run directly by a financial institution.
The system replying to the electronic settlement server 10
with the credit status need not necessarily be the same as that
executing the transfer process. Furthermore, in the example
shown in FIG. I, the electronic settlement server 10 is con-
nected to the financial institution system 40 via a leased
circuit. However, the present embodiment can be imple-
mented even when the electronic settlement server 10 and the

financial institution system 40 are connected together via the
communication network 50. If for example, the financial
institution system 40 is a system prepared by what is called an
Internet bank, the electronic settlement server 10 and the
financial institution system 40 may be connected together via
the communication network 50.

[0190] Furthemiore, the financial institution system 40
may have the function of receiving and storing the comput-
erized contract document original 714 transmitted, by the
electronic settlement server 10, to the financial institution
having the user’s account. Based on the computerized con-
tract document original 714, the financial institution can
determine that the both the user and the settlement company
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agree that the settlement company withdraws the specified
amount from the user’s account. It is assumed that after the

reception of the computerized contract document original
714, the settlement company receives a request message
requesting that the settlement company withdraw the speci—
fied amount from the user’s account. Then, the computerized
contract document original 714 serves as a legal ground for
the transfer, by the financial institution system 40, of the
specified amount from the user’s accotmt in response to the
request message even without any special instruction from
the user.

I. 1 .7. Authentication Server

[0191] The authentication server 90 is an apparatus includ—
ing a central processing unit (CPU), a main memory (RAM),
a read only memory (ROM), an I/O device (I/O), and an
external storage device such as a hard disk device as required.
The authentication server 90 is, for example, an information
processing apparatus such as a computer or a workstation.
[0192] The authentication server 90 may further have the
function of issuing the user-side electronic certificate 711
and/or the settlement company-side electronic certificate 712
and managing a CRL (Certificate Revocation List) that is a
list of the validity of the user-side electronic certificate 711
and/or the settlement company-side electronic certificate 712
and replying to an inquiry about the validity.

I.1.8. Time Stamp Service

[0193] The time stamp server 95 is an apparatus including
a central processing unit (CPU), a main memory (RAM). a
read only memow (ROM), an I/O device (I/O), and an exter-
nal storage device such as a hard disk device as required. The
time stamp server 95 is, for example, an information process-
ing apparatus such as a computer or a workstation.
[0194] The time stamp server 95 has the function of, in
response to a time stamp issuance request from the mobile
communication terminal 90, generating and transmitting a
time stamp token to the mobile communication terminal. The
time stamp server 95 is an apparatus operating as a time stamp
station (TSA: Time Stamping Authority) described in RFC
3161 .

 12. Example of Operation of the Electronic
Settlement System

[0195] Now, the operation ofthe electronic settlement sys-
tem 1 will be described with reference to FIGS. 9, 10, 11, and
[2. FIGS. 9 and 10 are sequence diagrams showing an
example of an operation performed by the electronic settle-
ment system 1 during user registration. FIG. 11 shows an
example of an operation performed when the user acquires a
negotiable value through the electronic settlement system 1
after the user registration. FIG. 12 is a sequence diagram
continued from FIG. 11.

[0196] First, the operation performed by the electronic
settlement system 1 until the user is successfully registered
will be described with reference to FIGS. 9 and 10 and the

subsequent figures. FIGS. 9 and 10 are sequence diagrams
showing an example of an operation performed by the elec-
tronic settlement system 1 when the user is registered in the
electronic settlement system 1 using the mobile communica-
tion terminal 20.

[0197] First, the user connects the mobile conmiunication
terminal 20 to the electronic settlement server 10 and
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requests, from the electronic settlement server 10, software
for the mobile communication terminal 20 (an application the
function ofwhich can be added to the mobile communication

terminal 20 by downloading the application into the mobile
communication terminal 2 0, for example, the i appli) which is
required to receive services from the electronic settlement
system 1 ($101). In response to the request, the electronic
settlement server 10 allows the data of an application such as
the i appli and the computerized contract document 713 to be
downloaded into the mobile communication terminal 20

(8102). Upon receiving the i appli and the computerized
contract document 713, the mobile commtmication terminal
20 allows the data of the i appli and the like to be stored in a
storage device such as a memoq, while allowing, the comput-
erized contract document 713 to be stored in the storage unit
703 (S103). The i appli is executed by the CPU in the mobile
communication terminal 20 or the like to function as the

above—described payment request generating unit 202, trans—
fer request generating unit 207, electronic contract applying
unit 206, or the like.

[0198] In the above-described embodiment, the electronic
settlement server 10 is also used as a server for downloading
of the application such as the i appli and a server for down-
loading of the computerized contract document 713. How-
ever, ofcourse, the server for downloading of the application
such as the i appli and/or the server for downloading of the
computerized contract document 713 may be an apparatus or
a system that is separate from the electronic settlement server
1 0 .

[0199] The downloaded i appli is started by the user’s pre-
determined operation via the mobile connnunication terminal
20 (8104). Upon being started for the first time after down-
loading, the electronic contract applying unit 206, that is, the
i appli, allows the output unit 205 to display the computerized
contract document 713 ($104). The electronic contract apply—
ing unit 206 thus urges the user to check the contents of the
computerized contract document.
[0200] Then, the mobile communication terminal 20, more
specifically the electronic contract applying unit 206, accepts
an input indicating whether or not the user is to sign the
electronic contract ($105). For example, the liquid crystal
display, that is, the output unit 205, displays the message
“Contents of contract are displayed. Will you sign contract?
YES/NO” or the like to urge the user to input an answer Ifthe
user opts to sign the contract according to the contents of the
computerized contract document 713, the electronic contact
applying unit 206, more specifically the encryption process—
ing unit 702, uses the encryption key 715 to generate an
electronic signature ($106). In the present embodiment, the
electronic signature corresponds to a hash value for the corn-
puterized contract document 713 in which the user’s address,
name, and the like are filled, the hash value being encrypted
according to an RSA encryption scheme using the encryption
key 715. However, the present invention is not limited to this
aspect. For example, information may be used which allows
the user to be uniquely identified and which is obtained by
encrypting data that cannot be easily known by the thirdparty.
However, in this case, the electronic certificate 711 is not
utilized.

[0201] Then, the mobile communication terminal 20, more
specifically the electronic contract applying unit 206, trans-
mits the computerized contract document 713 (in which the
user’s address and name are additionally filled), the electronic
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signature generated in $106, and the user-side electronic cer-
tificate 711 to the electronic settlement server 10 ($107).

[0202] Upon receiving the computeri 7ed contract docu-
ment 713 and others transmitted inthe above-described $107,
the electronic settlement server 10 inquires ofthe authentica-
tion server 90, that is, an institution issuing the user-side
electronic certificate, about the validity of the user-side elec-
tronic certificate 711 ($108). The authentication server 90
references the CRL (Certified Revocation List) to determine
the validity of the user—side electronic certificate 711. The
authentication server 90 then transmits the result of the deter—

mination to the electronic settlement server 10 (8109).
[0203] If the result of the determination indicates that the
user—side electronic certificate 711 is valid, the electronic
settlement server 10 executes a process ofverifying the user—
side electronic certificate 711 (S110). That is, the electronic
settlement server 10 uses the public key of the certification
authority (CA) to decrypt the electronic signature on the
user-side electronic certificate 711 to determine whether the

electronic signature has been written by the certification
authority (CA). The electronic settlement server 10 further
determines whether or not the user-side electronic certificate
711 has been altered. If the verifications in $109 to 8111 are

all successful, the user-side electronic certificate 71 l is deter-
mined to be credible, that is, the encryption key (for example,
the public key according to the public encryption key scheme)
described in the user—side electronic certificate 711 is deter—

mined to belong to the user.
[0204] If the verification of the user-side electronic certifi-
cate 711 is successful, the electronic settlement server 10
verifies the electronic signature attached to the computerized
contract document 713 (8111). That is, the electronic settle-
ment server 10 uses the encryption key described in the user-
side electronic certificate 711 to decrypt the electronic signa-
ture attached to the computerized contract document 713. The
electronic settlement server 10 thus verifies the electronic

signature and determines the validity of the computerized
contract document 713 (the computerized contract document
713 has not been altered).
[0205] ifthe verification ofthe electronic signature in 8111
is successful, the electronic settlement server 10 determines
that the computeri zed contract document 711 has been validly
signed by the user. The electronic settlement server 10 further
attaches the settlement company’s electronic signature to the
computerized contract document 713 (to which the user’s
electronic signature is already attached) received from the
mobile communication terminal 20. The electronic settle—

ment server 10 also attaches the settlement company-side
electronic certificate 712 to the computerized contract docu-
ment 713. The electronic settlement server 10 transmits the

computerized contract document 713, the settlement compa-
ny’s electronic signature, and the settlement company-side
electronic certificate 712 to the mobile communication ter-

minal 20 ($112).
[0206] Upon receiving the computerized contract docu—
ment 713 and others transmitted in step $112, the mobile
communication terminal 20 inquires of the authentication
server 90. that is, an institution issuing the settlement com-
pany-side electronic certificate 712, about the validity of the
settlement company-side electronic certificate 712 (8113).
The authentication server 90 references the CRL (Certified
Revocation List) to determine the validity of the settlement
company-side electronic certificate 712. The authentication
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server 90 then transmits the result of the determination to the

mobile communication terminal 20 ($114).
[0207] If the result of the determination indicates that the
settlement company-side electronic certificate 712 is valid,
the mobile communication terminal 20 executes a process of
verifying the settlement company-side electronic certificate
712 (8115). That is, the mobile conununication terminal 20
uses the public key of the certification authority (CA) to
decrypt the electronic signature on the settlement company—
side electronic certificate 712 to determine whether the elec—

tronic signature has been written by the certification authority
(CA). The mobile communication terminal 20 further deter-
mines whether or not the settlement company-side electronic
certificate 712 has been altered. Ifthe verifications in $113 to

8115 are all successful, the settlement company-side elec-
tronic certificate 712 is determined to be credible, that is, the
encryption key (for example, the public key according to the
public encryption key scheme) described in the settlement
company—side electronic certificate 712 is determined to
belong to the settlement company.
[0208] If the verification of the settlement company-side
electronic certificate 712 is successful, the mobile communi-
cation terminal 20 verifies the settlement company’s elec-
tronic signature attached to the computerized contract docu—
ment 713 (8116). That is, the mobile communication tenninal
20 uses the encryption key described in the settlement com—
pany—side electronic certificate 712 to decrypt the settlement
company’s electronic signature attached to the computerized
contract document 713. The mobile communication terminal

20 thus verifies the settlement company’s electronic signature
and determines the validity of the computerized contract
document 713 (the computerized contract document 713 has
not been altered).
[0209] If the verification of the settlement company’s elec-
tronic signature in 8116 is successful, the mobile communi-
cation terminal 20 determines that the computerized contract
document 713 has been validly signed by the settlement com-
pany.

[021 0] Then, the mobile communication terminal 20 trans-
mits the computerized contract document 713 (or a hash value
therefor) with the user’s electronic signature and the settle-
ment company’s electronic signature, to the time stamp server
95. The mobile communication terminal 20 thus requests the
time stamp server 95 to issue a time stamp (SI 17). Upon
receiving the time stamp request, the time stamp server 95
applies a date and time to the hash value for the computerized
contract document 713 with the user’s electronic signature
and the settlement company‘s electronic signature to generate
a digitally signed time stamp token. The time stamp server 95
then transmits the time stamp token to the mobile communi-
cation terminal 20 (5118).
[0211] The mobile communication temiinal 20 acquires
the time stamp token (8119). Then, the mobile communica-
tion terminal 20 adds the time stamp token to the computer-
ized contract document 713 with the user’s electronic signa-
ture and the settlement company’s electronic signature to
obtain a computerized contract document storage original
714. The mobile commtmication terminal 20 stores the com-

puterized contract document storage original 714 in the stor-
age unit 703, and transmits the computerized contract docu-
ment storage original 714 to the electronic settlement server
10 ($120).
[0212] Upon receiving the computerized contract docu-
ment storage original 714, the electronic settlement server 10
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stores the computerized contract document storage original
714 in the storage unit 803 ($121).
[0213] Thus, a contract for withdrawal substitution is
signed between the riser and the settlement company. Under
the condition that the computerized contract document stor-
age original 7l4 is stored in the electronic settlement server
10, the electronic settlement server 10 accepts the user regis—
tration. That is, if the computerized contract document stor—
age original 714 is not stored in the electronic settlement
server 10, the user is not registered and cannot start utilizing
the electronic settlement system 1. In other words, storing the
computerized contract document storage original 714 in the
electronic settlement server 10 is essential for the user regis-
tration.

[0214] Now, the operation ofthe electronic settlement sys—
tem 1 after step $121 will be described with reference to FIG.
11. In the sequence diagrams following FIG. 11, the illustra-
tion ofthe authentication server 90 and the time stamp server
95 is omitted.

[0215] Using the completion of step $121 as a trigger, the
electronic settlement server 10 transmits a user registration
start message to the mobile communication terminal 20
(8122).
[0216] Upon receiving the user registration start message,
the mobile communication terminal 20 starts the i appli
(3123). When started for the first time after downloading, the
i appli allows the output unit 205 to display an initial input
screen Via which the user inputs initial infonnation, thus
urging the user to input the initial information (8124). Here,
the requested initial information includes a user ID 602, a
password 603, a mail address 604, a bank number 605, a
branch office number 606, a account type 607, an account
number 608, an account holder’s name 609, and a personal
identification number 610. The user ID 602 and the password
603 may be preset by the electronic settlement server 10
without the need for the user’s input.
[0217] The user completes inputting the initial information
using the input unit 204 of the mobile communication termi-
nal 20. Then, the mobile communication terminal 20 con—
nects to the electronic settlement server 10 via the communi—

cation network 50 and transmits the input initial infomiation
and the like to the electronic settlement server 10 (8125).
[0218] Upon receiving the initial information, the elec—
tronic settlement server 20 transmits, to the financial institu—
tion system 40, an account check request message inquiring
ofthe financial institution system 40 Whether or not the initial
information is correct and whether or not the input user
account is available (8126). Upon receiving the account
check request message, the financial institution system 40
searches an account database or the like for the presence and
validity of the user account indicated as a check target in the
account check request message. The financial institution sys-
tem 40 transmits the result of the determination to the elec-
tronic settlement server 10 as an account check result mes-

sage ($127). If the account check result message indicates
that the input account information is incorrect or the account
is unavailable, the electronic settlement server 10 having
received the account check result message transmits a mes-
sage urging the initial information to be input again, to the
mobile communication terminal 20 (not shown in FIG. 11).
011 the other hand, if the account check result message indi-
cates that the input accotmt information is correct and that the
input account is available, the electronic settlement server 10
having received the account check result message registers
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the user based on the input initial information (S128). That is,
the electronic settlement server 20 adds new records 601 and

701 to a user table 600 and a user retained amount data 700,
respectively, both of which are located in the database unit
403. The electronic settlement server 20 thus writes the user

ID 602, password 603, mail address 604, bank number 605,
branch office number 606, account type 607. account number
608, account holder’s name 609, personal identification num-
ber 610 and the like, into the records 601 and 701.
[0219] Once the above-described user registration (S128)
is completed, the electronic settlement server 10 transmits the
computerized contract document original 714 to the financial
institution system 40 (129). The financial institution system
40 receives and stores the computerized contract document
original 714 (130). In the present example, the financial insti-
tution system 40 receives the computerized contract docu-
ment original 714. However, any apparatus can receive the
computerized contract document original 714 provided that
the apparatus enables the financial institution having the user
account to confirm the signing of the contact based on the
computerized contract document original 714.
[0220] Furthermore, in the above—described example, the
transmission of the computerized contract document original
714 to the financial institution system 40 follows the user
registration (S128). However, the present invention can be
implemented regardless ofthe timing when the computerized
contract doctunent storage original 714 is transmitted to the
financial institution system 40, provided that the transmission
follows the generation of the computerized contract docu-
ment original 714 (the transmission follows $119).
[0221] After the user registration (S128) is completed, the
user can utilize the electronic settlement system 1. An
example of the operation of the electronic settlement system
1 following the user registration will be described below with
reference to FIG. 12.

[0222] It is assumed that the user first utilizes the present
electronic settlement system to attempt to allow the nego-
tiable-value providing apparatus 30 to provide a negotiable
value.

[0223] In this case, the user allows the mobile communica-
tion terminal 20 and the negotiable-value providing apparatus
30 to carry out short-distance communication so that the
mobile communication terminal 20 can acquire the equip-
ment ID of the negotiable-value providing apparatus 30. For
example, it is assumed that the terminal-side short-distance
communication unit 201 is an IC chip for non—contact IC
cards and that the providing apparatus—side short—distance
communication unit 303 is a reader/writer. Then, upon sens—
ing that the chip for non-contact IC cards is nearby, the
reader/writer serving as the providing apparatus-side short-
distance communication unit 3 03 transmits the equipment ID
and the application number corresponding to the payment
request generating unit 202 to the chip for non-contact IC
cards serving as the terminal-side short-distance communi-
cation unjt 201 (S701).
[0224] Upon receiving the equipment ID and the applica-
tion number, the terminal-side short-distance communication
unit 201 starts the application such as the i appli which cor-
responds to the application number, that is, the payment
request generating unit 202 (S702). At this time, the equip-
ment ID is passed to the payment request generating unit 202.
[0225] The started payment request generating unit 202
allows the liquid crystal display serving as the input Lmit 205
to display an input screen accepting user’s inputs (S703).

 

Jul. 8, 2010

FIG. 14 is a diagram showing an example ofthe input screen
displayed on the liquid crystal display serving as the input
unit 205. The example ofthe input screen includes an amount
input box 901 and an OK button 902. The user inputs the price
ofthe negotiable value to be provided by the negotiable—value
providing apparatus 30, to the amount input box 901. If any
amount has already been input to the amount input box 901,
the payment request generating unit 202 may store and auto-
matically display the amount in the amount input box 901.
The payment request generating unit 202 may thus generate a
settlement request message with this amount unless the user
changes the input. After the amount input to the amount input
box 901 is confirmed, the user operates the input unit 204 to
activate the OK button 902 to complete the user input (S704).
Then, the payment request generating unit 202 generates and
transmits a settlement request message to the electronic
settlement server 10 (S705).
[0226] Here, the OK button 902 has the function ofexecut-
ing, in response to one operation, a process of determining a
transfer amount specified as consideration for the negotiable
value by the mobile communication terminal 20 and a process
of executing a settlement request for provision of the nego—
tiable value corresponding to the transfer amount.
[0227] FIG. 15 shows an example of the data configuration
of a settlement request message generated by the payment
request generating unit 202. The settlement request message
1000 shown in FIG. 15 is data composed ofa header 1001, a
user ID 1002, a password 1003, abauk number 1004, abranch
oflice number 1005, an account number 1006, a personal
identification number 1007, an equipment ID 1008, and a
transfer amotmt 1 009. The header 1 001 is data indicating that
the data generated by the payment request generating unit 202
is a settlement request message. The user ID 1002, password
1003, bank number 1004, branch office number 1005,
account number 1006, and personal identification number
1007 store the user ID 101, the password 102, used by the
electronic settlement server 10 to authenticate the user, the
bank number 103, branch office number 104, and account
number 105, identifying the account from which the user
withdraws the charge to be paid, and the personal identifica-
tion number 106, set for the account (FIG. 3); all the pieces of
information are pre-stored in the payment request generating
unit 202 described above. Furthennore, the equipment ID
1008 has been transmitted by the negotiable-value providing
apparatus 30 in S701. The transfer amount 1009 is informa-
tion input to the amount input box 901 on the input screen.
[0228] FIG. 12 is referred to again, and the operation ofthe
electronic settlement system 1 will be continuously
described.

[0229] Upon receiving the settlement request message
1000, the electronic settlement server 10, more specifically
the payment request processing unit 402 starts the credit
check unit 404. The payment request proces sing unit 402 then
allows the credit check unit 404 to transmit a credit check

request to the financial institution system 40 (S706). The
credit check request inquires of the financial institution sys-
tem 40 about the paying capacity ofthe user corresponding to
the user ID contained in the settlement request message 1000.
[0230] The financial institution system 40 examines the
user’s credit information to determine whether or not the user

can pay the requested amount, by checking the account bal-
ance and the like. The financial institution system 40 then
transmits the result of the determination to the electronic

settlement server 10 as a check result notification (S707).
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[0231] Upon receiving the check result notification from
the financial institution system 40, the electronic settlement
server 10, more specifically the payment request processing
unit 402 starts a result notifying unit 407 to generate a pro—
cessing result notification based on the check result notifica—
tion received from the financial institution system 40. The
payment request processing unit 402 then transmits the pro-
cessing result notification to the mobile communication ter-
minal 20 (S708).
[0232] Upon receiving the processing result notification,
the mobile communication terminal 20 displays the contents
of the processing result notification on the output unit 205
(S709). The displayed contents are, for example, “Settlement
request has been processed. Thank you for allowing us to
serve you.” or “Short balance. Settlement has failed.”
[0233] Now, the example of the operation of the electronic
settlement system 1 will be continuously described with ref-
erence to FIG. 13. FIG. 13 is a sequence diagram continued
from FIG. 12 and showing the example ofthe operation ofthe
electronic settlement system 1. If the result of the determina-
tion of the credit status by the financial institution system 40
indicates that the user can pay the charge, the electronic
settlement server 10, more specifically the provision instruct-
ing unit 406 transmits a payment procedure end message to
the negotiable—value providing apparatus 3 0 (S710). The pay—
ment procedure end message corresponds to a telegram indi—
cating that a payment procedure corresponding to the user
specified amount is finished.
[0234] Destination information (for example, an IP
address) on the negotiable—value providing apparatus 30, cor—
responding to the destination of the payment procedure end
message, may be acquired from the negotiable-value provid-
ing apparatus table 600 stored in the database unit 403. The
payment procedure end message contains amount informa-
tion corresponding to a transfer amount 1009. However, the
amotmt information may indicate the original amount from
which an amount such as a ransfer fee has been subtracted.

[0235] Upon receiving the payment procedure end ines-
sage, the negotiable-value providing apparatus 30 provides
the user with a negotiable va ue ofa quantity corresponding to
the amount information contained in the payment procedure
end message (S711).
[0236] On the other hand, the electronic settlement server
10 transmits, to the financia institution system 40, a transfer
request message requesting the financial institution system 40
to transfer the user specifiec amotmt from the user’s account
to the account of the administrator, operator, or the like ofthe
negotiable-value providing apparatus 30 who is qualified to
acquire sales of the negotiable-value providing apparatus 30
(hereinafter simply referred o as the “administrator”) (S712).
FIG. 16 is a diagram showing an example ofthe data configu—
ration of the transfer request message. A transfer request
message 1100 contains a bank account 1101, a branch office
number 1102. and an account number 1103 which are pieces
of information identifying the user’s debit account, and a
personal identification number 1104 indicating that the user
approves the withdrawal. The transfer request message 1100
further contains a transfer amount 1105, and a (destination)
bank number 1106, a (destination) branch office number
1107, and a (destination) account number 1108 which are
pieces of information indicating the administrator’ account
corresponding to the destination account.
[0237] The bank account 1101, branch office number 1102,
account number 1103, and personal identification number
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1104 are generated based on the bank account 1004, branch
office number 1005, account number 1006, personal identi-
fication number 1007, and transfer amount 1009 contained in
the settlement request message 1000. The (destination) bank
number 1106, (destination) branch office number 1107, and
(destination) account number 1108 are generated based on
the equipment ID 1008 and data acquired from the nego-
tiable-value providing apparatus table 600.
[0238] Upon receiving the above-described transfer
request message, the financial institution system 40 executes
a transfer process of transferring the specified transfer
amount from the user’s account to the administrator’s account

(S7l3). Thus, the payment ofthe consideration for the nego-
tiable value the user has received from the negotiable-value
providing apparatus 30 is completed.
[0239] The operator, administrator, or the like of the elec—
tronic settlement server 10 (hereinafter referred to as the
settlement company) qualified to acquire profits through the
operation of the electronic settlement server 10 may receive
the charge from the user or the administrator. In this case, the
electronic settlement server 10 transmits, to the financial
institution system 40, a transfer request message requesting
the financial institution system 40 to transfer the amount
corresponding to the charge from the user’s or admini strator’s
account to the se lement company’s account (S7l4). Upon
receiving the transfer request message, the financial institu-
tion system 40 executes a transfer process of transferring the
specified transfer amount from the user’s or administrator’s
account to the se lement company’s accotmt (S715). Thus,
the settlement company can gain profits through the operation
of the present electronic settlement system.

 

   
1.3, Advantages of the Present Electronic Settlement

System

[0240] (1) Advantages for the User
[0241] The present settlement method is different from
cash payment and can be used in gamehalls. Thus, even when
ruiming short of cash in hand in a game hall, the user can buy
rental balls, rental medals, any product, or the like by an easy
settlement action (the process of performing an easy input
operation such as the activation of the OK button 902 on the
mobile communication terminal 20). The user can feel secure
to utilize the method through the function of, for example,
requesting the user to input the personal identification num-
ber when a pre—settable usage accumulated amount for one
month and/or the maximlun usage amount per day is reached,
in order to cope with the loss ofthe card and to inform the user
of overspending of which the user knows nothing.
[0242] Furthermore, the user can feel secure to carry out the
settlement action because the user’s mobile communication
terminal is used for the settlement action. The user can further
feel secure to settle the account because of the non—need to

input the card number or the personal identification number,
preventing the record of the card number or the personal
identification number from remaining in the shop or being
unfairly acquired by a malicious person as is the case with
ordinary credit and debit cards.
[0243] Furthermore, information distribution is available
which is based on usage information acquired by the elec-
tronic settlement server 10. Thus, more various services are
expected to be available.
[0244] (2) Advantages for the Shop (Administrator)
[0245] Even when running short of cash in hand as a result
ofplaying games, the user can further buy a negotiable value
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via the present electronic settlement system. This increases
the operation rate of the game machines and the possibility
that such users make a purchase in the shop. Thus, the sales of
the game hall are expected to increase. Furthermore, infor—
mation is available which indicates the game machines on
which the user has played and the amount ofmoney for which
the user has played. Consequently, based on the information,
the operation status ofthe game machines can be deternrined
in detail, and the user’s preferences can also be known. There-
fore, the information can be utilized for marketing.
[0246] The use of the present electronic settlement system
avoids increasing cash used in the shop, This facilitates credit
management and improves security management
[0247] (3) Advantages for the Electronic Settlement Com-
pany
[0248] The operation of the present electronic settlement
system enables the electronic settlement company to deter—
mine the playing statuses of players who are users. The elec-
tronic settlement company can thus accumulate data to be
referenced for the development, sale, marketing, or the like of
game machines.

I.4. Variations and Others

[0249] (1) QR codes or the like may be displayed on the
liquid crystal display provided in the negotiable—value pro—
viding apparatus 30. Furthermore, a bar code reader utilizing
a CCD camera may be provided in the mobile communication
terminal 20 to read bar codes. These arrangements may
replace the providing apparatus-side short-distance commu-
nication unit 303 and the terminal-side short-distance corn-

rnunication unit 201. In this case, information indicated by
the bar code may directly be the equipment ID.
[0250] (2) In the above-described embodiment, the user’s
credit check is carried out by the electronic settlement server
l0 inquiring ofthe financial institution system 40. However,
the present invention can also be implemented when the elec-
tronic settlement server 10 has a credit amount table in the

database unit 403 to carry out credit checks by itself. A
creditable amount and a credit balance are stored in the credit

amount table for each user. Ifthe credit balance is equal to or
more than a transfer request amount, the amount is permitted
to be paid.
[0251] (3) In the above-described embodiment, the transfer
amount is transferred directly from the user’s account to the
shop’s (administrator’s) account. However, the present inven-
tion can also be implemented by transferring the transfer
amount from the user’s account to the electronic settlement

company’s account and then transferring the transfer amount
from which the transfer fee is subtracted from the electronic

settlement company’s account to the shop’s (administrator’s)
account.

[0252] (4) The present invention can be implemented
regardless ofwhether the authentication server 90, serving as
the certification agency (CA), is another company’s server
commonly used or a server constructed by the settlement
company.

II. Second Embodiment

[0253] Now, a second embodiment of the present invention
will be described.

11.]. Example of the Configuration of the Electronic
Settlement System

[0254] An electronic settlement system 1A according to the
second embodiment is configured almost similarly to the
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electronic settlement system 1 according to the first embodi-
ment. The same components as those in the first embodiment
are denoted by the same reference numerals and will not be
described in detail.

[0255] FIG. 17 is a network diagram showing an example
of an electronic settlement system according to the second
embodiment.

[0256] In the example shown in FIG. 17, the electronic
settlement system 1A has an electronic settlement server
10A. a mobile communication terminal 20A, and a nego-
tiable—value providing apparatus 30A. Furthemiore, a charge
accommodating network 40A, an authentication server 90,
and a time stamp server 95 are comiected to the electronic
settlement system 1A so as to be able to communicate with
the electronic settlement system 1A.
[0257] The electronic settlement server 10A is connectedto
the charge accommodating network 40A. The charge accom-
modating network 40A executes a process of transferring a
specified amount from the user’s account to a specified des-
tination account based on an instruction from the electronic

settlement server 10A. The charge accommodating network
40A is, for example, the “Multi-Payment Network” (see, for
example, http://www.j ampa.gr.jp/pub/) operated in Japan.
[0258] FIG. 18 is a block diagram showing the general
configuration of the charge accorrnnodating network 40A. A
financial institution system 44 of a financial institution such
as a bank (including a form such as a sharing center) is
connected to the charge accommodating network 40A via a
communication network 45 so that the financial institution

system 44 and the charge accommodating network 40A can
communicate with each other. The financial institution sys-
tem 44 can electronically transfer money to and from the
following accounts. The financial institution system 40 uti—
lized by the present electronic settlement system 1A has an
account (hereinafter referred to as a user account 41) of a
party playing games on game machines (hereinafter referred
to as a user) paying a charge using the present electronic
settlement system, an account (hereinafter referred to as a
settlement company account 42) of a party (hereinafter
referred to as a settlement company) directly or indirectly
operating and managing the present electronic settlement
system 1A to receive consideration, a price, or a charge, orthe
like for the operation of the electronic settlement system IA,
and an account (hereinafter referred to as a game hall com-
pany account 43)of a party (hereinafter referred to as a game
hall company) providing the user with games played on game
machines and receiving the user‘s payment using the present
electronic settlement system 1A. The accounts 41, 42, and 43
may be provided in the sanre financial institution system 44 or
in separate financial institution systems 44. FIG. 18 shows
that the accounts 41, 42, and 43 are provided in the different
financial institution systems 44. However, the present
embodiment is not limited to this aspect.
[0259] A terminal apparatus is connected to the communi-
cation network 45 so that a client can transmit a payment
request to the charge accommodating network 40A. A per—
sonal computer (PC) 46, a cellular phone 47, anATM (Auto-
mated Teller Machine) 48, or the like is used as the terminal
apparatus. In the electronic settlement system 1A according
to the present embodiment, the mobile connnunication ter-
minal 20A or the electronic settlement server 10A operates as
a terminal apparatus for the charge acconnnodating network
40A.

GOOG-1022

Google LLC v. RFCyber Corp. / Page 70 of 90  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 71 of 90

US 2010/0174650 A1

[0260] FIG. 17 is referred to again, andthe configuration of
the electronic settlement system 1A will be continuously
described.

[0261] The electronic settlement server 10A is connected to
a communication network 50 and can communicate with the

negotiable-value providing apparatus 30A via the communi-
cation network 50. The mobile communication terminal 20A
can communicate with the electronic settlement server 10A

and the charge accommodating network 40A via a base sta-
tion 60, a mobile communication network 70, and a gateway
80 connecting the mobile communication network 70 and the
communication network 50 together. The mobile communi-
cation terminal 20A can also communicate with the ncgo-
tiablc-valuc providing apparatus 30A via short-distance com-
munication means. The authentication server 90 can be
connected to the electronic settlement server 10A and the
mobile communication terminal 20A via the communication
network 50 and the mobile communication network 70. The

time stamp server 95 can be connected to the mobile commu-
nication terminal 20A via the communication network 50 and

the mobile communication network 70. The components of
the electronic settlement system 1A will be described below.

11.1 .1 . Negotiable-Value Providing Apparatus

[0262] The negotiable-value providing apparatus 30A pro-
vides a certain negotiable value (a tangible obj cct or an intan-
gible object that can be bought in exchange for money) to the
user as consideration for electronic settlement carried out by
the user using the mobile communication terminal 20A. The
negotiable-value providing apparatus 30A in the present
embodiment need not necessarily provide a negotiable value
directly to a user. The negotiable-value providing apparatus
30A may be an apparatus such as a CAT terminal for debit
cards which provides a negotiable value indirectly to a user by
notifying a game hall (shop) of the possibility of electronic
settlement to allow the game hall to deliver an article or the
like to the user.

[0263] Furthcmtorc, the negotiable-value providing appa-
ratus 30A may output, transmit, or write electronic data to
another apparatus or a storage medium as a negotiable value
similarly to the negotiable-value providing apparatus 30
according to the first embodiment.
[0264] FIG. 19 is a function block diagram showing an
example of the configuration of the negotiable-value provid-
ing apparatus 30A and the mobile communication terminal
20A. The configuration of the negotiable-value providing
apparatus 30A will be described below with reference to FIG.
l9. The same components as those of the negotiable-value
providing apparatus 30 according to the first embodiment are
denoted by the same reference numerals.
[0265] The negotiable-value providing apparatus 30A has a
network communication processing unit 301, a provision
control unit 302, a providing apparatus—side short—distance
communication unit 303, a negotiable—value supply unit 304,
and a game history processing unit 305. The network com—
munication processing unit 301, provision control unit 302,
providing apparatus-side short-distance communication unit
303, and negotiable-value supply unit 304 are the same as
those ofthe negotiable-value providing apparatus 30 accord-
ing to the first embodiment, and will thus not be described in
detail,

[0266] The game history processing unit 305 has the func-
tion of generating game history data on the game hi story of a
player based on the player’s use of the negotia ble—Value pro-
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viding apparatus 30A and transmitting the data to the server
via the network communication processing unit 301.
[0267] lt is asstuned that the negotiable-value providing
apparatus 30A is, for example, a ball renting machine pro-
vided in a particular game machine. To play games in the
game machine in which ball renting machines are provided,
the player obtains rental balls through settlement carried out
by the present electronic settlement system 1A using the
negotiable—value providing apparatus 30A, corresponding to
the ball renting machine, and the player’s cellular phone,
corresponding to the mobile communication terminal 20A.
The game history processing unit 305 generates game history
data indicating which player played games, on which game
machine the player played the games, when the player played
the games, and how muchthe player spent in the games, based
on the operational status ofthe provision control unit 302 and
the operational status ofthe game machine. The game history
processing unit 305 then transmits the game history data to
the server managing the game history data. The game history
data is transmitted to the server for storage every time each of
all the negotiable—value providing apparatuses 30A is used.
By analyzing the game history data and carrying out another
analysis or the like according to a data mining technique or
the like, the tendency of the player’s action. the tendency of
the popularity of the game machine, and an hourly use trend
are clarified. As a result, useful information can be acquired
which serves as a material for management of the shop and
development of game machines.
[0268] In the configuration described in the present
embodiment, the electronic settlement server 10A is used as
the server managing the game history data. However, of
course, the server managing the game history data may be
incorporated into the present electronic settlement system 1A
as a server apparatus different from the electronic settlementscrvcr.

11.1.2. Mobile Communication Terminal

[0269] Now, the mobile communication terminal 20A will
be described with reference to FIG. 19.

[0270] The mobile communication terminal 20A is a ter-
minal apparatus that can communicate with the electronic
settlement server 10A, the authentication server 90, the time
stamp server 95, and/or the charge accommodating network
40A via the communication network 50 and also with the

negotiable-value providing apparatus 30A using the short-
distancc communication means. The mobile communication

terminal 20A is, for example, a cellular phone having a non—
contact 1C card (for example, FeliCa: Sony Corporation’s
registered trademark) function, a cellular phone including
short-distance communication means and radio communica-

tion means, PDA (Personal Data Assistant), a portable game
machine, or an IP telephone including a radio LAN commu-
nication apparatus.
[0271] The mobile communication terminal 20 has a termi-
nal—side short—distance communication unit 201 allowing
communication with the above—described providing appara—
tus-side short-distance communication unit 303, a payment
request generating unit 202, a radio communication unit 203,
an input unit 204, an output unit 205, and a user information
storage unit 207, a transfer request generating unit 208, and an
electronic contract applying unit 206. The same components
of the mobile communication terminal 20 as those of the

mobile communication terminal 30 according to the first
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embodiment are denoted by the same reference numerals, and
will thus not be described in detail.

[0272] The user information storage unit 207 has the func—
tion of storing information required for the user’s payment
and settlement. The information stored in the user inforrna—

tion storage unit 207 is similar to that shown in the first
embodiment (see FIG. 19). and the description of the indi-
vidual pieces of information is omitted.
[0273] The mobile communication terminal 20A has been
described.

11.1.3 Electronic Settlement Server

[0274] FIG. 17 is referred to again, and the components of
the electronic settlement system 1A will be continuously
described.

[0275] The electronic settlement system 1A has the elec—
tronic settlement server 10A as a core component. The elec—
tronic settlement server 10A is an apparatus including a cen-
tral processing unit (CPU), a main memory (RAM), a read
only memory (ROM), an I/O device (I/O), and an external
storage device such as a hard disk device as required. The
electronic settlement server 10A is, for example, an informa-
tion processing apparatus such as a computer or a worksta-
tion. The ROM or the hard disk device or the like stores a

program allowing the information processing apparatus to
function as the electronic settlement server 10A or a program
allowing an electronic settlement method to be executed by a
computer. The program is placed on the main memory and
executed by the CPU to implement the electronic settlement
server 10A or the electronic settlement method. Furthermore,
the program need not necessarily be stored in the storage
device in the information processing apparatus. The program
may be provided by an external apparatus (for example, a
server such as an ASP (Application Service Provider» and
placed on the main memory. Moreover, the electronic set'le-
ment server 10A may be composed ofa single apparatus or a
plurality of apparatuses coupled together Via a network. The
electronic settlement server 10A may be configured as a
center into which all functions are integrated or as distributed
servers obtained by division according to functions so as to
enable a distributed process.
[0276] The electronic settlement server 10A will be
described below with reference to FIG. 20. FIG. 20 is a

function block diagram showing an example of the configu-
ration of the electronic settlement server 10A.

[0277] The electronic settlement server 10A shown in FIG.
20 has a network communication processing unit 401A, a
payment request processing unit 402A, a database tmit 403A,
a transfer request processing unit 404A, a clearing processing
unit 405A, provision instructing unit 406A, a result notifying
unit 407A, a game information update unit 408A, and an
electronic contract processing unit 409A. Each of these units
is a component composed of, for example, a storage device in
which a program is stored and a CPU executing the program.
[0278] The network communication processing unit 401A
has the function of communicating with the mobile commu—
nication terminal 20A, the negotiable—value providing appa—
ratus 30A, and the charge accommodating network 40A Via
the communication network 50. The network communication

processing unit 401A is, for example, a communication board
allowing the protocol stack to be carried out. Upon receiving
a request message from the mobile communication terminal
20A, the network communication processing unit 401A
passes the request message to the payment request processing
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unit 402A or the transfer request processing unit 404A. Fur-
thermore, upon receiving a provision instruction message
destined for the negotiable—value providing apparatus 30A
from the provision instructing unit 406A, the network com—
munication processing unit 401A transmits the provision
instruction message to the negotiable-value providing appa-
ratus 30A. Additionally. upon receiving a transfer request
message destined for the charge accommodating network
40A from the clearing processing unit 405A, the network
communication processing unit 401A transmits the transfer
request message to the charge accommodating network 40A.
[0279] The payment request processing unit 402A has the
function of processing a payment request message received
from the mobile communication terminal 20A. The payment
request processing unit 402A receives the payment request
message from the mobile communication terminal 20A via
the network communication processing unit 401A. Then, the
payment request processing unit 402A checks the user’s
retained amount data stored in the database unit 403A

described below. The payment request processing unit 402A
compares the user’s retained amount data with the payment
request message, and if the user can pay the charge, starts the
provision instructing unit 406A. The started provision
instructing unit 406A generates and transmits a provision
instruction message to the negotiable—value providing appa—
ratus 30A via the network communication processing unit
401A.

[0280] Furthermore, if the user can pay the charge accord-
ing to the payment request message, the payment request
processing unit 402A updates (rewrites) user retained amount
data 700A on the user and retained amount data 900A on the

game hall company corresponding to the company providing
the negotiable value through the negotiable-value providing
apparatus 30A; both data 700A and 900A are stored in the
database unit 403A.

[0281] The database unit 403A stores the retained amount
data 700A on each of the users registered in the present
electronic settlement system 1A, and the retained amount
data 900A on the game hall company. The database unit 403A
also stores a user table 600A, the user retained amount data
700A, a game hall company table 800A, the game hall com-
pany retained amount data 900A, a negotiable-value provid-
ing apparatus table 1000A, and game history infonnation
1100A; all the data 600A to 1100A are required for transfers
from and to the charge accommodating network 40A.
[0282] FIG. 21 shows an example of the configuration of
the user table 600A stored in the database unit 403A. The user

table 600A is data storing information about users (players).
The user table 600A is data having one record 601 for each
user. Each record 601A stores a user 11) 602A, a password
603A, and a mail address 604A. The record 601A ftmher
stores a bank number 605A, a branch office number 606A, an
account type 607A, an account number 608A, an account
holder’s name 609A, and a personal identification infonna-
tion 610A; all of these pieces of information are required to
identify the user’s account corresponding to the debit
account. The user ID 602A is information uniquely identify—
ing the user. The password 603A is information required to
prevent a third party from pretending to be the user to unfairly
utilize the present electronic settlement systenr 1A. The mail
address 604A is used as the destination address to which an

electronic mail is transmitted when the processing result noti-
fying unit 407A notifies the user of the processing result of a
payment process, The bank number 605A, branehofficenum-
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ber 606A, account type 607A, account number 608A, account
holder’s name 609A, and personal identification information
610A are information required to indicate a debit accotmt to
the charge accommodating network 40A.

[0283] The information stored in the user table 600A is
input to the electronic settlement server 10A when the user is
registered in the electronic settlement server 10A.
[0284] FIG. 22 shows an example of the configuration of
the user retained amount data 700A stored in the database unit

403A. The user retained amount data 70 0A is data having one
record 1001A for each user. Each record 1001A has a user ID

field 1002A in which the user ID is stored, and a retained
amount field 1003A in which a retained amotmt correspond-
ing to an amount deposited in the electronic settlement sys-
tem [A by the user is stored. The value stored in the retained
amount field 1003A is rewritten so as to increase by a depos—
ited amount when the user deposits money in the electronic
settlement system 1A and to decrease by a payment amount
when the user carries out payment utilizing the negotiable—
value providing apparatus 30A.
[0285] FIG. 23 shows an example of the configuration of
the game hall company table 800A stored in the database unit
403A, The game hall company table 800A is data storing
information on game hall companies. The game hall company
table 800A is data having one record 801A for each of the
game hall companies having signed up with the electronic
settlement system 1A. Each record 801A stores a game hall
company ID 802A inwhicha game hall company ID is stored.
The record 801A further stores a bank number 803A, a branch
office number 804A, an account type 805A, an account num-
ber 806A, and an account holder’s name 807A; all of these
pieces of information are required to identify the game hall
company’s account, to which an amount paid to the nego-
tiable-value providing apparatus 30A is transferred. The
game hall company ID 802A is information uniquely identi-
fying the game hall company. The bank number 803A, branch
office number 804A, account type 805A, account number
806A, and account holder’s name 807A are information
required to indicate a destination account to the charge
accommodating network 40A.
[0286] The information stored in the game hall company
table 800A is input to the electronic settlement server 10A
when the game hall company signs up with and is registered
in the electronic settlement system 1A.
[0287] FIG. 24 shows an example of the configuration of
the game hall company retained amount data 900A stored in
the database unit 403A. The game hall company retained
amount data 900A is data having one record 901A for each of
the game hall companies registered in the electronic settle-
ment system 1A. Each record 901A has a game hall company
ID 902A, and a retained amount 903A in which a retained
amount corresponding to an amount transferred to game hall
company by the electronic settlement system 1A is stored.
The value stored in the retained amount 903A is rewritten so

as to increase by an amount paid by the user for the use ofthe
negotiable—value providing apparatus 30A and to decrease by
an amount transferred to the game hall company account 43
utilizing the charge accommodating network 40A.
[0288] FIG. 25 shows an example of the configuration of
the negotiable-value providing apparatus table 1000A stored
in the database unit 403A. The negotiable-value providing
apparatus table 1000A is data having one record 1301A for
each negotiable-value providing apparatus 30A. Each record 
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1301A stores an equipment ID 1302A, an equipment IP
address 1303A, and a game hall company ID 1304A.
[0289] The equipment ID 1302A is information uniquely
identifying the negotiable-value providing apparatus 30A.
The equipment IP address 1303A is information utilized, in
response to a payment request message received by the elec-
tronic settlement server 10A and containing a certain equip—
ment ID 1302A, as a destination address required to transmit
a provision instruction message to the negotiable—value pro—
viding apparatus 30A having the equipment ID 1302A. The
game hall company ID 1304A is information identifying the
game hall company qualified to receive the user’s money paid
to the negotiable-value providing apparatus 30A having the
equipment 1D 1302A. The game hall company ID 1304A is
the same as the game hall company ID 802 in the game hall
company table 800A,
[0290] The game history information 1100A includes the
history ofgames indicating when andwhere the player played
games, on which game machine the player played the games,
and how much the player spent in the games. The game
history information 1100A is generated by accumulating and
storing game history data generated and transmitted by a
history information processing unit 305 of each negotiable-
value providing apparatus 30A. Various pieces of useful
information can be obtained by analyzing the game history
information 1100A by well—known marketing analysis or the
well—knoan data mining technique.
[0291] FIG. 20 is referred to again, and the example of
configuration of the electronic settlement server 10A will be
continuously described.
[0292] The provision instructing unit 406A allows a provi-
sion instruction message destined for thc negotiable-value
providing apparatus 30A to be generated. The provision
instructing unit 406A transmits the provision instruction mes—
sage to the negotiable—value providing apparatus 30A via the
network communication processing unit 401A. The address
of the negotiable-value providing apparatus 30A, corre-
sponding to the destination of the provision instruction mes-
sage, is acquired with reference to the above-described nego-
tiable-value providing apparatus table 1000A.
[0293] Furthermore, the result notifying unit 407A has the
function of notifying the user Whether or not a payment
request message has been properly processed. By way of
example, the result notifying unit 407A generates an elec-
tronic mail destined for the mobile communication tenninal

20A and transmits the electronic mail. Alternatively, the
result notifying unit 407A may describe information indicat-
ing the processing result on a web page that can be browsed
via the mobile communication terminal 20A and wait for

browsing via the mobile communication terminal 20A. The
contents of the notification from the result notifying unit
407A are, for example, the message “Settlement request has
been processed. Thank you for allowing us to serve you” or
“Short balance. Settlement has failed.”

[0294] Now, the transfer request processing unit 404A will
be described. The transfer request processing unit 404A has
the function ofprocessing a transfer request message received
from the mobile communication terminal 20A. The transfer

request processing unit 404A receives the transfer request
message from the mobile communication terminal 20A via
the network communication processing unit 401A. The c011-
tents of the transfer request message correspond to a request
that a specified amotmt be withdrawn from the user account
41 so that the electronic settlement system 1A can use the
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specified amount. Upon receiving the transfer request mes-
sage, the transfer request processing unit 404A checks the
user table 600A stored in the database tuiit 403A. The transfer

request processing unit 404A acquires, from the user table
600A, the bank number 605A, branch office number 606A.
account type 607A, account number 608A, account holder’s
name 609A, and personal identification information 610A,
which are the information identifying the user’s account,
corresponding to the source account. The transfer request
processing unit 404A transmits these pieces ofinformation as
well as information identifying the settlement company
accotmt 43, corresponding to the destination account, to the
charge accommodating network 40A via the network com-
munication processing unit 401A as a transfer request ines-
sage. Upon receiving the transfer request message. the charge
accommodating network 40A transfers a specified amount of
money from the user account 41 to the settlement company
account 42. The transferred money (except for the charge) can
be used by the user utilizing the present electronic settlement
system 1A.
[0295] Now, the clearing processing unit 405A will be
described. The clearing processing unit 405A request the
charge accommodating network 40A to transfer an amount
indicated by the game hall company retained amount data
900A, from the settlement company account 42 to the game
hall company account 43 of each game hall company. The
amount of money transferred corresponds to the amount of
the user’s money kept by the electronic settlement system 1A
and which is to be paid to the game hall company, that is. the
game hall company retained amount 903A in the game hall
company retained amount data 900A. In the present embodi-
ment, the clearing processing unit 405A executes autono-
mous processing. For example, the clearing processing unit
405A is automatically started at a predetermined timing (for
example, at the end of every month or week). The started
clearing processing unit 405A checks all the game hall com-
pany retained amount data 900A stored in the database unit
403A. The clearing processing unit 405A then transmits, to
the charge accommodating network 40A, a transfer request
requesting the charge accommodating network 40A to carry
out a transfer ofmoney not yet transferred from the settlement
company account 42 to the corresponding game hall company
account 43.

[0296] The game information update unit 408A has the
function of accumulating and storing, from moment to
moment, game history data received from the history infor-
mation processing unit 305 ofthe negotiable—value providing
apparatus 30A, to update the game history information
1100A.

[0297] The electronic contract processing unit 409A coop-
erates with the mobile communication terminal 20A, more
specifically the electronic contract applying unit 206 in allow-
ing the user and the operator, administrator, or the like of the
electronic settlement system 1A (hereinafter referred to as the
settlement company) to electronically sign a contract speci-
fying that the settlement company withdraws the specified
amount from the user account, before the use ofthe electronic
settlement system 1A can be started.
[0298] Furthermore, the electronic contract processing unit
409A has the function of transmitting data from a computer-
ized contract document original certifying the contract signed
between the user and the settlement company, to the financial
institution having the user account.

[0299]
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Specifically, the electronic contract processing unit
409A has the function of allowing a computerized contract
document 713 to be downloaded into the mobile communi—

cation terminal 20A, the function ofreceiving a computerized
contract document 711 with an electronic signature and a
user-side electronic certificate 711 both transmitted by the
mobile communication terminal 20A, the function of verify-
ing the received electronic signature and user-side electronic
certificate 711, and if the electronic signature and the user-
side electronic certificate 711 are determined to be valid,
transmitting the computerized contract document 713 with
the user’s electronic signature and the settlement company’s
electronic signature and a settlement company-side elec-
tronic certificate 712 to the mobile communication terminal

20A, the function ofreceiving a computerized contract docu—
ment original 714 transmitted by the mobile communication
terminal 20A for storage. and the function of transmitting the
computerized contract document original 714 to an apparatus
specified by the financial institution (for example, the charge
accommodating network 40A or a network terminal appara-
tus (for example, a PC) specified by the financial institution).
[0300] The electronic contract processing unit 409A is con-
figured similarly to the electronic contract processing unit
408 of the electronic settlement server 10 according to the
first embodiment (see FIG. 8). Thus, the detailed description
of the individua arrangements is omitted.

11.1.3.1. Distributed Server Configuration of the
Electronic Settlement Server 

[0301] In the example shown in FIG. 20, the electronic
settlement server 10A is implemented by one server appara-
tus. However, ofcourse, the electronic settlement server 10A
is not limited to the configuration of such a server apparatus.
[0302] FIG. 26 is a function block diagram showing an
example of configuration in which the electronic settlement
server 10A has a distributed server configuration. The same
components of the electronic settlement server 10A as those
shown in FIG. 20 are denoted by the same reference numer—
als, and will thus not be described in detail.
[0303] The electronic settlement server 10A of the distrib—
uted server configuration serves to reduce the possibility that
information on the user or the game hall company leaks or is
stolen. The electronic settlement server 10A configured as
distributed servers also enables the reliability of security of
the present electronic settlement system 1A to be improved.
[0304] The electronic settlement server 10A of the distrib-
uted server configuration is composed of an application
server 501 and a plurality of database servers 502A to 502D.
The application server 501 has the network communication
processing unit 401A, the payment request processing unit
402A, the transfer request processing unit 404A, the clearing
processing unit 405A, the provision instructing unit 406A,
the result notifying unit 407A, the game information update
unit 408A, and the electronic contract processing unit 409A.
[0305] It is possible to optionally specify how to divide the
database unit 403A, how many database servers 502 are pro—
vided, and how to assign stored contents (tables and data) to
the respective database servers. Thus, the present invention is
not limited to the configuration shown in FIG. 26.

11.1.4. Others

[0306] FIG. 17 is referred to again, and the description of
the components of the electronic settlement system 1A
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according to the present embodiment will be resumed. The
communication network 50, the base station 60, the mobile
communication network 70, the gateway 80, the authentica—
tion server 90, and the time stamp server 95 are similar to
those in the first embodiment. The detailed description of
these components is omitted.

II. 1 .5. Charge Accommodating Network

[0307] The charge accommodating network 40A is a sys-
tem having the function of transferring the specified amount
from the user account 41 to the settlement company account
42 and from the settlement company account 42 to the game
hall company account 43 according to a transfer request from
the electronic settlement server 10A. In the example shown in
FIG. 17, the electronic settlement server 10A is connected to
the charge accommodating network 40A via the communica-
tion network 50. However, the present embodiment can be
implemented even when the electronic settlement server 10A
and the charge accommodating network 40A are connected
together Via a leased circuit (not shown in the drawings)
without passing through the communication network 50.
[0308] Furthemiore, the charge acconnnodating network
40A may have the function of receiving and storing the com-
puterized contract document original 714 transmitted, by the
electronic settlement server l0A, to the financial institution
having the user’s account. Based on the computerized con—
tract document original 714, the financial institution can
determine that the both the user and the settlement company
agree that the settlement company withdraws the specified
amotmt from the user’s account. It is assumed that after the

reception of the computerized contract document original
714, the settlement company receives a request message
requesting that the settlement company withdraw the speci-
fied amount from the user’s account, Then, the computerized
contract document original 714 serves as a legal ground for
the transfer, by the charge accommodating network 40A, of
the specified amount from the user’s account in response to
the request message even without any special instruction
from the user.

 II .2. Example of Operation of the Electronic
Settlement System

[0309] Now, the operation of the electronic settlement sys-
tem 1A will be described with reference to FIGS. 27, 28, 29,
30, 34, and 36. FIGS. 27, 28, 29, and 30 are sequence dia-
grams showing an example ofan operation performed by the
electronic settlement system 1A during user registration.
FIGS. 34 and 36 show an example of an operation performed
when the user acquires a negotiable value through the present
electronic settlement system 1A after the user registration.
[0310] First, the operation perfomied by the electronic
settlement system 1A until the user is registered will be
described with reference to FIGS. 27, 28, 29. and 30.

[0311] First, the unregistered user uses the mobile commu-
nication terminal 20A to connect to the electronic settlement

server 10. The user then requests, from the electronic settle—
ment server 10A, software for the mobile communication
terminal 20A (an application such as an i appli) which is
required to receive services from the electronic settlement
system 1A (FIG. 27; 31101). In response to the request, the
electronic settlement server 10A allows the data ofthe i appli
and the computerized contract document 713 to be down-
loaded into the mobile communication terminal 20A
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(S1102). Upon receiving the i appli and the computerized
contract document 713, the mobile communication terminal
20A allows the data of the i appli and the like to be stored in
a storage device such as a memory, while allowing the com—
puterized contract document 713 to be stored in a storage unit
703 (51103). The i appli is executed by the CPU in the mobile
communication terminal 20A or the like to function as the

above-described payment request generating unit 202, trails-
fer request generating unit 208, electronic contract applying
unit 206, or the like.
[0312] In the above-described embodiment, the electronic
settlement server 10A is also used as a server for downloading
of the application such as the i appli and a server for down-
loading of the computerized contract document 713. How-
ever, of course, the server for downloading ofthe application
such as the i appli and/or the server for downloading of the
computerized contract document 713 may be an apparatus or
a system that is separate from the electronic settlement server
10A.

[0313] The downloaded i appli is started by the user’s pre-
determined operation via the mobile communication terminal
20A (S11 04). Upon being started forthe first time after down-
loading, the electronic contract applying unit 206, that is, the
i appli, allows the output unit 205 to display the computerized
contract document 713 (81104). The electronic contract
applying unit 206 thus urges the user to check the contents of
the computerized contract document 713.
[0314] Then, the mobile communication terminal 20A,
more specifically the electronic contract applying unit 206,
accepts an input indicating whether or not the user is to sign
the electronic contract ($1 05). For example, the liquid crystal
display, that is. the output unit 205, displays the message
“Contents of contract are displayed. Will you sign contract?
YES/NO” or the like to urge the user to input an answer. Ifthe
user opts to sign the contract according to the contents ofthe
computerized contract document 713, the electronic contact
applying tmit 206, more specifically an encryption processing
unit 702, uses an encryption key 715 to generate an electronic
signature (S1106). In the present embodiment, the electronic
signature corresponds to a hash value for the computerized
contract document 713 in which the user’s address, name, and
the like are filled, the hash value being encrypted using the
encryption key 715 according to an RSA encryption scheme.
However, the present invention is not limited to this aspect.
For example, information may be used which allows the user
to be uniquely identified and which is obtained by encrypting
data that cannot be easily known by the third party. However,
in this case, the electronic certificate 711 is not utilized.
[0315] Then, the mobile communication terminal 20A,
more specifically the electronic contract applying unit 206,
transmits the computerized contract document 713 (in which
the user‘s address and name are additionally filled), the elec-
tronic signature generated in 31106, and the user-side elec-
tronic certificate 711 to the electronic settlement server 10A

(S1107).
[0316] Upon receiving the computerized contract docu—
ment 713 and others transmitted in the above—described

51107, the electronic settlement server 10A, more specifi-
cally the electronic contractprocessing unit 409A, inquires of
the authentication server 90, that is, an institution issuing the
user-side electronic certificate 711, about the validity of the
user-side electronic certificate 711 ($108). The authentica-
tion server 90 references a CRL (Certified Revocation List) to
determine the validity of the user-side electronic certificate
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711. The authentication server 90 then transmits the result of
the determination to the electronic settlement server 10A

($1109).

[0317] The description will be continued with reference to
FIG. 28.

[0318] If the result of the determination indicates that the
user-side electronic certificate 711 is valid, the electronic
settlement server 10A, more specifically the electronic con-
tract processing, unit 409A, executes a process ofverifying the
user-side electronic certificate 711 (81110). That is, the elec-
tronic settlement server 10A uses the public key of a certifi—
cation authority (CA) to decrypt the electronic signature on
the user-side electronic certificate 711 to determine whether

the electronic signature has been written by the certification
authority (CA). The electronic settlement server 10A further
determines whether or not the user—side electronic certificate
711 has been altered. If the verifications in 81109 to 81111
are all successful. the user-side electronic certificate 711 is

determined to be credible, that is, the encryption key (for
example, the public key according to the public encryption
key scheme) described in the user-side electronic certificate
711 is determined to belong to the user.
[0319] If the verification of the user—side electronic certifi—
cate 711 is successful, the electronic settlement server 10A,
more specifically the electronic contract processing unit
409A, verifies the electronic signature attached to the com—
puterized contract document 713 (81111). That is, the elec-
tronic settlement server 10A uses the encryption key
described in the user-side electronic certificate 711 to decrypt
the electronic signature attached to the computerized contract
document 713. The electronic settlement server 10A thus

verifies the electronic signature and determines the validity of
the computerized contract document 713 (that the computer-
ized contract document 713 has not been altered).

[0320] If the verification of the electronic signature in
81111 is successful, the electronic settlement server 10A,
more specifically the electronic contract processing unit
409A, determines that the computerized contract document
711 has been validly signed by the user. The electronic settle-
ment server 10A, more specifically the electronic contract
processing Luiit 409A, further attaches the settlement compa-
ny’s electronic signature to the computerized contract docu-
ment 713 (to which the user’s electronic signature is already
attached) received from the mobile communication tenninal
20A. The electronic settlement server 10A also attaches the

settlement company—side electronic certificate 712 to the
computerized contract document 713. The electronic settle—
ment server 10A then transmits the computerized contract
document 713, the settlement company’s electronic signa-
ture, and the settlement company-side electronic certificate
712 to the mobile communication terminal 20A ($1112).

[0321] Upon receiving the computerized contract docu-
ment 713 and others transmitted in step 81112, the mobile
communication terminal 20A, more specifically the elec-
tronic contract applying unit 206, inquires of the authentica—
tion server 90, that is, an institution issuing the settlement
company-side electronic certificate 712, about the validity of
the settlement company-side electronic certificate 712
($1113). The authentication server 90 references the CRL
(Certified Revocation List) to determine the validity of the
settlement company-side electronic certificate 712. The
authentication server 90 then transmits the result ofthe deter-

mination to the electronic settlement server 10A ($1114).
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[0322] lf the result of the determination indicates that the
settlement company-side electronic certificate 712 is valid,
the mobile communication terminal 20A, more specifically
the electronic contract applying unit 206, executes a process
of verifying the settlement company—side electronic certifi—
cate 712 ($1115). That is, the mobile communication termi-
nal 20A, more specifically the electronic contract applying
unit 206, uses the public key of the certification authority
(CA) to decrypt the electronic signature on the settlement
company-side electronic certificate 712 to determine whether
the electronic signature has been written by the certification
authority (CA) The mobile communication terminal 20A
further determines whether or not the settlement company-
side electronic certificate 712 has been altered. If the verifi-

cations in 81113 to 81115 are all successful, the settlement
company—side electronic certificate 712 is determined to be
credible, that is, the encryption key (for example, the public
key according to thepublic encryption key scheme) described
in the settlement company-side electronic certificate 712 is
determined to belong to the settlement company.
[0323] If the verification of the settlement company-side
electronic certificate 712 is successful, the mobile communi—
cation terminal 20A, more specifically the electronic contract
applying unit 206, verifies the settlement company’s elec—
tronic signature attached to the computerized contract docu—
ment 713 ($1116). That is. the mobile communication termi-
nal 20A uses the encryption key described in the settlement
company-side electronic certificate 712 to decrypt the settle-
ment company’s electronic signature attached to the comput-
erized contract document 713. The mobile communication

terminal 20 thus verifies the settlement company’s electronic
signature and determines the validity of the computerized
contract document 713 (that the computerized contract docu-
ment 713 has not been altered).
[0324] If the verification of the settlement company’s elec-
tronic signature in 81116 is successful, the mobile commu-
nication tenninal 20A, more specifically the electronic con-
tract applying unit 206, detennines that the computerized
contract document 713 has been validly signed by the settle-
ment company.
[0325] Then, the mobile communication terminal 20A,
more specifically the electronic contract applying unit 206,
transmits the computerized contract document 713 (or a hash
value therefore) with the user’s electronic signature and the
settlement company’s electronic signature, to the time stamp
server 95. The mobile communication terminal 20 thus

requests the time stamp server 92 to issue a time stamp
(81117). Upon receiving the time stamp request, the time
stamp server 95 applies a date and time to the hash value for
the computerized contract document 713 with the user’s elec—
tronic signature and the settlement company’s electronic sig-
nature to generate a digitally signed time stamp token. The
time stamp server 95 then transmits the time stamp token to
the mobile communication terminal 20A ($1118).
[0326] The mobile communication terminal 20A, more
specifically the electronic contract applying unit 206,
acquires the time stamp token (81119). Then, the mobile
communication temtinal 20A adds the time stamp token to
the computerized contract document 713 with the user’s elec-
tronic signature and the settlement company’s electronic sig-
nature to obtain a computerized contract document storage
original 714. The mobile communication terminal 20A stores
the computerized contract document storage original 714 in
the storage unit 703, and also transmits the computerized

GOOG-1022

Google LLC v. RFCyber Corp. / Page 76 of 90  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 77 of 90

US 2010/0174650 A1

contract document storage original 714 to the electronic
settlement server 10A ($1120).
[0327] Upon receiving the computerized contract docu-
ment storage original 714, the electronic settlement server
10A, more specifically the electronic contract processing unit
409A, stores the computerized contract document storage
original 714 in a storage unit 803 ($1121).
[0328] Thus, a contract for withdrawal substitution is
signed between the user and the settlement company. Under
the condition that the computerized contract document stor—
age original 714 is stored in the electronic settlement server
10A, the electronic settlement server 10 accepts the user
registration. That is, if the computerized contract document
storage original 714 is not stored in the electronic settlement
server 1 0A, the user is not registered and cannot start utilizing
the electronic settlement system 1A. In other words, storing
the computerized contract document storage original 714 in
the electronic settlement server 10A is essential for the user

registration.
[0329] Now, the operation of the electronic settlement sys-
tem 1A after step $1121 will be described with reference to
FIG. 29. In the sequence diagrams following FIG. 29, the
illustration ofthe authentication server 90 and the time stamp
server 95 is omitted.

[0330] Using the completion of step 81121 as a trigger, the
electronic settlement server 10A transmits a user registration
start message to the mobile communication terminal 20A
(S1122).
[0331] Upon receiving the user registration start message,
the mobile communication terminal 20A starts the i appli
(S1123). When started for the first time after downloading,
the i appli allows the output unit 205 to display an initial input
screen via which the user inputs initial information, thus
urging the user to input the initial information (SI 124). Here,
the requested initial information includes the user ID 602A,
password 603A, mail address 604A, bank number 605A,
branch office number 606A, account type 607A, account
number 608A, account holder’s name 609A, and personal
identification number 610A (see FIG. 21). The user ID 602A
and the password 603A may be preset by the electronic settle-
ment server 10A without the need for the user’s input.
[0332] The user completes inputting the initial information
using the input unit 204 of the mobile communication termi-
nal 20A. Then, the mobile communication terminal 20A con-
nects to the electronic settlement server 10A via the commu-

nication network 50 and transmits the input initial
information and the like to the electronic settlement server

10A ($1125).
[0333] Upon receiving the initial information, the elec-
tronic settlement server 20 transmits, to the charge accom-
modating network 40A, an account check request message
inquiring of the charge accommodating network 40A
whether or not the initial information is correct and whether

or not the input user account is available (S1126). Upon
receiving the account check request message. the charge
accommodating network 40A searches an account database
or the like for the presence and validity of the user account
indicated to be a check target in the account check request
message. The charge accommodating network 40A then
transmits the result of the determination to the electronic

settlement server 10A as an account check result message
(31127). If the account check result message indicates that
the input account information is incorrect or the accotmt is
unavailable, the electronic settlement server 10A having
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received the account check result message transmits a mes-
sage urging the initial information to be input again, to the
mobile communication temiinal 20A (not shown in FIG. 29).
On the other hand, if the account check result message indi—
cates that the input account information is correct and that the
input account is available. the electronic settlement server
10A having received the account check result message regis-
ters the user based on the input initial information (31128).
That is, the electronic set’lement server 20 adds new records
601A and 1001A to the user table 600A and the user retained

amount data 700A, respectively, both of which are located in
the database unit 403A. "he electronic settlement server 20

thus writes the user ID 602A, password 603A, mail address
604A, bank number 605A, branch office number 606A,
account type 607A, account number 608A, account holder’s
name 609A, personal identification number 610A, user ID
1002A, retained amount 1003A. and the like into the records
601A and 1001A.

[0334] Once the above-described user registration (81128)
is completed, the electronic settlement server 10A transmits
the computerized contract document original 714 to the
charge accommodating network 40A (81129). The charge
accommodating network 40A receives and stores the com—
puterized contract document original 714 (81130). In the
present example, the charge accommodating network 40A
receives the computerized contract document original 714.
However, any apparatus can receive the computerized con-
tract document original 714 provided that the apparatus
enables the financial institution having the user account to
confirm the signing ofthe contract ba sed on the computerized
contract document original 714.
[0335] Furthermore, in the above-described example, the
transmission of the computerized contract document original
714 to the charge accommodating network 40A follows the
user registration (81 128). However, the present invention can
be implemented regardless ofthe timing when the computer-
ized contract document original 714 is transmitted to the
charge accommodating network 40A, provided that the trans-
mission follows the generation of the computerized contract
document original 714 (the transmission follows 81119).
[0336] After the user registration (81128) is completed, the
user can utilize the electronic settlement system 1A. An
example of the operation of the electronic settlement system
1A following the user registration will be described below
with reference to FIG. 30.

[0337] Simply finishing the above-described user registra-
tion does not allow the user to utilize the electronic settlement

system 1A to make a purchase (receive a negotiable value) via
the negotiable-value providing apparatus 30A. The user
needs to use the mobile communication terminal 20A to

request the electronic settlement system 1A, more specifi-
cally the electronic settlement server 10A, to transfer an
appropriate amount ofthe deposit in the user account 41 to the
settlement company account 42. The amount consumed by
the user as a result ofthe provision of the negotiable value by
the negotiable—value providing apparatus 30A is subtracted
from the deposit. The amount resulting from the subtraction is
equal to that paid to the negotiable-value providing apparatus
30A. and is transferred later to the game hall company’s
account, corresponding to the recipient of the payment, as a
result of processing by the charge accommodating network
40A. Now, with reference to FIG. 30, description will be
given of an example of an operation performed by the elec-
tronic settlement system 1A when the user requests the elec-
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tronic settlement server 10A to carry out a transfer from the
user account 41, that is, the user’s own account, to the settle-
ment company account 42. FIG. 30 is a sequence diagram
showing an example of an operation performed by the elec—
tronic settlement system 1A when the user requests a trans er
from the user account 41 to the settlement company account
42.

[0338] First, the user uses the mobile communication ter—
minal 20A to start the i appli, more specifically the trans er
request generating unit 208 ($1201). The started i appli, more
specifically the transfer request generating unit 208, allows
the output unit 205 of the mobile communication terminal
20A to display an input interface screen or the like. The i ap ali
thus urges the user to input information required for a trans Er
request message, for example, the transfer amount and the
personal account identification number.
[0339] Upon receiving the input (31202), the mobile com-
munication terminal 20A, more specifically the trans er
request generating unit 208, generates and transmits a trans Er
request message to the electronic settlement server 10A via
the communication network 50 and the like ($1203), The
transfer request message stores the user ID 206, the password
207, the personal account identification number 21 l, the
input transfer amount, and the like.
[0340] Upon receiving the transfer request message, the
electronic settlement server 10A, more specifically the trans-
fer request processing unit 404A, searches the user table
600A using the user ID 206 contained in the transfer request
message as a key. The electronic settlement server 10A thus
acquires the bank number 605A, branch office number 606A,
account type 607A, account number 608A, and account hold—
er’s name 609A, which are the information specifying the
user account 41, from the record 601A matching the user ID
206. Moreover, the electronic settlement server 10A reads
another stored information (not shown in the drawings) iden-
tifying the settlement company accotmt, that is, the bank
number, branch office number, account type, and account
number of the settlement company account. Then, based on
these pieces of information, the electronic settlement server
10A generates and transmits a transfer request to the charge
accommodating network 40A ($1204). A data configuration,
a communication procedure, and the like for the transmission
ofthe transfer request may comply with a scheme adopted for
the charge accommodating network 40A.
[0341] Upon receiving the transfer request, the charge
accommodating network 40A executes a transfer process
according to the contents of the transfer request so as to
transfer a specified amount (hereinafter referred to as a “user
transfer amount”) from the user account 41 to the settlement
company account 42 (81205). Ifthe transfer process (81205)
is executed normally, the charge accommodating network
40A transmits a transfer result notification to the electronic

settlement server 10A to notify the electronic settlement
server 10A that the transfer process has been executed nor-
mally (81206). If the transfer process fails to be properly
executed because of insufficient balance in the user account

41 or the like, the charge accommodating network 40A trans-
mits a transfer result notification indicating the failure in the
transfer to the electronic settlement server l0A.

 

[0342] Upon receiving the transfer result notification indi-
cating the transfer process has been executed normally, the
electronic settlement server 10A executes a retained amotmt

data process of reflecting the user transfer amount in the
corresponding record 1001A in the user retained amount data
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700A ($1207). The retained amount data process allows the
user to use the amount corresponding to the user transfer
amount, via the electronic settlement system 1A.
[0343] FIGS. 31 and 32 are diagrams illustrating an
example of an operation performed between the electronic
settlement server 10A and the charge accommodating net—
work 40A to process the user transfer amount.
[0344] FIG. 31 shows an example ofa state observed before
the user transmits a transfer request message to the electronic
settlement server 10A (FIG. 30, S1203). In the example, the
charge accommodating network 40A has the user account 41,
the settlement company account 42, and the game hall com-
pany account 43.
[0345] By way ofexample, it is assumed that the balance of
the user account 41 is 100,000 yen and that the balance ofboth
the settlement company account 42 and the game hall com-
pany account 43 is O yen. In actuality, a plurality ofusers and
a plurality of game hall companies have accounts in the
charge acconmiodating network 40A. However, FIG S. 3 1 and
32 show one user accotmt 41 and one game hall company
account 43 as typical examples.
[0346] As described above, the electronic settlement server
10A stores the user retained amount data 700A and the game
hall company retained amount data 900A. The user retained
amount data 700A has the record 1001A for each user. The

game hall company retained amount data 900A has the record
90] A for each game hall company. In the figures, the record
I001A is data corresponding to the user having the user
account 41. The record 901A is data corresponding to the
game hall company having the game hall company account
43. The retained amounts stored in the records 1001A and

901A are both assumed to be currently 0 yen.
[0347] Here, it is assumed that the user desires to use
10,000 yen from the user account 41 via the electronic settle—
ment system 1A. FIG. 32 shows a state observed after the user
has transmitted a transfer request message for a transfer of a
user transfer amount of 10,000 yen, from the mobile commu-
nication terminal 20A to the electronic settlement server 1 0A;
the transmission follows the state shown in FIG. 31. In

response to the transfer request message, the electronic settle-
ment server 10A transmits the following transfer request to
the charge accommodating network 40A. The transfer
request is transmitted to the charge accommodating network
40A, requesting that the user transfer amount of 10,000 yen
and the charge to he paid to the settlement company (for
example, 100 yen) be transferred from the user account 41 to
the settlement company account 42.
[0348] Upon receiving the transfer request, the charge
accommodating network 40A executes a process of transfer-
ring 10,000 yen from the user account 41 to the settlement
company account 42. As a result, as shown in FIG. 32, the
balance of the user account 41 is 100,000 yen—10,100
yen:89,900 yen. The balance of the settlement company
account 42 is 0 yen+10.100 yen:10,100 yen. The charge
accommodating network 40A changes the balances of the
accounts 41 and 42 as described above according to the trans-
fer request.
[0349] FIG. 33 shows a state observed after the electronic
settlement server 10A has executed a retained amount data

process (FIG. 30, 81207); the execution follows the state
shown in FIG. 32. As shown in FIG. 32 described above, after
executing the transfer process, the charge accommodating
network 4 0A transmits a transfer result notification indicating
that 10,100 yen has been transferred normally, to the elec-
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tronic settlement server 10A (FIG. 30, 81206). In response to
the transfer result notification, the electronic settlement
server 10A, more specifically the transfer request processing
unit 404A, adds the transferred amount to the value ofthe user
retained amount 1003A stored in the record 1001A corre—

sponding to the user account 41 subjected to the transfer.
However, 100 yen, corresponding to the charge, is not added.
As a result ofthe retained amount data process (31207) based
on the addition, 0 yen+10,000 yen:10,000 yen is recorded in
the record 1001A. The 10,000 yen is the amotmt that the user
can use via the electronic settlement system 1A,
[0350] Now, with reference to FIG. 34, description will be
given of an example of an operation performed by the elec—
tronic settlement system 1A when the user attempts to obtain
a negotiable value from the negotiable—value providing appa—
ratus 30A. FIG. 34 is a sequence diagram showing an
example of an operation performed by the electronic settle-
ment system 1A when the user allows the mobile communi-
cation terminal 20A and the negotiable-value providing appa-
ratus 30A to communicate via the short-di stance

communication means 201303A in order to obtain a nego-
tiable value from the negotiable-value providing apparatus
30A.

[0351] It is assumed that the user first attempts to obtain a
negotiable value from the negotiable-value providing appa-
ratus 30A utilizing the present electronic settlement system
1A.

[0352] In this ca se, the user allows the mobile communica-
tion terminal 20A and the negotiable-value providing appa-
ratus 30A to carry out short-distance communication so that
the mobile communication terminal 20A can acquire the
equipment ID and the like of the negotiable—value providing
apparatus 30A. For example, it is assumed that the terminal—
side short—distance communication unit 201 is an IC chip for
non-contact IC cards and that the providing apparatus-side
short-distance communication unit 303 is a reader/writer.

Then, upon sensing that the chip for non-contact IC cards is
nearby, the reader/writer, serving as the providing apparatus-
side short-distance communication 1mit 303, transmits the
equipment ID, an application number specifying an applica-
tion such as the i appli, and a user payment amount, which are
all stored in the reader/writer, to the chip for non-contact IC
cards, serving as the terminal—side short—distance communi—
cation unit 201 (81301). Here, the equipment ID is identifi—
cation information allowing the negotiable—value providing
apparatus 30A to be uniquely identified. The application
number is identification information uniquely identifying the
application such as the i appli which operates in the mobile
communication terminal 20A. The user payment amount is
information indicative of the value of consideration for the

negotiable value provided to the user by the negotiable-value
providing apparatus 30A. When the purchase of a negotiable
value is requested via the mobile communication terminal
20A, the negotiable-value providing apparatus 30A considers
the request to be a purchase request for a negotiable value for
a pre—specified payment amount. For example, if the nego—
tiable—value providing apparatus 30A is a ball renting
machine, the user moves the mobile communication terminal
30 closer to the ball renting machine, corresponding to the
negotiable-value providing apparatus 30A, to allow the nego-
tiable-value providing apparatus 30A to read data from the
chip for non-contact IC cards. Then, the negotiable-value
providing apparatus 30A considers the request to be a pur-
chase request for rental balls for a payment amount (for
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example, 1,000 yen) specified for the negotiable-value pro-
viding apparatus 30A. The user payment amount may vary
with the negotiable-value providing apparatus 30A. For
example, the payment amount may be set to 1,000 yen for a
ball renting machine A installed in the game hall and to 5,000
yen for another ball renting machine B installed in the same
game hall. Alternatively, the user payment amount may be
selectively determined by the user. For example, if the nego—
tiable-value providing apparatus 3 0A is a prepaid card issuing
apparatus, the prepaid card issuing apparatus can issue pre-
paid cards for a plurality of different amounts (for example,
1,000 yen, 3,000 yen, 5,000 yen, and 10,000 yen), and has a
plurality of amount determination buttons used to specify the
respective amotmts. The user depresses the amount determi-
nation button for the desired amount to buy the prepaid card
for the desired amount. In this case, the amount selected by
the user via the amount determination button may be consid-
ered by the electronic settlement system 1A to be the user
payment amount.

[0353] The above-described userpayment amount need not
necessarily be transmitted from the negotiable-value provid-
ing apparatus 30A to the mobile communication terminal
20A in step $1301. The payment amount may be determined
by the electronic settlement server 10A based on the equip-
ment ID using a prepared table.
[0354] Upon receiving the equipment ID, the application
number, and the user payment amount, the terminal—side
short—distance communication unit 201 starts the application
such as the i appli which corresponds to the application num-
ber, that is, the payment request generating unit 202 ($1302).
At this time, the equipment ID and the user payment amount
are passed from the tenninal-side short-distance communica-
tion unit 201 to the payment request generating unit 202.
[0355] The started payment request generating unit 202
generates a payment request message containing the equip—
ment ID and user payment amount received from the nego—
tiable—value providing apparatus 3 0A and the user ID 206 and
password 207 stored in the user information storage unit 207.
The payment request generating unit 202 then transmits the
payment request message to the electronic settlement server
10A (51303).

[0356] Upon receiving the payment request message, the
electronic settlement server 10A, more specifically the pay-
ment request processing unit 402A first searches for the user
retained amount data 700A using the user ID 206 as a search
key. The electronic settlement server 10A thus acquires the
retained amount 1003A from the record 1001A correspond—
ing to the user ID 206. The payment request processing unit
402A compares the user payment amount with the retained
amount 1 003A to determine whether or not the user payment
amount can be withdrawn from the retained amount 1003A

(81304).

[0357] In step $1304, upon determining that the user pay-
ment amount cannot be withdrawn, the payment request pro-
cessing unit 402A starts the result notifying unit 407A. The
result notifying unit 407A generates and transmits a process—
ing result notification based on the determination to the nego-
tiable-value providing apparatus 30A and/or the mobile com-
munication terminal 20A. Upon receiving the processing
result notification, the mobile communication terminal 20A
displays the contents of the processing result notification on
the output unit 205 thereof. The contents of the processing
result notification are, for example, “Settlement request has
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been processed. Thank you for allowing us to serve you” or
“Short balance. Settlement has failed.”

[0358] On the other hand, upon determining in step 81304
that the user payment amount can be withdrawn, the payment
request processing unit 402A starts the provision instructing
unit 406A. The started provision instructing unit 406A trans-
mits a provision instruction message to the negotiable—value
providing apparatus 30A (81305). The negotiable—value pro—
viding apparatus 30A provides the user with a negotiable
value corresponding to the user payment amount (S1306).
The destination address of the provision instruction message
is determined based on the equipment IP address 1303A in the
corresponding record 1301A obtained by searching the nego-
tiable-value providing apparatus table 1000A using the
equipment 11) as a key.
[0359] Furthemlore, upon determining in step 31304 that
the user payment amount can be Withdrawn, the payment
request processing unit 402A rewrites the user retained
amotmt data 700A, more specifically the retained amotmt
1003A in the record 1001A with the corresponding user 11),
and the game hall company retained amount data 900A, more
specifically the retained amount 903A in the record 901A
with the corresponding game ball company ID, so as to allow
the user payment amount to be transferred.
[0360] Furthennore, upon determining in step S1304 that
the user payment amount can be withdrawn, the electronic
settlement server 10A, more specifically the payment request
processing unit 402A, starts the result notifying unit 407A.
The started result notifying unit 407A transmits an execution
completion message notifying the mobile communication
terminal 20A that the specified payment amount has been
paid ($1308). The execution completion message indicates
that a payment procedure corresponding to the user’s speci-
fied payment amount has ended. The destination address of
the execution completion message is determined based on the
mail address 604A in the corresponding record 601A
obtained by searching the user table 600A using the user ID as
a key.
[0361] Upon receiving the execution completion message.
the mobile communication terminal 20A allows the output
unit 205 to provide a result display showing the contents of
the execution completion message (S1309). For example, as
the result display, the output unit 205 ofthe mobile commu-
nication terminal 20A shows the message “1,000 yen has
been paid from XX’s retained amount”. Alternatively, during
the result display, the value of the retained amount 1003A
resulting from the withdrawal ofthe payment amount, that is,
the balance in the electronic settlement server 10A, may be
displayed. However, the retained amount 1 003 is not stored in
the mobile communication terminal 20A. The electronic
settlement server 10A stores the retained amount 1003A.

[0362] FIG. 35 is a diagram showing the storage state ofthe
electronic settlement server 10A and the charge accommo-
dating network 40A resulting from the processing from step
$1301 to step Sl307 following the state shown in FIG. 33. In
the state shown in FIG. 33 and in which the user payment
amotmt has not been transferred yet, the retained amount
1 003A in the corresponding record 1001A in the user retained
amount data 700A is 10,000 yen. The retained amotmt 903A
in the corresponding record 901 A in the game hall company
retained amount data 900A is 0 yen.
[0363] FIG. 35 shows a state observed after the transfer
process (S1307) has been executed if the user payment
amount is 1,000 yen. In the transfer process (81307), the
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payment request processing unit 402 of the electronic settle-
ment server 10A subtracts the user payment amount of 1 ,000
yen from 10,000 yen, that is, the value ofthe retained amount
1003A, corresponding to the user’s retained amount, to
rewrite the value of the retained amount 1003 to 9,000 yen.
Furthermore, the payment request processing unit 402 adds
the user payment amount of 1,000 yen to 0 yen, that is, the
value of the retained amount 903A, corresponding to the
game hall company’s retained amount, to rewrite the value of
the retained amount 903A to 1,000 yen.
[0364] The rewriting of the retained amounts 1003A and
903A based on the transfer process ($1307) allows the elec-
tronic settlement server 10A to pay consideration for the
provision of a negotiable value by the negotiable-value pro-
viding apparatus 30A, that is, allows the user to pay to the
game hall company,
[0365] The processing from step S1301 to step $1309
described above is executed every time each user buys a
negotiable value utilizing the negotiable-value providing
apparatus 30A. Each user payment amotmt is added and
recorded as the retained amount of the corresponding game
hall company. That is, every time the user buys a negotiable
value utilizing the negotiable-value providing apparatus 30A,
the value of the retained amount 903A of the game hall
company owning or operating the negotiable—value providing
apparatus 30A increases.
[0366] The game hall company’s retained amount 903A
needs to be transferred to the game hall company account 43
on the charge accommodating network 40A. The transfer to
the game hall company account 43 in the electronic settle—
ment system 1A will be described below with reference to
FIG. 36. FIG. 36 is a sequence diagram showing an example
of the process ofa transfer to the game hall company account
43 in the electronic settlement system 1A.
[0367] The electronic settlement server 10A, more specifi—
cally the clearing processing unit 405A, is automatically
started at a predetermined timing to execute a transfer request
generating process (S1401). The resulting transfer request is
a message requesting the charge accommodating network
40A to transfer the amount corresponding to the retained
amount 903A from the settlement company account 42 to the
game hall company account 43. The details ofthe message are
set so as to meet the specifications of the charge accommo-
dating network 40A.
[0368] In the transfer request generating process ($1401),
one transfer request is generated for each record 901A in the
game hall company retained amount table 900A. The transfer
request stores information identifying the game hall company
account 43, corresponding to a destination account, that is,
the bank number 803A, branch office number 804A, account
type 805A, account number 806A, and account holder’s name
807A. The transfer request also stores the bank number,
branch office number, account type, account number, and
account holder’s name ofthe settlement company account 42,
as information identifying the settlement company account
42, corresponding to a source account. The transfer request
further stores the value of an amount based on the retained
amount 903A as a transfer amount. The amount based on the

retained amount 903A need not necessarily be the same as the
retained amount but is, for example, the retained amount
minus the charge for the settlement company.
[0369] The clearing processing unit 405A may be auto-
matically started at any predetermined timing provided that
the CPU can determine the timing. For example, the timing
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may be based on a temporal condition (the thirtieth day of
every month, the fourth Monday of every month, the fifth,
tenth, fifteenth, twentieth, twenty-fifth. and thirtieth of every
month, or the like) or on the amount condition; the clearing
processing unit 405A may be started when the retained
amount reaches a predetermined value. The clearing process-
ing unit 405A need not necessarily be automatically started.
The present invention can be implemented even when the
clearing processing unit 405A is manually operated by the
administrator or operator of the electronic settlement server
10A.

[0370] The clearing processing unit 405A generates trans-
fer requests for the respective records 901A and transmits the
generated transfer request to the charge accommodating net-
work 40A (S1402). Upon receiving the transfer requests, the
charge accommodating network 40A executes the process of
a transfer from the settlement company account 42 to the
game hall company account 43 according to the contents of
each of the transfer requests (S1403). The processing from
step S1401 to step S1403 allows the total amount paidby each
user as consideration for the use of the negotiable-value pro-
viding apparatus 30A to be transferred to the corresponding
game hall company account 43.
[0371] Upon receiving a transfer result notification indicat-
ing the transfer process has been executed normally, the elec—
tronic settlement server 10A executes a retained amount data

process ofreflecting the transfer amount in the corresponding
record 901A in the game hall company retained amount data
900A (S1405). The retained amount data process sets the
value ofthe game hall company’s retained amount 903A back
to “zero”.

[0372] FIG. 37 is a diagram showing the storage state ofthe
electronic settlement server 10A and the charge accommo-
dating network 40A resulting from the processing from step
S1401 to step S1405 following the state shown in FIG, 35. In
the state shown in FIG. 35, the retained amount 903A in the
record 901A is 1,000 yen. The clearing processing unit 405A
generates a transfer request requesting that the value of the
retained amount 903A minus the charge for the settlement
company (for example, 10 yen), that is, 990 yen, be trans—
ferred from the settlement company account 42 to the game
hall company account 43. The clearing processing unit 405A
transmits the transfer request to the charge accommodating
network 40A (S1402).
[0373] Upon receiving the transfer request, the charge
accommodating network 40A executes a transfer process of
transferring 990 yen from the settlement company account 42
to the game hall company account 43 (81403). As a result,
10,100 yen minus 990 yen, that is, 9,110 yen, is stored in the
settlement company account 42 as the balance. On the other
hand, Oyenplus 990 yen, that is, 990yen, is stored in the game
hall company account 43 as the balance. In the balance of the
settlement company account 42, that is, 9,110 yen, 9.000 yen
is deposited by the user, and the remaining 110 yen is the
settlement company’s profit. Thus, the electronic settlement
company can gain a profit from the operation of the present
electronic settlement system 1A.

111. Third Embodiment

[0374] Now, a third embodiment of the present invention
will be described.

111.1. Example of Configuration of the Electronic
Settlement System

 

[0375] The electronic settlement system 1A according to
the second embodiment differs from an electronic settlement
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system 1A according to the second embodiment in that the
former deals with payment to a plurality of different game
hall companies, whereas the latter copes with payment to a
single game hall company. Thus, according to the second
embodiment, one electronic settlement system 1A is provided
for each game hall company. However, a plurality of game
halls operated by the same game hall company can be dealt
with by the same electronic settlement system 1A.
[0376] Furthermore, an electronic settlement server 10A
according to the third embodiment di11ers from the electronic
settlement server according to the first embodiment in that the
former eliminates the need for the clearing processing unit
405A.

Example of Configuration of the Electronic
Settlement System According to the Third

Embodiment 

[0377] The configuration of the electronic settlement sys-
tem according to the third embodiment is basically similar to
that according to the second embodiment, and will thus not be
described below in detail. Since the electronic settlement

server 10A according to the third embodiment deals with a
single game hall company, a database unit 403A of the elec-
tronic settlement server 10A need not have a game hall com-
pany table 800A or a game hall company retained amount
table 900A.

111.2. Example of Operation of the Electronic
Settlement System According to the Third

Embodiment 

[0378] Now, an example of the operation of the electronic
settlement system according to the second embodiment will
be described.

[0379] Also in the electronic settlement system 1A accord-
ing to the second embodiment, the user first needs to down-
load an application such as the i appli and be registered in the
electronic settlement system 1A, more specifically the elec-
tronic settlement server 10A. This processing is siinilarto that
in the example of the operation according to the second
embodiment shown in FIG. 27 to FIG. 29. Thus. the process-
ing according to the third embodiment will not be described
below in detail.

[0380] As in the case ofthe second embodiment, in the third
embodiment, simply finishing the above—described user reg—
istration does not allow the user to make a purchase (receive
a negotiable value) utilizing the electronic settlement system
1A from a negotiable-value providing apparatus 30A. The
user needs to use a mobile communication terminal 20A to

request the electronic settlement system 1A, more specifi-
cally the electronic settlement server 10A, to transfer an
appropriate amount of the deposit in a user account 41 to a
settlement company account 42. The amount consumed by
the user for the negotiable-value providing apparatus 30A is
subtracted from the deposit. The amount resulting from the
subtraction is equal to that paid to the negotiable—value pro—
viding apparatus 30A, and is transferred to the game hall
company account 43, corresponding to the recipient of the
payment, as a result of processing by a charge accommodat-
ing network 40A. Now, with reference to FIG. 38, description
will be given of an example ofan operation performed by the
electronic settlement system 1A according to the second
embodiment when the user requests the electronic settlement
server 10A to carry out a transfer from the user account 41,
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that is, the user’s own account, to the settlement company
account 42. FIG. 38 is a sequence diagram showing an
example of an operation performed by the electronic settle-
ment system 1A when the user requests a transfer from the
user account 41 to the settlement company account 42.
[0381] First, the user uses the mobile communication ter-
minal 20A to start an i appli, more specifically a transfer
request generating unit 208 (S1501). The started i appli, more
specifically the transfer request generating unit 208, allows an
output unit 205 ofthe mobile communication temlinal 20A to
display an input interface screen or the like. The i appli thus
urges the user to input information required for a transfer
request message, for example, a transfer amotmt and a per-
sonal account identification ntunber.

[0382] Upon receiving the input (S1502), the mobile com-
munication terminal 20A, more specifically the transfer
request generating unit 208, generates and transmits a transfer
request message to the electronic settlement server 10A via a
communication network50 and the like (S1503). The transfer
request message stores a user ID 206, a password 207, the
input transfer amount and personal account identification
number, and the like.

[0383] Upon receiving the transfer request message, the
electronic settlement server 10A, more specifically a transfer
request processing unit 404A, searches a user table 600A
using the user ID 206 contained in the transfer request mes—
sage as a key. The electronic settlement server 10A thus
acquires a bank number 605A, a branch office number 606A,
an account type 607A, an account number 608A, and an
account holder’s name 609A, which are the information
specifying the user account 41, from a record 601A matching
the user ID 206. Moreover, the electronic settlement server
1 0A reads another stored information (not shown in the draw-
ings) identifying the settlement company account, that is, the
bank number, branch office number, account type, and
account number ofthe settlement company account 42. Then,
based on these pieces of information, the electronic settle-
ment server 1 0A generates and transmits a transfer request to
the charge accommodating network 40A (S1504). A data
configuration, a communication procedure, and the like for
the transmission of the transfer request may comply with a
scheme adopted for the charge accommodating network 40A.
[0384] Upon receiving the transfer request, the charge
accommodating network 40A executes a transfer process
according to the contents of the transfer request so as to
transfer a specified amount (hereinafter referred to as a “user
transfer amount”) from the user account 41 to the settlement
company account 42 (81505). Ifthe transfer process (S1505)
is executed normally, the charge accommodating network
40A transmits a transfer result notification to the electronic

settlement server 10A to notify the electronic settlement
server 10A that the transfer process has been executed nor-
mally (S1506). If the transfer process fails to be properly
executed because of insufficient balance in the user accotmt

41 or the like, the charge accommodating network 40A trans-
mits a transfer result notification indicating the failure in the
transfer to the electronic settlement server 10A.

[0385] The processing from S1501 to S1506 is similar to
that from 81201 to $1206 according to the first embodiment.
[0386] After S1506, the electronic settlement server 10A,
more specifically the transfer request processing unit 404A,
generates and transmits a transfer request requesting a trans-
fer of an amount corresponding to the user transfer amount
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from the settlement company account 42 to a game hall com-
pany account 43, to the charge accommodating network 40A
(81507).
[0387] The electronic settlement server 10A, more specifi-
cally the transfer request processing unit 404A, reads pre-
stored information identifying the settlement company
account 42, that is, the bank number, branch oflice number,
account type, and account number ofthe settlement company
account 42, and information identifying the game hall com—
pany account 43, that is, the bank number, branch office
number, account type. account number. and account holder’s
name of the game hall company account 43. The electronic
settlement server 10A generates a transfer request from the
above-described pieces of information and an amotmt based
on a user payment amount. The electronic settlement server
10A then transmits the transfer request to the charge accom-
modating network 40A (S1507). In the present embodiment,
the “amount based on the user payment amount” refers to the
amount (hereinafter referred to as the “game hall company
transfer amount”) obtained by subtracting a charge to be paid
to the settlement company from the user payment amount. A
data configuration, a communication procedure, and the like
for the transmission of the transfer request may comply with
the scheme adopted for the charge accommodating network
40A.

[0388] Upon receiving the transfer request, the charge
accommodating network 40A executes a transfer process
according to the contents of the transfer request so as to
transfer the game hall company transfer amount from the
settlement company account 42 to the game hall company
account 43 (S1508). If the transfer process (S1508) is
executed normally, the charge accommodating network 40A
transmits a transfer result notification to the electronic settle-

ment server 10A to notify the electronic settlement server
10A that the transfer process has been executed normally
(81509).
[0389] Upon receiving the transfer result notification indi-
cating the transfer process has been executed normally, the
electronic settlement server 10A executes a retained amount

data process ofreflecting the user transfer amount in a corre—
sponding record 1001A in a user retained amount data 700A
(81510). The retained amount data process allows the user to
use the amount corresponding to the user transfer amount, via
the electronic settlement system 1A.
[0390] FIG. 39 to FIG. 42 are diagrams illustrating the
storage state of the electronic settlement server 10A and
charge accommodating network 40A according to the second
embodiment observed when processing of the user transfer
amount is executed between the electronic settlement server

10A and the charge accommodating network 40A.
[0391] FIG. 39 shows an example ofa state observed before
the user transmits a transfer request message to the electronic
settlement server 10A (FIG. 38, S1503). In the example, the
charge accommodating network 40A has the user account 41,
the settlement company account 42, and the game hall corn-
pany account 43.
[0392] It is assumed that the balance ofthe user account 41
is 100,000 yen and that balance of both the settlement com-
pany account 42 and the game hall company account 43 is 0
yen. In actuality, a plurality of users and a plurality of game
ball companies have accounts in the charge accommodating
network 40A. However, FIG. 39 to FIG. 42 show one user
account 41 and one game hall company account 43 as typical
examples,

GOOG-1022

Google LLC v. RFCyber Corp. / Page 82 of 90  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1022 
Google LLC v. RFCyber Corp. / Page 83 of 90

US 2010/0174650 A1

[0393] As described above, the electronic settlement server
10A stores the user retained amount data 700A. However,
unlike in the case of the second embodiment, in the third
embodiment, the electronic settlement server 10A need not
store game hall company retained amount data 900A.
[0394] FIG. 40 shows a state observed after the user has
transmitted a transfer request message from the mobile com—
munication tenninal 20A to the electronic settlement server

10A, requesting a transfer ofa user transfer amount of 10,000
yen; the transmission follows the state shown in FIG. 39. In
response to the transfer request message, the electronic settle-
ment server 10A transmits the following transfer request to
the charge accommodating network 40A (see 81504). The
transfer request is transmitted to the charge accommodating
network 40A, requesting that the user transfer amotmt of
10,000 yen and a charge to be paid to the settlement company
(for example, 100 yen) be transferred from the user account
41 to the settlement company account 42.
[0395] Upon receiving the transfer request, the charge
accommodating network 40A executes a process of transfer-
ring 10,100 yen from the user account 41 to the settlement
company account 42 (see 81505). As a result, as shown in
FIG. 40, the balance of the user account 41 is l00,000 yen—
10,100 yent89,900 yen. The balance of the settlement com—
pany account 42 is 0 yen+10, 100 yent10,100 yen. The charge
accommodating network 40A changes the balances of the
accounts 41 and 42 as described above according to the trans—
fer request.
[0396] FIG. 41 shows a state observed after the electronic
settlement server 10A has transmitted a transfer request for a
transfer of the transfer amount to the game hall company
account 43, to the charge accommodating network 40A
($1507) and the charge accommodating network 40A has
executed a transfer process (51508) corresponding to the
transfer request; the transmission and execution follow the
state shown in FIG. 40.

[0397] The electronic settlement server 10A transmits the
following transfer request requesting a transfer ofthe transfer
amount to the game hall company account 43 to the charge
accommodating network 40A (see $1507). The transfer
request is transmitted to the charge accommodating network
40A, requesting that a game hall company transfer amount
(10,000 yen— 100 yen:9,900 yen) corresponding to the user
transfer amount of 10,000 yen minus the charge to be paid to
the settlement company (for example, 100 yen) be transferred
from the settlement company account 42 to the game hall
company account 43.
[0398] Upon receiving the transfer request, the charge
accommodating network 40A executes a process of transfer-
ring 9, 900 yen from the settlement company account 41 to the
game hall company account 43 (see 81508). As a result, as
shown in FIG. 41, the balance of the settlement company
account 42 is 10,100 yen—9,900 yen:200 yen. The balance of
the game hall company account 43 is 0 yen+9,900 yen:9,900
yen. The balance of the user account 41 remains to be 89,900
yen. The charge accommodating network 40A changes the
balances of the accounts 41 and 42 according to the transfer
request as described above.
[0399] FIG. 42 is a diagram showing the storage state ofthe
electronic settlement server 10A and the charge accommo-
dating network 40A resulting from execution of a retained
amount data process (81510) by the electronic settlement
server 10A following the state shown in FIG. 41.As shown in
FIG. 38, after executing the transfer process (81508), the
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charge accommodating network 40A transmits a transfer
result notification indicating that the game hall company
transfer amount has been transferred normally, to the elec—
tronic settlement server 10A (81509).
[0400] In response to the transfer result notification, the
electronic settlement server 10A, more specifically the trans-
fer request processing unit 404A, executes a retained amount
data process (S1510) ofadding the user transfer amount to the
user retained amount stored in the record 1 001A correspond—
ing to the user account 41 subjected to the transfer. However,
100 yen, corresponding to the charge, is not added. As a result
of the retained amount data process ($1510) based on the
addition, 0 yen+10,000 yen:10,000 yen is recorded in the
record 1001A. The 10,000 yen is the amount that the user can
use via the electronic settlement system 1A.
[0401] Now, with reference to FIG. 43, description will be
given of an example of an operation performed by the elec—
tronic settlement system 1A when the user attempts to obtain
a negotiable value from the negotiable—value providing appa—
ratus 30 in the electronic settlement system 1A according to
the third embodiment. FIG. 43 is a sequence diagram showing
an example ofan operation performed by the electronic settle-
ment system 1A when the user allows the mobile communi-
cation terminal 20A and the negotiable-value providing appa-
ratus 30A to commtuiicate via short-di stance conmiunication

means in order to obtain a negotiable value from the nego-
tiable-value providing apparatus 30A.
[0402] It is assumed that the user first attempts to obtain a
negotiable value from the negotiable-value providing appa-
ratus 30A utilizing the present electronic settlement system
1A.

[0403] In this case, the user allows the mobile communica—
tion terminal 20A and the negotiable—value providing appa—
ratus 30A to carry out short—distance communication so that
the mobile communication terminal 20A can acquire the
equipment ID and the like of the negotiable-value providing
apparatus 30A. For example, it is assumed that a terminal-
side short-distance communication unit 201 is an IC chip for
non-contact IC cards and that a providing apparatus-side
short-distance communication unit 303 is a reader/writer.

Then, upon sensing that the chip for non-contact IC cards is
nearby, the reader/writer, serving as the providing apparatus-
side short—distance communication unit 303, transmits the
equipment ID, an application number, and a user payment
amount, which are all stored in the reader/writer, to the chip
for non-contact IC cards, serving as the terminal-side short-
distance communication unit 201 ($1601). Here, the equip-
ment ID is identification information allowing the negotiable-
value providing apparatus 30A to be uniquely identified. The
application number is identification information uniquely
identifying the application such as the i appli which operates
in the mobile communication terminal 20A. The user pay-
ment amount is information indicative ofthe value of consid-

eration for the negotiable value provided to the user by the
negotiable-value providing apparatus 30A. When the pur-
chase of a negotiable value is requested Via the mobile com—
munication terminal 20A, the negotiable—value providing
apparatus 30A considers the request to be a purchase request
for a negotiable value for a pre-specified payment amount.
For example, ifthe negotiable-value providing apparatus 30A
is a ball renting machine, the user moves the mobile commu-
nication terminal 30 closer to the ball renting machine to
allow the ball renting machine to read data from the chip for
non-contact IC cards. Then, the negotiable-value providing
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apparatus 30A considers the request to be a purchase request
for rental balls for a payment amount (for example, 1,000
yen) specified for the negotiable—value providing apparatus
3 0A. The user payment amount may vary with the negotiable—
value providing apparatus 30A. For example, the payment
amotmt may be set to 1,000 yen for a ball renting machine A
installed in the galne hall and to 2,000 yen for another ball
renting machine B installed in the same game hall. Alterna-
tively, the user payment amount may be selectively deter-
mined by the user. For example, if the negotiable-value pro-
viding apparatus 30A is a prepaid card issuing apparatus, the
prepaid card issuing apparatus can issue prepaid cards for a
plurality of different amounts (for example, 1,000 yen, 3,000
yen, 5,000 yen, and 10,000 yen), andhas a plurality ofamount
determination buttons used to specify the respective amounts.
The user depresses the amount determination button for the
desired amount to buy the prepaid card for the desired
amount. In this case, the amount selected by the user via the
amount determination button may be considered by the elec-
tronic settlement system 1A to be the user payment amount.
[0404] The above—describeduserpayment amount need not
necessarily be transmitted from the negotiable—value provid—
ing apparatus 30A to the mobile communication terminal
20A in step 81601. The payment amount may be determined
by the electronic settlement server 10A based on the equip-
ment 11) using a prepared table.
[0405] Upon receiving the equipment ID, the application
number, and the payment amount, the terminal-side short-
distance communication unit 201 starts the application such
as the i appli which corresponds to the application number,
that is, a payment request generating unit 202 ($1602). At this
time, the equipment ID and the user payment amount are
passed from the terminal-side short-distance communication
unit 201 to the payment request generating unit 202.
[0406] The started payment request generating unit 202
generates a payment request message containing the equip-
ment ID and user payment amount received from the nego-
tiable-value providing apparatus 30A and a user ID 206 and a
password 207 stored in a user information storage unit 207.
The payment request generating unit 202 then transmits the
payment request message to the electronic settlement server
10A ($1603).
[0407] In step $1604, upon determining that the user pay-
ment amotmt cannot be withdrawn, a payment request pro-
cessing unit 402A starts a result notifying unit 407A. The
result notifying unit 407A generates and transmits a process-
ing result notification based on the determination to the nego-
tiable—value providing apparatus 30A and/or the mobile com—
munication terminal 20A. Upon receiving the processing
result notification, the mobile communication terminal 20A
displays the contents of the processing result notification on
the output unit 205 thereof. The contents of the processing
result notification are, for example, “Short balance. Settle-
ment has failed.”

[0408] On the other hand, upon determining in step 81604
that the user payment amount can be withdrawn, the payment
request processing unit 402A starts a provision instructing
unit 406A. The started provision instructing unit 406A trans-
mits a provision instruction message to the negotiable-value
providing apparatus 30A (31605). The provision instruction
message contains the payment amount. The negotiable-value
providing apparatus 30A provides the user with a negotiable
value corresponding to the payment amount (81606), The
destination address of the provision instruction message is
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determined based on an equipment IP address 1003 in a
corresponding record 1001 obtained by searching a nego-
tiable—value providing apparatus table 1000A using the
equipment ID as a key.
[0409] Furthermore, upon determining in step 81604 that
the user payment amotmt can be withdrawn, the payment
request processing unit 402A rewrites the user retained
amount data 700A, more specifically the retained amount
1003 in the record 1001 with the corresponding user ID so as
to reduce the retained amount 1003 by the payment amount
(51607).
[0410] Furthermore, upon determining in step 81604 that
the user payment amount can be withdrawn, the electronic
settlement server 10A, more specifically the payment request
processing unit 402A, starts a result notifying unit 407A. The
started result notifying unit 407A transmits an execution
completion message notifying the mobile communication
terminal 20A that the specified payment amount has been
paid ($1608). The execution completion message indicates
that a payment procedure corresponding to the user’s speci—
fied payment amount has ended. The destination address of
the execution completion message is determined based on a
mail address 604A in a corresponding record 601A obtained
by searching a user table 600A using the user ID as a key.
[0411] Upon receiving the execution completion message,
the mobile communication terminal 20A allows the output
unit 205 to provide a result display corresponding to the
contents of the execution completion message (31609). For
example, as the result display, the output unit 205 of the
mobile communication terminal 20A shows the message
“1,000 yen has been paid from XX’s retained amount”. Alter-
natively, during the result display, the value of the retained
amount 1 003A resulting from the withdrawal of the payment
amount, that is, the balance in the electronic settlement server
10A, may be displayed. However, the retained amount 1003A
is not stored in the mobile communication terminal 20A. The
electronic settlement server 10A stores the retained amount
1003A.

[0412] FIG. 44 is a diagram showing the storage state ofthe
electronic settlement server 10A and the charge accommo—
dating network 40A resulting from execution of the process—
ing from step 81601 to step 81607 following the state shown
in FIG. 42. In the state shown in FIG. 42 and in which the

transfer of the payment amount has not been carried out yet,
the retained amount 1003A in the corresponding record
1001A in the user retained amount data 700A is 10,000 yen.
[0413] FIG. 44 shows a state observed after the transfer
process (81607) has been executed if the payment amount is
1,000 yen. In the transfer process (31607), the payment
request processing unit 402 ofthe electronic settlement server
10A subtracts the payment amount of 1 ,000 yen from 10,000
yen, that is, the value of the retained amount 1003A, corre-
sponding to the user’s retained amount, to rewrite the value of
the retained amount 1003A to 9,000 yen.
[0414] The rewriting, of the retained amount 1003A based
on the transfer process ($1607) allows the electronic settle-
ment server 10A to pay consideration for the provision ofa
negotiable value by the negotiable-value providing apparatus
30A, that is, allows the user to pay to the game hall company.
[0415] The processing from step S1601 to step $1609
described above is executed every time each user buys a
negotiable value utilizing the negotiable-value providing
apparatus 30A. However, unlike in the case of the second
embodiment, each user’s payment amount is not added or
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recorded as the retained amount of the corresponding game
hall company. Furthermore, unlike the second embodiment,
the third embodiment eliminates the need to transfer the

retained amount 903A of the game hall company to the game
hall company account 43 on the charge accommodating net—
work 40A according to a transfer request from the electronic
settlement server 10A. That is, the third embodiment elimi-
nates the need for a transfer to the game hall company account
43 in the electronic settlement system 1A as shown in FIG. 3 6
(see s1401 to s1405).

1V. Variations and Others

[0416] Variations of the second and third embodiments will
be described below.

[0417] (l) QR codes or the like may be displayed on a liquid
crystal display provided in the negotiable—value providing
apparatus 30A. Furthermore, a bar code reader utilizing a
CCD camera may be provided in the mobile communication
terminal 20A to read bar codes. These arrangements replace
the providing apparatus-side short-distance communication
unit 303 and the tenninal-side short-distance communication

unit 201. In this case, information indicated by the bar code
may directly be the equipment ID.
[0418] (2) In the above-described first and second embodi-
ments, for a trailsfer from the user account 4 1 to the settlement
company account, a transfer request is transmitted from the
mobile communication terminal 20A to the charge accom-
modating network 40A via the electronic settlement server
10A. However, the present invention can be implemented
even when the transfer request is transmitted from the mobile
communication terminal 20A directly to the charge accom—
modating network 40A.

 V. Advantages of the Present Electronic Settlement
System

[0419] ( 1) Advantages for the User
[0420] The present settlement method is different from
cash payment and can be used in game halls. Thus, even when
running short of cash in hand in a game hall, the user can buy
rental balls, rental medals, any product, or the like by an easy
settlement action (a process of performing such an easy input
operation as holds the mobile communication terminal 20A
over the negotiable-value providing apparatus 30A).
[0421] While playing games, the user may hit a bull’s eye
with no or little cash in hand but be likely to run short ofballs
or medals in hand. In this case, the user can additionally buy
rental balls or the like by an easy operation. The user can thus
feel secure to continue games without worrying about the
cash balance.

[0422] Furthemiore, the user can feel secure to carry out the
settlement action because the user’s mobile communication
terminal is used for the settlement action. The user can further
feel secure to settle the accotmt because of the non-need to

input the card number or the personal identification number,
preventing the record of the card number or the personal
identification number from remaining in the shop or being
unfairly acquired by a malicious person as is the case with
ordinary credit and debit cards.
[0423] Furthermore, information distribution is available
which is based on usage information acquired by the elec-
tronic settlement server 10A. Thus, more various services are
expected to be available.

[0424]
[0425]
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(2) Advantages for the Shop (Administrator)
Even when running short of cash in hand as a result

of playing games, the user can further buy rental balls or
rental medals via the present electronic settlement system.
This increases the operation rate of the game machines and
the possibility that such users make a purchase in the shop.
Thus, the sales of the game hall are expected to increase.
Furthermore, information is available which indicates the
game machines on which the user has played and the amount
ofmoney for which the user has played. Consequently, based
on the information, the operation status ofthe game machines
can be determined in detail, and the user’s preferences can
also be known. Therefore, the information can be utilized for
marketing.
[0426] The use of the present electronic settlement system
avoids increasing cash used in the shop. This facilitates credit
management and improves security management.
[0427]
[0428]

(3) Advantages for the Settlement Company
The operation of the present electronic settlement

system enables the settlement company to determine the
playing statuses of players who are users. The settlement
company can thus accumulate data to be referenced for the
development, sale, marketing, or the like of game machines.
[0429] (4) The present invention can be implemented
regardless ofwhether the authentication server 90, serving as
the certification agency (CA), is another company’s server
commonly used or a server constructed by the settlement
company.

 VI. Fourth Embodiment

[0430] Now, a fourth embodiment of the present invention
will be described. The fourth embodiment has a configuration
and functions basically similar to those of the second or third
embodiment. The fourth embodiment is further characterized

by having the function of adding casino chips in hand or the
amount, level, or cash stored in a prepaid card, an IC card, or
the like to a user retained amount 1003A stored in an elec-
tronic settlement server 10A. This addition is carried out

using a terminal apparatus that can communicate with the
electronic settlement server. The terminal apparatus is the
user‘s mobile communication terminal or a computer
installed at an appropriate location such as a casino reception
desk.

[0431] In the fourth embodiment, the above-described
function allows the present electronic settlement system to
hold remaining casino chips or the remaining amount, level,
or the like in the prepaid card instead of the user if the user
ends or suspends the game. The user’s convenience is thus
improved.
[0432| MG. 45 shows an example of the configuration of
the electronic settlement system according to the fourth
embodiment. An electronic settlement system 1B according
to the fourth embodiment is different from the electronic

settlement system 1A (see FIG. 17) according to the second
and third embodiments in that the electronic settlement sys-
tem 1B further has a computer 98 configured to request an
electronic settlement server 1 0B to carry out addition (credit).
Furthermore, the configurations of the electronic settlement
server 10B and a mobile communication terminal 10B are
different from those of the electronic settlement servers 10A

and mobile communication tenninals 10A according to the
second and third embodiments. The mobile communication
terminal 10B has functions similar to those of the mobile

communication terminal 10A and the function of serving as a
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terminal apparatus configured to request the electronic settle-
ment server 10B to carry out an addition (credit).
[0433] The computer 98 is an apparatus having the function
of communicating with the electronic settlement server 10B.
The computer 98 includes a central processing unit (CPU), a
main memory (RANT), a read only memory (ROM), an l/O
device (I/O), and an external storage device such as a hard
disk device as required.
[0434] Upon receiving a request for an addition (credit)
from a user (player), the operator of the computer 98 checks
the amount, level, or the like to be added (credited). For
example, for a request for an addition (credit) of casino chips,
the operator performs, for example, an operation ofcounting
casino chips. Furthermore, for a request for an addition
(credit) with a prepaid card, the operator reads the remaining
amount using a separately prepared prepaid card reading
apparatus. Additionally, if the remaining amount in the pre-
paid card is managed by a managing apparatus such as a hall
computer, the operator reads the ID number of the card
instead of the remaining amount
[0435] Then, the operator inputs information (for example,
a user ID) identifying the user and information indicating the
amount, level, or the like to be added, to the computer 98. The
computer 98 executes an addition (credit) process to generate
a message requesting an addition ofa value corresponding to
information indicative of the amount, level, or the like to be
added to the value ofthe user retained amount 1003A in a user

record 100 IA corresponding to the information identifying
the user. The computer 98 then transmits the message to the
electronic settlement server 10B via a communication net—
work 50.

[0436] Upon receiving the message, the electronic settle-
ment server 10B executes a process of adding the value cor-
responding to the information indicative of the amount, level,
or the like to be added to the value ofthe user retained amount

1003A in the user record 1001A corresponding to the infor—
mation identifying the user.
[0437] Now, the mobile communication terminal 2013
according to the fourth embodiment will be described As
described above, the mobile communication terminal 20]]
functions as the mobile communication terminals 20A

according to the second and third embodiments. The mobile
communication terminal 20B further has the function of gen—
erating a message requesting an addition of the value corre—
sponding to information indicative ofthe amount, level, or the
like to be added to the value of the user retained amount

1 003A in the user record 1001A and transmitting the message
to the electronic settlement server 10B via the communica-

tion network 50, similarly to the above-described computer
98. The infonnation indicative ofthe amount, level, or the like
to be added need not directly indicate the amount, level, or the
like but may be information that can be used as a search key
to acquire information directly indicating the amount, level,
or the like. For example, the IC number of the prepaid card
may be the “information indicating the amount, level, or the
like” as used herein. In this case, upon receiving the ID
number of the prepaid card or the like, the electronic set'le—
ment server 10B may inquire of the managing apparatus (for
example, a casino hall computer) managing the remaining
amount in the prepaid card, about the remaining amount
corresponding to the ID number of the prepaid card. The
electronic settlement server 10B may then execute an ac di-
tion (credit) process using the remaining amount transmitted
in response to the inquiry as the amount or level.
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[0438] FIG. 46 shows an example of the configuration of
the mobile communication terminal 20B according to the
fourth embodiment. The configuration of the negotiable—
value providing apparatus 30A is the same as those according
to the second and third embodiments. Furthermore, the same
components as those of the mobile communication terminal
20A (see FIG. 19) are denoted by the same reference numer-
als and will thus not be described below in detail.

[0439] The mobile communication terminal 20B has a ter-
minal-side short-distance communication unit 201, a pay-
ment request generating unit 202, a radio communication unit
203, an input tmit 204, an output tulit 205, a user infonnation
storage unit 207, a transfer request generating unit 208, an
electronic contract applying unit 206, and a credit request
generating unit 209.
[0440] Based on information input via an output unit 204
and identifying the user and information also input via the
input unit 204 and indicating an amount, a level, or the like to
be added, the credit request generating unit 209 generates a
message requesting an addition of a value corresponding to
the information indicative of the amount, level, or the like to
be added to the value ofthe user retained amount 1003A in the

user record 1001A corresponding to the information identi-
fying the user. The generated request message is passed to the
radio communication unit 203, which then transmits a radio
signal modulated based 011 the request message.
[0441] Now, the electronic settlement server 10B according
to the fourth embodiment will be described. FIG. 47 is a

diagram showing an example ofthe configuration ofthe elec-
tronic settlement server 10B in the fourth embodiment. The

electronic settlement server 1013 includes the components of
the electronic settlement servers 10A according to the second
and third embodiments and further includes a credit request
processing unit 410B. The same components as those of the
electronic settlement server 10A according to the second and
third embodiments are denoted by the same reference numer—
als and will thus not be described below in detail.

[0442] The addition request processing unit 410B acquires
a message requesting an addition from the computer 98 or the
mobile communication terminal 20B via a network commu—

nication processing unit 401A. Upon receiving the message,
the addition request processing unit 410B searches user
retained amount data 700A and adds a value corresponding to
information indicative of an amount, a level, or the like to be
added, to the value of the user retained amount 1003A in the
user record 1001A corresponding to information contained in
the message and identifying the user. The addition request
processing unit 4103 then allows the result of the addition to
be stored.

[0443] Now, a specific example of an addition process in
the electronic settlement system 10B according to the fourth
embodiment based on the second embodiment will be

described. FIGS. 48 and 49 are diagrams showing an example
ofan addition process in the electronic settlement system 1B
according to the fourth embodiment based on the second
embodiment.

[0444] FIG. 48 shows that “10,000 yen” is stored in the
electronic settlement server 10B as the user retained amount
1003A. The other conditions are similar to those described
with reference to FIG. 33.

[0445] It is assumed that in this state, the user is provided
With 2,000 yen of prepaid card by the negotiable-value pro-
viding apparatus 30A. FIG. 49 shows an example of the
stored contents of the electronic settlement server 20B and a
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charge accommodating network 40A obtained after the user
has acquired 2,000 yen of prepaid card. The user retained
amount 1003A has been rewritten from “10,000 yen” to
“8,000 yen”, obtained by subtracting 2,000 yen from the
10,000 yen. Furthermore, a game hall company retained
amount 903A has been rewritten from “O yen” to “2,000 yen”.
[0446] It is assumed that the user having acquired the 2,000
yen of prepaid card then spends 1,000 yen, ends playing
games, and then in order to return the remaining amount of
l ,000 yen to the electronic settlement system 1B, requests the
electronic settlement server 1013 to add 1,000 yen, via the
computer 98 or the mobile communication terminal 20B.
[0447] Upon receiving the message transmitted by the
computer 98 or the mobile communication terminal 20B and
requesting an addition of l ,000 yen, the electronic settlement
server 10B, more specifically the addition request processing
unit 410B, rewrites the user retained amount 1003A and the
game hall company retained amount 903A according to the
contents ofthe request message. FIG. 50 shows an example in
which the user retained amount 1003A and the game hall
company retained amount 903A have been rewritten accord-
ing to the contents of the request message. The user retained
amount 1 003A has been rewritten to “9,000 yen”, obtained by
adding 1,000 yen to “8,000 yen”. Furthermore, the game hall
company retained amount 903A has been rewritten from
2,000 yen to 1,000 yen.
[0448] The above-described processing enables the user to
reuse the negotiable value the user has not spent, later via the
electronic settlement system 113,
[0449] Now, a specific example of an addition process in
the electronic settlement system 1B according to the fourth
embodiment based on the third embodiment will be

described. FIG. 51 to FIG. 53 are diagrams showing air
example of an addition process in the electronic settlement
system 1B according to the fourth embodiment based on the
third embodiment.

[0450] FIG. 51 shows that “10,000 yen” is stored in the
electronic settlement server 10B as the user retained amount
1003A. The other conditions are similar to those described
with reference to FIG. 42.

[0451] It is assumed that in this state, the user is provided
with 1,000 yen of prepaid card by the negotiable-value pro-
viding apparatus 30A. FIG. 52 shows an example of the
stored contents ofthe electronic settlement server 2013 and the

charge accommodating network 40A obtained after the user
has acquired 1,000 yen of prepaid card. The user retained
amount 1003A has been rewritten from “10,000 yen” to
“9,000 yen”, obtained by subtracting 1,000 yen from the
10,000 yen.
[0452] It is assumed that the user having acquired the 1,000
yen ofprepaid card their spends 500 yen, ends playing games,
and then in order to return the remaining amount of 500 yen
to the electronic settlement system 1B, requests the electronic
settlement server 108 to add 500 yen, via the computer 98 or
the mobile communication terminal 20B.

[0453] Upon receiving the message transmitted by the
computer 98 or the mobile communication terminal 20B and
requesting an addition of 500 yen, the electronic settlement
server 10B, more specifically the addition request processing
unit 410B, rewrites the user retained amount 1003A accord-
ing to the contents ofthe request message. FIG. 53 shows an
example in which the user retained amount 1003A has been
rewritten according to the contents of the request message.
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The user retained amount 1003A has been rewritten to “9,500
yen”, obtained by adding 500 yen to “9,000 yen”.
[0454] The above—described processing enables the user to
reuse the negotiable value the user has not spent yet, later via
the electronic settlement system 1B.
[0455] The fourth embodiment may be varied similarly to
the first to third embodiments.

1. An electronic settlement system comprising an elec-
tronic settlement server, a mobile communication terminal
capable of communicating with the electronic settlement
server, and a negotiable-value providing apparatus capable of
communicating with the electronic settlement server and the
mobile communication terminal, wherein:

the mobile communication terminal acquires equipment
identification information identifying the negotiable-
value providing apparatus, from a negotiable-value pro-
viding apparatus, generates a settlement request mes—
sage containing user identification infomration
identifying a user, a transfer amount corresponding to
consideration for provision ofa negotiable value, and the
equipment identification information, and transmits the
settlement request message to the electronic settlement
server,

according to a result ofa check ofa credit status ofthe user
identified based on the user identification information,
the electronic settlement server transmits, to the nego-
tiable-value providing apparatus, a provision instruction
message instructing the negotiable-value providing
apparatus to provide a negotiable value corresponding to
the transfer amount, and transmits a transfer request
message requesting a transfer of an amount correspond—
ing to the transfer amount from the user‘s account to a
predetermined account, and

upon receiving the provision ins ruction message from the
electronic settlement server, the negotiable-value pro-
viding apparatus provides a negotiable value corre-
sponding to the transfer amount.

2. The electronic settlement sys em according, to claim 1,
wherein the predetermined account is the account of an
administrator of the negotiable-value providing apparatus.

3. The electronic settlement sys em according to claim 1,
wherein the predetermined accoun is the account of an elec-
tronic settlement system operator.

4. The electronic settlement sys em according to claim 1,
wherein before transmitting the provision instruction ines-
sage and the transfer request message, the electronic settle-
ment server stores a computerizec contract document for a
contract between the user and a settlement company corre-
sponding to the electronic settlement system operator, the
computerized contract document specifying that the settle-
ment company withdraws a specified amount from the user
account, as well as a computerized contract document storage
original including the user’s electronic signature and the
settlement company’s electronic signature both verified and
attached to the computerized contract document.

5. The electronic settlement system according to claim 4,
wherein the electronic settlement server transmits the com-

puterized contract document storage original for a bank in
which the user account for dealing is present.

6. An electronic settlement server wherein upon receiving,
from a mobile connnunication terminal, a settlement request
message containing user identification information identify-
ing a user, a transfer amount corresponding to consideration
for provision of a negotiable value, and equipment identifi-
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cation information, which is information identifying a nego-
tiable-value providing apparatus from which the user has
requested provision of the negotiable value, the electronic
settlement server transmits, according to a result ofa check of
a credit status of the user identified based on the user identi—

fication information, a provision instruction message
instructing the negotiable-value providing apparatus identi-
fied based on the equipment identification information to
provide a negotiable value corresponding to the transfer
amotuit, and transmits a transfer request message requesting
a transfer of an amount corresponding to the transfer amount
from the user’s account 0 a predetermined account.

7. The electronic sett ement server according to claim 6,
wherein the predetermined account is the account of an
administrator of the negotiable-value providing apparatus.

8. The electronic sett ement server according to claim 6,
wherein the predetermined account is the account of an elec-
tronic settlement system operator.

9. The electronic set lement server according to any of
claim 6, wherein before transmitting the provision instruction
message and the transfer request message, the electronic
settlement server stores a computerized contract document
for a contract between he user and a settlement company
corresponding to the electronic settlement system operator,
the computerized contract document specifying that the
settlement company witidraws a specified amount from the
user account, as well as a computerized contract document
storage original including the user’s electronic signature and
the settlement company’s electronic signature both verified
attached to the computerized contract document

10. The electronic settlement system according to claim 4,
wherein the electronic settlement server transmits the corn-

puterized contract document storage original addressed to a
bank in which the user account for dealing is present.

11. A negotiable-value providing apparatus transmitting
equipment identification information identifying the nego-
tiable-value providing apparatus to a mobile communication
terminal, and upon receiving a provision instruction message
transmitted in response to a settlement request message con—
taining user identification information identifying a user, a
transfer amount corresponding to consideration for a nego—
tiable value, and the equipment identification information,
providing the negotiable value corresponding to the transfer
amount.

12. A mobile communication terminal acquiring equip-
ment identification information identifying a negotiable-
value providing apparatus, from the negotiable-value provid-
ing apparatus, generating a settlement request message
containing user identification infonnation identifying a user,
a transfer amount corresponding to consideration for provi-
sion of a negotiable value, and the equipment identification
information, transmitting the settlement request message to
an electronic settlement server, and according to a result of a
check ofa credit status ofthe user carried out by the electronic
settlement server, allowing the electronic settlement server to
transmit, to the negotiable—value providing apparatus, a pro—
vision instruction message instructing the negotiable-value
providing apparatus to provide a negotiable value corre-
sponding to the transfer amount.

13. An electronic settlement method comprising:
a step of receiving equipment identification information

identifying a negotiable—value providing apparatus;
a step of generating a settlement request message contain-

ing user identification information identifying a user, a
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transfer amount corresponding to consideration for a
negotiable value, and the equipment identification infor-
mation, and transmitting the settlement request mes—
sage;

a step of, in response to the settlement request message,
inquiring about a credit status of the user, and according
to a result for the inquiry of the user’s credit status,
transmitting, to a negotiable—value providing apparatus
identified by the equipment identification information, a
provision instruction message instructing the nego-
tiable-value providing apparatus to provide a negotiable
value corresponding to the transfer amount,

a step oftransmitting a transfer request message requesting
a transfer of an amount corresponding to the transfer
amount from an account ofthe user identified by the user
identification information to a predetermined account;
and

a step of, according to the provision instruction message,
firoviding the negotiable value corresponding to the
ransfer amount to the negotiable-valve providing appa-

ratus.

14. The electronic settlement method according to claim
[3, further comprising:

a s ep ofreceiving a computerized contract document for a
contract between the user and a settlement company
corresponding to the electronic settlement system opera—
or, the computerized contract document specifying that
he settlement company withdraws a specified amount
rom the user account, and the user’s electronic signature

and electronic certificate attached to the computerized
contract document;

a 5 ep ofverifying the user’s electronic signature and elec-
ronic certificate, and according to a result of the verifi-
cation, transmitting the computerized contract docu-
ment and the settlement company’s electronic signature
and electronic certificate; and

a step of receiving and storing the computerized contract
document and a computerized contract document stor-
age original containing the user’s electronic signature
and the settlement company’s electronic signature, and a
time stamp attached thereto.

15. The mobile conmiunication terminal according to
claim 12, further comprising, in response to one operation, a
process of determining the transfer amount specified as con-
sideration for the negotiable value and a process of carrying
out the settlement request requesting provision of the nego—
tiable value corresponding to the transfer amount.

16. An electronic settlement system comprising an elec-
tronic settlement server capable of requesting a charge
accommodating network managing a user account, a settle-
ment company account, and a game hall company account to
carry out a transfer between the accounts and storing a user
retained amount and a game hall company retained amount, a
mobile communication terminal, and a negotiable-value pro-
viding apparatus, characterized in that:

the mobile communication terminal communicates with

the negotiable—value providing apparatus via short—dis—
tance communication means to acquire equipment iden-
tification information identifying the negotiable-value
providing apparatus, generates a payment request mes-
sage containing user identification information identify-
ing a user and the equipment identification information,
and transmits the payment request message to the elec-
tronic settlement server,
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the electronic settlement server adds auser transfer amount

corresponding to an amount transferred from the user
account to the settlement company account, to the user
retained amount, instructs, according to the payment
request message, the negotiable—value providing appa—
ratus to provide a negotiable value corresponding to a
user payment amount, subtracts an amount correspond-
ing to the user payment amount from the user retained
amount, While adding an amount corresponding to the
user payment amount to a game hall company retained
amount, and requests the charge accommodating net-
work to transfer an amount corresponding to the game
hall company retained amount from the settlement com-
pany account to the game hall company account, and

upon receiving the instruction to provide the negotiable
value from the electronic settlement server, the nego-
tiable—value providing apparatus provides the negotiable
value corresponding to the user payment amount.

17. An electronic settlement server capable of requesting a
charge accommodating network managing a user account, a
settlement company account, and a game hall company
account to carry out a transfer between the accounts, and
instructing a negotiable-value providing apparatus, according
to a payment request message from a mobile information
terminal, to provide a negotiable value corresponding to a
user payment amount, comprising:

storage means for storing a user retained amount and a
game hall company retained amount;

transfer request processing means for adding the user
transfer amount corresponding to the transfer amount
from the user account to the settlement company
accotmt, to the user retained alnoimt,

payment request processing means for, according to the
payment request message, subtracting the amotmt cor-
responding to the user payment amount from the user
retained amount, while adding the amount correspond-
ing to the user payment amount to the game hall com-
pany retained amount, and requesting the charge accom—
modating network to transfer the amount corresponding
to the game hall company retained amount from the
settlement company account to the game hall company
account; and

provision instructing means for instructing the negotiable—
value providing apparatus to provide the negotiable
value corresponding to the user payment amount.

18. A mobile communication terminal carrying out com—
munication via short-distance communication means to

acquire equipment identification information identifying a
negotiable-value providing apparatus from the negotiable-
value providing apparatus, generating a payment request
message containing user identification information identify-
ing a user and the equipment identification information, and
transmitting the payment request message to an electronic
settlement server to allow the electronic settlement server to

instruct the negotiable—value providing apparatus to provide a
negotiable value corresponding to a user payment amount.

19. An electronic settlement method comprising:
a step of requesting a charge accommodating network to

transfer a transfer amount specified by a user from a user
account to a settlement company account;

a step ofadding auser transfer amount corresponding to the
transfer amount, to a user retained amount for storage;

a step of receiving a payment request message containing
equipment identification information acquired through
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communication with a negotiable-value providing appa-
ratus via short-distance communication means and iden-

tifying the negotiable—value providing apparatus and
user identification information identifying the user;

a step of, according to the payment request message,
instructing the negotiable-value providing apparatus to
provide a negotiable value corresponding to a user pay-
ment amount;

a step of subtracting an amount corresponding to the user
payment amount from the user retained amount, while
adding the amount corresponding to the user payment
amount to a game hall company retained amount; and

a step of requesting the charge accommodating network to
transfer an amount corresponding to the game hall com—
pany retained amount from the settlement company
account to the game hall company account.

20. An electronic settlement system comprising an elec-
tronic settlement server capable of requesting a charge
accommodating network managing a user account, a settle—
ment company account, and a game hall company account to
carry out a transfer between the accounts, the electronic
settlement server being capable of storing a user retained
amount, a mobile communication terminal, and a negotiable-
value providing apparatus, wherein:

the mobile communication terminal communicates with

the negotiable—value providing apparatus via short—dis—
tance communication means to acquire equipment iden—
tification information identifying the negotiable—value
providing apparatus, generates a payment request mes—
sage containing user identification information identify-
ing a user and the equipment identification information,
and transmits the payment request message to the elec-
tronic settlement server,

the electronic settlement server adds a user transfer amount

corresponding to an amount transferred from the user
account to the settlement company account, to the user
retained amount and requests the charge accommodat-
ing network to transfer an amount corresponding to the
transfer amount from the settlement company account to
the game hall company account, then according to the
payment request mes sage, instructs the negotiable-value
providing apparatus to provide a negotiable value corre-
sponding to a user payment amount, and subtracts an
amount corresponding to the user payment amount from
the user retained amount, and

upon receiving the instruction to provide the negotiable
value, the negotiable-value providing apparatus pro-
vides the negotiable value corresponding to the user
payment amount.

21. An electronic settlement server capable of requesting a
charge accommodating network managing a user account, a
settlement company account, and a game hall company
account to carry out a transfer between the accounts, and
according to a payment request message from a mobile com-
munication terminal, instructing a negotiable-value provid-
ing apparatus to provide a negotiable value corresponding to
a user payment amount, comprising:

storage means for storing a user retained amount;
transfer request processing means for adding a user trans-

fer amount corresponding to a transfer amount from the
user accotmt to the settlement company account, to the
user retained amount, and requesting the charge accom-
modating network to transfer an amount corresponding
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to the transfer amount from the settlement company
account to the game hall company account;

payment processing means for, according to the payment
request message, subtracting an amount corresponding
to the user payment amount from the user retained
amount; and

provision instructing means for instructing the negotiable-
value providing apparatus to provide the negotiable
value corresponding to the user payment amount.

22. A11 electronic settlement method comprising:
a step of requesting a charge accommodating network to

transfer a transfer amount specified by a user from a user
accotmt to a settlement company accotmt;

a step of requesting the charge accommodating network to
transfer an amotmt corresponding to the transfer amotmt
from the settlement company account to a game hall
company account;

a step ofadding a user transfer amount corresponding to the
transfer amount from the user account to the settlement

company account, to a user retained amount for storage;
a step of receiving a payment request message containing

equipment identification information acquired through
communication with a negotiable-value providing appa-
ratus via short—distance communication means and iden—

tifying the negotiable—value providing apparatus and
user identification information identifying the user;
step of, according to the payment request message,
instructing the negotiable—value providing apparatus to
provide a negotiable value corresponding to a user pay—
ment amount; and

a step of subtracting an amount corresponding to the user
payment amount from the user retained amount.

23. The electronic settlement system according to claim
16, wherein before transmitting the provision instruction
message and the transfer request message, the electronic
settlement server stores a computerized contract document
for a contract between the user and a settlement company
corresponding to the electronic settlement system operator,
the computerized contract doctunent specifying that the
settlement company withdraws a specified amount from the
user account, as well as a computerized contract document
storage original including the user’s electronic signature and
the settlement company’s electronic signature both verified
and attached to the computerized contract document.

24. The electronic settlement system according to claim
23, the electronic settlement server transmits the computer—
ized contract document storage original for a bank in which
the user account for dealing is present.

25. The electronic settlement server according to claim 17,
wherein before transmitting the provision instruction mes—

36
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sage and the transfer request message, the electronic settle-
ment server stores a computerized contract document for a
contract between the user and a settlement company corre-
sponding to the electronic settlement system operator, the
computerized contract document specifying that the settle-
ment company withdraws a specified amount from the user
account, as well as a computerized contract document storage
original including the user’s electronic signature and the
settlement company’s electronic signature both verified
attached to the computerized contract document.

26. The electronic settlement system according to claim
25, wherein the electronic settlement server transmits the
computerized contract document storage original addressed
to a bank in which the user account for dealing is present,

27. The electronic settlement method according to claim
19, further comprising:

a step ofreceiving a computerized contract document for a
contract between the user and a settlement company
corresponding to the electronic settlement system opera—
tor, the computerized contract document specifying that
the settlement company withdraws a specified amount
from the user account, and a the user’s electronic signa-
ture and electronic certificate attached to the computer-
ized contract document;

a step ofverifying the user’s electronic signature and elec-
tronic certificate, and according to a result of the verifi-
cation, transmitting the computerized contract docu-
ment and the settlement company’s electronic signature
and electronic certificate; and

a step of receiving and storing the computerized contract
document and a computerized contract document stor—
age original containing the user’s electronic signature
and the settlement company’s electronic signature, and a
time stamp attached thereto.

28. The electronic settlement system according to claim
16, wherein upon receiving a message requesting an addition
to the user retained amotuit, the electronic settlement server
carries out an addition on the user retained amount of the

corresponding user.
29. The electronic settlement server according to claim 17,

further comprising an addition request processing unit for,
upon receiving a message requesting an addition to the user
retained amount, carrying out an addition on the user retained
amount of the corresponding user.

30. The electronic settlement method according to claim
19, further comprising a step of, upon receiving a message
requesting an addition to the user retained amount, carrying
out an addition 011 the user retained amount ofthe correspond-
ing user. 3
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