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Customer Initiated Land-Based Payment Using Secure Elements

For many land-based credit or debit card transactions, the paymentprocessis

started by a customerasking for a bill wnen checking out a purchase. A cashier or

service staff will bring a bill to the customerfor verification. The customer then hands

out a credit/debit card to the service staff. The service staff brings the card to a Point of

Sales (POS) counterto initiate a transaction payment. The service staff then brings

back a receipt to the customerto authorize the transaction. It is a lengthy processthat

typically takes a couple of minutes. In addition, in the case for debit card transactions,it

is even more troublesome whenthe PIN is needed to authorize the transaction at the

POS.

According to one aspect of our invention, we provide a Mobile POS solution.

Instead of bringing a financial card to the POS, the servicestaff will bring a Mobile POS

to the customerto start a transaction. However, the customerstill needs to trust and

relay on the POS by the merchantto start the payment process. As more and more

customers are using personal portable devices such as smart phones, the traditional

payment paradigm assuming only merchant’s dedicated POSable to start secure

paymentis challenged. In this invention, we propose a method that uses secure

elements as an instrumentto transportbills to customers so that they can initiate

transactions with their personal Near Field Communication (NFC) devices. Secure

elements can be in a form of dedicated contactless smart cards or secure element

components of merchants’ NFC devices. An electronic bill can be either

¢ created in a smart card at the store’s POS and bring to a customer, or

¢ created in a secure element (SE) of the merchant mobile POS at a customer

Our Solution

Our solution uses a contactless smart card or a secure elementin a NFC device to

transport a bill from a merchant to a customer. The customer then uses his NFC

portable device to read the signed bill from the smart card and starts the transaction

using one of the methods that his mobile wallet has enrolled with. This underlying

payment method can bethetraditional payment method such ascredit and debit card,
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or new internet payment method such as Paypal, Alipay, or new contactless epurse

such as PBOC2, CEPSortransportation purse. In addition, while most of the mobile

payment methods require the customerto give the cell phone number to the merchants,

our method does not need any contact information to be disclosed. This method

protects customerprivacy.

The following figure shows an architecture according to one embodiment of out present

invention.

 
  

  
 

Payment Network

Payment Authorization Request

SmartBill Payment Gateway

Payment Authorization Response
 

Paymentinfo with-etectronic bill

Dedicated land-based POS with

contactless reader OR NFC

device with SE (suh as Mobile
Personal NFC device with

wallet software

Signed electronicbill Contactless Smart Card Electronic bill

(or Secure Elementin

NFC devices) with

SmartBill Applet

Fig 1. System components
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The following figure showsa flowchart or process of performing a transaction according
to one embodimentof out present invention.

Merchant POSpreparesan electronic bill and writes to

a smartbill applet on his contactless smart card or SE
on NFC device

Customerservice delivers the contactless smartbill

card (or SE) to customer

Customer with NFC device that installed a SmartBill enabled

Wallet Application will retrieve the electronic bill signed by

the smartbill applet

Electronic bill is displayed on the NFC device screen. Customer

will verify the amount and add a tip if he wish

Customer can choose a payment methodthat he enrolled in

his wallet application to initiate the payment

SmartBill enabled application will send the transaction

information to the backend smartbill gateway for processing

SmartBill gateway verifies the electronic bill and will reject if the

payment amountis less than the billed amount.

SmartBill gateway from there on uses the traditional financial

payment networkflow to send payment request and get

paymentresponse.It also can use new online payment method

such as Paypalor Alipay to complete transaction.

Once the transaction is approved or denied, the payment

authorization responsewill return to the payment gateway to be
forwarded back to the merchant
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As an exemplary operation, the above flowchart may be described below:

1. Smart Card Applet Issuing Flow

Merchants signed up for smart bill paymentwill be issued with a numberof contactless

smart cards installed with personalized smart bill applet. The applet can also be

installed on an NFC device with SE.

The following information is personalized in each applet:

e Assigned merchantid

¢ Applet serial number for the merchant

¢ Merchant key (either symmetric or asymmetric key). In general, these are

diversified keys of a set of system master keys.

2. Payment Initiation Flow

As described in the flowchart,

the following are typical Example of

¢ Electronicbill

¢ Transaction detail information

e Amount

¢ Bill Number

¢ Transaction Time

e Signed electronic bill

¢ Append personalized smart bill info: merchant id, serial number

* Generate a signature (either MAC ordigital digest)

e Payment Information

* Total payment amountincluding tips

5
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* payment method

* necessary information needed to conduct the payment

As part of the description of the instant application, the Appendix herewith describes

one exemplary embodiment that may be used to support a payment transaction or

facilitate a payment process. The transaction may be conducted online or offline, with or

without a paymentserver.

The processes, sequencesor steps and features discussed above and in the

appendix (part of the application) are related to each other and eachis believed

independently novel in the art. The disclosed processes and sequences may be

performed alone or in any combination to provide a novel and unobvious system or a

portion of a system. It should be understood that the processes and sequencesin

combination yield an equally independently novel combination as well, even if combined

in their broadest sense;i.e. with less than the specific manner in which each of the

processes or sequences has been reducedto practice in the disclosure herein.

The foregoing and attached areillustrative of various aspects/embodiments of

the present invention, the disclosure of specific sequence/steps and the inclusion of

specifics with regard to broader methods and systemsare not intendedto limit the

scopeof the invention whichfinds itself in the various permutations of the features

disclosed and described herein as conveyed to oneofskill in the art.

Claim

A method for conducting a payment transaction, the method comprising:

initiating the payment transaction by transporting an electronic check to an NFC

device associated with a customer;

requesting a verification on the check from the customer, wherein the check is being

displayed on a display of the NFC device and requesting an action from the

customer;
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receiving a message from the NFC device after the customer authorizes the

payment transaction;

clearing the checkafter receiving a payment from the consumer against the check,

wherein the payment comesfrom an institution where the customerhasheld an

account or the NFC devicedirectly.
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Appendix

Method and apparatus for performing paymenttransactions

BACKGROUND

Technical Field

[0001] The present invention is generally related to commerce over networks.

Particularly, the present invention is related to techniques for personalizing a secure

element and provisioning an application such as an electronic purse that can be

advantageously used in portable devices configured for both electronic commerce

(a.k.a., e-commerce) and mobile commerce (a.k.a., m-commerce).

Description of the Related Art

[0002] Single functional cards have been successfully used in enclosed

environments such as transportation systems. One example of such single functional

cards is MIFAREthat has been selected as the most successful contactless smart

card technology. MIFAREis the perfect solution for applications like loyalty and

vending cards, road tolling, city cards, access control and gaming.

[0003] However, single functional card applications are deployed in enclosed

systems, whicharedifficult to be expanded into other areas such as e-commerce and

m-commerce because stored values and transaction information are stored in data

storage of each tag that is protected by a set of keys. The nature of the tag is that the

keys need to be delivered to the card for authentication before any data can be

accessed during a transaction. This constraint makes systems using such technology

difficult to be expanded to an open environment suchas the Internet for e-commerce

and/or wireless networks for m-commerceas the delivery of keys over a public domain

network causes security concerns.

[0004] In general, a smart card, chip card, or integrated circuit card (ICC), is any

pocket-sized card with embedded integrated circuits. A smart card or microprocessor

1
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cards contain volatile memory and microprocessor components. Smart cards may also

provide strong security authentication for single sign-on (SSO)within large

organizations. The benefits of smart cards are directly related to the volume of

information and applications that are programmedfor use on a card. A single

contact/contactless smart card can be programmed with multiple banking credentials,

medical entitlement, driver's license/public transport entitlement, loyalty programs and

club memberships to name just a few. Multi-factor and proximity authentication can

and has been embeddedinto smart cards to increase the security of all services on

the card.

[0005] Contactless smart cards that do not require physical contact between

card and reader are becoming increasingly popular for payment and ticketing

applications such as masstransit and highwaytolls. Such Near Field Communication

(NFC) between a contactless smart card and a readerpresents significant business

opportunities when used in NFC-enabled mobile phonesfor applications such as

payment, transport ticketing, loyalty, physical access control, and other exciting new

services.

[0006] To support this fast evolving business environment, several entities

including financial institutions, manufactures of various NFC-enabled mobile phones

and software developers, in addition to mobile network operators (MNO), become

involved in the NFC mobile ecosystem. By natureof their individual roles, these

players need to communicate with each other and exchange messagesin a reliable

and interoperable way.

[0007] One of the concernsin the NFC mobile ecosystem is its security in an

open network. Thus there is a need to provide techniques to personalize a secure

element in a contactless smart card or an NFC-enabled mobile device so that such a

device is so secured and personalized whenit comesto financial applications or

secure transactions. With a personalized secure element in an NFC-enabled mobile

device, various applications or services, such as electronic purse or payments, can be

realized. Accordingly, there is another need for techniques to provision or manage an

application or service in connection with a personalized secure element.

2
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SUMMARY

[0008] This section is for the purpose of summarizing some aspects of

embodiments of the present invention and to briefly introduce some preferred

embodiments. Simplifications or omissions in this section as well as the title and the

abstract of this disclosure may be madeto avoid obscuring the purposeof the section,

the title and the abstract. Such simplifications or omissions are not intendedtolimit

the scope of the present invention.

[0010] Broadly speaking, the invention is related to techniques for personalizing

secure elements in NFC devices to enable various secure transactions over a network

(wired and/or wireless network). With a personalized secure element (hence secured

element), techniques for provisioning various applications or services are also

provided. Interactions amongdifferent parties are managed to effectuate a

personalization or provisioning process flawlessly to enable an NFC device for a user

thereof to start enjoying the convenience of commerce over a data networkwith

minimum effort.

[0011] As an example of application to be provided over a secured element, a

mechanism is provided to enable devices, especially portable devices, to function as

an electronic purse (e-purse) to conduct transactions over an open network with a

payment server without compromising security. According to one embodiment, a

device is installed with an e-purse manager(i.¢e., an application). The e-purse manager

is configured to managevarious transactions and functions as a mechanism to access

an emulator therein. Secured financial transactions can then be conducted over a

wired network, a wireless network or a combination of both wired and wireless

network.

[0012] According to another aspect of the present invention, security keys

(either symmetric or asymmetric) are personalized so as to personalize an e-purse

and perform a secured transaction with a payment server. In one embodiment, the

essential data to be personalized into an e-purse include one or more operation keys

(e.g., a load key and a purchasekey), default PINs, administration keys (e.g., an

2
3
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unblock PIN key and a reload PIN key), and passwords(e.g., from Mifare). During a

transaction, the security keys are used to establish a secured channel between an

embedded e-purse and an SAM (Security Authentication Module) or a backend server.

[0013] The present invention may be implemented in various forms including a

method, a system, an apparatus, a part of a system or a computer readable medium.

According to one embodiment, the present invention is a method for personalizing a

secure element associated with a computing device. The method comprisesinitiating

data communication with a server, sending device information of the secure elementin

responding to a request from the serverafter the server determines that the secure

elementis registered therewith, wherein the device information is a sequence of

characters uniquely identifying the secure element, and the request is a command

causing the computing device to retrieve the device information from the secure

element, receiving at least a set of keys from the server, wherein the keys are

generated in the server in accordance with the device information of the secure

element, and storing the set of keys in the secure elementto facilitate a subsequent

transaction by the computing device.

[0014] According to another embodiment, the present invention is a method for

personalizing a secure element associated with a computing device. The method

comprises receiving an inquiry to establish data communication between a server and

the computing device, sending a request from the server to the computing device to

request device information of the secure element after the server determinesthat the

computing device is registered therewith, wherein the device information is a

sequence ofcharacters uniquely identifying the secure element, and the requestis a

command that subsequently causes the computing device to retrieve the device

information from the secure element therein, generating at least a set of keys in

accordance with the device information received, delivering the set of keys through a

secured channel over a data network to the computing device, wherein the set of keys

is caused to be stored in the secure element with the computing device, and notifying

at least a related party that the secure element is now personalized for subsequent

trusted transactions.

4

GOOG-1030

Google LLC v. RFCyber Corp. / Page 16 of 84  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1030 
Google LLC v. RFCyber Corp. / Page 17 of 84

[0015] According to still another embodiment, the present invention is a method

for provisioning an application installed in a mobile device, the method comprises

sending to a serveran identifier identifying the application together with device

information of a secure element associated with a mobile device on which the

application has been installed, establishing a secured channel between the secure

element and the server using a setof key set installed in the secure element, receiving

data prepared by the serverto enable the application to function as designed on the

mobile device; and sending out an acknowledgementto a provider of the application

about a status of the application now being active with the secure element on the

mobile device. The data received in the mobile device includes a userinterface of the

application per the mobile device and a generated application key set.

[0016] According to still another embodiment, the present invention is a method

for provisioning an application, the method comprises receiving from a mobile device

an identifier identifying the application together with device information of a secure

element associated with the mobile device on which the application has been installed,

establishing a secured channel between the secure element and the serverusing a set

of key set installed on the secure element, preparing data necessaryfor the

application to function as designed on the mobile device, transporting the data from

the serverto enable the application via the secured channel; and notifying a provider

of the application about a status of the application now active with the secure element

on the mobile device.

[0017] According to yet another embodiment, the present invention is a mobile

device for conducting a transaction over a network, the mobile device comprises a

networkinterface, a secure element, a memory space for storing at least a module and

an application downloaded from the network, a processor coupled to the memory

space and configured to execute the module to cause operations including verifying

whetherthe application has been provisioned. Whenit is verified that the application

has not been provisioned, the operations further comprise sending to a servervia the

networkinterface an identifier identifying the application together with device

information of a secure element, establishing a secured channel between the secure

element and the server using a key set installed on the secure element, wherein the

5
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serveris configured to prepare data necessary for the application to function as

designed on the mobile device, receiving the data from the server to associate the

application with the secure element, and sending out an acknowledgementto a

provider of the application about a status of the application that is now active with the

secure element. The processoris further configured to determineif the secure element

has been personalized before performing a provisioning process of the application. If

the secure element has not been personalized, the mobile device is caused to

personalize the secure element with a designed server.

[0018] Oneof the objects, features, and advantagesof the present invention is

to enable a mobile device that can be used to perform a secured transaction with a

party (e.g., at a point of sale, with a commercial server or accessing remotely) over an

unsecured network(é.g., the Internet).

[0019] Other objects, features, and advantagesof the present invention, which

will become apparent upon examining the following detailed description of an

embodimentthereof, taken in conjunction with the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The invention will be readily understood by the following detailed

description in conjunction with the accompanying drawings, wherein like reference

numerals designate like structural elements, and in which:

[0021] FIG. 1A showsa simplified architecture of an NFC-enabled mobile

device with a secure element (SE);

[0022] FIG. 1B showsa flowchart or process of personalizing an SE according

to one embodimentof the present invention;

[0023] FIG. 1C showsrelationships among an SE manufacturer, a TSM admin

and the TSM system for both offline and online modes;

[0024] FIG. 1D illustrates data flows among a userfor an NFC device (e.g., an

NFC mobile phone), the NFC deviceitself, a TSM server, a corresponding SE

manufacturer and an SEissuer;
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[0025] FIG. 1E showsa data flowchart or process of personalizing data flow

amongthree entities: a land-based SAM or a network e-purse server, an e-purse

acting as a gatekeeper, and a single function tag, according to one embodiment;

[0026] FIG. 2A shows a mobile payment ecosystem in which related parties are

shown in order for the mobile payment ecosystem successful;

[0027] FIG. 2B showsa flowchart or processof provisioning one or more

applications according to one embodiment;

[0028] FIG. 2C showsa dataflowillustrating various interactions among

different parties when an application is being provisioned in one embodiment;

[0029] FIG. 2D showsa data flow among different entities when preparing the

application data in provisioning an application;

[0030] FIG. 2E showsa flowchart or processfor locking or disabling an installed

application;

[0031] FIG. 2F shows an exemplary architecture diagram of a portable device

enabled as an e-purse conducting e-commerce and m-commerce,according to one

embodiment of the present invention;

[0032] FIG. 3A is a block diagram of related modules interacting with each other

to achieve whatis referred to herein as e-purse personalization by an authorized

personnel(a.k.a., personalizing a mobile device or a secure element therein while

provisioning an application);

[0033] FIG. 3B showsa block diagram of related modulesinteracting with each

other to achieve whatis referred to herein as e-purse personalization by a user of the

e-purse;

[0034] FIG. 3C showsa flowchart or process of personalizing an e-purse

according to one embodiment of the present invention;

[0035] FIG. 4A and FIG. 4B showtogethera flowchart or processoffinancing,

funding, load or top-up an e-purse according to one embodimentof the present

invention;
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[0036] FIG. 4C shows an exemplary block diagram of related blocks interacting

with each other to achieve the process FIG. 4A and FIG. 4B;

[0037] FIG. 5A is a diagram showing a first exemplary architecture of a portable

device for enabling e-commerce and m-commercefunctionalities over a cellular

communications network(i.e., 3G, LTE or GPRS network), according an embodiment

of the present invention;

[0038] FIG. 5Bis a diagram showing a second exemplary architecture of a

portable device for enabling e-commerce and m-commercefunctionalities over a wired

and/or wireless data network (e.g., Internet), according another embodimentof the

presentinvention;

[0039] FIG. 5C is a flowchart illustrating an exemplary process of enabling the

portable device of FIG. 5A for services/applications provided by one or more service

providers in accordance with one embodiment of the present invention;

[0040] FIG. 6A is a diagram showing an exemplary architecture, in which a

portable device is enabled as a mobile POS conducting e-commerce and m-

commerce, according to one embodiment of the present invention;

[0041] FIG. 6B is a diagram showing an exemplary architecture, in which a

portable device is enabled as a mobile POS conducting a transaction upload operation

over a network, according to an embodiment of the present invention;

[0042] FIG. 6C is a flowchart illustrating an exemplary process of conducting m-

commerce using the portable device enabled as a mobile POS with an e-token

enabled device as a single functional card in accordance with one embodimentof the

presentinvention;

[0043] FIG. 6D is a flowchart illustrating an exemplary process of conducting m-

commerce using the portable device enabled as a mobile POS against a an e-token

enabled device as a multi-functional card; and

[0044] FIG. 7 is a diagram depicting an exemplary configuration in which a

portable device used for an e-ticking application.
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DETAILED DESCRIPTION OF THE INVENTION

[0045] In the following description, numerous specific details are set forth to

provide a thorough understanding of the present invention. The present invention may

be practiced without these specific details. The description and representation herein

are the means used by those experienced orskilled in the art to effectively convey the

substanceof their work to others skilled in the art. In other instances, well-known

methods, procedures, components,and circuitry have not been described in detail

since they are already well understood and to avoid unnecessarily obscuring aspects

of the present invention.

[0046] Reference herein to “one embodiment” or “an embodiment” meansthat

a particular feature, structure, or characteristic described in connection with the

embodiment can be included in at least one implementation of the invention. The

appearancesof the phrase “in one embodiment”in various placesin the specification

are not necessarily all referring to the same embodiment, nor are separate or

alternative embodiments mutually exclusive of other embodiments. Further, the order

of blocksin process, flowcharts or functional diagrams representing one or more

embodiments do not inherently indicate any particular order nor imply limitations in the

invention.

[0047] Embodiments of the present invention are discussed herein with

reference to FIGS. 1A— 7. However, thoseskilled in the art will readily appreciate that

the detailed description given herein with respect to these figures is for explanatory

purposesonly as the invention extends beyondtheselimited embodiments.

[0048] Near Field Communication (NFC) presents significant business

opportunities when used in mobile phonesfor applications such as payment, transport

ticketing, loyalty, physical access control, and other exciting new services. To supportthis

fast evolving business environment, several entities including financial institutions,

manufactures of various NFC-enabled mobile phones and software developers,in

addition to Mobile Network Operators (MNO), become involved in the NFC mobile

ecosystem. By nature of their individual roles, these players need to communicate with

each other and exchange messagesin a reliable and interoperable way.
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[0049] Equally important to these entities or players, is the need for ongoing

security and confidentiality of sensitive applications and data downloaded to and stored

on an NFC enabled handsetfor performing contactless transactions. Tne componentin a

mobile phone providing the security and confidentiality required to support various

business models in this environment, is referred to as a Secure Element(SE).

[0050] FIG. 1A showsa simplified architecture of a computing device 100.

Unless otherwise explicitly indicated, the term of “computing device”, “mobile device”

or “handset”will be interchangeably used herein, but those skilled in the art will

understand the description herein shall be equally applicable to other devices such as

a smart phone, a tablet, a laptop computer, a contactless smart card and other

portable device.

[0051] The mobile device 100 includes a near field communication (NFC)

controller 101 that enables the device 100 to interact with another device wirelessly to

exchangedata with. For example, a user may use the mobile device 100 as an e-

purse or a wallet to pay for a purchase or an admission. In operation, the e-purseis

controlled by a secure element (SE) 102. Essentially, the SE 102 enables such a

mobile device 100 to perform financial transaction, transport ticketing, loyalty, physical

access control, and other exciting new services in a secured manner. To offer such

services, the SE 102 is configured to support various applets, applications or modules

(only two samples 104 and 106 are shownin FIG. 1A). Depending on implementation,

these modules may be hardware modules embeddedorinserted thereon, or software

modules downloadable from one or more servers via a data network.

[0052] Whena mobile deviceis first purchased by or delivered to a customer,

the SE 102 in the mobile device is installed with a set of default keys (e.g., an Issuer

Security Domain (ISD) key set by the SE manufacturer). Depending on

implementation, the SE 102 may be in form of a smart card, an integrated circuit (IC)

or a software module upgradable by overwriting someofall of the componentstherein.

In one embodiment, the SE 102 is a tamper proof Smart Card chip capable to embed

smart card-grade applications (e.g., payment, transport ...) with the required level of

security and features. In FIG. 1A, the SE 102 embeds or associates with contactless
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and NFC-related applications and is connected to the NFC controller 101 to act as the

contactless front end.

[0053] Typically, a standard-compliant secure element comeswith one issuer

security domain (ISD) and an option for one or more supplemental security domains

(SSD). Each of these domains includes a set of keys. In one embodiment, the SE 102

is a chip embeddedin the mobile device 100 or in a miniature card inserted into the

mobile device 100 via a card interface 109. In another embodiment, the SE 102 is or

includes a software module loaded in a secured memory space 107 in the mobile

device 100. The software module may be updated by downloading updating

components from a designated serverusing a networkinterface 103 (e.g.,a 3G

network or an LTE network) in the mobile device 100.

[0054] The SE 102 needs to go through a personalization process before it can

be used. In one embodiment, the personalization processis to load the SE 102 with or

update a key set with a derived personalized key set of a chosen card issuer(i.e., a

so-called SE issuer). Such a personalization process may be also referred to as a

provisioning process. According to one embodiment, the provisioning is performed

overthe air (OTA) to cause the SE to be personalized while installing an application or

enabling a service (i.¢e., application installation and personalization). The

personalization of an SE is only done once to associate the SE to an SE issuer. The

application installation and provisioning shall be done for each application when a user

subscribesorinstalls an application.

[0055] In one embodiment, when updating or upgrading the SE 102, only one or

some componentspertaining to the SE 102 are replaced by newer updatesto avoid

personalizing the SE 102 from beginning. Depending on implementation, such newer

updates may be automatically or manually obtained to be loaded into the mobile

device 100.

[0056] In one embodiment, applications are available for an NFC-enabled

mobile device to download from a server or a TSM portal depending on the

corresponding SE issuer and the TSM thereof. TSM, standing for Trusted Service

Management,is a collection of services. One main role envisaged for the TSMis to
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help service providers securely distribute and manage contactless services for their

customers using the networks of mobile operators. The TSM orits server(s) does not

necessarily participate in actual contactless transactions using NFC devices. These

transactions are processed normally in whatever system the service provider andits

merchant partners have already put in place. Another role of the TSMis to accelerate

the successful deployment and ramp-up of mobile NFC applications by acting as a

commercial intermediary thatfacilitates contractual arrangements and other aspects of

ongoing businessrelationships among different parties that make the commercevia

the mobile networks possible.

[0057] The personalization process can be doneeither physically in a service

center or remotely via a web portal by a TSM server. In the first scenario, the customer

may physically go to a service centerto let a service representative to personalize the SE

in a mobile device. With a computer connected to a NFC readerat a designated place

(e.g., a service center), a provisioning manager can beeither an installed application or a

web-based application connecting to a backend TSM. The provisioning manageris

configured to communicate with the SE of the mobile device (e.g., via a reader). Such a

personalization processis referred to as a process Overthe Internet (OT).

[0058] In the second scenario, the customerregisters his/her mobile phone via a

server(often a TSM webportal). The TSM serveris configured to push a universal

resource identifier (URI) of a provisioning managerto the registered mobile phone.

Depending on a type of the device, the push can be either an SMS (Short Message

Service) Push or a Google Android Push. The customer can download the provisioning

managerinto the mobile device and start the personalization process. Such a

personalization process is referred to as a process Overthe Air (OTA).

[0059] In either one of the scenarios, the provisioning manager acts as a proxy

between the SEin the mobile device and the TSM server. Referring now to FIG. 1B,it

showsa flowchart or process 110 of personalizing an SE according to one embodiment of

the present invention. Depending on implementation, the process 110 may be

implemented in software or a combination of software and hardware. When a user

12

GOOG-1030

Google LLC v. RFCyber Corp. / Page 24 of 84 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1030 
Google LLC v. RFCyber Corp. / Page 25 of 84

receives a new NFC device (e.g., a part of a mobile device), the SE therein needs to be

personalized.

[0060] At 112, the new NFC device is determinedif it is a genuine NFC device.

One example is to check a serial number associated with the NFC device. Theserial

number maybe verified with a database associated with a TSM server.In the example of

a NFC mobile device, the device serial numberof the mobile device may be used for

verification. It is now assumedthat the NFC device is a genuine device (recognizable by a

mobile operator). The process 110 goes to 114 to have the NFC device communicated

with a dedicated server. In one embodiment, the server is a part of the Trusted Service

Management (TSM) system and accessible by a wireless network, the Internet or a

combination of wireless and wired networks (herein referred to as a data network or

simply a network).

[0061] At 116, the NFC device is registered with the server. Once the NFC device

becomespart of the system, various services or data may be communicated to the device

via the network. As part of the personalization process, the server requests device

information of the SE at 118. In one embodiment, the server is configured to send a data

request (e.g., a WAP PUSH) to the device. In responding to the request, the device sends

back CPLC (card productlife cycle) information retrieved from the SE. The CPLC includes

the SE product information (e.g., the smart card ID, manufacturer information and a batch

numberand etc.). Based on the CPLCinfo, the serveris able to retrieve corresponding

default Issuer Security Domain (ISD) information of this SE from its manufacturer, an

authorized distributor or a service provider(referred to as a manufacturer, a distributor or

a provider of the SE). Depending on implementation, there are two ways that the server

may communicate with a SE manufacturer, which will be fully discussed herein late when

deemed appropriate.

[0062] At 120,it is up to the manufacturer whether to update the device

information. In general, when an SEis shipped from the manufacturer, the SE is

embedded with some default device information. If it is decided that the default

information such as the CPLC datais to be updated with the manufacturer, the process

110 goes to 122 where the manufacturer uploads corresponding updated device
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information to the server. The updated device information is transported to the device and

stored in the SE at 124. If it is decided that the default information in the SEis not to be

updated with the manufacturer, the process 110 goes to 124 to store the retrieved default

device information in a database with the TSM server. In one embodiment, the serveris

configured to include an interface to retrieve a derived SE keyset. In one embodiment,

the derived key set is generated with the device information (e.g., ISD) of the SE. When

the derived ISD key set is successfully installed on the SE, the corresponding SE issueris

notified of the use of the derived ISD keyset.

[0063] According to one embodiment, the device information (default or updated) is

used to facilitate the generation of a set of keys at 126. In one embodiment, the serveris

configured to establish a secured channel using the default ISD between its hardware

security module (HSM) and the SE. Theserveris also configured to compute a derived

key set for the SE. Depending on a business agreement, a master ISD key of an issuer

for the SE may be housedin a hardware security module (HSM) associated with the

serveror in a local HSM of the SE issuer. An HSMis a type of secure crypto-

processor targeted at managing digital keys, accelerating crypto-processesin terms of

digital signings/second and for providing strong authentication to accesscritical keys for

server applications.If it is housed in the HSM of the server, the serveris configured to

instruct the HSM to compute the derived key set. Then, the server prepares a mechanism

(e.g., PUT KEY APDU) and usesthe default channel to replace the default key set in the

SE with the derived key set. If the master ISD key of the SE issueris in a local HSM of the

SE issuer, the server is configured to interact with the remote HSM to retrieve the keys.

[0064] At 128, the set of keys is securely delivered to the SE. The set of keysis

thus personalized to the SE and will be used for various secured subsequent operations

or services with the NFC device. The server at 130 is configured to synchronize the SE

with the issuer or provider(e.g., sending a notification thereto about the status of the SE).

[0065] After the personalization, the SE can only be accessed using the

personalized ISD key of the SE issuer. Depending on the security requirement of

each service provider, the TSM can create additional SSDs for the various providers to

personalize their respective applications (e.g., the modules 104 or 106 of FIG. 1A).
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[0066] As mentioned above, there are two ways that may be used to retrieve

the corresponding default Issuer Security Domain (ISD) information from the SE in

interfacing with the manufacturer thereof. Depending on the infrastructure, a

manufacturer can chooseto use a real-time approach or a batch approach.

[0067] In the real-time approach, the serveris configured to communicate with

the manufacturer(i.e., its server thereof) when an SE by the manufacturer is being

personalized by the TSM server. The default key setis, thus, retrieved on demand

from the serverof the manufacturer. In one embodiment, the TSM serverincludes a

plugin module for each of the manufacturers to communicate therewith.

[0068] In the batch approach, it can be doneeither offline mode or online mode.

In the offline mode, the SE manufacturerdelivers the default ISD informationforall

SEs being supported via an encrypted physical media. An administrator for the TSM

may or a computing device may be configured to import the information in the media to

a computing device. The default ISDs are then decrypted and retrieved, and stored in

a database. In the online mode, the SE manufacturer uploads the default ISD

information for the SEs it supports via a network. The default ISDs are then decrypted

and retrieved, and stored in a database. Afterwards, the TSM only needsto accessits

own HSMothe database during an SE personalization process. FIG. 1C shows

relationships among the SE manufacturer, the TSM admin and the TSM system for

both offline and online modes.

[0069] According to one embodimentof the present invention, FIG. 1D

illustrates data flows among a user for an NFC device (e.g., an NFC mobile phone),

the NFC deviceitself, a TSM server, a corresponding SE manufacturer and an SE

issuer.

[0070] In one perspective, the SE 102 of FIG. 1A may be perceived as a

preload operating system in a smart card, providing a platform for PIN management

and security channels (security domains) for card personalization. The SE 102

combines the interests of smart card issuers, vendors, industry groups, public entities

and technology companiesto define requirements and technology standards for

multiple applications running in the smart cards.
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[0071] As an example, one module 104 referred to as an e-purse security

defines a set of protocols that enable micro paymenttransactions to be carried out in

both wired and wireless environments. With an electronic purse (a.k.a., e-purse)

stored on a smart card, a set of keys (either symmetric or asymmetric) is personalized

into the e-purse after the e-purseis issued. During a transaction, the e-purse uses a

set of respective keys for encryption and MAC computationin order to secure the

message channel between the e-purse and an SAM (Security Authentication Module)

or backend servers. For a single functional card, the e-purse security 104 is configured

to act as gates to protect actual operations performed on a single functional card.

During personalization, the single functional card access keys (orits transformation)

are personalized into the e-purse with the e-purse transaction keys.

[0072] FIG. 1E showsa flowchart or process 150 of personalizing data flow

amongthree entities: a land-based SAM or a network e-purse server 152, an e-purse

154 acting as a gatekeeper, and a single function tag 156. Communications between

the land-based SAM orthe network e-purse server 152 and the e-purse 154 are

conducted in sequence of a type of commands (e.g., APDU) while communications

between the e-purse 154 and the single function tag 156 are conducted in sequence of

another type of commands, wherein the e-purse 154 acts as the gate keeperto ensure

only secured and authorized data transactions could happen.

[0073] In one embodiment, the physical security for the e-purse is realized in an

emulator. As used herein, an emulator means a hardware device or a program that

pretendsto be anotherparticular device or program that other components expectto

interact with. The e-purse security is realized between one or more applets configured

to provide e-purse functioning and communication with a payment server. An SE

supporting the e-purse is responsible for updating security keys to establish

appropriate channels for interactions between a payment server and the applets,

wherein the e-purse applet(s) acts as a gatekeeper to regulate or control the data

exchange.

[0074] Referring now to FIG. 2A, it shows a mobile payment ecosystem 200 in

which related parties are involvedin order for the mobile payment ecosystem

16

GOOG-1030

Google LLC v. RFCyber Corp. / Page 28 of 84  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1030 
Google LLC v. RFCyber Corp. / Page 29 of 84

successful. According to one embodiment, an NFC device is allowed to install or

download one or more applications from respective designated servers 202(i.e.,

application managementproviders), where the applications are originally developed by

developers 204 and distributed by service providers 210, application management

providers 202 or others. It is assumed that the secure element 206 provided by a

secure element provider 208 has already been personalized via a TSM ora trusted

third party (e.g., a financial institution 212).

[0075] Once an application is installed in the NFC device, the next stepis to

provision the application with the secure element. An application provisioning process

can bestarted in several ways. One of the waysis that an SE holder selects an

application from a TSM portal on the mobile device andinitiates the provisioning

process. Anotheroneis that the SE holder receives an application provisioning

notification on the mobile device from the TSM on behalf of an application (service)

provider.

[0076] The TSM orapplication providers can publish their applications on a

TSM portal to be downloaded to a mobile device with the SE and/or subscribed at a

request of a user (a.k.a., an SE holder). In one embodiment, the TSM is a cloud

service to serve many SE issuers. Thus, many applications from various service

providers are available on the TSM portal. However, when getting onto the TSM portal,

SE holders can only see those applications approved by its SE issuer. Depending on

the arrangement between an SE andaservice provider, an application can either be

downloaded/installed/personalized using the ISD keyset of the SE or a specific SSD

keysetof the service provider. If a SSD keyset has not beeninstalled on the SE,it can

be installed during an application installation.

[0077] The TSM knows the memorystate of an SE for various SSDs. Based on

the state of the SE and the memoryallocation policy of the SSDs, the available

applications for the various SSDin the application store may be marked with different

indicators, for example, “OKto install’, or “Insufficient memory to install”. This will

prevent unnecessaryfailure for users.
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[0078] Once an application is installed on an NFC device, the application

initiates a provisioning processbyitself, or the TSM can pushaprovisioning

notification to the NFC device via a cellular network or a wireless data network.

Depending on the type of the devices, there are many different types of push

messages to cause the NFC devicetoinitial the provision process. An example of the

push methodsincludes an SMS push or an Android Google Push. Once user accepts

the notification, the provisioning process starts. The details of the provisioning process

will be described below whenever deemed appropriate.

[0079] As part of the application provisioning, a TSM server implements some

protective mechanism. Oneis to prevent an SE from being accidentally locked.

Anotheris to disable application download if there is no sufficient memory on SE.

[0080] An SE may permanently lockitself if there are too many failed mutual

authentications during secure channelestablishment. In order to prevent the SE from

being accidentally locked, the TSM keepsthetrack of the numberoffailed

authentications between an SE and the TSM whenestablishing a secured channel

betweenthe two entities. In one embodiment, the TSM is configured to reject any

further requestif a presetlimit is reached. The TSM can continue to process the SE

requestif the SE is reset at the service center manually.

[0081] The TSM also keepstrack of the memory usage of each SE. The TSM

decides whetheran application can be installed on an SE based on the memory

allocation assigned by the SE issuer to each service provider. According one

embodiment, there are three typesofpolicies:

¢« Pre-assigned a fixed memory. This is the guaranteed space.

¢« Pre-assigned a minimum memory. This is the guaranteed minimum space.

¢ Bestefforts.

[0082] The SE issuer uses the TSM webportal to make this assignment.

1. Fora batch of SE, the SE issuer can pre-assign a memory policy for a service

providerto install its applications via the TSM webportal;
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2. The TSM serververifies whether the spaceof the respective service provider

conformsto its policy when a Mobile Device requests to install one ofits

applications. If not conformed, this request is rejected;

3. Otherwise, the TSM serverwill proceed to handle the provisioning request;

4. If the provisioning succeeds, the TSM will accumulate the memory size of this

application service.

[0083] When a mobile user subscribes to a mobile application (assuming it has

beeninstalled), the application has to be provisioned with the SE in the mobile device

before it can be used. According to one embodiment, the provisioning process

includes four major stages:

¢ Create an supplemental security domain (SSD) on the SE, if needed;

¢ Download and install an application cap on the SE;

¢ Personalize the application on the SE; and

¢ Download a UI component on mobile phone.

[0084] FIG. 2B showsa flowchart or process 220 of provisioning one or more

applications according to one embodiment. The process 220 may be implemented in

software or a combination of software and hardware. In one embodiment, the

application provisioning process 220 needsto go through a provisioning manager(i.e.,

proxy) on the mobile phoneto interact with the SE therein.

[0085] As shownin FIG. 2B, at 222, the application provisioning process 220

may be started manually or automatically. For example, a user mayinitiate the

process 220by selecting an installed application to subscribe related services or the

installed application, when activated, initiates the provisioning process, provided it has

not been provisioned. In another embodiment, a provider of an application pushes a

message (e.g., SMS) to the mobile phoneto initiate the provisioning process.

[0086] In any case, the process 220 goes to 224 to establish a communication

with a dedicated server (e.g., a TSM server or a server operated by an application

distributor) after the device information (¢.g., CPLC)is retrieved from the SEin the

mobile device. The device information along with an identifier identifying the
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application is transmitted to the server at 226. Based on the device information, the

serveridentifies the issuer for the SEfirst at 228 to determine if the SE has been

personalized at 230. If the SE has not been personalized, the process 220 goes to 232

to personalize the SE, where one embodimentof the function 232 may be

implemented in accordance with the process 110 of FIG. 1B.

[0087] It is now assumedthat the SEin the mobile device has been

personalized. The process 220 now goesto 234 to establish a secure channel with the

SE using the derived ISD. Depending on who houses the HSM (TSM orSE issuer) for

the ISD, the server will contact the HSM to compute the derived ISD for the SE and

establish a secure channel with the SE using this derived ISD. The serveris then

configured to check to see whetherthere is an SSD associated with this application at

236. If there is not an SSD associated with the application, the server is configured to

check a database to see whetherit has beeninstalled with this SE. If the SSD

installation is needed, then the process 220 goesto install the SSD.In one

embodiment, the useris alerted of the installation of the SSD (keys). Should the user

refuseto install the SSD at 238, the process 220 stops and goes to 222 to restart the

provisioning process 220.

[0088] It is now assumedthat the processofinstalling the SSD proceedsat

240. Installing the SSDis similar to installing the ISD. The TSM serveris configured to

contact the HSM that houses the SSD master key to compute the derived SSD key set

for the SE. The master SSD key set can beeither in the TSM or with the service

provider or the SE issuer, largely depending on how the arrangementis madewith all

parties involved.

[0089] To download/install the application cap to the SE, the serveris

configured to establish a secure channel with the SE using this derived SSD at 242. In

one embodiment, this is similar to how the ISD-based secure channelis established.

At 244, the data for the application is prepared, the detail of which will be further

discussed below. According to one embodiment, the server is configured to contact

the service provider to prepare STORE DATA APDUs. Depending on an application

installed in a mobile device, the server may be caused to repeatedly issue STORE
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DATAto personalize the application with the SE. Additional data including an

appropriate interface (e.g., a user interface of the application per the mobile device)

may be downloaded provided that the provisioning processis successfully done. At

246, the serverwill notify the application provider the status of the application that has

been provisioned.

[0090] FIG. 2C showsa data flow 250illustrating various interactions among

different parties when an application is being provisioned in one embodiment.

[0091] As shownin 244 of FIG. 2B, one of the important functions in

provisioning an application is to prepare customized application data for the targeted

SE. For example, for an e-purse application, the personalized data for the application

includes various personalized transaction keys generated based on the device

information (e€.g., CPLC info) of the SE. Fortransit e-purse, part of the personalized

data includes the Mifare access keys derived from an identifier (ID) of the Mifare card,

the serveris configured to personalize both Java Card applications and Mifare4Mobile

service objects. In general, there are at least two different ways to prepare the data to

facilitate subsequent transactions.

[0092] For data preparation, one embodimentof the present invention supports

two operation modesto interact with service providers for computing the personalized

application data. Forthe first mode, a TSM server does not have direct accessto the

HSM associated with a service provider. The service provider may have a server

interacting with its HSM to generate the application keys (e.g., Transit, e-purse, or

Mifare Key). The TSM data preparation implementation is to make useof application

program interfaces (API) or a protocol provided by the serverto requestfor derived

application keys. The second modeis that data preparation implementation can

directly access the HSM associated with the service provider to generate the

application keys.

[0093] According to one embodiment, FIG. 2D showsa data flow 255 among

different entities when preparing the application data in provisioning an application.

FIG. 2D is provided for the first mode in which a TSM serverdoes not have direct

access to the HSM associated with a service provide. The second mode hasthe
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similar flow exceptthat the application data preparation implementation will interact

directly with the HSM of a service provider.

[0094] Besides supporting a provisioning process, one embodimentof the

presentinvention also supports the life cycle management of an SE. Thelife cycle

managementincludes, but may not be limited to, SE lock, SE unlock, Application

Delete (disabling). The initiation of these activities may be through a TSM push

notification. In actual use of mobile devices, FIG. 2E showsa flowchart or process 260

of locking an installed application. An NFC device may have beeninstalled with a

numberof applications in connection with or running on top of the secured element

therein. For some reason (é.g., no activity for a prolonged period or expiration), an

application needs to be disabled or locked byits distributor or provider.

[0095] The operation or process 260 to disable an installed application is

initiated at 262. In one embodiment, the process 260is initiated by an operator

manually via a TSM webportal. In another embodiment, the process 260 is

automatically initiated by a service provider internal workflow (e.g., using TSM web

service API). Once the process 260is initiated, a message is pushed to a NFC device

(e.g., within a mobile device) in which an application is to be disabled. Depending on

application, such a message may comein different forms. In one embodiment, the

message is a PUSH command. In another embodiment, the messageis a TCP/IP

request delivered to the device via a network. The message may besentfrom a server

(e.g.,a TSM server) at 264. Depending on implementation, such a message may

include an identifier identifying an application to be locked or disabled. Upon receiving

such a message, a card managerproxy on the device is caused to verify whether such

a messageis indeed from its original distributor or provider by returning a message at

266. According to one embodiment, the messageis sent to a TSM serverfor

verification. If the verification fails, namely there is no acknowledgementto such an

inquiry, the process 260 is abandoned.

[0096] It is now assumedthatthe verification is successful, namely the inquiry

from the device to a provider of the application returns an acknowledgementthat the

original request is authenticated. In general, such an acknowledgementincludes an
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identifier confirming the application to be locked at 268. The TSM serveris configured

to establish a secure channel with the SE as described previously. Then, the TSM

serveris to prepare appropriate APDUs (such as SET STATUS,or/and DELETE)for

the SE for execution via the card managerproxy.

[0097] In any case, in responding to the command, the SE proceeds bylocking

the application at 272. According to one embodiment, the SE is caused to disassociate

with the application, thus making the installed application no longer usable with the

SE. At 274, the SE is configured to send out an acknowledgementto notify related

parties that this application is no longer operating in the device. In one embodiment,

the acknowledgementis sent over to the TSM server wherethere is a database

recording what applications have been installed in what device, and a corresponding

status of each. The database is updated with the acknowledgement from the SE.

[0098] FIG. 2E showsa flowchart or processfor locking or disabling an installed

application. It is known to those skilled in the art that other operations, such as

unlocking or enabling an installed application, extending expiration of an installed

application, are similar to those shown in FIG. 2E.

[0099] Referring now to FIG. 2F, there shows an exemplary architecture

diagram 280 of a portable device enabled as an electronic wallet or e-purse to

facilitate e-commerce and m-commerce, according to one embodiment of the present

invention. The diagram 280 includes a cell phone 282 embedded with a smart card

module. An example of such a cell phoneis a nearfield communication (NFC) enabled

cellphonethat includes a Smart MX (SMX) module. It shall be noted that a secure

element and an application may beintegrated. Unless explicitly stated, the following

description will not call out which part is performing the function of a secure element

and which part is performing as a application. Those skilled in the art shall appreciate

the properparts or functions being performed given the detailed description herein.

[00100] The SMXis pre-loaded with a Mifare emulator 288 (which is a single

functional card) for storing values. The cell phoneis equipped with a contactless

interface (e.g., ISO 14443 RFID) that allows the cell phone to act as a tag. In addition,

the SMXis a JavaCard that can run Java applets. According to one embodiment, an e-
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purseis built as an applet in SMX. The e-purse is configured to be able to access the

Mifare data structures with appropriate transformed passwords based on the access

keys.

[00101] In the cell phone 282, an e-purse manager MIDlet 204 is provided. For

m-commerce, the MIDlet 284 acts as an agentto facilitate communications between

an e-purse applet 286 and one or more payment network and servers 290 to conduct

transactions therebetween. As used herein, a MIDlet is a software componentsuitable

for being executed on a portable device. The e-purse managerMIDlet 284is

implemented as a “MIDlet” on a Java cell phone, or an “executable application” on a

PDAdevice. One of the functions of the e-purse manager MIDlet 284 is to connect to a

wireless network and communicate with an e-purse applet which can reside on either

the same device or an external smart card. In addition, it is configured to provide

administrative functions such as changing a PIN, viewing an e-purse balance and a

transaction history log. In one application in which a card issuer provides a SAM 292

that is used to enable and authenticate any transactions between a card anda

corresponding server(also referred to as a paymentserver). As shownin FIG. 2F,

APDU commandsare constructed by the servers 290 having access to a SAM 292,

where the APDU is a communication unit between a reader and a card. Thestructure

of an APDUis defined by the ISO 7816 standards. Typically, an APDU command is

embedded in network messages and delivered to the server 290 or the e-purse applet

286 for processing.

[00102] For e-commerce, a web agent 294 on a computer (not shown)is

responsible for interacting with a contactless reader(e.g., an ISO 14443 RFID reader)

and the network server 290. In operation, the agent 294 sends the APDU commands

or receives responsesthereto through the contactless reader 296 to/from the e-purse

applet 286 residing in the cell phone 282. On the other hand, the agent 294 composes

network requests (such as HTTP) and receives responses thereto from the payment

server 280.

[00103] To personalize the cell phone 282, FIG. 3A shows a block diagram 300

of related modulesinteracting with each other to achieve whatis referred to herein as

e-purse personalization (or provisioning) by an authorized person. FIG. 3B shows a
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block diagram 320 of related modules interacting with each other to achieve whatis

referred to herein as e-purse personalization by a user of the e-purse as shownin FIG.

2F.

[00104] FIG. 3C showsa flowchart or process 350 of personalizing an e-purse

applet according to one embodimentof the present invention. FIG. 3C is suggested to

be understood in conjunction with FIG. 3A and FIG. 3B. The process 350 may be

implemented in software, hardware or a combination of both.

[00105] As described above, an e-purse manageris built on top of a global

platform to provide a security mechanism necessary to personalize e-purse applets

designedtherefor. In operation, a security domain is used for establishing a secured

channel between a personalization application server and the e-purse applet.

According to one embodiment, the essential data to be personalized into the e-purse

applet include one or more operation keys (e.g., a load or top-up key and a purchase

key), default PINs, administration keys (e.g., an unblock PIN key and a reload PIN

key), and passwords(e.g., from Mifare).

[00106] It is assumed that a user desires to personalize an e-purse applet

embeddedin a portable device (e.g., a cell phone). At 352 of FIG. 3C, a

personalization processis initiated. Depending on implementation, the personalization

process may be implemented in a module in the portable device and activated

manually or automatically, or a physical processinitiated by an authorized person

(typically associated with a card issuer). As shown in FIG. 3A, an authorized personal

initiates a personalization process 304 to personalize the e-purse applet for a user

thereof via an existing new e-purse SAM 306 andan existing SAM 308 with the

contactless reader 310 as the interface. The card manager 311 performsat least two

functions: 1) establishing a security channel, via a security domain, to install and

personalize an external application (e.g., e-purse applet) in the card personalization;

and 2) creating security means (e.g., PINs) to protect the application during

subsequentoperations. As a result of the personalization process using the

personalization application server 304, the e-purse applet 312 and the emulator 314

are personalized.
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[00107] Similarly, as shown in FIG. 3B, a user of an e-purse desiresto initiate a

personalization process to personalize the e-purse applet wirelessly (e.g., via the m-

commerce path of FIG. 2). Different from FIG. 3A, FIG. 3B allows the personalization

process to be activated manually or automatically. For example, there is a mechanism

on a cell phonethat, if pressed, activates the personalization process. Alternatively, a

status of “non-personalized” may promptto the userto start the personalization

process. As described above, a MIDlet 322 (i.e., a provisioning manageror a service

manager) in a portable device acts as an agent to facilitate the communication

between a paymentserver 324 and the e-purse applet 312 as well as the emulator

314, wherein the payment server 324 has the accessto the existing new e-purse SAM

306 and an existing SAM 308. As a result of the personalization process, the e-purse

applet 312 and the emulator 314 are personalized.

[00108] Referring now backto FIG. 3C,after the personalization processis

started, in view of FIG. 3A, the contactless reader 310 is activated to read the tag ID

(i.e., RFID tag ID) and essential data from a smart card in the device at 354. With an

application security domain (e.g., a default security setting by a card issuer), a security

channelis then established at 356 between a new e-purse SAM (e.g., the SAM 306 of

FIG. 3A) and an e-purse applet (e.g., the e-purse applet 312 of FIG. 3A)in the

portable device.

[00109] Each application security domain key set includes at least three (3) DES

keys. For example:

Key1: 255/1/DES-ECB/404142434445464748494a4b4c4d4e4f

Key2: 255/2/DES-ECB/404142434445464748494a4b4c4d4e4f

Key3: 255/3/DES-ECB/404142434445464748494a4b4c4d4e4f

[00110] A security domain is used to generate session keys for a secured

session between two entities, such as the card manager applet and a host application,

in which case the host application may be either a desktop personalization application

or a networked personalization service provided by a backend server.

[00111] A default application domain can be installed by a card issuer and

assignedto various application/service providers. The respective application owner

can change the value of the key sets before the personalization process (or at the

26

GOOG-1030

Google LLC v. RFCyber Corp. / Page 38 of 84  

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL



GOOG-1030 
Google LLC v. RFCyber Corp. / Page 39 of 84

initial of the process). Then the application can use the new set to create a security

channel for performing the personalization process.

[00112] With the security channel is established using the application provider's

application security domain, the first set of data can be personalized to the e-purse

applet. The second set of data can also be personalized with the same channel, too.

However,if the data are in separate SAM, then a new security channel with the same

key set (or different key sets) can be used to personalize the second set of data.

[00113] Via the new e-purse SAM 306,a set of e-purse operation keys and PINs

are generated for data transactions between the new e-purse SAM andthe e-purse

applet to essentially personalize the e-purse applet at 358.

[00114] A second security channel is then established at 360 between an

existing SAM (e.g., the SAM 308 of FIG, 3A) and the e-purse applet (e.g., the e-purse

applet 312 of FIG, 3A) in the portable device. At 362, a set of transformed keysis

generated using the existing SAM and the tag ID. The generated keys are stored in

the emulator for subsequent data access authentication. At 358, a set of MF

passwordsis generated using the existing SAM and thetag ID, then is stored into the

e-purse applet for future data access authentication. Afterit is done, the e-purse

including the e-purse applet and the corresponding emulatoris set to a state of

“personalized”.

[00115] FIG. 4A and FIG. 4B show together a flowchart or process 400 of

financing or funding an e-purse according to one embodiment of the present invention.

The process 400 is conducted via the m-commercepath of FIG. 2. To better

understand the process 400, FIG. 4C shows an exemplary block diagram 450 of

related blocks interacting with each other to achieve the process 400. Depending on

an actual application of the present invention, the process 400 may be implementedin

software, hardware or a combination of both.

[00116] A user is assumedto have obtained a portable device (e.g., a cell phone)

that is configured to include an e-purse. The user desires to fund the e-purse from an

account associated with a bank. At 402, the user enters a set of personalidentification

numbers (PIN). Assuming the PIN is valid, an e-purse mangerin the portable deviceis

activated andinitiates a request (also referred to an over-the-air (OTA) top-up request)
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at 404. The MIDletin the portable device sends a request to the e-purse applet at 406,

whichisillustrated in FIG. 4C where the e-purse manager MIDlet 434 communicates

with the e-purse applet 436.

[00117] At 408, the e-purse applet composes a response in responding to the

requestfrom the MIDlet. Upon receiving the response, the MIDlet sends the response

to a payment networkand serverovera cellular communications network. As shownin

FIG. 4C, the e-purse manager MIDlet 434 communicates with the e-purse applet 436

for a responsethat is then sent to the payment network and server 440. At 410, the

process 400 needsto verify the validity of the response. If the response cannot be

verified, the process 400 stops. If the response can be verified, the process 400

moves to 412 where a corresponding account at a bank is verified. If the account does

exist, a fund transfer requestis initiated. At 414, the bank receives the request and

responds to the request by returning a response. In general, the messages exchanged

between the payment network and server and the bank are compliant with a network

protocol (e.g., HTTP for the Internet).

[00118] At 416, the response from the bank is transported to the payment

network and server. The MIDlet strips and extracts the APDU commandsfrom the

response and forwards the commandsto the e-purse applet at 418. The e-purse

applet verifies the commandsat 420 and, provided they are authorized, sends the

commandsto the emulator at 420 and, meanwhile updating a transaction log. At 422,

a ticket is generated to formulate a response (e.g., in APDU format) for the payment

server. As a result, the payment serveris updated with a successful status message

for the MIDlet, where the APDU responseis retained for subsequentverification at

424.

[00119] As shownin FIG. 4C, the payment network and server 440 receives a

response from the e-purse manager MIDlet 434 and verifies that the response is from

an authorized e-purse applet 436 originally issued therefrom with a SAM 444. After the

responseis verified, the payment network and server 440 sends a requestto the

financing bank 442 with which the user 432 is assumed to maintain an account. The

bank will verify the request, authorize the request, and return an authorization number

in some pre-arranged messageformat. Upon receiving the response from the bank
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442, the paymentserver440will either reject the request or accept the request by

forming a network responsesentto the MIDlet 434.

[00120] The e-purse manager434verifies the authenticity (e.g., in APDU format)

and sends commandsto the emulator 438 and updates the transaction logs. By now,

the e-purse applet 436 finishes the necessary steps and returns a responseto the

MIDlet 434 that forwards an (APDU) response in a network request to the payment

server 440.

[00121] Although the process 400 is described as funding the e-purse. Those

skilled in the art can appreciate that the process of making purchasing over a network

with the e-purseis substantially similar to the process 400, accordingly no separate

discussion on the process of making purchasing is provided.

[00122] Referring to FIG. 5A, there is showna first exemplary architecture 500 of

enabling a portable device 530 for e-commerce and m-commerceovera cellular

communications network 520 (e.g., a GPRS network) in accordance with one

embodimentof the present invention. The portable device 530 comprises a baseband

524 and a secured element 529 (e.g., a smart card). One example of such portable

device is a Near Field Communication (NFC) enabled portable device(e.g., a cell

mobile phone or a PDA). The baseband 524 provides an electronic platform or

environment(e.g., a Java Micro Edition (JME), or Mobile Information Device Profile

(MIDP)), on which an application MIDlet 523 and a service manager 522 can be

executed or run. The secured element 529 contains a Global Platform (GP) card

manager 526, an emulator 528 and other components such as PIN manager(not

shown).

[00123] To enable the portable device 530 to conduct e-commerce and m-

commerce, one or more services/applications need to be pre-installed and pre-

configured thereon. An instance of a service manager 522 (e.g., a MIDlet with GUI)

needs to be activated. In one embodiment, the service manager 522 is downloaded

andinstalled. In another embodiment, the service manager 522 is preloaded. In any

case, once the service manager522is activated,a list of directories for various

services is shown. The itemsin the list may be related to the subscription by a user,

and mayalso include items in promotion independentof the subscription by the user.
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The directory list may be received from a directory repository 502 of a directory server

512. The directory server 512 acts as a central hub (i.e., yellow page functions) for

different service providers (e.g., an installation server, a personalization server) that

may chooseto offer products and/or services to subscribers. The yellow page

functions of the directory server 512 may include service plan information (e.g., service

charge,start date, end date,etc.), installation, personalization and/or MIDlet download

locations (e.g., Internet addresses). The installation and personalization may be

provided by two different business entities. For example, the installation is provided by

an issuer of a secured element 529, while the personalization may be provided by a

service provider whoholds application transaction keys for a particular application.

[00124] According to one embodiment, the service manager522 is configured to

connect to one or more servers 514 (e.g., a TSM server) from a service provider(s)

overthe cellular communications network 520.It is assumed that the user has chosen

oneof the applications from the displayed directory. A secured channel 518 is

established between the one or more servers 514 and the GP manager526 to

install/download an application applet 527 selected by the user and then to

personalize the application applet 527 and optionally emulator 528, andfinally to

download an application MIDlet 523. The applet repository 504 and MIDlet repository

506 are the sources of generic application applets and application MIDlets,

respectively. GP SAM 516 and application SAM 517 are used for creating the secured

channel 518 for the personalization operations.

[00125] FIG. 5B is a diagram showing a second exemplary architecture 540 of

enabling a portable device 530 for e-commerce and m-commerce overa public

network 521, according to another embodiment of the present invention. Most of the

components of the second architecture 540 are substantially similar to those of the first

architecture 500 of FIG. 5A. While the first architecture 500 is based on operations

overa cellular communications network 520, the public network 521 (e.g., Internet) is

used in the second architecture 540. The public network 521 mayincludea local area

network (LAN), a wide area network (WAN), a Wi-Fi (IEEE 802.11) wireless link, a Wi-

Max (IEEE 802.16) wireless link, etc. In order to conduct service operations over the

public network 521, an instance of the service manager 532 (i.e., same or similar
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functionality of the service manager MIDlet 522) is installed on a computer 538, which

is coupled to the public network 521. The computer 538 may be a desktop personal

computer (PC), a laptop PC,or other computing devices that can execute the instance

of the service manager 532 and be connected to the public network 521. The

connection between the computer 538 and the portable device 530 is through a

contactless reader 534. The service manager 532 acts as an agentto facilitate the

installation and personalization between one or more servers 514 of a service provider

and a GP card manager 526 via a secured channel 519.

[00126] FIG. 5C is a flowchart illustrating a process 550 of enabling a portable

device for e-commerce and m-commercefunctionalities in accordance with one

embodimentof the present invention. The process 550 may be implementedin

software, hardware or a combination of both depending on implementation. To better

understand the process 500, previous figures especially FIG. 5A and FIG. 5B are

referred to in the following description.

[00127] Before the process 550 starts, an instance of a service manager 522 or

532 has been downloaded orpre-installed on either the portable device 530 or a

computer 538. At 552, the service manageris activated and sends a service request

to the server 514 at a service provider. Next after the authentication of a user and the

portable device has beenverified, at 554, the process 550 providesa directorylist of

services/applications based on subscription of the user of the portable device 530. For

example,the list may contain a mobile POS application, an e-purse application, an e-

ticketing application, and other commercially offered services. Then one of the

services/applications is chosen from the directory list. For example, an e-purse or a

mobile-POS may be chosento configure the portable device 530. Responding to the

userselection, the process 550 downloadsandinstalls the selected

services/applications at 556. For example, e-purse applet(i.e., application applet 527)

is downloaded from the applet repository 504 and installed onto a secured element

529. The path for downloading orinstallation may be either via a secured channel

518 or 519. At 558, the process 550 personalizes the downloaded application applet

and the emulator 528 if needed. Some of the downloaded application applets do not

need to be personalized and some do. In one embodiment, a mobile POS application
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applet (“POS SAM”) needsto be personalized, and the following information or data

array hasto be provided:

a unique SAMID basedonthe unique identifier of the underlying secured

element;

a set of debit master keys;

a transformed message encryption key;

a transformed message authentication key;

a maximum length of remark for each offline transaction;

a transformed batch transaction key; and

a GP PIN.

[00128] In another embodiment, personalization of an e-purse appletfor a single

functional card not only needs to configure specific data (i.e., PINs, transformed keys,

start date, end date, etc.) onto the e-purse, but also needs to configure the emulatorto

be operable in an open system. Finally, at 560, the process 550 downloads and

optionally launches the application MIDlet 523. Some of the personalized data from

the application applet may be accessed and displayed or provided from the user. The

process 550 ends whenall of the components of services/applications have been

installed, personalized and downloaded.

[00129] According to one embodiment, an exemplary process of enabling a

portable device 530 as a mobile POSislisted as follows:

connecting to an installation server(i.e., one of the service provider server 514) to

request the serverto establish a first security channel (e.g., the secured

channel 518) from an issuer domain (i.e., applet repository 504) to the GP card

manager526 residing in a secured element 529;

receiving one or more network messagesincluding APDU requests that envelop a

POS SAMapplet (e.g., a Java Capfile from the applet repository 504);

extracting the APDU requests from the received network messages;

sending the extracted APDU requests to the GP card manager526 in a correct

orderfor installation of the POS SAM (i.e., application applet 527) onto the

secured element 529;
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connecting to a personalization server(i.e., one of the service provider servers

514) for a second security channel (may or may not be the secured channel

518 depending on the server and/or the path) between the personalization

server and the newly downloaded applet(i.e., POS SAM);

receiving one or more network messagesfor one or more separated ‘STORE

DATA APDU’; and

extracting and sending the ‘STORE DATA APDU’to personalize POS SAM; and

downloading and launching POS manager(i.¢e., application MIDlet 523).

[00130] Referring to FIG. 6A, there is shown an exemplary architecture 600, in

which a portable device 630 is enabled as a mobile POS to conduct e-commerce and

m-commerce, according to one embodiment of the present invention. The portable

device 630 comprises a baseband 624 and a secured element 629. A POS manager

623 is downloaded and installed in the baseband 623 and a POS SAM 628isinstalled

and personalized in the secured element 629 to enable the portable device 630 to act

as a mobile POS. Then a real time transaction 639 can be conducted between the

mobile POS enabled portable device 630 and an e-token enabled device 636(e.g., a

single functional card or a portable device enabled with an e-purse). The e-token may

represent e-money, e-coupon, e-ticket, e-voucher or any other forms of payment

tokens in a device.

[00131] The real time transaction 639 can be conducted offline (i.e., without the

portable device connecting to a backend POStransaction server 613). However, the

portable device 630 may connect to the backend POStransaction servers 613 over

the cellular network 520 in certain instances, for example, the amountof the

transaction is over a pre-defined threshold or limit, the e-token enabled device 636

needs a top-up orvirtual top-up, transactional upload (single or in batch).

[00132] Records of accumulated offline transactions need to be uploaded to the

backend POStransaction server 613 for settlement. The upload operations are

conducted with the portable device 630 connecting to the POS transaction server 613

via a secured channel 618. Similar to the installation and personalization procedures,

the upload operations can be conducted in two different routes: the cellular
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communications network 520; or the public network 521. The first route has been

described and illustrated in FIG. 6A.

[00133] The second routeis illustrated in FIG. 6B showing an exemplary

architecture 640, in which a portable device 630 is enabled as a mobile POS

conducting a transaction upload in batch operation over a public network 521,

according to an embodiment of the present invention. Records ofoffline transactions

in the mobile POS are generally kept and accumulated in a transaction log in the POS

SAM 628. The transaction log are read by a contactless reader 634 into a POS agent

633 installed on a computer 638. The POS agent 633 then connects to a POS

transaction server 613 over the public network 521 via a secured channel 619. Each

of the upload operations is marked as a different batch, which includes one or more

transaction records. Data communication between the POS SAM 628, the contactless

reader 634 and the POS agent 632 in APDU containing the transaction records.

Network messagesthat envelop the APDU (e.g., HTTP) are used between the POS

agent 632 and the POS transaction server 613.

[00134] In one embodiment, an exemplary batch upload process from the POS

manager 623 or the POS agent 633 includes:

sending a request to the POS SAM 628to initiate a batch upload operation;

retrieving accumulated transaction records in form of APDU commandsfrom a

marked “batch” or “group” in the POS SAM 628 when the POS SAM 628

accepts the batch upload request;

forming one or more network messagescontaining the retrieved APDU commands;

sending the one or more network messages to the POStransaction server 613 via

a secured channel 619;

receiving a acknowledgementsignature from the POStransaction server 613;

forwarding the acknowledgement signature in form APDU to the POS SAM 628for

verification and then deletion of the confirmed uploaded transaction records;

and

repeating the step b) to stepf) if there are additional un-uploaded transaction

recordsstill in the same “batch”or “group”.
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[00135] Referring to FIG. 6C, there is shown a flowchart illustrating a process

650 of conducting m-commerce using the portable device 630 enabled to act as a

mobile POS with an e-token enabled device 636 as a single functional card in

accordance with one embodiment of the present invention. The process 650, whichis

preferably understood in conjunction with the previous figures especially FIG. 6A and

FIG. 6B, may be implemented in software, hardware or a combination of both.

[00136] The process 650 (e.g., a process performed by the POS manager623 of

FIG. 6A) starts when a holder of an e-token enabled device (e.g., a Mifare card or an

e-purse enabled cell phone emulating single functional card) desires to make a

purchaseorordera service with the mobile POS(i.e., the portable device 630). At

652, the portable device 630 retrieving an e-token (e.g., tag ID of Mifare card) by

reading the e-token enabled device. Next, the process 650 verifies whether the

retrieved e-tokenis valid at 654. If the e-token enabled device 636 of FIG. GA is a

single functional card (e.g., Mifare), the verification procedure performed by the POS

manager623 includes: i) reading the card identity (ID) of the card stored on an area

that is unprotected or protected by a well-known key; ii) sending an APDU request

containing the card ID to the POS SAM 628; iii) and receiving one or more transformed

keys (e.g., for transaction counter, an issuer data, etc.) generated by the POS SAM

628. If the one or more received transformed keys are not valid, that is, the retrieved e-

token being not valid, then the process 650 ends. Otherwise, the process 650

following the “yes” branch to 656, in whichit is determined whetherthere is enough

balancein the retrieved e-token to cover the cost of the current transaction. If the

result is “no” at 656, the process 650 may optionally offer the holder to top-up(i.e.,

load, fund, finance) the e-token at 657. If “no”, the process 650 ends. Otherwiseif the

holder agrees to a real time top-up of the e-token enabled device, the process 650

performs either a top-up or a virtual top-up operation at 658. Then the process 650

goes back to 656. Whereas there is enough balance in the e-token, the process 650

deducts or debits the purchase amountfrom the e-token of the e-token enabled device

636 at 660. In the single functional card case, the one or more transformed keys are

used to authorize the deduction. Finally at 662, records of one or moreoffline

transactions accumulated in the POS SAM 628 are uploaded to the POS transaction
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server 613 for settlement. The upload operations may be conducted for each

transaction or in batch overeither the cellular communications network 520 or the

public domain network 521.

[00137] The top-up operations have been described and shownin the process

400 of FIG. 4A. A virtual top-up operation is a special operation of the top-up

operation and typically is used to credit an e-token by a sponsor or donor. To enable a

virtual top-up operation, the sponsor needs to set up an accountthat ties to an e-token

enabled device (e.g., a single functional card, a multi-functional card, an e-token

enable cell phone, etc.). For example, an online account is offered by a commercial

entity (e.g., business, bank, etc.). Once the sponsor has funded the e-tokento the

online account, the holder of the e-token enabled device is able to receive an e-token

from the online account when connecting to the mobile POS. Various security

measures are implemented to ensurethe virtual top-up operation is secure and

reliable. One exemplary usageofthe virtual top-up is that a parent(i.¢., a sponsor)

can fund an e-token via an online account, whichis linked to a cell phone(i.e., an e-

token enabled device) of a child (i.e., the holder), such that the child may receive the

funded e-token while the child makes a purchase at a mobile POS. In addition to

various e-commerce and m-commercefunctionalities described herein, the POS

manager623 is configured to provide various query operations, for example,a)

checking the un-batched(i.e., not uploaded) balance accumulated in the POS SAM, b)

listing the un-batched transaction log in the POS SAM,c) viewing details of a particular

transaction stored in the POS SAM, d) checking the current balance of an e-token

enabled device,e) listing a transaction log of the e-token enabled device, and f)

viewing details of a particular transaction of the e-token enabled device.

[00138] Referring to FIG. 6D, there is showna flowchartillustrating an exemplary

process 670 of conducting m-commerce using the portable device 630 enabled to act

as a mobile POS with an e-token enabled device 636 as a multi-functional card in

accordance with one embodimentof the present invention. The process 670, which is

preferably understood in conjunction with the previous figures especially FIG. 6A and

FIG. 6B, may be implementedin software, hardware or a combination of both.
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[00139] The process 670 (e.g., a process performed by the POS manager 623 of

FIG. 6A) starts when a holder of an e-token enabled device 636 (e.g., a multi-

functional card or an e-purse enabled cell phone emulating a multi-functional card)

desires to make a purchaseorordera service with the mobile POS(i.e., the portable

device 630). At 672, the process 670 sends an initial purchase request to the e-token

enabled device 636. The purchase amountis sent along with the initial request (e.g.,

APDU commands). Next the process 670 movesto decision 674. Whenthere is not

enough balancein the e-token enabled device 636. The initial purchase requestwill

be turned downas a return messagereceived at the POS manager 623. As a result,

the process 670 ends with the purchase request being denied. If there is enough

balance in the e-token enabled device 636, the result of the decision 674 is “yes” and

the process 670 follows the “yes” branch to 676. The received response (e.g., APDU

commands)from the e-token enabled device 636 is forwarded to the POS SAM 628.

The response comprises information such as the version of the e-token key and a

random numberto be used for establishing a secured channel between the applet

(e.g., e-purse applet) resided on the e-token enabled device 636 and the POS SAM

628 installed on the portable device 630. Then, at 678, the process 670 receives a

debit request(e.g., APDU commands) generated by the POS SAM 628in response to

the forwarded response(i.e., the response at 676). The debit request contains a

Message Authentication Code (MAC)for the applet(i.e., e-purse applet) to verify the

upcoming debit operation, which is performed in response to the debit request sent at

680. The process 670 movesto 682 in which a confirmation messagefor the debit

operation is received. In the confirmation message, there are additional MACs, which

are used for verification and settlement by the POS SAM 628 and the POStransaction

server 613, respectively. Next at 684, the debit confirmation messageis forwarded to

the POS SAM 628forverification. Once the MACis verified and the purchase

transaction is recorded in the POS SAM 628, the recorded transaction is displayed at

686 before the process 670 ends. It is noted that the e-commerce transaction

described may be carried out offline or online with the POS transaction server 613.

Also whenthere is not enough balancein the e-token enabled device, a top-up or
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funding operation may be performed using the process 400illustrated in FIG. 4A and

FIG. 4B.

[00140] FIG. 7 shows an exemplary configuration in which a portable deviceis

used for an e-ticketing application. A portable device 730 is configured to include an

e-purse 724. When an owneror holder of the portable device 730 desires to purchase

a ticket for a particular event (e.g., a concert ticket, a ballgameticket, etc.), the owner

can use e-purse 724 to purchase a ticket through an e-ticket service provider 720.

The e-ticket service provider 720 may contact a traditional box office reservation

system 716 or an online ticketing application 710 for ticket reservation and purchase.

Then e-token (e.g., e-money) is deducted from the e-purse 724 of the portable device

730 to pay the ticket purchase to a credit/debit system 714 (e.g., a financial institute, a

bank). A SAM 718 is connected to the e-ticket service provider 720 so that the

authentication of e-purse 724 in the portable device 730 can be assured. Upon a

confirmation of the paymentis received, the e-ticket is delivered to the portable device

730 overthe air (e.g., a cellular communications network) and stored onto a secured

element 726 electronically, for example, an e-ticket code or key or password. Later

on, when the ownerof the portable device 730, the ticket holder, attends the particular

event, the ownerneedsonly to let a gate check-in reader 734 to read the stored e-

ticket code or keyin the portable device 730. In one embodiment, the gate check-in

reader 734is a contactless reader(e.g., an ISO 14443 complied proximity coupling

device). The portable device 730 is a NFC capable mobile phone.

[00141] The invention is preferably implemented by software, but can also be

implemented in hardware or a combination of hardware and software. The invention

can also be embodied as computer readable code on a computer readable medium.

The computer readable medium is any data storage device that can store data which

can thereafter be read by a computer system. Examples of the computer readable

medium include read-only memory, random-access memory, CD-ROMs, DVDs,

magnetic tape, optical data storage devices, and carrier waves. The computer

readable medium canalso bedistributed over network-coupled computer systems so

that the computer readable codeis stored and executed in a distributed fashion.
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[00142] The present invention has been describedin sufficient details with a

certain degree of particularity. It is understood to those skilled in the art that the

present disclosure of embodiments has been made by way of examplesonly and that

numerous changesin the arrangement and combination of parts may be resorted

without departing from the spirit and scope of the invention as claimed. Accordingly,

the scope of the presentinvention is defined by the appended claims rather than the

foregoing description of embodiment.
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Claims

Weclaim:

1. Amethod for personalizing a secure element associated with a computing device,

the method comprising:

initiating data communication with a server;

sending device information of the secure element in responding to a request from

the server after the server determines that the secure elementis registered

therewith, wherein the device information is a sequence of characters

uniquely identifying the secure element, and the request is a command

causing the computing device to retrieve the device information from the

secure element;

receiving at least a set of keys from the server, wherein the keys are generatedin

the server in accordancewith the device information of the secure element;

and

storing the set of keys in the secure elementto facilitate a subsequenttransaction

by the computing device.

2. The method asrecited in claim 1, wherein the computing device is a Near Field

Communication (NFC)-enabled device accommodating the secure element that

must be personalized before the NFC-enabled device is used to provide various

transactions with a party over a data network.

3. The method asrecited in claim 2, wherein the NFC-enabled device is a smart

phone, the party is a financial agent, and one of the various transactionsis related

to a financial transaction with the financial agent.

4. The method as recited in claim 1, wherein the serveris part of a Trusted Service

Management (TSM) whichis a collection of services configured to distribute and

manage contactless services for customers signed up with the TSM, and provide
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data exchanges amongdifferent parties to make electronic commerce possible

with the computing device over a wireless network.

5. The method asrecited in claim 4, wherein the device information includes an

identifier of the secure element, manufacturer information and a batch number.

6. The method asrecited in claim 5, wherein based on the device information of the

secure element, the serveris configured to retrieve corresponding default Issuer

Security Domain (ISD) information of the secure element from a provider thereof.

7. The method as recited in claim 6, wherein the secure elementis in form of a smart

card or an integrated circuit (IC), and includes one issuer security domain (ISD)

and an option for multiple supplemental security domains (SSD).

8. The method as recited in claim 6, wherein the secure element is a software module

upgradable by overwriting some ofall of components therein, the software module

is obtained and updated by downloading updating components from a designated

server using a data communication mechanism.

9. The method asrecited in claim 1, further comprising:

sending to a designated serveranidentifier identifying an application together

with the device information of the secure element;

establishing a secured channel between the secure element and the designated

server using a derived Issuer Security Domain (ISD) key setinstalled on the

secure element;

installing the SSD keyif there is no such a SSD associated with the application;

receiving necessary data to enable the application to function as being

configured; and

notifying a provider of the application about a status of the application now

running with the secure element.
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10.A method for personalizing a secure element associated with a computing device,

the method comprising:

initiating data communication between a server and the computing device;

sending a request from the server to the computing device to request device

information of the secure elementafter the server determinesthat the

computing device is registered therewith, wherein the device information is a

sequenceof characters uniquely identifying the secure element, and the

request is a command causing the computing device to retrieve the computing

device information from the secure element;

generating at least a set of keys in accordance with the device information;

delivering the set of keys through a secured channelover a data network to the

computing device, wherein the set of keys is caused to be stored in the secure

elementwith the computing device; and

notifying related parties that the secure element is now personalized for

subsequenttrusted transactions.

11.The method asrecited in claim 10, wherein the serveris part of a Trusted Service

Management (TSM) whichis a collection of services configured to distribute and

manage contactless services for customers signed up with the TSM, and provide

data exchanges amongdifferent parties to make commerce possible with the

computing device.

12. The method asrecited in claim 11, wherein the device information includes an

identifier of the secure element, manufacturer information and a batch number.

13. The methodasrecited in claim 12, further comprising: retrieving corresponding

default Issuer Security Domain (ISD) information of the secure element from a

provider thereof based on the device information of the secure element.
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14. The method asrecited in claim 10, wherein the secure elementis in form of a smart

card or an integrated circuit (IC), and includes one issuer security domain (ISD)

and an option for one or more of multiple supplemental security domains (SSD).

15.The method as recited in claim 10, wherein the secure elementis a software

module upgradable by overwriting someofall of components therein, the software

module is obtained and updated by downloading updating components from a

designated server using a data communication mechanism.

16. The method as recited in claim 10, wherein the computing device is a Near Field

Communication (NFC)-enabled device accommodating the secure element that

must be personalized before the NFC-enabled device is used to provide various

transactions with a party over a data network.

17. The method asrecited in claim 11, wherein the NFC-enabled device is a mobile

device,the party is a financial agent, and oneof the various transactionsis related

to a financial transaction with the financial agent.

18.The method as recited in claim 17, wherein the secure elementis in form of a smart

card or an integrated circuit (IC), and includes one issuer security domain (ISD)

and an option for multiple supplemental security domains (SSD).

19. The method asrecited in claim 10, further comprising:

facilitating a designated server to receive an identifier identifying an application

together with the device information of the secure element and establish a

secured channel between the secure element and the designated server

using a derived Issuer Security Domain (ISD) key set installed on the secure

element;

determining if there is a supplemental security domain (SSD) key set associated

with the application, and installing the SSD keyif there is no such a SSD

associated with the application;
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preparing necessary data for the application to enable the application to perform

as being configured; and

notifying a provider of the application about a status of the application now

running with the secure element.

20. The method asrecited in claim 19, wherein the necessary data includes a graphic

userinterface specifically designed for the computing device and a set of

application keys for the application.
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMVISSIONER. FOR PATENTSPQ. Box 1450

Alexandria, Virginia 22313-1450www.uspto.gov
APPLICATION FILING or GRP ART

NUMBER 371) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS#IND CLAIMS

 
 

61/618,802 04/01/2012 125 REID-084P
CONFIRMATIONNO. 5027

26797 FILING RECEIPT
SILICON VALLEY PATENT AGENCY

7394 WILDFLOWER WAY IATAAAAA
CUPERTINO,GA 95014

Date Mailed: 04/11/2012

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will
become abandonednotlater than twelve monthsafter its filing date. Any correspondence concerning the application
mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any correctionsto this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Xiangzhen Xie, Shenzhen, CHINA;

Powerof Attorney:
Joe Zheng--39450

If Required, Foreign Filing License Granted: 04/09/2012

The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 61/618,802

Projected Publication Date: None, application is noteligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

Secure manager to emulate multiple cards

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughouttheterritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies the filing
of patent applications on the sameinvention in member countries, but does not result in a grant of "an international
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patent” and does noteliminate the needof applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewithits particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesfor filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on howto protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and maybe usedat any time onorafter the effective date thereof unless
itis revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage andthe national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 GFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).
 

SelectUSA

The United States represents the largest, most dynamic marketplacein the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USAoffers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA,our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USAis the best
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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