
GOOG-1028 
Google LLC v. RFCyber Corp. / Page 1 of 15

United States Patent

US008118218B2

 

 

  

(12) (10) Patent No.: US 8,118,218 B2
Kohet al. (45) Date of Patent: Feb. 21, 2012

(54) METHOD AND APPARATUS FOR (56) References Cited
PROVIDING ELECTRONIC PURSE

U.S. PATENT DOCUMENTS

(75) Inventors: Liang Seng Koh, Fremont, CA (US); 6,607,136 BI* 8/2003 Atsmonetal.0.00 235/492
Futong Cho, Milpitas, CA (US); Hsin 2002/0145632 Al* 10/2002 Shmwueli etal. ... . 345/835
Pan. Fremont. CA (US): Fuliang Cho 2009/0313689 AL* 12/2009 Nystromet al. cscs. 726/9
San Jose, CA (US) FOREIGN PATENT DOCUMENTS

WO WO 2007068991 Al * 6/2007

(73) Assignees: Rich House Global Technology Ltd., * cited by examiner
Shenzhen (CN); RFCyber Corp., :
Fremont, CA (US) Primary Examiner —'Vhien M. Le

Assistant Examiner — Christopher Stanford

(*) Notice: Subject to anydisclaimer, the term ofthis (74) Attorney, Agent, or Firm — Joe Zheng
patent is extended or adjusted under 35 (57) ABSTRACT
U.S.C. 154(0) by 1057 days. ‘lechniques for portable devices functioning as an electronic

purse (e-purse) are disclosed. According to one aspect of the
(21) Appl. No.: 11/534,653 invention, a mechanism is provided to enable a portable

device to conduct transactions over an open network with a
(22) Filed: Sep. 24, 2006 payment server without compromising security. In one

embodiment,a device is loaded with an e-purse manager. The
(65) Prior Publication Data e-purse manageris configured to manage varioustransactions

| and functions as a mechanism to access an emulatortherein.
US 2008/0073426 Al Mar. 27, 2008 The transactions may be conducted over a wired network ora

wireless network. A three-tier security model is contemplated
(51) Int. CL to support the security of the transactions from the e-purse.

GO6K 5/00 (2006.01) Thethree-tier security model includes a physical security, an
(52) U.S. CL. .......... 235/380; 235/451; 235/492; 705/26; e-purse security and a card managersecurity, concentrically

705/39: 705/40; 705/41; 705/64 encapsulating one with another. Security keys (either sym-
(58) Field of Classification Search 235/379 metric or asymmetric) are personalized within the three-tier

235/380, 492
See application file for complete search history.

 

 
 

 
  

E Purse
securit

 Payment network

and servers 0

We

M-commerce

on PC 14

RFID reader

E-commerce

security model.

SAM
Module

eb agent

18 Claims, 9 Drawing Sheets

212

200

  
 
 

 
 

 

  
 
 

Existing hardware for
land-based commerce
(e.g., stores or
transportation) in
enclosed environment

 

  

 ' Contactless interface  

  
 
 
    
 

Smart card s  

E-Purse

GP wi
acces.

applet built on

password 206

  ingle functional
protocol  
 

th
S to MF
 

Cell phone with
smart card
module

GOOG-1028

Google LLC v. RFCyber Corp. / Page 1 of 15
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


GOOG-1028 
Google LLC v. RFCyber Corp. / Page 2 of 15

U.S. Patent Feb. 21, 2012 Sheet 1 of 9 US 8,118,218 B2

FIG.1A
100

104
102

E-Pursesecurity Physicalsecurity
>_—

—
>
oO
o
7)

o
©)
©
Cc

©

=
Oo_

©

O
 

GOOG-1028

Google LLC v. RFCyber Corp. / Page 2 of 15 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL

https://www.docketalarm.com/


GOOG-1028 
Google LLC v. RFCyber Corp. / Page 3 of 15

US 8,118,218 B2Sheet 2 of 9Feb. 21, 2012U.S. Patent

GbOl
OLL

s6e]uolouN9|Buls

  

s6e]sse99e0]SPUBLULUODUOIOUNLa|Buis91nd8xy

 

OLL

 

VLL

Jadeeya1e5sesjoeesind-J

 
 

 aseyoind‘peo|seyonssuolesedoasJnd-3JUSW9|CGUuI©}SPUBLULUODNddvJOsouenbes
 

cL

JOAIOSesund-9YOMSUJOWVSpeseqpue]

GOOG-1028

Google LLC v. RFCyber Corp. / Page 3 of 15

 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL

https://www.docketalarm.com/


GOOG-1028 
Google LLC v. RFCyber Corp. / Page 4 of 15

US 8,118,218 B2Sheet3 of 9Feb. 21, 2012U.S. Patent

ainpowpiedWeLUSYIMBUOY||8D
COZ

¢Ud

  90zpsomssed80¢4W0}sseo0eJoyejnwa|YIMdOuoyingje\ddeesund-Jjooo}oldpueda1|090}01d9DPJJ3]UISSOOeyUOD|
JUSLUUOJIAUSPSSO|OUSSIJOWILWUOS-Ful(UoNewodsuedJOSau0}s‘"6°9)SOJEBLUWOSPeseq-pue|JO]aaempleyHunsixy

Jepeslgi4AybleOdUOOleSJOAJBSPULjuebegan,yiomyeujuaWAeg

00¢

junoeseasingJ

 

S|NpoYW|CLSWYvS

S0JOLULUOD-//|] 

coNS©3OoO

9=—°s®D©oO—ai°Ooi®2>OoLLa>Ooaaa2D°3oO

 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL

https://www.docketalarm.com/


GOOG-1028 
Google LLC v. RFCyber Corp. / Page 5 of 15

US 8,118,218 B2Sheet 4 of 9Feb. 21, 2012U.S. Patent

VEDs
CLE

9iNpoVWVsUoNe}80€)sodsuesyBunsixy

 

00&

Joyejnweja\ddyasJind-J
LLE

Jebeuewpied
 
 

cOE

uoieoddyUONeZI|BUOSI3q
vOE

|@UUOSJE0PaZouny

 

90€

JopeoydlduysINpOyyVsasind-dMON
 

OLE

coNS©3OoO

9=—°ifs)®D©oO—ai°Ooi®2>OoLLa>Ooaaa2D°3oO

 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

EPPSL
Sticky Note
None set by EPPSL

EPPSL
Sticky Note
MigrationNone set by EPPSL

EPPSL
Sticky Note
Unmarked set by EPPSL

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


