
Google Exhibit 1001 
Google v. Mullen

US008374575B2

 

a2) United States Patent (10) Patent No.: US 8,374,575 B2
Mullen (45) Date of Patent: *Feb. 12, 2013

(54) SYSTEMS AND METHODS FOR LOCATING 5,337,344 A 8/1994 Alvesalo

CELLULAR PHONES AND SECURITY oei4 ‘ *re won e al.’ ’ vesalo
MEASURESFOR THE SAME 5,388,147 A 2/1995 Grimes

5,442,805 A 8/1995 Sagarsetal.
(76) Inventor: Jeffrey D Mullen, New York, NY (US) 5,479,482 A 12/1995 Grimes

5,502,757 A 3/1996 Bales etal.

(*) Notice: Subject to any disclaimer, the term ofthis 5,519,760 A 5/1996 Borkowskiet al.
patent is extended or adjusted under 35 acletc A wove eva Jr. et al.248, eVaney
U.S.C. 154(b) by 0 days. 5,551,058 A 8/1996 Hutchesonetal.

: ‘ 5 ‘ Foe 5,555,286 A 9/1996 Tendler
This patent is subject to a terminal dis 3.719.563 A 2/1998 ‘Thompson
claimer. .

(Continued)
(21) Appl. No.: 11/387,384 FOREIGN PATENT DOCUMENTS

(22) Filed: Mar.22, 2006 WO WO 99/00717 2/1999
WO WO 99/09775 2/1999

(65) Prior Publication Data (Continued)
US 2006/0183486 Al Aug. 17, 2006 OTHER PUBLICATIONS

Related U.S. Application Data ETSI TS 101 513. “Digital Cellular Telecommunications System
(63) Continuation of application No. 10/400,296, filed on (Phase 2): Location Services (LCS),” GSM 12.71, version 8.0.1.

Mar. 25, 2003. 1999.

(60) Provisional application No. 60/367,967, filed on Mar. (Continued)
25, 2002.

Primary Examiner — Quynh Nguyen
(51) Int. Cl.

HO4M 11/04 (2006.01) (57) ABSTRACT
(52) US. Ch. oe 455/404.1, 455/404.2; 455/410; Systems and methods for locating a cellular phone are pro-

455/456.1; 455/456.2; 455/456.3, 455/457 vided. Moreparticularly, systems and methodsfor providing
(58) Field of Classification Search............... 455/404.1, the location of a requested user’s cellular phone from a

455/404.2, 410, 456.1-456.3, 457 requesting user’s device (e.g., a secondcellular phone) based
See application file for complete search history. on access rights defined by the requested user. Location

descriptions may be provided at a multitude of levels. For
(56) References Cited example,ifa cellular phone,or an identity associated to (e.g.,

U.S. PATENT DOCUMENTS

4,654,879 A 3/1987 Goldman etal.
5,043,736 A 8/1991 Darnellet al.
5,086,390 A 2/1992 Matthews
5,097,416 A 3/1992 Matthews
5,197,092 A 3/1993 Bamburak
5,305,201 A 4/1994 Matthews
5,327,144 A 7/1994 Stilp et al.

Database

Non-Wireless Facility (e.g.,
Credit Card Authorization

Facility)

 
loggedinto) a cellular phone, has been given accessrights to
acell phone’s exact location for an indefinite amount oftime,
that cell phone can receive, on command,the exact location of
the approvedcell phone. Other levels of location information
that can be granted include, for example, proximities, states,
and countries.

46 Claims, 17 Drawing Sheets

Cell Phone
Base Station

Non-Wireless Device

(e.g., Computer)  
Google Exhibit 1001
Google v. Mullen 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 8,374,575 B2
 

 

 

Page 2

U.S. PATENT DOCUMENTS 6,622,020 B1 9/2003 Seki
6,628,938 Bl 9/2003 Rachabathuniet al.

oa ‘ loo Deti 6,647,257 B2 11/2003 Owensby
TTB, 6,662,014 Bl* 12/2003 Walsh vveccccscsceeee 455/456.2

eosog ‘ hoon raport et al. 6,665,389 BI 12/2003 Haste,II
3815538 A 9/1908. Grelletal. 6,677,894 B2 1/2004 Sheynblat
epok Ak Lh ioon Reps] 6,714,791 B2 3/2004 Friedman
3847076 A 12/1908 Doseurret 6,716,101 BL* 4/2004 Meadowsetal. .......... 455/456.1
3575398 A 2/1999 Seapp 0,735,564 BI 5/2004 Puhakainen
5,890,062 A 3/1999 Courtneyet al. eee Bi Sood Cadeeal
5,920,820 A 7/1999 Qureshiet al. 6.798.358 B2 9/2004 To tal5798, 2 ce et al.

EAE ‘ ston janky et al. eal 6,799,094 BL 9/2004 Vaidaetal.
5961569 A 10/1999 Craportetal. 6,806,813 Bl 10/2004 Chengetal.
S96's72 A 10/1999 Craport etal, 6,816,735 BI 11/2004 Rayburnet al.
5.978.747 A 11/1999 Craport et al. Ceeee BL L2opod Suerstrom et al.
6,023,241 A 2/2000 Clapper 687082) B2 3/2005 Balogh
6,028,537 A 2/2000 Suman et al. 6.879.838 B2 4/2005 Rankin etal.
6,032,042 A 2/2000 Kauppi 6,882,837 B2 4/2005 Fernandezet al.
6,035,189 A 3/2000 All-Vehmas 6,882,856 B1 4/2005 Alterman
Oeae ‘ sobog Cauntaey etal 6,885,874 B2* 4/2005 Grubeet al. caccccssseeceue 455/520“ ‘ . 5 .

6,047,051 A 4/2000 Ginzboorg Poteas BI Orbos pomnnz, 1
6,049,711 A 4/2000 Ben-Yehezkel oe . undy Stalied 6,920,319 B2 7/2005 Knutssonet al.

rer ‘ F008 ‘anata ¢ al. 6,920,328 B2 7/2005 Wollrab
6.091.959 A 7/2000. Souissiet al. oeeog BS ooo Seligman etal.
6,138,003 A 10/2000 Kingdonet al. 6'944'447 Bo 9/2005 Porhranetal
6,144,336 A 11/2000 Prestonetal. 6.968.179 BL 11/2005 De Vries ,
6,157,841 A 12/2000 Bolducetal. 6975908 BI* 12/2008
6,166,626 A 12/2000 Janky et al. 6909777 BL* 22006
6,173,182 BL 1/2001 Cha 7013 148 BL 3/2006
6,201,803 Bl 3/2001 Mundayet al. 772956 BD. -7/2006
6,208,866 Bl 3/2001 Rouhollahzadehet al. 7130630 Bl 10/2006/2001 Bennett et al. aA’ >
Oeacs Bt toot Bennett era 7,177,651 BL* 2/2007 Almassy secs 455/456.1
Cee RL eoboL Camere 7,203,674 B2 4/2007 Cohen
6240060 B1 3/2001 Alperovich 7,215,965 B2* 5/2007 Fournier et al. ............ 455/456.1
Cree BL COOOL Beko 7,248,872 B2* 7/2007 Bassett et al aronarun 455/433
6,246,861 Bl 6/2001 Messieret al. seoaoe Bi oooy vee etal.
6,252,543 Bl 6/2001 Camp 7979°900 BL 9/2007 Zhang
6,256,498 Bl 7/2001 Ludwig 7394893 BL 1/2008 Roses
6,259,923 BL 7/2001 Limetal. 7'400.499 B2 8/2008. Kaufman
6,275,771 Bl 8/2001 Berstiset al. 7.870.958 B2 8/2009 Krasner
6,311,060 BI Ieee wa etal. 2001/0029184 Al 10/2001 L’Anson et al.
estate BI ttan emi 2002/0042277 AL* 4/2002 Smith vcs 455/456its ano 2002/0086683 Al 7/2002: Kohar etal.
6,321,092 BL 11/2001 Fitch et al. 2002/0102980 Al* 8/2002 Calvert et al. ceceecccceen 455/456
oie BI bo00L pennison et a 2002/0115453 Al 8/2002. Poulinet al.
e3e01o1 BL 3/2002 ae eet al. 2002/0141434 Al 10/2002 Grundvig
ooleD BL 000. Eeais etal 455/457 2002/0164998 AL* 11/2002 Younis ecccssssseseeeee 455/456300, Wi c rersesersersees 2002/0183059 AL* 12/2002 Noreenetal. . 455/427

Ceeog BI 5be aeeington et al. 2003/0013456 AL* 1/2003 Bates et al. ccecccecccecee 455/456
6377310 BL 4/2002 Geizeretal 2003/0023726 Al 1/2003 Rice etal.377, 8 2003/0045301 Al 3/2003. Wollrab

Ooone BI ae005 none ; 2003/0119522 Al 6/2003. Barclayet al.
6400946 Bi 6/2002 Vaywan et al. 2004/0054428 Al 3/2004 Sheha
400986 BL 2002 Rickwn 2004/0077359 Al* 4/2004 Bernas et al... 455/456.1
C408186 BL 6/0002 Pack cra 2004/0127231 Al 7/2004. Dorr
6.421.009 B2 7/2002 Suprunov 2004/0180669 AL* 9/2004 Kall eccccscsssssssesseee 455/456.1

6,438,381 BL 8/2002 Alberth,Jr. et al. 2009/0029717 Al 1/2009 Bateset al.

C4d0486 BL 9/2002 Rew FOREIGN PATENT DOCUMENTS
6,456,854 BL 9/2002. Chern wo WO 99/51051 3/1999
1464,033 S 10/2002 Piano Poirier WO WO00/28760 5/2000
6,466,788 BL 10/2002 Carlsson Wo WO 00/35228 6/2000
6,532,360 BL 3/2003 Shaffer Wo WO 00/38350 6/2000
6,564,064 B1 5/2003. Ciganer etal. WO WO 00/64075 10/2000
6,580,914 BL 6/2003 Smith Wo WO 00/76 194 12/2000
6,580,918 BL 6/2003. Leickel Wo WO 00/76243 12/2000
6,584,314 BL 6/2003 _Haumont Wo WO OL/OL711 1/2001
6,587,691 BL 7/2003 Granstam Wo WO OL/O1718 1/2001
6,603,969 BL 8/2003. Vuoristo WO WO 01/03406 1/2001
6,603,977 BL 8/2003. Walshetal. WO WO 01/03454 1/2001
6,611,687 BL 8/2003. Clark Wo WO 01/03461 1/2001
6,618,593 BL 9/2003. Drutman et al. WO WO 01/10718 1/2001
6,618,671 B2 9/2003 Dooleyet al. WO WO 01/20938 3/2001

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 8,374,575 B2
Page 3
 

WO WO 01/33885 5/2001
WO WO 01/39525 5/2001
WO WO 01/39528 5/2001
WO WO 01/41468 6/2001
WO WO 01/50544 7/2001
WO WO 01/86880 11/2001
WO WO 01/89251 11/2001
WO WO 02/03718 1/2002

OTHER PUBLICATIONS

ETSI TS 101 527 “Digital Cellular Telecommunications System
(Phase 2+): Location Services (LCS): Mobile Station (MS): Serving
Mobile Location Centre (SMLC),” Radio Resource LCS Protocol
(RRLP), GSM 04.31, version 8.1.0. 1999.
Wrolstad, Jay, “Sprint Claims First With E911-Capable Phone,”
newsfactor.com (as viewed at http://www.newsfactor.com/perl/
story/13952.html on Jan. 22, 2007), Oct. 4, 2001).
Wrolstad, Jay, “Sprint Rolls Out E911 Services,” newsfactor.com (as
viewedat http://www.newsfactor.com/perl/story/15506.html on Jan.
22, 2007), Dec. 26, 2001).
“Sprint PCS First Quarterly E911 Implementation Report,” Before
the Federal Communications Commission,In the Matter of Revision
of the Commission’s Rules to Ensure Compatibility With Enhanced
911 Emergency Calling Systems , Feb. 1, 2002.
“Who is Integrated Data Communications?,” presented at the FCC
E911 Automatic Location Identification Round Table, Jun. 28, 1999.
“Wireless Telecommunications Bureau Seeks Comment on Request
to Commence Rulemaking to Establish Fair Location Information
Practices,” DA 01-696, (as viewed at http://www.fcc.gov.Bureaus/
Wireless/PublicNotices/9001/da010696.html on Jan. 22, 2007), Mar.
16, 2001.
“Go2 Systems & Integrated Data Communications to Deliver Loca-
tion Services Automatically to Wireless Phones; Alliance Enables
Automatic Recognition of Wireless Caller’s Location,” Business
Wire (as viewed at http://www.findarticles.com/p/articles/mi_
mOEIN/is_2000_Feb_28/ai/59621222 on Jan. 22, 2007), Feb. 28,
2000.
“Before the Federal Communications Commission:In the Matterof:

E911 Automatic Location Identification Round Table,” Transcript,
Jun. 28, 1999.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.16jan01.txt on Jan.
22, 2007), Jan. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.26feb0 1.txt on Jan.
22, 2007), Feb. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.26mar01.txt on Jan.
22, 2007), Mar. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.0Sapr01.txt on Jan.
22, 2007), Apr. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.0 Lmay0 1 .txt on Jan.
22, 2007), May, 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (as vis-
ited at http://pulver.com/Ibareport/lastlbareport.10jun01.txt on Jan.
22, 2007), Jun. 2001.

 

“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.05jul0 1 .txt on Jan.
22, 2007), Jul. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.0 laug01.txt on Jan.
22, 2007), Aug. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.04sep0 1.txt on Jan.
22, 2007) Sep. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.02o0ct01.txt on Jan.
22, 2007), Oct. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.02nov01.txt on Jan.
22, 2007), Nov. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.03dec01.txt on Jan.
22, 2007), Dec. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.07jan02.txt on Jan.
22, 2007), Jan. 2002.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.04feb02.txt on Jan.
22, 2007), Feb. 2002.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.04mar02.txt on Jan.
22, 2007), Mar. 2002.
“Spring PCS First Quarterly E911 Implementation Report,” Before
the Federal Communications Commission,In the Matter of Revison
of the Commission’s Rules To Ensure Compatibility With Enhanced.
911 Emergency Calling Systems, Feb. 1, 2002.
“Whois Integrated Data Communications?, ” presented at the FCC
E-911 Automatic Location Identification Round Table, Jun. 28, 1999.
“Wireless Telecommunications Bureau Seeks Comment On Request
To Commence Rulemaking To Establish Fair Location Information
Practices,’ DA 01-696 (as viewed at http://www.fcc.gov.Bureaus/
Wireless/PublicNotices/900 1/da010696.html on Jan. 22, 2007), Mar.
16, 2001.
“Go2 Systems & Integrated Data Communications to Deliver Loca-
tion Services Automatically to Wireless Phones; Alliance Enables
Automatic Recognition of Wireless Caller’s Location,” Business
Wire (as viewed at http://www.findarticles.com/p/articles/mi_
MOEIN/is_; 5999__Feb__28/ai/59621222 on Jan. 22, 2007), Feb. 28,
2000.
“Before the Federal Communications Commission:In the Matter of:

E-911 Automatic Location Identification Round Table,” Transcript,
Jun. 28, 1999.
“Pulver.com’s Location Based Services Report,” pulver.com (as
viewed. at http://pulver.com/Ibareport/lastlbareport.16jan01.txt on
Jan. 22, 2007), Jan. 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.0 Lmay0 1 txt on Jan.
22, 2007), May 2001.
“Pulver.com’s Location Based Services Report,” pulver.com (asvis-
ited at http://pulver.com/Ibareport/lastlbareport.04sep0 1 .txt on Jan.
22, 2007), Sep. 2001.

* cited by examiner

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Feb. 12, 2013 Sheet 1 of 17 US8,374,575 B2

POSITIONING POSITIONING

SATELLITE SATELLITE 
101 

POSITIONING

SATELLITE 
FIG. 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Feb. 12, 2013 Sheet 2 of 17 US 8,374,575 B2

Location Request
Received No Access 

204202

NO

  
 

Access Allowed?

206

YES

Get Location

According to 200
208 Allowed Attributes 

210

Provide Location 
FIG. 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


