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CLAIM LISTING 

Element Claim Language 

[1.P] A method for handling secure distribution of content comprising: 

[1.1] initiating a media playback request and receiving a playback request 
response; 

[1.2] parsing content information from the playback request response, the 
content information including content encryption keys, content 
encryption key identifiers, and content encryption key expiration 
times; 

[1.3] retrieving content and manifest files from a content delivery server; 

[1.4] detecting content encryption key rotation boundaries between periods 
of use of different content encryption keys in decrypting retrieved 
content; 

[1.5] issuing requests to a license server ahead of a key rotation boundary 
to retrieve a second content encryption key to be used after a content 
encryption key rotation boundary is reached; and 

[1.6] applying the second key for content decryption after the key rotation 
boundary is reached. 

[2] The method of claim 1, wherein the content encryption keys and 
content encryption key identifiers returned in the playback request 
response include the content encryption key and associated identifier 
currently being applied as well as a future content encryption key and 
associated identifier yet to be applied. 

[3] The method of claim 1, wherein the content encryption key expiration 
returned in the playback request response is expressed as an expected 
minimum interval between periodic key rotation. 

[4] The method of claim 3, further comprising: timing the prefetching of 
a next un-retrieved content encryption key based on an expected 
expiration of the content encryption key currently being used. 
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Element Claim Language 

[5] The method of claim 4, further comprising: prefetching a next un-
retrieved key a fixed duration before the expected expiration of the 
content encryption key currently being used. 

[6] The method of claim 4, further comprising: prefetching a next un-
retrieved key within a period of time after the expected expiration of 
the content encryption key currently being applied, the period of time 
beginning at the expected expiration of the content encryption key 
currently being used, and ending at a duration calculated as a fixed 
percentage of a fixed periodic content encryption key expiration 
interval. 

[7] The method of claim 1, wherein subsequent content encryption key 
identifiers are predictable based on a predetermined known 
progression. 

[8] The method of claim 7, further comprising: the identifier being 
calculated as monotonically increasing sequential integer values 
based on the number of segments or video frames generated during a 
fixed periodic content encryption key expiration interval. 

[9] The method of claim 7, further comprising: the identifier being 
calculated as an expected wall clock time for applying the next 
content encryption key based on a fixed periodic content encryption 
key expiration interval. 

[10] The method of claim 1, wherein license server communications are 
secured and authenticated using a selected one of Secure Sockets 
Layer and a token-based technique using a token encrypted with a 
symmetric key. 

[11] The method of claim 10, wherein the token-based technique employs 
white box encryption to encrypt the token. 

[12] The method of claim 1, wherein actual content encryption key 
rotation boundaries are detected based on real-time in-band 
notifications. 
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