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=7 ABSTRACT

Techniques for sharing data between users in a manner that
maintains anonymity ol the users. Tokens are generated and
provided to users for sharing data. A token comprises infor-
malion cncoding an identificr and an encryplion key, A user
may use a loken o vpload dala that is 1o be shaned. The data
Lo be shared s encrypled using the encryplion key associated
wilh the token snd the encrypled daty is stored such that il can
be aceessed using the identilier associated with the woken. A
user may then use a token W aceess (he shared data, The
idenltilier associated wilh the token being vsed o aceess the
shared data is used to access the data and the encryption key
associaled with the wken is used o deerypl the data. Data is
shared anonymously without revealing the identity of the
users using the tokens.

10 Claims, 12 Drawing Sheets

1ap

’-/

[}

11Q

PRMTER |— P.';;ﬁ'g\“

104
CoVPUTER SYSTEM
DiaiTAL

-

TocEN
108 PROCESSOR
102—

To<EN
READER

!

To<EN |"“—11B

A R

b 114

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

D
A

US 8,756,673 B2
Page 2

(56)

6,163,771
6,180,000
6,193,155
6,233,340
6,259 367
6,330,544
6,370,514
6,389,151
6,390,362
6,422,462
6,326,253
6,574,609
6,618,078
6,628,377
6744910
6,748,424
6,755,341
6,760,843
6,520,803
6,831,682
6,873,430
6,917,601
6,930,803
6,937,989
6,970,573
6,980,031
7,016,524
7,028,188
7,080,041
7,103,575
7,113,925
7,234,501
7,273,162
7,308,543
7,408,575
7,469,824
7,593,542
7,399,580
7,603,434
7,712,675
7,735,721
7.797 642
7,809,156
7,865,124
7,917,866

2001/0014878

20020080387

2002/0080959

2002/0084330

2002:0103764

20020116618

2002/0143624

200210154930

2002/0174180

2002/01 54494

2003/0001016

2003/0028543

2003/0037248

2003/0069002

2003/0079222

2003/0130567

2003/0135420

2003/0161475

2003/0164879
2003/0223614
2004:0047000
2004/01358067
2004:0143394 -
2004/0143451 s
2004/0143552
2004/0193571 £
2004/0194026
2004/0196490

References Cited

U.S. PATENT DOCUMENTS

A
Bl
Bl
Bl
BL*
Bl
Bl
Bl
Bl
Bl
Rz
Bl
Bl
Bl
Bl
Bl
Bl
B1*
Bl
Bl
B2
Bz
Bl
Rz
B2
Rz
B2
Bl
Bz
Bl
B2
Rz
B2
Rz
Bz
Bl
Bz
B2
Rz
B2
Bl
Bl
B2
B2
Bl
Al
Al
Al
Al
Al
Al
"Xl
Al
Al*
Al*
Al
Al
Al*
Al
Al
Al
Al
AlL*

OCKET

A

R

M

12:2000
272001
27200
572001
72001

1272001
4:2002
5/2002
572002
7/2002
272003
62003
9/2003
972003
6:2004
6:2004
62004
7/2004

1172004

12:2004
3/2005
72005
82005
#2005

1172005

122005
372000
4:2006
72006
9:2006
9/2000
6:2007
9/2007

122007
8/2008

12/2008
972009

10:2009

10:2009
572010
6/2010
9/2010

10:2010
1/2011
32011
82001
6:2002
62002
7/2002
82002
#/2002

10/2002

10:2002

11/2002

12:2002
1/2003
2/2003
272003
4:2003
42003
7:2003
7/2003
82003
9/2003

12/2003
32004
7:2004
72004
72004
7/2004
9/2004
9:2004

10/2004

Walker el al.
Stratigos et al.
Walker ct al.
Sandm

Klein i,

Walker «l al.
Massner

Carr et al.
Martin
Cohen
Hayashi et al.
Downs
Budrys
Sabalini et al.
MeClurg cf al.
Tsuda

Wong et al.
Carler
Browning et al.
Silverbrook ct al.
Grasso et al.
Lvans el al,
Suzuki
Melntyre et al.
Caurr et al,
Fowlar

Moore

Maoore

Nagel

Iinchan
Waserstein et al.
Silverbrook
DBaker

Kighi

Kawada

Crews et al.
Abe el al.

King et al.
Svondsen
Balinsky et al.
Ma el al.

Karam ct al.
Picrsol et al.
Piersol et al.
Karam

Milra el al,
Grasso cf al.
Weller

Chiu

Yen ¢ al.
Muratani

Catan

Kawaoka

Brownelal. ...

Awwadalla
Traier el al.
Dusberger

Launchbury et al. ...
Narang ctal. ...

Bovkin el al.
Mault et al.
Culling et al.

Crumlyetal. ...

Kilagawa
Robins
Watanabe ct al.
Schmitt et al.
Meclntyre el al.
Meclntyre et al,
Weicherl el al.
Barrus el al.
Barms et al.
Lapstun et al.

.. 34075721

709,203
713:160

T13/193
707:203

3807280

...... 347/107

2004/0205626
2004/0207873
2004/0224670
050007624
2005/0010776
2005/0013462
2005/0022008
2005/0062851
200570085263
2005/0111034
0050114232
2005/0132194
2005/0171847
2005/0187792
2005/0200687
2005/0200703
20050202804
2005/0257169
2005/0258246
2005/02864G63
2006/0000900
2006/0012813
2006/0015752
2006/00251 16
2006/0047977
2006/0054702
2006/0055304
2006/0056728
2006/0098900
2006/0124722
2006/0179048
2006/0193004
2006/0218113
2006/0224962
2006/0233358
2006/0265590
2006/0288236
20070003102
2007/0013781
20070036470
2007/0050696
200700672438
2007/0070218
20070078685
2007/0204162
2007/022967s
2007:/0230703
2007/0233612
2007/0233613
2007/0234215
2007/0245882
2008/0086421
2008/0107271
20080141117
20080243702
201170216960

Al
Al™
Al
Al
Al*
Al
Al
Al
Al
"Xl
Al
"Xl
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
"Xl
Al
Al
Al
Al
Al
Al
Al
"Xl
Al
"Xl =
Al
AlL*
Al
Al
Al
Al*
Al
Al
Al
Al*
Al
Al
"Xl
Al
Al
Al
Al
AlL*
Al
Al
Al

10/2004
10/2004
11,2004
12005
172005
172005
1/2005
3/2005
4:2005
5/2005
520058
6:2005
8/2005
82005
9:2005
972005
9:2005
1172005
11:2005
12:2005
172006
1/2006
12006
272006
3/2006
3/2006
32006
32006
5/2006
6/2006
82006
82006
9/2006
10/2006
10/2006
112006
12/2006
1:2007
172007
22007
372007
32007
372007
4:2007
82007
10:2007
10,2007
10/2007
10/2007
10,2007
10:2007
4/2008
5/2008
6/2008
10:2008
9:2011

Klolz et al.

Kinjo s 358115

ITull et al.
Henry

Kenenelal, ...oooovvns

Rhoads
Goodman el al.
Silverbrook et al.
Kim et al.
Karasaki et al.
Melntyrc et al.
Ward

Ting

Harper
Silverbrook et al.
Kobayashi et al.
Silverbrook et al.
Tu

Wolff ot al.
Matsumoto
Fernandes et al.
Lapsiun el al.
Krueger
Silverbrook et al.
Hanasaki

Lei

Arai et al.
Silverbrook et al.
King et al.
Williams et al.
Doumuki
Wasilewski ot al.
Kishi

Oslojic el al.
Pradhanetal. ...
DeYoung cf al.

McCue oo

Fujii ct al.
Kagevama et al.
Picrsol ct al.

Piersolelal, ...

Chattc
Meijer
Dettinger cf al.

Rodrigues oo

Barms ct al.
Barrus el al.
Barius et al.
Barrus el al.
Graham et al.
Odenwald
Gilder et al.

Mergen o

King ot al.
Hart et al.
vanKirk ct al.

FOREIGN PATENT DOCUMENTS

LP 1139649 A2
EP 1507262 Al
kP 1 583 348 Al
EP 1 840 897 Al
LP 1840898 Al
LP 1883053 Al
EP 1975847 Al
GB 2417074 A
IP SR-210779 A
JP 11-215351 A
IpP 2000-113048 A
r 2001086113 A
I 2002-024730 A
JP 2002-055609 A
IpP 2002-117359 A
JP 2002-236960 A
r 2003316465 A
JP 2003-319330 A

10/2001
272005
10:2005
10,2007
10:2007
1/2008
10:2008
2:2006
1271983
81999
42000
3:2001
1:2002
2/2002
42002
872002
102002
11,2003

71371706

... 380/28

T13/193

715/500

713/176

380/278

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 8,756,673 B2
Page 3

(36) References Cited
FOREIGN PATENT DOCUMENTS
TP 2004-102562 A 472004
r 2004-112644 A 4:2004
Jp 2005-295304 A 10/2005
r 2006-053851 2/2006
TP 2006-130662 A 62006
TP 2007-280391 A 10:2007
JP 2005-004071 A 172008
r 2008:071338 A 3/2008
r 2008257720 A 10:2008
WO WO 05/ 16884 Al 4/1998
W W 01732473 Al F2001
WO WO 02:0986071 A2 12/2002
WO WO 2006:/021383 Al 3/2006
OTHER PUBLICATIONS

Langeetal, “Insight Lab: An Immersive Team Environment Linking
Paper, [Yisplays, and Data” Proccedings of the 1998 Conferenee on
Human Factors in Computing Systems, 1998, 8 pages,

Internet Archive Wayback Machine archive of “How Computers
Work: The CPU and Memory,” available at URL: hitp://web.archive.
org/web/ 200312 15230244/ hilp:/homepage.cs.url.edu Tacully!
wolfe/book/Readings/Reading04 . htm, archived on Dec. 15, 2003, 7
pages.

Nelson et al., “Palette: A Paper Interface for Giving Presentations,”
Proccodings of the CHI Conference on Human Factors in Computing
Systems, May 1999, % pages.

Non-Final Office Action for U.S. Appl. No. 11:396,375, mailed on
Teb. 22, 2010, 15 pages.

Final Office Action for U.S. Appl. No. 11:396,381, mailed on Dec.
22,2009, 21 pages.

Non-Final Office Action for U.S, Appl. No. 11/608,409, mailed on
Jan. 6, 2010, 31 pages.

Nan-Final Office Action for LS. Appl. No. 11/495,613, mailed on
Dec. 31, 2009, 39 pages.

Non-Tinal Oflice Action for U.S. Appl. No. 11/396,375, Mailed Mar.
5,2009, 12 pages.

Non-Final Office Action for U.S. Appl. No. 11/396,379, Mailed Dec.
24, 2008, 10 pages.

Nan-Final Office for U.S. Appl. No. 11/694,076, Mailed Oct. 29,
2008, 21 pages.

Tinal OfTice Aclion (or T.S. Appl. No. 11/694,076, Mailed Apr. 24,
2009, 24 pages.

Requirement tor Restriction/Fleetion for LS. Appl. No. 11/396,379,
mailed Nov. 13, 2008, 6 pages.

Non-Final Office Action for U.S. Appl. No. 11/396,379, mailed Jun.
10, 2009, 12 pages.

Non-Final Office Action for U.S. Appl. No. 11/396,381, mailed Jun.
24, 2009, 24 pages.

Requiremenl [or Restriclion/Eleclion for 11.S. Appl. No. 11/694,076,
mailed Sep. 5, 2008, 6 pages.

Exlended Turopean Search Report in Furopean Applicalion No.
07113300.3-1228, Mailed Dec. 12, 2007, 5 pages.

Exlended Curopean Search Report of Jul. 28, 2008 in Furopean
Application No. 08251 133.8-2212.

“2 Dimensional Bar Code”, Internet Archive Wayback Machine,
archived on Jan. 24, 2002, 11 pages, al URL: hllp://web.archive org/
web? 20020 124190437 Swwweadams L.eomipubirussadam/stack.
himl.

Requirement for Restriction/Election for ILS. Appl. No. 117495613,
mailed on Oct. 13, 2009, 6 pages.

Final Office Action for LS. Appl. No. 11:396.375, mailed on Sep. 1,
2009, 16 pagces.

U5 Appl. No. 11/694,076, (iled Mar. 30, 2007 Ilart el al.
Datacard® SP60 Card Printer, product brochure by Datacard Group
(2004).

Communication Pursvant to Rule 44a EPC, dated Jun. 28, 2007,

DOCKET

_ ARM

Communicalion Pursuanl (o Rule 44a FPC, daled Aug. 7, 2007,
received in related Kuropean Application No. 07105208.8-2223 (8
pages).

Hull et al., “Visualizing Multimedia Confent on Paper Documents:
Components of Kev Frame Selection for Video Paper,” Proc. 7th Inr.
Clonf. on Document Analysis and Recognition, 4 pages (2003),

MP Mini Printers Series, LowpowerUlra-Compacl Prinler, producl
Drochure by APS, revision 3.0 (Sep, 2004},

Nelson ct al., “Paleite: A Paper Interface for (Giving Presentations,”
Proceeding of CHI '99 Conf. on Human Factors in Computing Sys-
rems ACM Press, pp. 354-361 (1999).

Newlon-Dunn et al., “Block Jam,” STGGRAPIT 2002, held in SAn
Antonio, TX (2002).

Newlon-Dhunn et al., “Block Jam: A Tangible Interface [or Inleraclive
Music,” J. New Music Research, 32(4):383-393 (2003).

{Mympus & Polaroid digital printing camera: 1Yigital Photography
Review, downloaded from http:/www.dpreview comynews/ 0007/
00072302¢21 l7zoom.asp on Apr. 5, 2007,

Rekimoto el al., “Data Tiles: A Modular Platform for Mixed Physical
and Graphical Interactions.” Procecdings of SIGCHT "0, Mar. 31 to
Apr. 4, 2001, Sealile WA,

Sokoler et al., “Physically Embodicd Video Snippets Supporting
Collaborative Fxploration of Video Material During Design Scs-
sions,” Proceedings of NordCHI, Oct. 19-23, 2002, held in Arhus
Denmark (2002).

Ullmer et al.. “mediaBlocks: Tangible Interfaces for Online Media,”
Proceedings of CHI '99, May 15-20, 1999,

Non-Tinal Office Action for U.S. Appl. No. 11/396,264, mailed on
Oct. 29, 2009, 16 pages.

Advisory Action for .S, Appl. No. 11/396,373, mailed on Nov. 18,
2009, 3 pages.

Final Office Action for 1S, Appl. No. 11/396,379. mailed on Dec.
15, 2009, 14 pages.

Non-Final Office Action for U.S. Appl. No. 11/694,076, mailed on
MNov. 2, 2009, 1% pages.

“Exchangeable image file format tor digital still cameras: BExif Ver-
gion 2.2 JETTA CP-3431, Standard of Japan Electronics and Infor-
mation Technology Industries Association, Apr. 2002, pp. 1-148.
White, “How Computers Work,” Millennium EHdition, Copyright
1999, 37 pages.

Natice of Allowance for LLS. Appl. No. 11/493,613, mailed on Jul. 1,
2010, 18 pages.

Non-Final Office Action for U.S. Appl. No. 11/396,264, mailed on
Ang. 4, 2010, 3 pages.

Final Office Action for 11,8, Appl. No, 1 1/396,375, mailed on Aug, 2,
2010, 213 pagoes.

Tinal Office Action forU.S. Appl. No. 11/60%.409, mailed on Jun. 9,
2010, 23 pages.

Tinal Office Action for U.S. Appl. No. 11/694,076, mailed on May
10, 2010, 17 pages.

Final Office Action for 1S, Appl. No. 11/396,264, mailed on Mar.
31, 2010, 6 pages.

Non-Final Office Action for TS, Appl. No. 11/396,379, mailed on
Mur. 26, 2010, 17 pages.

Non-Final (Mfice Action in commeonly owned U8 Appl. No.
11/608,409 mailed on Nov. 16, 2011, 18 pages.

Office Action in comunonly owned Japanese Application No. 2007-
096738 duled Oct. 4, 2011, 3 pages.

Final Office Action in commonly owned LIS, Appl. No. 12/860,176
mailed on Dee. 23, 2011, 34 pages.

OfTice Aclion in relaled Japanese applicalion No. 2007-197790 daled
Feb. 7, 2012, 6 pages.

OMTice Aclionin relaled Tapanese applicalion No. 2007-0951%83 daled
Feb. 28, 2012, 3 pages.

Advisory Action in commonly owned U.S. Appl, No. 12/860,176
mailed on Mar. 8§, 2012, 3 pages.

Hrol et al. Prescient Paper: “Multimedia Document Creation with
Document Image Malching™ 171h Inlernalional Conlerence on Pal-
tern Recognition (2004), pp. 1.

Gormish et al “An E-Writer for Documents Plus Strokes” ACM doc
Eng (2009), pp. 1-4.

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 8,756,673 B2
Page 4

(36) References Cited
OTHER PUBLICATIONS

Office Action in commonly owned JTapanese Application No. 2007-
197788 dated Jul. 26, 2011, 2 pages.

Non-TFinal Office Aclion in commonly owned TS, Appl. No.
12:860,176 mailed on Jul, 15, 2011, 30 pages.

Final Office Action for LL.S. Appl. No. 1 1/608,409 mailed on Jun. ¥,
2012, 21 pages.

Advisory Action for 1.8, Appl. No. 11/608,409 mailed on Ang. 31,
2012, 3 pages.

Non-Final Office Action for .S, Appl. No. 12/860,176 mailed on
Aug. 15, 2012, 32 pages.

U.S. Appl. No. 12/880,178, filed Aug. 20, 2010, Piersol el al.

Tinal Office Action for 11.S, Appl. No. 11/396,264, mailed on Teb. 8,
2011, 15 pages.

Office Action in related Japancsc application No. 2008-086838 dated
Nov, 13,2012, 2 pages.

How Computers Work, Millennium Edition. White, Ron. Que Pub-
lishing, Indianapolis, 1999. ISBN 0-7897-2112-0, 31 pages.

DOC KET

_ ARM

Lxchangeable Image Tile Tormat for Digilal Sull Cameras: Txil
Version 2.2, Japan Electronics and Information ‘lechnology Indus-
tries Association (JEITA). Prepared by: Technical Standardization
Committee on AV & IT Storage Systems and Equipment, Apr. 2002,
154 pages.

Non-Final Office Action for IT.S, Appl. No. 11/396,375 mailed on
Mur. 1, 2013, 17 pages.

Notice of Allowance for U.S. Appl. No. 12/860,176 mailed on Mar.
19, 2013, 8 pages.

Notice of Allowance tor 1.5, Appl. No. 11/608,409 mailed on Oct. 8,
2013, 9 pages.

Non-Final Office Action for LLS. Appl. No. 11/396,381 mailed on
Nov, 22, 2013, 12 pages.

Office Action in related Japanese Application No. 2008-086838
dated Jun. 25, 2013, 2 pages.

Notice of Allowance for LS. Appl. No. 11/396,373 mailed on Jul. 9,
2013, 15 pages.

* cited by examiner

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jun. 17, 2014 Sheet 1 of 12 US 8,756,673 B2

100

STORAGE LocaTION pF~—108

104
\ 112
COMPUTER SYSTEM
110
DIGITAL /
ToKEN | *—
K TOKEN PRINTER | — P-IF;?EC@ L
PROCESSOR
108
102—

TOKEN |~
READER 114

TOKEN p™~—116

FIG. 1

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




