
Google Exhibit 1022
Google v. Ericsson

c12) United States Patent 
Barrus et al. 

(54) TECll:\IQUl<:S H>R SIi ARiNG DATA 

(75) Inventors: John W. Barrus, Menlo Park, CA (US): 
Tomohlko Sasaki, Tokyo (JP): Jamey 
Graham, Sc1n Jose, CA (US); Sh.iron 
Kojima, Sm1 Jose, CA (US) 

(73) Assignee: Ricoh Company, Ltd., Tokyo (JP) 

( * ) Notice: Subject to m1y disclc1i111cr, the Lcm1 of this 
patent is extended or mUusLetl under 35 
U.S.C. 154(b) by 661 days. 

(21) Appl. No.: 11/694,327 

(22) Filed: 

(65) 

:\far. 30, 2007 

Prior Publication Data 

US 2008/0244721 Al 

(51) Int. CI. 
G06F 21/00 

(52) U.S.Cl. 

Oct. 2, 2008 

(2013.01) 

USPC ............... 726/9; 71J/J5<J; 71:Vl60: 713/165; 

(58) 

(56) 

713/172: 713/176 
Field of Classification Search 
USPC .............................................................. 726/9 
See application file fi1r complete search history. 

Reforcnccs Cited 

U.S. PATENT DOCUMENTS 

4,974,878 A 
5,323.465 A • 
5,486,686 A 
5,490,217 A * 
5.590,197 A 
5,635.012 A 
5,694,470 A 
5,761,677 A • 
5,815,657 A 

12/199() Josephson 
6/1994 Ava.me ... 
1/1996 Zdybd el al. 
211996 Wang ct al. ... 

12/1996 Chcnctal. 
6/ 1997 Bellucci et al. 

12/1997 Jernbacker 
6/ 1998 Senalor el al. 
9/1998 Williams ct al. 

. 713/184 

.... 380/51 

... ........ . 1/ I 

I 1111111111111111 11111 1111111111 11111 lllll 111111111111111 111111111111111111 
US008756673B2 

(IO) Patent No.: US 8,756,673 B2 
(45) Date of Patent: Jun.17,2O14 

EP 
FP 

5,9'.B,829 A * 8.11999 Durst ct al. 
5,940,507 A * 8/1999 Cane el al. 
6,023,682 A 212000 Checchio 
6,035,290 A * 3/2000 PinLsov ... 
6.10S,656 A 8/2000 Durst et al. 
6,122,194 A 9/2000 Neukermans el al. 

(Continued) 

FOREIGN PATENT DOCUMENTS 

869 652 A2 lQ:1998 
1 028 313 A2 8/2()()() 

(Continued) 

OTHER PUBLICATIONS 

............ 111 
. 713/165 

. 705/405 

Meher et al.,A New Approach to Secure Distributed Storage. Sharing 
and Dissemination of Digital Image, \-lay 2006, IEEF International 
Symposium on Circuits and Systems, ISCAS 2006, pp. 171-176.* 

(Continued) 

Primary J::xaminer - Mohc1mmad L Rahnrnn 
Assistant Examiner - Kenneth Chang 

(57) ABSTRACT 

Techniques for sharing data between users in a manner that 
maintains m10nymiLy of the users. Tokens arc generated and 
provided to users for sharing data. A token comprises infor­
nuilion encoding an idenlifa:r and an encryption key. A user 
may use a Loken Lo upload data thc1t is to be shared. The data 
Lo be shared is encrypted using the encryption key c1ssLiciatcd 
with the Loken and !he encrypted dala is stored such that it can 
be accessed using !he idcnLi1icr <JSSU(:iatcd with !he Loken. A 
user may !hen use a token Lo access the shared data. '111e 
identifier associated with the token being used to c1cccss the 
shared data is used to access the data and the encryption key 
associated with the Loken is used to decrypt the data. Data is 
shared anonymously without revealing the identity nf the 
users using the tokens. 
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