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(54) [Name of Invention] KEY EXCHANGE METHOD IN MULTICAST DISTRIBUTION SYSTEM
(57)[Abstract]
[Problem] The present invention aims to avoid 
processing delays that occur when a client acquires 
a new decryption key during key change (exchange).
[Solution] A content server distributes a decryption 
key to be used next to a key management server 
within the validity time of the key currently in use, 
and transmits a multicast packet including the key 
number. Each of the clients 51 to 5n requests the key 
management server 31 to transmit the next 
decryption key to be used within the validity time of 
the key currently in use and after the content server 
11 has distributed the next decryption key to be used 
to the key management server 31. Also, the 
encrypted data in the multicast packet is decrypted 
using a decryption key corresponding to the key 
number in the multicast packet. The key 
management server 31 receives the next decryption 
key to be used from the content server 11, and in 
response to a transmission request from each of the 
clients 51 to 5n, transmits the next decryption key to 
be used to the source of the request.
[Selected Drawing] Figure 1 m
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CLAIMS 
[Claim 1] 
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a content server that creates an encryption key/decryption key, manages the encryption key/decryption key and its key number 
and remaining validity time, distributes the decryption key to be used next to the key management server within the validity time of the 
key in use, and transmits a multicast packet containing encrypted data and the key number of the encryption key used in the encryption;  

a client that requests the key management server to transmits the decryption key to be used next within the validity time of the 
key in use after the content server distributes the decryption key to be used next to the key management server, and decrypts the encrypted 
data in the multicast packet using the decryption key corresponding to the key number in the multicast packet received from the content 
server; and 

the key management server that manages the the decryption key, its key number and remaining validity time, receives a 
decryption key to be used next from the content server, and transmits the decryption key to be used next to the client in response to a 
request from the client. 
[Claim 2]  
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a content server that manages the encryption key, its key number, and remaining validity time, requests the key management 
server to create the next encryption key/decryption key within the validity time of the key in use, receives the encryption key created in 
response to the request from the key management server, transmits a multicast packet containing encrypted data and the key number of 
the encryption key used in the encryption;  

a client that requests the key management server to transmit the decryption key to be used next after the content server requests 
the key management server to create an encryption key/decryption key to be used next within the validity time of the key in use, decrypts 
the encrypted data in the multicast packet using the decryption key corresponding to the key number in the multicast packet received from 
the content server; and  

the key management server that manages the encryption key, decryption key, their key numbers and remaining validity time, 
creates and stores an encryption key/decryption key to be used next in response to a request from the content server, and transmits the 
encryption key to be used next to the content server, and transmits the decryption key to be used next to the client in response to a request 
from the client. 
[Claim 3]  
A key exchange method in a multicast distribution system according to claim 1 or 2, wherein the address of a key management server is 
added to the information in a multicast packet transmitted from a content server to a client, thereby eliminating the need for the client to 
set a destination for querying and requesting a decryption key. 
[Claim 4]  
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a key information management table in the content server that stores a set of the encryption key/decryption key in use, its key 
number, and its remaining validity time, and a set of the encryption key/decryption key to be used next, its key number, and its remaining 
validity time;  

a key management means within the content server that transmits a key information message regarding the decryption key to be 
used next to the key management server when the remaining validity time of the key in use reaches the first setting value, switches the 
key stored in the table as the next key to be used to the new key in use when the remaining validity time of the key in use reaches 0, creates 
a new encryption key/decryption key to be used next and saves the key information in the table;  

an encryption/packet transmission means within the content server that encrypts the distributed data using the encryption key in 
use stored in its table at the time of multicast distribution, transmits a multicast packet containing encrypted data and the key number of 
the encryption key; 
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a key information management table in the client that stores a set of the decryption key in use, its key number, and its remaining 
validity time, and can store a set of the decryption key to be used next, its key number, and its remaining validity time;  

a packet receiving/decryption means within the client that receives multicast packets sent from the content server, searches the 
decryption key from its table according to the key number in the received multicast packet, and decrypts the encrypted data in the multicast 
packet using the decryption key of that key number;  

a key management means within the client that transmits a key information request to the key management server when the 
remaining validity time of the key in use reaches the second setting value, saves the set of the decryption key to be used next, its key 
number, and its remaining validity time in the response message in its own table, and switches the key that was previously stored in the 
table as the next key to be used to the new key in use based on the recognition of changes in key numbers in multicast packets sent from 
the content server;  

a key information management table in the key management server that can store a set of the decryption key in use, its key 
number, and its remaining validity time, and can store a set of the decryption key to be used next, its key number, and its remaining validity 
time;  

and a key management means within the key management server that saves a set of the decryption key to be used next, its key 
number, and its remaining validity time in the key information message received from the content server in its table, transmits a response 
message containing a set of the decryption key to be used next, its key number, and its remaining validity time back to the client when 
receiving a key information request from the client when the remaining validity time of the key in use reaches the second setting value, 
switches the key stored in the table to the new key as the next key to be used when the remaining validity time of the key in use reaches 
0.  
[Claim 5]  
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a key information management table in the content server that can hold a set of the encryption key in use, its key number, and 
its remaining validity time, and can also hold a set of the encryption key to be used next, its key number, and its remaining validity time;  

a key management means within the content server that issues a key creation request requesting the key management server to 
create the next key to be used when the remaining validity time of the key in use reaches the first setting value, saves the set of the 
encryption key to be used next, its key number, and its remaining validity time in the key information response message in its own table, 
and switches the key stored in the table to the new key as the next key to be used when the remaining validity time of the key in use 
reaches 0;  

an encryption/packet transmission means within the content server that encrypts the distributed data using the encryption key in 
use stored in its own table at the time of multicast distribution, transmits a multicast packet containing encrypted data and the key number 
of the encryption key; 

a key information management table in the client that stores a set of the decryption key in use, its key number, and its remaining 
validity time, and can store a set of the decryption key to be used next, its key number, and its remaining validity time;  

a packet receiving/decryption means within the client that receives multicast packets sent from the content server, searches the 
decryption key from its table according to the key number in the received multicast packet, and decrypts the encrypted data in the multicast 
packet using the decryption key of that key number;  

a key management means within the client that transmits a key information request to the key management server when the 
remaining validity time of the key in use reaches the second setting value, saves the set of decryption key to be used next, its key number, 
and its remaining validity time in the response message in its table, and switches the key that was previously stored in the table as the next 
key to be used to the new key in use based on recognition of changes in key numbers in multicast packets sent from the content server;  

a key information management table in the key management server that can store a set of the encryption key/decryption key in 
use, its key number, and its remaining validity time, and can also store a set of the encryption key/decryption key to be used next, its key 
number, and its remaining validity time; and  
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a key management means within the key management server that creates the encryption key/decryption key to be used next in 
response to the key creation request from the content server, saves the set of the encryption key/decryption key to be used next, its key 
number, and its remaining validity time in its table, returns a key information response message regarding the encryption key to be used 
next to the content server, transmits a response message containing a set of the decryption key to be used next, its key number, and its 
remaining validity time back to the client, and switches the key stored in the table to the new key as the next key to be used when the 
remaining validity time of the key in use reaches 0.  
[Claim 6] 
A key exchange method in a multicast distribution system according to claim 4 or claim 5, wherein the address of a key management 
server is added to the information in a multicast packet transmitted from a content server to a client, thereby eliminating the need for the 
client to set a destination for a key information request.  
[Claim 7]  
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a content server key exchange control program in which the content server functions as  
a key information management table that stores a set of an encryption key/decryption key in use, its key number, and 
its remaining validity time, and a set of an encryption key/decryption key to be used next, its key number, and its 
remaining validity time,  
a key management means in which when the remaining validity time of the key in use reaches the first setting value, 
it transmits a key information message regarding the decryption key to be used next to the key management server 
and when the remaining validity time of the key in use reaches 0, switches the key stored in its own table as the next 
key to be used to a new key in use, creates a new encryption key/decryption key to be used next, and saves the key 
information in its own table, and  
an encryption/packet transmission means that encrypts distributed data using the currently used encryption key stored 
in its own table during multicast distribution, and transmits a multicast packet containing the encrypted data and the 
key number of the encryption key;  

a client key exchange control program in which the client functions as  
a key information management table capable of holding a set of a decryption key in use, its key number, and its 
remaining validity time, and a set of a decryption key to be used next, its key number, and its remaining validity time,  
a packet receiving/decryption means that receives a multicast packet sent from a content server, searches for a 
decryption key from its own table using the key number in the received multicast packet, and decrypts the encrypted 
data in the multicast packet using the decryption key with that key number, and  
a key management means in which when the remaining validity time of the key in use reaches the second setting value, 
it transmit a key information request to the key management server, saves the set of the decryption key to be used 
next, its key number, and its remaining validity time in the response message in its own table, and switches the key 
that was previously stored in its own table as the next key to be used to the new key in use based on the recognition 
of changes in key numbers in multicast packets sent from the content server; and  

a key exchange control program for the key management server in which the key management server functions as  
a key information management table capable of storing a set of a decryption key in use, its key number, and its 
remaining validity time, and a set of a decryption key to be used next, its key number, and its remaining validity time, 
and  
a key management method that saves a set of the decryption key to be used next, its key number, and its remaining 
validity time in the key information message received from the content server in its own table, transmits a response 
message containing a set of the decryption key to be used next, its key number, and its remaining validity time back 
to the client in response to the key information request from the client when the remaining validity time of the key in 
use reaches the second setting value, and switches the next key to be used from the key stored in the own table to the 
new key in use when the remaining validity time of the currently used key reaches 0.  

[Claim 8]  
A key exchange method in multicast distribution system having a network system where multicast distribution of encrypted data is 
performed, comprising:  

a content server key exchange control program in which the content server functions as  
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