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Google Exhibit 1002
Google v. Ericsson

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Frademark Office FILING OR DETERMINATION OF AN

P.O, Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C, § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of North Carolina, Western Division on the following

Trademarks or [Wf Patents. ( 0] the patent action involves 35 U.S.C, § 292.): -
DOCKET NO. DATE FILED U.S. DISTRICT COURT

5:23-CV-570-D-RJ 10/41/2023 Eastern District of North Carolina, Western Division
PLAINTIFF DEFENDANT

Lenovo (United States), Inc. et al.

  
  
 

 
 

 Telefonaktiebolaget LM Ericsson et al. 

 
 
  

  
3 10,972,654 4/6/2021 Telefonaktiebolaget LM Ericsson

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY

{] Amendment 1 Answer LJ Cross Bill C1 Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 
 

 
 

 
 
  

 2

aee  
  

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

 

 
 CLERK (BY) DEPUTY CLERK DATE

Peter A. Moore,Jr. GehanMan 10/12/2023
Copy 1—Upon initiation of action, mail this copy to Director©Copy 3-——Upon termination of action, mail this copy te Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Case file copy

Case 5:23-cv-00570-D-RJ Decument7 Filed 10/12/23 Page 1 of1

Google Exhibit 1002
EX1002 - Page 1 Google v. Ericsson
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Trials@uspto. gov Paper 17
Tel: 571-272-7822 Date: December30, 2022

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLEINC.,
Petitioner,

Vv.

TELEFONAKTIEBOLAGET LM ERICSSON,
Patent Owner.

IPR2022-00618

Patent 9,313,178 B2

Before GEORGIANNAW. BRADEN, NATHAN A. ENGELS,
and NORMANH. BEAMER,Administrative PatentJudges.

BEAMER,Administrative Patent Judge.

TERMINATION

Dueto Settlement After Institution of Trial

Granting Jomt Request to Treat Settlement
Agreement as Business Confidential Information

35 U.S.C. $317; 37 CFR. § 42.74
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IPR2022-00618

Patent 9,313,178 B2

I. INTRODUCTION

Apple Inc. (“Petitioner”) filed a Petition requesting an interpartes

review of claims 1—20 ofU.S. Patent No. 9,313,178 B2 (Exhibit 1001,

“the ’178 patent’) under 35 U.S.C. §$ 311-319. Paper2.

Telefonaktiebolaget LM Ericsson (“Patent Owner’)filed a Preliminary

Response. Paper 9.

On September1, 2022, the Board instituted an interpartes review of

claims 1—20 of the °178 patent. Paper 11.

On December16, 2022, after receiving Board authorization, Petitioner

and Patent Ownerfiled a Joint Motion to Terminate Proceeding under

35 U.S.C. §317(a) and 37 C.F.R. § 42.74. Paper 15. As Exhibit 1016,

the parties filed a copy of an agreementtitled “Global Patent License

Agreement.” Ex. 1016, 1. The parties also filed a Joint Request to Treat

Settlement Agreementas Business Confidential Information under 35 U.S.C.

§ 317(b) and 37 C.F.R. §42.74(c). Paper 16.

Il. DISCUSSION

The parties represent that they “have reached a settlementasto all the

disputes in this proceeding and asto the °178 patent.” Paper 15,2. The

parties representthat a “true copyofthe settlement agreement”1s filed

as Exhibit 1016. /d. The parties also representthat “[n]o other such

agreements, written or oral, exist between or among”the parties. /d.

Theparties assert that termination “would save significant further

expenditure of resources by”the parties. Paper 15,2. The parties assert

that termination “would also further the purpose of interpartes review

proceedings, which seek to provide an efficient and less costly alternative

forum for patent disputes.” /d. at 2-3. Additionally, the parties contend that
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IPR2022-00618

Patent 9,313,178 B2

“maintaining the proceeding would discourage further settlements, as patent

ownersin similar situations would havea strongdisincentive tosettle if they

perceivedthat an interpartes review would continue regardless ofa

settlement.” /d. at 3.

This proceeding has not progressed very far. Patent Ownerhas not

filed its Response. Terminating this proceeding will save the Board

administrative and judicial resources, e.g., in conducting an oral argument

and issuing a final written decision to decide the patentability issues raised

in the Petition. Further, “[t]here are strong public policy reasonsto favor

settlement betweenthe parties to a proceeding,” and “[t]he Board expects

that a proceeding will terminate after the filing of a settlement agreement,

unless the Board has already decided the merits of the proceeding.” Office

Patent Trial Practice Guide, 77 Fed. Reg. 48,756, 48,768 (Aug. 14, 2012).

Underthese circumstances, we determinethat it is appropriate to

terminate this proceeding. Wealso determinethatit is appropriate to treat

the parties’ settlement agreement (Exhibit 1016) as business confidential

mformation under 35 U.S.C. §317(b) and 37 C.F.R. § 42.74(c).

This Order does not constitute a final written decision under 35 U.S.C.

§ 318(a).

Ill. ORDER

Accordingly,it is

ORDEREDthatthe parties’ Jomt Motion to Terminate Proceeding

(Paper 15) is granted;

FURTHER ORDEREDthatthis proceedingis terminatedas toall

parties; and
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IPR2022-00618

Patent 9,313,178 B2

FURTHER ORDEREDthatthe parties’ Joint Request to Treat

Settlement Agreement as Business Confidential Information (Paper 16) is

granted, and the parties’ settlement agreement (Exhibit 1016) shall be treated

as business confidential information and be kept separate from thefile of

U.S. Patent No. 9,313,178 B2 and madeavailable only underthe provisions

of 35 U.S.C. §317(b) and 37 C.F.R. § 42.74(c).
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IPR2022-00618

Patent 9,313,178 B2

For PETITIONER:

W. Karl Renner

Thomas Rozylowicz
Nicholas Stephens
FISH & RICHARDSON P.C.

axf-ptab@fr.com
tar@fr.com
nstephens@fr.com

For PATENT OWNER:

Peter C. Knops
Jason Wejnert
NOROOZI PC

peter@noroozipc.com
jason@noroozipe.com
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Case 2bl-ov-O00Q1-JRG Document S2 Filed O6/f2/21 Page Lori PagesiDa: 1873

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court for the Eastern District of Texas on the following

(] Trademarks or (MW Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-cv-00001 1/8/2021 for the Eastern District of Texas

PLAINTIFF DEFENDANT

ERICSSONINC., TELEFONAKTIEBOLAGET SAMSUNG ELECTRONICS CoO., LTD., AND
LM ERICSSON, AND ERICSSON AB SAMSUNG ELECTRONICS AMERICA,INC.

Ee

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading

Caes
Ea
Es
a
a

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

 

 
 

ORDERED thatall of Ericsson’s patent infringement claims and all of Samsung's patentinfringement counterclaims
are DISMISSED WITH PREJUDICE CLERK (BY) DEPUTY CLERK DATE

Ti, Ota sn

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy

KXCSSRQqQW EXXXUoOWWi CRC
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Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P,Q, Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas on the following,

Cl Trademarks or [ff Patents. ( LJ the patent action involves 35 U.S.C. § 292.):

KET NO.
2:21-cv-00001

DATE FILED U.S. DISTRICT COURT,
4/8/2021 for the Eastern District of Texas

PLAINTIFF ‘DEFENDANT

ERICSSON INC., TELEFONAKTIEBOLAGET SAMSUNG ELECTRONICS CO., LTD., AND
LM ERIGSSON, AND ERICSSON AB SAMSUNG ELECTRONICS AMERICA,INC.

PATENT OR DATE OF PATENT
TRADEMARKNO, OR TRADEMARK

 

 
   

  

  
  

 
 
 

 
 
 
 

Doc 

  
 
 

 

 

TELEFONAKTIEBOLAGET LM ERICSSON

ppd
In the above—entitled case, the following patent(s)/ trademark(s} have been included:

DATE INCLUDED INCLUDED BY

CO Amendment O Answer CJ Cross Bill [1 Other Pleading
PATENT OR DATE OF PATENT

TRADEMARE NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

ERGn
eo
po
a

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/TUDGEMENT

 
 
 

 
 

 

 
 
  
    
   

 
- oo

Copy 1--Uponinitiation of action, mail this copy to Director Copy 3—Upon terminationofaction, mail this copy to Director
Copy 2—Upenfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 9,313,178 B2 Page | of 1
APPLICATIONNO. : 14/266368

DATED : April 12, 2016

INVENTOR(S) :Maet al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shownbelow:

On the Title Page

In Item (56), under “OTHER PUBLICATIONS”, in Column 2, Line 7, delete “-BE9E000D8435/" and

insert -- -BE9EOQC0D8435/--, therefor.

In the Specification

In Column 4, Lines 4-27, delete “In one embodiment.............00.... format header.” and

insert the same at Line 3, after “key.”, as a continuation paragraph.

In Column 5, Lines 26-52, delete “The transcoded contentis then.............data centers.”

and insert the sameat Line 25,after “resolutions.”, as a continuation paragraph.

In Column 5, Line 46, delete “manger” andinsert -- manager--, therefor.

In Column 7, Lines 45-63, delete “In one embodiment.......... previous key.” and insert the

same at Line 46, as a new paragraph.

Signed and Sealedthis

Tenth Day of October, 2017

oof 5 Ley ff
eu & ¢ tp ae RP bcePitt

Joseph Matal
Performing the Functions and Duties ofthe

Under Secretary of Commercefor Intellectual Property and
Director ofthe United States Patent and Trademark Office
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PTO/SB/44 (09-07)

Approved for use through 08/31/2013. OMB 0651-0033.
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.
(Also Form PTO-1050)

UNITED STATES PATENT AND TRADEMARKOFFICE

CERTIFICATE OF CORRECTION

Page 1 of 1
PATENT NO. : 9,313,178 B2

APPLICATION NO.: 14/266,368

ISSUE DATE : April 12, 2016

INVENTOR(S) : Ma,etal.

It is certified that an error appears or errors appearin the above-identified patent and that
said Letters Patent is hereby corrected as shown below:

On the Face Page, in Field (56), under “OTHER PUBLICATIONS”, in Column2, Line 7,
delete “-BE9E000D8435/’ and insert - - -BE9EOCOD8435/- -, therefor.

In Column 4, Lines 4-27, delete “In one embodiment................... format header.” and
insert the sameat Line 3, after “key.”, as a continuation paragraph.

In Column 5, Lines 26-52, delete “The transcoded content is then .............data centers.”
and insert the same at Line 25, after “resolutions.”, as a continuation paragraph.

In Column 5, Line 46, delete “manger” and insert - - manager- -, therefor.

In Column 7, Lines 45-63, delete “In one embodiment.......... previous key.” and insert the
same at Line 46, as a new paragraph.

MAILING ADDRESS OF SENDER (Please do not use customer numberbelow):

6300 Legacy, MS EVR 1-C-11
Plano, TX 75024
972-583-8656

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public whichis to file
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.

ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(6)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed underthe
Freedom of Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed,as a routine use, in the course of
presenting evidenceto a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractorof the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposesof National Security review (35 U.S.C. 181) and for review pursuantto the
Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records maybedisclosed, as a routine use, to the Administrator,
General Services,or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvementsin records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of recordsforthis
purpose, and anyother relevant (7.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may bedisclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomesaware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 14266368

Filing Date: 30-Apr-2014

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

Steven Ware Smith/Kara Coffman

Attorney Docket Number: P43758-US3

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

Certificate of Correction
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

a

sete

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

First Named Inventor/Applicant Name: Kevin J. Ma

Customer Number: 27045Pe
ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 501379

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows: 
EX1002 - Page 14
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Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees)

 

File Listing:

Document sg: File Size(Bytes)/ Multi Pages

P43758-

Transmittal Letter US3_2016-06-27_CoC_Request
Letter.pdf 910839ea2394a6a573085 1ee7d7b419a9b4~ ce018

Information:

123405

P43758-

Requestfor Certificate of Correction US3_2016-06-27_CoC_PTO-105
O.pdf Fd89a0ff5c09c0209706c23F1a3463b73b754

Information: 

Fee Worksheet (SB06) fee-info.pdf 8dfdad7f7ac275626542c21c2ecdd405e3 2a}
{63a

 
 

Warnings: 

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the Intemational Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown onthis AcknowledgementReceiptwill establish the international filing date of
the application.
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE
 

IN RE APPLICATIONOF: U.S. Patent No. 9,313,178

USPTO CONFIRMATION CODE:9269

APPLICATION NO.: 14/266,368

FILED: April 30, 2014

EXAMINER:Brandon Hoffman

GROUP ART UNIT: 2433

FOR: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO

DELIVERY

37 CFR 1.322 & 37 CFR 1.323 REQUEST FOR CERTIFICATE OF CORRECTION
FOR USPTO AND/OR APPLICANT MISTAKE

 

 

HONORABLE COMMISSIONER OF PATENTS & TRADEMARKS

SIR:

The following is a request for a certificate of correction in Serial Number
14/266,368, now Patent Number 9,313,178.

A certificate of correction under 35 USC 254 1s respectfully requested in the
above-identified patent.

The errors were the fault of both the applicant and USPTO and, accordingly,
please charge $100.00 to our Deposit Account No. 50-1379. In the event that a further fee
is required, please charge the amount to the same Deposit Account.

The exact locations where the errors appear in the patent and patent application
are as follows:
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Onthe Face Page,in Field (56), under “OTHER PUBLICATIONS”, in Column2,
Line 7, delete “-BE9E000D8435/” and insert - - -BE9EOCOD8435/ - -, therefor.

(LIST OF REFERENCES CITED BY APPLICANT AND CONSIDERED BY
EXAMINER DATEDMAY26, 2015, SHEET 2 (PAGE 56 OF FW), UNDER
“NON-PATENT LITERATURE DOCUMENTS”, ENTRY 2, LINE 2)

In Column4, Lines 4-27, delete “In one embodiment................... format
header.” and insert the same at Line 3, after “key.”, as a continuation
paragraph.
(ORIGINALLY FILED SPECIFICATION DATED APRIL 30, 2014,
PAGE5, LINES 6-20)

In Column 5, Lines 26-52, delete “The transcoded content is then
.........data centers.” and insert the same at Line 25, after “resolutions.”, as

a continuation paragraph.
(ORIGINALLY FILED SPECIFICATION DATED APRIL 30, 2014,
PAGE7, LINES6-22)

In Column5, Line 46, delete “manger”and insert - - manager- -, therefor.
(ORIGINALLY FILED SPECIFICATION DATED APRIL 30, 2014,
PAGE7, LINE 19)

In Column 7, Lines 45-63, delete “In one embodiment.......... previous key.” and
insert the sameat Line 46, as a new paragraph.
(ORIGINALLY FILED SPECIFICATION DATED APRIL 30, 2014,
PAGE10, LINES15-26)
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The requested corrections are attached on Form PTO 1050.

Respectfully Submitted

, 2016 /Ronald J. Ward, Reg#54870/

DATE Ronald J. Ward

Registration No. 54,870
Attomey of Record
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

 
14/266,368 04/12/2016 9313178 P43758-US3 9269

27045 7590 03/23/2016

ERICSSON INC.
6300 LEGACY DRIVE
M/S EVR1-C-11

PILANO, TX 75024

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustmentis 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmenton the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Kevin J. Ma, Nashua, NH;
Ericsson AB, Stockholm, SWEDEN;

Robert Hickey, Bedford, MA;
Paul Tweedale, Andover, MA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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PARTYB- FREY TRANSMIVEAL

Complete and seat this form, lngelier wih applicable foe(s), te; BOMail Stay ISSUE FRE
Comnissioner for Patents
BAY. Bow Lise
Albszamdria, Vireishe 22519-7458

ap Bay (S79)-273-2885
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Electronic Patent Application Fee Transmittal

Application Number: 14266368

Filing Date: 30-Apr-2014

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

Steven Ware Smith/Kathryn Lopez

Attorney Docket Number: P43758-US3

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

Utility Appl Issue Fee
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

a

sete

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

First Named Inventor/Applicant Name: Kevin J. Ma

Customer Number: 27045Pe
a

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 501379

Authorized User LIU, RONALDS.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CFR 1.19 (Documentsupply fees)

Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges)

 

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

P43758- 304894

Issue Fee Payment (PTO-85B) US3_2016-01-28_16-3516_lIssu
e_Fee_Transmittal.pdf 775d6efe73a2 18e620778ca9e41540544121]25b4

Information:

Fee Worksheet (SB06) fee-info.pdf Ofeic0S Sd8b77582fd7d24044484971522
e771

Information: 

TotalFiles Size (in bytes} 335717 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
nationalstage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

 
NOTICE OF ALLOWANCEAND FEE(S) DUE

- - EXAMINER27045 7590 10/28/2015

ERICSSONINC. HOFEMAN, BRANDON S$
6300 LEGACYDRIVE
MIS EVR IC

PLANO, TX 75024 2433

DATE MAILED: 10/28/2015

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

14/266,368 04/30/2014 Kevin J. Ma P43758-US3 9269
TITLE OF INVENTION: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

 
APPIN. TYPR ENTITY STATUS ISSTTF FRE DUR PUBLICATION FER DUP.|PREV. PAID ISSUE FRR TOTAT. FER(S) DUE DATE DUR

nonprovisional UNDISCOUNTED $960 01/28/2016
 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCEAS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. TIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGIITS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CER 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUSshownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status sull applies.

If the ENTITY STATUSis the same as shownabove, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUSis changed from that shown above, on PART B - FER(S) TRANSMITTAL, complete section number5 titled
"Change in Entity Status (fromstatus indicated above)".

For purposesof this noticc, small entity fecs are 1/2 the amount of undiscountcd fees, and micro entity fees are 1/2 the amountof small cntity
fees.

I. PART B - FEE(S) TRANSMITTAL,or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATIONFEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paperas an equivalent of Part B.

I. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEEunlessadvisedto the contrary.

IMPORTANT REMINDER:Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCHONS: ‘This form should be used for transmitting the ISSUE KEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed whereppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
Adicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"formaintenance feenotifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
27045 7590 10/28/2015 I hereby certify that this Kee(s) ‘lransmittal is being deposited with the United

ERICSSONINC. States Fostal Service with sufficient postage for first class mailin an envelopeaddressed to the Mail Stop ISSUE FEE address above, or being facsimile
6300 LEGACY DRIVE transmitted to the USPTO (571) 273-2885, on the date indicated below.
M/S EVR 1-C-11 hor
PLANO, ‘TX 75024 Depositor's name)(Signature)

(Date) 
 

14/266.368 04/30/2014 Kevin J. Ma P43758-US3 9269

TITLE OF INVENTION: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSLE FEB TOTAL FEE(S) DUE DATE DUE  
    

nonprovisional UNDISCOUNTT:D $960 01/28/2016

EXAMINER ART UNIT CLASS-SUBCLASS

HOFFMAN, BRANDON S 2433 713-168000

1. Change,of correspondenceaddress orindication of "Fee Address" (37 2. For printing on the patent front page,listCER 1.363).

LY Changeof correspondenceaddress (or Change of CorrespondenceAddress foorm PTO/SB/122) attached.
L] "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA 'TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has beenfiled for
recordation asset forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

(1) The namesof upto 3 registered patent attorneys
or agents OR,alternatively,

(2) The nameof a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewill be printed.

  
 

Please check the appropriate assignee categoryor categories (will not be printed on the patent) : (CW individual LI Corporation or other private group entity (J Government

 
Aa. ‘The following fee(s) are submitted: 4b. Paymentof Kee(s): (Pleasefirst reapply any previously paid issue fee shown above)

LB issue Fee LIA check is enclosed.

LY Publication Fee (No small entity discount permitted) Lj Paymentby credit card. Form PTO-2038 is attached.
LY Advance Order - # of Copies [_] The directoris herebyauthorized to charge the required fee(s), any deficiency, or credits any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

LJ Applicantcertifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted atthe risk of application abandonment.

 

LJ Applicantasserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

  
LJ Applicant changing to regular undiscounted fee status. NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE:This form mustbe signed in accordance with 37 CER 1.31 and 1.33. See 37 CFR 14 for signature requirements and certifications.

  

  
Authorized Signature Date

Typed or printed name Registration No.

Page 2 of 3

PLOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB0651-0033 U.S. Patentand ‘Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

 
 

14/266,368 04/30/2014 Kevin J. Ma P43758-US3 9269

| .
27045 7590 10/28/2015

ERICSSONINC. HOFEMAN, BRANDON S$
6300 LEGACYDRIVE
MIS EVR IC

PLANO, TX 75024 2433

DATE MAILED: 10/28/2015

Determination of Patent Term Adjustment under35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)G) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMBapproves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The informationis required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CI'R 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS ‘TO THIS ADDRESS. SEND 10: Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respondto a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which mayresult in termination of
proceedings or abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subjectto the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation‘lreaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuantto the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C, 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant(i.e., GSA or Commerce) directive.
Suchdisclosure shall not be used to make determinations about individuals.

8. A record fromthis system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record wasfiled in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomesaware ofa violation or potential violation of law or regulation.
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Application No. Applicant(s)
14/266,368 MA ET AL.
Examiner Art Unit
BRANDON HOFFMAN 2433

 
 
 
 
 

  
 

AIA (First Inventor to
File) Status
No 

Notice of Allowability  
 

 
 

 -- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS

 
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. KJ This communication is responsive to amendmentfiled August 26, 2015.

L] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

 

2. CJ An election was madeby the applicantin responseto a restriction requirementset forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. KJ The allowed claim(s) is/are 1-20. As a result of the allowed claim(s), you maybeeligible to benefit from the Patent Prosecution
Highwayprogram at a participating intellectual property office for the corresponding application. For more information, please see
hito-/iwww.ispio.gov/patenis/ink events/oph/index.jse or send an inquiry to PPHieedback@uspio.gov_.
 

4. (] Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a)OJ All =b)(JSome *c) [1] Noneofthe:

1. LJ Certified copiesof the priority documents have been received.

2. C1 Certified copies of the priority documents have been received in Application No.

3. J Copiesof the certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

“Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communicationto file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTH PERIODIS NOT EXTENDABLE.

5. (] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

(including changes required by the attached Examiner's Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [1] Notice of References Cited (PTO-892) 5. 1 Examiner's Amendment/Comment

2. (] Information Disclosure Statements (PTO/SB/08), 6. KX] Examiner's Statement of Reasonsfor Allowance
Paper No./Mail Date

3. OJ Examiner's Comment Regarding Requirementfor Deposit 7.0 Other .
of Biological Material

4. (1 Interview Summary (PTO-413),
Paper No./Mail Date :

/BRANDON HOFFMAN/

Primary Examiner, Art Unit 2433
  

 
U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151020
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Application/Control Number: 14/266,368 Page 2
Art Unit: 2433

1. The present application is being examined underthe pre-AlAfirst to invent

provisions.

REASONS FOR ALLOWANCE

2. The following is an examiner’s statement of reasonsfor allowance: the prior art of

record (Kamath 20050060316) does not teach detecting content key rotation

boundaries and issuing requests to a license server ahead of the keyrotation

boundaries.

Any comments considered necessary by applicant must be submitted no later

than the paymentof the issue fee and, to avoid processing delays, should preferably

accompanythe issue fee. Such submissions should beclearly labeled “Comments on

Statement of Reasonsfor Allowance.”

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to BRANDON HOFFMANwhosetelephone numberis

(571)272-3863. The examiner can normally be reached on M-F 8:30 - 5:00.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Jeffrey C. Pwu can be reached on 571-272-6798. The fax phone number

for the organization wherethis application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 14/266,368 Page 3
Art Unit: 2433

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/BRANDON HOFFMAN/

Primary Examiner, Art Unit 2433
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search Notes 14266368 MA ET AL.

BRANDON HOFFMAN 5433

CPC- SEARCHED

CPC COMBINATION SETS - SEARCHED

                     

 
 

 

Symbol | Date | Examiner 

US CLASSIFICATION SEARCHED

|Class[i(t”t~SCS™~*C‘Suboclass—‘“‘CSCC*CLSCOWCO‘éCOate@’:~SCO[Examiner
168 - with keyword limiters 5-12-15

SEARCH NOTES
 

Search Notes 

inventor name search

see attached EAST search notes

updated EAST search notes

 
 

INTERFERENCE SEARCH

US Class/ US Subclass / CPC Group
CPC Symbol

|—_—«s| searched claim language 10-20-15

/BRANDON HOFFMAN

Primary Examiner.Art Unit 2433

 
U.S. Patent and Trademark Office Part of Paper No. : 20151020
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Application/Control No. Applicant(s)/Patent Under Reexamination

 Issue Classification| , ,o56568 MA ET AL.

BRANDON HOFFMAN 2433

Ccpc

HO4L F 2013-01-01

HO4L I 2013-01-01

HO4L A 2013-01-01

    
Version

 
Total Claims Allowed:

20
(Assistant Examiner)
/BRANDON HOFFMAN/

Primary Examiner. Art Unit 2433 10/20/2015 ©.G. Print Claim(s) ©.G. Print Figure

 
(Primary Examiner) (Date) 1 2

U.S. Patent and Trademark Office Part of Paper No. 20151020
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification| ; c2ssase MA ET AL.

BRANDON HOFFMAN 9433

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED

7 TTvsmenn[ape]

CROSS REFERENCE(S)

 
fHfo|«| Ps[|

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
 

 

 

 

  
Total Claims Allowed:

20
(Assistant Examiner)
/BRANDON HOFFMAN/

Primary Examiner. Art Unit 2433 10/20/2015 ©.G. Print Claim(s) ©.G. Print Figure

(Primary Examiner) (Date) 1 2
 
U.S. Patent and Trademark Office Part of Paper No. 20151020
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification| , ,o56568 MA ETAL.

BRANDON HOFFMAN 2433

DX Claims renumberedin the sameorder as presented by applicant oO O TD. Ol R.1.47

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

Total Claims Allowed:

 

 
 
 

 
 
 

 
 

 
 
 

 
 
 

         

20
(Assistant Examiner)
/BRANDON HOFFMAN/

Primary Examiner. Art Unit 2433 10/20/2015 ©.G. Print Claim(s) ©.G. Print Figure 
(Primary Examiner) (Date) 1 2

U.S. Patent and Trademark Office Part of Paper No. 20151020
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EASTSearch History 

EAST Search History

EAST Search Hisiory (Prior Art)

iPlurals {Time

2015/10/20:
¥ 15:20 i

2015/10/20:
15:20 5

2015/10/20:
415:20 |

2015/10/20:
415:20 |

2015/10/20:
(15:20 |

2015/10/20:
(15:20 |

2015/10/20:
(15:20 |

2015/10/20:
4 15:20 :

‘2015/10/20:
(15:200|

2015/10/20:
(15:200|

2015/10/20:
15:20 |

     
JUSPAT; * No
| UPAD

VUSPAT; * No
| UPAD

 
10/ 20/ 2015 3:21:07 PM

C:\ Users\ bhoffman\ Documents\ EAST\ Workspaces\ 14266368.wsp

EASTSearchHistory.14266368_AccessibleVersion.htm[ 10/20/2015 3:21:10 PM]
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EASTSearch History 

EASTSearchHistory.14266368_AccessibleVersion.htm[ 10/20/2015 3:21:10 PM]
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Application/Control No. Applicant(s)/Patent Under 
 

Reexamination

Index of Claims 14266368 MA ET AL. 
 

 
    Examiner Art Unit                  BRANDON HOFFMAN 2433  
 

  
Claims renumbered in the same order as presented by applicant LJ CPA O T.D. CO] sR«.1.47

CLAIM DATE

 

 

Pot|=|=TT
Po2|=|=|

3

4

5

Pose|=|=|Tfftft
Po?ff=fT
aaGeGO

9 

 

 

 
    PsP

eeeeeeee
15

16

17

Pw[|-|-|||||||_|
=OOOO
a

U.S. Patent and Trademark Office Part of Paper No. : 20151020

EX1002 - Page 38



EX1002 - Page 39

UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSPa 

Alexandria, Virznia 22313-1450Wwww.uspto.gov
 
 

‘APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO/TITLE

14/266,368 04/30/2014 Kevin J. Ma P43758-US3
CONFIRMATION NO.9269

27045 POA ACCEPTANCE LETTER
ERICSSONINC.

6300 LEGACY DRIVE MUTAAAA
MWS EVR 1-C-14 000000078098968
PLANO,TX 75024

Date Mailed: 10/19/2015

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorney filed 10/12/2015.

The Powerof Attorneyin this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/vnguyen/
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS

 
 

14/266,368 04/30/2014 2433 1600 P43758-US3 CONFIRMATION NO.‘e269
27045 REPLACEMENTFILING RECEIPT

6900LEGACYDRIVE 00...0
M/S EVR 1-G-11

PLANO, TX 75024

Date Mailed: 10/19/2015

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Kevin J. Ma, Nashua, NH;

Robert Hickey, Bedford, MA;
Paul Tweedale, Andover, MA;

Applicant(s)
Ericsson AB, Stockholm, SWEDEN;

Powerof Attorney: The patent practitioners associated with Customer Number 27045

Domestic Priority data as claimed by applicant
This application is a CON of 13/530,997 06/22/2012 PAT 8751807
whichclaims benefit of 61/500,316 06/23/2011

Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
Highway program at the USPTO.Please see http:/Awww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheetin order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 05/15/2014

The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 14/266,368

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title

METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

Preliminary Class

713

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughouttheterritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does notresult in a grant of "an international
patent" and doesnot eliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patentin a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Governmentwebsite, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 GFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be used at any time onorafter the effective date thereof unless
itis revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any waylessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Departmentof
Treasury (81 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplacein the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products,deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.

page 3 of 3
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PTO/AIA/122 (08-12)
Approved for use through 11/30/2014. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

CHANGE OF 14/266,368
CORRESPONDENCE ADDRESS April 90, 2074

Application Kevin J. Ma

sores fanunt (2483
Commissioner for Patents Hoffman, Brandon $.

Alexandria, VA 22313-1450 P43758-US3

Please change the Correspondence Address for the above-identified patent applicationto:

ea The address associated withi Customer Number: 27045

OR

Firm or
Individual Name

Address

 

City Zip

Country

This form cannot be used to change the data associated with a Customer Number. To change the
data associated with an existing Customer Numberuse “Request for Customer Number Data Change” (PTO/SB/124).

| am the:

[| Applicant
Attorney or agent of record. Registration Number 64,276

Registered practitioner namedin the application transmittal papers who acts in a representative capacity
under 37 CFR 1.34. See 37 CFR 1.33(a}(1). Registration Number

Signature 7 Ronald S. Liu /

Weed or Printed Ronald S Liname *

Date October 12, 2015 Telephone 979.583.5812
NOTE: This form must be signed in accordnace with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple formsif more than one signature is required, see below*.

CJ *Total of 4 ___formsare submitted.
This collection of information is required by 37 CFR 1.33. The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed applicatian form to the USPTO. Timewill vary depending upon the individual case. Any comments on
the arnountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

 
Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option2.
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POWER OF ATTORNEY AND AUTHORISATION

We, theuncersiqned Eriesser AB. having cur registered offices at SE-104 80
Stockhalin, Sweden, de hereby authorise Roger Burlelgh, Erissaen inc, to
authorise individuals orcampanies io represent us before the Swedish Patent and
Registration Office orany other natlanal or regional or international patent office ar

patent reqigtration authorty (in ES Capacityas a National patent affice and acaReceiving Office or Intemational Searching Authority or international Preliminary
Examining Authority under the Patent Cooperation Treaty) and the Swadieh
achyinisirative count Patenibeaviraration and Regeringsraiierin any matter
regarding patents or uly models

Any authorisation relating fo one specific invention, patent application, patent, ufflity
model application or ullty mocel only may be signed by Roger Burleigh only.
However, any authorsation applicable io more than ane specific invention, patent

application, patent, ulity model application or utility model
be signed jointly by Gabriele Monster, Eriossen Gmbh,

shall not include thetnghido make sub-authorisavors,
ghall not exclude the possibility of corresponding anihorisations far others,
stall be passitie fo revoke at anyfime, and
BSNSsg

shall be valid Tor five years unless sarier ravaked,

  

 

Roger Buneigh is further authorised to singly and independentlyrepresent us
belore the Gwedish Patent Office (iris capacity as ihe Swedish patent office and
a8 6 Reogiving Office or international Searching Authordy or international
Preliminary Examining Authority uncer the Patert Cooperation Treaty) and the
Swedish administrative courte Patenthesvarsratier and Regaringsratien in any
matier regarding patents or ufiity models,

The authorisations set out herein relating io Pstentheevdreratten and
Regeringsratien shall be deemed as “Ravieqangsfulliaid” invaccordarica with the
Swedish. procedural laws Rattegangsbalken, Férvaliningsprecessiagen and Lagen
om. Patenibssvarsraiten.

Roger Burleigh is further authorised to sign on-behalf of us any certticatas,
declarations or sialements needed by applicable law or Patent Office rules far the
Hling of prosecution of our palent aeolicalians at ary Patent Office.

Roger Burleigh is further authorised to accept and sign assignments betweenTelefonaktiebolage! LAI Eriosson, or ariy of its subsidiaries or ampblovyee of the
Ericsson Group companies ofail their riighis to an invention, a patent application, a
patent, a ulllity model application or a utiity model,

Stookhaln, 
ERICSSON AB,

  
  Ning Macohersnn Christina Petersson

Senor Vice President Vice President and’
and Ceraral Counsel Head of FPR
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Assignment Page | of 2

PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1

Stylesheet Version v1.2
 

SUBMISSION TYPE: NEW ASSIGNMENT

NATURE OF CONVEYANCE: ASSIGNMENT

CONVEYING PARTY DATA

Execution Date

AZUKI SYSTEMS, INC. 06/25/2014

RECEIVING PARTY DATA

leneeS

[PostalCode: —_|[SE-172 81

PROPERTY NUMBERSTotal: 1

Application Number: 14266368

CORRESPONDENCE DATA

Fax Number: (972)583-6567 &
Phone: 9725836567

Email: kathryn.lopez@ericsson.com
Correspondence will be sent fo the e-mail address first; ifthatis unsuccessful, it will be sent using a fax number, ifprovided;
#fthat is unsuccessful, it will be sent via US Mail.

Correspondent Name: RONALDS.LIU
AddressLine 1: 6300 LEGACY DRIVE

AddressLine 4: PLANO, TEXAS 75024

ATTORNEY DOCKET NUMBER: P43758-US3

Signature: /Ronald S. Liu/

OT

 
i
file:///C:/Users/elarlop/AppData/Local/Microsoft/Windows/Temporary™20Internet%20F... 10/12/2015
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Assignment Page 2 of 2

| Date: | 10/12/2015 |
Total Attachments: 4

source=P43758_Formal Documents_2015-10-12_Recorded Assignment (US3)#page1 tif

source=P43758Formal Documents_2015-10-12Recorded Assignment (US3)#pagez2.tif

source=P43758_Formal Documents_2015-10-12_Recorded Assignment (US3)#page3.tif

source=P43758_Formal Documents_2015-10-12_Recorded Assignment (US3)#paged4.tif

RECEIPT INFORMATION

EPASID: PAT3565252

Receipt Date: 10/12/2015

 

file:///C:/Users/elarlop/AppData/Local/Microsoft/Windows/Temporary™20Internet%20F... 10/12/2015
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Azuki Technology Transfer Agreement and Assignment

This Azuai Technology Transfer Agreement and Aasignment is by and between Asuli Systerns
inc. a onmponlion deganized under the laws of Dekawvare (inehay referred to as “Asahi, and
Rricason AB, a corporation organized under the laweof §Sweden fhelmw referred iv as "EAB",
aed inciaied June 26, S074,

RECITALS:

Awuki is he owrter of ceriain fights,is ond interest in fechaical intellectual properly (halow
refecrad to-a¢ the “Aguki intellechual Property") used iy is business anemalions,

SAS desires to acquire all of Azuki's nights, Near inercel inthe Aaukintellectual Proparty
far used is iusiness aperadions.

NOW THEREFORE, for god and valuable congidenation, te receipt aid auficienay of which
are hersby acknowlaivedfhe Parlies hereby aqree- as follows:

4, The Asuki intellectual Property means the combination of ay and at achiward,
sopwights, processes, pafents, rade secrets, komediand other technical intelectual
property rights used or of value in the current or fulure ogewalion of Azukl’s business
operations.

2. Azuki hereby satis, assigns and vansters 16 BAR, ibs SUCCESS and assigns, any and all
night, fds anc interest|in are to the Aguil intelieciusl Property. and any and al causes ofaction for past, present, ane future infsngement of auch rights
a. This transferis effective as of the dale frat written above.

  4. ‘TRe purchase price for the Azukiintellectual Propertyis US EAS shailpay the purchase prine fo Azuki through the sormal Eresenn inercompany payment
HPOCRCUNES, BS HTOIINY Ae Re redainably ooesibla, |

S Aaukl shal take ouch other actions as are requested by EAto evdenoe the faneactions
duacnbead inthis Agraament and Assignment Asuil siaell provide, at BAD s direction, such
senor or other Res, dia bases, code or other information iiy Such form: ard a? such tines8 EAR shall romaonably request,
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AGREEMENT onAEE
CREeeeee mee ;

okBon241928: SS™— “PRae Retranas
1eeeeeennnnnneneverrmnnnennsnnnrnnsyansnaannnnnnsnnnasesnsesaanscanniannnnnnnnn 

§ SAB shall defend and Indemmlly Auk! rany claim, sulle or proceeding Drought against
uk alleging that the use of the Aguld Iniglentual Properly infrriges any inlellactual grogerty

right of a third party. Asuhi shall orwanily notify EAS ef any such claim, eull or proceeding,
allowEAS tp cantral fie defense hersol, and ooogersie with EAS inthe defense of théclaim,
oult oF proceeding.

IN SASTNESS WHERECIF,the Parise herato cause thie Agnemmnant and Assignment to bs
axaculed onor befons the date Hrs writen above.

i

AUS! SYSTEMS, INC. ERICSSON AB ivi e

 Name:

By

Name:
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} Shacked 
t

|
Aguki Technology Transfer Agreemant and Assignment

This Agukl Technology Transfer Agreement and Assignment is by and bebveer: Azuk! Systems
Ink. ag cormoration organized uncer the laws of Delaware (belowreferred to as “Aruid) ari
Evicason AB, s corporation omaniced urwier the lawe of Swerlen (slow referred tras |“EAR=,
andis dated June 25, S044,
RECITALS:
Azul) is the owner of certain nights, fife and inerest in technical intellectus! praperty (pelow

referred to ae fhe “Azuki Intellectual Property") used in iis business operations.
EAB desires fo acquire all of Azuki’s rights, ide and inigrest in ihe Aguki Iniatiectual Pragerly
forusein its business operations.

NOWTHEREFORE, for good and valuable consideration, the reosin( and sufficiency of which
ale hereby acknowledged, the Parles hereby agres as follows:

1, The Azuki intellectual Property means the combinalion of any andall sofiware,
copyrights, processes, palents, trade secrets, know-howandother fechnical inbevootinal
peaperty rights used or of value in the current orflue operation of Azukl’s buginess
Speradons.

2) Azubi hereby celle, aeaigne ard traneters ta EAS, iseSuccess and assigns, eesy and allnighty“tie @red ittereat in and to the Aruki intelectual Property, and any and all causes ofaction for past, present, and future infringement of suchghts.
i

3 This transfer ls effective as oMihe datefret written above,
 
 

EAB shall

HeaNny payment
4, The purchase pricefor the Acuki Intellectual Property is USSpay the gurshage pricg in Azathraudh the normal Ericsson intero
procedures, as promptly aa is reasonably pasaible.

 Auld shail ioke euch other actions ad are requested by EAS fo exidenc: the transactions
describedin this Agresment and Assignment. Azubi shall provide, af EAD's direction, such
electronic or other files, data bases, cade or ather information in such form and at such times
ae EAR shall reasonably request,

 
AE ge

?view 
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Exiossan intemal

Pamtared(site soties

snsevnnneennennnfuintnnnennnnnntnanennnnnnnininannan“Raped 
 

ced
&! GAR shall defend and mdemmnity Azuil i any claim, multe or proceeciag brought agains
Aeuki alleging that the use of the Acukl Intellectual Property infringes any intellectual properly
Nght of @ third party. Acuki shall promptly notify EAB of any such claim, Sut or proceeding,
allow EAS ie control the defense thereof, and cooperate with EAS in the defense of the claim,
salt or proceeding.

iN| witness IWMEREOESthe Parties hereto cauae this Agreement and Assignment to be
executed or ar before ihe Sete fret written above.;

AZUK:roGy. Ne ERICSSON AB5Ge.ASee SOenerteeereenennnnntennninnsinesennnnnnn
 

  

Name: ieco und fyCesean! Name

BK By. —

Name: DETRcement
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Electronic Acknowledgement Receipt 

23754050

Confirmation Number: 

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

 

First Named Inventor/Applicant Name: Kevin J. Ma

Customer Number: 47654

remreven Ware Semith/Kathoyn reps
Filer Authorized By: Steven Ware Smith 

Attorney Docket Number: 1082-018,002

Filing Date: 30-APR-2014

Time Stamp: 13:52:39

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

P43758- 1449734

Application Data Sheet US3_2015-10-12_15-9598Sup
plemental_ADS.pdf 7105 1646brcceAadlyc76ecce849e34cdd 9fcd381e

i e
Information:
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This is not an USPTO supplied ADSfillable form

P43758- 1216832

US3_2015-10-12_15-9598_PoA
_and_CoA.pdf 2c78d2c951130a7dd8e372eebe5012fae267

Multipart Description/PDFfiles in .zip description

DocumentDescription 

Changeof Address
 

Powerof Attorney
 

Assignee showing of ownership per 37 CFR 3.73
 

Powerof Attorney
 

Assignee showing of ownership per 37 CFR 3.73

 
This Acknowledgement Receipt evidences receipt on the noted date by the USPTOof the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

 

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application asa
nationalstage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTQIAAS 82-49
Approved foruss hemaGATOR. DAE GaSe

&. Patent andester& Biko,BS DEPARTMENT ¢OF COM:
 

  

 
   
 
 

@: PAR788-3

t
it{

reasSasannnnnananannnnannnnnnannnsit{
t
14/288,268

 
 

 
  

Apslication Date Shest 87 CFR 1.76
  
 

  

 ‘Hée of Invention[|METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE JADED DELIVERY

t Phe apglication dala wheel is part af the provisional ar nonprovisional analingiion for whist His heleey suberdt he fotewing Boe
tidiogsaptde dale wcreanged in a fonda) apecifed bythe United Slates Patent and Traderiark OMfice as oullised inay GFR 17S,
This dbcument may be aumpleked elcvrodically and suleniSed io the Offoe ia elacinasin focal uaieg the Electronic Fiing Systum (EFS) or the
docurtantmay be prinied and inchedin g paper Med aplication.

   
 

Sspsnenanennnnnnnnanenenacea 3
Sanne ihe i  

 
ae

 

   peevennneennnnanneanAARAARLARRN

Secrecy Order 37 GFR §.2
~" < HeeeeeeeeeeeeeeeeeeeeaeaeR caeo®Peace?BAIPTSohDeerePiessdFaniolpadbeet

Porlinns or ail of ihe apiplication acencisted with the Apmlication Date Sheet mayfall under & Secrecy Croer gursuant {0 |
PR O.2 (Raper fiers only. Applications thal fell under Secrecy OrdermaynotbeTied sigetronically.}

inventor Information:

 peorerneers  

  

 i inverter 4
Lagal Name

Kavie

“Resklence lniaromtion Select One} <

 

 

   Middle Name \ Family Name
“Tt Ma

a) US Seeidency a Non US‘Reaidency oyaetve US Millary Seivice
StatelProvince bONH

 
 
 

  
 
 
 

 

| Sulhini
 

  
  

   
City | Nashusnanennancenntbananennns    

 

  | Ceuntry of Resklencd

MailingAddressofinventor:

Adiivves 7

Address 2

ity
Postal Sods

 

sie Des

  

  

   
 

  
 

 
  

; State/ProvinceuyUOCCODD anenennnendnenene

PuusCanaritry|:
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   | inventor 3
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BYEMBINTS (125 33

Aporoyed for Abe EWASBE. Dee OES oe
 

 LES. Patent a

BS PRSSEAS BOFOBOST LO POSH & coNeutian of ity  
 
 

 

Linder tha Pagenwork Bereotion Ast of

 | 18/288,358

OVER-THE-TOP LIVE MIGEG DELIVERY METHOD AND SYSTEM FOR SECURE
  

 

 POPAPPRPRRADEERREEREPRDEEEET
ETOAEAAAALN

 

frity | Andover State/Province | Ma | Sountey of Rasiidencd |ceeeernenenennnnetannmatnnnaiannmannnnninne eerieutoleRRRRRRttraAtanaan AAAARAMAAANRARANAAACOONes neseapenonenns ereneteehiciierrie
iNailingAddress ofinventor:Sennenttttngnnnnna

Addresa {

Address 2

city i Andover State/Pravings

i Postal Gade o1sto | Country! Uspacecennneenengennnnennnnnn eeneeeneeenreeetcbeegeenngneee= eaves eeehe

  
  
 
 

 
 

 Al inventors Must Be Usted - Acidiionalinventorinformation Slocks may ke
genented within this form by selectingthe Add button.

Correspondence information:AAAARAAANAAAAannnnnannanabnannnnnnnn!

i Enter either Customer Number or camplete the Cormesnondence information section below.
i For further information sag 37 CFR -L3Sa).

  

 
|

 
 

] An Address is ®
'Gustomer Number saree 27045

| Ema Axigress:

 ingfrovided far ihe corresponeance information af this amication,
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Application information:—  

Tileofthe Invention | ME ETOP LIVE VIDEO DELIVERY
AttormayHackett Number!
Application TypeQernennnnn —
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  “Total Nuniey of‘Drawing Sheets af any) 3 |Suggested Figure for Pu bileationiany) |‘ 
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apgdicetion garners inciusliag 4a ypeciiverion and any drawings are Sxainy4) Sed. Any domestic beneiit or foreign prarhtyiinfarration pias be
seavidied In he appropriate sections} belawy (a, “Tlomestic Serelit/Nationsl Stage information and‘Porelgn Priorityinformation’),
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AapiicnaionAuaier oF Le pesvicishy 7 Hing date{ee.“BLS Inbeliechaal Syowe
Hedaplication :

 atheccrecerecereeraneranecenee,
 

» AUtHOreyor Country
} i t i ; 5; 4   at 1necenervevedenpaveeevateeeUEREELtetaseoenanaaanannnanatanmenancna ett

Publication information:
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CFR4,219)" Raguast Sart ‘ Publication (Feu regu    
 
  

Request Not to Publish. 1 neresy requestthat iheattached application nolbe published under
my aS USC. 12oib) arucertify grat the Invention disclosed in the attached application hag nat and will mot he thesubjest of an apgiicalion fed in anotier country, cr under sa mulliateral infemational agreamant, ial raquings

sublicationat aighteert rnanthsafer Akag.
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PYOIMARAS CTS

Approved Beiasees Shrough SUSUaok. OOS OSSOZ

  
 

 

Under the Paoawark Radvotion Ag of TG,no persoata rained iy easgoid fy a ot

TH akat! MeL FAd7SS-UIGSApplication Date Sheet 3? CFR 76 - an .ois
Tide of invention | METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY
  

Risoresentatve infornaiinn eshaukt be orowided for all practiignere having a power of attorney im {he Bapkcatin. Proving
{ this informationin tie Appidation Date Ghee dees nol consiliuie a power of atlameyin the anolication (see 37 CFR 1.32),
iSshar anier Qustomer Nurnber or complete the Representalive Name section below. f bath sectans see comgintes ike customer

pMumber wilibe usedforthe Hegresatalive Iniomiaien during processing, :
  

  isaee Select One i Castamear Number
| Customer Number ierery’ 337045eeeenternnareerERR.

.US Patent Praciitione5]  bennnees 
 
 

 Domestic Benefit/National Stage Information:
This sectionallows for theapp!canttaeither claims benef under $5 US.C. T3968, PSG, 121, oF 385k)orindicate National Stage
isatey from2 SCT application, Providing the hdcemation i the anslicatian date sheet constitutes the specific reference required
thy 38. UR... Me} ay 120, anc $7 CRS 178:

18nreferring te the curenf agpiication, please imave ihe application number blank,
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Foreign Priarity information:
 

Lani yantion eilows for the applicant io claim priorityto a foreign appiimation. Providingthis infhanation in the application data sheet
icanstitutes the claim for nriovie ma raquinad by GS USO. 149th} asd Gf GFR 7$6ed). Whenprinilyis cigimed io 9 foreign apaiication
Lisaal ig. aligibis far neiriavel ummier the gHantydescomer aguntange program (PRYthe ivftermadian wil be used by the Office te
autonrStically allan! fegieval Qursuant to 37 GFR Lekhyt) and 2). Under ithe POXprogrant, apoligant bears ihe uhiviat
leeaponssitiity inc anauing ted a copy of the fucwignapplication is receivedby the Ciiftoa dam the paricating foreign imaliectual
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U.S. Paton aad Thadsnt AuLS. DEPARTMENT OF COM
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 Papernodd Raducdars Act of TESS, NO paraans Bee   

 

 
 

i eas -
i Application Data Sheet 37 CFR 1.76{ Taalonion Numor d256388
i THhe af Invention irMETHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE WIKKED DELIVERY

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File} Transition
Aggsiications

  iis amdication (fs ar the benefit af an anclication fled before Merch74, 2573and(Gyalsa
i contains, ur ouritgiried at any itime, 3 claim ic a claimed invention thet has an effectivefing date on or afer March
OP 46.2048,

NOTE: Sy sroviding this statement under OY CFR 1.88 ar 1.75, dda applination, with a fing date or or alter Marsh
46,2 be examined uncer the fret inventor tofe provisions of he AIA,
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Authorization fa Permit Access:
 

 

rm autho ation 6 PennitAccess io the inetant Application by [hs Partibaitingoffices |
 
   

  

ii checked, Ie Underaignee herebygrants the LE rly(© pease Me Burepes
the Japan Patent Cifieg (IPCR, the Korean Intellectual Property oMfics (KPO), the Wild iniellectoat Property Office (AAPO),
and any otheriniatiestual praperty cNiogs inwhich a fomign anplioating ohaiming grierty to the instant patent application i
is fled aoness to ths inetand patent applica!tion. Sane SF CER 1.14(0) and {h), This box should nat be checked fie applicant :
doce nat wish the EPO, JRO, SHO, JAIRO), or ofher intedigctual property office in whieh a foreign appliostion claiming princty
Hu the inglant patent! appliontion ia Gedfo aXe acoaSS ie theinstant patent aotcatan,
i

iin aononlance with 37 CFR 1 14(865), access wil be prowded ie 8 copy af ihe ineiant paar! apoiication with respectHee te the instant patent apphcaivas-Sied: 2) any foreign aoaiioation to which ihe instant patent applivativn
‘gtaireysa priory udder 35 U.S.C. 4 4Owjid<) # a copyof the foesign applioation that satiavies tha carified capynaquirarnent af
iw OER £85 hee been Medin the insinal patent applications and 3) any U.S. apalication-se-filed from which beneis
igought|in the instant patent appiestion.

dn aocordarce wilt BF CFR Li4(c}, acooga may he provides fo Inturmation conseming the date o (Hing this Authorization,

 

Applicant Information:

Providing sasignmart information iny Ms section does mot substitute lor compliance with any requirement ai ari 9 of THs SY of CFR
fo HAVE AN ASHSaignriadt4recordedby the Offine.
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PIOMMAIS (42-73)
Apirivend forage enugh SHOWIN, TIME G5S4.00S2

NG. Patent and Trademark OMe NEPA COMMERCE

Under ihe Paperwirs Reduction Ast of S355, na parsoe areERSTEto respond te& COREGHEES wintomatian isrtass 8 
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itaR a ihe name and addrasa of ihe assigned, person is whorn the Inventor le ander an obligation fo assign ihe invention, af person
hwha thawingshows cuffigion! gropcislary interestinihe maier whe is the angloant andar ay OFR 448. iH ike applecard i$ OnLapplicant under 3? GFR 748 Gassignme, parc to whom the inventar ie oGligaind ta agsign, or person whe athensian shows suvficignt
ipraprietary interest} tagedher with one or meng joiinventors, then the joid invertor or imeeniors who ace alse the ayantcant shoudbe
Tolendfiad in this asction,

{@} Assignee C} Lagel Repmseniative under 38 U.S 1T

Ni"}) Pergan te whan the inventor ja obligated to assign. KO Parson whe shows sufficient proprietary iferest i
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PPQVAMNTE (189.8)
Aunownd for use irons GVSE0d4, TRIS 6693-0032

us. Patersae Feadematkones we8» BEPARTRENT OF CEAMERCE  

 
 

 
  
 

isneerihe Papsreock Raduetion 2 x ae1

   
   

Slven Name : Middle Name
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MatlogAddressinformation Faror Assignes nchudingNoo-ApplicantAssignee: .
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“Causity!
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ig formMUSE Oegrad in accordance wih S7 OFR138, See 8f CFR 14 for signature requisamanis are
ais.  poetneg poem

Date2yeyMME DOi! 2075-46-12
Regisiration Number 164176

 neceremvbenrrennerterrence!
;| Ronald 

 
 First Name   

Additional Signa@lure riay be generated within this formby safecting ihe Add button.

This collection of Informatio is fequirad by SF CPR LIB. Ths information ia required te obtain or ntigin a benefit by the cublio which
ig 1g Aieiaan Sy the USPTOte oracess} an agglication. Confidaritigity js gov iby S& U.GAS. 128 and SY CHR Lid Tits

feution is ewlimated i take 33 minutes te coripads, inauding gattierng, preparing. and submitting the compieiad application data
aheat fart:ie he USPTO: Thive wit vary depending upon the individual case. Asy comments an the amount af fe you require be

soviaghete this fori andver augmeations for raducing tis bunten, shouted De sant ip ihe Chief information Otcer, 0.9. Mater and
Jrademark Oificg, US: Dagarirment a Commerce, PaBos 1450, Alevandia, VA 2237S. 1830. DO NOT SEND FEES GS
COROLETES FORMS TO THIS ADDRESS. SEND TO: Conweigener for Patents, PLO. Box #486, Aipxanina, WA 22372-1380,
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PTO/ALA/EG (07-12)
Aporoved for use through 14/80/2014. OME 6651-0035

US. Patent and Trademark Office; US DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Aci af 1995, no persons are required te respond io a collection of information unlessit displays a valid OMB control number.

i POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO |

i hereby revoke all previous powers ofattorney given in ihe application identified in the attached statement
under 37 CFR 3.73{c}.

Phereby appoint:
Practitioners associate

Regisiration
_ Number _

As atiorney(s} ar ageni{s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according ta the USPTOassignment records or assignments documents
attached to this form in accordance with 37 CFR 3.73(c).

Firm or
Individual Name

Address

City

Country

Telephone

Assignee Name and Address: ficsson AB
Torshamnsgaten 23

Stockholm, Sweden S

A copy of this form, together with a statement under 37 CFR 3.72(c} (Form PTO/AIA/96 or equivalent) is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73{c}) may be completed by one of
The practitioners appoinied in this form, and must identify the agplication in which this Power of Attorney is fo be filed.

SIGNATURE of Assignee of Record
The individual whose signature and ite is supphed belowis authorized to act on behalf of the assignee

Data October 12, 2015

Telephone 972-509-5799a| ii i i i i i i i i

|

i i

|

i i

©|

i i i i i i i i i

by tha us TOOto OCESS} an ication. Cor is govemedbyy 28USC. 422arne a7 CFR 4.iM and 1.44. T nallection is estimated to take S minutes
to complete, including gathering, preaaring, and submi the completed application formte the USPTO. Time will vary depending upontheindividual case. Anycomments on the amount of time you require to complete this form and/or suggestions for reducingthis burden, shauld be sent ta the Chief information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENG FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Comimisstoner for Patents, P.O. Box 1450, Alexandria, VA 22313-14450.

 
 

If you need assistance in completing the form, call 1-800-PTO-9199 and aelect option 2.
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Apolicant/Patent Owner:

TOVAIAVSS (GS-1 2}

ihreugh 01/31/2013. OME 0651-0034
US, DEP ARTMENT erCONMERGE

 
Approvedfor use

nd Trademmiar?

STATEMENT UNDER 37 CFR 3.73{c)
Ericsson AB

Application No./Patent Ne.: 14/266 368
| Titled: VERYMETHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DEL!

me of Assignee} €.g., corsoration, partnership, university, government agency, etc.)

2, Sor 4 below):| states that, for the patent application/patent identified above, it is (choose one cf options 4,

1. ] The assignee of the entire right, title, and interest.

n assignee of less than the entire fight, ttle, and interest (check applicable box}:

|_| The extent (oy percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the inferest must be submitted to account for 100%of the ownership interest,

The other parties, including Inventors, whe together own the entire

nooo

| There are unspecified percent
right, title and interest are:

ages of ownershig.

Additional Statemeni(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. [| The assignee of an undivided interest in the entirely (a complete assignment from one of the joint inventors was made)
| The other parties, inc!luding inventors, who together own the entire right, ttle, and interest are:

Additional Statement 8) bythe owner(s) holding the balance of ihe int {ic account for theentire
right, title, and interast.

i [J The recipient, via a court proceeding or the ke (9.g., bankruptcy, probate), of an undivided interestin ihe eniirely (a
| complete transfer of ownership interest was made}. The certified document(s) showing the transfer is attached.

| The interest identified in option 1, 2 or 3 above (nct option 4) is evidenced by either (choose one of options A or B below):

PA fi An assignment from the inventor(s) of the patent application/oatent identified above. The assignment was recorded in
which a copythe United States Patent and Trademark Office at ReelJFrame, or for whic

thereofis attached.

n/patent identified above, to the current assignee as fallows:B. i= A chain of title from the inventor(s), of the patent application
To:1. From:

The document was recorded in the United States Patent and Trademark Office at

ee! , Frame _ of for which a capy thereof is attached.
Ta:

the United States Patent and Trademark Office atThe document was recorded in

_ of for which a copy thereofis attached.
GS

Frame |

  
 

 
 

(and by the USPTOto
s ta complete, incl cg8 he amount

oer, US. “Patent and Trademark
-OAMS TO THIS ADDRESS. SEND

  reiain a beneiitiby the public whichaction is
 

  
 

 
 

 
jonof information is required by 37 GFR 3.73{b). Theintorr required to i

i ty is governed by 3B 15.6, 122 and < oR Vat and 1.44.
pleted application formta the USPTO. Time will vary depending uport

auld be sent ta the Chief informationXO NOT SEN SOR COMPLETED

This collect
process} an appli

gathering, prepar 3af time you reauire ta complete this form and/or su  
tions far reduci 

 Cig tof Commerce, P.O, Box 1450, A Offica, US. Depart
JO: Commissioner for Patents, P.O. Box 1450, Alexandria. VA 223343.7459.

{you need assisiance in compleling de form, call 1-GO0-PTO-9199 and select option 2.
J
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Urider the Paserwork Reduct

PTOVAIAIGS (08-12)
OMB G68 14-0034

ENT OF COMMERCE
204

 
 

The document was

Reel

§ 4. From:

United States Patent and Trademark Office at

The document was

_or for which a copythereof is attached

_ for

corded in the United States Patent and Trademark Office a

Reg| , Frame _ of for which a copythereofis attached

To:

The document was recorded in the United SStates Patent and Trademark Office at

The document was

U]

Reel,Frame_or for which a copythereof is attached

oO:

Reel

recorded in the Unitedrag o>

, Frame

1

 fates Patent and Trademark Offices at

Additional documents in the chain of title are listed o

OT{

on

_of for which a copythereofis attache
n

As required by 37 CFR 3.73{
as

c}

a supplemental sheetis).

1G), the documentary evide
Le

signee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

{Roger S. Burieigh/

e of ihe chain of tile from the original owner to the

[NOTE: A separate copy (.e., a true copy of the original assignment documenti(s)) must be submitted to Assignment

The undersigned {whose title is supplied below) is authorized to act on behalf of the

Signature

Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08}

Roger S. Burleigh
I Printed or Typed Name

 
ssignes.

October 12, 2015

Secretary, Ericsson AB

Title or Registration Number
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Attorney Docket No.: P43758-US3
EUS/GJ/P: 15-3652

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Kevin J. Ma,et al. §—Group Art Unit: 2433
§

Application No: 14/266,368 § Examiner: Hoffman, Brandon 8S.
§

Filed: April 30, 2014 § Confirmation No: 9269
§

Attorney Docket No: P43758-US3
Customer No.: 27045

For: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO

DELIVERY

Mail Stop AMENDMENToo, CERTIFICATE OF MAILING OR TRANSMISSION

Commissionerfor Patents | hereby certify that this correspondence is being
P.O. Box 1450 deposited with the United States Postal Service with. sufficient postage for First class or Express mail in an

Alexandria, VA 22313-1450 envelope addressed to Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450, or being facsimile
transmitted to the USPTO at (571) 273-8300 or being
transmitted via EFS-Webon the date indicated below.

Date: Auqust 26, 2015

Name: Kathryn Lopez

Signature: /Kathryn Lopez/

   
Dear Examiner:

Responseto Non-Final Office Action

REPLY UNDER37 CFR § 1.111

In response to the Non-Final Office Action dated May 26, 2015, Applicant

submits the following remarks and/or amendments on or before the expiration of the

three-month shortened statutory period for reply (August 26, 2015). If any extension of

time for this Response is required, Applicant requests that this be considered a petition

therefor. The Commissioner is hereby authorized to charge any additional fee to

Deposit Account No. 50-1379.

1.) The Specification has been amended and begins on page2 of this paper.

2.) Remarks/Arguments begin on page3 of this paper.

Page 1 of 3
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Attorney Docket No.: P43758-US3
EUS/GJ/P: 15-3652

Amendmentsto the Specification:

Please add the following new paragraphafterthetitle of the application ending on line 2

of page 1:

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority to U.S. Application No. 61/500,316, filed June 23,

2011, and U.S. Patent Application No.: 13/530,997, filed on June 22, 2012 now U.S.

Patent No. 8,751,807. The content of the above applications are incorporated by

referencein their entirety.

Page 2 of 3
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Attorney Docket No.: P43758-US3
EUS/GJ/P: 15-3652

REMARKS/ARGUMENTS

1.) Status of the Claims

Claims 1-20 are pending in the application. Favorable reconsideration of the

application is respectfully requested in view of the following remarks.

2.) Examiner Objections — Specification

Applicant has amended the Specification to address Examiner's objection.

3.) Allowable Subject Matter

The Applicant gratefully acknowledges the allowance of claims 1-20.

CONCLUSION

In view of the foregoing remarks, Applicant believes all of the claims currently

pending in the Application to be in a condition for allowance. Applicant, therefore,

respectfully requests that Examiner withdraw all rejections and issue a Notice of

Allowanceforall pending claims.

Applicant requests a telephonic interview if Examiner has any questions or

requires any additional information that would further or expedite the prosecution of the

Application.

Respectfully submitted,

/ Ronald S. Liu, Reg. No. 64,170 /

Ronald S. Liu

Registration No. 64,170
Date: August 26, 2015

Ericsson Inc.

6300 Legacy Drive, M/S EVR 1-C-11
Plano, Texas 75024

(972) 583-8512
ronald.liu @ericsson.com

Page 3 of 3
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Electronic Acknowledgement Receipt 

23313756

Confirmation Number: 

Title of Invention: METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

 

First Named Inventor/Applicant Name: Kevin J. Ma

Customer Number: 47654

remreven Ware Semith/Kathoyn reps
Filer Authorized By: Steven Ware Smith 

Attorney Docket Number: 1082-018,002

Filing Date: 30-APR-2014

Time Stamp: 11:36:23

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)
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US3_2015-08-26_15-3652Res
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Multipart Description/PDFfiles in .zip description

DocumentDescription

Amendment/Req. Reconsideration-After Non-Final Reject

Specification

Applicant Arguments/Remarks Made in an Amendment

 
Warnings: 

Information: 

Total Files Size (in bytes)

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submissionto enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www .uspto.gov

 
 
   APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO. 

14/266,368 04/30/2014 Kevin J. Ma 1082-018.002 9269

BAINWOOD HUANG & ASSOCIATES LLC |
2 CONNECTOR ROAD HOFFMAN,BRANDON S

WESTBOROUGH, MA 01581

2433

05/26/2015 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
 14/266,368 MA ET AL.

Office Action Summary Examiner Art Unit AIA(First Inventor to File)
BRANDON HOFFMAN 2433 StatusNo 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY|S SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED(35 U.S.C. § 133).

Anyreply received by the Office later than three monthsafter the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)] Responsive to communication(s) filed onApril30,2014.
(-] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon__

2a)L] This action is FINAL. 2b) This action is non-final.
3)00 Anelection was made by the applicant in responseto a restriction requirementset forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4\[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordancewith the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5)KX] Claim(s) 1-20 is/are pending in the application.
5a) Of the above claim(s) ___ is/are withdrawn from consideration.

6)X] Claim(s) 1-20 is/are allowed.
7) Claim(s)__ is/are rejected.
8)L] Claim(s)__ is/are objected to.
9)F] Claim(s) are subjectto restriction and/or election requirement.

* IF any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

 

participating intellectual property office for the corresponding application. For more information, please see

hito:/Awww.usoto.dov/patents/init events/poh/index.jso or send an inquiry to PPHieedback@uspto.qov.    

Application Papers

10)] The specification is objected to by the Examiner.
11) The drawing(s) filed on Apri! 30, 2014 is/are: a) accepted or b)(_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacementdrawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119

12)T] Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) All bb) Some** c) Noneofthe:
1..] Certified copies of the priority documents have been received.
2.1 Certified copies of the priority documents have been received in Application No.
3.0] Copiesof the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PGT Rule 17.2(a)).
™ See the attached detailed Office action for a list of the certified copies not received.

 
Attachment(s)

1) Xx Notice of References Cited (PTO-892) 3) TC Interview Summary (PTO-413)
, : Paper No(s)/Mail Date. :

2) Xx Information Disclosure Statement(s) (PTO/SB/08a and/or PTC/SB/0&b) 4 | Other:Paper No(s)/Mail Date 4-30-14. ) ther: _.
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20150512
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Application/Control Number: 14/266,368 Page 2
Art Unit: 2433

1. The present application is being examined underthe pre-AlAfirst to invent

provisions.

DETAILED ACTION

1. Claims 1-20 are pendingin this office action.

Information Disclosure Statement

2. The information disclosure statement (IDS) submitted on April 30, 2014, is in

compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure

statementis being considered by the examiner.

Specification

3. The disclosure is objected to becauseof the following informalities: the CROSS-

REFERENCE TO RELATED APPLICATIONSsection is missing. Appropriate

correction is required.

Allowable Subject Matter

1. Claims 1-20 are allowed.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to BRANDON HOFFMAN whosetelephone numberis

(571)272-3863. The examiner can normally be reached on M-F 8:30 - 5:00.
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Application/Control Number: 14/266,368 Page 3
Art Unit: 2433

lf attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jeffrey C. Pwu can be reached on 571-272-6798. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system,call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/BRANDON HOFFMAN/

Primary Examiner, Art Unit 2433
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Application/Control No. Applicant(s)/Patent Under
Reexamination

14/266,368 MA ET AL.
Notice of References Cited
 

Examiner Art Unit

BRANDON HOFFMAN 2433

U.S. PATENT DOCUMENTS

Page 1 of 1 
Document Number Date ae

Country Cade-Number-Kind Cade MM-YYYY Classification
S-2005/0060316 03-2005 Kamathet al. 707/009
 

  
*A copyofthis reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYYformat are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20150512
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Page 1 of 1

2) UNITED STATES PATENT AND TRADEMARK OTTICE
" UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
Www. TSpro. gov

 
BIB DATA SHEET

CONFIRMATIONNO. 9269

SERIAL NUMBER FILINGor. 371(c) GROUPART UNIT ATTORNEY DOCKET
14/266,368 04/30/2014 1082-018.002

RULE

APPLICANTS

Azuki Systems, Inc., Acton, MA;
INVENTORS

Kevin J. Ma, Nashua, NH;
Robert Hickey, Bedford, MA;
Paul Tweedale, Andover, MA;

Be CONTI N U l NG DATA KEREKRERERERKEEKERERERERERE

This application is a CON of 13/530,997 06/22/2012 PAT 8751807
which claims benefit of 61/500,316 06/23/2011

Kk FOREIGN APPLICATIONS KEKEKEEKRKEEKEKEKEEEKEEKERERE

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED**
05/15/2014

Foreign Priority claimed U) ves tno STATEOR|SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) canditions met LU ves (No Q) Metafter| COUNTRY DRAWINGS CLAIMS CLAIMSVerified and /BRANDON S

HOFFMAN/ NH 3 20 2
Acknowledged Examiner's Signature Initials

ADDRESS

BAINWOOD HUANG & ASSOCIATES LLC
2 GONNEGTOR ROAD

WESTBOROUGH, MA 01581
UNITED STATES

TITLE

METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

L) All Fees

L) 1.16 Fees(Filing)

L) 1.17 Fees (Processing Ext. of time)

 

 
  
 

 

FILING FEE |FEES: Authority has been given in Paper
RECEIVED |No._____———_—stto. charrge/credit DEPOSIT ACCOUNT

for following: L) 1.18 Fees (Issue) |
 

 

LI Other

C0 Gredit

   
 

BIB (Rev.05/07).

EX1002 - Page 72



EX1002 - Page 73

 
Dec code: IDS

Dec description: Information Disclosure Statement (IDS) Filed

14266368 - GAlbo2433,
Approved for use through 07/31/2012. OMB 0651-0631

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 

Filing Date 2014-04-30 

First Named Inventor|Kevin J. Ma

Art Unit |
Examiner Name

 

  
   
Attorney Docket Number | 1082-018.002 

 

 

  
 

 

 

 

U.S.PATENTS Remove

Examiner) Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae iy Patent Number Issue Date . Relevant Passagesor RelevantInitial No Code1 of cited Document :

Figures Appear

1

If you wish to add additional U.S. Patentcitation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner] .. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ate Cite No . Relevant Passages or RelevantInitial Number Code) Date of cited Document .

Figures Appear

1 20070038857 Al 2007-02-15 Gosnell

    
 

If you wish to add additional U.S. Published Application citation information please click the Add button. Add 

 

 

 

FOREIGN PATENT DOCUMENTS Remove

Nameof Patentee or Pages,Columns,Lines
Examiner] Cite|Foreign Document Country Kind|Publication Applicantofcited where Relevant
Initial* No|Number? Code? j Code+| Date PP Passages or RelevantDocument .

Figures Appear

1 2010108053 WO Al 2010-09-23|Azuki Systems,Inc. E]

2 2011026088 WO Al 2011-02-17 Azuki Systems,Inc. E]
     
 

If you wish to add additional Foreign Patent Documentcitation information please click the Add button Add 

  
NON-PATENT LITERATURE DOCUMENTS Remove 

EFS Web2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.H/
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Application Number 14266368 - GAU: 24383

Filing Date 2014-04-30

 

 

INFORMATION DISCLOSURE First Named Inventor|Kevin J. Ma

STATEMENT BY APPLICANT |. |
(Not for submission under 37 CFR 1.99)

 

 

Examiner Name

Attorney Docket Number | 1082-018.002
 
  
 

: . Include nameof the author (in CAPITAL LETTERS},title of the article (when appropriate), title of the itemExaminer] Cite oe : : :
at (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TSInitials No : : .

publisher, city and/or country where published. 

1 PANTOS ET AL., HTTP Live Streaming, downloaded from http:/Aools.ietf.org/htm|/draft-pantos-hitp-live-streaming-06, Ol
published March 31, 2011.

 

MICROSOFT CORPORATION, Using Silverlight DRM, Powered by PlayReady, with Windows Media DRM Content,
2 downloaded from http://downlaad.microsoft.conv/download/7/6/D/76D540F7-A008-427C-8AFC-BESE0COD8435/ [|

Using_Silverlight_with_Windows_Media_DRM-\Whitepaper_FINAL.doc, published November 2008.

   
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button Add 
EXAMINER SIGNATURE 

Examiner Signature /Brancon Hoffman/ Date Considered 05/12/2015ity    
*EXAMINER:Initial if reference considered, whether cr notcitation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

 
1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.

 
 

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.H/
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Application Number 14266368 - GAU: 24383

Filing Date 2014-04-30

 

 

INFORMATION DISCLOSURE First Named Inventor|Kevin J. Ma

STATEMENT BY APPLICANT |. |
(Not for submission under 37 CFR 1.99)

 

 

Examiner Name

Attorney Docket Number | 1082-018.002
   
 

 
CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to makethe appropriate selection(s}:

That each item of information contained in the information disclosure statement was first cited in any communication
[_] from a foreign patent office in a counterpart foreign application not more than three months prior to thefiling of the

information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[_] See attached certification statement.

[_] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[x] Acertification statementis not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d} for the
form of the signature.

Name/Print Registration Number 36,699 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

 
EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.H/
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14266368 - GAU: 2433

Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Cffice is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

8. A record fram this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.

 
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.H/EFS Web 2.1.17
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EASTSearch History 

EAST Search History

EAST Search History (Prior Art)

Default {Plurals ‘Time
|Operator{jStamp

cense near server

ey near rotation

  
1 and 22 and 23 and 24 and

425 and 26 and 27

    
EAST Search History (Interference)

< This search history is empty>

5/18/2015 3:28:22 PM

C:\ Users\ bhoffman\ Documents\ EAST\ Workspaces\ 14266368.wsp

file:///Cl/Users/bhoffman/Documents/e-Red%20Folder/14266368/EASTSearchHistory.14266368_AccessibleVersion.htm[5/18/2015 3:28:24 PM]
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Application/Control No. Applicant(s)/Patent Under 
 

Reexamination

Index of Claims 14266368 MA ET AL. 
 

 
     Examiner Art Unit

               BRANDON HOFFMAN
 
 

  
(J Claims renumberedin the same order as presented by applicant LJ CPA O T.D. C1] sR«.1.47

CLAIM DATE

eeee
ef
 

 

 

 

 

 
     
U.S. Patent and Trademark Office Part of Paper No. : 20150512
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search Notes 14266368 MA ETAL.

BRANDON HOFFMAN 2433

CPC- SEARCHED

CPC COMBINATION SETS - SEARCHED

                     

 
 

 

Symbol | Date | Examiner 

US CLASSIFICATION SEARCHED

|Class|Subclass|Site|Examiner|
168 - with keyword limiters 5-12-15

SEARCH NOTES
 

Search Notes Examiner 

inventor name search

see attached EAST search notes

 

 
 

 

INTERFERENCE SEARCH

 US Class/ US Subclass / CPC Group|Date|Examiner|CPC Symbol
 

 

/BRANDON HOFFMAN/

Primary Examiner.Art Unit 2433

 

U.S. Patent and Trademark Office Part of Paper No. : 20150512
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UNITED STATES PATENT AND TRADEMARK OFFICE TINITED STATES DEPARTMENT OF COMMERCE
United States Patent and 'lrademarkOffice
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

 
 ‘APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO/TITLE

14/266,368 04/30/2014 Kevin J. Ma 1082-018.002
CONFIRMATION NO.9269

47654 PUBLICATION NOTICE
BAINWCOD HUANG & ASSOCIATES LLC

2 CONNECTOR ROAD AMT000000070322349
WESTBOROUGH, MA 01581

Title:;METHOD AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

Publication No.US-2014-0237243-A1
Publication Date:08/2 1/2014

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http:/Awww.uspto.gov/pattt/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon paymentof the appropriate fee set forth
in 37 GFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reachedbytelephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450orvia the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the
dates of receipt of correspondencefiled in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to accessthis status information is currently htto://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS

 
 

14/266,368 04/30/2014 2431 1600 1082-018.002 CONFIRMATION NO.‘e269
47654 FILING RECEIPT
BAINWOOD HUANG & ASSOGIATES LLG

2 CONNECTOR ROAD AACA(00000006846 700
WESTBOROUGH, MA 01581

Date Mailed: 05/15/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
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(57) Abstract: A live streaming system/method provides cross plattorm live streaming capabilitics to mobile devices. A file for-
mat compatible with legacy HTTP infrastructure is used to deliver media over a persistent connection. Legacy client media players
can dynamically change the encodedrate of the media delivered over a persistent connection. Standard IITTP servers may be used
without modification, leveraging standard media players embedded in mobile devices for seamless media delivery over wireless
networks with high bandwidth fluctuations.
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METHOD FOR SCALABLE LIVE STREAMING DELIVERY

FOR MOBILE AUDIENCES

BACKGROUND

The invention relates generally to the field of streaming media, and more particularly

to the streaming of live media in a scalable and flexible manner.

Available bandwidth in the internet can vary widely. For mobile networks, the

limited bandwidth and limited coverage, as well as wireless interference can cause large

fluctuations in available bandwidth which exacerbate the naturally bursty nature of the

internct. When congestion occurs, bandwidth can degrade quickly. For streaming media,

which require long lived connections, being able to adapt to the changing bandwidth can be

advantageous. This is especially so for streaming which requires large amounts of

consistent bandwidth.

In general, interruptions in network availability where the usable bandwidth falls

below a certain level for any extended period of time can result in very noticcable display

artifacts or playback stoppages. Adapting to network conditions is especially important in

these cases. The issue with video 1s that video is typically compressed using predictive

differential encoding, where interdependencies between frames complicate bit rate changes.

Video file formats also typically contain header information which describe frame

encodings and indices; dynamically changing bit rates may cause conflicts with the existing

header information. This is further complicated in live streams where the complete video is

not available to generate headers from.

Frame-based solutions like RTSP/RTP solve the header problem by only sending

one frame at atime. In this case, there is no need for header information to describe the

surrounding frames. However RTSP/RTPsolutions can result in poorer quality due to

UDPframe loss and require network support for UDP firewall fixups, which may be viewed

as networksecurity risks. More recently segment-based solutions like HTTP Live

Streaming allow for the use of the ubiquitous HTTP protocol which does not have the frame

loss or firewall issues of RTSP/RTP, but does require that the client media player support

the specified m3u8 playlist polling. For many legacy mobile devices that support RTSP,

and not m3u8 playlists, a different solution is required.
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SUMMARY

A method and apparatus are disclosed for delivering live content (live video and/or

audio) as streaming media overthe Internet to mobile devices in a device- and operator-

agnostic manner. Currently, mobile video broadcasting either uses a built-in capability

whichis specific to a particular cell network operator or requires a device-specific

application download. The disclosed technique may be used with a standard web-browser

and. delivered via the Internet to any mobile device in a mannerthat is independent of any

particular ccll network operator. The technique can efficiently scale horizontally to a large

numberof endpoints (mobile devices). In addition, a capability for automatically saving and

viewing earlier segments of the stream is also provided. Overall, the disclosed method and

apparatus providethe ability to deliver, in a scalable and cost-effective manner, live and

time-shifted streaming of content over the Internet to mobile endpoints.

In one general respect, a disclosed system includes functions of recording,

transcoding, and distributing live content or media. A recording system captures the live

stream andtranscodesit to various mobile device formats such as 3gpp, WMV, MOV,etc.

and may dynamically segment a copy ofthe live stream into "chapters" for time-shifted

viewing. Segments may also be used to support downloadingat selectable data rates. The

transcoded data is stored in a file system. A distribution subsystem provides distribution to a

large numberof endpoints in a highly scalable manncr. In particular, a distribution trec may

be employed for which the number N of endpoints is less than or equalto F*, whereFis the

“fanout" or number ofbranches exiting each node andhis the height (numberoflevels) of

the tree. Note that h grows only logarithmically in relation to N.

In another respect, the disclosed system records data into segments, in a plurality of

encodingsin a plurality of formats, to support a plurality of heterogeneousclient devices. In

one embodiment, the source video is transcoded into a plurality of different bit rate

encodings, which are written into separate files in segments. In one embodiment, each bit

rate encoding maybe stored in a plurality of file formats. Each format is written to a

separate segmentfile. The different bit rates may be used to support heterogeneousclient

devices generally, as well as provide the ability for adaptive adjustment of the bandwidth

required for downloading to tailor operation to changing nctwork conditions, improving

overall system performance.
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages will be apparent from the

following description ofparticular embodiments of the invention, as illustrated in the

accompanying drawings in whichlike reference characters refer to the same parts

throughout the different views. The drawings are not necessarily to scale, emphasis instead

being placed uponillustrating the principles ofvarious embodiments of the invention.

Figure 1 is a high-level block diagram of a system for delivery of live content

streams to a number of mobile devices;

Figure 2 is a block diagram of the system of Figure 1 showingdetail of a live

streaming system component;

Figure 3 is a block diagram of a system whichis capable of conducting procedures,

in accordance with various embodiments ofthe invention;

Figure 4 is a diagram ofa live stream recording and segmentation server, in

accordance with various embodiments of the present invention;

Figure 5 is a diagram of a segmentfile format, in accordance with an embodiment of

the present invention;

Figure 6 is a diagram of a native RTSPlive streaming client capable of viewing live

segments, in accordance with an embodiment of the present invention;

Figure 7 is a diagram of a native HTTP live streaming clicnt capable of vicwing live

segments, in accordance with an embodimentof the present invention;

Figure 8 is a flow chart showing a method for performing live stream segmentation,

in accordance with various embodiments of the invention;

Figure 9 is a flow chart showing a method for performing live stream segment

retrieval and decoding, in accordance with an embodimentofthe present invention; and

Figure 10 is a flow chart showing a method for performing live stream segment

retrieval and decoding, in accordance with another embodiment of the present invention.

DETAILED DESCRIPTION

Overview

A scalable live streaming system is used to deliver live event to large mobile

audiences. The system generally provides mobile users with interactive and "snackable"

access to the content, 1.c., the ability to view selected portions of the content, along with
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metadata associated within a live event. The system supports the following major live

streaming features:

* Live Streaming

Live streaming providesreal time live streaming functionality. In one embodiment,

the system receives the live feed as a live stream from a content delivery network (CDN). In

another embodiment, the system reccives the live feed as a direct stream from an attached

recording device (e.g. a web-cam). The stream is recorded into a mediafile and re-streamed

out with different encoding formats to support different mobile audiences.

. Interactive Near-Live Streaming

Tn one embodiment, the system provides near-live intcractive streaming functionality

for a live feed. A mobile user can navigate the live event and play interesting video chunks

in near real time while the live event is ongoing. In one embodiment, the system supports

redirecting from a near live chunk to the live streaming to allow a mobile user to “tune” in

the live event directly.

* Server-side Simulated Broadcast Live Streaming

This feature allows an end-userto tune in the live streaming event anywhere from

the beginning of live event to near the present time.

. Video on Demand

In one embodiment, the live event is recorded by the system. The recorded file can

be further transcoded into multiple media formats to provide Video on Demand (VoD)

replay functionality after the live eventis over.

As used herein, "near-live” refers to the presence of certain latencies in the system,

such as recordingthe live stream(s), transcoding the live media, relaying an intermediate

stream, chopping into video chunks, extracting image "tiles", and transferring the video

chunks to a content delivery network. The particular constituents and amounts of these

delays will necessarily vary among different embodiments.

The system may also provide a desktop graphical user interface (GUI) to control

operation such as starting and stopping a stream.

In another aspect, the disclosed system records data into segments, in a plurality of

encodingsin a plurality of formats, to support a plurality of heterogeneousclient devices. In
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one embodiment, the source video is transcodedinto a plurality of different bit rate

encodings. Theplurality of encodings are written into separate files, in segments. In one

embodiment, each bit rate encoding may be stored in a plurality of file formats. Each

format is written to a separate segment file. In one embodiment, the segment files adhere to

a file naming convention which specifies the bit rate and format in the name,to simplify

segment retrieval. The segment-based technique may be one general method by which the

live stream is downloaded to the mobile endpoint devices (which are also referred to as

"clicnts" herein).

In one embodiment, the segments contain recorded and transcoded video data. In

another embodiment, the segments may contain non-video data which has been compressed

and encrypted using different encoding methodsto produce a plurality of encodings. The

different compression and encryption methods may require different levels of complexity

and. different amounts of client resources to reconstruct. Different compression and

encryption schemes provide different levels of quality (i.c. higher or lowcr compression and

higher or lower security); they also have different types of framing and format organization,

the details of which should be knownto those skilled in the art.

In one embodiment, the segments are all of a fixed duration. In another

embodiment, the segments mayall be of a fixed size. In one embodiment, video segments

are packed to integer time boundarics. In anothcr embodiment compressed and/or encrypted

segments are padded out to round numbered byte boundaries. This can help simplify byte-

based offset calculations. It also can provide a level of size obfuscation, for security

purposes. In another embodiment the segments may be ofvariable duration or size. In one

embodiment, video segments are packed based on key frameor group of frame counts.

In one embodiment, the segments are served from standard HTTP servers. In another

embodiment, the segments may be served from an optimized caching infrastructure. The

segments are designed to be usable with existing infrastructure. They do not require special

servers for delivery and they do not require decoding for delivery. They also do not require

custom rendering engines for displaying the content.

In one embodiment, a native client media player may be used as the rendering

engine. In another embodiment, a custom rendering cngine may be used.

In one embodiment, a progressive downloader can be employed to manage a data

buffer. A network proxy feeds the buffered data to the rendering engine. In one
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embodiment, the downloader uses simple HTTP requests to retrieve complete segments as

pre-segmented data files. In another embodiment, the downloader uses HTTP range GETs

to retrieve segments of data from a largerfile. The segments are retrieved as they become

available from the live media source. In another embodiment, other legacy data retrieval

methods are used, e.g. FTP. In one embodiment the downloaderstarts with the newest

segment to provide as nearto live viewing as possible. In another embodiment the

downloader maystart with older segments to support seeking, increase protection against

network interruption or to start from a fixed point.

In one embodiment, the downloader measures network bandwidth based on the

roundtrip download time for each segment as (S / T), where S is the size of the segment and

T is the time elapsed in retrieving the segment. This includes the latency associated with

each request. For video mediausing fixed duration segments, as available bandwidth

decreases and rate adaptation is employed, the total bytes per segment will decrease. Asthis

congestion occurs, request latency overhcad increases, which helps to predict rapid

downward changes in bandwidth.

In one embodiment, the downloaderkeepsa trailing history of B bandwidth

estimates, calculating the average over the last B samples. When a new sampleis taken, the

Bth oldest sample is dropped and the new sample is included in the average. The following

pscudocodeprovides an illustration:

  

 

integes B index f/f tail position in the circular history but =er
integez B al f/f sum of all che entri in the history butizer
intege f/f total number oF entries “1 the history butfer
integer BL // newly sampled bandwidth measurement
integer LBold // oldest bandwidtn sarple to be replaced
integer LBaverage // current average bandwidth
array Bbhistory // circuler history buffer

3old — Bnis ory[B_index] /f find Lhe sample Lo be replaced
3hislory 3index] — B_new f/f ceplace Lne sample wilh Lhe new sample
Btotal = 3total - 3Bold // vemeve the old sample from the sum
3Btotal = 3total + 3new // add the new sample irto the sur
Baverage = Btotal / Bcount // update the average
Bindex = (B_index - 1) % Bcount // update the buffer incex

The history size may be selected so as not to tax the client device. A longer history

will be Icss sensitive to transicnt fluctuations, but will be less able to predict rapid decreases

in bandwidth. In another embodiment the downloader keeps only a single sample and uses a

dampeningfilter for statistical correlation. The following provides illustrative pseudocode:

integes R_new f/f newly sampled bandwidth measurement
integer Baverage // current average bandwidth
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float B_weichz // weight of new samples, between 0 and 1

3B average — (B average * (1 - B weight)) + (B average * B weight) // update the
average

This method may require less memory and fewer calculations. It can also allow for

exponential drop off in historical weighting.

In one embodiment, download progress for a given segment is monitored

periodically so that the segment size S of the retrieved data does not impact the rate at which

bandwidth measurements are taken. There are numcrous methods for estimating bandwidth,

as should be known to those skilled in the art; the above are representative of the types of

schemespossible but do not encompass an exhaustive list of schemes. Other bandwidth

measurement techniques as applicable to the observed traffic patterns are acceptable within

the context of the present invention.

In one embodiment, bandwidth measurements are used to determine when a change

in bit rate is required. If the estimated bandwidth falls bclow a given threshold for the

current encoding, for a specified amountof time, then a lower bit rate encoding should be

selected. Likewise if the estimated bandwidth rises above a different threshold for the

current encoding,for a different specified amount of time, then a higher bit rate encoding

maybe selected. The rate change takes place at the download of the next segment.

Description of Illustrative Embodiments

Figure 1 shows a block diagram of a live media streaming environment which

includes mobile users and a "mash media platform"residing in an elastic compute cloud

(EC2). A live media stream (e.g., of a live event) is generated by a live media source. A live

streaming system 10 receives the live event media stream from a content delivery network

(CDN)and delivers corresponding live media streamsand interactive "ncar-livce” streams to

mobile audiences. Various formats of incoming live streams can be supported, including

Flash format.

Thelive streaming system provides the following functionality:

. Control live streaming system starting and stopping.

. Interface with external live feed.

° Record the live stream(s) into local media file(s).

. Transcode recorded file into different encoding formats supported by the system.
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. Chop recorded mediafile into video chunks with predefined chunk duration.

. Extract imagetiles from the recorded media file with predefinedtile interval.

. Upload the video chunks to CDN in real time.

. Support existing user interaction functionality for the live event.

* Support RTSP and MMSstreaming for mobile devices.

* Create metadata associated with the live event.

. Create server-side playlist and SDP files for simulated serverside live broadcasting.

The live streaming system is designed to be flexible and easily expandable to

support large mobile audiences.

Figure 2 showsthe overview of the live streaming system 10. The system includes a

Live Streaming Monitor 11 (shown as "live monitor"), a Live Streaming Recorder 12 ("live

recorder"), Root Streamer 13, Branch Streamers 14, and Streaming Servers 15. These are

now described in turn. It will be appreciated that these components may correspond to

software being executed by oneor a collection of computerized devices, as that term is more

fully defined below.

Live Streaming Monitor and Control

The live streaming monitor 11 consists of scripts running in the background to

monitor incoming stream properties, the status of an RTMP connection, and the status of the

Root Streamer 13 and Branch Streamers 14. Additionally, a Web-based interface is provided

in the system to be used by a customer to send stream properties before the live event starts

or end ofthe live event. In one embodiment, the Web-based interface is implemented as a

CGIscript. In another embodiment, the Web-based interface is implemented as a RESTful

Web Service. A desktop GUI may be provided to control the live streaming server by

calling the Web-based interface. An example CGI interface maybe the following:

http://<hostname>/cgi-bin/ags.cgi?event=<name>&id=<event id>&status=<on|off>

where a customer provides the following paramcters:

° event: stream name

° id: event ID
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. status: event status (ON or OFF)

These scripts control the whole live streaming system to start, stop, and terminate

automatically based on stream properties and network connection status. A system

administrator can also control the system through GUL.

Live Streaming Recorder

In onc embodiment, the Live Stream Recorder 12 is used to capture a live stream via

the RTMPprotocol and savethe stream into a local file. In another embodiment, the Live

Stream Recorder 12 is used to capture a live stream via the MMSprotocol and save the

stream to a localfile. In another embodiment, the Live Stream Recorder 12 is used to

capture a live stream via the RTP protocol and save the stream to a local file. The local file

can be one of a numberof valid container formats (e.g. FLV, MP4, 3GP, MOV, WMV,etc.)

which should be knownto those skilled in the art. The local file is then transcoded and

streamed out through the Streaming Tree (described below). The Live Stream Recorder 12

is also responsible for notifying the Live Stream Monitor of streaming protocol specific

events whichaffect the state of the stream (e.g. stream start, stream stop, and stream errors).

Vidco on Demand

Thelive event is recorded by the Live Streaming Recorder 12 into a recorded media

file. This media file can be further transcoded into multiple transcoded mediafiles in

different formats. These transcoded mediafiles can be used by the system to provide Video

on Demand (VoD) functionality after the live event is over.

Live Event Metadata and Database (shown as "DB"in Figure 2)

While a live event is ongoing, multiple metadata associated with the live event are

created and stored in the central database 16. These metadata can be used to describe the

properties of each specific live event. By using these metadata entries in the database, each

live event is searchable.
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Streaming Tree

A Streaming Tree contains at least one Root Streamer 13 and multiple Streaming

Servers 15. One or more intermediate Branch Streamers 14 are generally also employed,

although for sufficiently small audiences it may be possible for the Root Streamer 13 to

provide its streamsdirectly to Streaming Servers15. Each Streaming Tree is used to deliver

one live event. The Branch Streamers 14 and Streaming Server 15 receive streams from

their parents and replicate the stream to multiple children. Within one Streaming Tree, more

Branch Streamers 14 and Streaming Servers 15 can be added into the Streaming Tree to

accommodate the mobile audience scale. A Streaming Tree is one specific type of stream

distribution subsystem. For VoD or chunk content, the Streaming Tree may function more

as a hierarchical caching infrastructure with push-baseddistribution of live recordedfiles.

In one embodiment, Streaming Tree distribution is performed by unicast connections

between parents and children. In another embodiment, Streaming Tree distribution is

performed via IP multicast.

Multiple Live Events

The system can be easily expanded to support concurrent live events. The system

can be configured to have multiple Streaming Trees each delivering a different live event.

Multiple Streaming Trecs may also be used to provide different encodings of a single live

event. For VoD or chunk content, a single distribution tree may be used to support multiple

encodingor live events.

Encoding Parameters Configuration

Whena live eventis starting, a set of encoding parameters, such as, video format,

video bit rate, audio format, audio bit rate, frame rate, etc., can be configured to deliver

specific streams to mobile audiences based on targeted mobile phones and wireless network

bandwidth. These encoding parameters have been configured to support various mobile

phones and wireless carrier networks.

Load Balancing

The system can provide load balancing functionality to deliver the live stream to

mobile users. The plurality of Streaming Servers 15 may bedistributed across multiple data
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centers, in which case DNSload balancing may be used to map the closest data center.

Within a single data center, the plurality of Streaming Servers 15 may also be load balanced

by a server load balancerto distribute load.

Live Streaming Navigation

The system may enable a user to watch a live event in two different ways. Oneis to

watchthe real time live event in the normallinear fashion (beginning to end). Another way

is to allow the uscr to navigate into the live cvent to find interesting points and watch

"snackable" portions or clips. These snackable clips are produced by the Live Streaming

Chopper(see below) dynamically while the live event is ongoing.

Root Streamer

The Root Streamer 13 is the streaming source of the live streaming system.It

transcodesthe recorded| file and streams out multiple streams to cithcr the intermediatc

Branch Streamers 14 or the Streaming Servers 15 directly. In one embodiment, the Root

Streamer 13 uses RTP streamsto distribute live content. The Root Streamer 13 also streams

the live content to the chopper 17. The Root Streamer 13 also sets the event metadata to

database so that the GUI can display the event status to mobile audiences.

There may be multiple Root Streamers 13 in the systcm in casc of supporting

multiple live streaming channels or multiple live stream encodings for one customer or

many customers. By supporting multiple Root Streamers 13 and intermediate Branch

Streamers 14, the system can support multiple customers and expand to support large

audiences.

Branch Streamer

The Branch Streamer14 is the intermediate streamer in the system. It takes the

incoming RTP stream and relays the stream to a next level of the Branch Streamers 14 or to

the Streaming Servers 15. The Branch Streamers 14 are used to expand the system to

support large mobile audiences.
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Streaming Server

The Streaming Servers 15 are the front end of the live streaming system to deliver

the stream(s) to mobile audiences. They receive the streams from the Root Streamer 13 or

Branch Streamers 14 and relay the streams to mobile audiences to watch the live event. The

system may support a variety of streaming protocols, including but not limited to HTTP

Live Streaming, RTSP and MMS. The numberof Streaming Servers 15 used will generally

depend on how many concurrent clients are supported by the live streaming system.

Additional Streaming Servers 15 may also be used to provide physical distribution over a

wider geographical area. Increasing distribution allows for lower latency when streaming to

mobile clients in a specific region. The streams delivered to the client devices by the

Streaming Servers are referred to as "distributed streams".

Live Streaming Chopper

The Live Streaming Chopper 17 is used for the interactive Near-Live Streaming.It

receives the stream from Root Streamer 13, transcodes and saves the stream to many N-

minute video chunks, chops the N-minute video chunks into smaller video chunks based on

a default definition file and extracts imagetiles. In one embodiment, the Chopper 17

uploads chunksand tiles to a CDN for distribution to clients. In another embodiment, the

Choppcr 17 uscs the Streaming Tree as a distribution path for vidco chunks. In onc

embodiment the chunksare distributed using reliable multicast to the Branch Streamers (or

proxy cachesin this case) 14, through to the Streaming Servers 15.. In one embodiment, the

user can play the snackable chunks through an interactive GUI such as described in PCT

patent application PCT/US09/32565 entitled "Media Navigation System”, published August

6, 2009 as WO/2009/097492. In another embodiment, the user can play the chunks using an

HTTPLive Streaming compatible media player. In another embodiment, the user can play

the chunks using a method in accordance with various provisions of this invention.

Figure 3 is a block diagram 100 for one embodiment of the present invention. It

showsthe client device 108 and live stream recording and segmentation (R/S) server 102

(whichis referred to as "Live Stream Recorder" above). The R/S server 102 and clicnt 108

are both typically computerized devices which include one or more processors, memory,

storage (e.g., magnetic or flash memory storage), and input/output circuitry all coupled
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together by one or moredata buses, along with program instructions which are executed by

the processor out of the memory to perform certain functions which are described herein.

Part or all of the functions may be depicted by corresponding blocks in the drawings, and

these should be understood to cover a computerized device programmedto perform the

identified function.

The client 108 connects to a standard HTTP server 106 to retrieve segments. The

segments are stored on a storage device 104. The storage may belocal or remote and may

usc any of a numberof storage technologics, as should be known to thosc skilled in the art.

The segments are generated by the R/S server 102. The R/S server 102 is responsible for

recording the live stream and transcoding it into a plurality of encodings, where each

encoding uses a different bit rate. In one embodiment, default encoding parameters are

provided in a configuration file. In another embodiment, default encoding parameters are

provided at invocation. In one embodiment, individual source files may override default

encoding paramctcrs via an accompanying configuration file. In anothcr embodiment,

individual source files may override default encoding parameters using parameters provided

at invocation. The R/S server 102 writes the transcoded data into segments then uploads the

segments to the storage device 104. In one embodimentthe recoding and segmentation may

be invoked manually. In another embodiment, the recording and segmentation may be

asynchronously invoked programmatically, based on pre-scheduled live events. The R/S

server 102 is also responsible for segment encryption. In one embodiment, segments are

encrypted before being uploaded to the storage device 104.

Figure 4 is a diagram 200 of the components of the R/S server 102. The live stream

212 is recorded by the stream recorder 202. The stream recorder 202 implements the

specific protocol required to connect to the live stream 212. In one embodiment the

protocol is RTMP. In another embodimentthe protocol is RTSP/RTP. In another

embodiment, the protocol is HTTP Live Streaming. In another embodiment, the protocolis

MMS. There are numerous live streaming protocols, as should be known to those skilled in

the art, ofwhich any would be suitable for the stream recorder 202.

The stream recorder 202 passes recorded data to a stream transcoder 204 asit is

reccived. The stream transcodcr 204 is responsible for decoding the input stream and re-

encoding the output video frames in the proper output codecs. The stream transcoder 204

passes the re-encoded framesto the output framer 206. The output framer 206 is
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responsible for packing the encoded frames into the proper container format. In one

embodiment, the stream transcoder 204 and output framer 206 support the H.264 , H263,

MPEG2, MPEG4, and WVM,video codecs and the MP3, AAC, AMR, and WMAaudio

codecs, along with the FLV, MOV, 3GP, MPEG2-TSand ASFcontainer formats. In

another embodiment, the stream transcoder 204 and output framer 206 may support other

standard or proprietary codecs and container formats. There are numerous video and audio

codecs and container formats, as should be knownto those skilled in the art, ofwhich any

would be suitable for the stream transcoder 204 and output framer 206. In onc embodiment,

the output framer 206 also supports the proprietary container format shown in Figure 5 and

discussed below.

The output framer 206 writes the formatted data into segmentfiles in the media

storage 216. The output framer 206 is responsible for enforcing segment boundaries and

durations. When the segments are complete, the output framer 206 notifies the segment

encryptor 208. If segment cncryption is required, the segment encryptor 208 reads the

segment from the media storage 216, encrypts the segment, writes the encrypted segment

back out to the media storage 216, and notifies the segment uploader 210 that the segmentis

ready for upload to the storage device 104. If no encryption is required, the segment

encryptor 208 just notifies the segment uploader 210 that the segment is ready for upload to

the storage device 104.

The segment uploader 210 uploads the finished segments to the storage device 104

(Figure 3). In one embodiment, the segment uploader 210 uses HTTP to upload segments.

In another embodiment, segment uploader 210 uses FTP to upload segments. In another

embodiment, segment uploader 210 uses SCP to upload segments. In another embodiment,

segment uploader 210 uses simple file copy to upload segments. There are numerous

methods, with varying levels of security, which may be used to upload thefiles, as should be

knownto those skilled in the art, of which any wouldbesuitable for the segment uploader

210.

Figure 5 is a diagram 300 of a segment format which may be used in accordance

with an embodiment of the present invention. The segment 302 containsa plurality of

scgment framcs 304. Each segment frame 304 consists of a frame header 306 and a frame

payload 308. The frame header 306 contains frame type information 310 and frame payload

length information 312. In one embodiment, the frame type information 310 indicates the
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payload track information (audio vs. video) as well as any additional information about the

payload framing. The frame payload length 312 indicates the length of the segment frame

payload 308 section. The frame payload length 312 may be used to parse the segment

sequentially, without the need for global index headers and metadata to be packed at the

beginning of the segment. In one embodiment, the frame header 306 is aligned to 4 or 8

byte boundaries to optimize copying of the frame payload 308.

The frame payload 308 contains further video frame encapsulation. In one

embodiment, the encapsulation may be the further frame encapsulation may be for the RTP

protocol. In another embodiment, the further frame encapsulation may be for the RTMP

protocol. There are numerous video delivery protocols with different frame encapsulation

formats, as should be knownto those skilled in the art, which wouldbe suitable for

inclusion in the frame payload 308. In diagram 300, the further frame encapsulation shown

is for the RTP protocol. The video frame is further encapsulated by the RTP packet header

314. The RTP payload 316 contains the actual vidco frame plus RTP padding 318. Tn one

embodiment, RTP protocol padding 318 is used to pad the RTP payload 316 out to a4 or8

byte boundary, to ensure that the frame header 3061s 4 or 8 byte aligned, respectively. In

another embodiment, custom padding may be added, outside of the protocol-specific frame

encapsulation.

Figure 6 is a diagram 400 of a clicnt device, whercin the clicnt device native media

player 410 supports RTSP/RTPfor live streaming, which has been modified to support

segment based live streaming, in accordance with an embodiment ofthe present invention.

In one embodiment, the client contains a downloader 402. The downloader 402 is

responsible for interacting with the HTTP server 106 (Figure 3) to retrieve segments from

the network storage device 104. The segments retrieved are written into the media buffer

420 and the downloader 402 notifies the segment decryptor 404. If the segment does not

require decryption, the segment decryptor 404 notifies the segment parser 406 that the

segment is ready. If the segment does require decryption, the segment decryptor 404 reads

the segment from the media buffer 420, decrypts the segment, writes the decrypted segment

back out to the media buffer 420, and notifies the segment parser 406 that the segmentis

ready.

RTSPrequires separate frame based delivery for audio and video tracks. The RTP

segments retrieved use the format 300 detailed in Figure 5. The segments are parsed by the
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segment parser 406 to extract the individual audio and video RTP frames 308. The RTP

frames 308 are already encapsulated for RTP simplifying the RTSP server 408. Onceall the

RTP frames 308 have been extracted and handed off to the RTSP server 408, the segmentis

no longer required. In one embodiment, the segment parser 406 removes the segment from

the media buffer 420 onceit has been completely parsed. In another embodiment, the

segment parser 406 does not purge segments until the media buffer 420 is full. The RTSP

server 408 handles requests from the media player 410 on the RTSP control channel 414,

and manages sctting up the audio and vidco RTP channels 416 and 418, and the audio and

video RTCP channels 417 and 419. The audio and video RTP frames 308 are sent in a

paced manner, by the RTSPserver 408 on their respective RTP channels 416 and 418.

Figure 7 is a diagram 500 of a client device, wherein the client device native media

player 510 supports HTTP Live Streaming, which has been modified to support segment

based live streaming, in accordance with an embodiment of the present invention.

Tn one embodiment, the clicnt contains a downloadcr 402. The downloader 402 is

responsible for interacting with the HTTP server 106 (Figure 3) to retrieve segments. The

segments retrieved are written into the media buffer 420 and the downloader 402 notifies

the segment decryptor 404. If the segment does not require decryption, the segment

decryptor 404 notifies the playlist generator 506 that the segmentis ready. If the segment

does require decryption, the segment decryptor 404 reads the scgment from the media buffer

420, decrypts the segment, writes the decrypted segment back out to the media buffer 420,

and notifies the playlist generator 506 that the segment is ready.

In the case of the HTTP Live Streaming client, MPEG2-TS format segments are

retrieved. HTTP Live Streaming supports direct download of segments, as pointed to by an

m3u8 playlist file. The playlist generator 506 is passed the file location, in the media buffer,

by the segment decryptor 404. The playlist generator 506 updates the existing playlist

adding the new segment and removing the oldest segment and passes the updated playlist to

the HTTP server 508. The playlist generator 506 is also responsible for purging old

segments from the media buffer 420. In one embodiment, segments are purged from the

media buffer 420 as segments are removed from the playlist. In another embodiment,

segments are only purged once the media buffer 420 is full, to support the largest possible

rewindbuffer.

The HTTP server 508 respondsto playlist polling requests from the media player
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510 with the current playlist provided by the playlist generator 506. The HTTPserver 508

responds to segment requests from the media player 510 by retrieving the segment from the

media buffer 420 and delivering it to the media player 510. The media player 510 connects

to the HTTP server 508 though a local host HTTP connection 516.

For the clients in both Figure 6 and Figure 7, the downloader 402 is also responsible

for calculating average available bandwidth. In one embodiment, the downloader 402

calculates the available bandwidth based on download time and size of each segment

retrieved. In onc embodiment, bit rate switching is initiated when the average available

bandwidth falls below the current encoding’s bitrate:

int bandwidth_avg // average available network bandwicth
int videoditrate // current video encoding bit vate

Lf bandwidth avg < viceo bit rate
for each enceding sorted by bit rate in descencing order

if oncocing.bit_rate < bendwidth_avg && ancocing.bit_rate != video_bit_rate
change encoding
break

end
end

end

The above can also bestated as, a bit rate switch is initiated when the download time

required for a segment exceeds the duration of the segment. In one embodiment, a

multiplier, less than one, is applied to detect network underrunsbefore they occur:

int kandw?dth_avg f/f average available network bandwicth
int videooit_rata {f/f current video encoding bit vate
int segment_downloed_time // time to download most recent segnent
int segmentduration // duration of most recent segment
int wultiplier // multipliez less than 1

if segmentCownload_Lime > segmen..durelicn * mulliplier
for esch enceding served by bil rale in descending order

if encocing.bit_rate < bandwidth_avg && encocing.bit_rate != video_bit_rate
change encoding
break

end
end

end

In this scheme,the avcrage network bandwidth is unable to sustain the vidco playout

rate and a playback stoppage is imminent once the buffer runs out. This scheme requires

relatively few calculations to determine when to switch encodings. However,it also has

relatively low capability for predicting when a stoppage will occur. The encoding to switch

to is the next lowest bit rate encoding whosebit rate is less than the average network

bandwidth. Switching encodings to onc of higher bit rate is initiated when the buffer

occupancy of the media buffer 420 has reachedits capacity and the avcrage bandwidth

exceeds the encoding bit rate of another encoding:
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int bandw-dath_ avg ff average available network bandwidth
int videodit_rate {f/f current video encoding bit vate
int buffer_coccupancy // seconds of videc currently in tne bufier
int buffer_capacity // seconds of videc the buffer can hold

if bandwidth_avg > viceo_bit_rate && osuffer_occupancy >= suffer_cepacizy
for each enceding scrted by bit rate in descencing order

if encoding.bil_rale < bendwidlhavg && encoding. bil.rale !7 video_bil_rate
change encoding
break

end
end

end

The encoding to switch to is the highest bit rate encoding whosebit rate is less than

the average network bandwidth. This is an optimistic approach which assumes no further

degradation in bit rate and works well when connected to a reliable, high bandwidth

network. In another embodimentpredictive bandwidth schemes mayalso be used to

optimize ratc adaptation for othcr cnvironments.

Figures 8-10 are flow charts depicting various opcrations, and cach is described in

turn below. In these Figures, reference is made to various components of the system which

are performingvarious steps of the operations. These components are shown in Figures 3-7

and are referred to belowby the same reference numbers.

Figure 8 is a flow chart 600 describing the process of recording a live stream and

creating the segments required for usc in accordance with various embodiments of the

present invention. In step 602, the stream recorder 202 begins retrieving and recording the

live stream. In one embodiment,the live stream is delivered via a live streaming protocol

such as RTMP, RTP,or Silverlight Smooth Streaming. In another embodiment, the live

stream may be delivered via a near real-time streaming protocol such as HTTP Live

Streaming. In another embodiment, the live stream may be read from pre-recorded video

files. The stream recorder 202 buffers data in memory, and periodically writes the data to

the stream transcoder 204, in step 604. The stream recorder 202 performs steps 602 and 604

in a continuousloop, for the duration ofthe live stream.

The stream transcoder 204 processing begins in step 606, once data has been queued

by the stream recorder 202. In step 606, the stream transcoder 204 starts by decoding

individual frames from the recorded data. In step 608, the stream transcoder 204 re-cncodes

each frame based on the output configuration. In step 610, the stream transcoder 204 passes

the encoded frame to the output framer 206. In step 612, the stream transcoder 204

determines if additional encodings of the current frame are needed. If another encoding is
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required, processing proceeds back to step 608 where the current frame is encoded into

another encoding. If no additional encodings are required, processing proceeds back to step

606, where the next frame is decoded. In one embodiment, the stream transcoder supports

generating a plurality of different bit rate encodings, as well as using a plurality of different

codecs. The stream transcoder 204 encodes frames into a full permutation of bitrates and

codecs. Steps 608, 610, and 612 are repeated for each encoding, on a given frame.

The output framer 206 processing begins in step 614 when frames are enqueued by

the stream transcoder 204. The stream transcoder 204 produces multiple output frames for

each input frame. In step 614, the output framer 206 maps each output frameto a specific

output segmentfile, creating a new segmentfile in the media storage 216 if necessary. The

output framer 206 synchronizes encoding configurations with unique segmentfiles. In one

embodiment, the output framer 206 also packs each frame into a plurality of segmentfile

formats. In one embodiment, the frame formats include MPEG-TSand the custom frame

format 300. In anothcr cmbodiment, the frame format may include FLV or any other

suitable container format, as should be knownto those skilled in the art.

In step 616, the output framer 206 checks to see if the custom frame format for the

RTPprotocol 300 is required. If the custom frame format for the RTP protocol 300 is not

required, then processing continues to step 620. Ifthe custom frame format for the RTP

protocol 300 is required, then processing procccds to step 618 where the RTP packct

headers 314, RTP padding 318, and the segment frame header 306 are added to the frame.

The frame is then appendedto the appropriate segmentfile, stored in the media storage 216,

and processing continues to step 620. In one embodiment, only the custom format for the

RTPprotocolis required. In another embodiment, additional custom formats for RTMP or

other protocols may be required. Steps 616 and 618 should be repeated for each additional

custom frame format required.

In step 620, the output framer 206 checks to see if the MPEG-TS format is required.

If the MPEG-TSformat is not required, then processing continues to step 624. If the

MPEG-TSformat is required, then processing proceeds to step 622 where the frame and

MPEGmetadata headers are added to the appropriate segmentfile, stored in the media

storage 216, and processing continucs to step 624. In step 624, the output framer 206

checks to see if the segments are complete. In one embodiment, the segments are of a fixed

duration, measured in seconds S. Given the constant frame rate R of the stream transcoder

-19-

EX1002 - Page 108



EX1002 - Page 109

WO 2010/108053 PCT/US2010/027893

204 output, the segments each contain a fixed numberof frames F, where F=S* R. If the

segment is not yet complete, processing proceeds back to step 614. Ifthe segment(s) are

complete, processing proceeds to step 626.

In step 626, the output framer performsany file post-processing. In one

embodiment, file header reordering may be used to optimize the segment for client parsing.

In another embodiment, additional hint tracks may be addedto aid in client parsing. In

another embodiment, additional compression may be applied to optimize segment delivery.

Once the post-processing is complete, the output framer 206 notifics the segment cncryptor

208 that the new segment(s) is available. The output framer 206 proceeds back to step 614,

while the segment encryptor 208 proceeds to step 628.

In step 628, the segment encryptor 208 checks to see if encryption is required. If

encryption is not required, processing continues to step 632. If encryption is required,

processing continue to step 630 where the segment encryptor 208 reads the segment(s) from

the media storage 218, encrypts the scgment(s), and writes the scgment(s) back out to the

media storage 218, before continuing on to step 632. In step 632, the segment encryptor 208

notifies the segment uploader 210 that the new segment(s) is available. The segment

encryptor 208 proceeds back to step 628 to wait for the next segment. The segment upload

proceeds to step 634 where the segmentis uploaded to the network storage 104.

Figure 9 is a flow chart 700 describing the process of delivering a live stream via

HTTPto a client device 108 which supports RTSP. The processstarts in step 702, when a

user requests a video. The downloader 402 retrieves the first segment from the HTTP

server 106 and signals the native RTSP media player 410 to initiate its RTSP connection to

the RTSP server 408. The RTSP handshake and RTPport negotiation take place in parallel

as the process continues to step 704. In step 704, the downloader 402 writes the segment to

the media buffer 420 and notifies the segment decryptor 404 that a new segmentis

available. The downloader 402 proceeds to step 706, while the segment decryptor 404

proceeds to step 714.

In step 706, the downloader 402 checks to see if a bit rate change is required. Given

the fixed segment duration of S seconds, download oflive segments must take less than S

seconds. If the download time for the previous segment exceeded some threshold T, where

T <S, then a transition to a lower bit rate is required. If the downloadtime for the previous

segment was below a alternate threshold T’, where T’ << S, then a transition to a higher bit
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rate may be required. In one embodiment, given three bit rate encodings, encoded at

bitrates: B, B’, B”, where B < B’ < B”, the threshold T, for switching from B’ to B, would

be: T= C * S, where C is a constant multiplier and C < 1.0 (e.g. C= 0.8). In one

embodiment, given three bit rate encodings, encodedat bitrates: B, B’, B’’, where B < B’ <

B”, the threshold T’, for switching from B’ to B” would be: T’ = (C * S) * (B’ / B”) , where

C is a constant multiplier and C < 1.0 (e.g. C = 0.8) and B’ / B” represents the ratio of

additional bandwidth required to support the new bit rate. In another embodiment, different

thresholds may be used to favor upward or downward transitions. In deployments where

high bandwidth and high network availability is expected, upward transitions may be

favored. In deployments where network interruption is likely, downward transitions may be

favored. In one embodiment, historical average segment download times are used to

account for hysteresis. If the download time for the previous segment was between T’ and

T, then no action is needed, and processing continues to step 708. Ifa bit rate change is

required, processing continucs to step 708, where the new bit rate is chosen, then procecds

to step 710.

In step 710, the downloader 402 determines file name of the next segment. In one

embodiment, the file names follow a well known naming convention such that bit rate and

sequence number are embeddedin the file name. In another embodiment, the file names

may beretricved from a Web service interface. The downloader 402 then beginspolling for

the next segment. In one embodiment, the downloader 402 calculates the time when the

next segment will be available and waits until then to poll. In another embodiment, the

downloader 402 may discount the segment availability time by the roundtrip delay for

requesting the segment. In another embodiment, the downloader 402 begins polling

immediately but uses an exponential decay algorithm to poll faster as the next segment

availability time gets nearer. Once a new segmentis retrieved, the downloader 402 returns

to step 704.

In step 714, the segment decryptor 404 checks to see if the segment is encrypted. If

the segment is not encrypted, then processing continues to step 718. Ifthe segment is

encrypted, processing continues to step 716, where the segment decryptor 404 reads in the

segment from the media buffer 420, decrypts the segment, and writes the segment back out

to the media buffer 420, then continues to step 718. In step 718, the segment decryptor 404

notifies the segment parser 406 that the new segmentis available. The segment decryptor
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404 returns to step 714, while the segment parser 406 proceeds to step 720.

In step 720, the segment parser 406 begins processing the custom segments 302 by

extracting the next RTP packet 308. The custom segments 302 are parsed sequentially,

using the payload lengths 312 to determine frame 304 boundaries. Each RTP packet 308

processed individually. The segment parser 406 queues the packet to the RTSP server 410,

in step 722. In step 724, the segment parser 406 checks to see if the current frameis thelast

frame in the segment. If the current frameis not the last frame, the segment parser 406

proceeds back to step 720 to process the next frame. Ifthe current frameis the last frame,

the segment parser 406 proceeds to step 726 whereit purges the segment, then continues

back to step 720 to wait for the next segment. In one embodiment, segments are

immediately purged by the segmentparser 406. In another embodiment, the segment parser

406 waits until the media buffer 420 is full, before purging segments. If the mobile client

108 has limited memory immediate purging may be required, to make room for new

scgments in the media buffer 420. If the nctwork is expected to have high error rates,

immediate purging also frees up cache space in the media buffer 420, allowing more

segments to be prefetched, which helps protect against future network errors. If the client

application wishes to support rewind capabilities, delayed purging allows the media buffer

420 to cache previous segments for immediate access, when requested by the media player

410, rather than having to dclay while the scgment is re-downloaded.

The RTSP server 408 processes requests from the media player 410 asynchronously

from the segmentretrieval. Once the media player 410 negotiates the RTP connections 416

and 418 for the streaming session, the RTSP server 408 sends RTP packets 308 in a paced

fashion, as dictated by timestamps in the RTP headers 314, as should be knownto those

skilled in the art. Step 728 shows the RTSP server 408 sending RTP packets to the media

player 410. The RTSP server 408 maintains separate queues and separate timers for audio

and video RTP packets to simplify parsing and delivery.

Figure 10 is a flow chart 800 describing the process of delivering a live stream via

HTTPto a client device 108 which supports HTTP Live Streaming. The processstarts in

step 802, when a user requests a video. The downloader 402 retrieves the initial segments

from the HTTP server 106 andsignals the native HTTP Live Streaming media playcr 510 to

initiate its HTTP connection to the HTTP server 508. In one embodiment, the m3u8playlist

requires multiple segments to be available to constitute a valid playlist. In one embodiment,
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the downloader 402 downloadsall the segments so that a valid m3u8 playlist may be

generated for the initial media player 510 request. In another embodiment, only the first

segment is downloaded and fake segments are used for the other segments, when generating

the playlist. Processing then continuesto step 804. In step 804, the downloader 402 writes

the segment to the media buffer 420 and notifies the segment decryptor 404 that a new

segment is available. The downloader 402 proceeds to step 806, while the segment

decryptor 404 proceeds to step 814.

In step 806, the downloader 402 checks to sco if a bit rate change is required. Given

the fixed segment duration of S seconds, download of live segments musttake less than S

seconds. If the download time for the previous segment exceeded some threshold T, where

T<S, then a transition to a lowerbit rate is required. If the download time for the previous

segment was below a alternate threshold T’, where T’ << S, then a transition to a higher bit

rate may be required. In one embodiment, given three bit rate encodings, encoded at

bitrates: B, B’, B’, where B < B’ < B”, the threshold T, for switching from B’ to B, would

be: T=C * S, where C is a constant multiplier and C < 1.0 (e.g. C = 0.8). In one

embodiment, given three bit rate encodings, encodedat bitrates: B, B’, B’’, where B < B’ <

B”, the threshold T’, for switching from B’ to B” would be: T’ = (C * S) * (B’ / B”) , where

C is a constant multiplier and C < 1.0 (e.g. C = 0.8) and B’ / B”represents the ratio of

additional bandwidth required to support the new bit ratc. In another embodiment, different

thresholds may be used to favor upward or downwardtransitions. In deployments where

high bandwidth and high network availability is expected, upward transitions may be

favored. In deployments where network interruption is likely, downward transitions may be

favored. In one embodiment, historical average segment download times are used to

account for hysteresis. If the download time for the previous segment was between T’ and

T, then no action is needed, and processing continues to step 808. If a bit rate change is

required, processing continues to step 806, where the new bit rate is chosen, then proceeds

to step 808.

In step 808, the downloader 402 determinesfile name of the next segment. In one

embodiment, the file names follow a well known naming convention such that bit rate and

sequence number are embedded in the file name. In another embodiment, the file names

maybe retrieved from a Webservice interface. The downloader 402 then begins polling for

the next segment. In one embodiment, the downloader 402 calculates the time when the

-23-

EX1002 - Page 112



EX1002 - Page 113

WO 2010/108053 PCT/US2010/027893

next segmentwill be available and waits until then to poll. In another embodiment, the

downloader 402 may discount the segment availability time by the round trip delay for

requesting the segment. In another embodiment, the downloader 402 begins polling

immediately but uses an exponential decay algorithm to poll faster as the next segment

availability time gets nearer. Once a new segmentis retrieved, the downloader 402 returns

to step 804.

In step 814, the segment decryptor 404 checks to see if the segment is encrypted. If

the scgment is not encrypted, then processing continucs to step 818. Ifthe segmentis

encrypted, processing continues to step 816, where the segment decryptor 404 reads in the

segment from the media buffer 420, decrypts the segment, and writes the segment back out

to the media buffer 420, then continues to step 818. In step 818, the segment decryptor 404

notifies the playlist generator 506 that the new segmentis available. The segment decryptor

404 returns to step 814, while the playlist generator 506 proceeds to step 820.

In step 820, the playlist gencrator 506 updates the current playlist adding the new

segment and removing the oldest segment. Once segments have been removed from the

playlist, the segments are no longer required in the media buffer 420. In one embodiment,

segments are immediately purged by the playlist generator 506. In another embodiment, the

playlist generator 506 waits until the media buffer 420 is full, before purging segments. If

the mobile clicnt 108 has limited memory immediate purging may be required, to make

room for new segments in the media buffer 420. If the network is expected to have high

error rates, immediate purging also frees up cache space in the media buffer 420, allowing

more segments to be prefetched, which helps protect against future network errors. If the

client application wishes to support rewind capabilities, delayed purging allows the media

buffer 420 to cache previous segments for immediate access, when requested. by the media

player 510, rather than having to delay while the segment is re-downloaded.

The playlist generator 506 then notifies the HTTP Server 508 ofthe playlist update.

Step 822 shows the HTTP server 508 getting the notification from the playlist generator

506, however, the HTTP server 508 processes requests from the media player 510

asynchronously from the segment retrieval. When the media player 510 requests playlists,

the HTTP server 508 provides the most recent playlist made available by the playlist

generator 506. When the media player 510 requests segments, the HTTP server 508

retrieves the segments from the media buffer 420 and returns them to the media player 510.
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The media player 510 should only request segments that are in the playlist. The playlist

generator 506 ensures that segments in the playlist exist in the media buffer 420.

In the description herein for embodiments of the present invention, numerous

specific details are provided, such as examples of components and/or methods, to provide a

thorough understanding of embodiments of the present invention. One skilled in the relevant

art will recognize, however, that an embodimentofthe invention can be practiced without

one or more ofthe specific details, or with other apparatus, systems, assemblies, methods,

components, materials, parts, and/or the like. In other instances, well-known structures,

materials, or operations are not specifically shown or described in detail to avoid obscuring

aspects of embodiments of the present invention.
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CLAIMS

What is claimedis:

1. A live streaming system for delivering a live media stream to heterogeneous mobile

endpoint devices, comprising:

a live streaming recorder operative to (1) capture the live media stream generated by

a live media source and save the captured live media stream as a recorded stream in a

recorded media file, and (2) transcode the recorded stream into a plurality of transcoded

media files of respective different media encoding formats; and

a stream distribution subsystem operative to generate a plurality of distributed media

streams each generated from one or more of the transcoded mediafiles, each distributed

media stream being delivered to a corresponding set of the mobile endpoint devices.

2. A live streaming system according to claim 1, wherein delivery of the distributed media

streams to the mobile endpoint devices is via heterogeneous mobile providers.

3. A live streaming system according to any of claims | to 2, wherein time-shifted delivery

of previous portions of the live media stream is made available to the mobile endpoint

devices in near-real time.

4. A live streaming system according to claim 3, wherein the time-shifted delivery is made

available in small chapterized video segments.

5. A live streaming system according to any one of claims 1 to 4, wherein the stream

distribution subsystem includes a streaming tree having a root streamer and a plurality of

streaming servers arranged in a hierarchical tree-topology, and wherein a media stream from

the root streameris relayed by the streaming servers to the mobile endpoint devices in a top-

downhierarchical manner.

6. A live streaming system according to claim 5, wherein the streamingtree further includes

a plurality of branch nodes interposed between the root streamer and the streamingservers,

each branch node being operative to generate input media streams for corresponding
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streaming servers from a corresponding media stream from the root streamer.

7. A live streaming system according to any of claims 1 to 6, wherein video and/or audio of

the recorded stream is transcoded to a multiplicity of distinct formats.

8. A live streaming system according to any of claims | to 7, wherein delivery of each

distributed media stream is via a delivery method selected from http-streaming, progressive

download, RTSP, and full download.

9. A live streaming system according to any of claims | to 8, wherein a multiplicity of

metadata associated with the live stream is created and stored in a database and made

available to the mobile endpoint devices.

10. A live streaming system according to claim 9, wherein previously stored segments of

video can be searched using the metadata stored in the database.

11. A live streaming system according to any of claims | to 10, wherein:

the live streaming recorder and transcoder are co-operative to (1) pack the plurality

of transcoded media streamsin a plurality of file formats cach having formatted data, (2)

write the formatted data out in segments, and (3) transfer the segments to a storage device

accessible to a server; and

the stream distribution subsystem is operative to deliver the segments to the mobile

endpoint devices sequentially for live media playback.

12. A method ofdelivering a live media stream to heterogeneous mobile endpoint devices,

comprising:

capturing the live media stream generated by a live media source and saving the

captured live media stream as a recorded stream in a recorded mediafile;

transcoding the recorded stream into a plurality of transcoded mediafiles of

respective different media encoding formats;

generating a plurality of distributed media streams each generated from one or more

of the transcoded media files; and
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delivering each distributed media stream to a corresponding set of the mobile

endpoint devices.

13. A method according to claim 12, wherein delivery of the distributed media streams to

the mobile endpoint devices is via heterogeneous mobile providers.

14. A method according to any of claims 12 to 13, wherein time-shifted delivery ofprevious

portions of the live media stream is madeavailable to the mobile endpoint devices in near-

real time.

15. A method according to claim 14, wherein the time-shifted delivery is made available in

small chapterized video segments.

16. A method according to any onc of claims 12 to 15, utilizing a streaming tree having a

root streamer and a plurality of streaming servers arranged in a hierarchical tree-topology,

and wherein a media stream from the root streameris relayed by the streamingservers to the

mobile endpoint devices in a top-down hierarchical manner.

17. A method according to claim 16, whercin the streaming tree further includes a plurality

of branch nodes interposed between the root streamer and the streaming servers, and further

comprising, by each branch node, generating input media streams for corresponding

streaming servers from a corresponding media stream from the root streamer.

18. A method according to any of claims 12 to 17, wherein video and/or audio of the

recorded stream is transcoded to a multiplicity of distinct formats.

19. A method according to any of claims 12 to 18, wherein delivery of each distributed

media stream is via a delivery method selected from http-streaming, progressive download,

RTSP,and full download.

20. A method according to any of claims 12 to 19, wherein a multiplicity of metadata

associated with the live stream is created and stored in a database and madeavailable to the
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mobile endpoint devices.

21. A method according to claim 20, wherein previously stored segments of video can be

searched using the metadata stored in the database.

22. A method according to any of claims 12 to 21, further comprising:

packing the plurality of transcoded media streamsin a plurality of file formats each

having formatted data;

writing the formatted data out in segments;

transferring the segments to a storage device accessible to a server; and

delivering the segments to the mobile endpoint devices sequentially for live media

playback.

23. A live streaming system for distributing live streaming data to clicnt devices,

comprising:

a processor for executing a live stream recorder and segmenter, wherein the live

stream recorder accepts a live media stream and a configuration file;

a memory for storing output of the live stream recorder and segmenter; and

instructions cxccutable by the processorfor:

recording the live streaming data;

dynamically transcoding the live streaming data into a plurality of encodings;

packing the plurality of encodings in a plurality of file formats each having

formatted data;

writing the formatted data out in segments;

transferring the segments to a storage device accessible to a server; and

delivering the segments to the client devices sequentially for live media

playback.

24. A live streaming system according to claim 23, wherein the live streaming data includes

audio and/or video data.

25. A live streaming system according to any of claims 23 to 24, wherein the live stream
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data is transcoded into different formats for different types of client devices.

26. A live streaming system according to claim 25, further comprising transcoding eachfile

format into different bit rates.

27. A live streaming system according to claim 25, further comprising adding custom frame

headers to transcoded frames.

28. A live streaming system according to claim 27, wherein the custom frame headers

include audio/video track information for each frame.

29. A live streaming system according to claim 27, wherein the custom frame headers

include frame length information.

30. A live streaming system according to claim 27, wherein the custom frame headers

include RTP packet headers.

31. A live streaming system according to any of claims 23 to 30, wherein each ofthe

scgments is of a predetermined fixcd duration.

32. A live streaming system according to claim 31, wherein each segment duration is an

integral numberof seconds.

33. A live streaming system according to any of claims 23 to 30, wherein at least some of

the segmentsare of variable durations.

34. A live streaming system according to claim 33, wherein all the variable segment

durations are respective integral numbers of seconds.

35. A live streaming system according to any of claims 23 to 34, whercin the segments are

encrypted before being transferred to the storage device.
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36. A live streaming system according to any of claims 23 to 35, wherein the storage device

is local to the segmenter.

37. A live streaming system according to any of claims 23 to 35, wherein the storage device

is remote from the segmenter.

38. A live streaming system according to any of claims 23 to 35, wherein the storage device

is accessible to an HTTP server, and whercin the segments are delivered to the clicnt

devices using the HTTP protocol.

39. A live streaming system according to any of claims 23 to 38, wherein delivery of the

segments is via a delivery method selected from http-streaming, progressive download,

RTSP,and full download.

40. A live streaming system according to any of claims 23 to 39, wherein a multiplicity of

metadata associated with the live streaming data is created and stored in a database and

made available to the client devices.

41. A live streaming system according to claim 40, wherein previously stored segments of

video can be searched using the metadata stored in the database.

42. A method for distributing live streaming data to client devices, comprising:

recording the live streaming data;

dynamically transcoding the live streaming data into a plurality of encodings;

packing the plurality of encodings in a plurality of file formats each having

formatted data;

writing the formatted data out in segments;

transferring the segments to a storage device accessible to a server; and

delivering the segments to the client devices sequentially for live media playback.

43. A method according to claim 42, wherein the live streaming data includes audio and/or

video data.
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44. A method according to any of claims 42 to 43, wherein the live stream data is

transcoded into different formats for different types of client devices.

45. A method according to claim 44, further comprising transcoding eachfile format into

different bit rates.

46. A method according to claim 44, further comprising adding custom frame headers to

transcoded frames.

47. A method according to claim 46, wherein the custom frame headers include audio/video

track information for each frame.

48. A mcthod according to claim 46, whercin the custom frame headers include frame

length information.

49. A method according to claim 46, wherein the custom frame headers include RTP packet

headers.

50. A method according to any of claims 42 to 49, wherein each of the segmentsis of a

predeterminedfixed duration.

51. A method according to claim 50, wherein each segment duration is an integral number

of seconds.

52. A method according to any of claims 42 to 49, wherein at least some of the segments are

of variable durations.

53. A method according to claim 52, wherein all the variable segment durations are

respective integral numbers of seconds.

54. A method according to any of claims 42 to 53, wherein the segments are encrypted
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before being transferred to the storage device.

55. A method according to any of claims 42 to 54, wherein the storage device is local to a

segmenter which performs the writing of the formatted data in segments.

56. A method according to any of claims 42 to 54, wherein the storage device is remote

from a segmenter which performsthe writing of the formatted data in segments.

57. A method according to any of claims 42 to 54, wherein the storage device is accessible

to an HTTPserver, and wherein the segments are delivered to the client devices using the

HTTPprotocol.

58. A method according to any of claims 42 to 57, wherein delivery of the segments is via a

delivery method sclected from http-strcaming, progressive download, RTSP,and full

download.

59. A method according to any of claims 42 to 58, wherein a multiplicity of metadata

associated with the live streaming data is created and stored in a database and made

available to the clicnt devices.

60. A method according to claim 59, wherein previously stored segments of video can be

searched using the metadata stored in the database.

61. Apparatus for retrieving live streaming data from a server, comprising:

a processor for executing a segment downloader and network proxy;

a memory for storing downloaded segments;

a rendering engine for rendering downloaded data, wherein the rendering engine

communicates through the network proxy; and

instructions executable by the processorfor:

measuring bandwidth at a clicnt device;

selecting an appropriate bit rate for a current bandwidth in a delivery

channel;
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selecting an appropriate encoding for the client device; and

performing the following with respect to segments of the live streaming data:

(1) requesting the segments from a server, (2) downloading the segments via the

delivery channel, (3) storing the downloaded segments, (4) decrypting the stored

segments, (5) parsing the decrypted segments, and (6) delivering the parsed segment

data to a local media player through a local network proxy.

62. Apparatus according to claim 61, wherein the segments are requested and downloaded

using the HTTP protocol.

63. Apparatus according to any of claims 61 to 62, wherein the stored segments are deleted

upon delivery of the parsed segment data to the local media player.

64. Apparatus according to any of claims 61 to 62, whercin the stored segments are kept for

a period of time after the parsed segment data is delivered to the local media player to

support a rewind function.

65. Apparatus according to any of claims 61 to 64, wherein segment parsing includes

decoding individual frames.

66. Apparatus according to any of claims 61 to 64, wherein segment parsing includes

parsing file location information for use in generating playlists.

67. Apparatus according to any of claims 61 to 66, wherein the local network proxy is an

HTTPserver.

68. Apparatus according to any of claims 61 to 66, wherein the local network proxy is an

RTSPserver.

69. A method for retricving live streaming data from a server, comprising:

measuring bandwidth at a client device;

selecting an appropriate bit rate for a current bandwidth in a delivery channel;
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selecting an appropriate encoding for the client device; and

performing the following with respect to segments of the live streaming data: (1)

requesting the segments from a server, (2) downloading the segments via the delivery

channel, (3) storing the downloaded segments, (4) decrypting the stored segments, (5)

parsing the decrypted segments, and (6) delivering the parsed segment data to a local media

player through a local network proxy.

70. A method according to claim 69, whercin the segments are requested and downloaded

using the HTTP protocol.

71. A method according to any of claims 69 to 70, wherein the stored segments are deleted

upon delivery of the parsed segment data to the local media player.

72. A method according to any of claims 69 to 70, whercin the storcd segments arc kept for

a period of time after the parsed segment data is delivered to the local media player to

support a rewind function.

73. A method according to any of claims 69 to 72, wherein segment parsing includes

decoding individual frames.

74. A method according to any of claims 69 to 73, wherein segmentparsing includes

parsing file location information for use in generating playlists.

75. A method according to any of claims 69 to 74, wherein the local network proxy is an

HTTPserver.

76. A method according to any of claims 69 to 74, wherein the local network proxy is an

RTSPserver.

77. An apparatus, comprising:

a processor for executing a live stream recorder and segmenter, wherein the recorder

accepts a live media stream and a configurationfile;

-35-

EX1002 - Page 124



EX1002 - Page 125

WO 2010/108053 PCT/US2010/027893

a memory for storing output of the live stream recorder and segmenter; and

instructions executable by the processorfor:

recording the live media stream;

transcoding the recorded stream into a plurality of encodings as defined by

the configuration file;

storing the encoded data in segments;

encrypting the plurality of resultant segments as defined by the configuration

filc; and

storing the transcoded and encrypted segments in the memory.

78. An apparatus, comprising:

a processor for executing a segment downloader and network proxy;

a memory for storing downloaded segments;

a rendcring engine for rendcring downloaded data, whercin the rendering engine

communicates through the network proxy; and

instructions executable by the processorfor:

connecting to a server to retrieve segments;

decrypting retrieved file data;

storing retricved and decrypted scgment data to the memory;

detecting a change in bandwidth that necessitates a changein bit rate and

changing the bit rate at which future segments are retrieved;

parsing frames from the segment;

providing frames to the network proxy;

accepting connections to the network proxy from the rendering engine; and

streaming frame data to the rendering engine from the network proxy.

79, An apparatus, comprising:

a processorfor executing a segment downloader and network proxy;

a memory for storing downloaded segments;

a rendering engine for rendcring downloaded data, wherein the rendcring engine

communicates through the network proxy; and

instructions executable by the processorfor:
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connecting to a server to retrieve segments;

decrypting retrieved file data;

storing retricved and decrypted scgment data to the memory;

detecting a change in bandwidth that necessitates a change in bit rate and

changing the bit rate at which future segments are retrieved;

generating a playlist file for the stored segments;

accepting connections to the network proxy from the rendering engine; and

sending playlist and segment data to the rendering engine from the network

proxy.
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METHOD AND SYSTEM FOR UNIFIED MOBILE CONTENT PROTECTION

BACKGROUND

The growing numberoflarge form factor mobile devices such as the iPad has

revolutionized mobile media consumption leading to revolutionary initiatives such as "TV

Everywherc™" (TVE) with a mandate to make premium content available on a wide range of

devices with great diversity in capabilities. This type of distribution, sometimes known as

“Over-The-Top” (OTT) distribution, has underscored the need for a new and more robust

trust model that builds on a 2-part trust model ofuser authentication and device identification

and can offer the same level of content protection that content owners have hadin the closed

Consumer Electronics ecosystems of the past. The added level ofprotection can enable

publishers to fully realize the potential for content distribution through this new open

ecosystem of devices.

Content protection 1s challenging in mobile devices for a numberofreasons. Mobile

devices do not uniformly support Digital Rights Management (DRM)standards. In particular,

most mobile devices do not currently support the most comprehensive form of content

protection, the Open Mobile Alliance (OMA) V2.0 DRM standard. Mobile devices also vary

in their CPU performance and memory capacity. An additional complication is the need to

support multiple modes of delivery required in the mobile environment, such as live

streaming, watching short video segments, rentals, or media download for watchinglater.

Current media protection schemes depend on sending the license information in-band

with the media or using a pre-distributed license key in the media viewing device. Examples

are Playready, WMDRM,Widevine, and Flash Access. However, TVE requires that the rights

are transferable across devices in a seamless manner.

SUMMARY

The present invention relates in general to protecting media on mobile devices and

more specifically to implementing a content protection system for media that may be

streamed or watched offline on mobile devices. This system is particularly useful in the

deployment of TVEservices for protecting media on any Internet-connected device in an

“Over-The-Top” (OTT) manner wherethe digital rights to the media are delivered to the

device over the network and madespecific to the device and user.

-l-
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Methods and apparatus are disclosed for protecting content delivered to a variety of

mobile devices based on client-server architecture with a symmetric (private-key) encryption

scheme. In one embodiment, a media preparation server (MPS) encrypts all media content

and publishes andstores it on a content delivery server (CDS), such as a server in a content

distribution network (CDN). Clients can freely obtain media content from the CDS and can

also freely distribute it further. They cannot, however, play the content without first obtaining

a decryption key. Access to decryption keysis via a centralized rights manager, providing a

desired level of DRM control.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages will be apparent from the

following description of particular embodimentsof the invention,as illustrated in the

accompanying drawings in which like reference characters refer to the same parts throughout

the different views. The drawings are not necessarily to scalc, emphasis instead being placed

upon illustrating the principles of various embodiments of the invention.

Figures 1 and 2 are block diagrams of systems capable of conducting procedures, in

accordance with various embodiments of the invention;

Figure 3 is a diagram of the content encryption, in accordance with an embodiment of

the present invention;

Figure 4 is a diagram of the kcy wrapping, in accordance with an embodimentofthe

present invention; and

Figure 5 is a block diagram of a system showinginterfaces and message formats

between system components;

Figures 6-8 are diagrams of message flows during system operation in accordance

with an embodiment of the present invention.

DETAILED DESCRIPTION

Figure | is a block diagram for one embodimentofthe present invention. It shows a

client device 10 and a plurality of servers 12 that are connected together in a secure network

and together form an instance of whatis referred to herein as a "wireless platform" (WP).

The clicnt device 10 and WPservers 12 are typically computerized devices which include one

or more processors, memory, storage (e.g., magnetic or flash memory storage), and
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input/output circuitry all coupled together by one or more data buses, along with program

instructions which are executed by the processor out of the memory to perform certain

functions which are described herein. Part or all of the functions may be depicted by

corresponding blocks in the drawings, and these should be understood to cover a

computerized device programmedto perform the identified function.

In one embodiment, the servers 12 (referred to as servers herein) may be collocated in

a single data center. In another embodiment, the servers 12 may be geographically distributed

in multiple data centers. In another embodiment, the servers 12 may be physically in the same

region, but connected to the clicnt 10 through scparate nctwork paths (c.g. through different

networkservice providers). In one embodiment, the servers 12 are situated as part of a

content delivery network (CDN) 14. In one embodiment, the content from a content

publisher 16 is ingested via an ingestion engine 18, and the ingested contentis then

segmented by a media preparation engine (MEDIA PREP) 20. The media preparation engine

20 obtains a content cneryption/decryption key from a digital rights management (DRM)

server 22 and uses it to encrypt the content for storage and later delivery in encrypted form.

An example of streaming of content is shown in published PCT application WO

2010/045109.

In part of the description below, the combination of the ingestion engine 18, media

prep 20 and a play manager26 are referred to as a "content controller". Thus in one

embodimentthe system is constituted by a content controllcr along with a DRM server 22 and

a rights manager 24.

A media preparation profile in the media preparation server 20 specifies an encryption

type on a per-media-item basis. Candidate ciphers may include XOR, RC4, HC-128, AES,

and along with the specification of encryption type is stored a corresponding key and a key

length. Each media item has its own randomly generated key value. In the case of AES and

XOR encryption, this randomly generated key value is used as the actual key for

encryption/decryption, whereas for RC4 and HC-128it is the seed key to initialize a stream

cipher. AES key length is typically 128 bits. XOR key length may be 1024 bytes, and may be

configurable. RC4 and HC-128 use 128 bit seed keys. The media preparation profile also

specifies, on a per-media basis, the length of the byte stream which should be generated (this

is the actual kcy used for media encryption, and the length is the same as the block length

described elsewhere herein). Each media item is transcoded in multiple formats for different
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target platforms, and each of the resulting transcoded mediafiles is immediately encrypted

with the chosen cipher and key and the encrypted files are then pushed to the CDN 14.

Additional details regarding encryption are provided below.

In order to use the system for downloading content, the client device 10 first

authenticates with the rights manager 24 and registers its device with the DRM server 20.

During this process the client 10 obtains a logical device id from the rights manager 24 that is

a token to represent a user of the client device 10, and associates this token with the specific

client device 10 via a device “fingerprint” which is a unique identifier for the client device 10.

The unique identification may be based on certain physical propertics that may include an

international mobile equipment identifier(IMEI) number, media access control (MAC)

address, or certain file system properties. Each of the supported client devices 10 provides an

Application Programming Interface (API) via which the unique identifier of that device can

be obtained. Some devices have an IMEI number, some a mobile equipment identifier

(MEID) number, some an electronic scrial number (ESN). The iPhone has a unique device

identifier (UDID).

The client device 10 has a built-in domain key that is used to encrypt the exchange of

the logical device 1D with the rights manager 24. For enhancedsecurity, the domain key is

divided into a number of separate components whichare stored so as to be difficult to locate.

For example, each may bestored as an array, with elements of the array represented as strings

containing an integer and some special characters which arc commonly found in binary files.

Whenthe arrays are examined,it is difficult to detect where the components are located. At

run-time, all arrays are processed, special characters are discarded, and elements of these

arrays are converted into characters and concatenated together to produce the actual domain

key.

Device registration is carried out as follows. A DRM Agent running on the client 10

generates an encrypted token containing a device id and a randomly generated long nonce.

That information (device id and the random long nonce) is encrypted with the domain key

and is sent to the DRM server 22. The DRM server 22 decrypts this registration message

using the same domain key, and stores an association betweenthis user, device id, and key

nonce in a database. The DRM server 22 generates a response containing a unique logical id

assignedto this user. This response is encrypted with a session key constructed from domain

key, device id, and the random key nonce provided by the DRM Agent, and the encrypted
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response is sent to the client 10. Details regarding the construction of the session key are

provided below.

Oncethe client 10 receives the response, it decrypts the response and stores

registration information into an encryptedrights file on the client device 10. Therightsfile is

encrypted with the key constructed from the combination of the domain key and the device id.

The session key may be constructed as follows:

A shared or domain key is combined with the device id and the randomly generated

key nonce: shared_key + device_id + key_nonce. The resulting string is fairly long, so a hash

or checksum is computed on it. In one embodiment, a hex representation of the hash, which

may be 32 bytes long, is chosen to be the key. In different embodiments, the raw hash output

(which may be a 128-bit integer) may be used. In one embodiment a Message Digest 5

(MDS) hash may be used. Other embodiments might use a 64-bit RACE Integrity Primitives

Evaluation Message Digest (RIPEMD) hash function instead of MDS.

In other embodiments,it is possible to include other individualization parameters into

these keys. Thus, the client/server session key, as well as the key used to encrypt the rights

file on the device, could be enhanced further by adding unique user information (user token)

and/or application information, such as the application nameor identifier. That way, keys will

be application-specific and user-specific as well as device-specific.

Figure 2 showsa slightly different embodiment of the system, in which there is a

connection directly between the rights manager 24 and the DRM server 22 to cnable the

DRM server22 to directly consult with the rights manager 24 as may be required.

As previously mentioned, any ofvarious content encryption schemes may be

employed. The following presents several specific examples along with corresponding details

regarding how encryption/decryption is carried out. In some embodiments, the encryption can

be applied to portions of the file such as key frames for video in order to reduce processing

load.

XOR

In one embodiment the following simple and fast symmetric (private key) encryption

schemeis used. Operation is illustrated in Figure 3. The media preparation server 20 performs

an exclusive-OR opcration (XOR) between the contents of the media file and a secret

(private) key K1 (not shown). In one embodiment the key K1 is 1024 bytes long. The XOR
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operation starts at a random position P1 within the media file and continues until the end of

the file. The random position P1 is preferably chosen to be close to the beginning of thefile,

e.g. within the first 10% of the file. P1 can also be a predetermined fixed position, for

example the very beginning ofthe file (location 0).

The key K1 may be chosen in a variety ofways. For example, it may be generated

randomly. Alternatively, it may be generated by first choosing another random position P2

(not shown) within the samefile, and selecting 1024 bytes from the media file starting at

position P2. If there are not 1024 bytes remaining between P2 and the end of thefile, then

1024 bytes are sclectcd starting at position P2 — 1024 + 1. As noted, the key length may be

other than 1024 bytes, and may be configurable.

The media preparation server 20 stores P] and P2 in a database for each mediafile. In

addition, the media preparation server 20 associates an expiration time with the encryption

keys, stores the expiration time in the database, and re-encrypts content with new keys upon

key expiration.

RC4-drop(n)

RC4-drop(n)is a stream-cipher algorithm generally known to those skilled in the art.

It includes the dropping ofthe first 3072 bytes from each generated keystream. Also, RC4

does not have a formal notion ofan initialization vector (IV). Instead, a checksum is

computed on a concatenated key and an arbitrarily chosen initialization valuc, and the

checksum is used as the key.

In one embodimentof stream cipher encoding, the entire media file is divided into

smaller blocks of a selected block size. With a stream cipher, one can generate an infinitely-

long stream ofbytes. Theoretically, if a content item (¢.g., movie) were to be played only

from start to finish, without rewinding or fast-forwarding (i.e. without scrubbing), a stream

cipher could be used on the streaming media without specialization. However, since the user

may scrub during playback, decryption requires a modification to the stream cipher. The

media is divided into fixed-size blocks and a new stream of key bytes is generated for each

block by using the same seed key and a different IV. The IV in this case can be just the

sequential block number, starting from 0. In one embodimentthe blocks can have length 32k,

but the block length can be different in other embodiments and may be configurable.
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HC-128

HC-128is another well-known stream cipher whose block size can be adapted as

described above. Also, in addition to block size, both RC4 and HC-128 can take into account

a segment numberforlive streaming and for video on demand (VOD). The entire long-form

content is represented as many segments, and each segmentis then divided into multiple

blocks from the encryption/decryption point ofview.

AES

The same approach to block sizing may be taken for AES unless of course in some

embodiments the decryption is done in hardware. It may be desirable to use the same form of

AESencryption supported by iPhone® and iPad®, which is AES bit with Cipher-Block-

Chaining (CBC mode). Each segment is encrypted individually, and the same key is used

across all segments, but each segment hasits own initialization vector which is the sequence

numberof the segment.

It is briefly described how a userobtains a rights object (RO) to use in downloading

and streaming, as well as playing, content. The user registers with a content provider using,

in one embodiment, Open!D technology and obtains a user token which uniquely identifies

that user. Before the user can play a given media contentfile, the user must obtain the

decryption key. A DRM agent running on the client device 10 contacts the rights manager 24

and provides three items: <device-id, media-id, uscr-token>, where devicc-id is a unique

identifier specific to that particular mobile device, media-id is a uniqueidentifier specific to

the particular media content the user wants to play, and user-token is the unique user

identifier. Device id could be the unique address of the mobile device, or it may be one of the

types of device identifiers discussed above.

The rights manager 24 receives the request for the RO from the client 10, containing

<device-id, media-id, user-token>. The rights manager 24 validates the user-token using

OpenID technology and also validates that media-id is correct and has not expired.It then

generates the requested RO, which contains a key value K1 for media content decryption, a

remaining play count for that media, and a media license expiration time. Even though

communications between the client 10 and rights manager 24 is carried over a secure

connection (SSL), the rights manager 24 may optionally encrypt the RO so that encrypted RO

can be safely stored on the client device 10.
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The encryption of the RO is illustrated in Figure 4. To encrypt the RO, the rights

manager 24 uses the following symmetric encryption scheme. The RO is encrypted with 64-

bit Blowfish key constructed from the checksum (domain key + device id + key nonce). To

compute K2, the rights manager 24 applies an MDS checksum function to the device-id.

Message Flow

Figure 5 contains a block diagram showing interfaces (numbered reference points)

between system components. The following is a description ofmessaging flows (including

message formats) among the components.

The ingestion flow consists of secure transfer of content from the content publisher 16

via a secure transfer method such as scp, sftp, or ascp (Aspera) to the content controller back-

end server 28, which in turn transcodes and encrypts the content using the chosen content

cipher (e.g., AES or HC-128) and publishesit into the CDN 14.

The interfaces and associated protocols are described next for cach of the numbered

reference points in Figure 5.

1. Over this HTTPinterface, the client 10 performs a one-time device registration

with the rights manager 24 (and DRM Server 22) passing the device-id, key nonce, and

message nonce encrypted with the Blowfish algorithm using the domain key that is stored in

an obfuscated mannerin the application binary as described above. The registration

information is passed through to the DRM Server 22 via the interface 2 described below.

Depending on specific deployment requirements, the clicnt may 10 may altcrnativcly go to

the DRM server 22 first, and the DRM server 22 then communicates with the nghts manager

24.

Also, on the same interface, every time the client 10 needs to play a media,it sends

media rights requests to the rights manager 24 also encrypted via Blowfish with a device-

specific key. The media rights request contains device id, media id, logical id (a unique

abstract user identifier) provided by the DRM server 24 when the device wasregistered,

message nonce, and the current play count.

2. This HTTP interface is used as a pass-through interface, where the rights manager

24 relays requests (device registration and media location and rights requests) received from

the client 10 and destined to the DRM server 22. These messages are encrypted as noted in

#1. The rights manager 24 maintains uscr information which the DRM server 22 docs not
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have access to, and the rights manager 24 mapsindividualusers to logical ids maintained by

the DRM server 22. The rights manager 24 appendsthe logical id, uniquely identifying the

current user, to all requests being forwarded to the DRM server 22. The only exception is the

initial device registration becauseit does not have a logical id for that user at that point. The

logical ids need not be encrypted whenthese servers are in a secure facility 30 with restricted

access as shown. In environments where these servers need to be remote, a secure connection

would be needed between them. The secure connection may take the form ofa virtual private

network (VPN)or a Secure Sockets Layer (SSL) connection.

3. This HTTP interface is used by the DRM server 22 to request media information

from the back-end content controller 28. This interface is used to obtain information needed

to play a media item. The request by itself does not have any commercial value and is

therefore not encrypted nor sent over a secure channel.

4, This HTTP interface carries the response of the content controller 26 to the DRM

server request described under item #3 above. The response is an XML document, containing

media URL pointing to an encrypted media file located in the CDN 14 and an encrypted

message which contains information about the cipher and the key used to encrypt this mcdia.

The messageis encrypted with the Blowfish algorithm and the domain key.

5. Via this HTTP interface the DRM server 22 asks the rights manager 24 for media

rights for the current user. The request contains logical id, media id, and the play count

reported by the client 10. This interface is used when the client 10 is requesting media rights

as described in #1. The information need not be encrypted when the DRM server 22 and

rights manager 24 are in a sccure facility 30. Altcrnatively, a secure connection may be

employed.

6. This HTTPinterface carries the response of rights manager 24 to the DRM server

request described under item #5 above. The response is an XML document containingrights

information for the requested media and the current user. This interface is used only when the

client 10 is requesting media rights. The response need not be encrypted when the DRM

server 22 and rights manager 24 are in a sccure facility 30. Alternatively, a secure connection

may be employed.

7. This HTTPinterface sends the response of the DRM server 22 to the rights

manager 24. Two types of responses are sent over this interface: the device registration

response and the media location and rights in response to requests described under item #2
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above.

The device registration response is an XML documentthat contains an encrypted

message (containing the logical id) destined for the client 10, and also the logical id and total

device count for the current user in the clear. The rights manager 24 uses the device count to

checkagainst the total count of authorized devices for the user. It removes the logical id and

device count from the response, before forwarding it to the client 10 on interface 8. The client

completes the registration on its end when it can receive the encrypted message and

successfully decrypt and verify the nonce and checksum in the message.

The media rights and location response is an XML document that contains the media

URL pointing to an encrypted media file located in a CDN 14, and an encrypted message

(destined for the client) which contains information about the cipher and the key needed to

decrypt this media and media rights information for the current user. This response is

forwardedto the client 10.

In both types of responses, the message is encrypted with a kcy produced from the

domain key, device id, and the key nonce.

8. This is a pass-through interface where the rights manager 24 simply forwards the

responses it received from the DRM server22 to the client 10, in response to the client’s

requests described under item #1 above. The contents of these responses are described fully in

#7.

9. This is the interface by which the content is delivered to the client 10 from the CDN

14.

Figure 6 is a message flow ladder-diagram for one embodimentof the present

invention. It describes the message flow for device registration and obtaining the rights object

containing the content key for playing the content. Figure 7 contains another message flow

ladder-diagram for an alternate embodiment where the client 10 is in direct communication

with the intervening rights manager 24, which in turn communicates with DRM server 22.

Figure 8 illustrates a work flow for integrating functionality of a certificate authority

(CA) into the content protection scheme. The work flow consists of the followingsteps:

1. Have a servercertificate signed by the CA

2. Distribute the application to devices via application stores

3. Initially, a clicnt 10 authenticates with a server via SSL via the following:
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A. Authentication could be passed through to a customer authentication server

12

B. The customer authentication server 12 receives an activation code from the

CA andpassesit to the client 10

C. The client 10 uses the activation code (using tools of a software

development kit (SDK) of the CA) to obtain an encrypted security credential from the

CA,wherein the security credential = (the shared secret, a credential ID, and a

creation time)

D. The client 10 sends the credential TD to the server 12 which is linked to an

authentication record

E. The client 10 registers by sending the device fingerprint to the server 12 and

gets a device-specific key

4. For a session, a clicnt 10 is validated as follows:

A. The client uses the CA SDK to dynamically generate a security code from

the security credential and sends it to the server 12 via SSL

B. The server 12 contacts the CA to validate the client 10 using the stored

credential ID together with the security code

C. The server 12 returns the content key encrypted with the device-specific key

D. In offline mode, the DRM agentof the client 10 will offer protection with

an offline timeout that forces contact with server 12 (which includes protection

against clock tampering as described below)

Anti-Clock Rollback Protection

Clock rollback is a technique employed to illegally extend time-based licenses. A

user manipulates the clock on a playback device so that the time-based license expiration is

reached later than it should (or not at all). To detect clock roll-back, time is sampled on the

client device 10 when the application is registered and every timeit starts up, and the timeis

stored into the encrypted file. When a player is instantiated to play a media item, a separate

thread is also started to monitor the progression of time during playback. The thread sleeps

for a short time period, wakes up, and increments an clapsed time counter. That clapsed time

is added to the last known local time. Thus, the application always has information about
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what the time should be (to an approximation). This technique can be augmented to include

time information from a server 12.

Rights File Integrity Protection

Therights file (also referred to as rights object herein) is stored on the client device 10

and contains the device-specific key and the content-keys encrypted with the device-specific

key. The rights file itself is encrypted with the key constructed from the domain key and the

unique identifier of the device. The contents of the file are checksummed and the checksum

itself is stored within the file. When the filc is decrypted, the contents are checksummed again

and the computed checksum is compared with the checksum stored in thefile to verify that

the file has not been tempered with. The rights file also has a copy protection feature, in a

sense that an outdated copy ofthe file cannot be written over the fresh copy without being

detected by the DRM Agent. The copy protection is platform-dependent. On the iPhone/iPad

platforms, DRM Agentobtains a unique property of the file and stores it within the encrypted

file. The unique file value is not something that can be controlled at will, it is a property that

is assigned by the operating system. Those skilled in the art may choosethis file property

such that copying the file would force a change in the unique value. On Android the nightsfile

is stored within the application-specific directory which is protected from other applications

and from user access via standard Linux permissions. Furthermore, DRM Agent generates a

random long numberandstores it within the cncrypted file as well as within the application-

specific directory on the device. The two numbers are compared when mobile application

starts. On the Blackberry platform, a similar randomly generated long numberis stored inside

the encrypted file as well as within the application-specific persistent secure storage offered

by the Blackberry platform.

In the description herein for embodiments of the present invention, numerous specific

details are provided, such as examples of components and/or methods, to provide a thorough

understanding of embodiments of the present invention. One skilled in the relevant art will

recognize, however, that an embodimentof the invention can be practiced without one or

moreof the specific details, or with other apparatus, systems, assemblies, methods,

components, materials, parts, and/or the like. In other instances, well-known structures,

matcrials, or operations are not specifically shown or described in detail to avoid obscuring

aspects of embodiments of the present invention.
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Although the above description includes numerousspecifics in the interest of a fully

enabling teaching,it will be appreciated that the present invention can be realized in a variety

of other manners and encompassesall implementations falling within the scope of the claims

herein.
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CLAIMS

Whatis claimedis:

1. A system for protecting media items delivered over the Internet to mobile devices wherein

a license to each media item for a given mobile device is individualized to the given mobile

device.

2. The system of claim 1 wherein the delivery is via segmented files over a hypertext transfer

protocol.

3. The system of claims 1 or 2 wherein the licenseis also individualized to a specific user.

4. The system of claims 1 or 2 wherein the media item may havea plurality of representations

for different bitrates.

5. The system of claim 4 wherein the player may switch arbitrarily between bitrates.

6. The system of claims 1 or 2 wherein the content is played offline.

7. A method for protecting content to be delivered to client devices via a content delivery

network, comprising:

creating a media encryption key on a per-media basis during ingestion of media;

encrypting the media using the media encryption key;

pushing the encrypted media to the content delivery network for later delivery to client

devices.

8. A method according to claim 7, further including per-media configuration of specific

distinct encryption ciphers on a per-media basis.

9. A method according to claim 7 or 8, wherein the encryption ciphers include one or more

stream ciphers for which a final key length is also per-media configurable.
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10. A method according to claim 7, whcrcin encrypting the mcdia uscs onc or more

encryption ciphers selected from advanced encryption standard (AES), RC4, HC-128 and

XOR.

11. A method according to claim 10, wherein encrypting the media includes performing an

XORopcration using a key of a certain length L combined with data ofprotected content, the

XORoperation comprising:

exclusive-OR'ing the key with L content bytes starting at a selected position of the

contentfile;

exclusive-OR'ing the key with subsequent sets of L content bytes of the content file

until all content bytes have been XOR’ed with the key.

12. A method according to claim 11, wherein the selected position is a predetermined position

at or near a beginning ofthe contentfile.

13. A method according to claim 11, wherein the selected position in a beginning portion of

the content file and chosen just prior to encrypting the content file.

14. A method according to claim 11, further including:

downloading an encrypted media item to a client device;

decrypting the encrypted media item only during playback and only in small quantities

necessary for immediate playback, cach small quantity spanning a range of content bytes

determined by operation of a video player performing the playback andalso by user scrubbing

actions during playback, the scrubbing actions including rewinding and fast forwarding, the

decrypting further including receiving a byte range and an offset of a first byte in the byte

range from the beginning of the encrypted , and computing a mapping between the key and

content bytes which need to be decrypted.

15. A method according to claim 10, wherein encrypting the media includes performing an

HC-128 operation using a key of a certain length combined with data of protected content, the

HC-128 operation comprising:

initializing an HC-128 stream cipher algorithm and generating a stream of bytes of a
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preconfigured Icngth, the length being configured on a per-mcdia basis, the initialization

including setting the value ofan initialization vector employed by the HC-128 stream cipher

algorithm to zero;

for a first set of content bytes of the preconfigured length, exclusive-OR'ing the stream

of bytes with the set of content bytes;

for subsequent scts of the content bytes, (1) incrementing the initialization vector, (2)

re-initializing the HC-128 stream cipher algorithm with the incrementedinitialization vector,

and (3) repeating the generating of the stream ofbytes and the exclusive OR'ingthe stream of

bytes with the subsequent sets of content bytes until the entire content file 1s fully encrypted.

16. A method according to claim 15, further including:

downloading an encrypted media item to a client device;

decrypting the encrypted media item only during playback and only in small quantities

immediately necessary for playback, each small quantity spanning a range of content bytes

determined by operation of a video player performing the playback and also by user scrubbing

actions during playback, the scrubbingactions including rewinding and fast forwarding, the

decrypting further including (1) recciving a range ofbytes located anywhere within the media

item along with an offset from the beginning of the media item, (2) identifying one or more

initialization vectors needed to decrypt the bytes, (3) initializing the HC-128 algorithm using

one ofthe identified initialization vectors, (4) generates a key stream, (5) exclusive- OR'ing

the key stream with the bytes, and (6) repeating the abovesteps (3), (4) and (5) using distinct

other oncs of the initialization vectors for subscquent ranges of content bytes as necessary

until the media item is fully decrypted.

17. A method according to claim 10, wherein encrypting the media includes performing an

RC4 operation using a key of a certain length combined with data ofprotected content, the

RC4 operation comprising:

initializing an RC4 stream cipher algorithm and generating a stream ofbytes of a

preconfigured length, the length being configured on a per-mediabasis, the initialization

including setting the value of an initialization vector employed by the RC4 stream cipher

algorithm to zero;

for a first set of content bytes of the preconfigured length, exclusive-OR'ing the stream
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of bytes with the sct of content bytcs;

for subsequent sets of the content bytes, (1) incrementing the initialization vector,

(2) re-initializing the RC4 stream cipher algorithm with the incrementedinitialization vector,

and (3) repeating the generating of the stream ofbytes and the exclusive OR'ingthe stream of

bytes with the subsequent sets of content bytes until the entire contentfile is fully encrypted.

16. A method according to claim 15, further including:

downloading an encrypted media item to a client device;

decrypting the encrypted media item only during playback and only in small quantities

immediately necessary for playback, each small quantity spanning a range of content bytes

determined by operation of a video player performing the playback and also by user scrubbing

actions during playback, the scrubbing actions including rewinding and fast forwarding, the

decrypting further including (1) receiving a range ofbytes located anywhere within the media

item along with an offset from the beginning of the media item, (2) identifying one or more

initialization vectors needed to decrypt the bytes, (3) initializing the RC4 algorithm using one

of the identified initialization vectors, (4) generates a key stream, (5) exclusive- OR'ing the

key stream with the bytes, and (6) repcating the above stcps (3), (4) and (5) using distinct

other ones ofthe initialization vectors for subsequent ranges of content bytes as necessary

until the media item is fully decrypted.

17. A method according to claim 10, wherein encrypting the media includes performing an

AESopcration using a kcy of a certain length combined with data of protected content, the

AESoperation comprising:

randomly generating AES encryption keys on a per-mediabasis at the time of

ingestion of the media;

representing the media as multiple segments having corresponding sequence numbers;

establishing distinct initialization vectors for the segments;

performing an AESencryption algorithm on each segmentusing the respective

initialization vector, the AES encryption algorithm including cipher block chaining within

each segment and not spanning multiple segments.

18. A method according to claim 17, further including:
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downloading an cncrypted media item to a clicnt device;

decrypting the encrypted media item using a native player of the client device, the

native player having access to a playlist specifying a content decryption key, the playlist being

served from a local HTTP server executing on the client device, the key being delivered to the

client device from a digital rights management server via an encrypted message.

19. A methodfor delivering protected content to a client device, comprising:

registering the client device;

obtaining the license for use of the protected content;

decrypting the protected content; and

playing the decrypted content using a player of the client device.

20. The method of claim 19, further including detecting clock roll-back by use of a DRM

agent executing on the client deviceto:

monitor a local clock to ensure that a time reported by the local clock is continuously

incrementing;

at a time of starting a playback application, sampling the time and comparingit to a

last known timestored in an encrypted rights file on the client device; and

employing a separate thread which wakes up at regular intervals as playback proceeds

and (1) keeps track of elapsed playback time, (2) adding the elapsed playback timeto the

previously sampled local time on the client device, and (3) writing the result to the encrypted

file.

21. The method of claim 19, further including detecting content expiration by:

maintaining rights information including an expiration time and/or maximum play

count in association with each media item, the right information being received from a digital

rights management (DRM)server in an encrypted form, and storing the rights information in

an encrypted file on the client device;

upon initiating playback of the media item, employing a DRM agentonthe client

device to determine whether the media item has expired by comparing a current time on the

client device to the expiration time of the media, and/or comparing the maximum play count

to a stored actual play count, the DRM Agent ensuring that clock rollbacks on the client

-18-
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device are detected and disallowing media playback if time is not steadily incrementing, the

DRM Agent executing a separate thread, in parallel with a thread performing playback such

that the media item can expire not only upon initiating playback but also during playback.

22. The method of claim 19, further including

uniqucly identifying the clicnt device using a unique physical device identificr, the

unique physical device identifier being obtained from the client device using an application

programming interface offered by an execution environment ofthe client device, the unique

physical device identifier being encrypted with a domain secret and stored in an encrypted file

on the client device and also sent to a digital rights management (DRM) server via an

encrypted message, the encrypted unique physical device identifier being stored by the DRM

server in a database of registered client devices and being mapped to a unique logical device

identifier representing a user of the client device, the unique logical device identifier being

sent encrypted with the domain secret.

23. The method of claim 22, wherein the unique physical device identifier is selected from an

IMEI numbcr, an MEID, an ESN and a UDID.

24, The method of claim 22, further comprising:

combining the unique physical device identifier with a domain key to generate a

device-specific key to encrypt a rights file stored on the client device and containing content

decryption keys used to decrypt the protected content.

-19-
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TITLE OF APPLICATION

Method and System for Secure Over-the-Top Live Video Delivery

SUMMARY

This invention relates in general to over-the-top (OTT) media delivery and more

specifically to encryption key rotation for live streaming media.

As content delivery models move away from streaming distribution overprivate

networks to Web-based delivery of files over the public Internet, referred to as over-the-top

(OTT) delivery, traditional content protection paradigms must be modified to support new

delivery protocols, e.g., HTTP Live Streaming. Forlive streaming content with long or

indefinite durations, use of a single encryption key for the entire duration increases the

probability that the key may be compromised. Traditional key rotation schemes used in private

multiple system operator (MSO) and mobile network operator (MNO) distribution networks,

where physical security protects the key distribution path, do not extend to use overthe public

Internet, where communications channels are more susceptible to attack. Furthermore, the

encryption used with nascent segment-based HTTPdistribution protocols (e.g., HTTP Live

Streaming, Silverlight Smooth Streaming, MPEG/3GP Dynamic Adaptive Streaming over HTTP

(DASH), etc.) also differs from traditional streaming techniques. Encryption of non-segmented

contentis typically performed using a single encryption key using a single continuous pass over

the content, from start to finish. For segment-based formats, each segment may use the same

content encryption key. Though the content encryption key may besalted with a unique

initialization vector (IV) for each segment, the IV is not random andprovides only limited

security.

Methodsand apparatus are disclosed for managing the distribution and useof a plurality

of content encryption keys for use in the protection of live streaming content. A disclosed

method includes generating a series of content encryption keys and providing them serially to a

packaging server for encrypting a content item, wherein each content encryption key is provided

upon expiration of a period of use of a serially preceding content encryption key. The packaging

server generates packaged contentfor delivery to client devices via a content delivery network,

the packaged content including or accompanied by key expiration information usable by the
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client devices to identify transitions between sections of the packaged content encrypted by

different ones of the content encryption keys. The method further includes providing the content

encryption keys to a license server for delivery to the client devices for use in decrypting the

content item. The license server is operative to establish that a requesting client device is

authorized to access the content item, and further operative to securely deliver the content

encryption keys to a requesting client device whose authorization to access the content item has

been established. The transitioning between use ofdifferent keys is also referred to herein as key

“rotation”.

A workflow management system, referred to herein as a workflow manager,is

responsible for managing the acquisition of source content from a content management system,

preparation of the content, including, but not limited to, transcoding of the content into different

encodings(e.g., different bitrates, frame rates, resolutions, sample rates, codecs, etc.), storing the

transcoded contentin different formats (e.g., 3GP, segmented 3GP, MP4, fragmented MP4,

MPEG-TS, segmented MPEG-TS, RTP,etc.), and encrypting the different formats, so that the

content is suitable for delivery to a plurality of client devices over a plurality of network

infrastructures. The prepared content is then uploaded to a CDN for delivery to clients.

Provisions are included for managing when content encryption keys expire, distributing content

encryption keys to packaging engines, and distributing content encryption keysto clients.

A client device handles the secure distribution of content by a process including initiating

a media playback request and receiving a playback request response, and parsing content

information from the playback request response, the content information including content

encryption keys, content encryption key identifiers, and content encryption key expiration times.

The client device retrieves content and manifest files from a content delivery server. During

ongoing retrieval of content, the client device detects content encryption key rotation boundaries

between periods of use of different content encryption keys in decrypting retrieved content,

issues requests to the license server ahead of a key rotation boundary to retrieve a second content

encryption key to be used after a content encryption key rotation boundary is reached, and

applies the second key for content decryption after the key rotation boundary is reached.

In the preparation and distribution of content, specifically video content, modern

protocols (e.g., HTTP Live Streaming, Silverlight Smooth Streaming, MPEG/3GP Dynamic
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Adaptive Streaming over HTTP (DASH), etc.) employ segment-based rate adaptation to deal

with fluctuations in bandwidth, whereby segment boundaries provide natural demarcation points

for switching bitrates. Another example of a protocolandfile format suitable for segment-based

rate adaptation is described in PCT Application No. PCT/US2010/027893filed March 19, 2010,

and entitled, Method for Scalable Live Streaming Delivery for Mobile Audiences. Yet another

example of a protocol and file format suitable for segment-based rate adaptation is described in

PCT Application No. PCT/US2010/028309 filed March 23, 2010, and entitled, Method and

System for Efficient Streaming Video Dynamic Rate Adaptation. There are many protocols and

methods for generating segmented content, as should be knownto those skilled in the art. Any

of these segmentation methodsare suitable for use in accordance with provisions of the

invention. For segment-based formats (e.g., segmented 3GP, fragmented MP4, segmented

MPEG-TS, etc.), each segmentis independently playable, and therefore needs to be

independently encrypted and decryptable. Segments are typically ofa fixed duration and, in the

case of video content, begin with a key-frame and contain no inter-segment references.

Segmentation is performed oneach ofthe different encoding generated by the transcoder, by

parsing the resultant encoding and determining segment boundaries. In one embodiment

segment boundaries are based on a fixed numberof bytes of data. In another embodiment

segment boundaries are based on a fixed numberof video key frames.

Segments are encrypted on segment boundaries using the current content encryption key

and current initialization vector (IV). In one embodiment, the IV may be a simple incrementing

integer value. In another embodiment, the [V may be a pseudo-randomstream of bits produced

by a pseudo-random numbergenerator or stream cipher. Though the IV provides some

additional cryptographic strength, it is not random. The generation of new strongly random

values for use as content encryption keys and the rotation of content encryption keys provides

protection from content encryption keys being compromised in long lived streams. In one

embodiment, IVs are reinitialized whenever a content encryption key is rotated. In another

embodiment, IVs are not reinitialized when content encryption keys are rotated.

In one embodimentthe workflow manager generates content encryption keys with a fixed

duration lifespan on a fixed periodic basis. In one embodiment, the content encryption keys may

be generated using weak sources of entropy (e.g., processor or wall clock time, /dev/urandom,
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etc.). In another embodiment, the content encryption keys may be generated using strong

sources of entropy (e.g., hardware sources which rely on electrical static or radioactive decay,

/dev/random/, etc.). There are many ways to generate random numbers, as should be known to

those skilled in the art. Any method for generating random numbers may be used in accordance

with provisions of this method. The workflow managerdistributes the content encryption keys

and content encryption key lifespan to both a license server and content packaging engine,

referred to herein as a packager. The fixed duration lifespan is directly correlated to a fixed

period of the live content. The changing of content encryption keys based on the fixed period of

the live content is referred to herein as rotation. A history of individual content encryption keys

and the order in which they were generated is maintained. Each content encryption key in the

history is assigned a unique identifier which is referred to herein as the content encryption key

identifier. In one embodiment, the content encryption key identifiers are selected based on the

wall clock time offset from the beginning ofthe live stream. In another embodiment, the content

encryption key identifiers are selected based on a segment numberof the prepared content. In

one embodiment the segment boundaries are based on a fixed numberof bytes of data. In

another embodimentthe segment boundaries are based on a fixed numberof video key frames.

The content packaging engine is responsible for encrypting the associated content using the

content encryption key. In one embodiment, the packager recognizes the imminent end to the

fixed duration lifespan and requests a new content encryption key from the workflow manager.

The license serveris responsible for distributing content encryption keys to clients. In one

embodiment, the license serveralso distributes fixed duration lifespan information to clients. In

one embodiment, wheninitiating playback of the stream,the client requests the current content

encryption key, the next future content encryption key, and the fixed duration lifespan of the

keys. The client uses the content encryption keys to decrypt the associated content.

In one embodiment, the workflow manager mayinitiate content encryption key rotation

at any time, outside of the fixed duration lifespan of the existing key. The workflow manageris

responsible for notifying the packagerof the key rotation request. The packageris responsible

for selecting when the new key shall be applied and notifying the workflow manager. In one

embodiment, the point at which the key is applied is based on the wall clock time offset from the

beginning of the live stream. In another embodiment, the point at which the key is applied is
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based on a segment numberof the prepared content. In one embodiment the segment boundaries

are based on a fixed numberof bytes of data. In another embodimentthe segment boundaries are

based on a fixed number of video key frames. The workflow manageris then responsible for

notifying the license server of the new content encryption key, the content encryption key

identifier of the new content encryption key, and the lifespan of the new content encryption key.

In one embodiment, content encryption key identifiers are selected based on the fixed period of

the live content. In one embodiment, the content encryption key identifiers are selected based on

the wall clock time offset from the beginning of the live stream. In another embodiment, the

content encryption key identifiers are selected based on a segment numberof the prepared

content. In one embodimentthe segment boundaries are based on a fixed numberof bytes of

data. In another embodiment the segment boundaries are based on a fixed numberof video key

frames. The packageris responsible for providing in-band notification to the client for the key

change. In one embodiment, the notification is embeddedin a manifestfile that describes the

encrypted content. In one embodiment, the manifest may be an m3u8file. In another

embodiment, the manifest may be a Smooth Streaming manifest file. In another embodiment,

the manifest may be a DASH MPDfile. In another embodiment, the notification is embedded in

the segmentfile name of the encrypted content. In another embodiment, the notification is

embedded in a header prependedto the encrypted content. In one embodiment, the header may

be a Microsoft PlayReady header. In another embodiment, the header may be an MPEG/3GP

DASHheader. In another embodiment, the header may be a proprietary segment format header.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages will be apparent from the

following description of particular embodiments of the invention, as illustrated in the

accompanying drawings in which like reference characters refer to the same parts throughout the

different views. The drawings are not necessarily to scale, emphasis instead being placed upon

illustrating the principles of various embodiments of the invention.

Figure | is a block diagram of a content delivery system;

Figure 2 is a flow diagram showing content encryption and uploading using content

encryption key rotation; and
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Figure 3 is a flow diagram showing content downloading and decryption using content

encryption key rotation.

DETAILED DESCRIPTION

In the description herein for embodiments of the present invention, numerousspecific

details are provided, such as examples of components and/or methods, to provide a thorough

understanding of embodiments of the present invention. One skilled in the relevantart will

recognize, however, that an embodimentof the invention can be practiced without one or more

of the specific details, or with other apparatus, systems, assemblies, methods, components,

materials, parts, and/or the like. In other instances, well-known structures, materials, or

operations are not specifically shown or described in detail to avoid obscuring aspects of

embodiments of the present invention.

In this description the term "server" refers to a general-purpose or special-purpose

computer, generally including memory, input/output circuitry, and instruction processing logic

along with interconnections such as one or more high-speed data buses connecting those

components together. Many aspects of the disclosed techniques can be embodied as one or more

server computers executing software. Similarly, a "client" herein is a computerized device (also

including the above components and executing software) capable of receiving content from a

network connection and decoding and rendering the content on a display or similar output

device. So-called smartphones are specifically included within the definition of client as used

herein.

In Figure 1 is a block diagram of a system 100 for one embodimentof the present

invention. As shown,it includes a workflow manager (WFM)102, one or more packaging

servers or “packager(s)” 104, a license server 106, a content delivery network (CDN) 108, client

devices or “clients” 110, and a content management system (CMS) 112. Generally in operation,

the packager(s) 104 receive source content and process or “package” the source content so that it

may be delivered to the clients 110 via the CDN 108. Specifically, the packager(s) 104 perform

content encryption using a series of content encryption keys as described below. The CMS 112

provides high-level control over content ingestion, packaging and delivery, while the WFM 102

performs more detailed control operations. The license server 106 is responsible for storing
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encryption keys and providing them to the clients 110 for use during playback, as described in

more detail below.

The workflow manager (WFM) 102is responsible for initiating ingestion and preparation

of live content. In one embodiment, preparation includes transcoding audio and video into a

plurality of encodings using different codecs, bitrates, frame rates, sample rates, and resolutions.

The transcoded contentis then written into a plurality of output files. In one embodiment, a

plurality of output files contain the same transcoded content encapsulated in different container

formats (e.g., 3GP, MP4, MPEG-TS, WMV, MOV,etc.). In one embodiment, the prepared

outputfiles are segmented into fixed duration segmentfiles (e.g., MPEG-TS segments,

fragmented MP4 segments, 3GP DASH segments,etc.). In one embodiment, the outputfiles,

both segmented and un-segmented, are encrypted using standard encryption protocols(e.g.,

AES-128, HC-128, RC4,etc.). In one embodiment, [Vs for the encryption protocol are

reinitialized by the packager 104 whenever a content encryption key is rotated. In another

embodiment, IVs for the encryption protocol are notreinitialized when content encryption keys

are rotated. In one embodiment,all preparation steps are performed by a single content

packaging server or packager 104. In another embodiment, individual preparation steps(e.g.,

transcoding, segmentation, encryption, etc.) may be performedacrossdifferent physical

packaging servers 104. The packager 104 which performs encryption acquires content encryption

keys from the workflow manger 102. In one embodiment the WFM 102 and packager 104 reside

in the same physical server. In another embodiment, the WFM 102 and packager 104 reside in

different physical servers in the same data center. In another embodiment, the WFM 102 and

packager 104 reside in different physical servers in remote data centers.

The WEM 102 receives an ingestion request from the content management system (CMS)

112. The request specifies a security profile. In one embodiment, the security profile includes

content encryption information, including cipher specification and content encryption key

expiration policies. The WFM 102 generates an initial content encryption key and assignsit a

content encryption key identifier. In one embodiment, the content encryption key identifieris

initially set to zero and all future content encryption key identifiers are based on a relative offset

to the initial content encryption key identifier. In one embodiment, the content encryption key

identifiers are based off a next sequential integer value, offset from the previous content
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encryption key identifier. In another embodiment, the content encryption key identifiers are

based off the wall clock time offset from the time the initial content encryption key identifier was

generated, In another embodiment, the content encryption key identifiers are based off of

segment numbers, as produced by the packager 104 during segmentation. In one embodiment

the segment boundaries are based on a fixed numberof bytes of data. In another embodiment the

segment boundaries are based on a fixed numberof video key frames.

The WEM 102 then initiates content preparation by assigning a packager 104 to begin

acquiring the source content and performing transcoding and segmentation as required. The

WFM 102 provides the initial content encryption key and lifespan of the key to the packager 104

responsible for encryption of the prepared outputs. The packager 104 encrypts the content using

the initial content encryption key until it expires. In one embodiment, the expiration time is

based on a relative wall clock time offset to the time preparation was started. In another

embodiment, the content encryption key identifiers are based off of segment numbers, as

produced by the packager 104 during segmentation. Segmentation detects segment boundaries

and assigns a fixed amount of data to each individual segment. In one embodimentthe segment

boundaries are based on a fixed numberof bytes of data, In another embodiment the segment

boundaries are based on a fixed numberof video “key frames”(e.g., I-Frames in MPEG

encoding). In one embodiment, before the content encryption key expires, the packager 104

requests a new key from the WFM 102. In one embodiment, the new content encryption key has

the samelifespan as the previous content encryption key. The new content encryption keyis

made available by the WFM 102 to the packager 104 before the previous content encryption key

has expired to allow for uninterrupted encryption. In one embodiment, if the packager 104is

unable to obtain a new content encryption key from the WFM 102 prior to the expiration of the

current content encryption key, the packager 104 will continue to use the current content

encryption key until such time as it is able to obtain a new key from the WFM 102.

Encrypted content is uploaded by the packager 104 to a content delivery network (CDN)

108, from which it may be retrieved by clients 110. In one embodiment, manifest files are also

uploaded by the packager 104 to the CDN 108. The clients 110 mustfirst obtain the content

encryption keys from the license server 106, before they may decrypt and render encrypted

content. In one embodiment, clients 110 retrieve content encryption keys using HTTPS.
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Generally, the license server 106 is responsible for ensuring that a client device 110 is authorized

to access any protected content before providing the encryption keys for such content to a

requesting client110. In one embodiment, clients 110 are verified by the license server 106 using

client certificate verification. In another embodiment, clients 110 are verified using login

credentials. The license server 106 is notified of new content encryption keys by the WFEM 102

as they are generated. In one embodiment, the license server 106 stores the content encryption

key, content encryption key identifier, content encryption key lifespan (or expiration), and the

location of the encrypted content. In one embodiment, the information is stored as an encrypted

token in a database. In one embodiment the WFM 102 andlicense server 106 reside in the same

physical server. In another embodiment, the WFM 102 andlicense server 106 reside in different

physical servers in the same data center. In another embodiment, the WFM 102 andlicense

server 106 reside in different physical servers in different data centers. In one embodiment, the

license server 106 registers client devices 110 and verifies the right of each client device 110 to

view the content. If the client 110 has the right to view the content, the license server 106

provides the content encryption key, content encryption key lifespan (or expiration), and the

location of the encrypted content.

In one embodiment, the WFM 102 mayissue a new unsolicited content encryption key to

the packager 104. In one embodiment, the WFM 102 pushes the new content encryption key to

the packager 104 when the current content encryption key is nearing the endofits lifespan. In

one embodiment, the new content encryption key is pushed ahead of the current content key

expiration, and the packager 104 waits until the current content encryption key has expired

before applying the new content encryption key. In another embodiment, the new content

encryption key is pushed ahead of the current content key expiration with explicit instructions to

apply the key as soon as possible, in which case the packager 104 does not wait until the current

content encryption key has expired before applying the new content encryption key.

In one embodiment, the WFM 102 pushes the new content encryption key to the

packager 104 whenthe current content encryption key is deemed to be no longersecure (e.g., if

the content encryption key has been compromised). The packager 104 waits until the next

available encryption boundary before applying the new content encryption key, and then notifies

the WFM 102 of the exact boundary at which it expired the previous content encryption key. In
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one embodiment, the encryption boundary is a segment boundary. In one embodimentthe

segment boundaries are based on a fixed numberof bytes of data. In another embodiment the

segment boundaries are based on a fixed numberof video key frames. Thelifespan of the new

content encryption key maybe aligned to the periodic use period boundaries of the previous

content encryption keys. In one embodiment, the expiration of the new content encryption keyis

set to the expiration time of the previous content encryption key. Thus if the new content

encryption key was applied when the previous content encryption key had 10 minutesleft in its

lifespan, for example, then the lifespan of the new content encryption key is set to 10 minutes.

In another embodiment, the expiration of the new content encryption keyis set to the next

periodic expiration time which is greater than half the fixed expiration period duration. Thus, if

the lifespan of content encryption keys is 60 minutes and the previous content encryption key

had 10 minutesleft in its lifespan, for example, then the lifespan of the new content encryption

key is set to 70 minutes (10 + 60) because the remaining time of 10 minutes is less than half the

fixed expiration period duration (60 / 2 = 30).

In one embodiment, the packager 104 notifies the client 110 of a key change by

prepending a headerto the encrypted content which contains a flag that describes the expiration

of the previous key. In one embodiment, the header may be a Microsoft PlayReady header. In

another embodiment, the header may be an MPEG/3GP DASHheader. In another embodiment,

the header maybe a proprietary segment format header. In another embodiment, the packager

104 notifies the client 110 of the key change by updating a manifestfile that describes the

encrypted content with a flag that describes the expiration of the previous key. In one

embodiment, the manifest may be an m3u8file. In another embodiment, the manifest may be a

Smooth Streaming manifest file. In another embodiment, the manifest may be a DASH MPD

file. In another embodiment, the packager 104 notifies the client 110 of the key change in the

file name of the encrypted content by appendinga flag that describes the expiration of the

previous key.

Figure 2 is a flow chart 200 describing a process for obtaining and rotating content

encryption keys in a packager 104. In step 202, the WFM 102 receives an ingestion request from

a CMS 112. In one embodiment, the request is an HTTP POST of XMLdata containing

information including, but not limited to, transcode parameters, segmentation parameters,
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encryption parameters, source content location, and CDN parameters. In one embodiment, the

WFM 102 mayhave predefined profiles for media preparation, content encryption, and CDN

upload whichare referenced in the ingestion request. In one embodimentthe encryption

parameters include a fixed period duration for key rotation.

It should be noted that the fixed period duration for key rotation may be viewed as a

“target” period, as the packager 104 may not expire a key on the exact boundary. Generally, the

packager 104 will not expire a key earlier than the end of a target period.

In step 204, the WFM 102 instructs the packager 104 to begin preparation of the content.

A packager 104 begins acquiring the source content, transcoding the source content and

segmenting the source content. As each segmentis produced,it is delivered to the packager 104

responsible for encrypting the prepared content.

In step 205, the packager 104 responsible for encryption waits for new segments to

becomeavailable. Once a new segment becomesavailable, processing proceeds to step 206

where this packager 104 checksto see if a new content encryption key has been received from

the WFM 102. The content encryption key maybe aninitial content encryption key provided by

the WFM 102 with the initial content preparation request. The content encryption key may be

received in response to a content encryption key request from the packager 104 (originating from

step 218). The content encryption key may be received via a proactive push from the WFM 102

in anticipation of a periodic content encryption key expiration event. The content encryption key

may be an unsolicited content encryption key pushed by the WFM 102 as a security precaution

necessitated by security policies (e.g., the current content encryption key was compromised or

the current content encryption was found to be not sufficiently random).

If a new content encryption key was received, processing proceeds to step 208 where the

expiration times for the current content encryption key and the new content encryption key are

determined. If the new content encryption key is an initial content encryption key or a regularly

scheduled update in advanceof a periodic content encryption key expiration (either requested by

the packager 104, or pushed proactively by the WFM 102), the lifespan is set to the fixed period

duration. If the new content encryption key is not a regularly scheduled update and must be

applied as soon as possible, the expiration of the current content encryption key and the new

content encryption key are calculated. In one embodiment, the new content encryption key is
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applied at the next segment boundary. In one embodiment, the lifespan of the new content

encryption key is set to the remainderofthe lifespan of the current content encryption key. In

another embodiment,the lifespan of the new content encryption key is rounded up to the

remainderof the lifespan of the current content encryption key plus onefixed key rotation period

duration. Once the content encryption key expirations have been set, processing proceedsto step

210.

In step 210, executed after step 208 or after step 206 when no new content encryption key

is received, the packager 104 checks the expiration of current content key to see if a new key

should be applied. If the current content encryption key has not yet expired or if a replacement

content encryption key has not yet been obtained, processing proceeds to step 214. If the current

content encryption key needs to be expired and a replacement content encryption key is

available, processing proceeds to step 212 where the current content encryption key is expired

and replaced with the pending content encryption key. The key expiration time from the WFM

102 may be viewed as a "suggested" expiration time, as the packager 104 may notbe able to

expire the key at the exact specified time. In one embodiment, the packager 104 notifies the

WFM 102 of the exact time (segment number) at which a new keytookeffect (i.e., began to be

used to encrypt content segments). In this case, the WFM 102 may wait to push the new key to

the license server 106 only after receiving confirmation from the packager 104 that the new key

has taken effect. In one embodiment, the IV is reinitialized when the content encryption key is

expired. In another embodiment, when content encryption key is expired, the packager 104

continues to use the existing [V stream. Once the new content encryption keyis in place,

processing proceeds to step 214. In step 214, the segment received in step 205 is encrypted

using the current content encryption key and the cipher specified in the ingestion request. Once

the segment has been encryptedit is uploaded to the CDN 108 and processing proceedsto step

216.

In step 216, the packager 104 checksto see if the current content encryption key is going

to expire in the near future. In one embodiment, when the current content encryption key is

about to expire, the packager 104 proactively requests a new content encryption key ahead of

time to prevent any interruption of encryption services. If the current content encryption key is

not close to expiring, processing proceeds back to step 205 where the packager 104 waits for the
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next segment which needs to be encrypted. If the current content encryption key is within a

fixed threshold of expiring, processing proceeds to step 218 where the packager 104 requests a

new content encryption key from the WFM 102. In one embodiment,the threshold is set as a

fixed amount of wall clock time before the current content encryption key will expire (e.g., 1

minute prior to the expiration of the current content encryption key). In another embodiment, the

threshold is set as a fixed numberof segments before the current content encryption key will

expire (e.g., 6 segments before the expiration of the current content encryption key, where 10

second fixed duration segments would yield a threshold of approximately 1 minute). In another

embodiment, the threshold is set as a fixed percentage of the fixed period content encryption key

lifespan (e.g., when the lifespan of the current content encryption key is 90% complete). Once

the request for a new content encryption key has been sent in step 218, processing proceeds back

to step 205 where the packager 104 waits for the next segment which needsto be encrypted.

Figure 3 is a flow chart 300 describing a process for detecting the rotation of content

encryption keys and retrieving updated content encryption keys. In step 302,the client 110 issues

a playback request to the WFM 102. In one embodiment, the initial playback request may

require registration of the client 110, user login, or some other authentication mechanism. In

step 304, the client 110 retrieves and parses the content information, including content formats,

content bitrates, content locations, content encryption keys, and content encryption key

expiration. In one embodiment, the WFM 102 andlicense server 106 are deployed on the same

physical machine with the ability to function through a single software interface when dealing

with the client 110, and the WFM 102 mayreturn all the necessary information, including

content formats, content bitrates, content locations, content encryption keys, and content

encryption key expiration, to the client 110. In another embodiment, the WFM 102 andlicense

server 106 are deployed separately, and the client 110 must makea first request to the WFM 102

to retrieve content formats, content bitrates, content locations, and the license server 106

location. The client 110 then makes a second request to the license server 106 to retrieve content

encryption keys and content encryption key expiration information.

In one embodiment, the retrieval of content encryption keys is performed over a secure

channel. In one embodiment, the channel is secured using HTTPS. In another embodiment, the

channel could be secured with a proprietary encryption mechanism. There are numerous ways to
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secure a communications channel, as should be knownto those skilled in the art. Any method

for securing a communications channel may be applied in step 304. In one embodiment, the

channel requires authentication of the client device 110. In one embodiment, authentication is

performed using SSL client authentication. In another embodiment, authentication is performed

using proprietary certificate validation procedures. In another embodiment, authentication is

performed using symmetric key encryption using white-box encryption methods. In another

embodiment, user login credentials are passed over the secure channel. There are numerous

ways to authenticate a client device 110, as should be knownto those skilled in the art. Any

method for authenticating a client device 110 may be applied in step 304. Oncetheinitial

playback response message processing has completed, processing proceeds to step 306.

In step 306, the client 110 retrieves the next available segment from the CDN 108. In

one embodiment,the first available segment is specified by the WFM 102 in the initial playback

response message. In another embodiment, the first available segmentis specified in a manifest

file retrieved from the CDN 108. In one embodiment, subsequent segments are identified based

on sequential segment numbering using a well-knownfile naming scheme. In another

embodiment, subsequent segments are identified by a manifestfile in the CDN 108. In another

embodiment, subsequent segments are identified based on the relative wall clock time in which

they are generated, by performing directory listings or using a watched directory to determine

when new segments become available.

Once the new segmentis retrieved, processing proceeds to step 308 where the client 110

checks to see if a key changeis signaled,i.e., a key change was requested outside of any fixed

duration lifespan. This can occurfor security reasons as mentioned above. In one embodiment,

the packager 104 notifies the client 110 of the key change by prepending a headerto the

encrypted content which contains a flag that describes the expiration of the previous content

encryption key and the content encryption key identifier of the new content encryption key to be

applied. In one embodiment, the header may be a Microsoft PlayReady header. In another

embodiment, the header may be an MPEG/3GP DASHheader. In another embodiment, the

header may be a proprietary segment format header. In another embodiment, the packager 104

notifies the client 110 of the key change by updating a manifestfile that describes the encrypted

content with a flag that describes the expiration of the previous content encryption key and the
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content encryption key identifier of the new content encryption key to be applied. In one

embodiment, the manifest may be an m3u8file. In another embodiment, the manifest may be a

Smooth Streaming manifest file. In another embodiment, the manifest may be a DASH MPD

file. In another embodiment, the packager 104 notifies the client 110 of the key change in the

file name of the encrypted content by appendinga flag that describes the expiration of the

previous content encryption key and the content encryption key identifier of the new content

encryption key to be applied. If a content encryption key change request is detected, the client

notes the need to expire the current content encryption key and the content encryption key

identifier of the new key to be used. The client 110 then proceeds to step 310.

In step 310, the client 110 checks the expiration of current content key to see if a new key

should be applied. There are two cases — normalperiod-based expiration, and an explicit key

change notification received in step 308 that applies to the current segment being decrypted. If

the current content encryption key has not yet expired, processing proceedsto step 314. If the

current content encryption key needs to be expired, processing proceeds to step 312 where the

key is “rotated”, e., the current content encryption key is expired and a new oneis putinto use.

The client 110 first checks whether the content encryption key corresponding to a key change

notification in step 308 has already been retrieved by prefetching as described below with

reference to step 318. If the new content encryption key has already been retrieved, the current

content encryption key is replaced with that pending content encryption key. If the new content

encryption key has not been retrieved yet (e.g., due to early expiration of the current content

encryption key for security reasons, or content encryption key retrieval failures in step 318), the

client 110 must issue a new content encryption key request to the license server 106 to retrieve

the new content encryption key, then replace the current content encryption key with the newly

retrieved content encryption key.

In one embodiment, the encryption algorithm initialization vector (IV)is reinitialized

when the content encryption key is expired. In another embodiment, when content encryption

key is expired, the client 110 continues to use the existing IV stream.

Once the new content encryption keyis in place, processing proceeds to step 314. In step

314, the segmentretrieved in step 306 is decrypted using the current content encryption key and
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the cipher specified in the initial playback response message. Once the segment has been

decrypted it is passed to the media player for rendering and processing proceedsto step 316.

In step 316, the client 110 checks to see if the current content encryption key is going to

expire in the near future or if a content encryption key change request for a future segment was

detected in step 308. In one embodiment, when the current content encryption key is about to

expire, the client 110 proactively requests a new content encryption key ahead of time to prevent

any latency in or interruption of decryption services. If the current content encryption key is not

close to expiring and a content encryption key change request was not detected in step 308,

processing proceeds back to step 306 wherethe client 110 begins retrieving the next segment. If

the current content encryption key is within a fixed threshold of expiring or a content encryption

key change request was detected in step 308, processing proceeds to step 318 wherethe client

110 requests a new content encryption key from the license server 106. In one embodiment, the

threshold is set as a fixed amountofwall clock time before the current content encryption key

will expire. In another embodiment, the threshold is set as a fixed numberof segments before

the current content encryption key will expire. In another embodiment, the threshold is set as a

fixed percentage of the fixed period content encryption key lifespan. Once the request for a new

content encryption key has been sent in step 318, processing proceeds back to step 306 where the

client 110 begins retrieving the next segment.

While various embodiments ofthe invention have been particularly shown and described,

it will be understood by those skilled in the art that various changes in form and details may be

made therein without departing from the scope of the invention as defined by the appended

claims.
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CLAIMS

Whatis claimedis:

1. A method for handling secure distribution of content comprising:

initiating a media playback request and receiving a playback request response;

parsing content information from the playback request response, the content information

including content encryption keys, content encryption key identifiers, and content encryption key

expiration times;

retrieving content and manifest files from a content delivery server;

detecting content encryption key rotation boundaries between periods of use of different

content encryption keys in decrypting retrieved content;

issuing requests to a license server ahead of a key rotation boundary to retrieve a second

content encryption key to be used after a content encryption key rotation boundaryis reached;

and

applying the second key for content decryption after the key rotation boundary is reached.

2. The method of claim 1, wherein the content encryption keys and content encryption key

identifiers returned in the playback request response include the content encryption key and

associated identifier currently being applied as well as a future content encryption key and

associated identifier yet to be applied.

3. The method of claim 1, wherein the content encryption key expiration returned in the playback

request response is expressed as an expected minimum interval between periodic key rotation.

4. The method of claim 3, further comprising: timing the prefetching of a next un-retrieved

content encryption key based on an expected expiration of the content encryption key currently

being used.

5. The method of claim 4, further comprising: prefetching a next un-retrieved key a fixed

duration before the expected expiration of the content encryption key currently being used.
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6. The method of claim 4, further comprising: prefetching a next un-retrieved key within a period

of time after the expected expiration of the content encryption key currently being applied, the

period of time beginning at the expected expiration of the content encryption key currently being

used, and ending at a duration calculated as a fixed percentage of a fixed periodic content

encryption key expiration interval.

7. The method of claim 1, wherein subsequent content encryption key identifiers are predictable

based on a predetermined knownprogression.

§. The method of claim 7, further comprising: the identifier being calculated as monotonically

increasing sequential integer values based on the number of segments or video frames generated

during a fixed periodic content encryption key expiration interval.

9. The method of claim 7, further comprising: the identifier being calculated as an expected wall

clock time for applying the next content encryption key based on a fixed periodic content

encryption key expiration interval.

10. The method ofclaim 1, wherein license server communicationsare secured and authenticated

using a selected one of Secure Sockets Layer and a token-based technique using a token

encrypted with a symmetric key.

11. The method of claim 10, wherein the token-based technique employs white box encryption to

encrypt the token.

12. The methodof claim 1, wherein actual content encryption key rotation boundaries are

detected based on real-time in-band notifications.

13. The method of claim 12, wherein content encryption key rotation boundaries are detected

based on notifications in an unencrypted headerportion of the encrypted contentfiles.
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14. The method of claim 12, wherein content encryption key rotation boundaries are detected

based on notifications present in the content manifestfile, the content manifestfile being

selected from an m3u8file, an IIS Smooth Streaming manifest file, a DASH MPDfile and a

proprietary manifestfile.

15. The methodof claim 12, wherein content encryption key rotation boundaries are detected

based on a notification embeddedin the file name of the encrypted contentfile.

16. A computerized device operable as a client for handling secure distribution of content,

comprising:

memory operative to store computer program instructions;

one or more processors;

input/output interface circuitry; and

interconnect circuitry coupling the memory, processors and input/output interface

circuitry together,

wherein the processors are operative to execute the computer program instructions from

the memory to cause the computerized deviceto:

initiate a media playback request and receive a playback request response;

parse content information from the playback request response, the content

information including content encryption keys, content encryption key identifiers, and

content encryption key expiration times;

retrieve content and manifest files from a content delivery server;

detect content encryption key rotation boundaries between periods of use of

different content encryption keys in decrypting retrieved content;

issue requests to a license server ahead of a key rotation boundary to retrieve a

second content encryption key to be used after a content encryption key rotation

boundary is reached; and

apply the second key for content decryption after the key rotation boundaryis

reached.
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17. The computerized device of claim 16, wherein the content encryption keys and content

encryption key identifiers returned in the playback request response include the content

encryption key and associated identifier currently being applied as well as a future content

encryption key and associated identifier yet to be applied.

18. The computerized device of claim 17, wherein the computer program instructions further

cause the computerized device to time the prefetching of a next un-retrieved content encryption

key based on an expected expiration of the content encryption key currently being used.

19. The computerized device of claim 16, wherein subsequent content encryption key identifiers

are predictable based on a predetermined knownprogression.

20. The computerized device of claim 16, wherein actual content encryption key rotation

boundaries are detected based onreal-time in-band notifications.
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ABSTRACT

A methodis provided for managing key rotation (use of series of keys) and secure key

distribution in over-the-top content delivery. The method provided supports supplyingafirst

content encryption key to a content packaging engine for encryption of a first portion of a video

stream. Oncethe first content encryption key has expired, a second content encryption key is

provided to the content packaging engine for encryption of a second portion of a video stream.

The method further provides for notification of client devices of imminent key changes,as well

as support for secure retrieval of new keys by client devices. A system is also specified for

implementing a client and server infrastructure in accordance with the provisions of the method.
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City|Andover State/Province | Ma | Country of Residence i|US 
 

Mailing Addressof Inventor: 

 

 

 

Address1 150 Shawsheen Road

Address 2

City Andover | State/Province | MA
Postal Code | 01810 | Country i | US 
All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button. A“ 

Correspondence Information:

Enter either Customer Number or complete the CorrespondenceInformation section below.
For further information see 37 CFR 1.33(a).

 

 

[] An Addressis being provided for the correspondence Information of this application.

Customer Number 47654  Email Address docket@bainwoodhuang.com

Application Information:

Title of the Invention METH@D AND SYSTEM FOR SECURE OVER-THE-TOP LIVE VIDEO DELIVERY

Attorney Docket Number! 1082-018.002 Small Entity Status Claimed [_|

 

   

Application Type Nonprovisional

Subject Matter Utility
 

Total Number of Drawing Sheets(if any) Suggested Figure for Publication (if any) 

Filing By Reference: 
Only complete this section whenfiling an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawingsare being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information’).

For the purposesofa filing date under 37 CFR 1.53(b), the description and any drawingsof the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application numberof the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

 
 
 

Publication Information:

[_] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

 

 

Req uest Not to Publish. | hereby request that the attached application not be published under
[] 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the

subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen monthsafterfiling. 
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Application Number 

Title of Invention|METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO DELIVERY
 

Representative Information:
 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a powerof attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Numberwill be used for the Representative Information during processing.
 

 

Please Select One: (@) Customer Number | ©) US Patent Practitioner|() Limited Recognition (37 CFR 11.9)
Customer Number 47654

  
 

Domestic Benefit/National Stage Information:
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
Whenreferring to the current application, please leave the application number blank.

Prior Application Status|Pending

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

a
Prior Application Status|Expired

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

13530997 Claims benefit of provisional 61500316 2011-06-23

 

  
Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

 
Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55{d). When priority is claimed to a foreign application
thatis eligible for retrieval under the priority document exchange program (PDX) 'the information will be used by the Office to

automatically attempt retrieval pursuant to 37 CFR 1.55{h}(1) and (2). Under the PDX program, applicant bears the ultimate

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g){1). 
 

Application Number Country i Filing Date (YYYY-MM-DD) Access Code! (if applicable)
  
 

Additional Foreign Priority Data may be generated within this form by selecting the
Addbutton. An
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Application Number 

Title of Invention|METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO DELIVERY
 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications
 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effectivefiling date on or after March
16, 2013.

NOTE: Byproviding this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined underthefirst inventorto file provisions of the AIA.

 

  
 

 

Authorization to Permit Access: 

[_] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO),
and any otherintellectual property offices in which a foreign application claiming priority to the instant patent application
is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checkedif the applicant
does not wish the EPO, JPO, KIPO, WIPO,or otherintellectual property office in which a foreign application claiming priority
to the instant patent applicationis filed to have accessto the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect
to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application
claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirementof
37 CFR 1.55 has beenfiled in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
soughtin the instant patent application.

In accordance with 37 CFR 1.14{c), access may be provided to information concerning the date offiling this Authorization.
 
Applicant Information:
 

Providing assignmentinformation in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office. 
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Application Number 

Title of Invention|METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO DELIVERY

Applicant 1

If the applicantis the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be providedin this section is the name and addressof the legal representative whois the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom theinventoris under an obligation to assign the invention, or person
who otherwise showssufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant uncer 37 CFR 1.46 (assignee, person to whom the inventoris obligated to assign, or person whootherwise showssufficient
proprietary interest) together with one or morejoint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

 

©) Legal Representative under 35 U.S.C. 117 ©) Joint Inventor

QO Person who showssufficient proprietary interest 

 

 

If the Applicant is an Organization check here.

Mailing Address Information:

Address 1 43 Nagog Road

Address 2 Suite 105

a

[ProveumberRenamer|

Additional Applicant Data may be generated within this form by selecting the Add button. Add

 

  
 
 

AssigneeInformation including Non-Applicant Assignee Information:
 

Providing assignment information in this section does not subsitute for compliance with any requirementof part 3 of Title 37 of CFR to
have an assignment recorded by the Office. 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. LC]
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Application Number 

Title of Invention|METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO DELIVERY

Prefix Given Name Middle Name Family Name    
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

Phone Number Fax Number

   
Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

 
Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications  
 

Signature  |/James F. Thompson/ Date (YYYY-MM-DD)| 2014-04-30

First Name|James F. Last Name|Thompson, Esq. Registration Number|36699

Additional Signature may be generated within this form by selecting the Add button. Add 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may net be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Departmentof Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toe a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negctiations.

A recordin this system of records may be disclosed, as a routine use, to a Memberof Congress submitting a request involving an
individual, to whom the record pertains, whenthe individual has requested assistance from the Memberwith respect to the subject matter of
the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records maybe disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A recordin this system of records may be disclosed, as a routine use, toe another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA aspart of that agency's responsibility to recommend improvementsin records
managementpractices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any otherrelevant (i.e., GSA or Commerce)directive. Such
disclosure shall not be used to make determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency,if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION
USING AN APPLICATION DATA SHEET (37 CFR 1.76)

This declaration is directed to an application entitled

METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO
DELIVERY

whichisfurther identified by Attorney Docket Number 1082-018.002.

I

As the below namedinventor, | hereby declare that:

The above-identified application was madeor authorized to be made by me.
| believe that | am the original inventor or an originaljoint inventor of a claimed
invention in the application.

l hereby acknowledgethatanywillful false statement madein this declaration is
punishable under 18 U.S.C. 1001 by fine or imprisonment of not more thanfive
(5) years, or both.

| hereby acknowledgethat a person may not execute an oath or declaration for
an application unless that person has reviewed and understands the contents of
the application, including the claims, and is awareof the duty to disclose to the
United States Patent and Trademark Office all information known to the person
to be material to patentability as defined in § 1.56.

 

LEGAL NAME OF INVENTOR
£ / /Date (Optional): 7/29) GFInventor! Kevin J. Ma

 
 

Signature:
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION
USING AN APPLICATION DATA SHEET (37 CFR 1.76)

_ This declaration is directed to an application entitled

METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO
DELIVERY

whichis further identified by Attorney Docket Number 1082-018.002.

TT

As the below namedinventor, | hereby declare that:

The above-identified application was made or authorized to be made by me.
| believe that | am the original inventoror an originaljoint inventor of a claimed
invention in the application.

| hereby acknowledgethat anywillful false statement madein this declarationis
punishable under 18 U.S.C. 1001 byfine or imprisonment of not more thanfive
(5) years, or both.

| hereby acknowledgethat a person may not execute an oath or declaration for
an application unless that person has reviewed and understands the contentsof
the application, including the claims, and is aware of the duty to disclose to the
United States Patent and Trademark Office all information knownto the person
to be material to patentability as defined in § 1.56.

 

LEGAL NAME OF INVENTOR
4/ & /, i

Inventor: Robert Hickey Date (Optional): Uf 2) fA
ww fC feSignature: _ “<2. CCT a L
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION
USING AN APPLICATION DATA SHEET (37 CFR 1.76)

This declaration is directed to an application entitled

METHOD AND SYSTEM FOR SECURE OVER-THE-TOPLIVE VIDEO
DELIVERY

which ig furtheridentified by Attorney Docket Number 1082-018.002.

As the below named inventor, | hereby declare that:

The above-identified application was madeorauthorized to be made by me.
| believe that | am the original inventoror an originaljoint inventor of a claimed
invention in the application.

| hereby acknowledgethat any willful false statement madein this declarationis
punishable under 18 U.S.C. 1001 by fine or imprisonment of not more thanfive
(5) years, or both.

I hereby acknowledgethat a person may not execute an oath or declaration for
an application unless that person has reviewed and understands the contents of
the application, including the claims, and is aware of the duty to disclose to the
United States Patent and Trademark Office all information known to the person
to be material to patentability as defined in § 1.56.

eee

LEGAL NAME OF INVENTOR

 
f

Inventor: Paul Tweedale Date (Optional): Ge f 24/;ley
 Signature: |
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