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METHOD AND SYSTEM FOR SECURE
OVER-THE-TOP LIVE VIDEO DELIVERY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. application Ser.
No. 61/500,316,filed Jun. 23, 2011, and U.S. patent applica-
tion Ser. No.: 13/530,997, filed on Jun. 22, 2012 now U.S.Pat.
No. 8,751,807. The content of the above applications are
incorporated by reference in their entirety.

SUMMARY

This invention relates in general to over-the-top (OTT)
media delivery and more specifically to encryption key rota-
tion for live streaming media.

As content delivery models move away from streaming
distribution over private networks to Web-based delivery of
files over the public Internet, referred to as over-the-top
(OTT) delivery, traditional content protection paradigms
must be modified to support new delivery protocols, e.g.,
HTTPLive Streaming. Forlive streaming content with long
or indefinite durations, use of a single encryption key for the
entire duration increases the probability that the key may be
compromised. Traditional key rotation schemesused inpri-
vate multiple system operator (MSO) and mobile network
operator (MNO)distribution networks, where physical secu-
rity protects the key distribution path, do not extend to use
over the public Internet, where communications channels are
moresusceptible to attack. Furthermore, the encryption used
with nascent segment-based HTTP distribution protocols
(e.g., HTTP Live Streaming, Silverlight Smooth Streaming,
MPEG/3GP Dynamic Adaptive Streaming over HTTP
(DASI)), etc.) also differs from traditional streaming tech-
niques. Encryption of non-segmented content is typically
performed using a single encryption key using a single con-
tinuous pass over the content, from start to finish. For seg-
ment-based formats, each segment may use the same content
encryption key. Though the content encryption key may be
salted with a uniqueinitialization vector (IV) for each seg-
ment, the IV is not random andprovides only limited security.

Methods and apparatus are disclosed for managing the
distribution and use of a plurality of content encryption keys
for use in the protection oflive streaming content. A disclosed
method includes generating a series of content encryption
keys and providing them serially to a packaging server for
encrypting a content item, wherein each content encryption
key is provided uponexpiration ofa period ofuse ofaserially
preceding content encryption key. The packaging server gen-
erates packaged content for delivery to client devices via a
content delivery network, the packaged content including or
accompanied by key expiration information usable by the
client devices to identify transitions between sections of the
packaged content encrypted by different ones of the content
encryption keys. The method further includes providing the
content encryption keysto a license serverfor delivery to the
client devices for use in decrypting the content item. The
license server is operative to establish that a requesting client
device is authorized to access the content item, and further
operative to securely deliver the content encryption keys to a
requesting client device whose authorization to access the
content item has been established. Thetransitioning between
use of different keys is also referred to herein as key “rota-
tion”.

A workflow management system, referred to herein as a
workflow manager, is responsible for managing the acquisi-

20

30

35

40

45

55

65

2

tion of source content from a content management system,
preparation of the content, including, but not limited to,
transcoding of the content into different encodings(e.g., dif+
ferentbitrates, frame rates, resolutions, sample rates, codecs,
etc.), storing the transcoded contentin different formats(e.g.,
3GP, segmented 3GP, MP4, fragmented MP4, MPEG-TS,
segmented MPEG-TS,RTP, etc.), and encrypting the differ-
ent formats, so that the content is suitable for delivery to a
plurality of client devices over a plurality of network infra-
structures. The prepared content is then uploaded to a CDN
for delivery to clients. Provisions are included for managing
when content encryption keys expire, distributing content
encryption keys to packaging engines, and distributing con-
tent encryption keys toclients.

A client device handles the secure distribution of content

by a process including initiating a media playback request
and receiving a playback request response, and parsing con-
tent information from the playback request response, the con-
tent information including content encryption keys, content
encryption key identifiers, and content encryption key expi-
ration times. The client device retrieves content and manifest

files from a content delivery server. During ongoingretrieval
ofcontent, the client device detects content encryption key
rotation boundaries between periods ofuse of different con-
tent encryption keys in decrypting retrieved content, issues
requests to the license server ahead ofa key rotation boundary
to retrieve a second content encryption key to be usedafter a
content encryption key rotation boundary is reached, and
applies the second key for content decryption after the key
rotation boundary is reached.

In the preparation and distribution of content, specifically
video content, modern protocols (e.g., HTTP Live Streaming,
Silverlight Smooth Streaming, MPEG/3GP Dynamic Adap-
tive Streaming over HTTP (DASH), etc.) employ segment-
based rate adaptation to deal with fluctuations in bandwidth,
whereby segment boundaries provide natural demarcation
points for switching bitrates. Another example of a protocol
and file format suitable for segment-based rate adaptationis
described in PCT Application No. PCT/US2010/027893filed
Mar. 19, 2010, and entitled, Method for Scalable Live
Streaming Delivery for Mobile Audiences. Yet another
example of a protocol and file format suitable for segment-
based rate adaptation is described in PCT Application No.
PCT/US2010/028309 filed Mar. 23, 2010, and entitled,
Method and System for Efficient Streaming Video Dynamic
Rate Adaptation. There are many protocols and methods for
generating segmented content, as should be knownto those
skilled in the art. Any of these segmentation methods are
suitable for use in accordance with provisions of the inven-
tion. For segment-based formats (e.g., segmented 3GP,frag-
mented MP4, segmented MPEG-TS,etc.), each segmentis
independently playable, and therefore needs to be indepen-
dently encrypted and decryptable. Segments are typically ofa
fixed duration and,in the case of video content, begin with a
key-frame and contain no inter-segment references. Segmen-
tation is performed on each of the different encoding gener-
ated by the transcoder, by parsing the resultant encoding and
determining segment boundaries. In one embodiment seg-
ment boundaries are based on a fixed numberofbytes ofdata.
In another embodiment segment boundaries are based on a
fixed number of video key frames.

Segments are encrypted on segment boundaries using the
current content encryption key and currentinitialization vec-
tor (IV). In one embodiment, the IV may be a simple incre-
menting integer value. In another embodiment, the IV may be
a pseudo-random stream of bits produced by a pseudo-ran-
dom number generator or stream cipher. Though the IV pro-
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