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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SAMSUNG ELECTRONICS AMERICA, INC.,
Petitioner,

V.

PROXENSE, LLC,
Patent Owner.

[PR2021-01444
Patent 8,352,730 B2

Before KEVIN F. TURNER, JUSTINT. ARBES, and
DAVID C. McKONE, Administrative Patent Judges.

ARBES, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
35US8.C.§314

I. INTRODUCTION
A. Background and Summary
Petitioner Samsung Electronics America, Inc. filed a Petition (Paper 2,
“Pet.”) requesting inter partes review of claims 1-11 of U.S. Patent
No. 8,352,730 B2 (Ex. 1001, “the *730 patent”) pursuant to 35 U.S.C.
§ 311(a). Patent Owner Proxense, LLC filed a Preliminary Response
(Paper 9, “Prelim. Resp.”) pursuantto 35 U.S.C. §313.
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Pursuantto 35 U.S.C. § 314(a), the Director may not authorize an
inter partes review unless the information in the petition and preliminary
response “shows that there is a reasonable likelihood that the petitioner
would prevail with respect to at least 1 of the claims challenged in the
petition.” See 37 C.F.R. § 42.4(a) (“The Board institutes the trial on behalf
of the Director.”). For the reasons that follow, we do not institute an inter

partes review.

B. Related Matters
The parties indicate that the *730 patent is the subject of Proxense,
LLCv. Samsung Electronics Co., Ltd.,Case No. 6:21-cv-00210 (W.D. Tex.)
(“the district court case™). See Pet. 3; Paper 5, 1. Petitioner also filed
petitions challenging claims of other patents asserted in the district court
case in Cases IPR2021-01438, IPR2021-01439,1PR2021-01447, and
IPR2021-01448.

C. The 730 Patent

The >730 patent discloses systems for “authentication responsive to
biometric verification of a user being authenticated,” using “a biometric key
[that] persistently (or permanently) stores a code such as a device identifier
(ID) and biometric data for a user in a tamper-resistant format.” Ex. 1001,
col. 1, 1. 57-62. The *730 patent states that “[c]onventional user
authentication techniques,” such as requiring input of a password, were
deficient because they “require[d] the user to memorize or otherwise keep
track of the credentials” and “it can be quite difficult to keep track of them
all.” Id. atcol. 1, 1l. 23-32. Other techniques, such as “provid[ing] the user

with an access object . . . that the user can present to obtain access,” were
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inadequate because “authentication merely proves that the access object
itself 1s valid; it does not verify that the legitimate user is using the access
object.” Id. atcol. 1, ll. 33-43. According to the *730 patent, there was a
need in the art for a system for “verifying a user that is being authenticated
that does not suffer from [such] limitations” and “ease[s] authentications by
wirelessly providing an identification of the user.” Id. atcol. 1, 1l. 49-53.

Figure 2 of the *730 patent is reproduced below.
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FIG. 2

Figure 2 is a block diagram of the functional modules of a biometric key.
Id. at col. 2, 1. 41-43. Enrollment module 222 registers a user with
biometric key 100 by persistently storing biometric data associated with the
user (e.g., a digital image of the retina, fingerprint, or voice sample) in
persistent storage 226. Id. at col. 4, 1. 4-28. Enrollment module 222
registers biometric key 100 with a trusted authority by providing a code,
such as a device ID, to the trusted authority or, alternatively, the trusted
authority can provide a code to biometric key 100. Id. atcol. 4, 1l. 8-12.
The code is stored in persistent storage 226. Id. atcol. 4, 1l. 43—45.
“Persistent storage 226 is itself, and stores data in, a tamper-proof format to
prevent any changes to the stored data.” Id. atcol. 4, 1l. 36-38.
“Tamper-proofing increases reliability of authentication because it does not

allow any changes to biometric data (i.e., allows reads of stored data, but not

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

IPR2021-01444
Patent 8,352,730 B2

writes to store new data or modify existing data).” Id. atcol. 4, 1l. 38—41.
In a fingerprint embodiment, validation module 224 uses scan pad 120
(shown in Figure 1) to capture scan data from the user’s fingerprint and
compares the scanned data to the stored fingerprint to determine whether the
scanned data matches the stored data. Id. atcol. 4, 1. 14-23.

The interaction of biometric key 100 with other system components is

illustrated in Figure 3, reproduced below.
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FIG. 3
Figure 3 is “a block diagram illustrating a system for providing
authentication information for a biometrically verified user.” Id. atcol. 2,

IL. 44—46. Authentication module 310 1s coupled to biometric key 100 via
line 311 (a wireless medium) and with trusted key authority 320 via line 312
(a secure data network such as the Internet). Id. atcol. 5, 1. 8—12.
Authentication module 310 requires the device ID code (indicating

successful biometric verification) from biometric key 100 before allowing
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the user to access application 330. /d. at col. 5, 1. 12—19. Authentication
module 310 provides the device ID code from biometric key 100 to trusted
key authority 320 to verify that it belongs to a legitimate key. Id. at col. 5,
Il. 19-23; see also id. atcol. 5, 1. 42—48 (“In one embodiment, trusted key
authority 320 verifies that a code from a biometric key is legitimate. To do
so, the trusted key authority 320 stores a list of codes for legitimate
biometric keys. . . . In one embodiment, trusted key authority 320 can also
store a profile associated with a biometric key.”). Authentication module
310 then sends a message to application 330 to allow the user access to the
application responsive to a successful authentication by trusted key authority
320. Id. atcol. 5, 11. 23-26.

“Application 330 can be, for example, a casino machine, a keyless
lock, a garage door opener, an ATM machine, a hard drive, computer
software, a web site, a file, and the like.” Id. at col. 5, 1. 28-31. Trusted
key authority 320 can be operated by an agent, such as “a government
official, a notary, and/or an employee of a third party which operates the
trusted key authority, or another form of witness.” Id. atcol. 6, 1. 35-38.
“The agent can follow standardized procedures such as requiring
identification based on a state issued driver license, or a federally issued
passport in order to establish a true identity of the user.” Id. atcol. 6,
1L 38—41.

D. Illustrative Claim
Challenged claims 1 and 8 of the *730 patent are independent.
Claims 2—7 depend directly from claim 1 and claims 9-11 depend directly or

indirectly from claim 8.
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