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Abst r act

The WebSocket Protocol enables two-way comunication between a client
runni ng untrusted code in a controlled environment to a renote host
that has opted-in to comunications fromthat code. The security
nodel used for this is the origin-based security nodel commonly used
by web browsers. The protocol consists of an openi ng handshake

foll owed by basic nessage frami ng, |ayered over TCP. The goal of
this technology is to provide a mechani smfor browser-based
applications that need two-way conmuni cation with servers that does
not rely on opening nultiple HITP connections (e.g., using
XMLHt t pRequest or <iframe>s and | ong polling).
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and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc6455
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1. Introduction
1.1. Background
_This section is non-normative. _

Hi storically, creating web applications that need bidirectiona
communi cati on between a client and a server (e.g., instant messagi ng
and gam ng applications) has required an abuse of HTTP to poll the
server for updates while sending upstreamnotifications as distinct
HTTP cal | s [ RFC6202] .

This results in a variety of problens:

0 The server is forced to use a nunber of different underlying TCP
connections for each client: one for sending information to the
client and a new one for each incom ng nessage.

o0 The wire protocol has a high overhead, with each client-to-server
message havi ng an HTTP header.

0o The client-side script is forced to maintain a mapping fromthe
out goi ng connections to the incom ng connection to track replies.

A sinmpler solution would be to use a single TCP connection for
traffic in both directions. This is what the WbSocket Protoco

provi des. Conbined with the WebSocket API [WBAPI], it provides an
alternative to HITP polling for two-way comuni cation froma web page
to a renote server.

The sane technique can be used for a variety of web applications:
games, stock tickers, nultiuser applications with sinultaneous
editing, user interfaces exposing server-side services in real ting,
etc.

The WebSocket Protocol is designed to supersede existing

bi di recti onal conmuni cation technol ogi es that use HTTP as a transport
| ayer to benefit fromexisting infrastructure (proxies, filtering,

aut hentication). Such technol ogies were inplenented as trade-offs
between efficiency and reliability because HTTP was not initially
meant to be used for bidirectional communication (see [ RFC6202] for
further discussion). The WbSocket Protocol attenpts to address the
goal s of existing bidirectional HTTP technol ogies in the context of
the existing HTTP infrastructure; as such, it is designed to work
over HTTP ports 80 and 443 as well as to support HITP proxi es and
internediaries, even if this inplies some conplexity specific to the
current environment. However, the design does not Iimt WbSocket to
HTTP, and future inplenentations could use a sinpler handshake over a
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dedi cated port w thout reinventing the entire protocol. This |ast
point is inmportant because the traffic patterns of interactive
nmessagi ng do not closely match standard HTTP traffic and can i nduce
unusual | oads on sone conponents.

1.2. Protocol Overview
_This section is non-nornative. _
The protocol has two parts: a handshake and the data transfer.
The handshake fromthe client |ooks as follows:

GET /chat HTTP/ 1.1

Host: server. exanpl e. com

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://exanple.com

Sec- WebSocket - Prot ocol : chat, superchat
Sec- WebSocket - Ver si on: 13

The handshake fromthe server |ooks as foll ows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WbSocket - Accept : s3pPLMBi Txa@kYGzzhZRbK+x Qo=
Sec- WbSocket - Prot ocol : chat

The leading line fromthe client follows the Request-Line fornat.
The leading line fromthe server follows the Status-Line format. The
Request - Li ne and St atus-Line productions are defined in [ RFC2616] .

An unordered set of header fields cones after the leading line in
both cases. The neaning of these header fields is specified in
Section 4 of this docunent. Additional header fields nmay al so be
present, such as cookies [ RFC6265]. The fornmat and parsing of
headers is as defined in [ RFC2616] .

Once the client and server have both sent their handshakes, and if
t he handshake was successful, then the data transfer part starts.
This is a two-way conmuni cati on channel where each side can

i ndependently fromthe other, send data at will.

After a successful handshake, clients and servers transfer data back
and forth in conceptual units referred to in this specification as
"messages”". On the wire, a nessage is conposed of one or nore
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