
Copyright Adobe Systems Incorporated H. Parmar, Ed.
M. Thornburgh, Ed.

Adobe
December 21, 2012

Adobe’s Real Time Messaging Protocol

Abstract

   This memo describes Adobe’s Real Time Messaging Protocol (RTMP), an
   application-level protocol designed for multiplexing and packetizing
   multimedia transport streams (such as audio, video, and interactive
   content) over a suitable transport protocol (such as TCP).

Table of Contents

1.  Introduction . . . . . . . . . . . . . . . . . . . . . . . . .  3
1.1.  Terminology  . . . . . . . . . . . . . . . . . . . . . . .  3

2.  Contributors . . . . . . . . . . . . . . . . . . . . . . . . .  3
3.  Definitions  . . . . . . . . . . . . . . . . . . . . . . . . .  3
4.  Byte Order, Alignment, and Time Format . . . . . . . . . . . .  5
5.  RTMP Chunk Stream  . . . . . . . . . . . . . . . . . . . . . .  5

5.1.  Message Format . . . . . . . . . . . . . . . . . . . . . .  6
5.2.  Handshake  . . . . . . . . . . . . . . . . . . . . . . . .  7
5.2.1.  Handshake Sequence . . . . . . . . . . . . . . . . . .  7
5.2.2.  C0 and S0 Format . . . . . . . . . . . . . . . . . . .  7
5.2.3.  C1 and S1 Format . . . . . . . . . . . . . . . . . . .  8
5.2.4.  C2 and S2 Format . . . . . . . . . . . . . . . . . . .  8
5.2.5.  Handshake Diagram  . . . . . . . . . . . . . . . . . . 10

5.3.  Chunking . . . . . . . . . . . . . . . . . . . . . . . . . 11
5.3.1.  Chunk Format . . . . . . . . . . . . . . . . . . . . . 11

5.3.1.1.  Chunk Basic Header . . . . . . . . . . . . . . . . 12
5.3.1.2.  Chunk Message Header . . . . . . . . . . . . . . . 13

5.3.1.2.1.  Type 0 . . . . . . . . . . . . . . . . . . . . 14
5.3.1.2.2.  Type 1 . . . . . . . . . . . . . . . . . . . . 14
5.3.1.2.3.  Type 2 . . . . . . . . . . . . . . . . . . . . 15
5.3.1.2.4.  Type 3 . . . . . . . . . . . . . . . . . . . . 15
5.3.1.2.5.  Common Header Fields . . . . . . . . . . . . . 15

5.3.1.3.  Extended Timestamp . . . . . . . . . . . . . . . . 16
5.3.2.  Examples . . . . . . . . . . . . . . . . . . . . . . . 16

5.3.2.1.  Example 1  . . . . . . . . . . . . . . . . . . . . 16
5.3.2.2.  Example 2  . . . . . . . . . . . . . . . . . . . . 17

5.4.  Protocol Control Messages  . . . . . . . . . . . . . . . . 18
5.4.1.  Set Chunk Size (1) . . . . . . . . . . . . . . . . . . 19
5.4.2.  Abort Message (2)  . . . . . . . . . . . . . . . . . . 19
5.4.3.  Acknowledgement (3)  . . . . . . . . . . . . . . . . . 20

Parmar & Thornburgh [Page 1]

Genius Sports Ex. 1036 
p. 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


                               Adobe RTMP                  December 2012

       5.4.4.  Window Acknowledgement Size (5)  . . . . . . . . . . . 20
       5.4.5.  Set Peer Bandwidth (6) . . . . . . . . . . . . . . . . 21
   6.  RTMP Message Formats . . . . . . . . . . . . . . . . . . . . . 21
     6.1.  RTMP Message Format  . . . . . . . . . . . . . . . . . . . 22
       6.1.1.  Message Header . . . . . . . . . . . . . . . . . . . . 22
       6.1.2.  Message Payload  . . . . . . . . . . . . . . . . . . . 22
     6.2.  User Control Messages (4)  . . . . . . . . . . . . . . . . 23
   7.  RTMP Command Messages  . . . . . . . . . . . . . . . . . . . . 23
     7.1.  Types of Messages  . . . . . . . . . . . . . . . . . . . . 24
       7.1.1.  Command Message (20, 17) . . . . . . . . . . . . . . . 24
       7.1.2.  Data Message (18, 15)  . . . . . . . . . . . . . . . . 24
       7.1.3.  Shared Object Message (19, 16) . . . . . . . . . . . . 24
       7.1.4.  Audio Message (8)  . . . . . . . . . . . . . . . . . . 26
       7.1.5.  Video Message (9)  . . . . . . . . . . . . . . . . . . 26
       7.1.6.  Aggregate Message (22) . . . . . . . . . . . . . . . . 26
       7.1.7.  User Control Message Events  . . . . . . . . . . . . . 27
     7.2.  Types of Commands  . . . . . . . . . . . . . . . . . . . . 28
       7.2.1.  NetConnection Commands . . . . . . . . . . . . . . . . 29
         7.2.1.1.  connect  . . . . . . . . . . . . . . . . . . . . . 29
         7.2.1.2.  Call . . . . . . . . . . . . . . . . . . . . . . . 35
         7.2.1.3.  createStream . . . . . . . . . . . . . . . . . . . 36
       7.2.2.  NetStream Commands . . . . . . . . . . . . . . . . . . 37
         7.2.2.1.  play . . . . . . . . . . . . . . . . . . . . . . . 38
         7.2.2.2.  play2  . . . . . . . . . . . . . . . . . . . . . . 42
         7.2.2.3.  deleteStream . . . . . . . . . . . . . . . . . . . 43
         7.2.2.4.  receiveAudio . . . . . . . . . . . . . . . . . . . 44
         7.2.2.5.  receiveVideo . . . . . . . . . . . . . . . . . . . 45
         7.2.2.6.  publish  . . . . . . . . . . . . . . . . . . . . . 45
         7.2.2.7.  seek . . . . . . . . . . . . . . . . . . . . . . . 46
         7.2.2.8.  pause  . . . . . . . . . . . . . . . . . . . . . . 47
     7.3.  Message Exchange Examples  . . . . . . . . . . . . . . . . 48
       7.3.1.  Publish Recorded Video . . . . . . . . . . . . . . . . 48
       7.3.2.  Broadcast a Shared Object Message  . . . . . . . . . . 50
       7.3.3.  Publish Metadata from Recorded Stream  . . . . . . . . 50
   8.  References . . . . . . . . . . . . . . . . . . . . . . . . . . 51
   Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . . 52

Parmar & Thornburgh                                             [Page 2]

Genius Sports Ex. 1036 
p. 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


                               Adobe RTMP                  December 2012

1.  Introduction

   Adobe’s Real Time Messaging Protocol (RTMP) provides a bidirectional
   message multiplex service over a reliable stream transport, such as
   TCP [RFC0793], intended to carry parallel streams of video, audio,
   and data messages, with associated timing information, between a pair
   of communicating peers.  Implementations typically assign different
   priorities to different classes of messages, which can effect the
   order in which messages are enqueued to the underlying stream
   transport when transport capacity is constrained.

   This memo describes the syntax and operation of the Real Time
   Messaging Protocol.

1.1.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this memo are to be interpreted as described in
   [RFC2119].

2.  Contributors

   Rajesh Mallipeddi, formerly of Adobe Systems, was the original editor
   of this specification, and provided most of its original text.

   Mohit Srivastava of Adobe Systems contributed to the development of
   this specification.

3.  Definitions

   Payload:  The data contained in a packet, for example audio samples
      or compressed video data.  The payload format and interpretation
      are beyond the scope of this document.

   Packet:  A data packet consists of fixed header and payload data.
      Some underlying protocols may require an encapsulation of the
      packet to be defined.

   Port:  The "abstraction that transport protocols use to distinguish
      among multiple destinations within a given host computer.  TCP/IP
      protocols identify ports using small positive integers."  The
      transport selectors (TSEL) used by the OSI transport layer are
      equivalent to ports.
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   Transport address:  The combination of a network address and port
      that identifies a transport-level endpoint, for example an IP
      address and a TCP port.  Packets are transmitted from a source
      transport address to a destination transport address.

   Message stream:  A logical channel of communication in which messages
      flow.

   Message stream ID:  Each message has an ID associated with it to
      identify the message stream in which it is flowing.

   Chunk:  A fragment of a message.  The messages are broken into
      smaller parts and interleaved before they are sent over the
      network.  The chunks ensure timestamp-ordered end-to-end delivery
      of all messages, across multiple streams.

   Chunk stream:  A logical channel of communication that allows flow of
      chunks in a particular direction.  The chunk stream can travel
      from the client to the server and reverse.

   Chunk stream ID:  Every chunk has an ID associated with it to
      identify the chunk stream in which it is flowing.

   Multiplexing:  Process of making separate audio/video data into one
      coherent audio/video stream, making it possible to transmit
      several video and audio simultaneously.

   DeMultiplexing:  Reverse process of multiplexing, in which
      interleaved audio and video data are assembled to form the
      original audio and video data.

   Remote Procedure Call (RPC):  A request that allows a client or a
      server to call a subroutine or procedure at the peer end.

   Metadata:  A description about the data.  The metadata of a movie
      includes the movie title, duration, date of creation, and so on.

   Application Instance:  The instance of the application at the server
      with which the clients connect by sending the connect request.

   Action Message Format (AMF):  A compact binary format that is used to
      serialize ActionScript object graphs.  AMF has two versions: AMF 0
      [AMF0] and AMF 3 [AMF3].
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4.  Byte Order, Alignment, and Time Format

   All integer fields are carried in network byte order, byte zero is
   the first byte shown, and bit zero is the most significant bit in a
   word or field.  This byte order is commonly known as big-endian.  The
   transmission order is described in detail in Internet Protocol
   [RFC0791].  Unless otherwise noted, numeric constants in this
   document are in decimal (base 10).

   Except as otherwise specified, all data in RTMP is byte-aligned; for
   example, a 16-bit field may be at an odd byte offset.  Where padding
   is indicated, padding bytes SHOULD have the value zero.

   Timestamps in RTMP are given as an integer number of milliseconds
   relative to an unspecified epoch.  Typically, each stream will start
   with a timestamp of 0, but this is not required, as long as the two
   endpoints agree on the epoch.  Note that this means that any
   synchronization across multiple streams (especially from separate
   hosts) requires some additional mechanism outside of RTMP.

   Because timestamps are 32 bits long, they roll over every 49 days, 17
   hours, 2 minutes and 47.296 seconds.  Because streams are allowed to
   run continuously, potentially for years on end, an RTMP application
   SHOULD use serial number arithmetic [RFC1982] when processing
   timestamps, and SHOULD be capable of handling wraparound.  For
   example, an application assumes that all adjacent timestamps are
   within 2^31 - 1 milliseconds of each other, so 10000 comes after
   4000000000, and 3000000000 comes before 4000000000.

   Timestamp deltas are also specified as an unsigned integer number of
   milliseconds, relative to the previous timestamp.  Timestamp deltas
   may be either 24 or 32 bits long.

5.  RTMP Chunk Stream

   This section specifies the Real Time Messaging Protocol Chunk Stream
   (RTMP Chunk Stream).  It provides multiplexing and packetizing
   services for a higher-level multimedia stream protocol.

   While RTMP Chunk Stream was designed to work with the Real Time
   Messaging Protocol (Section 6), it can handle any protocol that sends
   a stream of messages.  Each message contains timestamp and payload
   type identification.  RTMP Chunk Stream and RTMP together are
   suitable for a wide variety of audio-video applications, from one-to-
   one and one-to-many live broadcasting to video-on-demand services to
   interactive conferencing applications.
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