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Thi s docunent defines the architectural framework for the For CES

(Forwardi ng and Control El enment Separation) network el enents, and

identifies the associated entities and their interactions.

Tabl e of Contents

1. Definitions. 2
1.1. Conventions used |n th|s docunent 2
1. 2. Term nol ogies . e e e e 3

2. Introduction to Formard|ng and Cbntrol El ement Separati on
(ForCES) . . . . . . . . . . . . . ... ... ... ... ... 5
3. Architecture . . . . . . . . . . . . . . . .. ... .. ... 8
3.1. Control Elenents and Fr Reference Point . . . . . . . . . 10
3.2. Forwarding Elenents and Fi reference point. . . . . . . . 11
3.3. CE Managers . . . . . . . . . . . . . ..o ... 1
3.4. FE Managers . . . . . . . . . . . . . . o o ... ... 14
4., (Qperational Phases . . . e e e . ... ... . . . . . . ..
4.1. Pre-association Phase e <)
4.1.1. FI Reference Point . . . . . . . . . . . . . . . .15
4.1.2. H Reference Point . . . . . . . . . . . . . . . .16
4.1.3. Fc Reference Point . . . T Y
4.2. Post-association Phase and Fp reference p0|nt .o .17
4.2.1. Proximity and Interconnect between CEs and FEs . . 18
Yang, et al. I nf or mat i onal [ Page 1]

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 3746 For CES Fr amewor k April 2004
4.2.2. Association Establishment. 18
4.2.3. Steady-state Communication . 19
4.2.4. Data Packets across Fp reference pornt 21
4.2.5. Proxy FE . . e 22
4.3. Association Re- establrshnent. 22
4.3.1. CE graceful restart. 23
4.3.2. FE restart 24
5. Applicability to RFC 1812. . 25
5.1. Ceneral Router Requirenents . 25
5.2. Link Layer. G 26
5.3. Internet Layer Protocols. 27
5.4. Internet Layer Forwarding . 27
5.5. Transport Layer 28
5.6. Application Layer -- Routlng Protocols 29
5.7. Application Layer -- Network Managenent Protocol 29
6. Summary. . . .o . 29
7. A@knomﬁedgenents . 30
8. Security Cbnsrderatrons C e e e e e 30
8.1. Analysis of Potential Threats Introduced by For CES. 31
8.1.1. "Join" or "Renobve" Message Floodlng on CEs . 31
8.1.2. Inpersonation Attack . . 31
8.1.3. Replay Attack. . 31
8.1.4. Attack during Fail CNer. 32
8.1.5. Data Integrity . . . 32
8.1.6. Data Cbnfrdentralrty . 32
8.1.7. Sharing security paraneters . e 33
8.1.8. Denial of Service Attack via External Interface. 33
8.2. Security Recommendations for ForCES . 33
8.2.1. Using TLS with For CES. 34
8.2.2. Using | Psec with For CES. 35
9. References . G 37
9.1. Nornmative References 37
9.2. Informative References. 37
10. Authors’ Addresses . . 39
11. Full Copyri ght Statenent 40
1. Definitions
1.1. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119 [1].
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1.2. Termnol ogi es

A set of terminology associated with the ForCES requirenents is
defined in [4] and we only include the definitions that are nost
rel evant to this docunment here

Addressable Entity (AE) - An entity that is directly addressable

gi ven sone interconnect technology. For exanple, on I P networks, it
is a device to which we can comruni cate using an | P address; on a
switch fabric, it is a device to which we can conmuni cate using a
switch fabric port numnber.

Physi cal Forwardi ng El enent (PFE) - An AE that includes hardware used
to provide per-packet processing and handling. This hardware nay
consist of (but is not linited to) network processors, ASICs
(Application-Specific Integrated Grcuits), or general purpose
processors, installed on line cards, daughter boards, nezzanine
cards, or in stand-al one boxes.

PFE Partition - A logical partition of a PFE consisting of sone
subset of each of the resources (e.g., ports, nenory, forwarding
table entries) available on the PFE. This concept is anal ogous to
that of the resources assigned to a virtual sw tching el enent as
described in [9].

Physi cal Control Elenent (PCE) - An AE that includes hardware used to
provide control functionality. This hardware typically includes a
general purpose processor

PCE Partition - A logical partition of a PCE consisting of sonme
subset of each of the resources avail able on the PCE

Forwardi ng Element (FE) - A logical entity that inplements the ForCES
Protocol. FEs use the underlying hardware to provi de per-packet
processing and handling as directed by a CE via the ForCES Protocol
FEs nmay happen to be a single blade (or PFE), a partition of a PFE

or multiple PFEs.

Control Element (CE) - Alogical entity that inplenents the ForCES
Protocol and uses it to instruct one or nmore FEsS on how to process
packets. CEs handle functionality such as the execution of contro
and signaling protocols. CEs may consist of PCE partitions or whole
PCEs.

For CES Network Elenent (NE) - An entity conposed of one or nore CEs
and one or nore FEs. An NE usually hides its internal organization

fromexternal entities and represents a single point of managenment to
entities outside the NE
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Pre-associ ati on Phase - The period of time during which an FE Manager
(see below) and a CE Manager (see below) are deternining whether an
FE and a CE should be part of the same network elenent. It is

possi ble for sone elements of the NE to be in pre-association phase
while other elenments are in the post-association phase.

Post - associ ati on Phase - The period of time during which an FE knows
which CE is to control it and vice versa, including the tine during
whi ch the CE and FE are establishing comruni cation with one anot her.

For CES Protocol - While there may be nultiple protocols used within
the overall ForCES architecture, the term"ForCES Protocol" refers
only to the For CES post-associ ati on phase protocol (see bel ow).

For CES Post - Associ ati on Phase Protocol - The protocol used for post-
associ ati on phase conmuni cati on between CEs and FEs. This protoco
does not apply to CE-to-CE comunication, FE-to-FE comunication, or
to comuni cati on between FE and CE nmanagers. The ForCES Protocol is
a master-slave protocol in which FEs are slaves and CEs are nasters
Thi s protocol includes both the managenment of the comunication
channel (e.g., connection establishment, heartbeats) and the contro
nmessages thenselves. This protocol could be a single protocol or
could consist of nultiple protocols working together, and may be

uni cast or nulticast based. A separate protocol docunent wll
specify this information.

FE Manager - A logical entity that operates in the pre-association
phase and is responsible for determ ning to which CE(s) an FE shoul d
communi cate. This process is called CE discovery and may involve the
FE manager |earning the capabilities of available CEs. An FE nanager
may use anything froma static configuration to a pre-association
phase protocol (see below) to determ ne which CE(s) to use; however,
this is currently out of scope. Being a logical entity, an FE
manager m ght be physically conbined with any of the other |ogica
entities nentioned in this section

CE Manager - A logical entity that operates in the pre-association
phase and is responsible for determ ning to which FE(s) a CE should
conmuni cate. This process is called FE discovery and may invol ve the
CE manager learning the capabilities of available FEs. A CE manager
may use anything froma static configuration to a pre-association
phase protocol (see below) to determ ne which FE to use; however,
this is currently out of scope. Being a logical entity, a CE nanager
m ght be physically conbined with any of the other logical entities
nmentioned in this section.
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Pre-associ ati on Phase Protocol - A protocol between FE nanagers and
CE managers that is used to deternmine which CEs or FEs to use. A
pre-associ ati on phase protocol may include a CE and/or FE capability
di scovery mechanism Note that this capability discovery process is
whol Iy separate from (and does not replace) that used within the

For CES Protocol. However, the two capability discovery nechani sns
may utilize the sane FE nodel

FE Model - A nodel that describes the |ogical processing functions of
an FE.

For CES Protocol Elenent - An FE or CE

Intra-FE topology - Representation of how a single FE is realized by
conbi ni ng possibly multiple Iogical functional blocks along nmultiple
data paths. This is defined by the FE nodel

FE Topol ogy - Representation of howthe nultiple FEs in a single NE
are interconnected. Sonetines it is called inter-FE topology, to be
di stingui shed fromintra-FE topol ogy used by the FE nodel .

Inter-FE topol ogy - See FE Topol ogy.
2. Introduction to Forwarding and Control El enent Separation (For CES)

An | P network el ement (NE) appears to external entities as a
nmonol i thi ¢ piece of network equi pnent, e.g., a router, NAT, firewall
or load balancer. Internally, however, an IP network el enent (NE)
(such as a router) is conposed of nunerous |ogically separated
entities that cooperate to provide a given functionality (such as
routing). Two types of network el ement conponents exist: contro
element (CE) in control plane and forwarding element (FE) in
forwardi ng pl ane (or data plane). Forwarding elenments are typically
ASI C, network-processor, or general-purpose processor-based devices
that handl e data path operations for each packet. Control elenents
are typically based on general - purpose processors that provide
control functionality, like routing and signaling protocols.

ForCES ains to define a framework and associ ated protocol (s) to
standardi ze i nformati on exchange between the control and forwarding
pl ane. Having standard nmechani sns allows CEs and FEs to becone
physical ly separated standard conponents. This physical separation
accrues several benefits to the ForCES architecture. Separate
conmponents woul d al |l ow conponent vendors to specialize in one
conmponent w t hout having to becone experts in all conponents.
Standard protocol also allows the CEs and FEs fromdifferent
conmponent vendors to interoperate with each other and hence it
becones possible for systemvendors to integrate together the CEs and
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