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1. Introduction

An | P network element is conposed of nunerous logically separate
entities that cooperate to provide a given functionality (such as a
routing or I P switching) and yet appear as a normal integrated
network elenent to external entities. Two primary types of network
el ement conponents exist: control-plane conponents and forwardi ng-
pl ane conponents. In general, forwarding-plane conponents are ASIC,
net wor k- processor, or general - purpose processor-based devi ces that
handl e all data path operations. Conversely, control-plane
components are typically based on general - purpose processors that
provide control functionality such as the processing of routing or
signaling protocols. A standard set of nechanisns for connecting

t hese conponents provides increased scalability and all ows the
control and forwardi ng planes to evolve independently, thus pronoting
faster innovation.

For the purpose of illustration, let us consider the architecture of
arouter to illustrate the concept of separate control and forwarding
pl anes. The architecture of a router is conposed of two nain parts.
These conponents, while inter-related, performfunctions that are

| argely i ndependent of each other. At the bottomis the forwarding
path that operates in the data-forwardi ng plane and is responsible
for per-packet processing and forwarding. Above the forwardi ng pl ane
is the network operating systemthat is responsible for operations in
the control plane. |In the case of a router or switch, the network
operating systemruns routing, signaling and control protocols (e.qg.
RI P, OSPF and RSVP) and dictates the forwardi ng behavi or by
mani pul ating forwarding tables, per-flow QoS tables and access
control lists. Typically, the architecture of these devices conbi nes
all of this functionality into a single functional whole with respect
to external entities.

2. Definitions

Addressable Entity (AE) - A physical device that is directly
addressabl e gi ven sone interconnect technology. For exanple, on IP
networks, it is a device to which we can conmunicate using an IP
address; and on a switch fabric, it is a device to which we can
communi cate using a switch fabric port nunber.

Physi cal Forwardi ng El enent (PFE) - An AE that includes hardware used
to provide per-packet processing and handling. This hardware nay
consist of (but is not linited to) network processors, ASIC s, line
cards with multiple chips or stand al one box with general - purpose
processors.
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Physi cal Control Element (PCE) - An AE that includes hardware used to
provide control functionality. This hardware typically includes a
gener al - pur pose processor.

Forwarding Element (FE) - A logical entity that inplenments the ForCES

protocol. FEs use the underlying hardware to provi de per-packet
processing and handling as directed/controlled by a CE via the ForCES
protocol. FEs nay happen to be a single blade(or PFE), a partition

of a PFE or multiple PFEs.

Control Element (CE) - Alogical entity that inplenments the ForCES
protocol and uses it to instruct one or nore FEs how to process
packets. CEs handle functionality such as the execution of contro
and signaling protocols. CEs may consist of PCE partitions or whole
PCEs.

Pre-associ ati on Phase - The period of time during which a FE Manager
(see below) and a CE Manager (see below) are deternining which FE and
CE should be part of the sane network elenment. Any partitioning of
PFEs and PCEs occurs during this phase.

Post - associ ati on Phase - The period of time during which a FE does
know which CE is to control it and vice versa, including the time
during which the CE and FE are establishing conmunication with one
anot her .

For CES Protocol - Wiile there may be nultiple protocols used within
the overall ForCES architecture, the term "ForCES protocol" refers
only to the For CES post-associ ati on phase protocol (see bel ow).

For CES Post - Associ ati on Phase Protocol - The protocol used for post-
associ ati on phase communi cati on between CEs and FEs. This protoco
does not apply to CE-to-CE comunication, FE-to-FE comunication, or
to comuni cati on between FE and CE managers. The For CES protocol is
a master-slave protocol in which FEs are slaves and CEs are nasters
This protocol includes both the nanagenent of the communi cation
channel (e.g., connection establishnent, heartbeats) and the contro
nessages thensel ves. This protocol could be a single protocol or
coul d consist of multiple protocols working together

FE Model - A nodel that describes the |ogical processing functions of
a FE.

FE Manager - A logical entity that operates in the pre-association
phase and is responsible for determining to which CE(s) a FE should
communi cate. This process is called CE discovery and may involve the
FE manager | earning the capabilities of available CEs. A FE manager
may use anything froma static configuration to a pre-association
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phase protocol (see below) to determ ne which CE to use. However,
this pre-association phase protocol is currently out of scope. Being
a logical entity, a FE manager ni ght be physically conbined with any
of the other logical entities nentioned in this section

CE Manager - A logical entity that operates in the pre-association
phase and is responsible for determ ning to which FE(s) a CE should
communi cate. This process is called FE discovery and nmay invol ve the
CE manager learning the capabilities of available FEs. A CE manager
may use anything froma static configuration to a pre-association
phase protocol (see below) to determine which FE to use. Again, this
pre-associ ati on phase protocol is currently out of scope. Being a

| ogi cal entity, a CE manager m ght be physically conbined with any of
the other logical entities nentioned in this section

Pre-associ ati on Phase Protocol - A protocol between FE nanagers and
CE managers that is used to determ ne which CEs or FEs to use. A
pre-associ ati on phase protocol may include a CE and/or FE capability
di scovery nmechanism Note that this capability discovery process is
whol |y separate from (and does not replace) what is used within the
For CES protocol (see Section 6, requirenment #1). However, the two
capability discovery mechani snms may utilize the same FE nodel (see
Section 5). Pre-association phase protocols are not discussed
further in this docunent.

For CES Network Elenent (NE) - An entity conposed of one or nore CEs
and one or nore FEs. To entities outside a NE, the NE represents a
single point of managenent. Similarly, a NE usually hides its
internal organization fromexternal entities

For CES Protocol Elenent - A FE or CE

Hi gh Touch Capability - This termw |l be used to apply to the
capabilities found in some forwarders to take action on the contents
or headers of a packet based on content other than what is found in
the I P header. Exanples of these capabilities include NAT-PT
firewall, and L7 content recognition.

3. Architecture

The chief components of a NE architecture are the CE, the FE, and the
i nterconnect protocol. The CE is responsible for operations such as
signaling and control protocol processing and the inplenmentation of
management protocols. Based on the information acquired through
control processing, the CE(s) dictates the packet-forwardi ng behavior
of the FE(s) via the interconnect protocol. For exanple, the CE

m ght control a FE by manipulating its forwarding tables, the state
of its interfaces, or by adding or renoving a NAT binding.
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The FE operates in the forwarding plane and is responsible for per-
packet processing and handling. By allow ng the control and
forwardi ng pl anes to evol ve i ndependently, different types of FEs can
be devel oped - sonme general purpose and others nore specialized.

Some functions that FEs could performinclude | ayer 3 forwarding,
nmetering, shaping, firewall, NAT, encapsulation (e.g., tunneling),
decapsul ati on, encryption, accounting, etc. Nearly all conbinations
of these functions may be present in practical FEs.

Below is a diagramillustrating an exanpl e NE conposed of a CE and
two FEs. Both FEs and CE require mnimal configuration as part of
the pre-configuration process and this may be done by FE Manager and
CE Manager respectively. Apart fromthis, there is no defined role
for FE Manager and CE Manager. These conponents are out of scope of

the architecture and requirenments for the ForCES protocol, which only
i nvol ves CEs and FEs.

4. Architectural Requirenents
The following are the architectural requirenments
1) CEs and FEs MUST be able to connect by a variety of interconnect
technol ogi es. Exanpl es of interconnect technol ogies used in current
architectures include Ethernet, bus backpl anes, and ATM (cell)

fabrics. FEs MAY be connected to each other via a different
technol ogy than that used for CE/ FE communi cation
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