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. [35] The method according to claim 32, wherein the instruction is

‘probe’, ‘mirror’, or ‘terminate’ instruction, and upon receiving the
‘probe’ instruction and responsive to the packet satisfying the
criterion, the method further comprising: sending the packet to the
controller; receiving the packet, from the controller; and
responsive to receiving the packet, sending the packet, to the
S7cTol0] [0 =T 0 11 SRS R 58

. [36] The method according to claim 32, further comprising

responsive to the packet satisfying the criterion and to the
instruction, sending the packet or a portion thereof to the
(o70] 01 (0] 1 =T SRR OPSURS 61

. [39] The method according to claim 32, wherein the packet

comprises distinct header and payload fields, the header comprises
one or more flag bits, and wherein the packet-applicable criterion
IS that one or more of the flag bitsis set. ... 62

. [40] The method according to claim 39, wherein the packet is an

Transmission Control Protocol (TCP) packet, and wherein the one
or more flag bits comprises comprise a SYN flag bit, an ACK flag
bit, a FIN flag bit, a RST flag bit, or any combination thereof. ....66

. [41] The method according to claim 32, wherein the packet

comprises distinct header and payload fields, the header comprises
at least the first and second entities addresses in the packet
network, and wherein the packet-applicable criterion is that the
first entity address, the second entity address, or both match a
predetermined address or addresSses. ........coovvevvveeiieeevieeesiiee e 66

. [42] The method according to claim 41, wherein the addresses are

Internet Protocol (IP) addreSSesS. .......covvevveiieeniee e 67

. [43] The method according to claim 32, wherein the packet is an

Transmission Control Protocol (TCP) packet that comprises source
and destination TCP ports, a TCP sequence number, and a TCP
sequence mask fields, and wherein the packet-applicable criterion
IS that the source TCP port, the destination TCP port, the TCP
sequence number, the TCP sequence mask, or any combination
thereof, matches a predetermined value or values......................... 68
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10.[44] The method according to claim 32, wherein the packet
network comprises a Wide Area Network (WAN), Local Area
Network (LAN), the Internet, Metropolitan Area Network (MAN),
Internet Service Provider (ISP) backbone, datacenter network, or
inter-datacenter NEtWOrK. ...........cooveeiiii i 71

11.[45] The method according to claim 32, wherein the first entity is a
server device and the second entity is a client device, or wherein
the flrst entity is a client device and the second entity is a server

12.[46] The method according to claim 45, wherein the server device
comprises a web server, and wherein the client device comprises a
smartphone, a tablet computer, a personal computer, a laptop
computer, or a wearable computing device. ..........ccccevveeieevieennen. 74

13.[47] The method according to claim 45, wherein the
communication with the controller is based on, or uses, a standard
PrOTOCOL. ... 75

14.[48] The method according to claim 47, wherein the standard
protocol is according to, based on, or compatible with, an
OpenFlow protocol version 1.3.30r 1.4.0.......cccceoviveviiecviee e, 75

15.[49] The method according to claim 48, wherein the instruction
comprises a Type-Length-Value (TLV) structure. ............ccccveee. 76

16.[50] The method according to claim 32, wherein the network node
comprises a router, a switch, or abridge. .......cccccocevvievieiiieiinnnn, 77

17.[51] The method according to claim 32, wherein the packet
network is an Internet Protocol (IP) network, and the packet is an
[P PACKEL. ..ot e 79

18.[52] The method according to claim 51, wherein the packet
network is a Transmission Control Protocol (TCP) network, and
the packet is an TCP packet..........cccceveiiieiiniiie e, 79

19.[53] The method according to claim 32, further comprising:
receiving, from the first entity over the packet network, one or
more additional packets; checking, if any one of the one or more
additional packets satisfies the criterion; responsive to an
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