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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation ofU.S. patent applica-
tion Ser, No. 16/773.767, entitled AUTHENTICATION

TRANSLATION filed Jan. 27, 2020 which is incorporated
herein by reference forall purposes. whichis a continuation
of U.S. patent application Ser. No. 16/563,715, entitled
AUTHENTICATION TRANSLATION filed Sep. 6, 2019
which is incorporated herein by reference for all purposes,
which is a is a continuation of U.S, patent application Ser,
No. 16/273,797, entitledAUTHENTICATION TRANSLA-
TION filed Feb. 12, 2019, now U.S. Pat. No. 10,521,568,
which is incorporated herein by reference for all purposes,
which is a is a continuation of U.S. patent application Ser.
No. 15/042.636, entitledAUTHENTICATION TRANSLA-
TION filed Feb. 12, 2016, now U.S. Pat. No. 10,360,351,

which is incorporated herein by reference for all purposes,
which is a continuation of U.S. patent application Ser. No.
13/706,254, entitled AUTHENTICATION TRANSLATION
filed Dec. 5, 2012. now U.S. Pat. No. 9,294,452, which is

incorporated herein by reference for all purposes, which
claims priority to U.S. Provisional Application No. 61/587,
387. entitled BIOMETRICS-SUPPORTED SECURE
AUTHENTICATION SYSTEM filed Jan. 17,2012 whichis

incorporated herein by reference for all purposes. U.S.
patent application Ser, No. 13/706,254 also claims priority
to U.S. Provisional Patent Application No. 61/569.112 +
entitled BACKWARDS COMPATIBLE ROBUST COOK-

IES filed Dee. 9, 2011, which is incorporated herein by
reference for all purposes.

BACKGROUND OF THE INVENTION

Providing credentials to a service. whethervia a mobile or
other device, is often a tedious experience for a user.
Unfortunately, to make authentication easier for themselves,
users will ofien engage in practices such as password re-use,
and/or the selection ofpoor quality passwords, which render
their credentials less secure against attacks. Accordingly,
improvements in authentication techniques would be desir-
able, Further, it would be desirable for such improvements
to be widely deployable, including on existing/legacy sys-lems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the 5

following detailed description and the accompanying draw-
ings.

FIG, 1 illustrates an embodiment of an environment in

which authentication translation is provided.
FIG, 2 illustrates an embodiment ofcredential informa- 5

tion stored on a device.
FIG. 3 illustrates an embodiment of a device with secure

storie.
FIG, 4 illustrates an example of a renegotiation.
FIG, 5 illustrates an embodiment of a process for per-

forming authentication translation,
FG, 6 ilhistrates an example of what occurs when a client

device first visits the site of a legacy server via an authen-
lication translator.

PIG. 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an
authentication translator.

30)

35

2

FIG. & shows the structure of an example of a cache
cookie used in some embodiments.

DETAILED DESCRIPTION

The invention can be implemented in numerous. ways,
including as a process; an apparatus: a system: a comiposi-
tion of matter: a conyputer program product embodied on a
computer readable storage medium: and/or a processor. such
as a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor, In
this specification, these implementations, or any other form
that the invention may take. may be referred to as tech-
niques. In general, the order of the steps of disclosed
processes may be altered within the scope ofthe invention,
Unless stated otherwise, a component such as a processor or
4 memory described as being conligured to perform a task
may be implemented as a general component that is tem-
porarily contigured to perform the task ata given time or a
specific componentthat is manufactured to performthe task.
As used herein. the term ‘processor’ relers to one or more
devices, circuits, and/or processing cores configured to
process data, such as computer program instructions,

A detailed description ofone or more embodiments ofthe
3 invention is provided below along with accompanying fig-

ures that illustrate the principles of the invention. The
invention 1s described in connection with such embodi-

ments, but the invention is not limited to ary embodiment,
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose ofclarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the

invention is nol unnecessarily obscured.
FIG. 1 illustrates an embodiment of an environment in

which authenticationtranslation is provided. In the example
shown, a variety of clien| devices 102-108 connect, via one
or more networks (represented as a single network cloud
110) to a variety of services 120-124 (also referred to herein

sas sites 120-124), In particular, client device 102 1s a
notebook computer owned by a user hereinafter referred to
as Alice. Notebook 102 includes a camera, a microphone.
and a lingerprint sensor. Chent device 104 is a smartphone,
also owned by Alice. Client device 104 includes a camera,
Client device 106 is a tablet owned by Bob, and sometimes
used by Bob's son Charlie. Client device 106 includes a
camera and a fingerprint sensor. Client device 108 is a kiosk
located in the lobby of a hotel. Kiosk 108 includes a camera
and a microphone, The techniques described herein can be
used with or adapled to be used with other devices, as
applicable. For example. the techniques can be used in
conjunction with gaming systems, with peripheral devices
such as mice, and with embedded devices, such as door
locks.

Service 120 is a social networking site. Service 122 is a
website of a bank. Service 124 is the online store of a

boutique camera retailer. Rach of services 120-124 requires
a username and password (and/or a cookie) froma user prior
lo giving that user access lo protected content and/or other

5 features. As will be described in more detail below, using the
techniques deseribed herein, users need not type such user-
names and passwords into their devices Whenever required
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by a service. Instead, users can authenticate themselves to an
“authentication translator” via an appropriate technique, and
the authentication translator will provide the appropriate
credentials to the implicated service on the user's behalf
Also as will be described in more detail below, authentica-

tion translators can be located in a variety of places within
an environment. For example, notebook computer 102
includes an authentication translator module 132 that pro-
vides authentication translation services. The other devices

104-108 can also include (but need not include) their own
respective authentication translator modules. The owner of
bank website 122 also operates an authentication translator
134 associated with the bank. Finally, authentication trans-
lator 136 provides authentication translation services to a
variety of businesses, including online camera retailer 124,

FIG, 2 illustrates an embodiment of credential informa-

tion stored on a device. In particular, device 200 stores three
user profiles 202-206, each of which contains a username
and one or more templates (e.g., template 210) associated 2
with the user. In various embodiments, a template is a
collection of biometric features. Using fingerprints as an
example type of biometric, a corresponding template
includes a collection of patterns, minutia, and/or other
features that can be matched against to determine if a
person’s fingerprint matches the fingerprint of the registered
user(i.e., the owner ofa given userprofile). A representation
ofa single fingerprint may be included in multiple templates
(e.g.. in different resolutions, in accordance with different
protocols, as captured during warm vs. cold conditions, ~
and/orby itself or in combination with multiple fingerprints)
. When other biometrics are employed (e.z.. facial recogni-
tion, Voiceprint, or retina scan technology). features appro-
priate to those types of biometrics are included in the
jemplate. Other types of features can also be included in
lemplates. As one example, a user’s lyping speed and/or
accuracy can be measured by a device, such as device 102,
and used to distinguish berween multiple users of a device.
For example, suppose Alice types at 100 words per minute
and rarely makes mistakes. A representation of this infor-
mation can be stored in template 212, Also suppose Alice's
niece, who sometimes uses Alice’s laptop computer when
visiting Alice types at 20 words per minute and makes many
mistakes. In some embodiments, the fact that a user was

recently (e.g. within the last 5 minutes) typing on laptop 102
at 90 words per minute is evidence of a match against
template 212. In this case, the typing speed of 90 words per
minute is similar enough to Alice's typical behavior, it is
considered a match. Various policies can be included in a 5
profile that govern how matches are to be performed. For
example, policies can specify thresholds/tolerances for what
constitutes a match, and can speetty that different levels of
matches can result in different levels of access to different
resources,

A profile is associated with a vault (e.g.. vault 220). The
vault, in turn, contains triples specifying a service provider/
domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account
numbers, address/phone number information, and health
care data. The credential for a service provider/domain can
be a password (e.g.. for legacy servers), and can also take
alternate forms (e.g., a cryptographic key for service pro-
viders supporting stronger authentication methods).

In some embodiments, profiles, templates. and vaults
(collectively “authentication information”) are stored
entirely in an unprotected storage area, and are stored in the

{

i

Lat

4 Ea}

ou

4

clear. In other embodiments, secure storage techniques are
used to secure al least a portion of the authentication
information.

One example ofa device with secure storageis illustrated
in FIG. 3. In the example shown, a mobile phone 300
includes a large and insecure storage 302 attached to a [ast
processor 304, and a smaller but secure storage 306 attached
to adedicated processor 308 and a sensor 310(e.g., acamera
or a fingerprint reader). Users (and applications) can read
from and write to the insecure storage area, lowever, users
cannot access the secure storage area, and the fast processor
can only communicate with the dedicated processor/sensor
via a restricled API. As another example, a unique decryp-
tion key associated with a given vault can be stored in a
profile. The vault is an enerypted and authenticated con-
lainer that can be stored on insecure storage, e.g.. on the
device. and also backed up (e.g.. to a cloud storage service
140 or fo an alternate form of external storage). As needed,
authentication information or portions thereofcan be loaded
into secure storage and decrypted. for example. one can use
AES to encrypt the files one by one, using a key stored on
the secured storage. A message authentication technique,
such as IMAC, can be used for authenticating the encrypted
files to provide tamper prevention. Profiles and vaults can be
updated while in secure storage: if this occurs. they are
encrypted and MACed before being written back to the
insecure storage. which may in turn propagate them to
external backup storage. In yet other embodiments, profiles
and vaults are stored entirely in secure storage, in plaintext,
which allows them to be both read and written—and in

particular, searched,

Example Transaction Types

A variety of transaction types can take place in the
environment shown in FIG. 1, examples of which are
discussed in this section.

Initial Registration

In order to begin using the techniques described herein.
users perform some form of initial registration, As one
example, suppose Alice launches an enrollment program
installed on laptop 102, She uses the program to capture
various biometric information (e.g., fingerprints, photo-
graphs ofher face. etc.), A user profile is created lor Alice,
and the biometric information captured about her is encoded
into a plurality of templates, such as templates 210 and 214,
In some embodiments, Alice is also explicitly asked to
supply credential informationfor services she would like to
use, such as by providing the domain name of social
networking site 120, along with her username and password
for site 120. In other embodiments. domain/username/cre-
dential information is at least passively captured on Alice’s
behalfand included tn one or more vaults such as vault 220,

Credential information can also be important trom a browser
password manager already in use by Alice or other appro-
priate source. In some embodiments. Alice also registers
with cloud storage service 140, which will allowher to back
up her authentication information and to synchronize it
across her devices (¢.2., 102 and 104), as described in more
detail below,

Other registration approaches can also be used, Por
example, registration can be integrated into the experience

5 the first time a device ts used. Thus, when Bobfirst turns on

tablet 106, he may be prompted to take a picture ofhis face
(with a profile/lemplates being created in response), Simi-
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larly, the first time Charlie uses tablet 106, the techniques
described herein can be used to determine that Charlie does

not yet have a profile (e.g., because none of the templates
already present on tablet 106 match his biometrics) and
Charlie can be prompted to enroll as a second user of the
device

Authentication

Suppose Alice wishes to authenticate to banking website
122. Using a fingerprint reader incorporated into her laptop.
she performs a fingerprint scan, which causes her biometric
features to be extracted and compared to any stored tem-
plates residing on ber computer. If a match is found, an
associated decryption key is selected, and the associated
vault is loaded and decrypted. The vault is scanned for an
entry that matches the selected service provider(i.e., website
122). Ifa matching entry is lound, the associated domain,
username, and site credential are extracted from the vault. In

some embodiments. the validity of the domain name map-
ping is verified at this point to harden the system against
domain name poisoning. Next, a secure connectionis estab-
lished between Alice’s computer and the service provider,
and Alice is authenticated, Por service providers supporting
strong user authentication, mutual SSL can be used, for
example. A variety ofpolicies can be involved when per-
forming matching. Por example, to access certain domains,
Alice's print may need only match template 210. To access
other domains, Alice may need to match multiple templates
(e.g. both 210 and 214). As another example. in order to :
access social networking site 120, Alice may merely need to
be sitting in front of her computer, which has an integrated
webcam, Even in relatively low light conditions, a match
can be performedagainst Alice’s face and features stored in
a template. However, in order to access bank website 122, -
Alice may need a high quality photograph(1.¢., requiring her
to tum on a bright light) and may need to demonstrate
liveness (e.g., by blinking or turning her head). As yet
another example. other contextual information can be
included in policies. Por example, if Alice’s IP address
indicates she is in a country that she is not usually in, she
may be required to match multiple templates (or match a
template with more/better quality features) in order to access
retailer 124, as distinguished from when her IP address
indicates she is at home,

In some embodiments, the biometric sensor used by a user
may be a peripheral device (e.2., a mouse with an integrated
lingerprint scanner that is connected to the user's primary
device via USB). ln such scenarios. the peripheral device
may be responsible for storing at least a portion of authen- §
lication information and may perform at least some ofthe
authentication tasks previously described as having been
performed by Alice’s computer. For example. instead of
processors 304 and 308, and storages 302 and 306 being
collocated on a single device (e.g., laptop 102), processor 45
304 and storage 302 may be present ona primary device, and
processor 308 and storage 306 may be present on a periph-
eral device (e.g., thal also includes a sensor, such as a
fingerprint reader).

In such scenarios, once Alice's login to banking website
122 is successfully completed, the secure session can be
handed over from the peripheral device to the primary
device, in a way that does not allow the primary device
retroactive access lo the plaintext data of the transcripts
exchanged between the peripheral device and the service
provider. One way this can be accomplished is by renego-
ialing SSI keys between the peripheral device and the

{

Mi

=

a

a
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website, after which the newly negotiated key can be handed
off from the peripheral device to the primary device. This
avoids retroactive credential capture in a setting where the
device is infected by malware.

An example of renegotiation is depicted in FIG, 4. Spe-
cifically, after a user has successfully authenticated to a
fingerprint reader, a login is performed to a service provider,
Using the primary device (404) as a proxy, the peripheral
fingerprint reader 402 negotiates a first SSL connection
(408) with a service provider 406, over which credentials are
exchanged. The proxy then renegotiates SSL, (410). which
replaces the old key with a new one. The new key is
disclosed to the device, which then seamlessly takes over the
connection with the service provider and performs the
transaction protected by the authentication, The credentials
exchanged during the first SSL connection cannot be
accessed by device 404, since the key of the renegotiated
session is independent of the key ofthe original session: this
provides protection against malware residing on the device.
Renegotiation can be used when the primary device 404 is
believed to be in a safe state when performing the negotia-
tion of the SSL connection, but it is not known whetherit is

in a sale state during the transaction protected by the
authentication, Renegotiation can also be used when a
secure component ofthe primary device 404 performs the
negotiation of the SSL connection and another and poten-
tially insecure component of the primary device 404 is
involved in the transaction protected by the authentication.

FIG. 5 illustrates an embodiment of a process for per-
forming authentication translation. The process begins at
502 when a request to access a resource is received, as is an
authentication input. One example of the processing, per-
formed at 502 is as follows. Suppose Alice wishes to sign
into social networking website 120. She directs a web
browser application installed on client 102 to the social
networking website. Authentication translator module 132
recognizes, from the context ofAlice’s actions (e.g., that she
is attempting to access site 120 with her browser) that she
would like to access a particular resource. Authentication
translator module 132 prompts Alice (e.g.. by a popup
message or Via a sound) to provide biometric information
(c.g, lo use the integrated fingerprint reader on her laptop),
In some embodiments, the translator module does not

prompt Alice, for example, becauseAlice has been trained to
5 provide biometric information automatically when attempt-

ing to access certain resources. In yet other embodiments,
ihe translator module only prompts Alice if she fails to
provide acceptable biometric information within 4 timeout
period (e.a.. 30 seconds).

Module 132 compares Alice’s supplied biometric data to
the templates stored on her computer. Ifa suitable match is
found, and if'anentry for site 120 is present in the applicable
vault, at 504, a previously stored credential associated with
the resource is accessed. In particular, the username and
password lor (he website, as stored in a vaull, such as vault
220). are retrieved from the vault.

Finally. at 506, the credential is provided to the resource.
For example, Alice’s username and password for site 120 are
transmitted to site 120 at 506. The credential canbe trans-

mitted directly (e.g.. by the module or by Alice's computer)
and can also be supplied indirectly (e.g., through the use of
one or more proxies, routers. or other intermediaries, as
applicable),

Other devices can also make use of process 500 or
3 portions thereof, For example, when Alice launches a bank-

ing application on phone 104, implicit in her opening that
application is her desire to access the resources of website
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134. The application can take Alice’s picture and compare it
to stored templates/vault information. If an appropriate
match is found, a credential can be retrieved from the vault

on her phone(or, e¢.g., retrieved from cloud storage service
140) and provided to website 134.

As another example. suppose Charlie is using tablet 106
and attempts to visil site 120, whether via a dedicated
application or via a web browserapplication installedon the
tablet. Charlie’s photograph is taken. and then compared
against the profiles stored on tablet 106 (e.g.. both Bob and
Charlie’s profiles). When a determination is made that
Charlie's photograph matches a template stored in his stored
profile (and not, e.g-, Bob’s), Charlie's credentials for site
120 are retrieved from a vault and transmitted by an authen-
lication translator module residing on client 106.

As yet another example. kiosk 108 can be configured to
provide certain local resources (e.p.. by displaying a com-
pany directory or floor plan on demand) when users speak
certain requests intoa microphone. Enrolled users (e.g... with
stored voiceprint or facial recognition features) can be
granted access to additional/otherwise restricted services In
accordance with the techniques described herein and process
500.

New device

In some embodiments, to register a new device, a user
provides an identifier, such as a username or an account
number to the device. The new device connects to an

external storage (such as cloud storage 140), provides the 3
user identilier and credential, and downloads the user's
templates/vaults from the service, In some embodiments, the
lemplates/vaulls are encrypted. Once downloaded, the tem-
plate is decrypted and stored in a secure storage area, while
the suill enerypted vault can be stored in insecure storage. -
The decryption key can be generated from information the
user has/knows, or from biometric data—such as features
extracted from fingerprinting of all ten fingers. In some
embodiments, more arduous fingerprinting is required for
the setup of a new device than for regular authentication to
avoidthat a new devicepets registered by a user thinking she
is merely authenticating -or worse still, simply touching the
device. Moreover, it translates into higher entropy of the
decryption keys.

Backup Authentication

Backup authentication allows a user, such as Alice, to
access resources in the event she is unable to or unwilling to
interact with a particular biometric sensor. As one example, §
instead of having a single template associated with her
profile, Alice can have multiple templates associated with it,
e.g,, Where the first template includes fingerprint features
and the second template includes voice biometric. facial
recognition, or iris detection features. As a second example,
where the service Alice is connecting to is a legacy website
(.e., one that users authenticate to using usernames and
passwords). such a service would allow the use ofpasswords
and password reset mechanisms by Alice without requiring
Alice to use a fingerprint reader.

In various embodiments, environment 100 supports the
ability of users (e.2.. under duress) to release the contents of
their vaults. For example, ifAlice was physically threatened
with the loss ofa linger by a criminal, Alice could instead
release the contents of her vaull(s)—the ultimate goal ofthe
criminal. As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or
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supplies a fingerprint and a second identifier, a cleartext
version of her vault(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140 js
configured to accept backups from multiple devices associ-
ated with a single account, and synchronize the updates so
that all devices get automatically refreshed. For example.
Alice’s laptop 102 and phone 104 could both communicate
with cloud storage service 140 which would keep their
authentication information synchronized. Refreshes can also
be made in accordance withuser-configured restrictions. For
example, Alice's employer could prevent privileged
employerdata from being stored on shared personal devices,
or on any device that was not issued by the employer. As
another example, arbitrary policies can be delined regarding
the access to and synchronization ofsoftware and data, and
to fie a license or access rights to a person (and her
fingerprint) rather than to a device. As yet another example.
in some embodiments (e.9.. where a device is made publicly
available or otherwise shared by many users), no or 4
reduced amount ofauthentication information resides on a

device, and at least a portion ofauthentication information
is always retrieved [rom cloud storage service 140.

Remote wiping

Remote wiping of a users authentication information
(¢.2,. lemplates) can be used both to “unshare™ previously
shared devices (c.z., where Bob and Charlie both have user
profiles on their shared tablet 106), and to ayoid that
criminals with physical component access to lost devices
gain access to templates and vault contents. In some embodi-
ments, polices such as ones where a template sel[-wipes if
it is not matched within a particular duration of time are
supported. Since user data can be frequently backed up to
the cloud storage, and recovered from this using the hew
device registration process, inconvenience to the user will be
minimized.

Legacy Server Support

Newauthentication schemestypically require changes to
a significant codebase residing with service providers, Ifthe
code is well written and documented, such changes may be
relatively simple. Commonly, though, this may not be so.
The engineers who originally wrote the code of relevance
may have long since left the company: the code they lefi
behind may be poorly documented—ifdocunrentedat all. In
severe cases, the legacy code may have been written in an
ouldated programming language or written in a way that
does not follow guidelines lor good code. This makes
updates to (he codebase impractical or virtually impossible
in many common cases. Even if none of these challenges
complicate the desired modifications. it is commonly 4 great
bureaucratic burden to obtain permission to make modifi-
cations (¢.g., to store an extra field in a backend database),
because every affected part of the organization may need to
reviewthe request.

As will be described in the following section, the tech-
nologies deseribed herein can be used in conjunction with
legacy servers (¢.g.. existing servers that rely on usernames

5 and passwords to authenticate users), and in particular, can
be used without requiring modification to such legacy serv-ers,
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Cookies

Cookies are commonly used by legacy servers lor user
authentication, Unfortunately, cookies have several prob-
lems, Por one thing, they are sometimes deleted—whether
explicitly/intentionally by the end user or by the user's
software, In addition, cookies are commonly stolen.
Approaches such as cache cookies and identification using
user agents can be more resistant to these problems, how-
ever, they have their own problems. For example, their use
requires newcode and newfields in the credential database
stored by the server.

In some embodiments, authentication translators, such as

translators 134 and 136 (also referred to herein as proxies)
provide authentication translation services on behalf of
associated services, Translators 134 and 136 are illustrated

as single logical devices in FIG. 1, In some embodiments,
the translators comprise standard commercially available
server hardware (e.g., a multi-core processor, 4+ Gigabytes
of RAM. and one or more Gigabit network interface adapt-
ers) and run typical server-class operaling systems (e.g..
Linux). Translators 134 and 136 can also be implemented
using a sculable, elastic architecture and may comprise
several distributed components, including components pro-
vided by one or morethird parties. For example, translators 2
134 and 136 may store user credential information or may
task cloud storage service 140 with storing at least a portion
of that information.

In the case of authentication translator 134, service is
provided with respect to bank website 122 only. Authenti- 2
cation translator 134 is positioned between a legacy web
server (122) and the Internet (110)—and therefore berween
the legacy server and any client devices. Authentication
translator 134 is configured to translate traflic between the
legacy server and client devices so that the client devices -
(and respective users) perceive the new authentication
mechanism, while the legacy server remains unchanged,
Authentication translator 136 works similarly. but it pro-
vides authentication translation as a third party service to
multiple providers, an example of which is online camera
retailer 124.

Authentication translators 134 and 136 can also perform
process 500, For example, when a device transmits a request
to access websile 122, the request is intercepted by translator
134, as is cookie/user agent information. The received
information can be used to determine a username/password
associated with the device, and that information can be

passed by translator 134 to website 122 on behall of the
device,

FIG, 6 illustrates an example of what occurs when aclient 5
device first visits the site of a legacy server via an authen-
lication translator. The translator (referred to in the figure as
a “proxy”) fails to identify the client, and passes on the
request to the legacy server. The legacy server responds to
the request and sets a cookie. The proxy passes on the
response. including the cookie and also a cache cookie. The
proxy stores the information about both these types of
identifiers, along with the user agent of the client device.
This triplet ofinformation is also referred to herein as an
identifier.

PIG. 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an
authentication translator. In this scenario, the device's
request is accompanied by some form ofidentifying intor-
mation, The proxy uses this information to identify the
associated cookie and passes this along tothe legacy server,
along with the request, In some embodiments, additional
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processing is also involved. For example, reading a cache
cookie may require user interaction, Moreover, if not all of
ihe identifying information is present in the request, the
proxy can be configured to set the missing information again
bysending a corresponding request to the client device.

The translation of cache cookies and user agent informa-
lion to cookies involves a two-way translation. First, when
the legacy server sels a cookie, the proxy will set the two
types of cookies—-both an HTML. cookie and a cache
cookie—and then create a new record in which the two

cookies are stored. along with the user agent information of
the client device. The user agent information can include
quite a bit of data associated with a browser--such as the
browser type and version, the clock skew, and the fonts that
are installed, While each of these pieces ofinformation only
contributes a small amount of entropy. the collection of
items can be suflicient to identify the device in most cases,
Moreover, while some ofthese types of data may change
over time —in faet, all of them may—Ahey do not typically
change, and when one or two ofthemdo. the others typically
do not. When the client device is used to visit a site

controlled by the legacy server, the cookie, cache cookie and
user agent information ure read (if available), the record
identified, and the request translated and sent to the legacy
server, When a legacy server requests that the user password
is updated (e.w., as part of an annual or other periodic
requirement), the transmission ofthis request to the user can
be suppressed—in which case the database of the proxy is
updated to create the illusion of an update, The user can be
involved in authentication as needed, e.g., LL in addition to
supplying a credential, a user must also solve a CAPTCHA,
the CAPTCHAcan be displayedto the user (with the user's
credentials being handled in accordance with the techniques
described herein).

FIG. & shows the structure of an example of a cache
cookie used in some embodiments. Cache cookies can be

associated with a particular webpage, just like an HTML
cookie can. In the example shown in FIG. 8. the proxy
wishes lo associate a page “calling page.html” with a cache
cookie. It embeds a request for a second object, “same-
name.htm!” in callingpage.him! for every visitor. However,
as the cache cookie is set for one visitor, a customized

samename.himl is served to this visitor. The page same-
name.html refers to an object with a different name for each
user; that object is referred to as “uniquename,jpg.” The
cache cookie is set by embedding the request Jor same-
name.htm! in callingpage.himl. The client browser attempts
to render this, causing a request for samename.hunl from the
server. The server configures samename.html to refer to a
uniquely named file uniquename.jpg, and serves same-
name.html! to the client. For the client browser to render

samename.html, it requests the file uniquename.jpz, which
is intentionally not served. That concludes the setling of a
cache cookie. As a user returns to the page calling-
name.hunl, the browser again allempts to render the entire
page, which causes tt to load the object samename.html fron
its cache. As that is rendered, the client browser requests
uniquename.jpg. which is not in its cache (since it was not
served previously). The server still does not serve it, but
takes note of the name of the file being requested. as it
identifies the client device, Note that samenamehtml can be

displayed in a zero-sized iframe, which makes the end user
unaware ofit being rendered.

A cache cookie is an implementation ofthe typical cookie
5 functionality that uses the client device’s browser cache,

Unlike user agents. 11 does not change over time, and like
standard ITTML cookies, it cunnot be read by a party other
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than that which set it. However, like HTMLcookies, it could
be deleted—by the user clearing his or her browser cache.
Cache cookies are not auiomatically transmitted with GET
requests, unless the cache elements are embedded in the
referring pages. This adds a potential round of conmmunica-
fion in some settings. By relying on user agent information,
cache cookies, and HTMLcookies to identily the client
device, it is much more likely that a machine will be
recognized than if only HTMLcookies are used.

Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion, The disclosed embodiments are illustrative and not
restrictive,

Whatis claimed is:

1. A device, comprising:
a processor on the device;
a storage on the devicethat is accessible by the processor

on the device via an interface that facilitates commu-

nication between the storage on the device and the
processor on the device, wherein the processor on the
device is configured to:
based at least in part on a reques! from a user to access

an external resource, facilitate, using the interlace,
access Ofal least one record stored at least im part in
the storage on the device:

wherein the at least one record is associated at least

with the external resource, and wherein the ut least
one record comprises:
a biometric template; anc
a credential comprising a cryptographic key;

in response to determining a match between a biometric
input and the biometric template, retrieve, from the
at least one record, the credential, wherein the bio-

metri¢ input corresponds to at least one ofa linger-
print, a feature usable for facial recognition, a voice-
print, a feature usable for a retina scan. or a typing
feature, wherein the biometric input is received sub-
sequent io presenting of a prompt. wherein the
prompl comprises a prompt to provide biometric
information, and wherein the prompt is visually
presented,

establish a connection with the external resource:

facilitate a login ofthe user to the external resource al
least in part by transmitting, via the established
connection, output based at least in part on the
credential retrieved [ronthe at least one record, and
wherein the user is logged in to the external resource
based ai least in part on the output; and

facilitate wiping of both the biometric template and the
credential comprising the cryptographic keyofthe at
least one record stored at least in partin the storage
on the device; and

a memory coupled to the processor and configured to
provide the processor with instructions.

2. The device recited in claim 1 wherein the storage is
connected to a sensor.

3. The device recited in claim 2 wherein the sensor

comprises at least one of a camera and a fingerprint reader.

 

4. The device recited in claim 1 wherein ai least some of

the at least one record is stored in plaintext in the storage.
5. The device recited in claim 1 wherein the prompt is

aurally presented,
6. The device recited in claim 1 wherein the prompt is

presented in response to 4 user failing to provide acceptable
biometric information within a timeout period.
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7. The device recited in claim 1 wherein facilitating
wiping of the at least portion of the at least one record
comprises facilitating remote wiping ofthe at least portion
Of the at least one record.

8. The device recited in claim 1 wherein the at least

portion ofthe at least one record is automatically wiped
based at least in part on a policy.

9. The device recited in claim 1 wherein the biometric

template is wiped in response to determining that the bio-
metric template has not been matched within a duration of
lime.

10. The devive recited in claim 1 wherein the at least

portion of the at least one record is backed up to a remote
entity.

iL. The device recited in claim 1, wherein the interface

comprises a restricted interface.
12, The device recited in claim 1, wherein the storage

comprises a secure storage.
13, A method, comprising:
based at least in part on a request froma user to access an

external resource, using a processor on a device to
facilitate access of at least one record stored at least in

part in a storage on the device, wherein the storage on
the device is accessible by the processor on the device
via an interface that facilitates communication between

the storage on the device and the processor on the
device:

wherein the at least one record is associated at least with
the external resource, and wherein the at least one

record comprises:
a biometric template: and
a credential comprising a cryptographic key;

in response to determining a match between a biometric
input and the biometric template, retrieving. from the at
least one record, the credential. wherein the biometric

input corresponds to al least one of a fingerprint. a
feature usable for facial recognition, a voiceprint, a
feature usable for a retina scan, or a typing feature,
wherein the biometric input is received subsequent to
presenting ofa prompt, wherein the prompt comprises
a prompt to provide biometric information, and
wherein the prompt is visually presented;

establishing a connection with the external resource;
facilitating a login ofthe user to the external resource at

least in part by transmitting, via the established con-
nection, oulpul based at least in part on the credential
retrieved fromthe at least one record, and wherein the

user Is logged in to the external resource based at least
in part on the output; and

facilitating, by the processor on the device, wiping ofboll
the biometric template and the credential comprising
the cryptographic key of the at least one record stored
al least in part in the storage on the device.

14. The method of claim 13 wherein the storage ts
connected to a sensor.

15, The method ofclaim 14 wherein the sensor comprises
at least one of a camera and a fingerprint reader.

16, The method of claim 13 wherein at least some of the

at least one record is stored in plaintext in the storage.
17, The method ofclaim 13 wherein the promptis aurally

presented.
18. The method of claim 13 wherein the prompt is

presented in response toa user failing to provide acceptable
biometric information within a timeout periad.
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19. The method ofclaim 12 whereinfacilitating wiping of
the at Jeast portion of the at least one record comprises
facilitating remote wiping of the at least portion of the at
least one record,

20. The method of claim 13 wherein the at least portion
ofthe record is automatically wiped based at least in part on
a policy,

21. The method of claim 13 wherein the biometric tem-

plate is wiped in response to determining that the biometric
template bas not been matched within a duration oftime,

22. The method of claim 13 wherein the al least portion
ofthe at least one record is backed up to a remote entity.

23, The method of claim 13. wherein the interface com-

prises a restricted interface.
24. The method of claim 13, wherein the storage com-

prises a secure storage.
25. A computer program product embodied in a non-

transitory computer readable storage medium and compris-
ing computer instructions for:

based at least in part on a request [rom a user to access an
external resource. using a processor on a device io
facilitate access of al least one record stored at least in

part in a storage on the device. whereinthe storage on.
the device is accessible by the processor on the device
via an interface thatfacilitates communication between

the storage on the device and the processor on the
device:

5

A

au

14
wherein the at least one record is associated at least with

the extermal resource, and wherein the at least one

record comprises:
a biometnc template: and
a credential comprising a cryptographic key;

in response to determining a match between a biometric
input and the biometric template, retrieving. fromthe at
least one record, the credential, wherein the biometric
input corresponds to at least one of a fingerprint. a
feature usable for facia] recognition, a voiceprint, a
feature usable for a retina scan, or a typing feature.
wherein the biometric input is received subsequent to
presenting of a prompt, wherein the prompt comprises
a prompt to provide biometric information, and
wherein the prompt is visually presented;

establishing a connection with the external resource:
facilitating a login of the user to the external resource at

least in part by transmitting, via the established con-
nection, output based at least in part on the credential
retrieved {rom the at least one record. and wherein the

user is logged in to the external resource based at least
in part on the output; and

facilitating, by the provessor on the device. wiping of both
the biometric template and the credential comprising
the cryptographic key ofthe at least one record stored
al least in part in the storage on the device.

* * + *
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

(ooot| This application is a continuation of U.S. Patent Application No. 16/773,767,

entitled AUTHENTICATION TRANSLATIONfiled January 27, 2020 which is incorporated

herein by referenceforall purposes, which is a continuation of U.S. Patent Application No.

16/563,715, entitled AUTHENTICATION TRANSLATIONfiled September 06, 2019 which is

incorporated herein by reference for all purposes, which is a is a continuation of U.S. Patent

Application No, 16/273,797, entitled AUTHENTICATION TRANSLATIONfiled February 12,

2019, now U.S. Patent No. 10,521,568, which is incorporated herein by reference forall

purposes, whichis a is a continuation of U.S. Patent Application No. 15/042,636,entitled

AUTHENTICATION TRANSLATIONfiled February 12, 2016, now U.S. Patent No.

10,360,351, which is incorporated herein by reference for all purposes, which is a continuation of

U.S. Patent Application No. 13/706,254, entitled AUTHENTICATION TRANSLATIONfiled

December5, 2012, now U.S. Patent No. 9,294,452, which is incorporated herein by reference for

all purposes, which claims priority to U.S. Provisional Application No, 61/587,387, entitled

BIOMETRICS-SUPPORTED SECURE AUTHENTICATION SYSTEMfiled January 17, 2012

whichis incorporated herein by reference for all purposes. U.S. Patent Application No.

13/706,254 also claims priority to U.S. Provisional Patent Application No. 61/569,112 entitled

BACKWARDS COMPATIBLE ROBUST COOKIESfiled December 9, 2011, whichis

incorporated herein by reference for all purposes,

BACKGROUND OF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as password re-use, and/or the selection of poor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvementsin authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0003] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

jo004| Figure | illustrates an embodiment of an environment in which authentication

translation is provided.

[6005] Figure 2 illustrates an embodiment ofcredential! information stored on a device.

[0006] Figure 3 illustrates an embodiment of a device with secure storage.

0007] Figure 4 illustrates an example of a renegotiation,

[0008} Figure 5 illustrates an embodimentof a process for performing authentication

translation,

[0009] Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy server via an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator

[oo11| Figure 8 showsthestructure of an example of a cache cookie used in some

embodiments,
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process, an

apparatus; a system; a composition of matter, a computer program product embodied on a

computer readable storage medium: and/or a processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order ofthe steps of disclosed processes may bealtered

within the scope of the invention. Unless stated otherwise, a component such as a processoror a

memory described as being configured to perform a task may be implemented as a general

componentthat is temporarily configured to performthetask at a given time or a specific

component that is manufactured to perform the task. As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0013] A detailed description of one or more embodiments of the invention is provided

below along with accompanying figuresthatillustrate the principles of fhe invention. The

invention is described in connection with such embodiments, but the inventionis not limited to

any embodiment. The scopeofthe invention is limited only by the claims and the invention

encompasses numerousalternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding ofthe

invention, These details are provided for the purpose of example and the invention may be

practiced according to the claims without some orall of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

joo14| Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown, a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a user hereinafter referred to as Alice. Notebook [02 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie, Client device 106 includes a camera and a fingerprint sensor. Client

device 108 is a kiosk located in the lobby of a hotel, Kiosk 108 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as doorlocks.

[0015] Service 120 is a social networkingsite. Service 122 is a website of a bank.

Service 124 is the online store of a boutique camera retailer. Each of services 120-124 requires a

username and password (and/or a cookie) from a userprior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service. Instead, users can authenticate themselves to an “authentication

translator” via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment, For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodiment of credential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each of which contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template 1s a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includesa collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint of the registered user(i.e., the ownerof a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.¢., in different resolutions, in

accordance with different protocols, as captured during warm ys. cold conditions, and/orby itself
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or in combination with multiple fingerprints). When other biometrics are employed (e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are includedin the template, Othertypes of features can also be included in

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

such as device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representationofthis

information can be stored in template 212. Also suppose Alice’s niece, who sometimes uses

Alice’s laptop computer when visiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of 90 words per minute is similar enough to Alice’s typical behavior,it is

considered a match. Various policies can be included ina profile that govern how matchesare to

be performed. For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g., vault 220). The vault, in turn, contains

triples specifying a service provider/domain, a username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. The credential for a service provider/domain can be a

password(e.g., for legacy servers), and canalso take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods),

[0018] In some embodiments,profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secure at least a portion of the

authentication information,

[0019] One example of a device with secure storage is illustrated in Figure 3. In the

example shown, a mobile phone 300includes a large and insecure storage 302 attached to a fast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g., a camera or a fingerprint reader), Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensorvia a restricted API.

As another example, a unique decryption key associated with a given vault can be stored ina

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention.

Profiles and vaults can be updated while in secure storage: if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage, In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched,

(0020| Example Transaction Types

[0021] A variety of transaction types can take place in the environment shownin Figure

|, examples of which are discussed in this section.

[0022] Initial Registration

{0023} In order to begin using the techniques described herein, users perform some form

of initial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the programto capture various biometric information (e.g., fingerprints,

photographsof her face, etc.), A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain name ofsocial networking site 120, along

with her username and passwordfor site 120, In other embodiments,

domain/usermame/credential information is at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronize it across her devices (e.g., 102 and 104), as

described in more detail below.

0024] Other registration approaches can also be used. For example, registration can be

integrated into the experiencethefirst time a device is used. Thus, when Bobfirst tums on tablet

106, he may be promptedto take a picture of his face (with a profile/templates being created in

response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet have a profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second user of the device.

[0025] Authentication

{0026| Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performsa fingerprint scan, which causes her biometric

features to be extracted and comparedto any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider(i.e.,

website 122). If a matching entryis found, the associated domain, username,andsite credential

are extracted from the vault. In some embodiments, the validity of the domain name mappingis

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSL can be

used, for example. A variety ofpolicies can be involved when performing matching. For

example, to access certain domains, Alice’s print may need only match template 210, To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely need to besitting in

front of her computer, which has an integrated webcam. Evenin relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(1.e., requiring her

to turn on a bright light) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

order to accessretailer 124, as distinguished from whenherIP address indicates she is at home.

0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scanner that is connected to the user’s

primary device via USB). In such scenarios, the peripheral device may be responsible for storing

at least a portion of authentication information and may perform at least someofthe

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor308 and storage 306 may be present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader),

[0023] In such scenarios, once Alice’s login to banking website 122 1s successfully

completed, the secure session can be handed over from the peripheral device to the primary

device, in a way that does notallow the primary device retroactive access to the plaintext data of

the transcripts exchanged between the peripheral device and the service provider. One way this

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device, This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4, Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performedto a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiatesa first

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The new keyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannotbe accessed by device 404, since the key of the
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renegotiated session is independentof the key of the original session: this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, butit is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure component of the primary device 404 performs the

negotiation of the SSL connection and another and potentially insecure componentofthe

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodiment of a process for performing authentication

translation. The process begins at 502 when a request to access a resource is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishesto sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authentication translator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (e.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice ifshe fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds),

[0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. If a suitable match is found, and if an entry for site 120 is present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed. In

particular, the username and passwordfor the website, as stored in a vault, such as yault 220, are

retrieved from the vault.

{0032 Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506. The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable).

[0033] Other devices can also make use of process 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compareit to stored templates/vault information. If an appropriate match is found, a credential

can be retrieved from the vault on her phone (or, e-g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attemptsto visit site

120, whether via a dedicated application or via a web browserapplication installed onthe tablet.

Charlie’s photographis taken, and then compared against the profiles stored on tablet 106 (e.g.,

both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.g., by displaying a company directory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users (e.g.. with stored voiceprint orfacial

recognition features) can be granted access to additional/otherwiserestricted servicesin

accordance with the techniques described herein and process 500,

[0036] New device

[0037] In some embodiments, to register a newdevice, a user provides an identifier, such

as a username or an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service, In some embodiments, the templates/vaults are

encrypted, Once downloaded, the template is decrypted and stored in a secure storage area,

while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting of all ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a user thinking she is merely authenticating -- or worsestill.

simply touching the device. Moreover, it translates into higher entropy ofthe decryption keys.

{0033| Backup Authentication

[0039] Backup authentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated with it, e.g., where the first template includes fingerprint features and the

second template includes voice biometric, facial recognition, or iris detection features. Asa

second example, where the service Alice is connecting to is a legacy website (i.e., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanisms by Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e€.g.,

under duress) to release the contents of their vaults. For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal. As one example, in the event Alice supplies all 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized, Refreshes can also be made in accordance with user-configured

restrictions. For example, Alice's employer could prevent privileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of

software and data, andto tie a license or access rights to a person (and her fingerprint) rather

than to a device. As yet another example, in some embodiments (e.g., where a device is made

publicly available or otherwise shared by manyusers), no or a reduced amountofauthentication

information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140,

[0043] Remote wiping

0044] Remote wiping of a user’s authentication information (e.¥., templates) can be

used both to “unshare” previously shared devices (e.g., where Bob and Charlie both have user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new device registration process, inconvenience to the user will be minimized.

[0045] Legacy Server Support

[0046] New authentication schemestypically require changes to a significant codebase

residing with service providers. If the codeis well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so. The engineers who originally

wrote the code of relevance may havelongsinceleft the company; the code they left behind may

be poorly documented -- if documentedat all, In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that does not follow guidelines

for good code, This makes updates to the codebase impractical or virtually impossible in many

common cases. Even if none of these challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store

an extra field in a backend database), because every affected part of the organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modificationto

such legacy servers.

[0048] Cookies

0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For one thing, they are sometimes deleted --

whether explicitly/intentionally by the end user or by the user's software. In addition, cookies

are commonly stolen. Approaches such as cache cookies and identification using user agents can

be more resistant to these problems, however, they have their own problems. For example, their

use requires new code and newfields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 are illustrated as single logical devicesin Figure 1.

In some embodiments, the translators comprise standard commercially available seryer hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM, and one or more Gigabit network interface

adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or morethird parties. For

example, translators 134 and 136 may store user credential information or may task cloud

storage service [40 with storing at least a portion of that information.

{O051| In the case of authentication translator 134, service is provided with respect to

bank website 122 only. Authentication translator |34 is positioned between a legacy web server

(122) and theInternet (1 10) -- and therefore between the legacy server and any client devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devicesso that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged. Authentication translator 136 works

similarly, but it provides authentication translation as a third party service to multiple providers,

an example of which is online camera retailer 124.
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Ue | Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the requestis intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/passwordassociated with the device, and that information can be passed

by translator 134 to website 122 on behalfof the device.

[0053] Figure 6 illustrates an example of what occurs whena client devicefirst visits the

site of a legacy server via an authentication translator. The translator (referred to in the figure as

a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy

server respondsto the request and sets a cookie. The proxypasses on the response, including the

cookie and also a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agent ofthe client device. This triplet of information is also

referred to herein as an identifier.

[0054] Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator, In this scenario, the device’s

request is accompanied by someform of identifying information. The proxy usesthis

information to identify the associated cookie and passesthis along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if not all of the identifying

information is present in the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

[0055] Thetranslation of cache cookies and user agent information to cookies involves a

two-waytranslation, First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a new record in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser -- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the device in most cases. Moreover, while some ofthese types of data may change

over time -- in fact, all of them may -- they do not typically change, and when oneor two of
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them do, the others typically do not. Whenthe client device is used to visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user password is updated (e.g., as part of an annual or other periodic

requirement), the transmission of this request to the user can be suppressed -- in which case the

database of the proxy is updated to create the illusion of an update. The user can be involved in

authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA,the CAPTCHAcanbedisplayed to the user (with the user’s credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments. Cache cookies can be associated with a particular webpage, just like an HTML

cookie can. In the example shownin Figure 8, the proxy wishes to associate a page “calling

page. html” with a cache cookie. [t embeds a request for a second object, “samename.html”in

callingpage.html for every visitor, However, as the cache cookie is set for one visitor, a

customized samename,htmlis served to this visitor. The page samename.htmlrefers to an object

with a different name for each user; that object is referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.htmlin callingpage.html. The client

browser attempts to render this, causing a request for samename.html from the server. The server

configures samename.htm! to refer to a uniquely namedfile uniquenamejpg, and serves

samename.htmlto the client. For the client browser to render samename.html, it requests thefile

uniquename.jpg, whichis intentionally not served, That concludesthe setting of a cache cookie.

As a user returns to the page callingname.html, the browser again attempts to render the entire

page, which causesit to load the object samename.html from its cache. As that is rendered, the

client browser requests uniquename,jpg, which is not in its cache (since it was not served

previously). The serverstill does not serve it, but takes note of the nameofthe file being

requested, as it identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareof it being rendered.

j0057| A cache cookie is an implementation of the typical cookie functionality that uses

the client device's browser cache, Unlike user agents, it does not change over time, and like

standard HTML cookies,it cannot be read by a party other than that which set it. However,like
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HTML cookies, it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded tn the referring pages. This adds a potential round of communication in somesettings.

By relying on user agent information, cache cookies, and HTMLcookiesto identify the client

device, it ismuch more likely that a machine will be recognized than if only HTML cookies are

used.

[0058] Although the foregoing embodiments have been described in somedetail for

purposesofclarity of understanding, the invention is not limited to the details provided. There

are manyalternative ways of implementing the invention. The disclosed embodimentsare

illustrative and notrestrictive,

[0059] WHATIS CLAIMEDIS:
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CLAIMS

A system, compnising:

a processor configured to:

based at least in part on a request from a userto access an external resource,

facilitate, using a restricted interface, access of at least one record stored at least in part in

a secure storage;

wherein the at least one record ts associated at least with the external resource,

and wherein the at least one record comprises:

a biometric template; and

a credential comprising at least one of a password, a cookie, or a

cryptographic key;

in response to determining a match betweena biometric input and the biometric

template, retrieve, fromthe at least one record, the credential, wherein the biometric input

correspondsto at least one of a fingerprint, a feature usable for facial recognition, a

voiceprint, a feature usable for a retina scan, or a typing feature, and wherein the

biometric input is recetved subsequent to presenting of a prompt:

establish a connection with the external resource:

facilitate a login of the user to the external resourceat least in part by

transmitting, via the established connection, output basedat least in part on the credential

retrieved from the at least one record, and wherein the user is logged in to the external

resource basedat least in part on the output; and

facilitate wiping of at least a portionof the at least one record; and

a memory coupled to the processor and configured to provide the processor with

instructions.

ta

=»
as

The system recited in claim | wherein the secure storage is connected to a sensor.

The system recited in claim 2 wherein the sensor comprises at least one of a camera and a

fingerprint reader,

4. The system recited in claim | wherein at least some of the at least one record is stored in

plaintext in the secure storage.
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se The system recited in claim 1 wherein the prompt comprises a promptto provide

biometric information, and wherein the promptis visually presented.

6. The system recited in claim 1 wherein the prompt comprises a prompt to provide

biometric information, and wherein the promptis aurally presented.

7, The system recited in claim | wherein the promptis presented in responseto a user

failing to provide acceptable biometric information within a timeoutperiod.

8. The system recited in claim | wherein facilitating wiping of the at least portion ofthe at

least one record comprises facilitating remote wiping ofthe at least portion of the at least one

record

9. The system recited in claim | wherein theat least portion ofthe at least one record is

automatically wiped based at least in part on a policy.

10. The system recited in claim | wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration of time.

11, The system recited in claim 1 wherein the at least portion ofthe at least one record is

backed up to a remote entity.

12. A method, comprising:

based at least in part on a request from a user to access an external resource, using a

processorto facilitate, using a restricted terface, access of at least one record stored at least in

part in a secure storage;

wherein the at least one record is associated at least with the external resource, and

wherein the at least one record comprises.

a biometric template; and

at least one of a password, a cookie, or a cryptographic key;

in response to determining a match between a biometric input and the biometric template,

retrieving, from the at least one record, the credential, wherein the biometric input corresponds to

at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
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for a retina scan, or a typing feature, and wherein the biometric input 1s received subsequent to

presenting of a prompt,

establishing a connection with the external resource;

facilitating a login of the user to the external resourceat least in part by transmitting, via

the established connection, output based at least in part on the credential retrieved from the at

least one record, and wherein the user is logged in to the external resource basedat least in part

on the output; and

facilitating wiping ofat least a portion of the at least one record.

13. The method of claim 12 wherein the secure storage is connected to a sensor.

14. The method of claim 13 wherein the sensor comprisesat least one of a camera and a

fingerprint reader.

15. The method of claim 12 wherein at least some of the at least one record is stored in

plaintext in the secure storage.

16. The method of claim 12 wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is visually presented.

17. The method of claim 12 wherein the prompt comprises a prompt to provide biometric

information, and wherein the promptis aurally presented,

18. The method of claim 12 wherein the promptis presented in response to a user failing to

provide acceptable biometric information within a timeout period.

19. The method of claim 12 wherein facilitating wiping ofthe at least portion ofthe at least

one record comprisesfacilitating remote wiping ofthe at least portion ofthe at least one record.

20. The method of claim 12 wherein the at least portion of the record is automatically wiped

basedat least in part onapolicy,

21. The method of claim 12 wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration of time.
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22. The method of claim 12 wherein the at least portion ofthe at least one record is backed

up to a remote entity,

23. A computer program product embodied in a non-transitory computer readable storage

medium and comprising computerinstructions for:

basedat least in part on a request from a user to access an external resource, using a

processorto facilitate, using a restricted interface, access of at least one record stored at least in

part in a secure storage;

wherein the at least one record is associated at least with the external resource, and

wherein the at least one record comprises:

a biometric template; and

a credential comprising at least one of a password, a cookie, or a cryptographic

key;

in response to determining a match betweena biometric input and the biometric template,

retrieving, from the at least one record, the credential, wherein the biometric input corresponds to

at least one ofa fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable

for a retina scan, or a typing feature, and wherein the biometric input is received subsequentto

presenting of a prompt;

establishing a connection with the external resource;

facilitating a login of the user to the external resourceat least in part by transmitting, via

the established connection, output based at least in part on the credential retrieved from the at

least one record, and wherein the user is logged in to the external resource basedatleast in part

on the output; and

facilitating wiping of at least a portion of the at least one record.
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ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resource is received al ati

authentication translator, as is an authentication input. The authentication input correspondsto at

least one stored record. The stored record is associated at least with the resource. [n response to

the receiving, a previously stored credential associated with the resource is accessed. The

credential is provided to the resource,
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation of co-pending U.S.
patent application Ser. No. 16/563.715, entitled AUTHEN-
TICATION TRANSLATION filed Sep. 6, 2019 which is
incorporated herein by reference for all purposes, whichis
a is a continuation of U.S. patent application Ser. No.
16/273.797, entitledAUTHENTICATION TRANSLATION
filed Feb. 12, 2019, now U.S. Pat. No. 10,521,568, whichis

incorporated herein by reference for all purposes, whichis
a is a continuation of U.S. patent application Ser. No,
15/042.636, entitledAUTHENTICATION TRANSLATION
filed Feb, 12, 2016, now U.S. Pat. No, 10,360,351. whichis

incorporated herein by reference lor all purposes, which is
a continuation of U.S, patent application Ser. No. 13/706,
254, entitled AUTHENTICATION TRANSLATION filed
Dec. 5, 2012, now U.S. Pat. No. 9.294.452, which is

incorporated herein by reference for all purposes, which
claims priority to U.S, Provisional Application No. 61/587,
387, entitled BIOMETRICS-SUPPORTED SECURE
AUTHENTICATION SYSTEM filed Jan. 17. 2012 whichis
incorporated herein by reference for all purposes. U.S.
patent application Ser. No. 13/706.254 also claims priority
to U.S. Provisional Patent Application No. 61/569,112
entitled BACKWARDS COMPATIBLE ROBUST COOK-

IES filed Dee. 9, 2011, which is incorporated herein by
reference for all purposes.

BACKGROUND OF THE INVENTION

Providing credentials to a service, whether via a mobile or
other device, is ofien a tedious experience for a user.
Uniortunately, to make authentication easier for themselves,
users will often engage in practices suchas password re-use,
and/or the selection ofpoor quality passwords, which render
their credentials less secure against attacks. Accordingly,
improvements in authentication techniques would be desir-
able. Further. it would be desirable for such improvements
to be widely deployable, including on existing/legacy sys-
lems,

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the

following detailed description and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in

which authentication translation is provided.
FIG, 2 illustrates an embodiment of credential informa-

lion stored on a device.
FIG, 3 illustrates an embodiment of a device with secure

storage.
FIG. 4 illustrates an example of a renegotiation,
FIG, § illustrates an embodiment of a process for per-

forming authentication translation,
FIG, 6 tlhustrates an example ofwhat occurs when a client

device first visits the site of a legacyserver via an authen-
fication translator.

FIG, 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an
authentication translator.

FIG. 8 shows the structure of an example of a cache
cookie used in same embodiments.
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DETAILED DESCRIPTION

‘The invention can be implemented in numerous ways.
including as a process, an apparatus: a system; a composi-
tion of matter: a computer program product embodied on 4
computer readable storage medium,and/or a processor, such
as a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the invention may take, may be reterred to as tech-
niques. In general, the order of the steps of disclosed
processes maybe altered within the scope of the invention.
Unless stated otherwise, a componentsuch as a processor or
a memory described as being configured to perform a task
may be implemented as a general component thal is tem-
porarily configured to perform the task al a given time or a
specific component that is manulactured to performthe task,
As used herein, the term ‘processor’ relers to one or more
devices, circuits, and/or processing cores configured to
process data. such as computer program instructions.

A detailed description ofone or more embodiments ofthe
invention is provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-

3 ments. but the invention is not limited to any embodiment.
The scope ofthe invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details, For the purpose ofclarity, technical
material that is known in the technical fields related to the
invention has not been described im detail so that the

invention is not unnecessarily obscured,
PIG, 1 illustrates an embodiment of an environment in

which authentication translation is provided. In the example
shown, a variety ofclient devices 102-108 connect, via one
or more networks (represented as a single network cloud
110) to a variety of services 120-124 (also referred to herein
as sites 120-124), In particular, client device 102 is a
notebook computer owned by a user hereinafier referred to
as Alice. Notebook 102 includes a camera, a microphone,

5 and a fingerprint sensor, Client device 104 1s a smartphone,
also owned by Alice, Client device 104 includes a camera,
Client device 106 is a tablet owned by Bob. and sometimes
used by Bob's son Charlie. Client device 106 includes a
camera and a fingerprint sensor. Client device 108 is a kiosk
located in the lobby of a hotel. Kiosk 108 includes a camera
and a microphone. ‘The techniques described herein can be
used with or adapted to be used with other devices, as
applicable, For example. the techniques can be used in
conjunction with gaming systems, with peripheral devices
such as mice, and with embedded devices, such as door
locks.

Service 120 is a social networking site. Service 122 is a
website of a bank. Service 124 is the online store ofa

boutique camera retailer. Fach of services 120-124 requires
a username and password (and/or a cookie) from a user pnor
to giving that user access to protected content and/or other
features. As will be described in more detail below, using the
techniques described herein, users need not type such user-
names and passwords into their devices whenever required

5 bya service. Instead, users can authenticate themselves to an
“authentication translator” via an appropriate technique, and
ihe authentication translator will provide the appropriate
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credentials to the implicated service on the user's behalf.
Also as will be described in more detail below, authentica-

tion translators can be located in a variety of places within
an environment. For example, notebook computer 102
includes an authentication translator module 132 that pro-
vides authentication translation services. The other devices

104-108 can also include (but need not include) their own
respective authentication translator modules. The owner of
bank website 122 also operates an authenticationtranslator
134 associated with the bank. Finally, authentication trans-
lator 136 provides authentication translation services to a
variety of businesses, including online camera retailer 124.

FIG, 2 illustrates an embodiment of credential informa-

tion stored on a device. In particular, device 200 stores three
user profiles 202-206, each of which contains a username
and one or more templates (e.g.. template 210) associated
with the user. In various embodiments. a tenyplate is a
collection of biometric features. Using fingerprints as an
example type of biometric, a corresponding template
includes a collection of patterns. minutia, and/or other
features that can be matched against to determine if a
person's fingerprint matches the fingerprint of the registered
user (i.¢., the owner ofa given user profile). A representation
ofa single fingerprint may be included in multiple templates
(e.g.. in different resolutions, in accordance with different 2
protocols, as captured during warm vs. cold conditions,
and/or by itself or in combination with multiple
fingerprints). When other biometrics are employed (e.g.,
facial recognition, voiceprint. or retina scan technology).
features appropriate to those types of biometrics are 3
included in the template. Other types offeatures can also he
included in templates. As one example,a user's typing speed
and/or accuracy can be measured by a device, such as device
102, and used to distinguish between multiple users of a
device. For example. suppose Alice types at 100 words per -
minuie and rarely makes mistakes, A representation ofthis
information can be stored in template 212. Also suppose
Alice's niece, who sometimes uses Alice's laptop computer
whenvisiting Alice types at 20 words per minute and makes
many mistakes. In some embodiments, the fact that a user
was recently (¢.g., within the last 5 minutes) typing on
laptop 102 at 90 words per minute is evidence of a match
against template 212. In this case, the typing speed of 90
words per minute is similar enough to Alice’s typical
behavior, it is considered a match, Various policies can be
included in a profile that govern how matches are to be
performed. For example. policies can specify thresholds/
tolerances for what constitutes a match, and can specily that
different levels of matches can result in different levels of
access to different resources.

A profile is associated with a vault (e.g... vault 220). The
vault, in turn, contains triples specifying a service provider!
domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account

numbers, addréss/phone number information, and health
care data. The credential for a service provider/domain can
be a password (e.g., for legacy servers). and can also take
alternate forms (e.g.. a eryptographic key for service pro-
viders supporting stronger authentication methods),

In some embodiments, profiles. templates. and vaults
(collectively “authentication information”) are stored
entirely in an unprotected storage area, and are stored in the
clear. In other embodiments, secure storage techniques are
used to secure at least a portion of the authenticanon
information,

One example of a device with secure storage is illustrated
in FIG. 3. In the example shown, a mobile phone 300
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includes a large and insecure storage 302 attached to a fast
processor 304, and a smaller but secure storage 306 attached
to a dedicated processor 308 and a sensor 310 (e.g... a camera
or a fingerprint reader). Users (and applications) can read
from and write to the insecure storage area. However, users
cannot access the secure storage area, and the fast processor
can only communicate with ihe dedicated processor/sensor
via a restricted API. As another example, a unique deeryp-
tion key associated with a given vault can be stored in a
profile. The vault is an encrypted and authenticated con-
tainer that can be stored on insecure storage, e.g. on the
device, and also backed up (e.g., to a cloud storage service
140 or to an alternate form of external storage). As needed,
authentication information or portions thereof can be loaded
into secure storage and decrypted. or example, one can use
AES to enerypt the files one by one, using a key stored on
the secured siorage. A message authentication technique.
such as HMAC, can be used for authenticating the encrypted
files to provide tamper prevention. Profiles and vaults can be
updated while in secure storage: if this occurs. they are
encrypted and MACed before being writien back to the
insecure storage, which may in tum propagate them. to
external backup storage. In yet other embodiments, profiles
and vaults are stored entirely in secure storage, in plaimtext,
which allows them to be both read and written—and in

particular, searched,
Example Transaction Types
A variety of transaction types can take place in the

environment shown in FIG. 1, examples of which are
discussed in this section.

Initial Registration
ln order to begin using the techniques described herein,

users perform some form of initial registration, As one
example, suppose Alice launches an enrollment program
installed on laptop 102. She uses the program to capture
various biometric information (e.g.. fingerprints, photo-
graphs of her face. etc.). A user profile is created for Alice,
and the biometric information captured about her is encoded
into a plurality of templates, such as templates 210 and 214,
In some embodiments, Alice is also explicitly asked to
supply credential informationfor services she would like to
use, such as by providing the domain name of social
networking site 120, along with her username and password
for site 120. In other embodiments,

domain/username/credential informationis at least passively
captured on Alice’s behalf and included in one or more
vaults such as vault 220. Credential information can also be

important from a browser password manager already in use
by Alice or other appropriate source. Ln some embodiments,
Alice also registers with cloud storage service 140, which
will allowher to back up her authentication information and
to synchronize it across her devices (e.g., 102 and 104), as
described in more detail below,

Other registration approaches can also be used, Por
example, registration can be integrated into the experience
the first time a device is used. Thus. when Bobfirst turns on

tablet 106, he may be prompted to take a picture ofhis face
(with a profile/templates being created in response). Simi-
larly, the first time Charlie uses tablet 106, the techniques
described herein can be used to determine that Charlie does

not yet have a profile (e.2., because none of ihe templates
already present on tablet 106 match his biometrics) and
Charlie can be prompted to enroll as a second user ofthe
device.

Authentication

Suppose Alice wishes toauthenticate to banking website
122. Using a fingerprint reader incorporated into her laptop,
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she performs a fingerprint scan, which causes her biometric
features to be extracted and compared to any stored tem-
plates residing on her computer. If a mateh is found, an
associated decryption key is selected. and the associated
vault is loaded and deerypted. The vault is scanned for an
eniry that matches the selected service provider(i,¢., websile
122). Ifa matching entry is found, the associated domain,
username, and site credential are extracted [romthe vault. In
some embodiments, the validity of the domain name map-
ping is verified at this point to harden the system against
domain name poisoning. Next, a secure connectionis estab-
lished between Alice’s computer and the service provider,
and Alice is authenticated, For service providers supporting
strong user authentication, mutual SSL can be used, lor
example. A variety of policies can be involved when per-
forming matching. For example, to access certain domains.
Alice's print may need only match template 210. To access
other domains, Alice may need to match multiple templates
(e.g.. both 210 and 214). As another example, in order to
access social networking site 120, Alice may merely need to
be sitting in front of her computer, which has an integrated
webcam. Even in relatively low light conditions, a match
can be performed against Alice’s lace and features stored in
a template. However, in order to access bank website 122,
Alice mayneed a high quality photograph (i.¢.. requiring her
to lum on a bright light) and may need to demonstrate
liveness (e.g.. by blinking or turning her head). As yet
another example. other coniextual information can be
included in policies. For example, if Alice's IP address
indicates she is in a country that she is not usually in, she
may be required to match multiple templates (or match a
template with more/better quality features) in order to access
retailer 124, as distinguished from when her IP address
indicates she is at home.

In some embodiments, the biometric sensor used by a user
may be a peripheral device (e.g,, a mouse with an integrated
fingerprint scanner that is connected to the user's primary
device via USB). [n such scenarios, the peripheral device
may be responsible for storing at least a portion of authen-
lication information and may perform at least some ofthe
authentication tasks previously described as having been
perlormed by Alice’s computer. for example. instead of
processors 304 and 308, and storages 302 and 306 being
collocated on a single device (e.z.. laptop 102), processor
304 and storage 302 maybe present on a primary device, and
processor 308 and storage 306 may be present on a periph-
eral device (e.g.. that also includes a sensor, such as a
fingerprint reader).

In such scenarios, once Alice's login to banking website
122 is successfully completed, the secure session can be
handed over from the peripheral device to the primary
device, in a way that does not allow the primary device
retroactive access to the plaintext data of the transcripts
exchanged between the peripheral device and the service
provider. One way this can be accomplished is by renego-
tiating SSL keys between the peripheral device and the
website, after which the newly negotiated key can be handed
olf from the peripheral device to the primary device. This
avoids retroactive credential capture in a setting where the
device is infected by malware,

An example of renegotiation is depicted in FIG, 4. Spe-
cifically, after a user has successfully authenticated to a
fingerprint reader, a login is performed to a service provider.
Using the primary device (404) as a proxy, the penpheral
fingerprint reader 402 negotiates a first SSL connection
(408) witha service provider 406, over which credentials are
exchanged, The proxy then renegotiates SSL (410), which
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replaces the old key with a new one. The new key is
disclosed to the device, which then seamlessly takes over the
connection with the service provider and performs the
transaction protected by the authentication. The credentials
exchanged during the first SSL connection cannot be
accessed by device 404, since the key of the renegotiated
sessionis independent of(he key of the original session; this
provides protection against malware residing on the device,
Renegotiation can be used when the primary device 404 is
believed to be ina safe state when performing the negotia-
tion of the SSL connection, butit is not known whetherit is
in a safe state during the transaction protected by the
authentication. Renegotiation can also be used when a
seoure component ofthe primary device 404 perlorms the
negotiation of the SSL connection and another and poten-
lially insecure component of the primary device 404 is
involved in the transaction protected by the authentication.

FIG, $ illustrates an embodiment of a process lor per-
forming authentication translation. The process begins at
$02 when a request to access a resource ts received, as is an
authentication input. One example of the processing per-
formed at 502 is as follows. Suppose Alice wishes to sign
into social networking website 120. She directs a web
browser application installed on clien) 102 to the social
networking website, Authentication translator module 132
recognizes, from the context ofAlice's actions(e.g., that she
is attempting to access site 120 with her browser) that she
would like to access a particular resource. Authentication
iranslator module 132 prompts Alice (e.g., by a popup
message or Via a sound) to provide biometric information
(e.g, to use the integrated fingerprint reader on her laptop),
In some embodiments. the translator module does not

prompt Alice, for example, becauseAlice has been trained to
provide biometric information automatically when attempt-
ing to access certain resources. In yel other embodiments,
the translator module only prompts Alice if she [ails to
provide acceplable biometric information within a timeout
period (e.g. 30 seconds).

Module 132 compares Alice’s supplied biometric data to
the templates stored on her computer. [fa suitable matchis
found, and if'an entry for site 120 is present in the applicable
vault, at 504, a previously stored credential associated with
the resource is accessed. In particular, the usermame and
password for the website, as stored ina vault, such as vault
220, are retrieved from the vault.

Finally, at 506, the credential is provided to the resource,
For example, Alice's username and password for site 120 are
transmitted to site 120 at 506. The credential can be trans-

mitted directly (e.2.. by the module or by Alice’s computer)
and can also be supplied indirecily (e.g.. through the use of
one or more proxies. routers. or other intermediaries, as
applicable).

Other devices can also make use of process 500 or
portions thereof, For example, when Alice launches a bank-
ing application on phone 104, implicit in her opening that
application is her desire to access the resources of website
134. The application can take Alice's picture and compare it
io stored templales/vault information. Ian appropriate
match is found, a credential can be retrieved from the vault

on her phone (or, e.g... retrieved from cloud storage service
140) and provided to website 134.

As another example. suppose Charlie is using tablet 106
and attempts to visit site 120, whether via a dedicated
application or via a web browser application installed on the
tablet. Charlie's photograph is taken, and then compared
against the profiles stored on tablet 106 (e.g., both Bob and
Charlie's profiles). When a determination is made that
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Charlie's photograph matches a template stored in his stored
profile (and not, ¢.g.. Bob’s), Charlie’s credentials for site
120 are retrieved from a vault and transmitted by an authen-
lication translator module residing on client 106.

As yet another example, kiosk 108 can be configured to
provide certain local resources (e.g.. by displaying a com-
pany directory or floor plan on demand) when users speak
cerlain requests into a microphone. Enrolled users (e.g., with
stored voiceprint or facial recognition features) can be
granted access to additional/otherwise restricted services in
accordance with the techniques described herein and process
50).

New Device

In some embodiments. io register a new device. a user
provides an identilier, such as 4 username or an account
number to the device. The new device connects to an

external storage (such as cloud storage 140), provides the
user identifier and credential, and downloads the user's
templates/vaults from the service. In some embodiments, the
templates/vaults are encrypted. Once downloaded. the tem-
plate is decrypted and stored in a secure storage area, while
the still encrypted vault can be stored in insecure storage.
The decryption key can be generated {rom information the
user has/knows, or from biometric data—such as features

extracted from fingerprinting ofall ten fingers. In some
embodiments, more arduous fingerprinting is required lor
the setup of a new device than for regular authentication to
avoid that a newdevice pets registered by a user thinking she
is merely authenticating—or worsestill, simply touching the
device. Moreover, it translates into higher entropy of the :
decryption keys.

Backup Authentication
Backup authenticauion allows a user, such as Alice, to

access resources in the event she Is unable to or unwilling to
interact With a particular biometric sensor. As one example, -
instead of having a single template associated with her
profile, Alice can have multiple templates associated withit,
e.g.. Where the first template includes fingerprint features
and the second template includes voice biometric, facial
recognition, or iris detection features. As a second example,
where the service Alice is connecting to is a legacy website
(Le, one that users authenticate lo using usernames and
passwords). such a service would allow the use of passwords
and password reset mechanisms by Alice without requiring
Alice to use a fingerprint reader.

In various embodiments, environment 100 supports the
ability of users (e.g.. under duress) to release the contents of
their vaults. For example, ifAlice was physically threatened
with the loss of a finger by a criminal. Alice could instead
release the contents of her vault(s)—the ultimate goal of the §
criminal. As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or
supplies a fingerprint and a second identifier, a cleartext
version ofher vault(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140) is
configured 1o accept backups from multiple devices associ-
ated with # single account, and synchronize the updates so
that all devices get automatically refreshed. lor example,
Alice's laptop 102 and phone 104 could both communicate
with cloud storage service 140 which would keep their
authentication information synchronized, Relreshes can also
be made in accordance with user-configured restrictions. Por
example, Alice’s employer could prevent privileged
employer data from being stored on shared personal devices,
or on any device that was not issued by the emplover. As
another example, arbitrary policies can be defined regarding
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the access to and synchronization ofsaltware and data, and
to lie a license or access rights to a person (and her
fingerprint) rather than to a device, As yet another example.
in some embodiments (e.2.. Where a device is made publicly
available or otherwise shared by many users), no or 4
reduced amount of authentication information resides on a

device, and at least a portion ofauthentication information
is always retrieved from cloud storage service 140,

Remote Wiping
Remote wiping of a user’s authentication information

(e.g. templates) can be used both to “unshare” previously
shared devices (¢.g., where Bob and Charlie both have user
profiles on their shared tablet 106), and to avoid that
criminals with physical component access to lost devices
gain access lo templates and vault contents. In some embodi-
ments, polices such as ones where a template sel[-wipes if
it is not matched within a particular duration of time are
supported, Since user data can be lrequently backed up to
the cloud storage, and recovered from this using the new
device registration process. inconvenience to the user will be
minimized.

Legacy Server Support
Newauthentication schemestypically require changes to

a significant codebase residing with service providers, If the
code is well written and documented, such changes may be
relatively simple. Commonly, though, this may not be so,
The engineers who originally wrote the code ofrelevance
may have long since left the company: the code theyleft
behind may be poorly documented—ifdocumentedatall. In
severe cases, the legacy code may have been written in an
outdated programming language or written in a way that
does not follow guidelines for good code. This makes
updates (o the codebase impractical or virtually impossible
in many common cases. Even if none of these challenges
complicate the desired modifications.it is commonly a great
bureaueratic burden to obtain permission to make modifi-
cations (€.g., (0 store an extra field in a backend database),
because every affected part of the organization may need to
reviewthe request.

As will be described in the following section, the tech-
nologies described herein can be used in conjunction with
legacy servers (¢.g,. existing servers that rely on usernames
and passwords to authenticate users), and in particular, can
be used without requiring modification to such legacy serv-ers.

Cookies

Cookies are commonly used by legacy servers for user
authentication, Untortunately, cookies have several prob-
Jems, For one thing, they are sometimes deleted--wheiher
explicitly/intentionally by the end user or by the user's
software. In addition, cookies are commonly stolen.
Approaches such as cache cookies and identification using
user agents can be more resistant to these problems, how-
ever, they have their own problems. For example. their use
requires new code and new fields in the credential database
stored by the server.

In some embodiments, authentication translators. such as

translators 134 and 136 (also referred to herein as proxies)
provide authentication translation services on behalf of
associated services. Translators 134 and 136 are ilhustrated

as single logical devices in FIG, 1. In some embodiments,
the translators comprise standard commercially available
server hardware (e.g.. a multi-core processor, 4+ Gigabytes
of RAM, and one or more Gigabit network interlace adapt-

5 ers) and run typical server-class operating systems (e.g..
Linux). Translators 134 and 136 can also be implemented
using a scalable, elastic architecture and may comprise
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several distributed components, including components pro-
vided by one or more third parties. 'or example, trinslaters
134 and 136 maystore user credential information or may
task cloud storage service 140 with storing at least a portion
of that information.

In the case of authentication translator 134, service is

provided with respect to bank website 122 only. Authenti-
cation translator 134 is positioned between a legacy web
server (122) and the [nternet (110)—-and therefore between

the legacy server and any chent devices. Authentication
translator 134 is configured to translate traflic between the
legacy server and client devices so that the client devices
(and respective users) perceive the new authentication
mechanism, while the legacy server remains unchanged,
Authentication translator 136 works similarly, but it pro-
vides authentication translation as a third party service to
multiple providers, an example of which is online camera
retailer 124,

Authentication translators 134 and 136 can also perform
process 500, For example. when a device transmits a request
to access website 122, the request is intercepted by translator
134. as is cookie/user agent information, The received
information can be used to determine a username/password
associated wilh the device, and that information can be

passed by translator 134 to website 122 on behalf of the
device,

FIG, 6 illustrates an example of what occurs whena client
device first visits the site of a legacy server via an authen-
lication translator. ‘The translator (referred to in the figure as
a “proxy”) fails to identify the client, and passes on the 3
request to the legacy server, The legacy server responds to
the request and sets a cookie. The proxy passes on the
response, including the cookie and also a cache cookie. The
proxy stores the information about both these types of
identifiers, along with the user agent ofthe client device. -
This triplet of information is also referred to herein as an
identifier,

FIG, 7 illustrates an example of what occurs when a
device subsequently visits the site ofa legacy server via an
authentication translator, In this scenario, the device's

request is accompanied by some form of identifying infor-
mation. The proxy uses this information to identify the
associated cookie and passes this along to the legacy server,
along with the request, In some embodiments, additional
processing is also involved. Por example. reading a cache
cookie may require user interaction. Moreover. if not all of
the identifying information is present in the request. the
proxy can be configured to set the missing information again
by sending a corresponding request to the client device.

‘The translation of cache cookies and user agent informa- 5
tion to cookies involves a two-way translation. First, when
the legacy server sets a cookie, the proxy will set the two
types of cookies—both an TITML. cookie and a cache
cookie—and then create a new record in which the two

cookies are stored, along with the user agent information of
the client device. The user agent information can include
quite a bit of data associated with a browser—such as the
browser type and version, the clock skew, and the fonts that
are installed, While each of these pieces of information only
contributes a small amount of entropy. the collection of
items can be suflicient to identify the device in most cases,
Moreover, while some of these types of data may change
over time—in fact, all of them may—theydo not typically
change, and when one or two of themdo, the others typically
do not. When the client device is used to visit a site

controlled by the legacy server, the cookie, cache cookie and
user agent information are read (if available). the record
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identified, and the request translated and sent to the legacy
server. When a legacy server requests that the user password
is updated (e.g., as part of an annual or other periodic
requirement), the transmission of this request to the user can
be suppressed—in which case the database of the proxyis
updated to create the illusion of an update. The user can be
involved in authentication as needed. e.g., if in addition to
supplying a credential, a user must also solve a CAPTCHA,
the CAPTCHAcan be displayed to the user (with the user's
credentials being handled in accordance with the techniques
described herein).

FIG. 8 shows the structure of an example of a cache
cookie used in some embodiments. Cache cookies can be

associaled with a particular webpage, just like an TTML
cookie can. In the example shown in FIG. 8, the proxy
wishes to associate a page “calling page.html” with a cache
cookie. It embeds a request for a second object, “same-
name.him!” in callingpage.html for every visitor, However,
as the cache cookie is set for one visitor, a customized

sumename.html is served to this visitor. ‘The page same-
name.html refers to an object with a different name for each
user, that object is referred to as “uniquename.jpg.” The
cache cookie ts set by embedding the request for same-
name.huml in callingpage-himl. The client browser attempts
to render this, causing a request for samename.html from the
server, The server configures samename-html to reler to a
uniquely named file uniquename.jpg, and serves same-
name.huml to the client. For the client browser to render

samename.himl. it requests the file uniquename.jpg. which
is intentionally not served. That concludes the setting ofa
cache cookie. As a user returns to the page calling-
name.himl, the browser again attempts to render the entire
page, which causes it to load the object samename.html from
its cache. As that is rendered, the client browser requests
uniquename.jpg. which is not in its cache (since it was not
served previously), The server still does not serve it, but
takes note of the name of the ile being requested, as it
identifies the client device. Note that samename.html can be

displayed in a vero-sized iframe, which makes the end user
unaware ofit being rendered.

A cache cookie is an implementation ofthe typical cookie
functionality that uses the client device’s brawser cache.
Unlike user agents, it does not change over time. and like
standard HTMLcookies, it cannot be read by a party other
than that which set it. However, like HTMLcookies,it could

be deleted—by the user clearing his or her browser cache,
Cache cookies are not automatically transmitted with GET
requests, unless the cache elements are embedded in the
referring pages. This adds a potential round of communica-
tion in some settings. By relying on user agent information,
cache cookies, and HTML. cookies to identify the client
device, it is much more likely that a machine will be
recognized than if only ITTMLcookies are used.

Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
‘There are manyalternative ways of implementing the inven-
tion, The disclosed embodiments are illustrative and not
restrictive.

Whatis claimed is:

1. A system, comprising:
a first processor of a first device, wherein the first pro-

cessor is configured to:
based at least in part on a request associated witha user

to access an external resource, establish a secure
connection with the external resource: and
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communicate with a second processor using a restricted
interface, wherein the second processor is configuredto:

receive a biometric input from a sensor, wherein the
biometric input corresponds to at least one of a
fingerpnnt, # feature usable for facial recognition,
a yoi¢eprint. a feature usable for a retina sean, or
a lping feature; and

access a record stored in a secure storage, wherein
the record is associated at least with the external
resource:

retrieve, from the record, at least one of a password,
a cookie, or a cryptographic key:

perform a cryptographic operation;
in response to determining that there is a match

betweenthe biometric input and a stored biometric
template accessed by the second processor, lacili-
tate a login ofthe user to the external resource at
least in part by transmitting, via the established
connection, output based at Jeast in part on the at
least one of the password, the cryptographic key,
or the cookie retrieved from the record, and

wherein the user is logged in to the external
resource based at least in part on the output; and

perform a secure backup of the record to @ storage
service, Wherein 4 second device associated with
the user is registered with the storage service, and
wherein the record is downloaded from the storage
service by the second device: and

a memory coupled tothe first processor and configured to 3
provide the first processor with instructions,

2. The system recited in claim 1, wherein the storage
service comprises a cloud storage service,

3. The system recited in claim 1 wherein the second
device is registered with the storage service at least in part -
by:

connecting lo the storage service; and
providingat least one ofa useridentifier or a credential to

the storage service, wherein the user identifier com-
prises at least one ofa usernameor an account number.

4. The system recited in claim 1, wherein the record
downloaded by the second device is encrypted.

5. The system recited in claim 4, wherein the encrypted
record is stared to an insecure storage associated with the
second device.

6. The system recited in claim 4, wherein the second
device is configured to decrypt the downloaded record and
store the decrypted record to a secure storage associated
with the second device.

7. The system recited in claim 6, wherein the downloaded 5
record is decrypted by the second device using a decryption
key that is generated based at least in part on information
associated with the user.

8. The system recited in claim 6, wherein the downloaded
record is decrypted by the second device using a decryption
key that is generated based at least in part on biometric data.

9. The sysiem recited in claim 6, wherein the downloaded
record is decrypted by the second device using a decryption
key generated using one or more features extracted from
fingerprinting.

10. The system recited in claim 1. wherein performing the
cryptographic operation comprises decrypting the record.

1}. A method, comprising:
based at least in part on a request associated with a user

lo access an external resource, establishing, by a first
processor ofa first device, a secure connection with the
external resource: and
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communicating with a second processor using a restricted
interface, wherein the second processor is configured
to:

receive a biometric input from a sensor, wherein the
biometric input corresponds to at least one of a
fingerprint, a feature usable for facial recognition, a
voiceprint, a feature usable for a retina sean, or a
typing feature: and

access a record stored in a secure storage. wherein the
record is associated at least with the external
resource:

retrieve, [romthe record. at least one of a password, a
cookie, or a cryptographic key;

perform a cryptographic operation;
in response to determining that there is a match

between the biometric input and a stored biometric
template accessed by(he second processor, [acilitate
a login ofthe user to the external resourceat least in
part by transmitting, via the established connection,
output based at least in part on the at least one ofthe
password, the cryptographic key. or the cookie
retrieved from the record, and wherein the user is
logged in to the external resource based at least in
part on the output; and

perform a secure backup of the record twa storage
service, Wherein a second device associated with the

user is registered with the storage service. and
wherein the record is downloaded from the storage
service by the second device.

12, The method of claim 11, wherein the storage service
comprises a cloud storage service.

13, The method of claim 11, wherein the second device is

registered with the storage service at least in part by:
connecting to the storage service; and
providing at least one ofa user identifier ora credential to

the storage service, wherein the user identifier com-
prises at least one ofa usernameor an account number,

14. The method of claim 11, wherein the record down-
loaded by the second device is encrypted.

15. The method ofclaim 14, wherein the second deviceis

configured to decrypt the downloaded record and store the
decrypied record to a secure storage associated with the
second device.

16, The method ofclaim 14, wherein the encrypted record
is Slored to an insecure storage associated with the second
device.

17. The method of claim 15, wherein the downloaded

record is decrypted by the second device using a decryption
key that ts generated based at least in part on information
associated with the user.

18. The method of claim 15, wherein the downloaded

record is decrypted by the second device using a decryption
key that is generated based at least in part on biometric data,

19, The method of claim 15, wherein the downloaded

record is decrypted by the second device using a decryption
key generated using one or more features extracted from
fingerprinting.

20. The method of claim 11, wherein performing the
cryptographic operation compnses decrypting the record.

21, A computer program product embodied in a non-
transitory computer readable storage medium and compris-
ing computer instructions for:

based at least in parl on a request associated with a user
to access an external resource, establishing, by afirst
processor ofa first device, a secure connection with the
external resource, and
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communicating with a second processor using a restricted
interface. wherein the second processor is configuredto:

receive a biometric input from a sensor, wherein the
biometric inpul corresponds to at least one of a
fingerprint, a feature usable for facial recognition. a
voiceprint, a feature usable for a retina scan, or a
typing feature: and

uccess a record stored in a secure storage, wherein the
record is associated at least with the external 10
resource:

retrieve, from the record, at least one of a password, a
cookie, or a cryptographic key,

perform a cryptographic operation:
in response tO determining that there is a match 15

between the biometric input and a stored biometric
template accessed by the second processor, facilitate
4 login ofthe user to the external resource al least in
part by transmitting, via the established connection,
output based at least in part on the at least one of the 20
password, the cryptographic key. or the cookie
retrieved from the record, and wherein the user is

logged in to the external resource based at least in
part on the output; and

perform a secure backup ofthe record to a storage 25
service, wherein a second device associated with the
user is registered with the slorage service, and
wherein the record is downloaded from the storage
service by the second device.

a
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application is a continuation of co-pending U.S. Patent Application No.

16/563,715, entitled AUTHENTICATION TRANSLATIONfiled September 06, 2019 whichis

incorporated herein by reference forall purposes, whichis a is a continuation of U.S. Patent

Application No. 16/273,797, entitled AUTHENTICATION TRANSLATIONfiled February 12,

2019, now U.S, Patent No, 10,521,568, which 1s incorporated herein by referenceforall

purposes, whichis a is a continuation of U.S. Patent Application No. 15/042,636,entitled

AUTHENTICATION TRANSLATIONfiled February 12, 2016, now U.S.Patent No.

10,360,351, which is incorporated herein by reference for all purposes, which is a continuation of

U.S. Patent Application No. 13/706,254, entitled AUTHENTICATION TRANSLATIONfiled

December5, 2012, now U.S. Patent No. 9,294,452, which is incorporated herein by reference for

all purposes, whichclaimspriority to U.S. Provisional Application No. 61/587,387, entitled

BIOMETRICS-SUPPORTED SECURE AUTHENTICATION SYSTEMfiled January 17, 2012

which is incorporated herein by reference for all purposes. U.S. Patent Application No.

13/706,254 also claims priority to U.S. Provisional Patent Application No, 61/569,112 entitled

BACKWARDS COMPATIBLE ROBUST COOKIESfiled December 9, 2011, which is

incorporated herein by referencefor all purposes.

BACKGROUND OF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as password re-use, and/or the selection of poor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvements in authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodimentsof the invention are disclosed in the following detailed

description and the accompanying drawings.

0004] Figure | illustrates an embodimentof an environmentin which authentication

translation is provided.

[0005] Figure 2 illustrates an embodiment ofcredential information stored on a device.

[0006| Figure 3 illustrates an embodimentof a device with secure storage.

[0007] Figure 4 illustrates an example ofa renegotiation,

0008] Figure 5 illustrates an embodiment of a process for performing authentication

translation,

[0009| Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy servervia an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator

joort| Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments,
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process, an

apparatus, a system, a composition of matter, a computer program product embodied on a

computer readable storage medium: and/or a processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order of the steps of disclosed processes may be altered

within the scope of the invention, Unless stated otherwise, a componentsuch as a processor or a

memory described as being configured to perform a task may be implemented as a general

componentthat is temporarily configured to performthe task at a given time or a specific

component that is manufactured to perform the task, As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions,

[0013] A detailed description of one or more embodimentsofthe inventionis provided

below along with accompanyingfigures thatillustrate the principles of the invention. The

invention is described in connection with such embodiments, but the invention is not limited to

any embodiment. The scope of the invention is limited only by the claims and the invention

encompasses numerousalternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding ofthe

invention. These details are provided for the purpose of example and the invention may be

practiced according to the claims without someorall of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0014] Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown,a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie. Client device 106 includes a camera and a fingerprint sensor, Client

device 108 is a kiosk located in the lobby of a hotel. Kiosk [08 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as doorlocks.

[0015] Service 120 is a social networkingsite. Service 122 is a website of a bank.

Service 124 ts the online store of a boutique camera retailer, Each of services 120-124 requires a

username and password (and/or a cookie) froma user prior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service. Instead, users can authenticate themselves to an “authentication

translator’ via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment. For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodimentofcredential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each ofwhich contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template 1s a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includes a collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint ofthe registered user(i.e., the owner of a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance with different protocols, as captured during warm vs. cold conditions, and/or byitself
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or in combination with multiple fingerprints). When other biometrics are employed(e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are included in the template. Other types of features can also be included in

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

such as device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representationofthis

information can be stored in template 212, Also suppose Alice’s niece, who sometimes uses

Alice’s laptop computer whenvisiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of 90 words per minuteis similar enough to Alice’s typical behavior,it is

considered a match. Various policies can be included in a profile that govern how matchesare to

be performed, For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g, vault 220). The vault, in turn, contains

triples specifying a service provider/domain, a username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. The credential for a service provider/domain can be a

password(e.g., for legacy servers), and can also take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods).

{0018| In some embodiments,profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secureat least a portion of the

authentication information,

{0019| One example of a device with secure storage is illustrated in Figure 3. In the

example shown, a mobile phone 300 includes a large and insecure storage 302 attachedtoafast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g., a camera or a fingerprint reader), Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensor via a restricted API.

As another example, a unique decryption key associated with a given vault can be stored ina

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention,

Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.

[0020] Example Transaction Types

[0021] A variety of transaction types can take place in the environment shownin Figure

1, examples of which are discussed in this section.

[0022] Initial Registration

[0023] In order to begin using the techniques described herein, users perform some form

of initial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the program to capture various biometric information(e.g., fingerprints,

photographsofher face, etc.). A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain nameofsocial networking site 120, along

with her username and password for site 120, In other embodiments,

domain/username/credential informationis at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronizeit across her devices (e.g., 102 and 104), as

described in more detail below.

[0024| Otherregistration approaches canalso be used. For example,registration can be

integrated into the experiencethefirst time a device is used, Thus, when Bobfirst turns ontablet

106, he may be prompted to take a picture ofhis face (with a profile/templates being created in

response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet havea profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second userof the device.

[0025] Authentication

[0026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performsa fingerprint scan, which causes her biometric

features to be extracted and compared to any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider(i-e.,

website 122). Ifa matching entry is found, the associated domain, username, and site credential

are extracted from the vault. In some embodiments, the validity of the domain name mappingis

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSLcan be

used, for example. A variety of policies can be involved when performing matching. For

example, to access certain domains, Alice’s print may need only match template 210, To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely need to besitting in

front of her computer, which has an integrated webcam. Even in relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(1-e., requiring her

to turn on a brightlight) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

order to access retailer 124, as distinguished from when her IP address indicates she is at home.

[0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scannerthat is connected to the user's

primary device via USB). In such scenarios, the peripheral device may be responsible for storing

at least a portion of authentication information and may perform at least some of the

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor 308 and storage 306 maybe present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice’s login to banking website 122 is successfully

completed, the secure session can be handed over fromthe peripheral device to the primary

device, in a way that does not allow the primary device retroactive access to the plaintext data of

the transcripts exchanged between the peripheral device and the service provider. One waythis

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device, This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performedto a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiatesa first

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The newkeyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key ofthe
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renegotiated session is independentof the key of the original session; this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, butit is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure componentofthe primary device 404 performsthe

negotiation of the SSL connection and another and potentially insecure componentofthe

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodiment of a process for performing authentication

translation. The process begins at 502 when a request to access a resource Is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishes to sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authentication translator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (e.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice ifshe fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds),

0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. If a suitable match is found, and if an entry forsite 120 is present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed, In

particular, the username and passwordfor the website, as stored in a vault, such as yault 220, are

retrieved from the vault.

[0032] Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506, The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable),

[0033] Other devices can also make use ofprocess 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compare it to stored templates/vault information. [f an appropriate matchis found, a credential

can be retrieved from the vault on her phone(or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site

120, whether via a dedicated application or via a web browserapplication installed onthe tablet.

Charlie's photograph is taken, and then compared against the profiles stored on tablet 106 (e.g.,

both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.2., by displaying a companydirectory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users (e.g., with stored voiceprintor facial

recognition features) can be granted access to additional/otherwise restricted services in

accordance with the techniques described herein and process 500,

[0036] New device

{0037 In some embodiments, to register a newdevice, a user provides an identifier, such

as a usemmame or an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service. In some embodiments, the templates/vaults are

encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,

while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting ofall ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a user thinking she is merely authenticating -- or worsestill,

simply touching the device. Moreover,it translates into higher entropy of the decryption keys.

[0038] Backup Authentication

[0039] Backupauthentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated with it, e.g., where thefirst template includes fingerprint features and the

second template includes voice biometric, facial recognition,oriris detection features. Asa

second example, where the service Alice is connecting to is a legacy website(i.e., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanismsby Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e.g..

under duress) to release the contents of their vaults, For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal. As one example, in the event Alice suppliesall 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized. Refreshes can also be madein accordance with user-configured

restrictions. For example, Alice’s employer could preventprivileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of

software and data, andto tie a license or access rights to a person (and her fingerprint) rather

than toa device. As yet another example, in some embodiments (e.g,, where a device is made

publicly available or otherwise shared by many users), no or a reduced amount of authentication

information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140,

[9043] Remote wiping

{0044| Remote wiping ofa user’s authentication information (e.g., templates) can be

used both to “unshare” previously shared devices (e.g., where Bob and Charlie both have user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new deviceregistration process, inconvenienceto the user will be minimized.

[0045] Legacy Server Support

[0046] New authentication schemes typically require changes to a significant codebase

residing with service providers. If the code is well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so. The engineers whooriginally

wrote the code of relevance may have long since left the company; the code they left behind may

be poorly documented -- if documentedat all. In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that does not follow guidelines

for good code. This makes updates to the codebase impractical or virtually impossible in many

common cases. Even if none of these challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store

an extra field in a backend database), because every affected part ofthe organization may need to

review the request.

[0047] As will be described 1n the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modification to

such legacy servers.

[0048] Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For onething, they are sometimes deleted --

whetherexplicitly/intentionally by the end user or by the user’s software. In addition, cookies

are commonly stolen. Approaches such as cache cookies and identification using user agents can

be moreresistant to these problems, however, they have their own problems. For example, their

use requires hew code and newfields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 areillustrated as single logical devices in Figure 1,

In some embodiments, the translators comprise standard commercially available server hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM,and one or more Gigabit network interface

adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or more third parties. For

example, translators 134 and 136 maystore user credential information or may task cloud

storage service 140 with storing at least a portion ofthat information.

{oo051| In the case of authentication translator 134, service is provided with respect to

bank website 122 only. Authentication translator 134 is positioned between a legacy web server

(122) and the Internet (110) -- and therefore between the legacy server and any client devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devicesso that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged. Authentication translator 136 works

similarly, but it provides authentication translation as a third party service to multiple providers,

an example of which is online cameraretailer 124.
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0052] Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the request is intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/passwordassociated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device,

[0053] Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy server via an authentication translator. The translator(referred to in the figure as

a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy

server respondsto the request and sets a cookie. The proxy passes on the response, including the

cookie and also a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agentof the client device. This triplet of information is also

referred to herein as an identifier.

0054] Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator, In this scenario, the device's

request is accompanied by some form of identifying information. The proxy uses this

information to identify the associated cookie and passes this along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if notall of the identifying

informationis present in the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

{0055| The translation of cache cookies and user agent information to cookies involves a

two-way translation. First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a newrecord in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser-- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the deyice in most cases. Moreover, while some ofthese types of data may change

overtime -- in fact, all of them may -- they do not typically change, and when one or two of
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them do, the others typically do not. Whenthe client device is usedto visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user passwordis updated (e.g., as part of an annual or other periodic

requirement), the transmission ofthis request to the user can be suppressed-- in which casethe

database of the proxyis updated to create the illusion of an update, The user can be involved in

authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHAcan be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments, Cache cookies can be associated with a particular webpage, just like an HTML

cookie can. In the example shownin Figure8, the proxy wishes to associate a page “calling

page.html” with a cache cookie. It embeds a request for a second object, “samename.html” in

callingpage.html for every visitor, However, as the cache cookie is set for one visitor, a

customized samename,html is served to this visitor. The page samename,htmlrefers to an object

with a different name for each user, that objectis referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.html in callingpage.html. Theclient

browser attempts to renderthis, causing a request for samename.html from the server. The server

configures samename.html to refer to a uniquely named file uniquename.jpg, and serves

samename.htmlto the client. For the client browser to render samename.html, it requests thefile

uniquename.jpg, whichis intentionally not served. That concludes the setting of a cache cookie.

As a user returns to the page callingname.html, the browser again attempts to renderthe entire

page, which causesit to load the object samename.html from its cache. As that is rendered, the

client browser requests uniquename.jpg, which is not in its cache (since it was not served

previously), The server still does not serve it, but takes note of the nameofthe file being

requested, as it identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareofit being rendered.

j0057| A cache cookie is an implementation of the typical cookie functionality that uses

the client device's browser cache. Unlike user agents, it does not change over time, and like

standard HTML cookies, it cannot be read by a party other than that which set it. However,like
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HTMLcookies,it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded tn the referring pages. This adds a potential round of communication in somesettings,

Byrelying on user agent information, cache cookies, and HTML cookiesto identify the client

device, itis much morelikely that a machine will be recognized than if only HTML cookies are

used,

[0058] Although the foregoing embodiments have been described in some detail for

purposesofclarity of understanding, the inventionis not limited to the details provided. There

are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive,

[0059] WHATIS CLAIMEDIS:
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\. A system, comprising:

a first processorof a first device, wherein the first processor is configured to’

basedat least in part on a request associated with a user to access an external

resource, establish a secure connection with the external resource, and

communicate with a second processorusinga restricted interface, wherein the

second processoris configured to:

receive a biometric input from a sensor, wherein the biometric input

correspondsto at least one of a fingerprint, a feature usable for facial recognition,

a voiceprint, a feature usable for a retina scan, and a typing feature; and

access a record stored in a secure storage, wherein the record is associated

at least with the external resource;

retrieve, from the record, at least one of a password, a cookie, and a

cryptographic key;

perform a cryptographic operation;

in response to determining that there is a match between the biometric

input and a stored biometric template accessed by the second processor, facilitate

a login of the user to the external resourceat least in part by transmitting, via the

established connection, output basedat least in part on theat least one of the

password, the cryptographic key, and the cookie retrieved from the record, and

wherein the user is logged in to the external resource based at least in part on the

output; and

perform a secure backupofthe record to a storage service, wherein a

second device associated with the useris registered with the storage service, and

wherein the record is downloaded from the storage service by the second device;

and

a memory coupledto the first processor and configured to providethefirst processor with

instructions.

2. The system recited in claim |, wherein the storage service comprises a cloud storage

service,
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“3 The system recited in claim | wherein the second deviceis registered with the storage

service at least in part by:

connecting to the storage service; and

providing at least one of a user identifier and a credential to the storage service,

wherein the user identifier comprisesat least one of a username and an account number.

4. The system recited in claim 1, wherein the record downloaded by the second deviceis

encrypted.

3 The system recited in claim 4, wherein the second device is configured to decrypt the

downloaded record and store the decrypted record to a secure storage associated with the second

device.

6. The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key that is generated based at least in part on information associated

with the user.

7. The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key that is generated basedat least in part on biometric data,

8. The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key generated using one or more features extracted from

fingerprinting.

9. The system recited in claim 4, wherein the encrypted recordis stored to an insecure

storage associated with the second device

10. The system recited in claim |, wherein performing the cryptographic operation comprises

decrypting the record.

11, A method, comprising:

based atleast in part on a request associated with a user to access an external resource,

establishing,by a first processorofa first device, a secure connection with the external resource:

and
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communicating with a second processorusing a restricted interface, wherein the second

processor ts configured to:

receive a biometric input from a sensor, wherein the biometric input corresponds

to at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a

feature usable for a retina scan, and a typing feature; and

access a record stored in a secure storage, wherein the recordis associated at least

with the external resource;

retrieve, from the record, at least one of a password, a cookie, and a cryptographic

key;

perform a cryptographic operation:

in response to determining that there is a match between the biometric input and a

stored biometric template accessed by the second processor,facilitate a login of the user

to the external resourceatleast in part by transmitting, via the established connection,

output based at least in part on the at least one of the password, the cryptographic key,

and the cookie retrieved from the record, and wherein the useris logged in to the external

resource based at least in part on the output; and

perform a secure backup ofthe record to a storage service, wherein a second

device associated with the useris registered with the storage service, and wherein the

record is downloaded from the storage service by the second device.

12. The system recited in claim 1, wherein the storage service comprises a cloud storage

service,

13. The system recited in claim | wherein the second deviceis registered with the storage

service at least in part by:

connecting to the storage service; and

providing at least one of a user identifier and a credential to the storageservice,

wherein the user identifier comprisesat least one of a username and an account number.

14. The system recited in claim |, wherein the record downloaded by the second device is

encrypted.
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15. The system recited in claim 4, wherein the second device is configured to decrypt the

downloaded record and store the decrypted record to a secure storage associated with the second

device.

16. The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key that is generated based at least in part on information associated

with the user.

17 The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key that is generated basedat least in part on biometric data,

18. The system recited in claim 5, wherein the downloaded record is decrypted by the second

device using a decryption key generated using one or more features extracted from

fingerprinting,

19. The system recited in claim 4, wherein the encrypted record is stored to an insecure

storage associated with the second device

20. The system recited in claim 1, wherein performing the cryptographic operation comprises

decrypting the record.

21. A computer program product embodied in a non-transitory computer readable storage

medium and comprising computerinstructionsfor:

based atleast in part on a request associated with a user to access an external resource,

establishing, by a first processorofa first device, a secure connection with the external resource;

and

communicating with a second processorusing a restricted interface, wherein the second

processoris configuredto:

receive a biometric input from a sensor, wherein the biometric input corresponds

to at least one ofa fingerprint, a feature usable for facial recognition, a voiceprint, a

feature usable for a retina scan, and a typing feature; and

access a record stored in a secure storage, wherein the record is associated at least

with the external resource;
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retrieve, from the record, at least one of a password, a cookie, and a cryptographic

key;

perform a cryptographic operation;

in response to determining that there is a match between the biometric input and a

stored biometric template accessed by the second processor, facilitate a login of the user

to the external resource at least in part by transmitting, via the established connection,

output based at least in part on the at least one of the password, the cryptographic key,

and the cookie retrieved from the record, and wherein the user is logged in to the external

resource based at least in part on the output; and

perform a secure backupofthe record to a storage service, wherein a second

device associated with the useris registered with the storage service, and wherein the

record is downloaded from the storage service by the second device.

Atiomey Docket No. MJAKPOORC4 2] PATENT

APPL-1005

APPLEINC./ Page 94 of 343



APPL-1005 
APPLE INC. / Page 95 of 343

ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resource is receivedatafi

authentication translator, as is an authentication input. The authentication input corresponds to at

least one stored record. The stored record is associated at least with the resource. In response to

the receiving, a previously stored credential associated with the resource Is accessed. The

credential is provided to the resource.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation of co-pending U.S.
patent application Ser. No, 16/273,797, entitledAUTHEN-
TICATION TRANSLATION filed Feb, 12, 2019 whichis

incorporated herein by reference for all purposes, which is
a is a continuation of U.S. patent application Ser. No.
15/042.636.entitledAUTHENTICATION TRANSLATION
filed Feb. 12, 2016, nowU.S. Pat. No. 10,360,351. whichis

incorporated herein by reference for all purposes, whichis
a continuation of U.S. patent application Ser. No, 13/706,
254. entitled AUTHENTICATION TRANSLATION filed

Dec. 5, 2012, now U.S. Pat. No. 9.294.452, which is
incorporated herein by reference for all purposes, which
claims priority to U.S. Provisional Application No. 61/587.
387. entitled BIOMETRICS-SUPPORTED SECURE
AUTHENTICATION SYSTEM filed Jan, 17. 2012 whichis

incorporated herein by reference for all purposes. U.S.
patent application Ser. No. 13/706,254 also claims priority
to US. Provisional Patent Application No. 61/569,112
enlitled BACKWARDS. COMPATIBLE ROBUST COOK-
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BACKGROUND OF THE INVENTION

Providing credentials to a service. whether via a mobile or
other device, is often a tedious expenence for a user.
Unfortunately. io make authentication easier for themselves,
users will ofien engage in practices such as password re-use,
and/or the selection ofpoor quality passwords, which render
ther credentials less secure against attacks. Accordingly,
improvements in authentication techniques would be desir-
able. Further, it would be desirable for such improvements
to be widely deployable, including on existing/legacy sys-tems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments ofthe invention are disclosed in the

following detailed description and the accompanying draw-
ings.

FIG. 1 illustrates an embodiment of an environment in

which authentication translation is provided.
FIG. 2 illustrates an embodiment of credential informa-

tion stored on a device.
PIG. 3 illustrates an embodiment of a device with secure 5

storage.
PIG, 4 illustrates an example ofa renegotiation,
FIG, 45 illustrates an embodiment of a process lor per-

forming authentication translation.
FIG. 6 illustrates an example of what occurs whena client

device first visits the site of a legacy server via an authen-
tication translator.

FIG, 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an
authentication translator.

FIG, 8 shows the structure of an example of a cache
cookie used in some embodiments,

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process; an apparatus; a system: a composi-
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tion of matter: a computer program product embodied on a
computer readable storage medium; and/ora processor. such
as a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor, In
this specification, these implementations, or any other form
that the invention may take, may be referred to as tech-
niques. In general. the order of the steps of disclosed
processes may be altered within the scope ofthe invention,
Unless stated otherwise, a componentsuch as a processor or
a memory described as being configured to perform a task
may be implemented as a general component that is tem-
porarily configured to performthe task al a giventime or a
specific componentthat is manufactured to performthe task,
As used herein, the term ‘processor’ refers to one or more
devices, circuits, and/or processing cores configured to
process data, such as computer program instructions,

A detailed description ofone or more embodiments ofthe
invention 1s provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-

ments. but the invention is not limited to any embodiment,
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents, Numerous specific details are set

5 forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according 10 the claims without some orall of
these specific details. For the purpose ofclarity, technical
material that is known in the technical fields related to the
invention has net been described in detail so that the

invention is nol unnecessarily obscured,
PIG, 1 illustrates an embodiment of an environment in

which authentication translation is provided. In the example
shown, a variety ofclient devices 102-108 connect, via one
or more networks (represented as a single network cloud
110) to a variety of services 120-124(also referred to herein
as sites 120-124). In particular, client device 102 is a
notebook computer owned by a user hereinafier referred to
as Alice. Notebook 102 includes a camera, a microphone,
and a fingerprint sensor. Client device 104 is a smartphone,
also owned by Alice, Client device 104 includes a camera.
Client device 106 its a tablet owned by Bob, and sometimes
used by Bob's son Charlie. Client device 106 includes a

5 camera and a fingerprint sensor. Client device 108 is a kiosk
located in the lobby ofa hotel. Kiosk 108 includes a camera
and a microphone. ‘The techniques described herein can be
used with or adapted to be used with other devices, as
applicable. For example. the techniques can be used in
conjunction with gaming systems. with peripheral devices
such as mice, and with embedded devices, such as door
locks,

Service 120 is a social networking site. Service 122 is a
website of a bank. Service 124 is the online store of a

boutique camera retailer, Fach of services 120-124 requires
a username and password (and/or a cookie) from a userprior
to giving thal user access to protected content and/or other
features, As will be described in more detail below, using the
techniques described herein, users need not type such user-
names and passwords inte their devices whenever required
by a service. Instead, users can authenticate themselves to an
“authentication translator’ via an appropriate technique. and
the authentication translator will provide the appropriate
credentials to the implicated service on the user's behalf.

s Also as will be described in more detail below, authentica-

tion translators can be located in a variety of places within
an environment, For example, notebook computer 102
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includes an authentication translator module 132 that pro-
vides authentication translation services. The other devices

104-108 can also include (but need not include) their own
respective authentication translator modules. ‘The owner of
bank website 122 also operates an authenticationtranslator
134 associated with the bank. Finally, authentication trans-
lator 136 provides authentication translation services to a
variely of businesses, including online camera retailer 124,

FIG, 2 illustrates an embodiment of credential informa-

tionstored on a device. ln particular, device 200 stores three
user profiles 202-206, each of which contains a username
and one or more templates (e.g., template 210) associated
with the user. In various embodiments, a template is a
collection of biometric features. Using fingerprints as an
example type of biometric, a corresponding template
includes a collection of patterns. minutia, and/or other
features that can be matched against to determine if a
person’s lingerprint matches the fingerprint ofthe registered
user(i.e., the owner ofa given userprofile). A representation
ofa single fingerprint may be included in multiple templates
(e.g.. in different resolutions, in accordance with different
protocols, as captured during warm vs. cold conditions,
and/or by itself or in combination with multiple finger-
prints). When other biometrics are employed (e.g., facial
recognition, voiceprint, or retina scan technology), features
appropriate to those types of biometrics are included in the
template, Other types of features can also be included in
templates. As one example, a user’s typing speed and/or
accuracy can be measured by a device, such as device 102.
and used to distinguish between multiple users of a device. 2
Vor example, suppose Alice types at 100 words per minute
and rarely makes mistakes. A representation of this infor-
mation can be stored in template 212, Also suppose Alice’s
niece, who sometimes uses Alice’s laptop computer when
visiting Alice types at 20 words per minute and makes many -
mistakes. In some embodiments, the fact that a user was

recently (e.g., within the last 5 minutes) typing on laptop 102
at 90 words per minute is evidence of a match against
template 212. In this case, the typing speed of 90 words per
minute is similar enough to Alice’s typical behavior, it is
considered a match. Various policies can be included in a
profile thal govern how matches are to be performed, For
example, policies can specily thresholds/tolerances for what
constitutes a match, and can specity that different levels of
matches can result in different levels of access w different
resources.

A profile is associated with a vault (e.g.. yault 220). The
vault, in tum, contains triples specifying a service provider’
domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account §

numbers, address/phone number information, and health
care data. The credential for a service provider/domain can
be a password (ec... for legacy servers), and can also take
alternate forms (e.g., a cryptographic key for service pro-
viders supporting stronger authentication methods ).

In some embodiments, profiles. templates, and vaults
(collectively “authentication information”) are stored
entirely in an unprotected storage area, and are stored in the
clear. In other embodiments, secure storage techniques are
used to secure al least a portion of the authentication
information.

One example of a device with secure storageis illustrated
in FIG. 3, In the example shown, a mobile phone 300
includes a large and insecure storage 302 attached to a last
processor 304. anda smaller but secure storage 306 attached
to a dedicated processor 308 and a sensor 310 (e.g., a camera
or a fingerprint reader). Users (and applications) can read
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from and write to the insecure storage area. However, users
cannol access the secure storage area, and the fast processor
can only communicate with the dedicaied processor/sensor
via a restricted API. As another example, a unique decryp-
tion key associated with a given vault can be stored in a
profile. The vault is an encrypted and authenticated con-
tainer that can be stored on insecure storage, e.g., on the
device, and also backed up (e.g., to 4 cloud storage service
140 or to an alternate form of external storage). As needed,
authentication information or portions thereolcan be loaded
into secure storage and decrypted. For example. one can use
AES to encrypt the files one by one, using a key stored on
the secured storage. A message authentication technique,
such as HMLAC, can be used lor authenticating the encrypted
files to provide tamperprevention. Proliles and vaults can be
updated while in secure storage: if this occurs. they are
encrypted and MACed before being written back to the
insecure storage, which may in tum propagate them to
external backup storage. In yet other embodiments, profiles
and vaults are stored entirely in secure storage. in plaintext.
which allows them to be both read and written-—and in

particular, searched,
Example Transaction Types
A variety of transaction types can lake place in the

envirooment shown in FIG, 1, examples of which are
discussed in this section,

Initial Registration
In order to begin using the techniques described herein,

users perform some form of initial registration. As one
example, suppose Alice launches an enrollment program
installed on laptop 102, She uses the program to capture
various biometric information (e.g. fingerprints, photo-
graphs of her face. etc.). A user profile is created lor Alice,
and the biometric information captured about her is encoded
into a plurality of templates, such as templates 210 and 214,
In some embodiments, Alice is also explicitly asked to
supply credential information Jor services she would like to
use, such as by providing the domain name of social
networking site 120. along with her username and password
for site 120. In other embodiments, domain/‘username/cre-

dential informationis at least passively captured on Alice's
behalfand included in one or more vaults such as vault 220,

Credential information can also be important from a browser
password manager already in use by Alice or other appro-
priate source. In some embodiments. Alice also registers
with cloud storage service 140, which will allowher to back
up her authentication information and to synchronize it
across her devices (e.g.. 102 and 104), as described in more
detail below,

Other registration approaches can also be used, For
example, registration can be integrated into the experience
the first time a device is used. Thus, when Bobfirst turns on

tablet 106, he may be prompted to take a picture ofhis face
(with a profile/lemplates being created in response). Simi-
larly, the first time Charlie uses tablet 106, the techniques
deseribed herein can be used to determine that Charlie does

not yet have a profile (e.2.. because none of the templates
already present on tablet 106 match his biometrics) and
Charlie can be prompted to enroll as a second user ofthe
device.

Authentication

Suppose Alice wishes to authenticate to banking website
122. Using a fingerprint reader incorporated into her laptop,
she performs a fingerprint scan, which causes her biometric

5 Jeatures to be extracted and compared to any stored tem-
plates residing on her computer. If a match is found, an
associated decryption key is selected, and the associated
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vault is loaded and decrypted. The vault ts scanned for an
entry that matches the selected service provider (i.e.. website
122). If a matching entry is found, the associated domain,
username, and site credential are extracted fromthe vault. Ln

some embodiments, the validity of the domain name map-
ping is verilied at this point to harden the system against
domain name poisoning. Next, a secure connection is estab-
lished between Alice’s computer and the service provider,
and Alice is authenticated, For service providers supporting
strong user authentication, mutual SSL ean be used, for
example. A variety of policies can be invelved when per-
forming matching. for example, to access certain domains,
Alice's print may need only match template 210. To access
other domains, Alice may need to match multiple templates
(e.g., both 210 and 214). As another example, in order to
access social networking site 120, Alice may merely need to
be sitting in front of her computer, which has an integrated
webcam. Even in relatively low light conditions, a match
can be performed against Alice's face and features stored in
a template. However, in order to access bank website 122.
Alice may need a high quality photograph (i.¢.. requiring ber
to tum on a bright light) and may need to demonstrate
liveness (e.g., by blinking or turning ber head). As yet
another example, other contextual information can be
included in policies. For example, if Alice’s IP address
indicates she is in a country that she is not usually in, she
may be required to match multiple templates (or match a
template with more/better quality features) in order to access
retailer 124. as distinguished from when her IP address
indicates she is at home,

In some embodiments, the biometric sensor used by a user
may be a peripheral device (e.g., a mouse with an integrated
fingerprint scanner that is connected to the user's primary
device via USB). In such scenarios, the peripheral device
may be responsible for storing at least a portion of authen- -
lication information and may perlorm at least some ofthe
authentication lasks previously descnbed as having been
performed by Alice’s computer. For example. instead of
processors 304 and 308, and storages 302 and 306 being
collocated on a single device (e.g.. laptop 102), processor
304 and storage 302 may bepresent on a primary device, and
processor 308 and storage 306 may be present on a periph-
eral device (e.2., that also includes a sensor, such as a
fingerprint reader).

In such scenarios. once Alice's login to banking website
122 is successlully completed. the secure session can be
handed over from the peripheral device to the primary
device. in a way that does not allow the primary device
retroactive access to the plaintext data of the transcripts
exchanged between the peripheral device and the service 5
provider. One way this can be accomplished is by renego-
liating SSL keys between the peripheral device and the
website. after which the newly negotiated key can be handed
olffromthe peripheral device to the primary device. This
avoids retroactive credential capture in a setting where the
device is infected by malware.

An example of renegotiation is depicted in FIG. 4. Spe-
cifically, after a user has successfully authenticated to a
fingerprint reader, a login is performed to a service provider.
Using the primary device (404) as a proxy, the peripheral
fingerprint reader 402 negotiates a first SSL connection
(408) witha service provider 406, over which credentials are
exchanged. The proxy then renegotiates SSL. (410). which
replaces the old key with a new one. The new key is
disclosed to the device. which then seamlessly takes over the
connechon with the service provider and performs the
transaction protected by the authentication. The credentials
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exchanged during the first SSL connection cannot be
accessed by device 404, since the key of the renegotiated
session is independentof the key ofthe original session; this
provides protection against malware residing on the device,
Renegotiation can be used when the primary device 404 is
believed to be ina sale state when perlorming the negotia-
tion of the SSL. connection, butit is not known whetherit is

in a sale state during the transaction protected by the
authentication. Renegotiation can also be used when a
secure component Of the primary device 404 performs the
negotiation of the SSL connection and another and poten-
ially insecure component of the primary device 404 is
involved in the transaction protected by the authentication,

PIG, 5 illusirates an embodiment of a process for per-
forming authentication translation. The process begins at
502 whena request to access a resourceis received. as is an
authentication input. One example of the processing per-
formed at 502 is as follows. Suppose Alice wishes to sign
into social networking website 120. She directs a web
browser application installed on client 102 to the social
networking, website, Authentication translator module 132
recognizes, from the context ofAlice's actions(e.g, that she
is atlempting to access site 120 with her browser) that she
would like lo access a particular resource. Authentication
translator module 132 prompts Alice (¢.g.. by a popup
message or Via a sound) to provide biometric information
(e.g., 10 use the integrated fingerprint reader on her laptop).
In some embodiments. the translator module does not

prompt Alice, for example. because Alice has been trained to
provide biometric information automatically when attempt-
ing to access Certain resources. In yet other embodiments,
the translator module only prompts Alice if she fails to
provide acceptable biometric information within a umeout
period (¢.g.. 30 seconds),

Module 132 compares Alice's supplied biometric data to
the templates stored on her computer. Ifa suitable matchis
found, and if'an entry for site 120 is present in the applicable
vault. at 504, a previously stored credential associated with
the resource is accessed, In particular, the username and
password for the website, as stored ina yault, such as vault
220, are retrieved from the vault.

Finally, at 506, the credential is provided to the resource.
For example, Alice’s username and passwordforsite 120 are
transmitted to site 120 at 506. The credential can be trans-

5 mitted direetly (e.2., by the module or by Alive’s computer)
and can also be supplied indirectly (e.g... through the use of
one or more proxies. routers. or other intermediaries, as
applicable).

Other devices can also make use of process 500 or
portions thereof. Vor example, when Alice launches a bank-
ing application on phone 104, implicit in her opening that
application is her desire to access the resources of website
134. The application can take Alice's picture and compareit
to stored templates/vault information. Hf an appropriate
match is found, a credential can be retrieved from the vault
on her phone (or. e.g... retrieved from cloud storage service
140) and provided to website 134.

As another example, suppose Charlie is using tablet 106
and attempts to visit site 120, whether via a dedicated
application or via a web browser application installed on the
tablet. Charlie’s photograph is taken, and then compared
against the profiles stored on tablet 106 (e.g,, both Bob and
Charlie’s profiles). When 9 determination is made that
Charlie’s photograph matches a template stored in his stored

5 profile (and not, ¢.g., Bob's), Charlie's credentials for site
120 are retheved from a vault and transmitted by an authen-
lication translator module residing on client 106,
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As yet another example, kiosk 108 can be configured to
provide certain local resources (e.g.. by displaying a com-
pany directory or Moor plan on demand) when users speak
certain requests into a microphone. Enrolled users (e.g.. with
stored voiceprint or facial recognition features) can be
printed access lo additional/otherwise restricted services in
accordance with the techniques described herein and process
S00.

New Device

In some embodiments, to register a newdevice, a user
provides an identifier. such as a username or an account
number to the device. The new device connects to an

external storage (such as cloud storage 140), provides the
user identifier and credential, and downloads the user’s
templates/vaults fromthe service. In some enibodiments, the
templates/vaults are encrypted. Once downloaded. the tem-
plate is decrypted and stored in a secure storage area, while
the still encrypted vault can be stored in insecure storage.
The decryption key can be generated from information the
user has/knows, or from biometric data—such as features

extracted from fingerprinting of all ten fingers. In some
embodiments, more arduous fingerprinting is required for
the setup of a new device than for regular authentication to
avoid thal a newdevice gets registered by a user thinking she
is merely authenticating —or worsestill, simply touching the
device. Moreover, it translates into higher entropy of the
decryption keys.

Backup Authentication
Backup authentication allows a user, such as Alice. to

access resources in the event she Is unable to or unwilling to 2
interact with a particular biometric sensor. As one example,
instead of having a single template associated with her
profile, Alice can have multiple templates associated withil,
eg., Where the first template includes fingerprint features
und the second template includes voice biometric, facial -
recognition, or iris detection features. As a second example,
where the service Alice is connecting to 18 a legacy website
(ie. one that users authenticate to using usernames and
passwords), such a service would allow the use ofpasswords
and password reset mechanisms by Alice without requiring
Alice to use a fingerprint reader.

In various embodiments, environment 100 supports the
ability ofusers (¢.2., under duress) (o release the contents of
their vaults. Por example, ifAlice was physically Unreatened
with the loss ofa finger hy # criminal, Alice could instead
release the contents of her vault(s)—the ultimate goal ofthe
criminal. As one example, in the event Alice supplies all 10
lingerprints to the sensor, provides a special password, or
supplies a fingerprint and a second identifier, a cleartext
version of her vauli(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140 is
contigured to accept backups from multiple devices associ-
ated with a single account, and synchronize the updates so
that all devices gel automatically refreshed. lor example,
Alice’s laptop 102 and phone 104 could both communicate
with cloud storage service 140 which would keep their
authentication information synchronized. Refreshes can also
be made in accordance with user-configured restrictions. For
example, Alice's employer could prevent privileged
employer data from being stored on shared personal devices,
or on any device that was not issued by the employer. As
another example, arbitrary policies can be defined regarding
the access to and synchronization ofsoltware and data, and
lo tie a license or access rights to a person (and her
fingerprint) rather than to a device, As yet another example,
in some embodiments (e.g.. where a device is made publicly
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available or otherwise shared by many users), no or a
reduced amount of authentication information resides on 4

device, and at least a portion of authentication information
is always retrieved from cloud storage service 140.

Remote Wiping
Remote wiping of a user's authentication information

(e.g., templates) can be used both to “unshare” previously
shared devices (e.2.. where Bob and Charlie both have user
profiles on their shared tablet 106), and to avoid that
criminals with physical component access to lost devices
gain access to templates and vault contents. In some embodi-
ments, polices such as ones where a template sell-wipes if
it is not matched within a particular duration of time are
supported. Since user data can be frequently backed up to
ihe cloud storage, and recovered from this using the new
device registration process, inconvenienceto the user will be
minimized,

Legacy Server Support
New authentication schemes typically require changes to

a significant codebase residing with service providers.If the
code is well written and documented, such changes may be
relatively simple. Commonly, though, this may not be so,
The engineers who originally wrote the code of relevance
may have long since left the company: the code they lett
behind may be poorly documented—ifdocumented at all, In
severe cases, the legacy code may have been written in an
outdated programming language or written in a way that
does not follow guidelines for good code. This makes
updates to the codebase impractical or virtually impossible
in many common cases. Even if none of these challenges
complicate the desired modifications. it is commonly a great
bureaveratic burden to obtain permission to make modifi-
cations (e.g.. to store an extra field in a backend database).
because every allected part of the organization may need to
review the request.

As will be described in the following section, the tech-
nologies described herein can be used in conjunchon with
legacy servers (e.g. existing servers that rely on usernames
and passwords to authenticate users), and io particular. can
be used without requiring modification to such legacy serv-ers.

Cookies

Cookies are commonly used by legacy servers for user
authentication, Untortunately, cookies have several prob-
lems. For one thing. they are sometimes deleted —whether
explicitly/intentionally by the end user or by the user's
software. In addition, cookies are commonly stolen,
Approaches such as cache cookies and identification using
user agents can be more resistant W these problems, how-
ever, they have their own problems. Por example, their use
requires new code and new fields in the credential database
stored by the server.

In some embodiments, authentication translators. such as
translators 134 and 136 (also referred to herein as proxies)
provide auihentication translation services on behalf of
associated services. Translators 134 and 136 are illustrated

as single logical devices in FIG. 1. In some embodiments,
the translators comprise standard commercially available
server hardware (¢.2., a multi-core processor, 4+ Gigabytes
of RAM, and one or more Gigabit network interface adapt-
ers) and run typical server-class operating systems (e.g..
Linux). Translators 134 and 136 can also be implemented
using a scalable, elastic architecture and may comprise
several distribuied components, including components pro-
vided by one or more third parties. For example. translators
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134 and 136 may store user credential information or may
lask cloud storage service 140 withstoring al least a portion
ofthat information.

In the case of authentication translator 134, service is
provided with respect to bank website 122 only. Authenti-
cation translator 134 ts posiioned between a legacy web
server (122) and the Internet (110)—and therefore between
the legacy server and any chent devices. Authentication
translator 134 is configured to translate traflic between the
legacy server and client devices so that the client devices
(and respective users) perceive the new authentication
mechanism, while the legacy server remains unchanged.
Authentication translator 136 works similarly, but it pro-
vides authentication translation as a third party service to
multiple providers. an example of which is online camera
retailer 124,

Authentication translators 134 and 136 can also perform
process 500, For example, when a device transmits a request
to access. website 122, the request is intercepted by translator
134. as is cookie/user agent information, The received
information can be used to determine a username/password
associated with the device, and that information can be

passed by translator 134 to website 122 on behalfofthe
device.

FIG. 6 illustrates an example of what occurs when a client
device first visits the site of a legacy server via an authen-
lication translator, The translator (referred to in the figure as
a “proxy”) fails to identify the client, and passes on the
request to the legacy server, The legacy server responds to
the request and sets a cookie. The proxy passes on the ;
response. including the cookie and also a cache cookie. The
proxy stores the information about both these types of
identifiers, along with the user agent ofthe client device.
This triplet of information is also referred to herein as an
identifier.

FIG, 7 illustrates an example of what occurs when a
device subsequently vistls the site of a legacy server via an
authentication translator. In this scenario, the device's
request is accompamed by some form of identifying infor-
mation. The proxy uses this information to identify the
associated cookie and passes this along to the legacy server,
along with the request, In some embodiments, additional
processing is also involved. For example, reading a cache
cookie may require user interaction, Moreover, ifnot all of
the identifying information is present in the request. the
proxy can be configured to set the missing information again
by sending a corresponding request to the client device.

The translation of cache cookies and user agent informa-
tion to cookies involves a Wwo-way translation. First, when
the legacy server seis a cookie, the proxy will set the two 5
types of cookies—both an HIMLcookie and a cache
cookie—and then create a new record in which the two

cookies are stored, along with the user agent information of
the client device, The user agent information can include
quite a bit of data associated with a browser—such as the
browser type and version, the clock skew, and the fonts that
are installed, While each ofthese pieces of information only
contributes a small amount of entropy, the collection of
items can be suflicient to identify the device in most cases.
Moreover. while some of these types of data may change
over time—in fact, all of them may—-theydo nottypically
change, and when one or two of them do, the others typically
do not. When the client device is used to visit a site

controlled by the legacy server, the cookie, cache cookie and
user agent information are read (if available), the record
identified, and the request translated and sent to the legacy
server, Whena legacy server requests that the user password
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is updated (e.g., as part of an annual or other periodic
requirement), the transmission of this request to the user can
be suppressed—in whichcase the database of the proxyis
updated to create the illusion of an update. The user can be
involved in authentication as needed, e.g.. if in additionto
supplying a credential. a user must also solve a CAPTCHA,
the CAPTCHAcanbe displayed to the user (with the user's
credentials being handled in accordance withthe techniques
described herein).

FIG. 8 shows the structure of an example of a cache
cookie used in some embodiments. Cache cookies can be

associated with a particular webpage. just like an HTML.
cookie can. In ihe example shown in FIG. 8, the proxy
wishes to associate a page “calling page.html” with a cache
cookie. It embeds a request for a second object, “same-
name.html” in callingpage.htm! for every visitor. [lowever.
as the cache cookie is set for one visitor, a customized
samename.html is served to this visitor. The page same-
name.him! refers to an object with a different name for each
user, that object is relerred to as “uniquename.jpe.” The
cache cookie is sel by embedding the request lor same-
name.html in callingpage.html. The client browser attempts
to render this, causing a request for samename.htm! fromthe
server. The server configures samename.html to refer to a
uniquely named file uniquenamejpg. and serves same-
name.him! to the client. Por the client browser to render

samename.huml, it requests the tile uniquename.jpg. which
is intentionally not served. That concludes the setting ofa
cache cookie. As a user returns to the page calling-
nume.huml, the browser again attempts to render the entire
page. which causes it to load the object samename.him] from
its cuche. As that is rendered, the client browser requests
uniquename,jpg. which is not in its cache (since it was not
served previously). The server still does not serve it. but
takes note of the name ofthe file being requested, as it
identifies the chent device, Note that samename-html can be

displayed in a zero-sized iframe, which makes the end user
unaware ofit being rendered.

Acache cookie is an implementation of the typical cookie
functionality that uses the client device’s browser cache,
Unlike user agents, it does not change over time. and like
standard HTML cookies, it cannot be read by a party other
than thal which set it. However. like HTML cookies, it could

be deleted by the user clearing his or her browser cache.
Cache cookies are not automatically transmitted with GET
requests, unless the cache elements are embedded in the
relerring pages. This adds @ potential round of conmunica-
tion in somesettings. By relying on user agent information,
cache cookies, and HTML cookies to identify the client
device, it is much more likely that a machine will be
recognized than if only HTML. cookies are used.

Although the foregoing embodiments have been
described in some detail for purposes ofclarity of under-
standing, the inventionis not limited to the details provided,
There are many alternative ways of implementing the inven-
tion, The disclosed embodiments are illustrative and not
restrictive,

What is claimed is:

1, A system, comprising:
a first processor configured to:

based at least in part on a request {rom a user Wo access
an external resource, communicate with a second

processor using a restricted interface, wherein the
second processor is configured to access at least one
record stored at least in part in a secure storage:
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wherein the at least one record is associated at least
with the external resource, and wherein the at least
one record comprises;
a biometric template; and
a credential comprising at least one of a password,a

cookie, or a cryptographic key;
in response to determining a match betweena biometric

input and the biometric template, retrieve, from the
at least one record. the credential, wherein the bio-
metric input corresponds to at least one of a finger-
print, a feature usable for facial recognition, a voice-
print, a feature usable for a retina scan, or a typing
feature, and wherein the biometric input is received
subsequent to presenting of a prompt:

establish a connection with the external resource:
facilitate a login of the user to the external resource at

least in part by transmitting, via the established
connection, output based at least in part on the
credential retrieved from the at least one record, and

wherein the user is logged in to the external resource
based ai least in part on the output; and

facilitate wiping ofat least a portion ofthe at least one
record; and

a memory coupledto the first processor and contigured to
provide the first processor with instructions.

2. The system recited in claim 1 wherein the first proces-
sor is unable to directly access the secure storage.

3. The system recited in claim | wherein the second
processor comprises a dedicated processor. and wherein the
secure storage is connected to the dedicated processor.

4. The system recited in claim 1 wherein the secure
storage is connected to a sensor.

5. The system recited in claim 4 wherein the sensor
comprises at least one of a camera und a fingerprint reader.

6. The system recited in claim 1 wherein at least some of
the ai least one record is stored in plaintext in the secure
storage,

7. ‘The system recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information. and
wherein the prompt is visually presented.

8. The system recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information, and
wherein the prompt is aurally presented.

9. The system recited in claim 1 wherein the promptis
presented in response to a user failing to provide acceptable
biometric information within a timeout period.

1). The system recited in claim 1 wherein facilitating
wiping of the at least portion of the at least one record
comprises facilitating remote wiping ofthe at least portion
of the at least one record.

11. The system recited in claim 1 wherein the at least
portion of the at least one record is automatically wiped
based at least in part on a policy.

12. The system recited in claim | wherein the biometric
template is wiped in response to determining that the bio-
metric template has not been matched within a duration of
lime.

13. The sysiem recited in claim 1 wherein the at least
portion of the at least one record is backed up to a remote
entity.

14, A method, comprising:
based al least in part on a request froma user lo access an

external resource, using a first processor to communi-
cale with a second processor using a restricted inter-
face, wherein the second processor is configured to
access at least one record stored at least in part in a
secure storage:
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wherein the at least one record is associated at least with

the external resource, and wherein the at least one

record comprises:
a biometric template; and
a credential comprising at least one of a password, 4

cookie, or a cryptographic key;
in response to determining a match between a biometric

input and the biometric template, retrieving. from the at
least one record, the credential, wherein the biometric
input corresponds fo at least one of a fingerprint, a
feature usable for facial recognition, a voiceprint, a
feature usable for a retina scan, or a typing feature, and
wherein the biometric input is received subsequent to
presenting of a prompt:

establishing a connection with the external resource;
facilitating a login of the user to the external resource at

least in part by transmitting, via the established con-
nection, output based at least in part on the credential
retrieved fromthe at least one record, and wherein the

user is logged in to the external resource based at least
in part on the output; and

facilitating wiping ofat least a portion ofthe at least one
record.

15. The method ofclaim 14 wherein the first processor is
unable to directly access the secure storage.

16. The method ofclaim 14 wherein the second processor
comprises a dedicated processor, and wherein the secure
storage is connected to the dedicated processor.

17, The method ofclaim 14 wherein the secure storage is
connected fo a sensor.

18, The method of claim 17 wherein the sensor comprises
at least one of a camera and a fingerprint reader.

19, The method of claim 14 wherein at least some ofthe

at least one record ts stored in plaintext in the secure storage,
20. The method of claim 14 wherein the promp! com-

prises a prompt to provide biometric information. and
wherein the prompt is visually presented,

21, The method of claim 14 wherein the prompt com-
prises a prompt to provide biometric information. and
wherein the prompt is aurally presented.

22, The method of claim 14 wherein the prompt is
presented in response to a userfailing to provide acceptable
biometric information within a timeout period.

23, The method ofclaim 14 wherein facilitating wiping of
the at least portion ofthe at least one record comprises
facilitating remote wiping of the at Jeast portion of the at
least one record,

24. The method of claim 14 wherein the at least portion
of the record is automatically wiped based at least in part on
a policy.

25, The method of claim 14 wherein the biometric tem-

plate is wiped in response to determining that the biometric
template has not been matched within a duration of time.

26, The method of claim 14 wherein the at least portion
of the at least one record is backed up lo a remote entity,

27, A computer program product embodied in a non-
iransitory computer readable storage medium and compris-
ing computer instructions for:

based at least in part on a request from a user to access an
external resource, using a first processor to communi-
cate with a second processor using a restricted inter-
face, wherein the second processor is configured to
access at least one record stored at least in part in a
secure slorage;

wherein the at least one record is associated at least with
the external resource, and wherein the at least one

record comprises:
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a biometric template: and
a credential comprising al least one of a password, a

cookie, or a cryptographic key:
in response to determining a match between a biometric

input and the biometric template. retrieving, from the at
least one record, the credential wherein the biometnc

input corresponds to al least one of a fingerprint, a
feature usable for facial recognition, a voiceprint, a
feature usable for a retina scan, ora typing feature. and
wherein the biometric input is recerved subsequent to
presenting of a prompt;

establishing a connection with the external resource;
facilitating a login ofthe user to the external resourceat

least in part by transmitting, via the established con-
nection, output based al least in part on the credential
retrieved fromthe at least one record, and wherein the

user is logged in to the external resource based at least
in part on the output; and

facilitating wiping of at least a portion of the at least one
record.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application is a continuation of co-pending U.S. Patent Application No.

16/273,797, entitled AUTHENTICATION TRANSLATIONfiled February 12, 2019 which is

incorporated herein by reference for all purposes, whichis a is a continuation of U.S. Patent

Application No. 15/042,636, entitled AUTHENTICATION TRANSLATIONfiled February 12,

2016, now U.S, Patent No. 10,360,351, which is incorporated herein by referenceforall

purposes, whichis a continuation of U.S. Patent Application No. 13/706,254, entitled

AUTHENTICATION TRANSLATIONfiled December 5, 2012, now U.S. Patent No. 9,294,452,

whichis incorporated herein by reference for all purposes, which claimspriority to U.S.

Provisional Application No. 61/587,387, entitled BIOMETRICS-SUPPORTED SECURE

AUTHENTICATION SYSTEM filed January 17, 2012 which is incorporated herein by

reference forall purposes. U.S. Patent Application No, 13/706,254 also claims priority to U.S.

Provisional Patent Application No. 61/569,112 entitled BACKWARDS COMPATIBLE

ROBUST COOKIESfiled December 9, 2011, which is incorporated herein by referenceforall

purposes.

BACKGROUND OF THE INVENTION

0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as password re-use, and/or the selection of poor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvements in authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodimentsof the invention are disclosed in the following detailed

description and the accompanying drawings.

0004] Figure | illustrates an embodimentof an environmentin which authentication

translation is provided.

[0005] Figure 2 illustrates an embodiment ofcredential information stored on a device.

[0006| Figure 3 illustrates an embodimentof a device with secure storage.

[0007] Figure 4 illustrates an example ofa renegotiation,

0008] Figure 5 illustrates an embodiment of a process for performing authentication

translation,

[0009| Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy servervia an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator

joort| Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments,
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process, an

apparatus, a system, a composition of matter, a computer program product embodied on a

computer readable storage medium: and/or a processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order of the steps of disclosed processes may be altered

within the scope of the invention, Unless stated otherwise, a componentsuch as a processor or a

memory described as being configured to perform a task may be implemented as a general

componentthat is temporarily configured to performthe task at a given time or a specific

component that is manufactured to perform the task, As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions,

[0013] A detailed description of one or more embodimentsofthe inventionis provided

below along with accompanyingfigures thatillustrate the principles of the invention. The

invention is described in connection with such embodiments, but the invention is not limited to

any embodiment. The scope of the invention is limited only by the claims and the invention

encompasses numerousalternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding ofthe

invention. These details are provided for the purpose of example and the invention may be

practiced according to the claims without someorall of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0014] Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown,a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.

todAttomey Docket No. MJARPOORC3 PATENT
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie. Client device 106 includes a camera and a fingerprint sensor, Client

device 108 is a kiosk located in the lobby of a hotel. Kiosk [08 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as doorlocks.

[0015] Service 120 is a social networkingsite. Service 122 is a website of a bank.

Service 124 ts the online store of a boutique camera retailer, Each of services 120-124 requires a

username and password (and/or a cookie) froma user prior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service. Instead, users can authenticate themselves to an “authentication

translator’ via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment. For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodimentofcredential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each ofwhich contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template 1s a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includes a collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint ofthe registered user(i.e., the owner of a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance with different protocols, as captured during warm vs. cold conditions, and/or byitself

Atiomey Docket No. MJIAKPOORC3 4 PATENT
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or in combination with multiple fingerprints). When other biometrics are employed(e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are included in the template. Other types of features can also be included in

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

such as device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representationofthis

information can be stored in template 212, Also suppose Alice’s niece, who sometimes uses

Alice’s laptop computer whenvisiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of 90 words per minuteis similar enough to Alice’s typical behavior,it is

considered a match. Various policies can be included in a profile that govern how matchesare to

be performed, For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g, vault 220). The vault, in turn, contains

triples specifying a service provider/domain, a username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. The credential for a service provider/domain can be a

password(e.g., for legacy servers), and can also take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods).

{0018| In some embodiments,profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secureat least a portion of the

authentication information,

{0019| One example of a device with secure storage is illustrated in Figure 3. In the

example shown, a mobile phone 300 includes a large and insecure storage 302 attachedtoafast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g., a camera or a fingerprint reader), Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensor via a restricted API.

As another example, a unique decryption key associated with a given vault can be stored ina

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention,

Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.

[0020] Example Transaction Types

[0021] A variety of transaction types can take place in the environment shown in Figure

1, examples of which are discussed in this section.

[0022] Initial Registration

[0023] In order to begin using the techniques described herein, users perform some form

of initial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the program to capture various biometric information(e.g., fingerprints,

photographsofher face, etc.). A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain nameofsocial networking site 120, along

with her username and password for site 120, In other embodiments,

domain/username/credential informationis at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronizeit across her devices (e.g., 102 and 104), as

described in more detail below.

[0024| Otherregistration approaches canalso be used. For example,registration can be

integrated into the experiencethefirst time a device is used, Thus, when Bobfirst turns ontablet

106, he may be prompted to take a picture ofhis face (with a profile/templates being created in

response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet havea profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second userof the device.

[0025] Authentication

[0026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performsa fingerprint scan, which causes her biometric

features to be extracted and compared to any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider(i-e.,

website 122). Ifa matching entry is found, the associated domain, username, and site credential

are extracted from the vault. In some embodiments, the validity of the domain name mappingis

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSLcan be

used, for example. A variety of policies can be involved when performing matching. For

example, to access certain domains, Alice’s print may need only match template 210, To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely need to besitting in

front of her computer, which has an integrated webcam. Even in relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(1-e., requiring her

to turn on a brightlight) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

order to access retailer 124, as distinguished from when her IP address indicates she is at home.

[0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scannerthat is connected to the user's

primary device via USB). In such scenarios, the peripheral device may be responsible for storing

at least a portion of authentication information and may perform at least some of the

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor 308 and storage 306 maybe present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice’s login to banking website 122 is successfully

completed, the secure session can be handed over fromthe peripheral device to the primary

device, in a way that does not allow the primary device retroactive access to the plaintext data of

the transcripts exchanged between the peripheral device and the service provider. One waythis

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device, This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performedto a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiatesa first

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The newkeyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key ofthe
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renegotiated session is independentof the key of the original session; this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, butit is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure componentofthe primary device 404 performsthe

negotiation of the SSL connection and another and potentially insecure componentofthe

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodiment of a process for performing authentication

translation. The process begins at 502 when a request to access a resource Is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishes to sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authentication translator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (e.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice ifshe fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds),

0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. If a suitable match is found, and if an entry forsite 120 is present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed, In

particular, the username and passwordfor the website, as stored in a vault, such as yault 220, are

retrieved from the vault.

[0032] Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506, The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable),

[0033] Other devices can also make use ofprocess 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compare it to stored templates/vault information. [f an appropriate matchis found, a credential

can be retrieved from the vault on her phone(or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site

120, whether via a dedicated application or via a web browserapplication installed onthe tablet.

Charlie's photograph is taken, and then compared against the profiles stored on tablet 106 (e.g.,

both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.2., by displaying a companydirectory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users (e.g., with stored voiceprintor facial

recognition features) can be granted access to additional/otherwise restricted services in

accordance with the techniques described herein and process 500,

[0036] New device

{0037 In some embodiments, to register a newdevice, a user provides an identifier, such

as a usemmame or an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service. In some embodiments, the templates/vaults are

encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,

while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting ofall ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a user thinking she is merely authenticating -- or worsestill,

simply touching the device. Moreover,it translates into higher entropy of the decryption keys.

[0038] Backup Authentication

[0039] Backupauthentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated with it, e.g., where thefirst template includes fingerprint features and the

second template includes voice biometric, facial recognition,oriris detection features. Asa

second example, where the service Alice is connecting to is a legacy website(i.e., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanismsby Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e.g..

under duress) to release the contents of their vaults, For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal. As one example, in the event Alice suppliesall 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized. Refreshes can also be madein accordance with user-configured

restrictions. For example, Alice’s employer could preventprivileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of

software and data, andto tie a license or access rights to a person (and her fingerprint) rather

than toa device. As yet another example, in some embodiments (e.g,, where a device is made

publicly available or otherwise shared by many users), no or a reduced amount of authentication

information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140,

[9043] Remote wiping

{0044| Remote wiping ofa user’s authentication information (e.g., templates) can be

used both to “unshare” previously shared devices (e.g., where Bob and Charlie both have user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new deviceregistration process, inconvenienceto the user will be minimized.

[0045] Legacy Server Support

[0046] New authentication schemes typically require changes to a significant codebase

residing with service providers. If the code is well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so. The engineers whooriginally

wrote the code of relevance may have long since left the company; the code they left behind may

be poorly documented -- if documentedat all. In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that does not follow guidelines

for good code. This makes updates to the codebase impractical or virtually impossible in many

common cases. Even if none of these challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store

an extra field in a backend database), because every affected part ofthe organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modification to

such legacy servers.

[0048] Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For onething, they are sometimes deleted --

whetherexplicitly/intentionally by the end user or by the user’s software. In addition, cookies

are commonly stolen. Approaches such as cache cookies and identification using user agents can

be moreresistant to these problems, however, they have their own problems. For example, their

use requires hew code and newfields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 areillustrated as single logical devices in Figure 1,

In some embodiments, the translators comprise standard commercially available server hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM,and one or more Gigabit network interface

adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or more third parties. For

example, translators 134 and 136 maystore user credential information or may task cloud

storage service 140 with storing at least a portion ofthat information.

{oo051| In the case of authentication translator 134, service is provided with respect to

bank website 122 only. Authentication translator 134 is positioned between a legacy web server

(122) and the Internet (110) -- and therefore between the legacy server and any client devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devicesso that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged. Authentication translator 136 works

similarly, but it provides authentication translation as a third party service to multiple providers,

an example of which is online cameraretailer 124.
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0052] Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the request is intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/passwordassociated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device,

[0053] Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy server via an authentication translator. The translator(referred to in the figure as

a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy

server respondsto the request and sets a cookie. The proxy passes on the response, including the

cookie and also a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agentof the client device. This triplet of information is also

referred to herein as an identifier.

0054] Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator, In this scenario, the device's

request is accompanied by some form of identifying information. The proxy uses this

information to identify the associated cookie and passes this along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if notall of the identifying

informationis present in the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

{0055| The translation of cache cookies and user agent information to cookies involves a

two-way translation. First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a newrecord in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser-- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the deyice in most cases. Moreover, while some ofthese types of data may change

overtime -- in fact, all of them may -- they do not typically change, and when one or two of
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them do, the others typically do not. Whenthe client device is usedto visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user passwordis updated (e.g., as part of an annual or other periodic

requirement), the transmission ofthis request to the user can be suppressed-- in which casethe

database of the proxyis updated to create the illusion of an update, The user can be involved in

authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHAcan be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments, Cache cookies can be associated with a particular webpage, just like an HTML

cookie can. In the example shownin Figure8, the proxy wishes to associate a page “calling

page.html” with a cache cookie. It embeds a request for a second object, “samename.html” in

callingpage.html for every visitor, However, as the cache cookie is set for one visitor, a

customized samename,html is served to this visitor. The page samename,htmlrefers to an object

with a different name for each user, that objectis referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.html in callingpage.html. Theclient

browser attempts to renderthis, causing a request for samename.html from the server. The server

configures samename.html to refer to a uniquely named file uniquename.jpg, and serves

samename.htmlto the client. For the client browser to render samename.html, it requests thefile

uniquename.jpg, whichis intentionally not served. That concludes the setting of a cache cookie.

As a user returns to the page callingname.html, the browser again attempts to renderthe entire

page, which causesit to load the object samename.html from its cache. As that is rendered, the

client browser requests uniquename.jpg, which is not in its cache (since it was not served

previously), The server still does not serve it, but takes note of the nameofthe file being

requested, as it identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareofit being rendered.

j0057| A cache cookie is an implementation of the typical cookie functionality that uses

the client device's browser cache. Unlike user agents, it does not change over time, and like

standard HTML cookies, it cannot be read by a party other than that which set it. However,like
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HTMLcookies,it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded tn the referring pages. This adds a potential round of communication in somesettings,

Byrelying on user agent information, cache cookies, and HTML cookiesto identify the client

device, itis much morelikely that a machine will be recognized than if only HTML cookies are

used,

[0058] Although the foregoing embodiments have been described in some detail for

purposesofclarity of understanding, the inventionis not limited to the details provided. There

are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive,

[0059] WHATIS CLAIMEDIS:
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CLAIMS

\. A system, comprising:

a first processor configured to:

based at least in part on a request from a user to access an external resource,

communicate with a second processorusing a restricted interface, wherein the second

processoris configured to access a record stored in a secure storage:

wherein the record is associated at least with the external resource, and wherein

the record comprises:

a biometric template; and

at least one of a password, a cookie, and a cryptographic key;

in response to determining a match between a biometric input and the biometric

template, retrieve, from the record, the at least one of the password, the cookie, and the

cryptographic key, wherein the biometric input correspondsto at least one of a

fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable for a

retina scan, and a typing feature, and wherein the biometric input is received subsequent

to presenting of a prompt,

establish a connection with the external resource; and

facilitate a login of the user to the external resource at least in part by

transmitting, via the established connection, output based at least in part on the at least

one of the password, the cryptographic key, and the cookie retrieved from the record, and

wherein the user is logged in to the external resource basedat least in part on the output;

and

facilitate wiping of at least a portion of the record; and

a memorycoupled to the first processor and configured to provide the first processor with

instructions,

2 The system recited in claim | wherein the first processoris unable to directly access the

secure storage.

3. The systemrecited in claim | wherein the second processor comprises a dedicated

processor, and wherein the secure storage is connected to the dedicated processor.
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4, The system recited in claim | wherein the secure storage is connected to a sensor.

5. The system recited in claim 4 wherein the sensor comprisesat least one of a camera and a

fingerprint reader.

6. The system recited in claim | wherein the record is stored in plaintext in the secure

storage.

ts The system recited in claim | wherein the prompt comprises a prompt to provide

biometric information, and wherein the promptis visually presented.

8. The system recited in claim | wherein the prompt comprises a promptto provide

biometric information, and wherein the promptis aurally presented.

9. The system recited in claim 1 wherein the promptis presented in responseto a user

failing to provide acceptable biometric information within a timeout period.

10._The systemrecited in claim 1 wherein facilitating wiping ofthe at least portion of the

record comprises facilitating remote wiping of the at least portion of the record.

11 The system recited in claim | wherein the at least portion of the record is automatically

wiped basedat least in part on a policy,

12. The system recited in claim | wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration oftime.

13, The systemrecited in claim | wherein the at least portion of the record is backed up to a

remote entity.

14. =A method, comprising:

based at least in part on a request from a user to access an external resource, using

a first processor to communicate with a second processor using a restricted interface,

wherein the second processoris configured to access a record stored in a secure storage;

wherein the record is associated at least with the external resource, and wherein

the record comprises:
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a biometric template; and

at least one of a password, a cookie, and a cryptographic key;

in response to determining a match between a biometric input and the biometric

template, retrieving, from the record, the at least one of the password, the cookie, and the

cryptographic key, wherein the biometric input correspondsto at least one of a

fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable for a

retina scan, and a typing feature, and wherein the biometric input is received subsequent

to presenting of a prompt,

establishing a connection with the external resource; and

facilitating a login of the user to the external resource at least in part by

transmitting, via the established connection, output basedat least in part on the at least

one of the password, the cryptographic key, and the cookie retrieved from the record, and

wherein the user is logged in to the external resource based at least in part on the output;

and

facilitating wiping of at least a portion of the record.

15. The method of claim 14 wherein the first processor is unable to directly access the secure

storage.

16.|The method of claim 14 wherein the second processor comprises a dedicated processor,

and wherein the secure storage is connected to the dedicated processor

17. The method of claim 14 wherein the secure storage is connected to a sensor.

18. The method of claim 17 wherein the sensor comprises at least one of a camera and a

fingerprint reader.

19, The method of claim 14 wherein the record is stored in plaintext in the secure storage.

20. The method of claim 14 wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is visually presented.

21. The method of claim 14 wherein the prompt comprises a prompt to provide biometric

information, and wherein the promptts aurally presented.
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22. The method of claim 14 wherein the promptis presented in responseto a userfailing to

provide acceptable biometric information within a timeout period.

23. The method of claim 14 wherein facilitating wiping of the at least portion of the record

comprisesfacilitating remote wiping ofthe at least portion of the record.

24. The method of claim 14 wherein theat least portion of the record is automatically wiped

based at least in part onapolicy,

25. The method of claim 14 wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration oftime.

26. The method of claim 14 wherein the at least portion of the record is backed up to a

remote entity

27.|A computer program product embodied in a non-transitory computer readable storage

medium and comprising computer instructions for:

based at least in part on a request from a user to access an external resource, using

a first processor to communicate with a second processorusing a restricted interface,

wherein the second processor is configured to access a record stored in a secure storage;

wherein the record is associated at least with the external resource, and wherein

the record comprises:

a biometric template; and

at least one of a password. a cookie, and a cryptographic key;

in response to determining a match betweena biometric input and the biometric

template, retrieving, from the record, the at least one of the password, the cookie, and the

cryptographic key, wherein the biometric input correspondsto at least one of a

fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable for a

retina scan, and a typing feature, and wherein the biometric input is received subsequent

to presenting of a prompt;

establishing a connection with the external resource; and

facilitating a login ofthe user to the external resource at least in part by

transmitting, via the established connection, output based at least in part on the at least
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one of the password, the cryptographic key, and the cookie retrieved from the record, and

wherein the user ts logged in to the external resource based at least in part on the output;

and

facilitating wiping ofat least a portion of the record.
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ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resource is receivedatafi

authentication translator, as is an authentication input. The authentication input corresponds to at

least one stored record. The stored record is associated at least with the resource. In response to

the receiving, a previously stored credential associated with the resource Is accessed. The

credential is provided to the resource.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 15/042.636, entitled AUTHENTICATION

TRANSLATION filed Feb. 12, 2016 whichis incorporated
herein by reference for all purposes, which is a continuation
of U.S. patent application Ser, No. 13/706,254, entitled
AUTHENTICATION TRANSLATION filed Dee, 5. 2012.

now U.S. Pat. No. 9.294.452, which is incorporated herein
by reference for all purposes. U.S. patent application Ser.
No. 13/706,254 claims priority to U.S, Provisional Patent
Application No. 61/569,112 entitled BACKWARDS COM-
PATIBLE ROBUST COOKIES filed Dec. 9. 2011. and also
claims priority to U.S. Provisional Patent Application No.
61/587,387 entitled BIOMETRICS-SUPPORTED
SECURE AUTHENTICATION SYSTEM filed Jan. 17,

2012, both ofwhich are incorporated herein by reference for
all purposes.

BACKGROUND OF THE INVENTION

Providing credentials to a service, whether via amobileor 2
other device, is ofien a tedious experience for a user.
Unfortunately, to make authenticationeasier for themselves.
users will often engage in practices such as password re-use,
and/or the selection of poor quality passwords, which render
their credentials less secure against attacks. Accordingly,
improvements m authentication techniques would be desir-
able. Further, it would be desirable for such improvements
lo be widely deployable, including on existing/legacy sys-tems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments ofthe inventionare disclosed in the

following detailed description and the accompanying draw-
ings.

FIG, 1 illustrates an embodiment of an environment in

which authentication translation is provided,
FIG, 2 illustrates an embodiment ofcredential informa-

lion stored on a device.
FIG, 3 illustrates an embodiment of a device with secure

slorae.
FIG, 4 illustrates an example of a renegotiation.
FIG. 5 illustrates an embodiment of a process [or per-

forming authentication translation.
FIG. 6 illustrates an example of what occurs whena client

device first visits the site of a legacy server via an authen-
tication translator.

FIG. 7 illustrates an example of what occurs when a
device subsequently visits the site ofa legacy server via an
authentication translator.

FIG. 8 shows the structure of an example of a cache
cookie used in some embodiments.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process: an apparatus: a system: a composi-
tion of matier; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
a§ a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
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thal the invention may take, may be referred to as tech-
niques. In general, the order of the steps of disclosed
processes may be altered within the scope ofthe invention,
Unless stated otherwise, a component such as a processor or
a memory described as being configured 10 perform a task
may be implemented as a general component that ts tem-
porarily configured to perform the task al a giventime or a
specific componentthat is manulactured to performthe task,
As used herein, the term ‘processor’ refers to one or more
devices. circuits, and/or processing cores configured to
process data, such as computer program instructions,

A detailed description ofone or more embodiments ofthe
invention is provided belowalong with accompanying fig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-

ments, but the inventionis not limited to any embodiment,
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding ofthe invention, These details are
provided for the purpose of example and the invention may
be practiced according to the claims without someorall of
these specific details. For the purpose of clarity, technical
material that is known in the technical felds related to the
invention has not been described in detail so that the

invention is not unnecessarily obscured,
FIG. 1 illustrates an embodiment of an environment in

which authentication translation is provided. In the example
shown, a variety of client devices 102-108 connect, via one
or more networks (represented as a single network cloud
110) toa variety of services 120-124 (also referred to herein
as siles 120-124), In particular, client device 102 is a
notebook computer owned by a user hereinafier referred to
as Alice. Notebook 102 includes a camera, a microphone.
and a fingerprini sensor. Client device 104 is a smartphone.
also owned by Alice, Client device 104 includes a camera,
Client device 106 is a tablet owned by Bob. and sometimes
used by Bob’s son Charlie. Client device 106 includes a
camera and a fingerprint sensor. Client device 108 is a kiosk
located in the lobby ofa hotel. Kiosk 108 includes a camera
and a microphone. The techniques described herein can be
used with or adapted to be used with other devices, as
applicable, For example, the techniques can be used in
conjunction with gaming systems, with peripheral devices
such as mice, and with embedded devices, such as door
locks.

Service 120 is a social networking site. Service 122 is a
website of a bank. Service 124 is the online store of a

boutique camera retailer. Fach of services 120-124 requires
a username and password (and/or a cookie) from a user prior
to giving that user access to protected content and/or other
features. As will be described in more detail below. using the
techniques described herein, users need not type such user-
names and passwords into their devices whenever required
bya service. Instead, users can authenticate themselves to an
“authenticationtranslator”via an appropriate technique, and
the authentication translator will provide the appropriate
credentials to the implicated service on the user's behalf,
Also as will be described in more detat! below. authentica-

tion translators can be located in a variety ofplaces within
an environment. For example, notebook computer 102
includes an authentication translator module 132 that pro-
vides authentication translation services. The other devices

104-108 can also include (but need not include) their own
respective authentication translator modules, The owner of
bank website 122 also operates an authentication translator
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134 associated with the bank. Finally, authentication trans-
lator 136 provides authentication translation services (o a
variety of businesses, including online camera retailer 124,

FIG, 2 illustrates an embodiment of credential informa-

tion stored on a device. In particular, device 200 stores three
user profiles 202-206, each of which contains a username
and one or more templates (e.g., template 210) associated
with the user. In various embodiments, a template is a
collection of biometric features. Using fingerprints as an
example type of biometric, a corresponding template
includes a collection of patterns. minutia. and/or other
features that can be matched against to determine if a
person's fingerprint matches the fingerprint of the registered
user (i.¢., the owner ofa given user profile),Arepresentation
ofa single fingerprint may be included in multiple templates
(e.g.. in different resolutions, in accordance with different
protocols, as captured during warm vs. cold conditions,
and/or byitselfor in combination with multiple fingerprints)
. When other biometrics are employed (e.p., facial recagni-
tion, voiceprint, or relina scan technology), features appro-
priate to those types of biometrics are included in the
template, Other types of features can also be included in
templates. As one example, a user's typing speed and/or
accuracy can be measured by a device, such as device 102,
and used to distinguish between multiple users of a device,
For example, suppose Alice types at 100 words per minute
and rarely makes mistakes. A representation of this infor-
mation can be stored in template 212. Also suppose Alice's
niece, who sometimes uses Alice's laptop computer when
visiting Alice types at 20 words per minute and makes many 2
mistakes. In some embodiments, the fact that a user was

recently (e.g., within the last 5 minutes) typing on laptop 102
al 90 words per minute is evidence of a match against
template 212. In this case, the typing speed of 90 words per
minule is similar enough to Alice's typical behavior, it is.
considered a maich. Various policies can be included in a
profile that govern how matches are to be performed, Por
example. policies can specify thresholds/tolerances for what
constitutes a match. and can specily that different levels of
matches can result in different levels of access to different
resources.

A profile is associated with a vault (e.g. vault 220), The
vault, in turn, contains triples specifying a service provider!
domain, a username. and a credential. The vaull can also
contain other sensitive user information, such as account

numbers, address/phone number information. and health
care data. The credential for a service provider/domain can
be a password (e.g., for legacy servers). and can also take
alternate forms (e.2.. a cryptographic key for service pro-
viders supporting stronger authentication methods).

In some embodiments, profiles, templates, and vaults
(collectively “authentication information”) are stored
entirely in an unprotected storage area. and are stored in the
clear. In other embodiments. secure storage techniques are
used to secure al least a portion of the authentication 5
information,

One example of a device with secure storage is illustrated
in FIG. 3. In the example shown, a mobile phone 300
includes a large and insecure storage 302 attached to a [ast
processor 304, and a smaller but secure storage 306 attached
to a dedicated processor 308 and a sensor 310 (e.g., a camera
or a fingerprint reader). Users (and applications) can read
rom and write to the insecure storage rea. However, users
cannot access the secure storage area, and the fast processor
can only communicate with the dedicated processor/sensor
via a restricted API. As another example, a unique decryp-
tion key associated with a given vault can be stored in a
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profile. The vault is an encrypted and authenticated con-
lainer that can be stored on insecure storage. e.g. on the
device, and also backed up (e.g., to a cloud storage service
140 or to an alternate form of external storage). As needed,
authentication information or portions thereol can be loaded
into secure storage and decrypted. For example, one can use
AES to encrypt the files one by one, using a key stored on
the secured storage. A message authentication technique.
such as HMAC, can be used for authenticating the encrypted
files to provide tamper prevention. Profiles and vaults can be
updated while in secure storage: if this occurs, they are
encrypted and MACed before being written back to the
insecure storage. which may in tim propagate them to
external backup storage. In yet other embodiments. profiles
and vaults are stored entirely in secure storage, in plaintext,
which allows them to be both read and written—and in

particular, searched.
Example Transaction Types
A variety of transaction types can take place in the

environment shown in FIG. 1, examples of which are
discussed in this section,

Initial Registration
In order to begin using the techniques described herein,

users perform some form of initial registration, As one
example, suppose Alice launches an enrollment program
installed on laptop 102, She uses the program to capture
various biometric information (e.g., fingerprints, photo-
graphs ofher face, etc.). A user profile is created for Alice,
and the biometric information captured about her is encoded
into aplurality of templates, such as templates 210 and 214,
In some embodiments, Alice is also explicitly asked to
supply credential informationfor services she would like to
use, such as by providing the domain name of social
networking site 120, along with her username and password
for site 120, In other embodiments, domain/username/cre-
dential information is at least passively captured on Alice's
behalfand included tn one or more vaults such as vault 220,

Credential information can also be important from a browser
password manager already in use by Alice or other appro-
priate source. In some embodinients, Alice also registers
with cloud storage service 140, which will allowher to back
up her authentication information and jo synchronize it
across her devices (¢.g., 102 and 104), as described in more
detail below,

Other registration approaches can also be used. For
example, registration can be integrated into the experience
the first time a device is used. Thus. when Bobfirst turns on

tablet 106, he may be prompted to take a picture oflis lace
(with a profile/templates being created in response), Simi-
larly. the first time Charlie uses tablet 106, the techniques
described herein can be used to determine that Charlie does

not yet have a profile (e.2., because none ofthe templates
already present on tablet 106 match his biometrics) and
Charlie can be prompted to enroll as a second user ofthe
device.

Authentication

Suppose Alice wishes to authenticate to banking website
122. Using a fingerprint reader incorporated into her laptop.
she performs a fingerprint scan, which causes her biometric
features to be extracted and compared to any stored tem-
plates residing on her computer. If a match is found, an
associated decryption key is selected, and the associated
vault is loaded and deerypted. The vault is seanned for an
entry thal matches the selected service provider(i,e., website
122). Ifa matching entry is found, the associated domain,
username, and site credential are extracted from the vault. In

some embodiments, the validity of the domain name map-
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ping is verified at this point to harden the system against
domain name poisoning. Next, a secure connection is estab-
lished between Alice’s computer and the service provider,
and Alice is authenticated, For service providers supporting
strong user authentication, mutual SSL can be used, for
example. A variety of policies can be involved when per-
forming matching. For example, to access certain domains.
Alice’s print may need only match template 210. To access
other domains, Alice may need to match multiple templates
(e.g.. both 210 and 214). As another example, in order to
access social networking site 120, Alice may merely need to
be sitting in front of her computer, which has an integrated
webcam. Even in relatively lowlight conditions, a match
can be performed against Alice’s face and features stored in
a lemplate. However, in order to access bank websile 122,
Alice may needa high quality photograph(i.¢., requiring her
to tun on a bright light) and may need to demonstrate
liveness (e.g., by blinking or turning her head). As yet
another example. other contextual information ean be
included in policies. For example, if Alice’s [P address
indicates she is in a country that she is not usually in, she
may be required to match multiple templates (or match a
template with more/better quality features) in order to access
retailer 124, as distinguished from when her IP address
indicates she is at home,

In some embodiments, the biometric sensor used by a user
may be a peripheral device (e.g,, a mouse with an integrated
fingerprint scanner that is connected to the user's primary
device via USB). In such scenarios. the peripheral device
may be responsible for storing at least a portion of authen- 3
ication information and may perform at least some of the
authentication tasks previously deseribed as having been
performed by Alice’s computer. for example, instead of
processors 304 and 308, and storages 302 and 306 being
collocated on a single device (e.g. laptop 102), processor -
304 andstorage 302 maybe present on a primary device, and
processor 308 and storage 306 may be present on a periph-
eral device (e.g.. that also includes a sensor, such as a
fingerprint reader).

In such scenarios, once Alice’s login to banking website
122 is successfully completed, the secure session can be
handed over from the peripheral device to the primary
device, in a way that does not allow the primary device
retroactive access to the plaintext data of the transcripts
exchanged between the peripheral device and the service
provider, One way this can be accomplished is by renego-
tialing SSL. keys between the peripheral device and the
website, alter which the newly negotiated key can be handed
off from the peripheral device to the primary device. This
avoids retroactive credential capture in a setting where the 5
device is infected by malware.

An example ofrenegotiation is depicted in FIG. 4. Spe-
cifically. after a user has successiully authenticated to a
fingerprint reader, a login is performed to a service provider.
Using the primary device (404) as a proxy, the penpheral
fingerprint reader 402 negotiates a first SSL connection
(408) witha service provider 406, over which credentials are
exchanged, The proxy then renegotiates SSL (410), which
replaces the old key with a new one. The new key is
disclosed to the device, which then seamlessly takes over the
connection with the service provider and performs the
transaction protected by the authentication. The credentials
exchanged during the first SSL connection cannot be
accessed by device 404, since the key of the renegotiated
session Is independent ofthe key of the original session: this
provides protection against malware residing on the device.
Renegotiation can be used when the primary device 404 is
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believed to be in a safe state when perlorming the negotia-
lion of he SSL connection, but il is not known whetherit is

in a safe state during, the transaciion protected by the
authentication, Renegotiation can also be used when a
secure component ofthe primary device 404 performs the
negotiation of the SSL connection and another and poten-
tially insecure component of the primary device 404 is
involved in the transaction protected by the authentication,

FIG. 5 illustrates an embodiment of a process for per-
forming authentication translation. The process begins. at
502 when a request to access a resource is received, as is an
authentication input. One example of the processing per-
formed at 502 is as follows. Suppose Alice wishes to sign
into social networking website 120. She directs a web
browser application installed on client 102 to the social
networking website. Authentication translator module 132
recognizes, [rom the context ofAlice’s actions(e.g.. thal she
is attempting to access site 120 with her browser) that she
would like to access a particular resource. Authentication
translator module 132 prompts Alice (eg. by a popup
message or Via a sound) to provide biometric information
(e.g., to use the integrated fingerprint reader on her laptop),
In some embodiments, the translator module does not

prompt Alice, for example, because Alice has been trained to
provide biometric Information automatically when attempt-
ing to access certain resources. In yet other embodiments,
the translator module only prompts Alice if she [ails to
provide acceptable biometric information within a timeout
period (e.2.. 30 seconds).

Module 132 compares Alice’s supplied biometric data to
the templates stored on her computer. Ifa suitable matchis
found, and ifan entry for site 120 is present in the applicable
vault, at 504, a previously slored credential associated with
the resource is accessed. In particular, the username and
password for the website, as stored in a vault. such as vault
220, are retrieved from the vault.

Finally, at 506, the credential is provided to the resource,
For example, Alice's username and password for site 120 are
iransmutted to site 120 at 506. The credential can be trans-

mitted directly (e.2., by the module or by Alice’s computer)
and can also be supplied indirectly (e.g., through the use of
one or more proxies, routers. or other intermediaries, as
applicable).

Other devices can also make use of process 500 or
5. portions thereof, For example, when Alice launches a bank-

ing application on phone 104, implicit in her opening that
application is her desire to access the resources of website
134. The application can take Alice's picture and compare it
to stored templates/vault information. If an appropriate
maich is found, a credential can be retrieved from the vault

on her phone (or, e.g.. retrieved from cloud storage service
140) and provided to website 134.

As another example. suppose Charlie is using tablet 106
and attempts to visit site 120, whether via a dedicated
application or via a web browser application installed on the
tablet. Charlie’s photograph is taken, and then compared
against the profiles stored on tablet 106 (e.2.. both Bob and
Charlie’s profiles). When a determination is made that
Charlie's photograph matches a template stored in his stored
profile (and not, e.g.. Bob's), Charlie's credentials for site
120 are retrieved from a vault and transmitted by an authen-
lication translator module residing on client 106.

As yet another example. kiosk 108 can be configured to
provide certain local resources (e.g.. by displaying a com-

5 pany directory or floor plan on demand) when users speak
cerlain requests into a microphone. Enrolled users(e.g,, with
stored voiceprint or facial recognition leatures) can be
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granted access (o additional/otherwise restricted services in
accordance withthe techniques described herein and process
500.

New Device

In some embodiments, to register a new device, a user
provides an identifier. such as a username or an account
number to the device. ‘The new device connects to an

external slorage (such as cloud storage 140), provides the
user identifier and credential, and downloads the user's

lemplates/vaulls from the service. In some embodiments, the
lemplates/vaults are encrypted, Once downloaded, the tem-
plate is decrypted and stored in a secure storage area, while
the still encrypted vault can be stored in insecure storage.
The decryption key can be generated from information the
user has/knows, or from biometric data-—such as features

extracted from fingerprinting of all ten fingers. In some
embodiments, more arduous fingerprinting is required for
the setup ofa new device than lor regular authentication to
avoid that a newdevice vets registered by a user thinking she
is merely authenticating -or worse still, simply touching the
device, Moreover, it translates into higher entropy of the
decryption keys.

Backup Authentication
Backup authentication allows a user, such as Alice, to

access resources in the event she is unable to or unwilling to
Interact with a particular biometric sensor. As one example,
instead of having a single template associated with her
profile, Alice can have multiple templates associated withit,
e.g., where the first template includes fingerprint features :
and the second template includes voice biometric, facial
recognition, or iris detection features. As a second example,
where the service Alice is connecting to is a legacy website
({Le.. one that users authenticate 10 using usernames and
passwords), such a service would allowthe use ofpasswords. -
and password reset mechanisms by Alice without requiring
Alice to use a fingerprint reader,

In various embodiments, environment 100 supports the
ability ofusers (e.g. under duress) lo release the contents of
their vaults. Por example. ifAlice was physically threatened
with the loss of a finger by a criminal, Alice could instead
release the contents ofher vault(s)—the ultimate goal of the
criminal. As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or
supplies a fingerprint and a second identifier. a cleartext
version of her vault(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140 is
configured to accept backups from multiple devices associ-
ated with a single account, and synchronize the updates so 5
that all devices get automatically refreshed. For example.
Alice's laptop 102 and phone 104 could both communicate
with cloud storage service 140 which would keep their
authentication information synchronized. Refreshes can also
be made in accordance with user-configured restrictions, or
example. Alice’s employer could prevent privileged
employer data [rom being stored on shared personal devices,
or on any device that was not issued by the employer, As
another example, arbitrary policies can be defined regarding
the access to and synchronization ofsoftware and data, and
to lie a license or access rights to a person (and her
fingerprint) nither than to a device, As yet another example,
in some embodiments (e.g.. where a device 1s made publicly
available or otherwise shared by many users). no or a
reduced amount ofauthentication information resides on a

device, and at least a portion of authentication information
is always retrieved from cloud storage service 140,
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Remote Wiping
Remote wiping of a user's authentication information

(e.g., templates) can be used both to “unshare” previously
shared devices (e.2.. where Bob and Charlie both have user
profiles on their shared tablet 106), and to avoid that
cnminals with physical component access to lost devices
gain access to templates and vault contents. In some embodi-
ments, polices such as ones where a template sel!-wipes if
it is not matched within a particular duration of time are
supported. Since user data can be frequently backed up to
ithe cloud storage, and recovered from this using the new
device registration process, inconvenienceto the user will be
minimized.

Legacy Server Support
New authentication schemes typically require changes to

a significant codebase residing with service providers. If the
code is well written and documented. such changes may be
relatively simple. Commonly, though, this may not be so.
‘The engineers who originally wrote the code of relevance
may have long since lefi the company; the code they left
behind may be poorly documented ifdocumented at all. In
severe cases. the legacy code may have been written in an
outdated programming language or written in a way that
does not follow guidelines for good code. This makes
updates to the codebase impractical or virtually impossible
in many common cases. Even if none of these challenges
complicate the desired modifications, it is commonly a great
bureaucratic burden to obtain permission to make modili-
cations (e.g.. to store an extra field in a backend database).
because every affected part ofthe organization may need to
reviewthe request.

As will be described in the following, section, the tech-
nologies described herein can be used in conjunction with
legacy servers (e.g.. existing servers thal rely on usernames
and passwords to authenticate users), and in particular. ean
be used without requiring modilication to such legacy serv-ers,

Cookies

Cookies are commonly used by legacy servers lor user
authentication, Untortunately, cookies haye several prob-
lems. For one thing, they are sometimes deleted—whether
explicitly/intentionally by the end user or by the user's
software. In addition, cookies are commonly stolen.
Approaches such as cache cookies and identification using
user agents can be more resistant t these problems, how-
ever, they have their own problems, lor example, their use
requires new code and new fields in the credential database
stored by the server.

in some embodiments, authentication translators, such as

translators 134 and 136 (also referred to herein as proxies)
provide authentication translation services on behalf of
associated services. Translators 134 and 136 are illustrated

as single logical devices in FIG. 1. In some embodiments,
the translators comprise standard commercially available
server hardware (e,g., a mulli-core processor, 44+ Gigabyles
of RAM.and one or more Gigabit network interface adapt-
ers) and run typical server-class operating systems (e.g.,
Linux). Translators 134 and 136 can also be implemented
using a scalable, elastic architecture and may comprise
several distibuted components, inchiding components pro-
vided by one or more third parties. Por example. translators
134 and 136 may store user credential information or may
task cloud storage service 140 with storing at least a portion
of that information.

In the case of authentication translator 134, service is

provided with respect to bank website 122 only. Authenti-
cation translator 134 is positioned between a legacy web
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server (122) and the Internet (110)—and therefore between
the legacy server and any client devices. Authentication
translator 134 is configured to translate traflic between the
legacy server and client devices so that the client devices
(and respective users) perceive the new authentication
mechanism, while the legacy server remains wochanged,
Authentication translator 136 works similarly. but it pro-
vides authentication translation as a third party service to
multiple providers, an example of which is online camera
retailer 124.

Authentication translators 134 and 136 cun also perform
process 500. Por example, when a device transmits a request
lo access website 122, the request is intercepted by translator
134, as is cookie/user agent information. The received
information can be used to determine a username/password
associated with the device, and that information can be

passed by translator 134 to website 122 on behalfof the
device,

FIG. 6 illustrates an example of what occurs whena client
device first visits the site of a legacy server via an authen-
tication translator. The translator (referred to in the figure as
a “proxy”) fails to identify the client. and passes on the
request to the legacy server, The legacy server responds to
the request and sets a cookie. The proxy passes on the
response,including the cookie and also a cache cookie. The
proxy stores the information about both these types of
identifiers, along with the user agent of the client device.
This triplet of information is also referred to herein as an
identifier.

PIG. 7 illustrates an example of what occurs when a 3
device subsequently visits the site of a legacy server via an
authentication translator. In this scenario, the device's

request is accompanied by some form ofidentifying infor-
mation, The proxy uses this information to identify the
associated cookie and passes this along to the legacy server, -
along with the request. In some embodiments, additional
processing is also involved, For example, reading a cache
cookie may require user interaction, Moreover, if not all of
the identifying information is present in the request. the
proxy can be configured to set the missing information again
by sending a corresponding request to the client device.

The translation of cache cookies and user agent informa-
tion to cookies involves a two-way translation. Pirst, when
the legacy server sels a cookie. the proxy will set the two
types of cookies—both an HTML cookie and a cache
cookie—and then create a new record in which the two

cookies are stored. along with the user agent information of
the client device. The user agent information can include
quite a bit ofdata associated with a browser—-such as the
browser type and version, the clock skew, and the fonts that 4
are installed, While each of these pieces ofinformation only
contributes a small amount of entropy, the collection of
items can be suflicient to identify the device in most cases.
Moreover. while some ofthese types of data may change
over time—in fact, all of then may—they do not typically
change. and when one or twoofthem do, the others typically
do not. When the client device is used to visil a site

controlled by the legacyserver, the cookie, cache cookie and
user agent information are read (if available), the record
identified. and the request translated and sent to the legacy
server. When a legacy server requests that the user password
is updated (e.g,. as part of an annual or other periodic
requirement), the transmission ofthis request to the user can
be suppressed——in which case the database ofthe proxy is
updated to create the illusion of an update. The user can be
involved in authentication as needed, e.g.. if, in addition to
supplying a credential. a user must also solve a CAPTCHA,
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the CAPTCHAcanbe displayed to the user (with the user's
credentials being handled in accordance with the techniques
described herein).

FIG. 8 shows the structure of an example of a cache
cookie used in some embodiments. Cache cookies can be

associated with a particular webpage, just like an ITTML.
cookie can. In the example shown in FIG. 8 the proxy
wishes 10 associate a pave “calling page.html” with a cache
cookie. [t embeds a request for a second object, “same-
name.hunl”in callingpage.huml for every visitor. However,
as the cache cookie is set for one visitor, a customized
samename.html is served to this visitor. The page same-
name.htm! refers to an object with a different name for each
user, that object is referred to as “uniquename.jpg.” The
cache cookie is set by embedding the request lor same-
nume.hum! in callingpage.himil. The client browser attempts
to render this, causing a request for samename.html romthe
server. The server configures samename.himl to reler to a
uniguely named file uniquename.jpg, and serves same-
nume.html to the client. For the client browser to render

samename.himl, it requests the file uniquename.jpg. which
is intentionally not served. That concludes the setting of a
eache cookie. As a user returns to the page calling-
name.html, the browser again attempts to render the entire
page. which causesit to load the object samename.html from
its cache, As (hat is rendered, the chent browser requests
uniquename,jpg, which is not in its cache (since it was not
served previously). The server still does not serve it, but
takes note of the name of the file being requested, as it
identifies the client device. Note that samename.html can be

displayed in a zero-sized tlrame, which makes the end user
unaware of it being rendered.

Acache cookie 1s an implementation of the typical cookie
functionality thal uses the client device’s browser cache.
Unlike user agents, it does not change over time, and like
standard HTML cookies, it cannot be read by a party other
than that which set it, However, like HTMLcookies, it could
be deleted—by the user clearing his or her browser cache.
Cache cookies are nol automatically transmitted with GET
requests, unless the cache elements are embedded in the
referring pages. This adds a potential round of commutnica-
lion in some sellings. By relying on user agent information,
cache cookies, and ITTML cookies to identify the client
device, it is much more likely that a machine will be
recognized than if only HTMLcookies are used.

Although the foregoing embodiments have been
described in some detail for purposes ofclarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive,

What is claimed is:

1. A system, comprising:
one or more processors configured to:

receive, al a device, a request from a user lo access a
resource external to the device:

access a record stored on the device, the record com-

prising credential information associated with the
extemal resource to which the user has requestedaecess:

retrieve at least a portion ofthe credential information
from the record;

establish a connection between the device and the
resource external to the device to which the user

requested access;
facilitate 4 login ofthe user to the external resource at

least in part by transmitting, on behalf ofthe user,
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from the device and via the established connection,

output based at least in part on the at least portion of
the credential information retrieved from the record,

wherein the user of the device is logged into the
external resource based at least in part on the output
transmitied from the device on behalf of the user:
and

perform a backup of the record to a remole storage
entity, wherein the remote slorage entity is contig-
ured to synchronize records between at least two
devices associated with the user: and

a memory coupled to the one or more processors. and
configured to provide the one or more processors with
instructions.

2. The system recited in claim 1, wherein the one or more
processors are further configured to:

receive an authentication input trom the user;
receive al least one of: (1) a template stored on the device,

and (2) data stored on the device associated with a
password, the template comprising at least one of: (1)
fingerprint features, (2) voice biometric features, (3)
facial recognition features, (4) iris detection features,
and (5) retina features;

compare the authenticahon input with the at least one of:
(1) the template stored on the device, and (2) the data
stored on the device associated with the password; and

perform an action based at least in part on the comparison.
3. The system recited in claim 2, wherein the action

comprises at least one of: (1) accessing a vault on the device,
(2) accessing a vault on a remote storage entity, (3) per-
forming decryption, (4) establishing a secure connection, (5)
accessing the record comprising the credential information.
(6) transmitting the output based at least in part on the at
least portion of the credential information retrieved from the
record, (7) accessing a username,(8) accessing a domain, (9)
renegotiating the secure connection, (10) facilitating the
login of the user to the external resource, (11) causing
information on the device to be wiped, and (12) releasing of
data store contents.

4. The system recited in claim 2, wherein the action
comprises uccessing a domain, and wherein a first domain
and a second domain are associated with different authen-

lication policies.
5. The systemrecited in claim 2, wherein the one or more

processors are further configured to prompt the user to
provide the authentication input.

6. The system recited in claim 2, wherein the one or more
processors are further configured to determine a liveness of 5
the user based at least in part on the authentication input.

7. The system recited in claim 2, wherein the record is
accessed based at least in part on the authentication input.

8. The systemrecited in claim 1, wherein authentication
information on the device is caused lo be wiped.

9. The systemrecited in claim 1, wherein at least a portion
of information on the device is stored in a secure storage.

10. The system recited in claim 1 wherein the credential
information comprises at least one of a password, a cookie,
and a cryptographic key.

11. The system recited in claim 1 wherein the record
further comprises at least one of a username, an account
number, an address, phone number information, and health
care data,

12. The system recited in claim | wherein the user is
associated withat least two ofa first authentication template,
a second authentication template, and a password.

34)
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13. A method, comprising:
receiving, al a device, a request [rom a user to access a

resource external to the device;

accessing a record stored on the deyice, the record com-
prising credential information associated with the
external resource to which the user has requested
access;

retrieving at least a portion ofthe credential information
from the record:

establishing a connection between the device and the
resource external to the device to which the user

requested access;
facilitating a login ofthe user to the external resource at

least in part bytransmitting, on behalf of the user, from
the device and via the established connection, output
based at least in part on the at least portion of the
credential information retrieved from the record,

wherein the user of the device is logged inio the
external resource based at least in part on the output
transmitted from the device on behalfof the user: and

performing a backup of the record to a remote storage
entity, wherein the remote storage entity is configured
io synchronize records between at least two devices
associated with the user.

14. The method ofclaim 13, further comprising:
receiving an authentication mput from the user;
receiving at least one of; (1) a template stored on the

device, and (2) data stored on the device associated
with a password, the template comprising at least one
of; (1) fingerprint features, (2) voice biometric features,
(3) facial recognition features, (4) iris detection fea-
tures, and (45) retina features;

comparing the authentication input with the at least one
of: (1) the template stored on the device, and (2) the
data stored on the device associated with the password:
and

performing an achion based at least in part on the com-
parison,

15. The method ofclaim 14, wherein the action comprises
at least one of: (1) accessing a vault on the device, (2)
accessing a vault on a remote storage entity, (3) performing
decryption, (4) establishing a secure connection, (5) access-
ing the record comprising the credential information, (6)
transmitting the output based al least in part on the at least
portion of the credential information retrieved [rom the
record, (7) accessing a username. (8) accessing a domain. (9)
renegotiating the secure connection, (10) facilitating the
login of the user to the external resource, (11) causing
information on the device to be wiped. and (12) releasing of
data store contents.

16, The methodofclaim 14. wherein the action comprises
accessing a domain, and whereina first domain and a second
domain are associated with different authentication policies,

17. The method of claim 14, further comprising prompt-
ing the user to provide the authentication input,

18. The method of claim 14, further comprising deter-
mining a liveness of the user based at least in part on the
authentication input.

19. The method of claim 14, wherein the record is
accessed based at least in part on the authentication input.

20. The method of claim 13, wherein authentication

information on the device is caused to be wiped.
21, The method of claim 13, whereinat least a portion of

information on the device is stored in a secure storage.
22. The method of claim 13 wherein the credential

information comprises al least one of a password, a cookie.
and a cryptographic key.
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23. The method of claim 13 wherein the record further

comprises at least one ofa username, an account number, an
address, phone number information, and health care data,

24. The method ofclaim 13 wherein the user is associated

with at least two ofafirst authentication template, a second
authentication template, and a password,

25. A computer program product embodied in a non-
Iransitory computer readable storage medium and compris-
ing computer instructions for:

receiving, al a device, a request from a user to access a
resource external to the device:

accessing a record stored on the device, the record com-
prising credential information associated with the
external resource to which the user has requested
access:

retrieving al least a portion of the credential information
from the record:

establishing a connection between the device and the
resource extemal to the device to which the user

requested access:
facilitating a login of the user to the external resource at

least in part by transmitting, on behalf ofthe user, from
the device and via the established connection, output
based at least in part on the at least portion of the
credential information retrieved from the record,

wherein the user of the device is logged into the
external resource based at least in part on the output
transmitted from the device on behalf of the user; and

performing a backup ofthe record to a remote stomge
entity, wherein the remote storage entity is configured 3
to synchronize records between at least two devices
associated with the user.
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In the Claims
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Column 12, Line 65, Claim 22, after “claim 13”, insert --,--

Column 13, Line 1, Claim 23. after “claim 13”, insert --,--.

Column 13, Line 4, Claim 24, after “claim 13”, insert --,--.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application is a continuation of co-pending U.S. Patent Application No.

15/042,636, entitled AUTHENTICATION TRANSLATIONfiled February 12, 2016 which is

incorporated herein by reference for all purposes, which is a continuation of U.S. Patent

Application No. 13/706,254, entitled AUTHENTICATION TRANSLATIONfiled December5,

2012, now Patent No, 9,294,452, which is incorporated herein by reference for all purposes.

U.S. Patent Application No. 13/706,254 claimspriority to U.S. Provisional Patent Application

No. 61/569,112 entitled BACKWARDS COMPATIBLE ROBUST COOKIESfiled December9,

2011, and also claims priority to U.S. Provisional Patent Application No. 61/587,387 entitled

BIOMETRICS-SUPPORTED SECURE AUTHENTICATION SYSTEMfiled January 17, 2012,

both of which are incorporated herein by reference forall purposes.

BACKGROUNDOF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as password re-use, and/or the selection of poor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvements in authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodimentsof the invention are disclosed in the following detailed

description and the accompanying drawings.

0004] Figure | illustrates an embodimentof an environmentin which authentication

translation is provided.

[0005] Figure 2 illustrates an embodiment ofcredential information stored on a device.

[0006| Figure 3 illustrates an embodimentof a device with secure storage.

[0007] Figure 4 illustrates an example ofa renegotiation,

0008] Figure 5 illustrates an embodiment of a process for performing authentication

translation,

[0009| Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy servervia an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator

joort| Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments,
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process, an

apparatus, a system, a composition of matter, a computer program product embodied on a

computer readable storage medium: and/or a processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order of the steps of disclosed processes may be altered

within the scope of the invention, Unless stated otherwise, a componentsuch as a processor or a

memory described as being configured to perform a task may be implemented as a general

componentthat is temporarily configured to performthe task at a given time or a specific

component that is manufactured to perform the task, As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions,

[0013] A detailed description of one or more embodimentsofthe inventionis provided

below along with accompanyingfigures thatillustrate the principles of the invention. The

invention is described in connection with such embodiments, but the invention is not limited to

any embodiment. The scope of the invention is limited only by the claims and the invention

encompasses numerousalternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding ofthe

invention. These details are provided for the purpose of example and the invention may be

practiced according to the claims without someorall of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0014] Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown,a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.

todAttormey Docket No. MJARPOORC? PATENT
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie. Client device 106 includes a camera and a fingerprint sensor, Client

device 108 is a kiosk located in the lobby of a hotel. Kiosk [08 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as doorlocks.

[0015] Service 120 is a social networkingsite. Service 122 is a website of a bank.

Service 124 ts the online store of a boutique camera retailer, Each of services 120-124 requires a

username and password (and/or a cookie) froma user prior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service. Instead, users can authenticate themselves to an “authentication

translator’ via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment. For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodimentofcredential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each ofwhich contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template 1s a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includes a collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint ofthe registered user(i.e., the owner of a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance with different protocols, as captured during warm vs. cold conditions, and/or byitself
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or in combination with multiple fingerprints). When other biometrics are employed(e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are included in the template. Other types of features can also be included in

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

such as device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representationofthis

information can be stored in template 212, Also suppose Alice’s niece, who sometimes uses

Alice’s laptop computer whenvisiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of 90 words per minuteis similar enough to Alice’s typical behavior,it is

considered a match. Various policies can be included in a profile that govern how matchesare to

be performed, For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g, vault 220). The vault, in turn, contains

triples specifying a service provider/domain, a username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. The credential for a service provider/domain can be a

password(e.g., for legacy servers), and can also take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods).

{0018| In some embodiments,profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secureat least a portion of the

authentication information,

{0019| One example of a device with secure storage is illustrated in Figure 3. In the

example shown, a mobile phone 300 includes a large and insecure storage 302 attachedtoafast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g., a camera or a fingerprint reader), Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensor via a restricted API.

As another example, a unique decryption key associated with a given vault can be stored ina

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention,

Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.

[0020] Example Transaction Types

[0021] A variety of transaction types can take place in the environment shown in Figure

1, examples of which are discussed in this section.

[0022] Initial Registration

[0023] In order to begin using the techniques described herein, users perform some form

of initial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the program to capture various biometric information(e.g., fingerprints,

photographsofher face, etc.). A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain nameofsocial networking site 120, along

with her username and password for site 120, In other embodiments,

domain/username/credential informationis at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronizeit across her devices (e.g., 102 and 104), as

described in more detail below.

[0024| Otherregistration approaches canalso be used. For example,registration can be

integrated into the experiencethefirst time a device is used, Thus, when Bobfirst turns ontablet

106, he may be prompted to take a picture ofhis face (with a profile/templates being created in

response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet havea profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second userof the device.

[0025] Authentication

[0026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performsa fingerprint scan, which causes her biometric

features to be extracted and compared to any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider(i-e.,

website 122). Ifa matching entry is found, the associated domain, username, and site credential

are extracted from the vault. In some embodiments, the validity of the domain name mappingis

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSLcan be

used, for example. A variety of policies can be involved when performing matching. For

example, to access certain domains, Alice’s print may need only match template 210, To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely need to besitting in

front of her computer, which has an integrated webcam. Even in relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(1-e., requiring her

to turn on a brightlight) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

order to access retailer 124, as distinguished from when her IP address indicates she is at home.

[0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scannerthat is connected to the user's

primary device via USB). In such scenarios, the peripheral device may be responsible for storing

at least a portion of authentication information and may perform at least some of the

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor 308 and storage 306 maybe present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice’s login to banking website 122 is successfully

completed, the secure session can be handed over fromthe peripheral device to the primary

device, in a way that does not allow the primary device retroactive access to the plaintext data of

the transcripts exchanged between the peripheral device and the service provider. One waythis

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device, This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performedto a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiatesa first

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The newkeyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key ofthe
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renegotiated session is independentof the key of the original session; this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, butit is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure componentofthe primary device 404 performsthe

negotiation of the SSL connection and another and potentially insecure componentofthe

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodiment of a process for performing authentication

translation. The process begins at 502 when a request to access a resource Is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishes to sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authentication translator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (e.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice ifshe fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds),

0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. If a suitable match is found, and if an entry forsite 120 is present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed, In

particular, the username and passwordfor the website, as stored in a vault, such as yault 220, are

retrieved from the vault.

[0032] Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506, The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable),

[0033] Other devices can also make use ofprocess 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compare it to stored templates/vault information. [f an appropriate matchis found, a credential

can be retrieved from the vault on her phone(or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site

120, whether via a dedicated application or via a web browserapplication installed onthe tablet.

Charlie's photograph is taken, and then compared against the profiles stored on tablet 106 (e.g.,

both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.2., by displaying a companydirectory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users(e.g., with stored voiceprintorfacial

recognition features) can be granted access to additional/otherwise restricted services in

accordance with the techniques described herein and process 500,

[0036] New device

{0037 In some embodiments, to register a newdevice, a user provides an identifier, such

as a usemmame or an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service. In some embodiments, the templates/vaults are

encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,

while thestill encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting ofall ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a user thinking she is merely authenticating -- or worsestill,

simply touching the device. Moreover,it translates into higher entropy of the decryption keys.

[0038] Backup Authentication

[0039] Backupauthentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated with it, e.g., where thefirst template includes fingerprint features and the

second template includes voice biometric, facial recognition,oriris detection features. Asa

second example, where the service Alice is connecting to is a legacy website(i.e., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanismsby Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e.g..

under duress) to release the contents of their vaults, For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal. As one example, in the event Alice suppliesall 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized. Refreshes can also be madein accordance with user-configured

restrictions, For example, Alice’s employer could preventprivileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of

software and data, andto tie a license or access rights to a person (and her fingerprint) rather

than toa device. As yet another example, in some embodiments (e.g,, where a device is made

publicly available or otherwise shared by many users), no or a reduced amount of authentication

information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140,

[9043] Remote wiping

{0044| Remote wiping ofa user’s authentication information (e.g., templates) can be

used both to “unshare” previously shared devices (e.g., where Bob and Charlie both have user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new deviceregistration process, inconvenienceto the user will be minimized.

[0045] Legacy Server Support

[0046] New authentication schemes typically require changes to a significant codebase

residing with service providers. If the code is well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so. The engineers whooriginally

wrote the code of relevance may have long since left the company; the code they left behind may

be poorly documented -- if documentedat all. In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that does not follow guidelines

for good code. This makes updates to the codebase impractical or virtually impossible in many

common cases. Even if none of these challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store

an extra field in a backend database), because every affected part ofthe organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modification to

such legacy servers.

[0048] Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For onething, they are sometimes deleted --

whetherexplicitly/intentionally by the end user or by the user’s software. In addition, cookies

are commonly stolen. Approaches such as cache cookies and identification using user agents can

be moreresistant to these problems, however, they have their own problems. For example, their

use requires hew code and newfields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 areillustrated as single logical devices in Figure 1,

In some embodiments, the translators comprise standard commercially available server hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM,and one or more Gigabit network interface

adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or more third parties. For

example, translators 134 and 136 maystore user credential information or may task cloud

storage service 140 with storing at least a portion ofthat information.

{oo051| In the case of authentication translator 134, service is provided with respect to

bank website 122 only. Authentication translator 134 is positioned between a legacy web server

(122) and the Internet (110) -- and therefore between the legacy server and any client devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devicesso that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged. Authentication translator 136 works

similarly, but it provides authentication translation as a third party service to multiple providers,

an example of which is online cameraretailer 124.
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0052] Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the request is intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/passwordassociated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device,

[0053] Figure 6 illustrates an example of what occurs whena client device first visits the

site of a legacy server via an authentication translator. The translator(referred to in the figure as

a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy

server respondsto the request and sets a cookie. The proxy passes on the response, including the

cookie and also a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agentof the client device. This triplet of information is also

referred to herein as an identifier.

0054] Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator, In this scenario, the device's

request is accompanied by some form of identifying information. The proxy uses this

information to identify the associated cookie and passes this along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if notall of the identifying

informationis present in the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

{0055| The translation of cache cookies and user agent information to cookies involves a

two-way translation. First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a newrecord in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser-- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the deyice in most cases. Moreover, while some ofthese types of data may change

overtime -- in fact, all of them may -- they do not typically change, and when one or two of
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them do, the others typically do not. Whenthe client device is usedto visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user passwordis updated (e.g., as part of an annual or other periodic

requirement), the transmission ofthis request to the user can be suppressed-- in which casethe

database of the proxyis updated to create the illusion of an update, The user can be involved in

authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHAcan be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments, Cache cookies can be associated with a particular webpage, just like an HTML

cookie can. In the example shownin Figure8, the proxy wishes to associate a page “calling

page.html” with a cache cookie. It embeds a request for a second object, “samename.html” in

callingpage.html for every visitor, However, as the cache cookie is set for one visitor, a

customized samename,htmlis served to this visitor. The page samename.htmlrefers to an object

with a different name for each user, that objectis referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.html in callingpage.html. Theclient

browser attempts to renderthis, causing a request for samename.html from the server. The server

configures samename.html to refer to a uniquely named file uniquename.jpg, and serves

samename.htmlto the client. For the client browser to render samename.html, it requests thefile

uniquename.jpg, whichis intentionally not served. That concludes the setting of a cache cookie.

As a user returns to the page callingname.html, the browser again attempts to renderthe entire

page, which causesit to load the object samename.html from its cache. As that is rendered, the

client browser requests uniquename.jpg, which is not in its cache (since it was not served

previously), The server still does not serve it, but takes note of the nameofthe file being

requested, as it identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareofit being rendered.

j0057| A cache cookie is an implementation of the typical cookie functionality that uses

the client device's browser cache. Unlike user agents, it does not change over time, and like

standard HTML cookies, it cannot be read by a party other than that which set it. However,like
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HTMLcookies,it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded tn the referring pages. This adds a potential round of communication in somesettings,

Byrelying on user agent information, cache cookies, and HTML cookiesto identify the client

device, itis much morelikely that a machine will be recognized than if only HTML cookies are

used,

[0058] Although the foregoing embodiments have been described in some detail for

purposesofclarity of understanding, the inventionis not limited to the details provided. There

are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive,

[0059] WHATIS CLAIMEDIS:
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CLAIMS

I. A system, comprising:

a processor configured to:

receive, at an authentication translator, a request to access a resource and an
‘hy authentication input, wherein the authentication input correspondsto at least one stored

record and wherein the stored record is associated at least with the resource;

in response to the receiving, access a previously stored credential associated with

the resource; and

cause the credential to be provided to the resource; and

0 a memory coupled to the processors and configured to provide the processor with

instructions,
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application is a continuation of co-pending U.S.
patent application Ser. No, 13/706.254, entitled AUTHEN-
TICATION TRANSLATION filed Dec. 5, 2012 which is

incorporated herein by reference for all purposes. U.S.
patent application Ser, No. 13/706,254 claims priority to
U.S. Provisional Patent Application No. 61/569.1]2 entitled
BACKWARDS COMPATIBLE ROBUST COOKIESfiled

Dec. 9, 2011, and also claims priority to U.S. Provisional
Patent Application No. 61/587,387 entitled BIOMETRICS-
SUPPORTED SECURE AUTHENTICATION SYSTEM

filed Jan. 17, 2012, both of which are incorporated herein by
reference for all purposes.

BACKGROUND OF THE INVENTION

Providing credentials to a service, whether via a mobile or
other device, ts ofien a tedious expenence Jor a user.
Unfortunately, to make authentication easier for themselves,
users will ofien engage in practices such as password re-use,
and/or the selection of poor quality passwords, which render
their credentials less secure against attacks. Accordingly,
improvements in authentication techniques would be desir-
able, Further, it would be desirable for such improvements
to be widely deployable, including on existing/lepacy sys-lems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments ofthe invention are disclosed in the

following detailed description and the accompanying draw- -
ings.

FIG. 1 ilusteates an embodiment of an environment in

which authentication translation is provided.
FIG. 2 illustrates an embodiment of credential informa-

lion stored on a device.
FIG, 3 illustrates an embodiment of a device with secure

storage.
FIG. 4 illustrates an example of a renegotiation.
FIG, § illustrates an embodiment of a process lor per-

forming authentication translation,
FIG. 6 illustrates an example of what occurs when 4 client

device first visits the site of a legacy server via an authen-
tication translator.

FIG, 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an 5
authentication translator.

PIG, $ shows the structure of an example of a cache
cookie used in some embodinients.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as & process; an apparatus; a system: a composi-
tion of matter, a computer program product embodied on a
computerreadable storage medium: and/or a processor, such
a a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the invention may take, may be referred to as tech-
niques. In general. the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
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a memory described as being configured to perform a task
may be implemented as a general component that is tem-
porarily configured to perform the task al a given time or 4
specili¢ componentthat 1s manufaetured to perform the task.
As used herein, the term ‘processor’ refers to ome or more
devices, circuits. and/or processing cores configured to
process data. such as computer program instructions.

A detailed description ofone or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrate the principles of the invention, The
invention is described in connection with such embodi-

ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
ihe invention encompusses numerous allernatives, modil-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without someor all of
these specific details. For the purpose ofclarity, technical
material that is known in the technical fields related to the
invention has not been described mn detail so that the

invention is nel unnecessarily obscured,
FIG, 1 illustrates an embodiment of an environment in

which authentication translation is provided. In the example
shown, a variety ofclient devices 102-108 connect, via one
or more networks (represented as a single network cloud
110) to a variety of services 120-124 (ulso referred to herein
as sites 120-124). In particular, client device 102 is 4
notebook computer owned by a user hereinatter referred to
as Alice. Notebook 102 includes a camera, a microphone,
and a fingerprint sensor. Client device 104 is a smartphone,
also owned by Alice. Client device 104 includes a camera.
Client device 106 is a tablet owned by Bob, and sometimes
used by Bob's son Charlie. Client device 106 includes a
camera and a fingerprint sensor, Client device 108 is a kiosk
located in the lobby of a hotel. Kiosk 108 includes a camera
and a microphone. The techniques deseribed herein can be
used with or adapted to be used with other devices. as
applicable. For example. the techniques can be used in
conjunction with gaming systems, with peripheral devices
such as mice, and with embedded devices, such as door
locks.

Service 120 is a social networking site, Service 122 15 a
website of a bank, Service 124 is the online store of a

boutique camera retailer. Fach of services 120-124 requires
a username and password (and/or a cookie) froma user prior
to giving that user access to protected content and/or other
features. As will be described in more detail below. using the
iechniques described herein, users need not type such user-
names and passwords into their devices whenever required
by a service, Instead, users can authenticate themselves to an
“authentication translator” via an appropriate technique, and
the authentication translator will provide the appropriate
credentials to the implicated service on the user's behalf.
Also as will be described in more detail below, authentica-

tion translators can be located in a variety ofplaces within
an environment. For example, notebook computer 102
includes an authentication translator module 132 that pro-
vides authentication translation services. The other devices
104-108 can also include (bul need not include) their own
respective authentication translator modules, The owner of
bank website 122 also operates an authentication translator

5 134 associated with the bank. Finally, authentication trans-
lator 136 provides authentication translation services to a
variety of businesses, including online camera retailer 124,
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FIG. 2 illustrates an embodiment ofcredential informa-

lionstored on a device. In particular, device 200 stores three
user profiles 202-206, each of which contains a username
and one or more templates (e.g.. template 210) associated
with the user, In various embodiments, a template is a
collection of biometric features. Using fingerprints as an
example type of biometric. a corresponding template
includes a collection of patterns, minutia, and/or other
features that can be matched against to determine if a
person’s fingerprint matches the fingerprint ofthe registered
user (ie.. the owner ofa given user profile). A representation
ofa single fingerprint may be included in multiple templates
(e.g., in different resolutions. in accordance with different
protocols, as captured during warm vs. cold conditions,
and/or by itself or in combination with multiple fingerprints)
. Whenother biometrics are employed (e.g.. facial recogni-
lion, voiceprint, or retina scan lechnology), features appro-
priate to those types of biometrics are included in the
template. Other types of features can also be included in
templates. As one example, a user's typing speed and/or
accuracy can be measured by a device, such as device 102,
and used to distinguish between multiple users of a device.
For example, suppose Alice types at 100 words per minute
and rarely makes mistakes. A representation of this infor-
mation can be stored in template 212. Also suppose Alice's
mece, Who sometimes uses Alice’s laptop computer when
visiting Alice types at 20 words per minute and makes many
mistakes. In some embodiments, the fact that a user was

recently (e.g., within the last 5 minutes) typing on laptop 102
at 90 words per minute is evidence of a match against 3
template 212, In this case, the typing speed of ) words per
minuie is similar enough to Alice's typical behavior, it is
considered a match. Various policies can be included in a
profile that govern how matches are to be performed. Por
example, policies can specily thresholds/tolerances for what -
constitutes a match, and can specily that different levels of
matches can result in different levels of access to different
resources.

A profile is associated with a vault (e.g.. vault 220), The
vault, in turn, contains triples specifying a service provider!
domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account

numbers, address/phone number information, and health
care data. The credential for a service provider/domain can
be a password (e.g., for legacy servers), and can also take
alternate forms (e.g., a cryptographic key for service pro-
viders supporting stronger authentication methods).

In some embodiments, protiles, templates, and vaults
(collectively “authentication information”) are stored
entirely in an unprotected storage area, and are stored in the §
clear. In other embodiments. secure storage techniques are
used to secure at least a portion of the authentication
information,

One example ofa device wrth secure storageis illustrated
in FIG. 3, In the example shown, a mobile phone 300
includes a large and insecure storage 302 attached to a fast
processor 304, and a smaller but secure storage 306 attached
to a dedicated processor 308 and a sensor 310 (e.g., a cumera
or a fingerprint reader). Users (and applications) can read
from and write to the insecure storage area. However, users
cannot access the secure storage area, and the fast processor
can only communicate with the dedicated processor/sensor
via a restricted API, As another example, a unique deeryp-
lion key associated with a given vault can be stored in a
profile. The vault is an encrypted and authenticated con-
lainer that can be stored on insecure storage, e.g., on the
device. and also backed up (e.g.. to a cloud storage service
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140 or to an alternate form ofexternal storage). As needed,
authentication information or portions thereolcan be loaded
into secure storage and decrypted. Mor example, one can use
AES to encrypt the files one by one. using a key stored on
the secured storage. A message authentication technique,
such as LIMLAC, can be used for authenticating the encrypted
files to provide tamper prevention. Profiles and vaults can be
updated while in secure storage: if this occurs, they are
encrypted and MACed before being written back to the
insecure storage. which may in turn propagate them to
external backup storage. In yet other embodiments. profiles
and vaults are stored entirely in secure storage, in plaintext.
which allows them to be both read and written--and in

particular, searched.
Example Transaction Types
A variety of transaction types can take place in the

environment shown in FIG. 1, examples of which are
discussed in this section,

Initial Registration
In order to begin using the techniques described herein.

users perform some form of initial registration. As one
example, suppose Alice launches an enrollment prograni
installed on laptop 102, She uses the program to capture
various biometne information (e.g. fingerprints, photo-
graphs of her face, etc.). A user profile is created for Alice,
and the biometric information captured about her is encoded
into a plurality of templates, such as templates 210 and 214,
In some embodiments, Alice is also explicitly asked to
supply credential information for services she would like to
use, such as by providing the domain name ofsocial
networking site 120. along with her username and password
for site 120. In other embodiments, domain/username/cre-
dential information is at least passively captured on Alice’s
behalfand included in one or more vaults such as vault 220.

Credential information can also be important from a browser
password manager already in use by Alice or other appro-
priate source. In some embodiments, Alice also registers
with cloud storage service 140, which will allowher to back
up her authentication information and to synchronize it
across her devices (e.g.. 102 and 104), as described in more
detail below,

Other registration approaches can also be used, Por
example, registration can be integrated into the experience
the first time a device is used. Thus, when Bobfirst turns on

tablet 106, he may be prompted to take a picture ofhis face
(with a profile/templates being created in response), Simi-
larly, the first time Charlie uses tablet 106, the techniques
described herein can be used to determine that Charlie does

not yet have a profile (e.g., because none of the templates
already present on tablet 106 match his biometrics) and
Charlie can be prompted to enroll as a second user ofthe
device.

Authentication

Suppose Alice wishesto authenticate to banking website
122. Using a fingerprint reader incorporated into her laptop,
she perfornis a fingerprint scan, which causes her biometric
features to be extracted and compared to any stored tem-
plates residing on her computer. If a match is found, an
associated decryption key is selected, and the associated
vault is loaded and decrypted. The vault is scanned for an
entry that matches the selected service provider(1.c., website
122). [fa matching entry is found, the associated domain,
username,and site credential are extracted from the vault. In

some embodiments, the validity of the domain name map-
ping is verified at this point to harden the system against
domain name poisoning. Next, a secure connection is estab-
lished between Alice’s computer and the service provider,
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and Alice is authenticated, Por service providers supporting
strong user authentication. mutual SSL can be used, for
example. A variety of policies can be involved when per-
forming matching. For example, to access certain domains,
Alice's print may need only match template 210. To access
other domains. Alice may need to match multiple templates
(e.g.. both 210 and 214). As another example. in order to
access social networking site 120, Alice may merely need to
be sitting in front of her computer, which has an integrated
webcam. Even in relatively low light conditions. a match
can be performed against Alice’s face and features stored in
a template. However, in order to access bank website 122,
Alice may needa high quality photograph (i-e,. requiring her
to tum on a bright light) and may need to demonstrate
liveness (e.2., by blinking or turing her head). As yel
another example. other contextual information can be
included in policies, For example, if Alice's IP address
indicates she is in a country that she is not usually in, she
may be required to match multiple templates (or match a
template with more/better quality features) in order to access
retailer 124, as distinguished from when her IP address
indicates she is at home.

In some embodiments, the biometric sensor used by a user
may be a peripheral device (e.g... a mouse with an integrated
fingerprint scanner that is connected to the user's primary
device via USB). In such scenarios, the peripheral device
may be responsible for storing at least a portion of authen-
lication information and may perform at least some ofthe
authentication tasks previously described as having been
performed by Alice’s computer. Vor example, instead of3
processors 304 and 308. and storages 302 and 306 being
collocated on a single device (e.g., laptop 102), processor
304 and storage 302 may be present on a primary device, and
processor 308 and storage 306 may be present on a periph-
eral device (e.p., that also includes a sensor, such as a
fingerprint reader),

In such scenarios, once Alice’s login to banking website
122 is successfully completed. the secure session can be
handed over from the peripheral device to the primary
device, in a way that does not allow the primary device
retroactive access to the plaintext data of the tanscripts
exchanged between the peripheral device and the service
provider. One way this can be accomplished is by renego-
tiating SSL keys between the peripheral device and the
website, after which the newly negotiated key can be handed
off from the peripheral device to the primary device. This
avoids retroactive credential capture in a setting where the
device is infected by malware.

An example of renegotiation is depicted in FIG. 4. Spe-
cifically, afier a user has successfully authenticated to a 5
fingerprint reader, a login is performed to a service provider.
Using the primary device (404) as a proxy, the peripheral
fingerprint reader 402 negotiates a first SSL connection
(408) with a service provider 406, over whichcredentials are
exchanged, The proxy then renegotiates SSL (410), which
replaces the old key with a new one. The new key is
disclosed to the device, which then seamlessly takes over the
connection with the service provider and performs the
transaction protected bythe authentication. The credentials
exchanged during the first SSL connection cannot be
accessed by device 404, since the key of the renegotiated
session is independent of the key of the original session: this
provides protection against malware residing on the device.
Renegotiation can be used when the primary device 404 is
believed to be ina sale state when performing the negotia-
ion of the SSL connection, but it is not known whetherit is
in a safe state during the transaction protected by the
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authentication. Renegotiation can also be used when a
secure component of the primary device 404 performs the
negotiation of the SSL connection and another and poten-
tially insecure component of the primary device 404 is
involved in the transaction protected by the authentication.

FIG, § illustrates an embodiment of a process for per-
forming authentication translation. The process begins at
502 when a request to access a resource Is received, as 1s an
authentication input. One example of the processing per-
formed at 502 is as follows. Suppose Alice wishes to sign
into social networking website 120. She directs a web
browser application installed on client 102 to the social
networking website. Authentication translator module 132
recognizes, fromthe context ofAlice’s actions (e.g.. that she
is allempling lo access site 120 with her browser) that she
would like to access a particular resource. Authentication
translator module 132 prompts Alice (e.g.. by a popup
message or via a sound) to provide biometric information
(e.g. to use the integrated fingerprint reader on her laptop).
In some embodiments. the translator module does not

prompt Alice, for example, because Alice has been trained to
provide biometric information automatically when attempt-
ing 10 access certain resources. In yet other embodiments,
the translator module only prompts Alice if she fails to

5 provide acceptable biometric information within a timeout
period (e,g., 30 seconds).

Module 132 compares Alice's supplied biometric data to
the templates stored on her computer. Ifa suitable match is
found. and ifanentry for site 120 is presentin the applicable
vault, at 504, a previously stored credential associated with
the resource is accessed, In particular, the username ancl
password for the website, as stored in a vault, such as vault
220, are retrieved from the vault.

Finally, at 506, the credential is provided to the resource,
Forexample, Alice's username and password for site 120 are
transmitted to site 120 at 506. The credential can be trans-

mitted directly (e.2., by the module or by Alice’s computer)
and can also be suppliedindirectly (e.g.. through the use of
one of more proxies, routers, or other intermediaries, as
applicable).

Other devices can also make use of process 500 or
portions thereof. For example. when Alice launches a bank-
ing application on phone 104, implicit in her opening that
application is her desire lo access the resources of website
134. The application can take Alice's picture and compare it
to stored templates/vaul{ information. If an appropriate
match is found, a credential can be retrieved fromthe vault

on her phone (or. e.g.. retrieved [rom cloud storage service
140) and provided to website 134.

As another example, suppose Charlie is using tablet 106
and attempts to visit site 120. whether via a dedicated
application or via a web browser application installed on the
tablet. Charlie’s photograph is taken. and then compared
against the profiles stored on tablet 106 (¢.g., both Bob and
Charlie's profiles), When a determination is made that
Charlie's photograph matches a template stored in his stored
profile (and not, e.g., Bob's). Charlie's credentials lor site
120 are retrieved from a vault and transmitted by an authen-
fication translator module residing on client 106.

‘As yet another example, kiosk 108 can be configured to
provide certain local resources (¢.g., by displaying a com-
pany directory or floor plan on demand) when users speak
certain requests into a microphone. Enrolled users (e.g.. with
stored voiceprint or facial recognition leatures) can be

5 granted access to additional/otherwise restricted services in
accordance with the techniques described herein and process
S00.

APPL-1005

APPLEINC./ Page 217 of 343



APPL-1005 
APPLE INC. / Page 218 of 343

US 10,360,351 BI
¥

New Device

In some embodiments, to register a new device, a user
provides an identilier, such as a username or an account
number to the device. The new device connects to an

external storage (such as cloud storage 140), provides the
user identifier and credential, and downloads the user’s

iemplates/vaulis from the service. In some embodiments, the
templates/vaults are encrypted, Once downloaded, the tem-
plate is decrypted and stored in a secure storage area, while
the still encrypted vault can be stored in insecure storage.
The decryption key can be generated from information the
user has/knows, or from biometric data—such as features

extracted from fingerprinting of all ten fingers. In some
embodiments, more arduous fingerprinting is required for
the setup of a new device than for regular authentication to
avoid that a newdevicegets registered bya user thinking she
is merely authenticating—or worsestill, simply touching the
device, Moreover, it translates into higher entropy of the
decryption keys.

Backup Authentication
Backup authentication allows a user, such as Alice, to

access resources in the event she is unable to or unwilling to
interact with a particular biometric sensor. As one example,
instead of having a single template associated with her
profile. Alice can have multiple templates associated with it,
e.g,, Where the first template includes fingerprint features
and the second template includes voice biometric. facial
recogmition, or iris detection features. As a second example,
where the service Alice is connecting to is a legacy website
(Le.. one that users authenticate to using usernames and 3
passwords), such a service would allow the use ofpasswords
and password reset mechanisms by Alice without requiring,
Alice to use a fingerprint reader.

In various embodiments, environment 100 supports the
ubility ofusers (e.2.. under duress) to release the contents of -
their vaults. For example, ifAlice was physically threatened
with the loss of a finger by a criminal, Alice could instead
release the contents ofher vault(s)—the ultimate goal ofthe
criminal. .As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or
supplies a fingerprint and a second identifier, a cleartext
version of her vaull(s) could be made available.

Access Policies

In various embodiments, cloud storage seryice 140 is
configured to accept backups from multiple devices associ-
ated with a single account, and synchronize the updates so
that all devices get automatically refreshed. For example,
Alice's laptop 102 and phone 104 could both communicate
with cloud storage service 140 which would keep their
authentication information synchronized. Refreshes can also 5
be made in accordance with user-configured restrictions. For
example, Alice’s employer could prevent privileged
employer data trombeing stored on shared personal devices.
or on any device that was not issued by the employer. As
another example, arbitrary policies can be defined regarding
the access to and synchronization of software and data, and
lo tie a license or access rights to a person (and her
fingerprint) rather than to a device, As yet another example,
in some embodiments (e.g., where a device is made publicly
available or otherwise shared by many users). no or a
reduced amount ofauthentication information resides on a

device, and at least a portion of authentication information
is always retrieved from cloud storage service 140,

Remote Wiping
Remote wiping of a user's authentication information

(e.g., templates) can be used both to “unshare” previously
shared devices (e.g., where Bob and Charlie both have user
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profiles on their shared tablet 106), and to avoid that
criminals with physical component access to lost devices
gain access to templates and vault contents. ln some embodi-
ments, polices such as ones where a template self-wipes if
it is not matched within « particular duration of time are
supported. Since user data can be frequently backed up to
the cloud storage. and recovered [rom this using the new
device registration process, inconvenience tothe userwill be
minimized.

Legacy Server Support
Newauthentication schemestypically require changes to

a significant codebaseresiding with service providers.If the
code is well written and documented, such changes may be
relatively simple. Commonly, though, this may not be so,
The engineers who originally wrote the code of relevance
may have long since lefi the company: the code they left
behind may be poorly documented—ifdocumented atall. In
severe cases, the legacy code may have been writlen in an
outdated programming language or written in a way that
does not follow guidelines for good code. This makes
updates to the codebase impractical or virtually impossible
in many common cases. Even if none of these challenges
complicate the desired modifications, it is commonly a great
bureaucratic burden to obtain permission to make modifi-
cations (¢.g., lo store an extra field in a backend database),
because every allected pan of the organization may need to
review the request,

As will be described in the following section, the tech-
nologies described herein can be used in conjunction with
legacy servers (e.g., existing servers that rely on usernames
and passwords to authenticate users), and in particular. can
be used without requiring modification to such legacy serv-ers.

Cookies

Cookies are commonly used by legacy servers lor user
authentication, Unfortunately, cookies have several prob-
lems. For one thing, they are sometimes deleted—whether
explicitly/intentionally by the end user or by the user's
software. In addition, cookies are commonly stolen,
Approaches such as cache cookies and identification using
user agents can be more resistant to these problems, how-
ever, they have their own problems. Por example, their use
requires new code and newfields in the credential database
slored by the server.

In some embodiments, authentication translators, such as

translators 134 and 136 (also referred to herein as proxies)
provide authentication translation services on behalf of
associaled services. Translators 134 and 136 are illustrated

as single logical devices in FIG. 1. In some embodiments,
ihe translators comprise standard commercially available
server hardware (¢.g.. a multi-core processor. 44+ Gigabytes
of RAM,and one or more Gigabit network interlace adapt-
ers) and run typical server-class operating systems (¢.g.,
Linux). Translators 134 and 136 can also be implemented
using a scalable, elasic architecture and may comprise
several distributed components, inchiding components pro-
vided by one or more third parties. For example, translators
134 and 136 may store user credential information or may
task cloud storage service 140 with storing at least a portion
ofthat information.

In the case of authentication translator 134, service is

provided with respect to bank website 122 only. Authenti-
cation translator 134 ts positioned between a legacy web
server (122) and the Internet (110)——and therelore berween

5 the legacy server and any client devices. Authentication
translator 134 is configured to translate tmaflic between the
legacy server and client devices so that the client devices
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(and respective users) perceive the new authentication
mechanism, while the legacy server remains unchanged.
Authentication translator 136 works similarly, but it pro-
vides authentication translation as a third party service to
multiple providers, an example of which is online camera
retailer 124.

Authentication translators 134 and 136 can also perform
process 500. For example, when a device transmils a request
lo access website 122. the request is intercepted by translator
134, as is cookie/user agent information, The received
information can be used to determine a username/password
associated with the device, and that information can be

passed by translator 134 to website 122 on behall of the
device,

FIG,6 illustrates an example of what occurs when a client
device first visits the site of a legacy server via an authen-
lication translator, The translator (referred to in the figure as
a “proxy”) fails to identify the client, and passes on the
request to the legacy server, The legacy server responds to
the request and sets a cookie. The proxy passes on the
response. including the cookie and also a cache cookie. The
proxy stores the information about both these types of
identifiers, along with the user agent ofthe client device.
This triplet of information is also referred to herein as an
identifier,

FIG, 7 illustrates an example of what occurs when a
device subsequently visits the site of a legacy server via an
authentication translator. [n this scenario, the device's
request is accompanied by some form of identifying infor- 2
mation. The proxy uses this information to identify the
associated cookie and passes this along to the legacy server,
along with the request, In some embodiments, additional
processing is also involved. Por example, reading a eache
cookie may require user interaction. Moreover, if not all of -
the identilying information is present in the request, the
proxy can be conligured to set the missing information again
by sending a corresponding request to the client device.

The translation of cache cookies and user agent informa-
tion to cookies involves a two-way translation. First, when
the legacy server sets a cookie, the proxy will set the two
\ypes of cookies—both an HTML cowkie and a cache
cookie—and then create a new record in which the two

cookies are stored, along with the user agent information of
the client device, The user agent information can include
quite a bit of dala associated with a browser—suchas the
browser type and version. the clock skew, and the fonts that
are installed, While each of these pieces of information only
contributes a small amount of entropy. the collection of
items can be sufficient to identify the device in most cases. 3
Moreover. while some of these types of data may change
over time—in fact, all of them may—they do nottypically
change, and when one or two of them do,the others typically
do not. When the client device is used to visit a site

controlled by the legacy server, the cookie, cache cookie and
user agent information are read (if available), the record
identified, and the request translated and sent to the legacy
server, Whena legacy server requests that the user password
is updated (e.g.. as part of an annual or other periodic
requirement), the transmission of this request to the user can
be suppressed —in which case the database of the proxy is
updated to create the illusion of an update. The user can be
involved in authentication as needed. e.g.. if. in addition to
supplying a credential, a user must also solve a CAPTCTIA,
the CAPTCTLA can be displayed to the user (with the user’s
credentials being handled in accordance with the techniques
described herein).
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FIG. § shows the structure of an example of a cache
cookie used in some embodiments. Cache cookies can be

associated with a particular webpage. just like an [TTML
cookie can. In the example shown in FIG. 8. the proxy
wishes to associate a page “calling page.html” with a cache
cookie. [t embeds a request for a second object, “same-
name.him!”in callingpage.htm! for every visitor. However.
as the cache cookie is set for one visitor, a customized
samename.html is served to this visitor, The page same-
name.hunl refers to an object with a different name for each
user; that object is referred to as “uniquename.jpg.” The
cache cookie is set by embedding the request for same-
nane.himl in callingpage-himl. The client browser attempts
to render this, causing a request for samename.him! fromthe
server. The server configures samename.html to refer lo a
uniquely named file uniquename,jpe. and serves same-
name.htm! to the client, For the client browser to render

samename.himl, it requests the file uniquename.jpg. which
is intentionally not served. That concludes the setting of a
cache cookie. As a user returns to the page calling-
name.hunl, the browser again attempts to render the entre
page, which causesit to load the object samename-htnlfroma
its cache. As that is rendered, the client browser requests
uniquename.jpz. whichis not in its cache (since it was not
served previously). The server still does not serve it, but
takes note of the name ofthe file being requested, as it
identities the client device. Note that samename.himl can be

displayed in a zero-sized iframe, which makes the end user
unaware ofit being rendered.

A cache cookie is an implementation of the typical cookie
functionality that uses the client device’s browser cache,
Unlike user agents, it does not change over time, and like
standard HTML cookies, it cannot be read by a party other
than that which set it. However, like HTMLcookies,it could
be deleted—by the user clearing his or her browser cache,
Cache cookies are not automatically transmitted with GET
requests, unless the cache elements are embedded in the
referring pages. This adds a potential round of communica-
lion in some setlings. By relying on user agent information,
cache cookies, and HTML cookies to identify the client
device, it is much more likely that a machine will be
recognized than if only HTMLcookies are used.

Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the detatls provided.
There are many allernalive ways of implementing the inven-
tion, The disclosed embodiments are illustrative and not
restrictive.

Whatis claimed is:

1. A system. comprising:
one or more processors configured to:

receive, at an authentication translator at a device, an

authentication input and an indication of a request,
by a user ofthe device, to access a resource external
to the device;

in response to determining, by the authentication trans-
lator at the device, a match using the received
aulhentication input, obtain access to a record stored
on the device, wherein the record is associated at
least with the external resource:

retrieve. from the stored record accessed at least in part
by determining, by the authentication translator at
the device, the match using the received authentica-
Hon input, a previously stored credential associated
with the external resource, wherein the previously
stored credential is different from the received

authentication input, and wherein the previously
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stored credential retrieved from the record stored on

the device comprises at least one of a cryptographic
key and » cookie;

establish a connection between the device and the

external resource to which the user requested access:
and

facilitate a login ofthe user to the external resource at
least in part by transmitting, on behalf of the user,
from the device and via the established connection,

output based at least in part on the at least one ofthe
cryplographic key and the cookie retrieved fromthe
record accessed at least in part by determining, by
the authentication translator at the device. the match-

ing using the received authentication input, wherein
the user of the device is logged into the external
resource based at least in part on the outputtrans-
mitted [rom the device on behalf of the user; and

a memory coupled to the one or more processors and
configured to provide the one or more processors with
instructions.

2. The system of claim 1 wherein the authentication input
is received in response to a user-supplied biometric input
matching a template,

3. The system of claim 1 wherein the device further
includes a biometric input component.

4. The system of claim 1 wherein the one or more
processors are further conligured to facilitate a session.
renegotiation.

5. The system of claim 1 wherein the one or more
processors are further configured to receive, from a remote
sysiam, an encrypted container that includes at least one
template containing biometric features,

6. The system of claim 1 wherein the authentication input
coniprises user agent information.

7. The system of claim 1 wherein the one or more
processors are further configured to receive a password
change request from the external resource and wherein the
one or more processors are configured to update the previ-
ously stored credential without user input.

8. The system ofclaim 1 wherein access to another stored
record associated with another resource is obtained using a
different authentication input.

9. The system of claim 1 wherein the authentication input
comprises a biometric inpul, and wherein access to the
record stored on the device including the previously stored
credential associated with the external resource is obtained

at least in part by determining, a match using the biometric
input.

10. The system of claim 1 wherein the authentication
translator at the device is associated with a plurality of
records stored on the device, wherein the plurality of records
comprise previously stored credentials associated with a
plurality of external resources, and wherein the accessed
record is included in the plurality ofrecords.

11. The system of claim 1 further comprising a secure
storage and an insecure storage, wherein the record is stored.
in the insecure storage, and wherein obtaining access to the
record comprises loading the record to the secure storage.

12. The system of claim 11 wherein the record stored in
the insecure storage is encrypted, and wherein obtaining
access to the record further comprises decrypting the record
loaded to the secure storage.

13. The system of claim 4 wherein the established con-
nection via which the outpul was transmitted is associated
with a first session, and wherein facilitating the session
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renegotiation comprises replacing a first key associated with
the first session with a second key associated with a rene-
gotiated session.

14, The system ofclaim 1 wherein the record stored on the
device further comprises at least one of a username, 4
password, an account number, address information, phone
information, and health care data,

15. The system of claim 1 wherein the match is deter-
mined at least in part by using at least one of a password and
a template. the template comprising at least one ofa finger-
print feature, a voice biometric feature, a facial recognition
feature, an iris detection feature, and a retina sean feature.

16, The sysiem of claim 1. wherein the one or more
processors are further configured to:

encrypt and authenticate at least a portion ofthe record;
and

perform a backup of the encrypted and authenticated
record W a remote storage entity, wherein the remote
storage entity is configured to synchronize records
between at least two devices associated with the user,

17. A method, comprising:
receiving, at an authentication translator at a device, an

authentication input and an indication ofa request, by
a user of the device, lo access 4 resource external to the
device;

in response 16 determining, by the authentication transla-
tor at the device, a match using the received authenti-
calion input. obtaining access io a record stored on the
device, wherein the record is associated at least with the
external resource,

retrieving. from the stored record accessed at least in part
by determining. by the authentication translator at the
device, the match using the received authentication
input, 4 previously stored credential associated with the
external resource, wherein the previously stored cre-
dential is different from the received authentication

inpul, and wherein the previously stored credential
retrieved from the record stored on the device com-

prises at least one ofa cryptographic key and a cookie:
establishing, using one or more processors. a connection

between the device and the external resource to which

the user requested access: and
facilitating a login ofthe user to the external resource at

least In part by transmitting, on behalf of the user, from
the device and via the established connection, output
based at least in part on the at least one of the
cryptographic key and the cookie retrieved from the
record accessed al least in part by determining. by the
authenticationtranslator at the device. the match using
the received authentication input, wherein the user of
the device is logged into the external resource based at
least in part on the output transmitted trom the device
on behalf of the user.

18. The method ofclaim 17 further comprising facilitating
a session renegotiahon.

19. The method of claim 17 further comprising receiving.
from a remote system. an enerypled container that includes
at least one template containing biometric features.

20. The method of claim 17 further comprising receiving,
a password change request from the external resource and
updating the previously stored credential without user input.

21, The method of claim 17 wherein access to another
stored record associated with another resource is obtained

using a dillerent authentication input.
22, The method of claim 17 wherein the authentication

input is received in response to a user-supplied biometric
input matching a template.
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23. The method of claim 17 wherein the device further

includes a biometric input component.
24. The method of claim 17 wherein the authentication

inpul comprises user agent information.
25. The method of claim 17 wherein the authentication

input comprises a biometri¢ input. and wherein access to the
record stored on the device including the previously stored
credential associated with the external resource is obtained

at least in part by determining a match using the biomeine
input,

26. The method of claim 17 wherein the authentication

translator at the device is associated with a plurality of
records stored onthe device. wherein the plurality of records
comprise previously stored credentials associated with a
plurality of external resources, and wherein the accessed
record is included in the plurality of records.

27. The method ofclaim 17 wherein the record is stored

in an insecure storage, and wherein obtaining access to the
record comprises loading the record lo a secure storage.

28. The method of claim 27 wherein the record stored in

the insecure storage 1s encrypted, and wherein obtaining
access [o the record further comprises decrypting the record
loaded to the secure storage.

14
29. The method of claim 18 wherein the established

connection via which the output was transmitted is associ-
ated witha firsi session, and wherein facilitating the session
renegotiation comprises replacing a first key associated with
the first session with a second key associated with a rene-
goliated session.

30. The methodofclaim 17 wherein the record stored on

the device further comprises at least one of a username, a
password, an account number, address information. phone
information, and health care data,

31, The method of claim 17 wherein the match is deter-

minedat least in part by using at least one ofa password and
a template. the template comprising at least one of a finger-
print feature, a voice biometric feature, a facial recognition
feature, an ins detection [eature, and a retina scan feature.

32, The method of claim 17, further comprising:
encrypt and authenticate at least a portion of the record:

and

perform a backup of the encrypted and authenticated
record t a remote storage entity. wherein the remote
storage entity is configured to synchronize records
between at least two devices associated with the user,

> + * #
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application is a continuation of co-pending U.S. Patent Application No.

13/706,254, entitled AUTHENTICATION TRANSLATIONfiled December 5, 2012 whichis

incorporated herein by reference for all purposes. U.S. Patent Application No. 13/706,254

claimspriority to U.S. Provisional Patent Application No. 61/569,112 entitled BACKWARDS

COMPATIBLE ROBUST COOKIESfiled December 9, 2011, and also claims priority to U.S.

Provisional Patent Application No. 61/587,387 entitled BIOMETRICS-SUPPORTED SECURE

AUTHENTICATION SYSTEMfiled January 17, 2012, both of which are incorporated herein

by reference for all purposes

BACKGROUND OF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as passwordre-use, and/or the selection of poor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvements in authentication techniques would be desirable. Further, tt would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodimentsof the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004] Figure | illustrates an embodimentof an environmentin which authentication

translation is provided.

[0005] Figure 2 illustrates an embodimentof credential information stored on a device.

[0006| Figure 3 illustrates an embodiment of a device with secure storage.

j0007| Figure 4 illustrates an example of a renegotiation,

0008] Figure 5 illustrates an embodiment of a process for performing authentication

translation,

[0009| Figure6illustrates an example of what occurs when a client device first visits the

site of a legacy server via an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator

joort| Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments.
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DETAILED DESCRIPTION

jOO12| The invention can be implemented in numerous ways, including as a process, an

apparatus, a system, a composition of matter, a computer program product embodied on a

computer readable storage medium: and/or a processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order of the steps of disclosed processes may be altered

within the scope of the invention, Unless stated otherwise, a component such as a processor or a

memory described as being configured to perform a task may be implemented as a general

componentthat is temporarily configured to performthe task at a given time or a specific

componentthat is manufactured to perform the task. As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions,

[0013] A detailed description of one or more embodiments ofthe inventionis provided

below along with accompanyingfigures thatillustrate the principles of the invention. The

invention is described in connection with such embodiments, but the invention is not limited to

any embodiment. The scope of the invention is limited only by the claims and the invention

encompasses numerousalternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding of the

invention, These details are provided for the purpose of example and the invention may be

practiced according to the claims without someorall of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

joo14| Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown,a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.

todAttomey Docket No. MJAKPOORC| PATENT
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie. Client device 106 includes a camera and a fingerprint sensor. Client

device 108 is a kiosk located in the lobby of a hotel. Kiosk 108 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as doorlocks.

[0015] Service 120 is a social networkingsite. Service 122 is a website of a bank.

Service 124 ts the online store of a boutique camera retailer. Each of services 120-124 requires a

username and password (and/or a cookie) from a userprior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service. Instead, users can authenticate themselves to an “authentication

translator” via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment. For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodimentofcredential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each ofwhich contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template 1s a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includes a collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint ofthe registered user(i.e., the owner of a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance with different protocols, as captured during warm vs. cold conditions, and/or byitself
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or in combination with multiple fingerprints). When other biometrics are employed(e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are included in the template. Other types of features can also be included in

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

such as device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representation ofthis

information can be stored in template 212, Also suppose Alice’s niece, who sometimes uses

Alice’s laptop computer whenvisiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of 90 words per minuteis similar enough to Alice’s typical behavior,it is

considered a match. Various policies can be included in a profile that govern how matchesare to

be performed, For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g., vault 220). The vault, in turn, contains

triples specifying a service provider/domain, a username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. Thecredential for a service provider/domain can be a

password(e.g., for legacy servers), and canalso take alternate forms(e.g., a cryptographic key

for service providers supporting stronger authentication methods).

0018] In some embodiments,profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secure at least a portion of the

authentication information,

{0019| One example of a device with secure storageis illustrated in Figure 3. In the

example shown, a mobile phone 300 includes a large and insecure storage 302 attachedtoafast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g,, a camera or a fingerprint reader), Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensor via a restricted API.

As another example, a unique decryption key associated with a given vault can be stored ina

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention,

Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.

[0020] Example Transaction Types

[0021] A variety of transaction types can take place in the environment shown in Figure

1, examples of which are discussed in this section.

[0022] Initial Registration

[0023] In order to begin using the techniques described herein, users perform some form

ofinitial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the program to capture various biometric information(e.g., fingerprints,

photographsofher face, etc.). A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain nameofsocial networking site 120, along

with her username and password for site 120. In other embodiments,

domain/username/credential informationis at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronize it across her devices (e.g., 102 and 104), as

described in more detail below.

[0024| Otherregistration approaches canalso be used. For example, registration can be

integrated into the experiencethefirst time a device is used, Thus, when Bobfirst turns on tablet

106, he may be prompted to take a picture ofhis face (with a profile/templates being created in

response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet havea profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second userof the device.

[0025] Authentication

[0026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performs a fingerprint scan, which causes her biometric

features to be extracted and compared to any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider(i-e.,

website 122). [fa matching entry is found, the associated domain, username, and site credential

are extracted from the vault. In some embodiments, the validity of the domain name mappingis

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSLcan be

used, for example, A variety of policies can be involved when performing matching. For

example, to access certain domains, Alice’s print may need only match template 210, To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely need to besitting in

front of her computer, which has an integrated webcam. Even in relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(i.e., requiring her

to turn on a brightlight) and may need to demonstrate liveness (e.g., by blinking or turning her

Attomey Docket No. MJIAKPOORC| 7 PATENT

APPL-1005

APPLEINC./ Page 231 of 343



APPL-1005 
APPLE INC. / Page 232 of 343

head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is ina country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

orderto access retailer 124, as distinguished from whenher IP address indicates she is at home.

[0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scannerthat is connected to the user's

primary device via USB). In such scenarios, the peripheral device may be responsible for storing

at least a portion of authentication information and may perform at least some of the

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor 308 and storage 306 maybe present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice's login to banking website 122 is successfully

completed, the secure session can be handed over from the peripheral device to the primary

device, in a way that does not allow the primary device retroactive access to the plaintext data of

the transcripts exchanged between the peripheral device and the service provider. One waythis

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device, This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performedto a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiatesa first

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The new keyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key ofthe
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renegotiated session is independentof the key ofthe original session; this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, but it is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure componentofthe primary device 404 performsthe

negotiation of the SSL connection and anotherand potentially insecure componentof the

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodimentof a process for performing authentication

translation, The process begins at 502 when a request to access a resource Is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishesto sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authentication translator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (e.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice if she fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds),

0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. Ifa suitable match is found, and if an entry for site 120 1s present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed, In

particular, the username and passwordfor the website, as stored in a vault, such as yault 220, are

retrieved from the vault.

[0032] Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506. The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable).

[0033] Other devices can also make use of process 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compare it to stored templates/vault information. If an appropriate matchis found, a credential

can be retrieved from the vault on her phone (or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site

120, whether via a dedicated application or via a web browserapplication installed on the tablet.

Charlie’s photograph is taken, and then compared against the profiles stored on tablet 106 (e.g.,

both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.2., by displaying a companydirectory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users (e.g., with stored voiceprintorfacial

recognition features) can be granted access to additional/otherwise restricted services in

accordance with the techniques described herein and process 500,

[0036] New device

{0037| In some embodiments, to register a newdevice, a user provides an identifier, such

as a usemmame or an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service. In some embodiments, the templates/vaults are

encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,

while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting ofall ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a user thinking she is merely authenticating -- or worsestill,

simply touching the device. Moreover,it translates into higher entropy of the decryption keys.

[0038] Backup Authentication

[0039] Backupauthentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated with it, e.g., where thefirst template includes fingerprint features and the

second template includes voice biometric, facial recognition,oriris detection features. Asa

second example, where the service Alice is connecting to is a legacy website (i.e., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanisms by Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e.g.

under duress) to release the contents of their vaults, For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal. As one example, in the event Alice suppliesall 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

{0042 In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized. Refreshes can also be made in accordance with user-configured

restrictions. For example, Alice’s employer could prevent privileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of

software and data, and to tie a license or accessrights to a person (and her fingerprint) rather

than to a device. As yet another example, in some embodiments (e.g., where a device is made

publicly available or otherwise shared by many users), no or a reduced amount of authentication

information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140,

[9043] Remote wiping

{0044| Remote wiping ofa user’s authentication information (e.g., templates) can be

used both to “unshare” previously shared devices (e.g., where Bob and Charlie both haye user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new device registration process, inconvenienceto the user will be minimized.

[0045] Legacy Server Support

[0046] New authentication schemes typically require changes to a significant codebase

residing with service providers. If the code is well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so, The engineers who originally

wrote the code of relevance may have long since left the company; the code they left behind may

be poorly documented -- if documentedat all, In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that does not follow guidelines

for good code. This makes updates to the codebase impractical or virtually impossible in many

common cases. Even if none ofthese challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store

an extra field in a backend database), because every affected part of the organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modification to

such legacy servers.

[0048] Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For one thing, they are sometimes deleted --

whetherexplicitly/intentionally by the end user or by the user’s software. In addition, cookies

are commonly stolen. Approaches such as cache cookies and identification using user agents can

be moreresistant to these problems, however, they have their own problems. For example, their

use requires new code and newfields in the credential database stored bythe server,

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 areillustrated as single logical devices in Figure 1,

In some embodiments,the translators comprise standard commercially available server hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM,and one or more Gigabit networkinterface

adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or morethird parties. For

example, translators 134 and 136 maystore user credential information or may task cloud

storage service 140 with storing at least a portion ofthat information.

{oo051| In the case of authentication translator 134, service is provided with respect to

bank website 122 only. Authentication translator 134 is positioned between a legacy web server

(122) and the Internet (110) -- and therefore between the legacy server and anyclient devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devices so that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged, Authentication translator 136 works

similarly, but it provides authentication translation as a third party service to multiple providers,

an example of whichis online cameraretailer 124.
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0052] Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the requestis intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/passwordassociated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device,

[0053] Figure 6 illustrates an example of what occurs when a client device first visits the

site of a legacy server via an authentication translator. The translator (referred to in the figure as

a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy

server respondsto the request and sets a cookie. The proxy passes on the response, including the

cookie and also.a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agentof the client device. This triplet of information is also

referred to herein as an identifier.

0054] Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator, In this scenario, the device's

request is accompanied by some form of identifying information. The proxy uses this

information to identify the associated cookie and passes this along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if not all of the identifying

informationis present in the request, the proxy can be configuredto set the missing information

again by sending a corresponding request to the client device.

{0055| The translation of cache cookies and user agent information to cookies involves a

two-waytranslation. First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a new record in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser-- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the deyice in most cases. Moreover, while some ofthese types of data may change

overtime -~ in fact, all of them may -- they do not typically change, and when oneor two of
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them do, the others typically do not. When the client device is usedto visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user passwordis updated (e.g., as part of an annual or other periodic

requirement), the transmission of this request to the user can be suppressed-- in which case the

database of the proxyis updated to create the illusion of an update, The user can be involved in

authentication as needed,e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHAcan be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments, Cache cookies can be associated with a particular webpage, just like an HTML

cookie can. In the example shownin Figure 8, the proxy wishes to associate a page “calling

page.html” with a cache cookie, It embeds a request for a second object, “samename.html™in

callingpage.html for every visitor. However, as the cache cookie is set for one visitor, a

customized samename.html is served to this visitor. The page samename.html refers to an object

with a different name for each user; that object is referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.html in callingpage.html. Theclient

browser attempts to render this, causing a request for samename.html from the server. The server

configures samename.html to refer to a uniquely named file uniquename.jpg, and serves

samename.htmlto the client. For the client browser to render samename.html, it requests thefile

uniquename.jpg, whichis intentionally not served. That concludesthe setting of a cache cookie.

As a user returns to the page callingname.html, the browser again attempts to renderthe entire

page, which causesit to load the object samename.html from its cache. Asthat is rendered, the

client browser requests uniquename,jpg, which is not in its cache (since it was not served

previously), The server still does not serve it, but takes note of the nameofthe file being

requested, asit identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareofit being rendered.

j0057| A cache cookie is an implementation of the typical cookie functionality that uses

the client device's browser cache. Unlike user agents, it does not change over time, and like

standard HTML cookies, it cannot be read by a party other than that which set it. However, like
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HTMLcookies,it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded in the referring pages. This adds a potential round of communication in somesettings.

Byrelying on user agent information, cache cookies, and HTMLcookiesto identify the client

device, itis much morelikely that a machine will be recognized than if only HTML cookies are

used,

[0058] Although the foregoing embodiments have been described in some detail for

purposesofclarity of understanding, the inventionis not limited to the details provided. There

are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and notrestrictive.

[0059] WHATIS CLAIMEDIS:
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CLAIMS

I. A system, comprising:

a processor configured to:

receive, at an authentication translator, a request to access a resource and an
iT authentication input, wherein the authentication input correspondsto at least one stored

record and wherein the stored record is associated at least with the resource;

in responseto the receiving, access a previously stored credential associated with

the resource; and

cause the credential to be provided to the resource; and

10 a memory coupled to the processors and configured to provide the processor with

instructions,
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ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resource is received at ati

authentication translator, as is an authentication input. The authentication input correspondsto at

least one stored record. The stored record is associated at least with the resource. In response to

the receiving, a previously stored credential associated with the resource 1s accessed. The

credential is provided to the resource.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER
APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No, 61/569,112 entitled BACKWARDS COM-
PATIBLE ROBUST COOKIESfiled Dec, 9. 2011, and also

claims priority to U.S. Provisional Patent Application No.
61/587.387 entitled BIOMETRICS-SUPPORTED SECURE
AUTHENTICATION SYSTEM filed Jan. 17, 2012, both of

whichare incorporated herein by reference for all purposes,

BACKGROUND OF THE INVENTION

Providing credentials to a service, whether via a mobile or
other device, is ofien a tedious experience for a user. Unfor-
lunately, to make authentication easier for themselves, users
will often engage in practices such as password re-use, and/or
the selection of poor quality passwords, which render their
credentials less secure against attacks. Accordingly, improve-
ments in authentication techniques would be desirable. Pur-
ther, it would be desirable lor such improvementsto be widely
deployable, including on existing/legacy systems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments ofthe inventionare disclosedin the

following detailed description and the accompanying draw- 3
ings.

FIG. 1 illustrates an embodiment of an environment in

which authenticationtranslation is provided.
PIG, 2 illustrates an embodimentofcredential information

stored on a device,
FIG, 3 illustrates an embodiment of a device with secure

slorage.
FIG,4 illustrates an example ofa renegotiation.
FIG,5 illustrates an embodiment ofa process for perlorm-

ing authentication translation.
FIG. 6 illustrates an example ofwhat occurs when a client

device first visits the site of a legacy server via an authenti-
cation translator.

PIG.7 illustrates an example ofwhat occurs whena device
subsequently visits the site ofa legacy server via an authen-
lication translator,

FIG. 8 showsthe structure ofan example ofa cache cookie
used in some embodiments,

DETAILED DESCRIPTION

‘The invention can be implemented in numerous ways.
including as a process; an apparatus; a system; a composition
of matter; a computer program product embodied on acom- 4
puter readable storage medium: and/or a processor, such as a
processor configured to execute instructions stored on and/or
provided by a memory coupled to the processor. In this speci-
fication, these implementations, or any other form that the
invention may take. may be referred to as techniques. In
general, the order ofthe steps ofdisclosed processes may be
altered within the scope of the invention, Unless stated oth-
erwise, a component such as a processor or a memory
described as being configured to perlorma lask may be imple-
mented as @ general componentthai is temporarily configured
to perform the task at a given lime or a specific component
that is manufactured to performthe task. As used herein, the
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lerm *processor’ refers to one or more devices, circuits, and/or
processing cores configured to process data. such as computer
program instructions,

A detailed deseription ofone or more embodiments ofthe
invention ts provided below along with accompanying ligures
that illustrate the principles of the mvyention. The inventionis
described in connection with such embodiments, but the

invention is nol limited to any embodiment. The scope of the
invention is limited only by the claims and the invention
encompasses fumerous alternatives. modifications and
equivalents. Numerous specific details are set forth in the
following description in order to provide a thorough under-
standing of the invention, These details are provided for the
purpose of example and the invention may be practiced
according to the claims without someor all of these specific
details. For the purpose ofclarity. technical material that is
known in the technical fields related to the invention has not
beendescribed in detail so that the invention is not unneces-

sarily obscured.
FIG. 1 illustrates an embodiment of an environment in

which authentication translation is provided. In the example
shown, a variety ofclient devices 102-108 connect, via one or
more networks (represented as a single network cloud 110) to
a variely of services 120-124 (also referred to herein as sites
120-124). In particular, client device 102 is a notebook com-
puter owned by a user hereinafler referred to as Alice. Note-
book 102 meludes a camera, a microphone, and a lingerprint
sensor. Client device 104 is a smartphone. also owned by
Alice. Client device 104 includes a camera. Client device 106

is a tablet owned by Bob, and sometimes used by Bob’s son
Charlie, Client device 106 includes a camera and a fingerprint
sensor. Client device 108 is a kiosk located in the lobby ofa
hotel, Kiosk 108 includes a camera and a microphone, The
techniques described herein can be used with or adapted to be
used with other devices, as applicable. Por example. the tech-
niques can be used in conjunction with gaming systems, with
peripheral devices such as mice, and with embedded devices,
such as door locks.

Service 120 is a social networking site. Service 122 is a
website ofa bank. Service 124 is the onlinestore ofa boutique
camera retailer. Fach ofservices 120-124 requires a username
and password (and/ora cookie) froma user priorto giving that
user access to protected content and/orother features. As will
be described in more detail below, using the techniques

5 described herein, users need not type such usernames and
passwords into their devices whenever required by a service,
Instead, users can authenticate themselves to an “authentica-
tion translator” via an appropriate technique, and the authen-
tication translator will provide the appropriate credentials to
the implicated service on the user's behalf. Also as will be
described in more detail below, authentication translators can
be located in a variety of places within an environment. For
example, notebook computer 102 includes an authentication
translator module 132 that provides authentication translation
services, The other devices 104-108 can also include (but
need not include) their own respective authentication trans-
lator modules. The owner of bank website 122 also operates
an authentication translator 134 associated with the bank,

Finally, authentication translator 136 provides authentication
translation services to a variety of businesses. including
online camera retailer 124.

PIG. 2 illustrates an embodiment ofcredential inlormation

stored on a device. In particular, device 20) stores three user
profiles 202-206, each ofwhich contains a username and one

5 of more templates (¢.2., template 210) associated with the
user. In various embodiments, a template is a collection of
biometric features. Using fingerprints as an example type of
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biometric, a corresponding tenyplate includes a collection of
pallerms, minutia, and/or other features thal can be matched
against to determine if a person’s fingerprint matches the
fingerprint ofthe registered user (i.e. the owner of a given
user profile). A representation ola single fingerprint may be
included in multiple templates (e.g. in different resolutions,
in accordance with different protocols, as captured during
warm vs. cold conditions, and/or by itselfor in combination
with multiple fingerprints). When other biometrics are
employed (e.g... facial recognition, voiceprint, or retina scan
technology). features appropriate to those types ofbiometrics
are included in the template. Other types of features can also
be included in templates. As one example, a user's typing
speed and/or accuracy can be measured by a device, such as
device 102, and used todistinguish between multiple users of
a device. For example, suppose Alice types at 100 words per
minute and rarely makes mistakes. A representation of this
information can be stored in template 212, Also suppose
Alice’s niece. who sometimes uses Alice's laptop computer
whenvisiting Alice types at 20 words per minute and makes
many misttkes. In some embodiments, the fact that a user was
recently (e.g, within the last 5 minutes) typing on laptop 102
at 90 words per minute is evidence of a match against tem-
plate 212. In this case, the typing speed of 90 words per
minute is similar enough to Alice’s typical behavior, it is
considered a match. Various policies can be included in a
profile that govern how matches are to be performed, For
example, policies can specify thresholds/tolerances for what
constitutes a match, and can specily that different levels of
matches can result in different levels of access to different
resources.

A profile is associated with a vault (e.2.. vault 220). The
vault. in turn, contains triples specilying a service provider/
domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account -
numbers, address/phone number information, and health care
dala, The credential for a service provider/domain can be a
password (e.g.. for legacy servers). and can also take alternate
forms (e.g.. a eryplographic key for service providers sup-
porting stronger authentication methods).

In some embodiments,profiles, templates, and vaults (col-
lectively “authentication information”) are stored entirely in
an unprotected storage area, and are stored in the clear, In
other embodiments, secure storage techniques are used to
secure al least a portion of the authentication information.

One example ofa device with secure storageis Wustrated
in FIG.3. Inthe example shown. a mobile phone 300 includes
a large and insecure storage 302 attached to a fast processor
304. and a smaller but secure storage 306 attached to a dedi-
cated processor 308 and a sensor 310 (e.g. a camera ora 5
fingerprint reader). Users (and applications) can read from
and write to the insecure storage area. | lowever, users cannot
access the secure storage area, and the last processorcan only
communicate with the dedicated processor/sensor via a
restricted API. As another example, a unique decryption key 5
associated with a given vault can be stored in a profile. The
vault isan encrypted and authenticated container that can be
stored on insecure storage. e.g., on the device, and also
backed up (e.g.. to a cloud storage service 140 or to an
alternate form of external storage )..As needed, authentication
information or portions thereof can be loaded into secure
storage and decrypted. For example. one can use ALS. to
encrypt the files one by one. using a key stored onthe secured
storage. A messageauthentication lechmaue, such as IMAC,
can be used for authenticating the encrypted files to provide
lamperprevention.Profiles andvaults can be updated while in
secure storage: i! this oceurs, they are encrypted and MACed
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before being, written back to the insecure storage, which may
in (arn propagate them to external backup storage. In yet other
embodiments, protiles and vaults are stored entirely in secure
storage. in plaintext. which allows them to be both read and
written—and in particular, searched.

Example Transaction Types
A variety oftransaction types can take place in the envi-

ronment shown in FIG. 1, examples ofwhich are discussed in
this section.

Initial Registration
In order to begin using the techniques deseribed herein,

users perform some form ofinitial registration. As one
example. suppose Alice launches an enrollment program
installed on laptop 102, She uses the program ito capture
various biometric information (¢.g., fingerprints. pholo-
graphs ofher face, ete.), A user profile is created forAlice, and
the biometric information captured about her is encoded into
a plurality of templates, such as templates 210 and 214, In
some embodiments, Alice is also explicitly asked to supply
credential information for services she would like to use, such

as by providing the domain nameofsocial networking site
120. along with her username and password for site 120. In
other embodiments, domain/username/credential informa-

lion is at least passively captured on Alice’s behalf and
included in one or more vaults such as vault 220. Credential

information can also be important [rom a browser password
manager already in use by Alice or other appropriate source,
In some embodiments, Alice also registers with cloud storage
service 140. which will allow her to back up her authentica-
tion information and to synchronize it across her devices
(e.2.. 102 and 104), as described in more detail below.

Other registration approaches can also be used. Vor
example. registration can be integrated into the experience the
first time a deviceis used. Thus, when Bobfirst turns ontablet

106, he may be prompted to take a picture ofhis face (with a
profileemplates being created in response), Similarly, the
first time Charlie uses tablet 106, the techniques described
herein can be used to determine that Charlie does not yet have
a profile (e.g,. because none of the templates already present
on tablet 106 match his biometrics) and Charlie can be
prompted to enroll as a second user of the device.

Authentication

Suppose Alice wishes to authenticate to banking website
122. Using a fingerprint reader incorporated into her laptop,

5 she performs a fingerprint scan, which causes her biometric
features to be extracted and compared to anystored templates
residing on her computer. Ifa match is found. an associated
decryption key is selected, and the associated vault ts loaded
and decrypted. The vault is scanned for an entry that matches
the selected service provider(i.c., website 122). Ifa matching
entry is found, the associated domain, username, and site
credential are extracted fromthe vault. In some embodiments,

the validity of the domain name mapping is verified at this
point to harden the system against domain name poisoning,
Next, a secure connection is established between Alice's

computerand the service provider, and Alice is authenticated,
For service providers supporting strong user authentication,
mutual SSI, can be used, for example. A variety of policies
can be involved when performing matching. for example, to
access certain domains, Alice's print may need only match
template 210. To access other domains, Alice may need to
match multiple templates(¢.g., both 210 and 214). As another
example, in order to aceess social networkingsite 120, Alice
may merely need to be sitting in lront ofher computer, which

5 has an integrated webcam. Even in relatively lowlight con-
ditions, a match can be performed against Alice's face and
features stored ina template. However. inorder to access bank
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website 122, Alice may need a high quality photograph(i.c.,
requiring her to tum on a bright light) and may need to
demonstrate liveness (e.g., by blinking or turning her head),
As yet another example, other contextual information can be
included in policies. For example, ifAlice’s TP addressindi-
cates she is ina country thal she is not usually in, she may be
required to match multiple lemplates (or match a template
with more/betler quality features) in order to access retailer
124.as distinguished from when her IP address indicates she
is at home.

In some embodiments, the biometric sensor used by a user
may be a peripheral device (¢.g., a mouse with an integrated
fingerprint scanner that is connected to the user's primary
device via USB). In suchscenarios, the peripheral device may
be responsible lor storing al leas a portion ofauthentication
information and may perform at least some ofthe authenti-
cation tasks previously described as having been performed
by Alice's computer, For example, instead ofprocessors 304
and 308. and storages 302 and 306 being collocated on a
single device (e.g. laptop 102), processor 304 and storage
302 may be present on a primary device, and processor 308
and storage 306 may be present on a peripheral device (e.g.
that also includes a sensor, such as a fingerprint reader).

In such scenarios, once Alice’s login lo banking website
122 is successfully completed, the secure session can be
handed over fromthe peripheral device to the primary device,
in a way that does not allow the primary device retroactive
aceess to the plaintext data of the transcripts exchanged
between the peripheral device and the service provider. One
way this can be accomplished is by renegotiating SSL keys 2
between the peripheral device and the website, alter which
the newly negotiated key can be handed offfromthe periph-
eral device to the primary device. This avoids retroactive
credential capture ina setting where the deviceis infected by
malware.

An example ofrenegotiation is depicted in PIG, 4, Specifi-
cally, after a user has successfully authenticated to a finger-
print reader. a login is performed to a service provider. Using
the primary device (404) as a proxy, the peripheral fingerprint
reader 402 negotiates a first SSL, connection (408) with a
service provider 406, over which credentials are exchanged.
The proxy then renegotiates SSL (410), which replaces the
old key with a new one. The new key is disclosed to the
device, which then seamlessly takes over the connection with
the service provider and performs the transaction protected
by the authentication. The credentials exchanged during the
first SSL connection cannot be accessed by device 404. since
the key ofthe renegotiated session is independent of the key
of the original session: this provides protection against mal-
ware residing on the device. Renegotiation can be used when 5
the primary device 404 is believed to be in a safe state when
performing the negotiation ofthe SSL connection,butitis not
known whether il is in a safe state during the transaction
protected by the authentication. Renegotiation can also be
used when a secure component ofthe primary device 404
performs the negotiation of the SSL connection and another
and potentially insecure componentofthe primarydevice 404
is involved in the transactionprotected by the authentication,

FIG, 5 illustrates an embodimentofa process for perform-
ing authentication translation. The process begins at 502
when a request (0 access a resource is received, as is an
authentication input, One example of the processing per-
formed at 502 is as follows. Suppose Alice wishes tosign into
social networking website 120, She directs a web browser
application installed on client 102 to the social networking
website. Authentication translator module 132 recognizes,
trom the contextolAlice's actions (e.g., that she is attempting
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to access site 120 with her browser) that she would like to
access 0 particular resource. Authentication translator mod-
ule 132 prompts Alice (¢.g., by a popup message or via u
sound) to provide biometric information (e.g., to use the
integrated fingerprint reader on her laptop). In some embodi-
ments, the translater module does not prompt Alice. for
example. because Alice has beentrained to provide biometric
information automatically when attempting to access certain
resources, In vel other embodiments, the translator module
only prompts Alice if she fails to provide acceptable biomet-
ric information within a timeout period (¢.9,, 30 seconds).

Module 132 compares Alice’s supplied biometric data to
the templates stored on her computer. Ifa suitable match is
found, and ifan entry for site 120 is present in the applicable
vault, at 504, a previouslystored credential associated with
the resource is accessed. In particular, the username and pass-
word for the website, as stored in a vauli. such as vault 220.
are retrieved Irom the vault.

Finally. at 506, the credential is provided to the resource,
For example, Alice’s username and password for site 120 are
transmitted to site 120 at 506. The credential can be transmit-

ted directly (e.g.. by the module or by Alice's computer) and
can also besupplied indirectly (¢.g., throughthe use ofone or
more proxies, routers, or other intermediaries, as applicable).

Other devices can also make use ofprocess 500or portions
thereol. For example, when Alice launches a banking appli-
cation on phone 104, implicit in her opening that application
is her desire to aceess the resources of website 122. The

application can take Alice's picture and compare it to stored
templates/vault information. fan appropriate match is found,
a credential can be retrieved from the vault on ber phone (or,
e.g,, retrieved from cloud storage service 140) and provided
to website 122.

As another example. suppose Charlie is using tablet 106
and atlemptsto visit site 120, whether via a dedicated appli-
cation or via a web browserapplicationinstalled on the tablet,
Charlie's photographis taken, and then compared against the
profiles stored on tablet 106 (e.g., both Bob and Charlie's
profiles). When a determination is made that Charlie's pho-
tograph matches a template stored in his stored profile (and
not, ¢.g., Bob*s), Charlie's credentials for site 120 are
retrieved from a vault and transmitted by an authentication
translator moduleresiding on client 106,

As yet another example. kiosk 108 can be configured to
providecertain local resources (¢.g., by displayinga company
directory or floor plan on demand) when users speak certain
requests into a microphone. Fnrolled users (e.g., with stored
voiceprint or facial recognition features) can be granted
access to additional/otherwise restricted services in accor-

dance with the techniques described herein and process 500,
New Device

in some embodiments, to register a new device, a user
provides an identifier, such as a username or an account
number to the device. The newdevice connects to an external

storage (such as cloud storage 140). provides the user identi-
fier and credential, and downloads the user’s templates/vaults
lrom the service. In some embodiments, the templates/vaulis
are encrypted. Once downloaded, the template is decrypted
and stored in a secure storage area, while the still encrypted
vault can be stored in insecure storage. The decryption key
can be generated from information the user has/knows, or
from biometric data—such as features extracted from linger-
ponting ofall ten fingers, In some embodiments, more ardu-
ous fingerprinting is required for the setup of a newdevice
than for regular authentication to avoid that a new device gets
registered by a user thinking she is merely authenticating—or
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worse still, simply touching the device. Moreover, it trans-
lates into higher entropy of the decryption keys.

Backup Authentication
Backup authentication allows a user, such as Alice, to

access resources in the event she is unable to or unwilling to
interact with a particular biometric sensor. As one example,
instead of having a single template associated with her pro-
file,Alice can have multiple templates associated withit, e.2.,
where the first template includes fingerprint features and the
second template includes voice biometric, facial recognition,
or iris detection features, As a second example. where the
serviceAlice is connecting to is a legacy website (i.c., one thal
users authenticate to using usernames and passwords), such a
service would allow the use ofpasswords and password reset
mechanisms by Alice withoul requiring Alice lo use a finger-
print reader.

In various embodiments, environment 100 supports the
ability ofusers (e.z., under duress) to release the contents of
their vaults. Por example, ifAlice was physically threatened
with the loss of a finger by a criminal. Alice could instead
release the contents of her vault(s) the ultimaie goal of the
criminal. As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or
supplies a fingerprint and a second identilier, a cleartext ver-
sion ofher vault(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140 is con-
figured to accept backups from multiple devices associated
with a single account, and synchronize the updates so thatall
devices get automatically refreshed. Por example, Alice’s 2
laptop 102 and phone 104 could both communicate with
cloud storage service 140 which would keep their authenti-
cation information synchronized, Relreshes can also be made
in accordance with user-contigured restrictions. Por example,
Alice’s employer could prevent privileged employer data
from being stored on shared personal devices, or on any
device thal was not issued by the employer As another
example, arbitrary policies can he defined regarding the
access to and synchronization ofsofiware and data, and to tie
a license or access rights to a person (and her fingerprint)
rather than to a device. As yet another example, in some
embodiments (¢.g,, where a device is made publicly available
or otherwise shared by many users), no or a reduced amount
ofauthentication information resides on a device, and at least

a portion of authentication information is always retrieved
fromcloud storage service 140.

Remote Wiping
Remote wiping of a user’s authentication information

(e.g.. templates) can be used both to “unshare” previously
shared devices (e.2.. where Bob and Charlie both have user 5
profiles ontheir shared tablet 106), and to avoid that criminals
with physical component access to lost devices gain access to
templates and vault contents. In some embodiments. polices
such as ones where a template sel{-wipes ifit is not matched
within a particular duration of me are supported, Since user 5
data can be frequently backed up to the cloud storage, and
recovered fromthis using the new device registration process,
inconvenienceto the user will be minimized.

Legacy Server Support
Newauthentication schemes typically require changes to a

significant codebase residing with service providers. If the
code is well written and documented, such changes may be
relatively simple. Commonly, though. this may not be so, The
engineers who originally wrote the code of relevance may
have long since left the company; the code they lef behind
may be poorly documented—if documentedat all. In severe
cases, the legacy code may have been written in an outdated
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programming language or written in a way that does not
follow guidelines for good code. This makes updates to the
codebase impractical or virtually impossible in many com-
mon cases. Even if none of these challenges complicate the
desired modifications. it is commonly a great bureaueratic
burden to obtain permission to make modifications (e.g.. to
slore an extra field in a backend database), because every
affected part of the organization may need to review the
request.

As will be described in the following section, the technola-
gies described herein can be used in conjunction with legacy
servers (e.g., existing servers that rely on usernames and
passwords to authenticate users), and in particular, can be
used without requiring modification to such legacy servers.

Cookies

Cookies are commonly used by legacy servers for user
authentication. Unfortunately, cookies have several prob-
lems. For one thing, they are sometimes deleted—whether
explicitly/intentionally by the end user or by the user's soli-
ware. In addition, cookies are commonly stolen, Approaches
such as cache cookies and identification using user agents can
be more resistant to these problems, however, they have their
own problems, For example, their use requires newcode and
newfields in the credential database stored by (he server.

In some embodiments, authentication translators, such as
translators 134 and 136 (also referred to berein as proxies)
provide authentication translationservices on behalfofasso-
ciated services. Translators 134 and 136 are illustrated as

single logical devices in FIG. 1, In some embodiments, the
translators comprise standard commercially available server
hardware (e.z., a multi-core processor, 44+Gigabytes ofRAM,
and one or more Gigabit network interface adapters) and run
typical server-class operating systems (e.g.. Linux). Transla-
tors 134 and 136 can also be implemented using a scalable,
elastic architecture and may comprise several distributed
components, including components provided by one or more
third parties. For example, translators 134 and 136 maystore
user credential information or may task cloud storage service
140 with storing at least a portion ofthat information.

In the case ofauthentication translator 134, service is pro-
vided with respect to bank website 122 only. Authentication
translator 134 is positioned between a legacy web server
(122) and the Internet (110)-—-and therefore between the
legaey server and any client devices, Authentication transla-
lor 134 is conligured to wanslale trallic between the legacy
server and client devices so that the client devices (and
respective tisers ) perceive the newauthentication mechanism.
while the legacy server remains unchanged. Authentication
translator 136 works similarly, but it provides authentication
translation as a third party service to multiple providers, an
example of whichis online camera retailer 124.

Authentication translators 134 and 136 can also perform
process 500, Por example, when a device transmils a request
lo access website 122, the request is intercepted by translator
134. as is cookie/user agent information. The received tnfor-
mation can be used to determine a username/password asso-
ciated with the device, and that information can be passed by
translator 134 to website 122 on behalf! of the device.

FIG. 6 illustrates an example ofwhat oceurs when a client
device first visits the site of a legacy server via an authenti-
cation translator. The translator (referred to in the figure as a
“proxy”) fails to identify the client. and passes on the request
to the Jegacy server. The legacy server responds to the request

5 andsets acookie. The proxy passes on the response, including
the cookie and also a cache cookie. The proxy stores the
information about both these types of identifiers. along with
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the user agent ofthe client device. This triplet of information
is also referred to herein as an identifier.

FIG, 7 illustrates an example ofwhat occurs when a device
subsequently visits the site of a legacy server via an authen-
ication translator, In this scenario, the device's request is
accompanied by some lorm ofidentifying information. The
proxy uses this informationto identify the associated cookie
und passes this along to the legacy server, along with the
request. In some embodiments. additional processing is also
involved. Vor example, reading a cache cookie may require
user interaction. Moreover, if not all of the identifying infor-
mation is present in the request, the proxy can be configured
to set the missing information again by sending a correspond-
ing request to the client device.

The translation of cache cookies and user agent informa-
lion to cookies involves atwo-waytranslation.First, whenthe
legacy serversets a cookie, the proxy will set the two types of
cookies—both an HTMLcookie and a cache cookie—and
then create a newrecord in which the two cookies are stored,

along with the user agent information ofthe client device. The 2
user agentinformation can include quite a bit of data associ-
ated with a browser such as the browser type and version,
the clock skew, and the fonts that are installed. While each of
these pieces of information only contributes a small amount
ofentropy, the collectionofitems can besufficient to identify
the device in most cases. Moreover, while some of these types
ofdata may change over time—infact, all of them may—they
do not typically change. and when one or two ofthem do, the
others typically do not. Whenthe client device is used to visit
a site controlled by the legacy server, the cookie, cache cookie 3
and user agent information are read (if available). the record
identified, and the request translated and sent to the legacy
server. When a legacy server requests that the user password
is updated (e.g., as part ofan annual or other periodic require-
ment). the transmission ofthis request lo the user can be
suppressed—in which case the database of the proxy is
updated to create the illusion of an update. The user can be
involved in authentication as needed, e.g.. if. in addition to
supplying a credential. 4 user must also solve a CAPTCHA,
the CAPTCHAcanbe displayed to the user (with the user’s
credentials being handled in accordance with the techniques
desenbed herein).

FIG, 8 showsthe structure ofan example ofa cache cookie
used in some embodiments, Cache cookies can be associated

with a particular webpage,just like an HTMLcookie can,In
the example shown in FIG.8. the proxy wishes to associate a
page “calling page.html” with a cache cookie. It embeds a
request lora secondobject, “samenamehtml”in callingpape-
-himifor every visitor, However, as the cache cookie is set for
one visilor, a customized samename.html is served to this 4

visitor. The page samename.html refers to an object with a
different name for each user; that object is referred to as
“uniquename. jpg.” The cache cookie is set by embedding the
request lor samename.html in callingpage.html, The client
browser allempts lo render this, causing a request for same-
name.html from the server. The server configures samename-
chimto refer to a uniquely named file uniquename.jpg, and
serves samename.htmlto the client. For the client browser to

render samename.html, it requesis the file uniquename.jpg.
whichis intentionally not served. That concludes the setting
ofa cache cookie. As a user returns to the page callingname-
-htmil, the browser again attempts to render the entire page,
which causes it to load the object samename.himl fromits
cache. As that is rendered, the client browser requests unique-
name,jpg. which is not in tts cache (since it was not served
previously). The serverstill does not serveit, but takes note of
the name ofthe file being requested, as it identifies the client
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device. Note that samename.html can be displayed ina zero-
sized iframe, which makes the end user unaware ofit being
rendered.

A cache cookie is an implementation ofthe typical cookie
functionality that uses the chent device’s browser cache.
Unlike user agents, 11 does not change over lime, and like
standard HTML. cookies, it cannot be read by a party other
than that which set it. However, like HTMLcookies,it could
be deleted by the user clearing his or her browser cache,
Cache cookies are not automatically transmitted with GET
requesis, unless the cache elements are embedded in the
referring pages. This adds a potential round of communica-
lion in some settings. By relying on user agent information,
cache cookies, and HTML cookies twidentify the client
device, itis much more likely that a machine will be recog-
nized than ifonly HTML cookies are used.

Although the foregoing embodiments have been described
in some detail for purposes ofclarity of understanding, the
invention is not limited to the details provided. There are
many alternative ways of implementing the invention, The
disclosed embodiments are illustrative and not restrictive,

Whatis claimedis:

1. A system, comprising:
a hardware processor conligured to:

receive, at an authentication translator, a request to
aecess 4 resource and an authentication input;

in response to the receiving, perform authentication
using the authentication input:

based at least in part ona result ofthe performed authen-
lication, determine that access should be granted toat
least one stored record corresponding to the authen-
lication input that is associated at least with the
requested resource;

in response to the determination, access the stored
record that is associated at least with the requested
resource to obiain previously stored authentication
information associated with (he resource, wherein the
previously stored authenticationinformationincludes
a credential:

establish a session between the authentication translator
and the resource:

cause the obtained credential lo be provided to the
resource, Wherein a user associated withthe obtained

credential is authenticated to the requested resource
using the obtained credential;

facihtale a session renegotiation:
receive a credential change request from the resource:

and

update the credential without user input; and
a memory coupled to the hardware processor and contig-

ured to provide the hardware processor with instruc-
tions.

2. The system ofclaim 1 wherein the authentication input
comprises a biometric inpul.

3. The systemofclaim 1 wherein the authentication input
is received in response to a user-supplied biometric input
matching a template.

4. The sysiem ofclaim 1 wherein the system comprises a
device and wherein the device further includes a biometric

input component.
5. The system ofclaim 1 wherein the request to access the

resource and the authentication input are received from a
client device thatis different and physically separate from the
authentication translator,

6. The system ofclaim 1 wherein the processoris further
configured to receive, from a remote system. an encrypted
container that includes the credential.
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7. The system of claim 1 wherein the processor is further
configured to receive, from a remote sysiem. an encrypled
containerthat includes at least one template containing bio-
metric features.

8. The system of claim 1 wherein the authentication input
coniprises user agent information.

9. The system of claim 1 wherein the authentication input
comprises at least one cookie.

10. A method. comprising:
receiving, at an authentication translator, a request to

access a resource and an authenticationinput:
in response (o the receiving, performing authentication

using the authentication input:
based at least in part on a result of the performed authen-

lication, determining thal access should be granted to at
least one stored record correspondingto the authentica-
tion input that is associated at least with the requested
resource:

in response to the determining, accessing the stored record
that is associated at least with the requested resource to
obtain previously stored authentication information
associated with the resource, wherein the previously
stored authentication informationincludes a credential;

establishing a session between the authenticalion transla-
tor and the resource;

causing the obtained credential to be provided to the
resource, Wherem a user associated with the obtained
credential is authenticated to the requested resource
using the obtained credential:

facilitating @ session renegolalion;
receiving a credential change request from the resource:

and

updating the credential without user input.
11. The method ofclaim 10 further comprising receiving,

from a remote system, an encrypted container that includes -
the credential,

12, The method of claim 10 further comprising receiving,
{rom a remote system, an encrypted container that includes at
least one template containing biometric features.

13. A system, comprising:
a hardware processor configured to:

Ma

Mi

to na

A

12
receive, at an authentication translator, a first authenti-

cation information, wherein the first authentication

information includes a biometric input;
perform authentication using the biometric input.

wherein performing the authentication includes deter-
mining Whether the biometric input matches to one or
more teniplates in accordance withat least one policy:

based at least in part on a result of the authentication
performed using the biometric input. determine
whether to provide unlocked access to one or more of
a plurality ofentries associated witha first user pro-
file:

whereinafirst entry in the plurality ofentries includes an
identifier of a resource and a second authentication
information, wherein the second authentication infor-
mation includes a credential associated with the
resource, and wherein the credential is used to authen-
licate a user associated with the credential to the
resource; and

wherein access tothe first entry in the plurality ofentries
associated with the first user profile is allowed based
on the determination: and

wherein access to a second entry in the plurality of
entries associated with the first user profile is disal-
lowed based onthe determination:

establishing a session between the authentication trans-
lator and the resource:

lacilitating a session renegotiation;
receiving a credential change request from the resource:

and

updating the credential without user input: and
a memory coupled to the hardware processor and config-

ured to provide the hardware processor with instruc-
tions.

14. The system ofclaim 1 wherein the processoris further
configured to receive, at the authentication translator, a sec-
ond request to access 4 second resource and a second authen-
lication input that is different from the received authentica-
tion input,
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claimspriority to U.S. Provisional Patent Application No.

61/369,112 entitled BACKWARDS COMPATIBLE ROBUST COOKIESfiled December9,

2011, and also claimspriority to U.S. Provisional Patent Application No. 61/587,387entitled

BIOMETRICS-SUPPORTED SECURE AUTHENTICATION SYSTEMfiled January 17, 2012,

both of which are incorporated herein by reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a

tedious experience for a user. Unfortunately, to make authentication easier for themselves, users

will often engage in practices such as password re-use, and/or the selection ofpoor quality

passwords, which rendertheir credentials less secure against attacks. Accordingly,

improvements in authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

{0003} Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

(0004) Figure | illustrates an embodiment of an environmentin which authentication

translation is provided,

{0005| Figure 2 illustrates an embodimentof credential information stored on a device.

[0006] Figure 3 illustrates an embodiment of a device with secure storage.

(0007) Figure4illustrates an example of a renegotiation,

[0008] Figure 5 illustrates an embodimentof a process for performing authentication

translation,

{0009| Figure 6 illustrates an example of what occurs when a client device first visits the

site of a legacy servervia an authenticationtranslator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator.

(O011] Figure § showsthe structure of an example of a cache cookie used in some

embodiments,
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process; an

apparatus, a system; a composition of matter; a computer program product embodied on a

computer readable storage medium; and/ora processor, such as a processor configured to

execute instructions stored on and/or provided by a memory coupled to the processor. In this

specification, these implementations, or any other form that the invention may take, may be

referred to as techniques. In general, the order of the steps of disclosed processes may bealtered

within the scope of the invention. Unless stated otherwise, a component such as a processoror a

memory described as being configured to perform a task may be implemented as a general

component that is temporarily configured to perform the task at a given time or a specific

component that is manufactured to perform the task. As used herein, the term ‘processor’ refers

to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

(0013}] A detailed description of one or more embodimentsofthe invention is provided

below along with accompanyingfigures that illustrate the principles of the invention. The

invention is described in connection with such embodiments, but the invention is notlimited to

any embodiment. The scope of the invention is limited only by the claims and the invention

encompasses numerous alternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding of the

invention. These details are provided for the purpose of example and the invention may be

practiced according to the claims without someorall of these specific details, For the purpose of

clarity, technical material that is known in the technicalfields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured,

{0014| Figure | illustrates an embodiment of an environment in which authentication

translation is provided. In the example shown,a variety of client devices 102-108 connect, via

one or more networks (represented as a single network cloud 110) to a variety of services 120-

124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook

computer owned by a userhereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone,and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.

Attorney Docket No. MIAKP008 3 PATENT
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes

used by Bob’s son Charlie, Client device 106 includes a camera and a fingerprint sensor, Client

device 108 is a kiosk located in the lobby of a hotel, Kiosk 108 includes a camera and a

microphone. The techniques described herein can be used with or adapted to be used with other

devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as door locks,

(0015) Service 120 is a social networking site. Service 122 is a website of a bank.

Service | 24 is the online store of a boutique camera retailer. Each of services 120-124 requires a

username and password (and/or a cookie) from a userprior to giving that user access to protected

content and/or other features. As will be described in more detail below, using the techniques

described herein, users need not type such usernames and passwordsinto their devices whenever

required by a service, Instead, users can authenticate themselves to an “authentication

translator” via an appropriate technique, and the authentication translator will provide the

appropriate credentials to the implicated service on the user’s behalf. Also as will be described

in more detail below, authentication translators can be located in a variety of places within an

environment, For example, notebook computer 102 includes an authentication translator module

132 that provides authentication translation services. The other devices 104-108 can also include

(but need not include) their own respective authentication translator modules. The owner of

bank website 122 also operates an authentication translator 134 associated with the bank.

Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online cameraretailer 124.

[0016] Figure 2 illustrates an embodiment of credential information stored on a device.

In particular, device 200 stores three user profiles 202-206, each of which contains a username

and one or more templates (e.g., template 210) associated with the user. In various

embodiments, a template is a collection of biometric features. Using fingerprints as an example

type of biometric, a corresponding template includes a collection of patterns, minutia, and/or

other features that can be matched against to determine if a person’s fingerprint matches the

fingerprint ofthe registered user (i.e., the owner of a given user profile). A representation ofa

single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance withdifferent protocols, as captured during warm vs. cold conditions, and/or by itself
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or in combination with multiple fingerprints). When other biometrics are employed(e.g., facial

recognition, voiceprint, or retina scan technology), features appropriate to those types of

biometrics are included in the template, Other types of features can also be included m

templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,

suchas device 102, and used to distinguish between multiple users of a device. For example,

suppose Alice types at 100 words per minute and rarely makes mistakes. A representation ofthis

information can be stored in template 212. Also suppose Alice’s niece, who sometimesuses

Alice’s laptop computer whenvisiting Alice types at 20 words per minute and makes many

mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)

typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this

case, the typing speed of90 words per minute is similar enough to Alice’s typical behavior, it is

considered a match, Various policies can be included in a profile that govern how matchesare to

be performed. For example, policies can specify thresholds/tolerances for what constitutes a

match, and can specify that different levels of matches can result in different levels of access to

different resources.

0017] A profile is associated with a vault (e.g., vault 220), The vault, in turn, contains

triples specifying a service provider/domain, & username, and a credential. The vault can also

contain other sensitive user information, such as account numbers, address/phone number

information, and health care data. The credential for a service provider/domain can be a

password(e.g., for legacy servers), and canalso take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods).

[0018] In some embodiments, profiles, templates, and vaults (collectively “authentication

information”) are stored entirely in an unprotected storage area, and are stored in the clear. In

other embodiments, secure storage techniques are used to secure at least a portion of the

authentication information.

(0019| One example of a device with secure storageis illustrated in Figure 3. In the

example shown, a mobile phone 300 includes a large and insecure storage 302 attached to a fast

processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (¢.g., a camera ora fingerprint reader). Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the

fast processor can only communicate with the dedicated processor/sensor via a restricted API.

As another example, a unique decryption key associated with a given vault can be stored in a

profile. The vault is an encrypted and authenticated container that can be stored on insecure

storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an

alternate form of external storage). As needed, authentication information or portions thereof

can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the

files one by one, using a key stored on the secured storage. A message authentication technique,

such as HMAC,can be used for authenticating the encrypted files to provide tamper prevention.

Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and

MACedbefore being written back to the insecure storage, which may in turn propagate them to

external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.

{0020 Example Transaction Types

[0021] A variety of transaction types can take place in the environment shown in Figure

1, examples of which are discussed in this section,

[0022] Initial Registration

0023} In order to begin using the techniques described herein, users perform some form

of initial registration. As one example, suppose Alice launches an enrollment program installed

on laptop 102. She uses the program to capture various biometric information(c.g., fingerprints,

photographsofher face,etc.). A user profile is created for Alice, and the biometric information

captured aboutheris encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain nameofsocial networking site 120, along

with her username and password for site 120, In other embodiments,

domain/usemame/credential informationis at least passively captured on Alice’s behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manageralready in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronizeit across her devices (¢.g., 102 and 104), as

described in more detail below.

[0024 Otherregistration approaches can also be used. For example, registration can be

integrated into the experiencethe first time a device is used. Thus, when Bobfirst turns on tablet

106, he may be promptedto take a picture ofhis face (with a profile/templates being created in

response). Similarly, the first time Charlic uses tablet 106, the techniques described herein can

be used to determine that Charlie does not yet havea profile (e.g., because none of the templates

already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second user of the device.

[0025] Authentication

10026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint

reader incorporated into her laptop, she performs a fingerprint scan, which causes her biometric

features to be extracted and compared to any stored templates residing on her computer. Ifa

match is found, an associated decryption key is selected, and the associated vault is loaded and

decrypted. The vault is scanned for an entry that matches the selected service provider (Le.,

website 122). Ifa matching entry is found, the associated domain, username, andsite credential

are extracted from the vault. In some embodiments, the validity of the domain name mapping is

verified at this point to harden the system against domain name poisoning. Next, a secure

connection is established between Alice’s computer and the service provider, and Alice is

authenticated. For service providers supporting strong user authentication, mutual SSL can be

used, for example. A varicty of policies can be involved when performing matching. For

example, to access certain domains, Alice's print may need only match template 210. To access

other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another

example, in order to access social networking site 120, Alice may merely needto besitting in

front of her computer, which has an integrated webcam. Evenin relatively low light conditions,

a match can be performed against Alice’s face and features stored in a template. However, in

order to access bank website 122, Alice may need a high quality photograph(i.c., requiring her

to turn on a brightlight) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For

example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be

required to match multiple templates (or match a template with more/better quality features) in

order to access retailer 124, as distinguished from when her IP address indicates she is at home.

|0027] In some embodiments, the biometric sensor used by a user may be a peripheral

device (e.g., a mouse with an integrated fingerprint scannerthat is connected to the user’s

primary device via USB). In such scenarios, the peripheral device may be responsible forstoring

at least a portion of authentication information and may perform at least some of the

authentication tasks previously described as having been performed by Alice’s computer. For

example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a

single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary

device, and processor 308 and storage 306 may be present on a peripheral device (c.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice’s login to banking website 122 is successfully

completed, the secure session can be handed over from the peripheral device to the primary

device, in a way that does not allow the primary device retroactive access to the plaintext data of

the transcripts exchanged betweenthe peripheral device and the service provider. One way this

can be accomplished is by renegotiating SSL keys between the peripheral device and the

website, after which the newly negotiated key can be handed off from the peripheral device to

the primary device. This avoids retroactive credential capture in a setting where the deviceis

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has

successfully authenticated to a fingerprint reader, a login is performed to a service provider.

Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiates afirst

SSL connection (408) with a service provider 406, over which credentials are exchanged. The

proxy then renegotiates SSL (410), which replaces the old key with a new one. The new keyis

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performsthe transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key ofthe
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renegotiated session is independentof the key ofthe original session; this provides protection

against malware residing on the device. Renegotiation can be used whenthe primary device 404

is believed to be ina safe state when performing the negotiation of the SSL connection, butit is

not known whetherit is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure componentofthe primary device 404 performs the

negotiation of the SSL connection and anotherand potentially insecure componentofthe

primary device 404 is involved in the transaction protected by the authentication.

[0030) Figure 5 illustrates an embodiment of a process for performing authentication

translation. The process begins at 502 when a request to access a resource is received, as is an

authentication input. One example of the processing performed at 502 is as follows. Suppose

Alice wishes to sign into social networking website 120. She directs a web browser application

installed on client 102 to the social networking website. Authenticationtranslator module 132

recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with

her browser) that she would like to access a particular resource. Authentication translator

module 132 prompts Alice (c.g., by a popup messageor via a sound) to provide biometric

information (e.g., to use the integrated fingerprint readeron her laptop). In some embodiments,

the translator module does not prompt Alice, for example, because Alice has been trained to

provide biometric information automatically when attempting to access certain resources. In yet

other embodiments, the translator module only prompts Alice if she fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds).

[0031] Module 132 compares Alice’s supplied biometric data to the templates stored on

her computer. If a suitable match is found, and if an entry for site 120 is present in the applicable

vault, at 504, a previously stored credential associated with the resource is accessed. In

particular, the username and password for the website, as stored in a vault, such as vault 220, are

retrieved from the vault.

{0032 Finally, at 506, the credential is provided to the resource. For example, Alice’s

username and password for site 120 are transmitted to site 120 at 506. The credential can be

transmitted directly (¢.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable).

{0033 Other devices can also make use of process 500 or portions thereof. For example,

when Alice launches a banking application on phone 104, implicit in her opening that application

is her desire to access the resources of website 134. The application can take Alice’s picture and

compare it to stored templates/vault information. [fan appropriate matchis found, a credential

can be retrieved from the vault on her phone(or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site

120, whethervia a dedicated application or via a web browserapplicationinstalled on the tablet.

Charlie’s photograph is taken, and then compared against the profiles stored on tablet 106 (e.¢.,

both Bob and Charlie's profiles). When a determination is made that Charlie’s photograph

matches a template stored in his stored profile (and not, c.g., Bob’s), Charlie’s credentials for site

120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106,

[0035] As yet another example, kiosk 108 can be configured to provide certain local

resources (e.g., by displaying a company directory or floor plan on demand) when users speak

certain requests into a microphone. Enrolled users (e.g., with stored voiceprint or facial

recognition features) can be granted access to additional/otherwiserestricted services in

accordance with the techniques described herein and process 500,

[0036] New device

|0037| In some embodiments, to register a newdevice, a user provides anidentifier, such

as a usemmameor an account numberto the device. The new device connects to an external

storage (such as cloud storage 140), provides the user identifier and credential, and downloads

the user’s templates/vaults from the service. In some embodiments, the templates/vaults are

encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,

while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting ofall ten fingers. In some embodiments, more arduous

fingerprinting is required for the setup of a new device than for regular authentication to avoid

that a new device gets registered by a userthinking she is merely authenticating -- or worsestill,

simply touching the device. Moreover, it translates into higher entropy of the decryption keys.

{0038 Backup Authentication

[0039] Backup authentication allows a user, such as Alice, to access resources in the

event she is unable to or unwilling to interact with a particular biometric sensor. As one

example, instead of having a single template associated with her profile, Alice can have multiple

templates associated withit, c.g., where the first template includes fingerprint features and the

second template includes voice biometric, facial recognition, oriris detection features. As a

second example, where the service Alice is connecting to is a legacy website (i.¢., one that users

authenticate to using usernames and passwords), such a service would allow the use of

passwords and password reset mechanisms by Alice without requiring Alice to use a fingerprint

reader,

[0040] In various embodiments, environment 100 supports the ability of users (¢.g.,

under duress) to release the contents of their vaults. For example, if Alice was physically

threatened with the loss of a finger by a criminal, Alice could instead release the contents of her

vault(s) — the ultimate goal of the criminal, As one example, in the event Alice supplies all 10

fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.

[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept

backups from multiple devices associated with a single account, and synchronize the updates so

that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104

could both communicate with cloud storage service 140 which would keep their authentication

information synchronized. Refreshes can also be made in accordance with user-configured

restrictions. For example, Alice’s employer could prevent privileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies canbe defined regarding the access to and synchronization of

software and data, and to tie a license or access rights to a person (and her fingerprint) rather

than to a device. As yet another example, in some embodiments(e.g., where a device is made

publicly available or otherwise shared by many users), no or a reduced amountof authentication

information resides on a device, andat least a portion of authentication information is always

retrieved from cloud storage service 140.

(0043) Remote wiping

[0044] Remote wiping of a user’s authentication information (e.g., templates) can be

used both to “unshare” previously shared devices (¢.g.. where Bob and Charlie both have user

profiles on their shared tablet 106), and to avoid that criminals with physical component access

to lost devices gain access to templates and vault contents. In some embodiments, polices such

as ones where a template self-wipesif it is not matched within a particular duration of time are

supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new device registration process, inconvenience to the user will be minimized.

(0045) Legacy Server Support

[0046] New authentication schemestypically require changes to a significant codebase

residing with service providers. If the code is well written and documented, such changes may

be relatively simple. Commonly, though, this may not be so. The engineers who originally

wrote the code of relevance may have longsince left the company; the code they left behind may

be poorly documented -- if documentedat all. In severe cases, the legacy code may have been

written in an outdated programming language or written in a way that docs not follow guidelines

for good code. This makes updates to the codebase impractical or virtually impossible in many

common cases. Even ifnone of these challenges complicate the desired modifications,it is

commonly a great bureaucratic burden to obtain permission to make modifications(¢.g., to store

an extra field in a backend database), because every affected part of the organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (¢.g., existing servers that rely on usernames and
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passwordsto authenticate users), and in particular, can be used without requiring modification to

such legacy servers.

{0048} Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.

Unfortunately, cookies have several problems. For one thing, they are sometimes deleted --

whetherexplicitly/intentionally by the end user or by the user’s software. In addition, cookies

are commonly stolen, Approaches such as cache cookies and identification using user agents can

be moreresistant to these problems, however, they have their ownproblems. For example, their

use requires new code and newfields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136

(also referred to herein as proxies) provide authentication translation services on behalf of

associated services. Translators 134 and 136 are illustrated as single logical devices in Figure 1.

In some embodiments, the translators comprise standard commercially available server hardware

(e.g., a multi-core processor, 4+ Gigabytes of RAM, and one or more Gigabit network interface

adapters) and run typical server-class operating systems (¢.g., Linux). Translators 134 and 136

can also be implemented using a scalable, elastic architecture and may comprise several

distributed components, including components provided by one or morethird parties. For

example, translators 134 and 136 maystore user credential information or may task cloud

storage service 140 with storing at least a portion of that information.

[0051] In the case of authentication translator 134, service is provided with respectto

bank website 122 only. Authentication translator 134 is positioned between a legacy web server

(122) and the Internet (110) -- and therefore between the legacy server and anyclient devices.

Authentication translator 134 is configured to translate traffic between the legacy server and

client devices so that the client devices (and respective users) perceive the new authentication

mechanism, while the legacy server remains unchanged. Authentication translator 136 works

similarly, but it provides authentication translationas a third party service to multiple providers,

an example of which is online cameraretailer 124.
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0052] Authentication translators 134 and 136 can also perform process 500. For

example, when a device transmits a request to access website 122, the request is intercepted by

translator 134, as is cookie/user agent information. The received information can be used to

determine a username/password associated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device.

[0053] Figure 6 illustrates an example ofwhat occurs when a client devicefirst visits the

site of a legacy server via an authentication translator. The translator(referred to in the figure as

a “proxy”)fails to identify the client, and passes on the request to the legacy server. The legacy

server responds to the request and sets a cookie. The proxy passes on the response, including the

cookie and also a cache cookie. The proxy stores the information about both these types of

identifiers, along with the user agentofthe client device. This triplet of informationis also

referred to herein as an identifier.

[0054 Figure 7 illustrates an example of what occurs when a device subsequently

visits the site of a legacy server via an authentication translator. In this scenario, the device's

request is accompanied by someform ofidentifying information. The proxy uses this

information to identify the associated cookie and passes this along to the legacy server, along

with the request. In some embodiments, additional processing is also involved. For example,

reading a cache cookie may require user interaction. Moreover, if not all of the identifying

informationis presentin the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

[0055| Thetranslation of cache cookies and user agent information to cookies involves a

two-way translation. First, when the legacy server sets a cookie, the proxy will set the two types

of cookies -- both an HTML cookie and a cache cookie -- and then create a new record in which

the two cookies are stored, along with the user agent information ofthe client device. The user

agent information can include quite a bit of data associated with a browser-- such as the browser

type and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the device in most cases. Moreover, while someofthese types of data may change

overtime -- in fact, all of them may -- they do not typically change, and when one or two of
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them do, the others typically do not. When the client deviceis used to visit a site controlled by

the legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the requesttranslated and sent to the legacy server. When a legacy server

requests that the user passwordis updated (e.g., as part of an annual or other periodic

requirement), the transmission ofthis request to the user can be suppressed -- in which case the

database of the proxy is updated to create the illusion of an update. The user can be involved in

authentication as needed, ¢.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHAcan be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 showsthe structure of an example of a cache cookie used in some

embodiments. Cache cookies can be associated with a particular webpage,just like an HTML

cookie can. In the example shownin Figure8, the proxy wishesto associate a page “calling

page.html” with a cache cookie. It embeds a request for a second object, “samename.html”in

callingpage.html for every visitor. However, as the cache cookie is set for one visitor, a

customized samename.htmlis servedto this visitor. The page samename.htmlrefers to an object

with a different name for each user; that objectis referred to as “uniquename.jpg.” The cache

cookie is set by embedding the request for samename.html in callingpage.html. The client

browser attempts to render this, causing a request for samename.html from the server. The server

configures samename.htm] to refer to a uniquely namedfile uniquename.jpg, and serves

samename.html to the client. For the client browser to render samename.html, it requests the file

uniquename.jpg, which is intentionally not served. That concludes the setting of a cache cookie,

As 4 user returns to the page callingname.html, the browser again attempts to render the entire

page, which causesit to load the object samename-html from its cache. As that is rendered, the

client browser requests uniquename.jpg, which is not in its cache (since it was not served

previously). The serverstill does not serve it, but takes note of the nameofthe file being

requested, asit identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unawareofit being rendered.

[0057] A cache cookie is an implementation ofthe typical cookie functionality that uses

the client device's browser cache. Unlike user agents, it does not change overtime, and like

standard HTMLcookies,it cannot be read by a party other than that which set it. However, like
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HTMLcookies,it could be deleted -- by the user clearing his or her browser cache. Cache

cookies are not automatically transmitted with GET requests, unless the cache elements are

embedded tn the referring pages. This adds a potential round of communication in somesettings,

By relying on user agent information, cache cookies, and HTML cookiesto identify the client

device, itis much morelikely that a machine will be recognized than if only HTML cookiesare

used,

(0058) Although the foregoing embodiments have been described in somedetail for

purposes of clarity of understanding, the inventionis not limited to the details provided. There

are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and notrestrictive.

[0059] WHATIS CLAIMEDIS:
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2)

CLAIMS

!. A system, comprising:

a processor configured to:

receive, at an authentication translator, a request to access a resource and an

authentication input, wherein the authentication input corresponds to at least one stored

record and wherein the stored record is associated at least with the resource;

in response to the receiving, access a previously stored credential associated with

the resource; and

cause the credential to be provided to the resource; and

a memory coupled to the processor and configured to provide the processor with

instructions.

2. The system of claim | wherein the authentication input comprises a biometric input.

3. The system of claim | wherein the authentication input is received in responseto a user-

supplied biometric input matching a template.

4, The system of claim | wherein the system comprises a device and wherein the device

further includes a biometric input component.

a The system of claim | wherein the request to access the resource and the authentication

input are received from a client device that is different and physically separate from the

authentication translator.

6. The system of claim | wherein the processor is further configured to establish a session

between the authentication translator and the resource.

tn The system of claim 6 wherein the processoris further configuredto facilitate a session

renegotiation.

8, The system of claim 1 wherein the processoris further configured to receive, from a

remote system, an encrypted containerthat includesthe credential.
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9, The system of claim | wherein the processoris further configured to receive, from a

remote system, an encrypted containerthat includesat least one template containing biometric

features,

10. The system of claim | wherein the authentication input comprises user agent information.

11. The system of claim | wherein the authentication input comprises at least one cookie.

12. The system of claim | wherein the processoris further configured to receive a password

change request from the resource and wherein the processor is configured to update the

credential without user input.

13, A method, comprising:

receiving, at an authentication translator, a request to access a resource and an

authentication input, wherein the authentication input correspondsto at least one stored record

and wherein the stored record is associated at least with the resource;

in responseto the receiving, accessing a previously stored credential associated with the

resource; and

causing the credential to be provided to the resource.

14. The method of claim 13 further comprising establishing a session between the

authentication translator and the resource.

15. The method of claim 13 further comprising facilitating a session renegotiation.

16. The method of claim 13 further comprising receiving, from a remote system, an

encrypted container that includes the credential.

17. The method of claim 13 further comprising receiving, from a remote system, an

encrypted container that includes at least one template containing biometric features.

18. The method of claim 13 further comprising receiving a password change request from the

resource and updating the credential without user input.

19. A system, comprising:
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a processor configured to:

receive a biometric input; and

determine whetherto provide unlocked access to one or more of a plurality of

entries associated with a first user profile based at least on the biometric input matching

one or more templates in accordance with at least one policy;

whercin an entry includes an identifier of a resource and a credential associated

with the resource; and

wherein accessto a first entry is allowed and access to a second entry is

disallowed based on the determination; and

a memory coupled to the processor and configured to provide the processor with

instructions.

20. The systemof claim 19 wherein the processoris further configured to establish a

connection to the resource.
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ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resourceis received at an

authentication translator, as is an authentication input. The authentication input corresponds to at

least one stored record. The stored record is associated at least with the resource. In response to

the receiving, a previously stored credential associated with the resource is accessed. The

credential is provided to the resource.
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Introduction

Increasingly, small and accurate finger print readers, voice identifiers, or other biometric
devices are being built into consumerelectronics such as phones, laptops, mice, tablet
computers, game computers, car locks, car ignitions, and door locks. This poses a
collection of complex problems for which no solutions to date have been developed.

In addition to the physical considerations associated with building fingerprint readers
with low error rates, there are many other issues that need to be addressed to create a
practical biometric system. Unfortunately, some ofthe issues are very problematic.
Described herein are an array of issues of relevance, and techniques that minimize the
need for passwords.

Example Issues with Biometric Devices

+ New device. When a user acquires a new device, her experience should be smooth and
intuitive. Ifa userfeels like that task of transferring an established profile from an old
device to a new oneis too burdensome,this will hamper deployment and cause
frustration, On the other hand, it is equally undesirable for a user to register a new device
unintentionally — by simply touching an object with a fingerprint reader that a fraudster
has placed in a strategic position, or making utterances used as a voice-based
authenticator. New device registration, in other words, should be reasonably simple but
not automatic.

* Finger theft. While nobodylikes the idea of their password being stolen, having one’s
finger stolen is evenless attractive. While there are fingerprint readers that check for the
liveness of the tissue, there may always be the nagging question in the minds ofwould-be
users: can those readers be tricked to accept a stolen finger? Similarly, nobody likes the
idea of being held captive in order to provide occasional fingerprints to authenticate. A
user should be allowed to authenticate without fingerprints. This mechanism can be
significantly less practical for the intended user than to use a fingerprint reader, as long as
it is more practical to the rough criminal than kidnapping or finger theft would be.

* Legacy systems. Legacy systems speak passwords, and must continue to be allowedto.
It is beneficial to be able to operate the fingerprint reader in a way that creates the server-
side illusion of passwords being entered. Moreover, whenthe legacy system demands
that the password is updated, this should happen — andin particular, invisibly to the user!

+ Credential theft. Credentials should be secure against various abuses, including phishing
attacks, DNS poisoning and various malware attacks. Whereas it might seem that these
are orthogonal issues that can be dealt with as phishing and malware would otherwise be
addressed, the best end result may not be achieved through such approaches. Benefits
can be achieved by taking advantage of the opportunities provided by the infrastructure
designed to support the fingerprint-based authentication.

- No fingerprint. Using current consumer technology, approximately 98% of the
population have fingerprints that can be reliably read. Conversely, approximately two in a
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hundred do not have fingerprints that are easy to read using today’s technology. While
this number will hopefully shrink over the next few years, as the cost goes down and
technology improves, the question remains how to design 4 system that respects those
who have difficulties — or apprehension — using fingerprint readers. Developers should
keep in mind that while users of biometrics may not mind if they are constantly
authenticated, this is not true for people who use passwordsinstead of biometric
approaches.

* Forgotten passwords. Theless users rely on passwords, the more likely it will be that
once they do need them, they have forgotten them. Similarly, the more anxiety one feels
about potentially not remembering a password whenit is required, the harderit will be to
recallit.

* Device sharing, The system should preferably support multiple users per device,
without exposing the credentials of one user to another or leaving one user accidentally
logged in after handing the device over to another. This problem exists to some extent
already today, as somesites may keep users logged in without them being awareofit.
However, the problem is made worse by the possibility of authentication that takes place
without the user having to be aware of it — although that may be a desirable feature in
mostsituations.

Example Embodiments

Usersinteract with fingerprint readers, embedded in devices, and facilitating
authentication to websites. Examples of devices include a computer, a handset, a mouse,
and a doorlock. A cloud storage is used to back up information from fingerprint readers
and devices.

Fingerprint readers perform image capture and feature extraction, followed by a
comparison to one or more templates. Templates are either stored on the fingerprint
reader, or in an encrypted format on the associated device, using a secret key stored by
the fingerprintreader. If the extracted features match a given template, the corresponding
secure vault is accessed by the fingerprint reader. The vaults, which can be stored on the
device, are encrypted using a secret key associated with the matched template and stored
by the fingerprint reader. It is assumed that fingerprint readers cannot be infected by
malware, but that devices can.

In some embodiments, vaults are encrypted profiles containing templates to which
extracted features are compared. They contain user data, such as the user name the user
has registered an account under, and the associated site whereit is registered,
Classification data, such as “email” or “banking” is stored in some embodiments. User
addresses, configuration data, credit card details, shipping addresses, frequent flier
number, and other such information is also stored in some embodiments. In general, a
vault may contain any type of information. In some embodiments,the profile associated
with a vault is a user’s work persona, and associated information, which in some
embodiments contain proprietary files, such as employee data, trade secrets that the
employee has accessto, etc.

ta
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In some embodiments, portions of the data stored in a profile are stored on a storage
associated with the fingerprint reader or other biometric device; some portions of data in
the associated device; and some portions on external resources, including third-party
storage such as cloud servers. In embodiments where notall the profile data is stored on
the biometric device storage, the biometric device can encrypt such portions that are
stored elsewhere, and store a key associated with the profile. The encrypted data can also
be hierarchically encrypted, with some of the decryption keys stored in an encrypted
format in the storage external to the biometric device.

One example of a data encryption technique employed in some embodiments is a
symmetric-key based encryption method, such as AES, It can also be a public key
encryption method such as RSA, or a hybrid encryption technique, such as one using
AESand RSA.

In one embodiment, an entire record is encrypted as one unit, which allows the associated
ciphertext block to be decrypted without decrypting other ciphertext blocks.

Thefirst time a userregisters, he inputs his information, which is then stored in his
profile, If he ever changes someaspectofhis profile, such as his phone numberorcredit
card number, this can be automatically propagated toall the places in the user’sprofile
whereit is used, such as for different accounts.

When a user gets a new device that he wishes to have configured according to previously
stored data that he input on another device, then his new device obtains a copy ofthat
profile from a storage whereit is stored, after which the user either inputs a key or some
data from which a key is computed, from which the received encrypted data can be
decrypted and the data be accessed. Alternatively, instead of inputting a key or data from
which a key is computed, the user can provide a biometric reading from which features
are extracted and either used as a key or used to compute a key, or used along with other
material as a key or to compute a key. Examples of such other material include user-
provided information, such as a password, responsesto life questions, or other data used
to authenticate the user. Alternatively, the key or a portion of the key can be stored on
separate hardware, such as a phone, a dongle, in the form of a QR code ona sticker,ete.

Example of information that can be stored in a template includes the relative location of
features of a fingerprint orretina, a frequency spectrum description ofa user’s voice, and
data describing behavioraltreats, such as the manner in which a user moves.

Let us now consider some transaction types, and how they can be performed:

+ New device. For a user to register a new device, the user would provide a user identifier
(such as an account name), and the new device would connect to the cloud storage or
other storage where the encrypted profile resides, provide the account nameor other
identifier, and be authenticated and associated with the account. The encrypted user
template and vault would be sent to the device. The key for decryption could be
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generated from information the user has (¢.g., stored on a personalidentification chip in
the user’s safekeeping). It can also be generated from biometric data with sufficient
entropy — such as features extracted from fingerprintingofall ten fingers. (Note that this
type of data would not be collected without the user’s knowledge, especially if the scans
use portions of the finger that are not normally used for touching the screen or fingerprint
reader.) The threshold for new device authorization can also be different from that of a
typical authentication session, This combines the benefits of low false accept rates for
new device enrollment with lowfalse reject rates for the typical authentication session,
requiring a higher quality fingerprint for the rarer new-device authentication than it does
for the common authentication session. This translates into a reduced risk of

impersonation during the critical enrollment phase and lowerrisks for accidental
enrollment (since even the valid user may have to take special care to produce perfect
fingerprints); and improved convenience during typical authentication sessions. If the
appropriate key is obtained, the template and the vault can be decrypted and stored on a
secure portion of the device, such as the biometric reader or other secure storage that Is
believed not possible to be affected by malware. In some embodiments, portionsof this
data is stored on insecure storage, such as the device’s storage or external storage, and the
key used to decryptit stored on a secure storage, such as a storage associated with the
biometric device, Note that it is possible to register a new device without performing the
above process, but at the cost of not gaining access to the vault. This can be donelater on,
at the user’s convenience. This would correspond to the process by which the user
registers a device the first time, when he or she does not have a stored profile available
anywhere.If the user configures a new devicelike this, the user can later elect to merge
the two or more profiles he may have, where two profiles can be merged by downloading
them; obtaining access to the keys (e.g., as described above); combining records; and
storing the new combinedprofile. In some embodiments this new combined profile is
encrypted before being stored. In some embodimentsit is made to replace the profilesit
was produced from, whereasin others it is not. When two or more records are combined
and they both contain data of a related type, the system may perform tie-breaking cither
by the time and date during which the different data elements were first input; last used or
confirmed; or by anotherrule, including rules in which the user performstie-breaking
element by element.

« Authentication. For a user to authenticate to a website or other resource, he performs a
fingerprint scan, which causes a verification of the extracted features and a comparison to
the templates stored on the fingerprint reader and associated device. Ifa match is made,
the associated decryption key is selected by the fingerprint reader, and the associated
vault decrypted by it. The vault is scanned for an entry that matches the website or other
resource —¢.g., domain, IP address range,certificate, etc. Ifa matching entry is found, the
associated user name and passwordare extracted, and a secure connection is established
between the fingerprint reader and the website/resource: the user name and password are
submitted over this connection. After the login is successfully completed, the secure
session can be handed overfrom the fingerprint reader to the device, in a way that does
not allow the device retroactive access to the transcripts exchanged between the
fingerprint reader and the website/resource (This avoids credentialcapture in a setting
wherethe device is infected by malware.) This can be achieved using SSL renegotiation,
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which causes a new SSLsessionto be built, using new keys; the new
encryption/decryption/authentication key can then be handed off from the fingerprint
reader (or other biometric device) to the associated device. Knowledge of this new key
does not alow the device to access the contents of any past encrypted contents, since
those used a different and unrelated key, thereby achieving “forward security” for the
session,

* Backup Authentication. Backup authentication can be implemented in a variety of ways.
First ofall, if legacy websites retain password reset mechanisms,this will provide an out-
of-band approachfor users to access their accounts without using fingerprint readers. For
example, if so-called life questions are used, then the user can prove his identity by
answering these questions correctly: or a system such as the Blue Moon Authentication
system can be used to authenticate. Second, a form of emergency access that users can
use underduress can be implemented to release the contents oftheir vaults — to make sure
that nobody hasto fear losing a finger to violent criminals. As one example, the
emergency access is local to a registered device, and works in the same principal way as
the new device authentication, except that it does not rely on data that the user might not
carry with himself, nor on information she memorizes (as people typically forget under
duress.) In one such embodiment, the user would swipeall his fingers to perform an
authentication that could either be the authentication for a new device, or an emergency
authentication.

* Synchronization. The cloud storage can accept backups from multiple devices
associated with one and the same account, and synchronize the updatesso that all devices
get automatically refreshed. Refreshes can also be made according to user-configured
restrictions. For example, such policies can block privileged employer data from being
stored on shared personal devices, or on any device that was not issued by the employer.

* Remote wiping. Remote wiping ofa user’s template is beneficial, both to “unshare”
previously shared devices, and to avoid that criminals with physical component access to
lost devices gain access to templates and vault contents. It is possible to set policies such
as one where a template self-wipes if it is not matched within a particular duration oftime,
or if none of the profiles of the device are matched within this time. In one embodiment,
this is achieved by having the vault contain an encrypted profile and a date and time,
where the date and timeis associated with the time when the vault should be erased by
the storage, but where this data and timeis refreshed with a new date and time every time
the profile is accessed, thereby postponing erasure as long asthe profile is accessed every
so often. This way, the operating system associated with the storage of the vault will read
the date and time every once in a while and remove “expired”profiles. Since user data
can be frequently backed up to the cloud storage, and recovered from this using the new
device registration process, the user will not lose any data by performing a remote wipe
whenin doubt.

There should be no reason to fear finger theft, since it is possible for users to release the
entire contents oftheir vaults without providing a fingerprint, e.g., by answeringthe life
questions or other backup authentication questions associated with the profile. It is also
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possible to release the entire contents of the profile in a plaintext format by performing an
action of the same kind that is used to register a new device, e.g., swiping all ten fingers,
At the same time,if data access is limited by policy to employer-issued devices, a
criminal would need access to such a device to gain access to privileged data — whether
he plans to steal a finger or force the release of vault contents of his victim.

Legacy systems are respected, which could maintain a world view of user names and
passwords, At the same time, though, the passwords could be generated by the fingerprint
devices in ways that result in much safer passwords than those produced by typical users
— while respecting the password formatting rules of sites. Requests to update old
passwords can be automatically intercepted and acted on by devices and fingerprint
readers.

We note that credentials — whether passwords, templates or biometric features — are never
accessible in plaintext outside the fingerprint devices. This prevents the theft of
credentials by malware. Likewise, phishing attempts become largely pointless, as
credentials are never exposed to sites that do not match the accounts contained in the
vault. The verification of [P ranges andcertificates prevents attacks based on DNS
poisoning, as credentials would not be released if only the observed website domain is
matched.

The resulting automation results both in increased user convenience and improved
security,

Figures
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FIG 1

Fig | shows a schematic overview ofthe architecture. A cloud storage or other storage
facility 101 is connected using a network or communication channel 102 to device 110.
In various embodiments, device 110 includes a storage 111, processor 112, and
communication hardware 113, such as radio, all connected using a bus 120. It also
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includes or is otherwise in communication witha biometric component 114 that has a
reader 115, a processor 117 and storage 11&, connected by a bus 119, and to an interface
116 to bus 120. Device 110 is connected to a website or other resource 103 using network
or communication channel 102.

 
Fig 2 shows an example ofa process of authenticating. In 201, the biometric component
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114 accepts a reading, extracts features 202 using processor 117 and storage 118, reads a
template 203 from storage 118 or storage 111, determines 204 whether the template is
encrypted, if applicable decrypts template 205 using a key stored at least partially in
storage 11%, perform a match 206 between said template and the extracted features,
determines if the match ts sufficiently good 207. If it is not then determines 208 if there
are further templates that can be matched, and iterates 203 if so; otherwise ends the
authentication process 209, If the match 207is sufficiently good, then extracts the
appropriate record 210 from a template or associated file, stored either in storage 118 or
storage 111, and uses data from the extracted record to authenticate 211 to entity 103,
shownin more detail in Fig 4. Ifmatch is sufficiently good 207, device 110 can also be
unlocked, and contents stored in storage 111 made accessible to the user.
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Fig 3 shows an example ofa registration of a new device by a user who already has a
profile stored in cloud storage or other storage 101. To register a new device 110 and
copy user data from previously used devices, the user would initiate a registration 301,
input or otherwise obtain a useridentifier 302, and request data 303 from storage 101.
The user then performs a biometric authentication using biometric component114,
resulting in extracted features 202. Alternatively, device 110 lets the user perform an
alternative form ofauthentication 305 such as life questions or Blue Moon Authentication.
Using the data obtainedin alternative authentication 305 or using extracted features 202,
a key is extracted 306. This key is used to decrypt requested data obtained from storage
101, and the decrypted data is stored 308 on the fingerprint reader device,ie., 118. The
part of decrypted data that contains keys is stored on storage 118, and otherparts are
either stored on storage 118 or storage 111, where data in storage 118 does not have to be
encrypted. Said data contains templates used in 203 and records used in 210. There may
be several templates, e.g., one for each type ofbiometric reader utilized by the user, on
the device in question or other devices. These mayall be associated with one and the
same user, which may be associated with multiple records, where each record describes
the access to one particular resource, or contains other user data, such as personal or
proprietary files. This data is encrypted whenstored in a place that is not considered
secure; when the data is secure,this collection of templates and records. On one device,
several such vaults or collections of templates and records may be stored; e.g., one for
each user who is commonly accessing the device or using it for storage of vault data.

10
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FIG4

Fig 4 shows an example of authentication 211 to entity 103 in more detail. In 401,
recipient data is obtained from entity 103 or a proxy that represents entity 103. This data
may include domain name, IP address, certificates, and other data used to authenticate
sites, apps and entities. The obtained data is compared to stored data 402, which, in some
embodiments, is recorded by device 114 or device 110 orother entity during previous
interactions with 103. It is determined whetherthere is a sufficiently good match 403
between the obtained and the stored data. If there is not then the authentication session is

said to have failed, and ends 404. Otherwise, device 110 or preferably component 114 of
device 110 sets up a secure channel 405 with entity 103, ¢.g., using SSL, over which
authentication data is communicated 406; such authentication data can include user name

and passwords, that were extracted 210 from a matched template or associatedfile. After
device 103 has accepted the authentication 406, a new secure channel can be set up
between 110 and 103, or existing secure channeltransferred to 110 and 103.
Alternatively secure channel 405 may beset up inside a second secure channel, where
said second secure channelis set up between device 110 and entity 103; in which case
secure channel405 can plainly be terminated after the authentication 406 has completed.
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Fig 5 shows an example of synchronization of data between device 110, including
component 114, and cloud storage or other storage 101. A secure channel can have been
established, e.g., using SSL, after which the entities 110 and 101 authenticate to each
other 501. It is determined, based on policies and the identity and access history of device
110 what data to upload 502 to storage 101 from device 110 and component114, and
similarly, what data to download from storage 101 to device 110 and component 114. All
data is encrypted using keys stored at least in part by component | 14.
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Consider a server S and a client C that communicate over a network N. S sets cookiesfor C,
but occasionally, C erases them. Disclosed herein are techniques that modify S in a way that
makes C possible to identify with a greater probability than if only traditional cookies are used.
As one example, the techniques can be implemented asa filter F installed between S and N,
requiring no modifications to S or C. The filter can also be integrated into S.

Traditionally, the server S can SET a cookie and READ a (HTML) cookie. The setting (or
writing) of a cookieis initiated by S, while reading of the cookie is a passive action for S, as S
simply receives information transmitted by the client C. In an augmented system with a proxy P,
the server S will act the same asin the traditional context, but the proxy P will filter and inject
traffic to increase the likelihood that a correct cookie value is received by S for a given client.
The probability is increased without having to modify S.

The proxy P will add “cache cookies”to traffic going to C. When P sets a cookie to C, then P will
causethe cookie to be set, and also cause a cache cookie to be set to C. When a cookie but no

cache cookie is received from C, then P will communicate it to C, and cause a new cache
cookie to be set to C. When a cache cookie but no cookie is received from C, then P will

determine what the corresponding cookie value is, and communicate that to S: it will also cause
this cookie value to be set to C. The translation between cache cookie values and cookie values

can be performedin a variety of ways, such as by using a lookup table, or using a computation

or mapping of values.

One way to set a cache cookieis for P to send to C a document A.HTMLthat references an
element V. To render A.HTML, C will have to request V, since it does not havethisin its cache.
However, P will not serve V. A,HTML can be named the sameforall clients, but the value V is

unique to the cookie to be set to a given client C. Here, V is associated with a domain controlled

either by P or S, or a party associated with either of these.

Later, to read a cache cookie, P can send a document B.HTMLthat references A.HTML, To

render B.HTML, C determines whetherit has A.HTMLin its cache.If it does, it retrieves it. Then,

to render A.-HTML,it will request V from P. Doing this will identify it, since V is unique to the
client C. P will not serve V - therefore, V will remain not known by C, and therefore,will cause
subsequent cache misses when B.HTMLis served again at somelatertime.

In some embodiments the value V incorporates the value of a cookie associated with C. For

example, if S has set a cookie “abc123" for C, then V can be the object “abc123.jpg.” When P

learns that a client wishes to render “abc123.jpg” it would concludethat this is a client whose
cookie value is “abc123"; it would then transmit that cookie value to S. It would also set that

cookie from S$ to C,if the cookie was not transmitted along with the cache cookie value.

P can also perform a mapping of cookie values to cache cookie values V. For example, it can
encrypt all cookie values individually, using a cryptographic key K1 known by P. Doing this may
cause a cookie “abc123" to be encrypted to a value “AA311B2723," which would in turn be
converted to a cache cookie value V="AA311B2723.jpg.” The use of the extension jpg here is
only for the sake of an example, and it could be anyfile type of applicability in the context of a
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documentthat can be rendered by a browser. Similarly, HTMLis also only an example of a
documenttype that can be rendered.

Consider a cache cookie that was computed by mapping a cookie value to a cache cookie
value, as described above. When such a cache cookie value is read, and V="AA311B2723.jpg"
is obtained, P would convert that to a value “AA311B2723”"and then decrypt that using the key
K2, where decrypting with K2 results in the original cookie value “abc123”. This is then
communicated to the serverS. It can also be set to the client C.

Cache cookie values can also be computed from cookie values using another form of mapping,
or using lookup tables. One form of mappingis the identity function, in which essentially the
samevalue is used for the cookie value and the cache cookie value.

The proxy can add additional functionality, such as sequence numbers, For example,if a
sequence number 1 is associated by P with a client C, and S wishes to set a cookie “abc123"to

C, then P can attach the value 1 to the cookie string, obtaining an augmented cookle value
“abe1231": after which it maps to a suitable cache cookie value, As before, this can be done

using mappingsor lookup tables. The proxy P can use a function f1 to map the augmented

cookie value to a cache cookie value V. In the example above, the result of applying f1 to
“abc1231” may be the value V="01000100010000001.gif". Both thefile name and thefile type
may be the result of this function. To perform the reverse mapping, a function f2 will be applied
to any received cache cookie value; here f2(f1(x)) = x. This would provide P with the augmented
cookie value, e.g., “abe1231", from which it can compute the associated cookie value “abc123"
and transmit that to C; and useit to set a cookie to C. The cookie sent to C may also be
augmented, but it does not have to be augmented with the same numberas the cache cookie
was augmented with. For example, there could be two serial numbers associated with C; one
for cookies and one for cache cookies. These two numbers maybe independent. If, when
reading cookies and cache cookies from C, P can determineif the two values addedin the

augmentation are consistent with each other and consistent with the state kept by P, and
potentially associated with C. If the values are not consistent, P may communicate an alert to C,

or may decide not to communicate the cookie value to C. P may also modify the sequence
numbers associated with C.

In addition to using cache cookies to help S recognize client devices C, P can add other
features that augments the data flow to help increase the probability of correct recognition. For
example, when P transmits cookies or cache cookiesto C,it can also read the browser agentof
C, and store information associated with this. When a client device C connects to S via P

without transmitting any cookie or cache cookie information, then P can read the browser agent
and determine whetherit recognizes C with a sufficiently high assurance; andif so, determine
the cookie value associated with C and transmit this to S;it will also cause the setting of the
cookie and cache cookie values to C.

P can augment the cookie value and cache cookie value using a value associated with the

browser agent. For example, instead of using a sequence number, or in addition to using this, P
can use the browseragentor part thereof. For example, P can determine that the browser agent
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corresponding to C correspondsto a value “501", and mapthis to a first sequence numberor
value, say “110", to be Used to augment the cookie; and map the same value to a second
sequence numberof value, say “F9j", and augment the cache cookie string with this. The
augmentation may be performed before or after the mapping or lookup.

P can also store a browser agent(also referred to as a user agent) associated with C ina
record associated with C, where P also stores the cookie value associated with C. If P receives

a browser agentvalue that identifies C with a sufficiently high certainty, but not any cookie or
cache cookie value, then it may transmit the cookie value associated with the record containing

the received browser agentvalue to S, and use the same value to set cookies and cache
cookies for C on behalf of S. Multiple browser agents can be associated with one and the same
useror client.

P mayalso store additional information associated with C or a user of C in a record. Examples
of this additional information include the credit card number and CVV of the user, or a life

question, or a password. These may bestored in cleartext or in a secured format. If P cannot
identify a client C, or there is inconsistent data, then P may request such additional information

from the userof C.|f the user enters this information, then this can be used to look up the
correct record and then validated. The associated record would also contain the associated

cookie value for C; this value can then be transmitted to S, and used to set cookies and cache

cookies to C; and the observed browser agent can be recordedin the record.

P mayalso utilize an auto-fill feature to request data to befilled by C's browser, on behalf of the
user associated with C. This way, the user associated with C would not have to enter the
information that would be usedto identify the proper record. The user could be requested to
click on a “submit” button, causing the auto-filled information (that does not haveta bevisible to
the user) to be submitted to P. Techniques such as those used for “click-jacking” and “like-
jacking” can be used to channeluserclicks from a user to P. Other techniquesforinitiating or
causing a click can also be Used. Theinitiated click may be performed by a user who believes
he or she is simply pressing a submit button, whereas heor sheis also submitting values that
are auto-filled in a portion of a page that are not necessarily visible to the User. This initiated

click can be used to transmit information that was auto-filled by the browser associated with C,
and then usedto identify the record kept by P and associated with C.

In the above, C will not have to be aware of the presence of P, butits traffic will appear asif the

data was sent by S. Similarly, S will not have to be aware ofP, but thetraffic it receiveswilll

appear to come from C. P maybe integrated in S, or used as a filter, as described above.

The proxy P can combine the functionality of multiple servers S1 and S2. In one embodiment, P
includes two components P1 and P2, where P'1 is associated with S1 and P2 with S2, and

where P1 and P2 share data, such as information about clients C. In this embodiment, P1 may
send packets both on behalf of S1, and cause the sending of data on behalf of S2, where a
response byC to either of these packets would causethe identification of C to P1. P1 may then
cause the rewriting of data, according to the above descriptions, on behalf of S1, but may also
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causethe rewriting of data on behalf of S2, thereby causing the identifying information
associating C with both S1 and S2 to become hardened in the sense that as long as one of the
servers S1 and S2 would be able to recognize C, so would the other. Again, this is transparent
to the servers. One way in which this can be performed is that proxy P1 sends a cookie read
request on behalf of P2; this could be an elementthal, to be rendered, causes C to request data

from S2 from C. P2 would filter out this request so that it does not necessarily reach S2, and

would notify P1. Both P1 and P2 could then perform actions to write cookies to the client C. The

element causing a request by C to S2 via P2 may either be the same as what S2 would use to
detect C for S2, or it could be an associated item that P2 knows correspondsto a request

emanating from S1 and P1, but which P2 maintains whenCvisits S2. As an alternative, S1 and
$2 may both, via P1 and P2, set cache cookiesof the following format: A.HTML would
reference one object V1 associated with domain S1 and one object V2 associated with domain
$2. As soon as A.HTMLis referenced, both V1 and V2 will be requested from their associated

domains; the associated cookies will be sent at the sametime, if available. That way, both P1
and P2 can rewrite cookies when either of them reads a cache cookie.

A third-party proxy P3 can be associated with proxies P1 and P2, which in turn are associated

with server S1 and S2. When either S1 or S2 sets a cookie to C, their associated proxy, P1 or
P2, sends a cookie set request to C. This can contain a reference to material associated with

the domain of P3. For example, S1 wishesto set a cookie to C. P1 sends the set-cookie request
to C, and also sets a cache cookie to C. This cache cookie includes an object A.HTMLthat
references V1 and V3, where V1 is an element associated with a domain associated with P1 or

Si, and V3 is an element associated with a domain associated with P3, C will request V1 and

V3 to render A.HTML, but will not be served these elements. If S1 wishes to read a cache

cookie from C (which happens when C visits $1), the proxy P1 sends an element B.HTMLto C;
B.HTML references A.HTML, which C hasstored in its cache. To render A.HTML, C has to

request V1 and V3. Neither P1 nor P3 sends the associated objects. P1 detects the cache
cookie value associated with the value of V1, and transmits information to S1 as described

before. P1 may also write a cookie to Cm or perform other actions to update records associated
with C. When P3 receives the requestfor V3, it may also receive cookies associated withits

domain. Using the value associated with V3, and potentially the cookie valueit received, it

identifies a record associated with C. It then may write a cache cookie associated with S2 and
P2 to C, which may cause a requestto be sent from C to P2, and may cause a requestto be
sent from C to P3. P2 will react to this by setting a cookie to C, but will not report to S2, since C
did not visit S2, but this was a result of visiting $1, and then interacting with P3.

Since P can identify a device C based on evidencethat is not a hundred percent certain, there
is a parameter or a configuration that determines whatcertainty is sufficient. This is a per-client
parameteror configuration that is a function of the risk exposure, the case history, and previous
accesses,including the score associated with each such access.This constitutes a threshold
determining what actions to perform upon receiving data from a client. In general, the threshold
applies to all the inputs, including one or more cookies; one or more cache cookies; browser

agent data; and auxiliary data that may be provided by the user, or which may be provided by
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the browserof the user. This threshold can be a simple value or an n-dimensional boundary
specifying whatis sufficient certainty given n input features.

In the above, C has been described as a separate component between S and the network N. In
some embodiments, P is a componentthat is part of the network, and which is contacted by S
when communicating with C. Instead of being a filtering proxy, P is therefore a stand-alone
service provider that receives requests from S associated with a client. Ways of doing this
include by forwarding or rerouting packets, and by including elements in the packets that cause
C to communicate with P -- such as references to A.HTML, whichis associated with P and

served by P, and which makesreferences to a cache cookie value V associated with V or S, or

both. P can also be part of the server.

In some embodiments, biometric sensors are integrated. When server S sets a cookie, proxy P
sends a requestto read biometric data to associate said biometric sensor with the account.

Client S responds with data that identifies the biometric readings. Proxy P records these

associated with said cookie. When client C makes a connection with server S, proxy P again
requests biometric data to be read. Client C makes a biometric read and responds with

corresponding biometric data. Proxy P determines what accountis associated with said

corresponding data and sends the associated cookie to server S. In another embodiment, proxy
P also sets cookies and cache cookies during the set operation, and records user agent data;
then reads the cookie, cache cookie and User agent during the cookie read operation.

The multiple sources of identifying data serve as backup for absent or deteriorated data, and to
provide evidencethat the data is valid. If some of said data including cookie data, is stolen by
an attacker, but other data is not stolen, then an attacker would only be able to present some of
the data to the proxy P, causing the detection of said attack.

In some embodiments, multiple readings correspondto the registration of a new client device C,
whereas fewer readings correspond with the cookie set and cookie read operations. For
example, a user may use his thumb to authenticate to a device during an operation associated
with the cookie set or cookie read operations. The same user may have to use both thumbs and
index finger to register a new device, or to set up an account. This protects the user by making
sure that he or she does not accidentally register a new device in his name, where the

registration of a device would associate it with his account and cause a cookie associated with a
previous device to be observed by server S when newclient C’ communicates with S via proxy
P:

In some embodiments, proxy P is notfiltering traffic between server S and network N, butis
listening in to the traffic between the two, andinjecting additionaltraffic. In these embodiments,
when S sets a cookie to C, P adds a request to set a cache cookie to C, and to read the user

agent and other potential auxiliary data. When S reads a cookie from C, which is an action
initiated by C sending data to S over N, then P sends C a request that causes the reading of the
associated cache cookie, browser agent, and other auxiliary data. If the client C initiates
interaction with server S without sending the cookie (e.g., the cookie has been erased), then P
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does not know the identity of the client C, but can determine this by reading the user agent, the
cache cookie, and other auxiliary data. Once this has been read, P determines the associated
cookie value and injects that in the traffic from C to S, causing S to perceive that the cookie was
sent by C. In one such embodiment, P monitors andinjects traffic on a bus, LAN or other wired
network; in another such embodiment, P monitors and injects traffic over a wireless channel.

In some embodiments,the traffic that is being filtered or monitored and injected is not encrypted
traffic, and the proxy P does not need to know the key material to decrypt or encrypt packets. In
other embodiments, the traffic is encrypted, and P knowsthekey, allowing P to decrypt and

encrypttraffic. In another embodiment where thetraffic also is encrypted, P does not know the
key K, but injects unencryptedtraffic.

Description of Figures

Fig. 1 shows a server 100 that interfaces a proxy 120 using an interface 110; the proxy 120
interfacing a network 140 using an interface 130; a client 160 interfacing said network using an
interface 150.

Fig. 2 shows a server 100 making a request 210 to set a cookie for a client 160; where request

210 is converted at proxy 120 to a request 221 to set a cookie and a request 222 to set a cache
cookie. Fig 2 also showsa potential read 231 of an HTML cookie, a potential read 232 of a
cache cookie, a potential read 233 of a browser agent or auxillary data supplied by a user or his
or her browser. The data being obtained by proxy 120 in one or more of these read operations
is combined and comparedto a threshold. If the threshold is reached a read cookie operation

220 is performed to inform server 100 that the cookie Was read.

Fig. 3 shows an element 300 that references 310 a second element 320,

Fig. 4 shows an element 400 that references 410 a second element 420 that when rendered
references 310 a third element 320. Element 300 and element 410 correspond to each other.

Fig. 5 shows an example of what is performed ataclient 160 asit receives a request 222 to set
a cache cookie 300 in some embodiments. In 500, this element 300 is rendered, which causes

510 the client 160 to attempt to load the element 320 referenced 310 by element 300.It is

determined 520 whetherthis loading was successful 550 or not 530.If it was not successful
530, then the element 320 is requested by client 160 from proxy 120 in 530. The client 160 may

not be awareof the proxy 120, but think that it requests 530 the element 320 from server 100.
The state 550 should never be reached, since the element 320 is preferably never served to

cllent 160. The state 540 signifies that the request has been completed.

Fig. 6 shows whatis performed at a client 160 as it receives a request 232 to read a cache

cookie 300 in some embodiments. This is done by proxy 120 sending element 400to client 160.
Client 160 attempts to render element 400 in step 600. This causes 610 the element 420
referenced 410 by 400 to be attempted to be loaded from the cacheofclient 160. It is
determined 620 whetherthis is successful or not. If itis not then the cache cookie is not present
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621. If it is, then the browser associated with client 160 attempts to render element 420, whichis

obtained from the cache of client 160. This element corresponds to 300. Therefore, when 420 is
rendered in 630 the reference 310 to element 320 causes the browser associated with client

160 to attempt to load 640 element 320 from its cache.It is determined 650 whetherthis is
successfulor not. If itis successful then state 651 is entered, otherwise state 660 is entered.

State 651 should never be reached, since the element 320 is preferably never served to client
160. The state 660 signifies that the request has been completed.

Fig. 7 shows actions taken by proxy 120 in some embodiments. In step 700 it receives a cookie
value x from server 100 after interacting 210 with server 100. Proxy 120 computes a function
f(x) from cookie value x in step 710, and then determines value V in step 720, where V is a
value that is associated with element 320.

Fig. 8 shows actions taken by proxy 120 in some embodiments. In step 800, proxy 120 receives
a value V from interaction 232 with client 160. Proxy 120 then computes 810 the value of f{-

1}(V), which is the inverse of the function f computed on the value V. In 820 proxy 120
determines the value of cookie x that corresponds to value V. Here, C is a value associated with
element 320.

log
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Departmentof Justice to determine whether disclosure of these records is required by the Freedom of Information
Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to
a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirementsof the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may bedisclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as 4 routine use, to a n other federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing Inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in an
application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes awareof a violation or potential violation of law or regulation.
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Date Mailed: 01/03/2012

Receipt is acknowledged of this provisional patent application. |t will not be examined for patentability and will
become abandonednotlater than twelve monthsafterits filing date. Any correspondence concerning the application
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT,and TITLE OF INVENTION. Feestransmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a “Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTOwill generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Bjorn Markus Jakobsson, Mountain view, CA,

Powerof Attorney:
Robyn Wagner--50575

If Required, Foreign Filing License Granted: 12/28/2011

The country code and numberof yourpriority application, to be usedforfiling abroad under the Paris Convention,
is US 61/569,112
Projected Publication Date: None, application is not eligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

BACKWARDS COMPATIBLE ROBUST COOKIES

PROTECTING YOUR INVENTION OUTSIDE THEUNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
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patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection ts desired.

Almostevery country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewithits particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patentrights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index. html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED"followed by a date appears on this form. Suchlicenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 GFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be usedat any time onor afterthe effective date thereot unless
itis revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does notin any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing lawsrelating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect ta Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsContro!, Department of
Treasury (31 CFR Parts 500+) and the Department of Eneray.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOTappearon this form. Applicant may still petition for a license under 37 GFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).
 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USAoffers tremendous
resources and advantagesfor those who invest and manufacture goods here. Through SelectUSA,our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USAis the best
country in the world to develop technology, manufacture products, and grow your business,visit SelectUSA.gov.
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