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ing onto CDs later, to back up your data to another hard drive in the same computer,
or to back up to another computer on the network. (To use the latter option, click
Browse.) In any case, click Cancel if you’re asked to insert a floppy disk.

The Save As dialog box that appears asks you to name the backup file you're creating
(its filename extension is . bkf). Click Save when you've selected a location and typed
aname,

Figure 16-14:

Of all the Advanced op-
tions, this series of screens
(click Set Schedule, then
Advanced) may be the most
useful because it fets you
establish a backup that runs
automatically, without your
involvement, (Behind the
scenes, it cregtes o task in
your Start->Control Panel—
Schedufed Tasks window,
where you can manipufate it
or adjust its schedule.)

when to Back Up
‘You can rin the backup now o schedule it for later,

Schedule | Settings |

ﬁ% Every 12 hou{s) from 12:33 AM for 13 howr(s) evesy dag, starting
i B/30/2002

|

Start time:

[ S.hnw multiple schedules,
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- 'machine to begin your troubleshooting pursuit. That’s precisely the purpose of the
©” Startup menu—a menu most people never even know exists until they’re initiated
= into its secret world by a technically savvy guru.

Making the Startup menu appear is a matter of delicate timing. It goes like this:

.1, Restart the computer. Inmediately after the BIOS startup messages disappear,
. press the F8 key (on the top row of most keyboards).

* The BIOS startup messages—the usual crude-looking text on a black screen, filled
. with copyright notices and technical specs—are the first things you see after turn-
" ing on the computer,

- If you press the F8 key after the Windows logo makes its appearance, you're too late.
If you've done it right, on the other hand, you see a message that says, “Please select
", the operating system to start.” Most people have only one option here—“Microsoft
. Windows XP Professional”

: 2. At the “Please select the operating system” screen, press F8 again.

. Ifall goes well, you'll see the Windows Advanced Options Menu (see Figure 16-16).
. Displayed against a black DOS screen, in rough lettering, is a list of options that
" includes Normal, Logged, Safe Mode, and so on.

. Figme 16-767
% The Startup menu
" (not to be confused

- with the Start menu)
 gppears only when
- you press F8 a couple
= times as the com-
"+ puter Is starfing up. In
.. times of deep trouble,
. ft can be a lifesaver.

'3i-_Select the startup option you want.

“To make a selection, press the up or down arrow keys to “walk through” the list,
- Press Enter when you've highlighted the option you want.

- Here’s what the Startup menu commands do:

> Safe Mode. Safe Mode starts up Windows in a special, stripped-down, generic,
- somewhat frightening-looking startup mode—with the software for dozens of
- hardware and software features turned off. Only the very basic components work:
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CHAPTER E

17

Accounts, Permissions,
and Logging On

struggled to answer a difficult question: How do you rig one PC so that sev-

eral different people can use it throughout the day, without interfering with
each others’ files and settings? And how do you protect a PC from getting fouled up
by mischievous (or bumbling) students and emplovees?

i :or years, teachers, parents, tech directors, and computer lab instructors

introducing User Accounts

Like the Windows 2000 under its skin, Windows XP is designed from the ground up
to be a multiple-user operating system. On a Windows XP machine, anyone who uses
the computer must log on—click (or type) your name and type in a password—when
the computer turns on. And upon doing so, you discover the Windows universe just
as you left it, including these elements:

» Desktop. Each person sees his own shortcut icons, folder icons, and other stuff left
out on the desktop.

» Start menu. If you reorganize the Start menu, as described in Chapter 1, you won’t
confuse anybody else who uses the machine. No one else can even see the changes
you make.

* My Documents folder. Each person sces only her own staff in the My Documents
folder.

* Email. Windows XP maintains a separate stash of email messages for each account
holder—along with separate Web bookmarks, a Windows Messenger contact list,
and other online details.
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+ Favorites folder. Any Web sites, folders, or other icons you've designated as Favorites
appear in your Favorites menu, and nobody else’s.

- Introduding .. ' .
. Use Accoumts, ‘. e

+ Internet cache. You can read about cached Web pages in Chapter 11. This folder
stores a copy of the Web pages yow've visited recently for faster retrieval.

- History and cookies. Windows maintains a list of recently visited Web sites in-
dependently for each person; likewise a personal collection of cookies (Web site
preference files).

+ Control Panel settings. Windows memorizes the preferences each person establishes
using the Control Panel (see Chapter 8), including keyboard, sound, screen saver,
and mouse settings.

» Privileges. Your user account also determines what you're allowed to do on the
network and even on your own computer: which files and folders you can open,
which settings you can change in the Control Panel, and even which files and
folders you can open.

Tip: Behind the scenes, Windows XP stores aff of these files and settings in a single folder that techies call your
user profife. 1t's in your My Computer—Local Disk (C:)—Documents and Settings—[Your Name] folder.

This feature makes sharing the PC much more convenient, because you don't have
to look at everybody else’s files (and endure their desktop design schemes). It also
adds a layer of security, making it less likely for a marauding six-year-old to throw
away your files.

Tip: Even if you don't share your PC with anyone and don't create any other acceunts, you might still ap-
preciate this feature because it effectively password-protects the entire computer. Your PCis protected from
unauthorized fiddling when you're away from your desk (or when your laptop is stolen)~especially if you tell
Windows to require your logon password any time after the screen saver has kicked in (page 269).

Since the day you first installed Windows XP or fired up a new Windows XP machine,
you may have made a number of changes to your desktop—fiddled with your Start
menu, changed the desktop wallpaper, added some favorites to your Web browser,
downloaded files onto your desktop, and so on—without realizing that you were
actually making these changes only to your account,

Accordingly, if you create an account for a second person, when she turns on the
computer and signs in, she’ll find the desktop exactly the way it was as factory in-
stalled by Microsoft: basic Start menu, Teletubbies-hillside desktop picture, default
Web browser home page, and so on. She can make the same kinds of changes to the
PC that youw've made, but nothing she does will affect your environment the next time
you log on. Yow'll still find the desktop the way you left it: your desktop picture fills
the screen, the Web browser lists your bookmarks, and so on.
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In other words, the multiple-accounts feature has two components: first, a convenience
element that hides everyone else’s junk; and second, a security element that protects
both the PC’s system software and other people’s work.

If you're content simply to use Windows XP Pro, that's really all you need to know
about accounts. If, on the other hand, you have shouldered some of the responsibil-
ity for administering XP Pro machines—if it's your job to add and remove accounts,
for example—read on.,

Windows XP: The 08 With Two Faces

As you may remember from the beginning of Chapter 1, Windows XP Pro is designed
to handle either of two different kinds of networks: workgroups (small, informal home
or small-business networks} and domains (corporate, professionally and centrally
administered).

This distinction becomes particularly important when it comes to user accounts.

+ Aworkgroup network. In this smaller kind of network, each computer maintains
its own security settings, such as user accounts, passwords, and permissions. You
can’t open files on another computer on the network unless its owner has created
an acoount for you on that computer. Before you can access the files on the Front
Desk PC and the Upstairs PC, for example, you must create an account for yourself
on each of those machines. Clearly, setting up an account on every PC for every
employee would get out of hand in a huge company.

If you're part of a workgroup network (or no network), yo'll find that Windows
XP Pro gives you simplified, but less secure, access to user accounts and permis-
sions, both of which are described in this chapter.

-

A domain network. In a corporation, your files may not be sitting right there on
your hard drive. They may, in fact, sit on a network server—a separate computer
dedicated to dishing out files to employees from across the network. As you can
probably imagine, protecting all this information is Job Number One for somebody
or other.

That’s why, if your PC is part of a domain, you'll find Windows XP Pro more remi-
niscent of Windows 2000, with more business-oriented features and full access to
the account maintenance and permissions management options.

This chapter tackles these two broad feature categories—the workgroup scenario and
the domain scenario—one at a time.

HNate: After the Windows XP Pro installation is completed, you can madify the Windows configuration to use
either the simple mode or the detafled one, no matter how your computer is equipped.
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Local Accounts on a Worlistation

This section is dedicated to computers in a workgroup network—or no network at
all. If your computer is a member of a domain, skip to “Local Accounts on a Domain
Computer,” later in this chapter.

To see what accounts are already on your PC, choose Start—Control Panel, and then
open the User Accounts icon. You'll see a list of existing accounts (Pigure 17-1).

Figure 17-1:

This screen lisls everyone

for whom you've created an
account. From here, you can
create new dccounts or change
peaple’s passwords,

{Hint: To change account
settings, just click the person’s
name on the bottom half of the
screen, Clicking the “Change an
account” fink at top requires an
extra, redundant cfick.)

If you see more than one account here—not just yours—then one of these situations
probably applies:

» You created them when you installed Windows XP Pro, as described in Appendix
A.

Tip: Al of the accounts you create when you first instali Windows XP become Administrator accounts, as
described in the following section.

» You bought a new computer with Windows XP preinstalled, and created several
accounts when asked to do so the first time you turned on the machine.

+ You upgraded the machine from an earlier version of Windows. Windows XF
gracefully imports all of your existing accounts.
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Nefe: Upgrader beware: [fyou've upgraded from Windows 98 or Me, Windows XP treats il of these imported
accounts as Administrator accounts, described below:. It also wipes out their passwaords, which leaves open
asecurity hole the size of Canada. Promptly after upgrading, therefore, you should take a moment to assign
passwords and downgrade account types to Limited, as described below,

If you're new at this, there’s probably just one account listed here: yours. This is the
account that Windows XP created when you first installed it.

Administrator Accounts

It’s important to understand the phrase that appears just under each person’s name.
On your own personal PC, the words “Computer administrator” probably appear
underneath yours.

Because you're the person who installed Windows XP to begin with, the PC assumes
that you're one of its administrators—the technical wizards who will be in charge of
it. You're the teacher, the parent, the resident guru. You're the one who will maintain
this PC and who will be permitted to make system-wide changes to it.

You'll find settings all over Windows XP Professional (and all over this book) that
only people with “Computer administrator” accounts can change. For example, only
an administrator is allowed to:

+ Create or delete accounts and passwords on the PC.
* Install new programs (and certain hardware components).

* Make changes to certain Control Panel programs that are off-limits to non-ad-
ministrators.

* See and manipulate any file on the machine. .

As you go about creating accounts for other people who'll use this PC, you'll be of-
fered the opportunity to make each one an administrator just like you. Needless to
say, use discretion. Bestow these powers only upon people as responsible and techni-
cally masterful as you.

Limited Accounts

Anyone who isn’t an administrator is an ordinary, everyday Limited account holder.
“Limited” people have everyday access to certain Control Panel settings—the ones
that pertain to their own computing environments. But most other areas of the PC
are off-limits, including everybody else’s My Documents folders, Windows system
files, and so on.

If you're a Limited account holder, in other words, your entire world consists of the
Start menu, your My Documents folder, the Shared Documents folder, and any fold-
€rs you create.
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Tip: 1f a Limited account holder manages to download a computer virus, its infection will be confined to his
account. if an administrator catches a virus,-on the other hand, every file on the machine is at risk.

That's a good argument for. creating as few computer administrator accounts as possible. In fadt, some
Windows pros don't even use Administrator accounts themseives. Even they use Limited accounts, keeping
one Administrator account on hand only for new software or hardware installations, account or password
changing, and similar special cases.

Adding an Account

Once you've opened the User Accounts program in the Control Panel, it's easy to
create a new account: just click the “Create a new account” link shown in Figure
17-1. (You see this link only if you are, in fact, an administrator.)

A wizard guides you through the selection of a name and an account type {see Figure
17-2).

When you're finished with the settings, click the Create Account button {or press
Enter). After a moment, you return to the User Accounts screen (Figure 17-1), where
the new person’s name joins whatever names were already there. You can continue
adding new accounts forever or until your hard drive is full, whichever comes first.

Figure 17-2;
Top feft; I it's afl in the

. family, the account’s
name could be Chris or
Robin. if it's a corporation
or school, you'll probably
want to use both first and
last names. Capitalization
doesn't matter, but most
punctuation is forbidden.

Mame the new account

Type & name For the new account!
{Cian A, Flug i

‘This reame wifl appear an the Wedoors sraen and on the Jhar ety

Bottom right: This is the
master switch that lefs
you specify whether or
not this unsuspeding
computer user will be a
cornputer administrator,
as described above.

£73 Compuber administrator

Hlkh & lpibed actount, you can;
o Chefig or remove your password
s Changa your picture, theme, and other Jeskbop settings
s Wiy Flex you created
® Wiewt files in tha Shiped Ducuments Folder

Uisars with Tinibed accourts cannot aksays install programs, Depending on the
mratram, auser might need administratar privileges to ngtal it

flsa, progeams designed Drir to Windaws XP or Windows 2000 might not work
propery with fimited aceounts. For best rasuls, choose progrems bearing the
Desioned For Windows ¥P bog, or, forun older programs, chooss the “oommputer
aeiministrator” acoount hyps,

<Back | § Crests Account  § [ Cancel |
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Tig: If you never had the opportunity to set up a user account when installing Windows XP—if you bought
a PC with Windows XP already on it, for example—you may see an account named Owner already in place.
Nobody can use Windows XP at all unless there's at least one Administrator account on i, so Microsoft is
doing you a favor here.

Just use the User Accounts program in the Control Panel to change the name Owner to one that suits you
better. Make that account your own using the steps in the following paragraphs.

Editing an Account

Although the process of creating a new account is swift and simple, it doesn’t offer
you much in the way of flexibility. You don’t even have a chance to specify the new
person’s password, let alone the tiny picture that appears next to the person’s name
and at the top of the Start menu (rubber ducky, flower, or whatever).

That's why the next step in creating an account is usually editing the one you just set
up. To do so, once you've returned to the main User Accounts screen (Figure 17-1),
click the name or icon of the freshly created account. You arrive at the screen shown
at the top in Figure 17-3, where—if you are an administrator—you can choose from
any of these options:

* Change the name. You'll be offered the opportunity to type in a new name for this
person and then click the Change Name button—just the ticket when one of your
co-workers gets married or joins the Witness Protection Program.

» Create a password. Click this link if yow'd like to require a password for aceess to
this person’s account {Figure 17-3, bottom). Capitalization counts.

The usual computer book takes this opportunity to stress the importance of having
along, complex password, such as a phrase that isn’t in the dictionary, something
made up of mixed letters and numbers, and not “password.” This is excellent advice
if you create sensitive documents and work in a corporation.

But if you share the PC only with a spouse or a few trusted colleagues in a small
office, for example, you may have nothing to hide. You may see the multiple-users
feature more as a convenience (for keeping your settings and files separate) than
a way of protecting secrecy and security.

Inthese situations, there’s no particular need to dream up a convoluted password.
In fact, you may want to consider setting up no password—leaving both password
blanks empty. Later, whenever you're asked for your password, just leave the Pass-
word box blank. You'll be able to log on that much faster each day.

If you do decide to provide a password, you can also provide a hint (for yourself
or whichever co-worker’s account you're operating on). This is a hint than any-
body can see (including bad guys trying to log on as you), so choose something
meaningful only to you. If your password is the first person who ever kissed you
plus your junior-year phone number, for example, your hint might be “first person
who ever kissed me plus my junior-year phone number.”
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Later, if you ever forget your password, yow'll be offered an opportunity to view

ocal Accounts ona..-
L this hint at sign-in time to jog your memory.

. Workstatic

Tip: When your're creating accounts that other people will use for the purpose of accessing their machines
from across the network, set up the same passwords they use when logging onto their own computers. You'l
save them time and hassle. Once they've logged onto another machine on the network, they'll be able to
connect to their own without having to type in another name and passwosd.

By the way, it’s fine for you, an administrator, to create the original passwords for
new accounts. But don’t change their passwords later on, after they’ve been using
the computer for a while. If you do, yowll wipe out various internal security features
of their accounts, including access to their stored Web site passwords and stored
passwords for shared folders and disks on the network (Chapter 20). See the box on
page 523 for details.

Figure IT-3.

Top: Here’s the master
menu of account changing
options that you, an admin-
istrator, can see. (i you're a
Limited account holder, you
see far fewer options.)

Witat do yvou want 1o change about Hamy
Pate's pocouni’?

&4 hange the name Harcy Pate

Lt atnunt
Bottom: You're supposed to
type your password fwice,
to make sure you didn't in-
troduce a typo the first time.
(The PC shows only dots as
yout type, to guard against
the possibilfty that some
viflain is snooping over your
shoulder.)

= Changs the wore
29 changs the aceeunt hyps

£ Delote the: socount

Create o password for Hawy Pale's
geoount

F Créating asacere pessward
s Creating B gobd passwird -

You are cresting a passward For Horry Pate, TF you do-this, Harry Pate wilt
{ose: all personat cetificates and stored passwords for Wel sites o
netwark resources,

To avold Yosing daka n the futurs, ask Hary Fabe to meke & password reset
Fioppy disk.

Type @ nev password:
{a.c;lt I

Typa the nevs pastiwerd 2gain to confim!
fiervas 1

1F the password contalns capiial latters, they must be byped the same way
every Hme,

Viarm's highschoo] sweethean’s diter's dog's midde name 1

The massward hint vall be visible ko everyans wh uses this computer.
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+ Make your files private. The first time you make up a password for your own ac-
count, another screen asks: “Do you want to make your files and folders private?”
If you're using the accounts feature more for convenience than for security—if you
and your boss are married and have no secrets from each other, for example—cdlick
No.

Mote: The private-folder feature is avaifable only on hard drives you've formatted using the ATFS scherme,
as described on page 636.

But if you click the button labeled “Yes, Make Private,” Windows takes a minute
to mark everything in your user profile folder off-limits to other account holders.
(Your user profile folder is the one bearing your name in the Documents and Set-
tings folder on your hard drive.) Henceforth, if anyone else tries to open any of
your files or folders (when they’re logged in under their own names), they’ll get
nothing but a curt “Access is denied” message.

(Technically, making a folder private even shields it from the eyes of the machine’s
Administrator account holders—but it’s a pretty flimsy shield. A deterrnined ad-
ministrator can burrow past this wisp of protection to examine your files, if she’s
determined to do so, or even change your password late one night to gain full
access to your stuff.}

Note that even if you do make your files and folders private, you'll still be able to
share selected files and folders with other people. You just put them into the Shared
Documents folder described on page 107.

-~ FipzYou can make any of your own folders private—or un-private, for that matter. Just right-click the folder; from
. the shortcut menu, choose Properties; click the Sharing tab; and tumn “Make this folder private” on or off,

* To make your entire world un-private, for example, you'd perform this surgery on your aser profile folder in
“ the Documents and Settings folder (page 541).

* Change the picture. The usual sign-in screen (Figure 17-14) displays each account
holder’s name, accompanied by a little picture. When you first create the account,
however, it assigns a picture to you at random—and not all of them are neces-
sarily appropriate for your personality. Not every extreme-sport headbanger, for
example, is crazy about being represented by a dainty flower or butterfly.

If you like the selections that Microsoft has provided (drag the vertical scroll bar to
see them all), just click one to select it as the replacement graphic. If yow'd rather
use some other graphics file on the hard drive instead—a digital photo of your
own face, for example—you can click the “Browse for more pictures” link (Figure
17-4). You'll be shown a list of the graphics files on your hard drive so that you
can choose one, which Windows then automatically scales down to postage stamp
size (48 pixels square),

* Change the account type. Click this link to change a Limited account into an
Administrator account, or vice versa. You might want to use this option, for
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example, after upgrading a Windows 98 or Windows Me computer to ‘Windows
XP-—a process that otherwise leaves all existing user accounts as Administrator
accounts.

« Delete the account. See page 524.

You're free to make any of these changes to any account at any time; you don’t have
to do it just after first creating the account.

Tip: If the User Accounts program fooks nothing like the ilustrations in this chapter so far, it's probably because
you: have only a Limited account. In that case, opening User Accounts in the Control Panel offers only certain
links: “Create a password” {or “Change my password"), "Change my picture,” and "Set up my account to use
a NET Passport.” Only a computer administrator can make the other kinds of changes described here.

Figore 17-4:
Right; Here’s where
you change your
account picture. if a
camera or scanner
fs gttached, you get
an extra link here,
“Get g picture from

‘

BMokop pew piotore Tor Hany Pale's

atdaisl

e

7 i -- The Fisbure yab chaose wit appear on the Welk
beavt Absul o

: yiimees Fitha Flayer

EERN
g‘g Wirndoss Mais Mt

Tour Windows X8
R

i) YO s i

g camera of sain-
ner"—instant picture.
And here’s atip: If
you like to change

3@ Filew s Fetiinigs Transer
<P Yard

your pictire with
your mood, there's

a shortcut to this
dialag box, Just dlick
your picture af the
top of the open Start
meny (feft).

B Programs %&

The Forgotten Password Disk

As described later in this chapter, Windows XP contains a handy hint mechanism for
helping you recall your password if you've forgotten it: the little ? icon that appears
after you click your name on the Welcome screen. When you click that little icon,
you're shown the hint that you provided for yourself-if you provided one-—when
setting up your account.

But what if, having walked into a low-hanging branch, you've completely forgotten
both your password and the correct interpretation of your hint? In that disastrous
situation, your entire world of work and email would be locked inside the computer
forever. (Yes, an administrator could issue you a new password—but as noted in the
box on the facing page, yowd lose all your secondary passwords in the process.)
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Fortunately, Windows XP offers a clever solution-in-advance: the Password Reset
Disk. It’s a floppy disk that you can use like a physical key to unlock your account, in
the event of a forgotten password. The catch: You have to make this disk now, while
you still remember your password.

To create this disk, choose Start—Control Panel. Open the User Accounts program.
If you're an administrator, click your account name; if not, you can skip this step.

Either way, you should now see a link in the task pane called, “Prevent a forgotten pass-
word.” Click that to open the Forgotten Password Wizard shown in Figure 17-5.

When the day comes that you can’t remember your password, your attempts to get
past the logon screen will be met by a “Use your Password Reset Disk” link, (If you've
turned off the standard Welcome screen shown at top in Figure 17-14, you'll see a
Reset button instead.)

When you click that link or button, Windows asks you to insert your Password Reset
Disk, and then gives you the opportunity to create a new password (and a new hint
to remind you of it). You're in.
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Even though you now have a new password, your existing Password Reset Disk will
still be good. Keep it in a drawer somewhere, for use the next time you experience a
temporarily blank brain.

Figure 17-5:
The screens of this wizard
guide you through the process
of inserting a blank floppy
disk and preparing it fo be
your master skeleton key. If
This wizard helps you create 2 password reset” disk. If you you forget your password—or
forget the password for this user account and are unable to if dministrator b
H Iog on, you can use this disk to create a new password, i some qaministrator s
changed your password—you
Note: N matter how many fimes you change your can use this disk tp reinstate
passward, you only nead Lo create this disk once. it without the risk of losing all
of your secondary passwords
(memorized Web passwords,
encrypted files, and so on).

Welcome to the Forgotten
Password Wizard

‘wlarning: Anpone can use this disk to resst the password,
and therefore have access to this account.

To continue, click Next,

Deleting User Accounts
It happens: Somebody graduates, somebody gets fired, somebody dumps you. Sooner
or later, you may need to delete a user account from your PC.

To delete a user account, you, an administrator, must open the User Accounts program,
click the appropriate account name, and then click “Delete the account.”

Windows XP now asks you if you want to preserve the contents of this person’s My
Documents folder. If you click the Keep Files button, you'll find a new folder, named
for the dearly departed, on your desktop. (As noted in the dialog box, only the docu-
ments, contents of the desktop, and the My Documents folder are preserved—but
not programs, email, or even Web favorites.) If that person ever returns to your life,
you can create a new account for him and copy these files into the appropriate folder
locations.

If you click the Delete Files button, on the other hand, the documents are gone
forever. ’

A few more important points about deleting accounts:

* You can’t delete the account you're logged into.
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= You can’t delete the last Administrator account. One account must always re-
main.

* You can create a new account with the same name and password as one that you
deleted earlier, but in Windows XP’s head, it’s still not the same account. As de-
scribed in the box on page 523, it won’t have any of the original secondary passwords
(for Web sites, encrypted files, and so on).

+ Don’t manipulate accounts manually (by fooling around in the Documents and
Settings folder, for example). Create, delete, and rename them only using the User
Accounts program in the Control Panel. Otherwise, you'll wind up with duplicate
or triplicate folders in Documents and Settings, with the PC name tacked onto
the end of the original account name (Bob, Bob.MILLENNIA, and so on)—a sure
recipe for confusion.

FREQUENTLY ASKED QUESTION:

4 Chris lsan

Password: INTTT
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Tip: I you're an administrator, don't miss the Users tab of the Task Manager dialog box {press Cirl+Alt+Delete
to open it). Tt offers a handy, centralized ist of everybady who's logged into your machine—even those who
have dialed in from the road, as described in Chapter 21-and buttons that et you log them off, disconnect
them, o even make a little message pap up on their screens. All of this can be handy whenever you need
some information, a roubleshooting session, or a power Tp.

The Administrator Account

It may come as a surprise to a workgroup user that Windows XP provides one more,
very special account: an emergency, backup account with full administrator powers.
Even if you delete all of your other accounts, this one will still remain, if only to give

you some way to get into your machine. It’s an account called Administrator, and it’s
ordinarily hidden.

In fact, yow'll generally see it only in times of troubleshooting, when you start up
your PC in Safe Mode (page 506). It's the ideal account to use in those situations. Not
only does it come with no password assigned, but it’s also not limited in any way. It
gives you free powers over every file, which is just what you may need to troubleshoot
yOur compirter.

Figure 17-6:

There's not reafly
much to fearn about
the Guest account;
it's exactly the same
thing as a Limited
account, except that it
requires no password
atall
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The Guest Account

Actually, Administrator and Limited aren’t the only kinds of accounts you can set

up on your PC.

The third kind, called the Guest account, is ideal for situations where somebody is
just visiting you for the day. Rather than create an entire account for this person,
complete with password, hint, little picture, and so on, you can just switch on the

Guest account.

To do so, open the User Accounts program in the Control Panel. If you're an admin-
istrator, you'll see an icon for the Guest account at the bottom of the screen (Figure
17-6}. Click it; on the next screen, click the button labeled Turn On the Guest Account.

That’s all there is to it.

When the visitor to your office is finally out of your hair, healthy paranoia suggests
that you turn off the Guest account once again. (To do so, follow precisely the same
steps, except click Turn Off the Guest Account in the final step.)

Local Accounts on a Domain Computer

When your computer is a member of a corporate domain, the controls you use to
create and manage user accounts are quite a bit different.

Figure 17-7:

A Windows XP Professional computer that's a
member of a demain has @ more detafled User
Account dialog box. Instead of creating new ac-
counts on your focal machine, these contirols let
you give other people on your domain the abil-
ity to log onto your computer locally (that is, in
person, rather than from across the network),

tUsers | advanced [T o

_ Use the list below to grant or deny users sccess o your

tamputer, and ta change passwords and other settings.

Users For this computer:

u@craigz ZACKER] Rudministyators

1 IS Passwmrd For Admwstrator

l_ Add... . H Remove H Properties j

To change the passwnrd fur Admlnlstrator, c!lck Reset

Password .
R_gse!: _Password. "
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Tn this case, when you choose Start-—Control Panel—User Accounts, you see the dialog
box shown in Figure 17-7. The layout is different, but the idea is the same: You can see
all of the accounts on the computer, including the Administrator account described
above. (In a domain situation, it isn’t hidden, as it is on a workgroup computer.)

This dialog box lets you create local accounts—accounts stored only on your computer,
and not on the corporate domain machine—for existing citizens of the domain. (Why
would you need a local account, if all of your files and settings are actually stored
elsewhere on the network? Because certain tasks, like installing drivers for new hard-
ware, require you to log on using a local Administrator account.)

Note: This business of creating a local account that corresponds to an existing domain account si't quite
the same thing as creating a completely new account for a completely new person. For that purpose, see
the following pages.

Lss tha kst below ko grant of deny ussrs acoiss U your
comptar, and ta change passwords srd pther settlngs,

Vs far AdTRRREOY o v
T To change the passernd fos Adiinistrater; dokReset, |
Fasspord, BT .

o ResskPasetidh, I
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Creating a Local Account for a Domain Member

When you click the Add button (Figure 17-7), an Add New User Wizard appears. It
lets you specify the person’s name and the name of the domain that already stores his
account. (You can also click the Browse button to search your domain for a specific
person.}

When you click Next, the wizard prompts you to specify what level of access you want
to grant this person. You have three choices:

» Standard user. This person will be allowed to change certain system settings and
install programs that don’t affect the Windows XP system files.

« Restricted user. A restricted user can log in and save documents, but isn’t allowed
to install software or modify system settings.

+ Other. If you choose this option, you'll be allowed to specify what local group this
person belongs to, as described later in this chapter.

Once the account you selected appears in the user accounts list, that person is now
ready to log into your PC using the local account.

Local Users and Groups

The simple control panels youw've read about so far in this chapter are designed for
simplicity and convenience, but not for power. Windows XP Pro offers a second way
to create, edit, and delete accounts: an alternative window that, depending on your
taste for technical sophistication, is either intimidating and technical—or liberating
and flexible.

It’s called the Local Users and Groups console,

Opening the Console
You can open up the Local Users and Groups window in any of several ways:

Flgure 17-8:

Local Users and Groups is a
Microsoft Management Console
(MMC} snap-in. MMC is a shell
program that lets you run most
of Windows XP’s system admin-

"-= BB &

ﬁ Local tsers and Groups {Lacal) -3 Mafie 0w Byl Mamas - i

istration applications. A MMC Users @ Administrator

snap-in typically kas two panes. i Groups ‘1B Guest

You select an item in the left | BB HelpAssistant Remote Desktop Help Assi...
{scope} pane to see information B sUPPORT_ 36894550 CN=Microsoft Cotporation. .
about it displayed in the right

{detail} pane,

CHAPTER 17! ACCOUNTS, PERMISSIONS, AND LOGGING ON

HP Inc. - Exhibit 1007 - Page 543




+ Choose Start—Control Panel—»Administrative Tools->Computer Management.
Click the Local Users and Groups icon in the left pane of the window.

« Choose Start—Run, type Lusrmgr.msc, and click OK.

« Domain PCs only: Choose Start—>Control Pancl. Open User Accounts, click the
Advanced tab , and then, under Advanced User Management, click the Advanced
button.

In any case, the Local Users and Groups console appears, as shown in Figure 17-8,

In this console, you have complete control over the local accounts (and groups, as
described in a moment) on your computer. This is the real, raw, unshielded command
center, intended for power users who aren’t easily frightened.

The truth is, you probably won't use these controls much on a domain computer.
After all, most people’s accounts live on the domain computer, not the local ma-
chine. You might occasionally have to log in using the local Administrator account
to perform system maintenance and upgrade tasks, but you'll rarely have to create
new accounts.

Workgroup computers are another story. Remember that youw'll have to create a new
account for each person who might want to use this comptiter—-or even to access its
files from across the network. If you use the Local Users and Groups console to create
and edit these accounts, you have much more control over the new account holder’s
freedom than you do with the User Accounts control panel.

“rigure 17-9;
When you first create a new user, the “User must

change password at next logon” checkbox is
furned on, It's telling you that no motter what

password you make up when creating the account,

vour colfeague will be asked to make up a new one

the first time he fogs in. This way, you can assigna

simpfe password (or no password at alf) to afl new
accounts, but your underlings will still feel free to
devise passwords of their own choosing, and the
accounts won't go unprotected
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Creating a New User Account

To create a new account in the Local Users and Groups console, start by clicking the
Users folder in the left side of the console (technically called the scope pane). On the
right side of the console {the detail pane), you see a list of the accounts already on
the machine. It probably includes not only the accounts you created during the Win-
dows XP installation {(and thereafter), but also the Administrator and Guest accounts
described earlier in this chapter.

To create a new account, choose Action—New User from the Action menu. In the New
User dialogbox (Figure 17-9), type a name for the account (the name this person will
type or choose when logging in), the person’s full name, and if you like, a descrip-
tion, (Microsoft no doubt has in mind “Shipping manager” rather than “Short and
balding,” but the description can be anything you like.)

In the Password and Confirm Password text boxes, specify the password that your
new colleague will need to access the account. Its complexity and length are up to
.. you and your innate sense of security paranoia.

] Tip: If you can't create a new account, it's probably because you don't have the proper privileges yourself
* You must have an Administrator account (page 517) or belong to the Power Users or Administrators group
- (page 533).

I If you turn off the “User must change password at next logon” checkbox, you can
“turn on options like these:

'« User cannot change password. This person won’t be allowed to change the pass-
word that you've just made up. (Some system administrators like to maintain sole
control over the account passwords on their computers.)

* Password never expires. Using software rules called Jocal security policies, an ad-
ministrator can make account passwords expire after a specific time, periodically
forcing employees to make up new ones. It’s a security measure designed to foil
intruders who somehow get a hold of the existing passwords. But if you turn on
this option, the person whose account you’re now creating will be able to use the
same password indefinitely, no matter what the local security policy says.

. * Account is disabled. When you turn on this box, this account holder won’t be
able to log on. You might use this option when, for example, somebody goes on
sabbatical—it’s not as drastic step as deleting the account, because you can always
reactivate the account by turning the checkbox off. You can also use this option to
set up certain accounts in advance, which you then activate when the time comes
- by turning this checkbox off again.

- Note: When an account is disabled, a red circled X appears on its icon in the Local Users and Groups

:j_console (You may have noticed that the Guest account appears this way when you first install
Windows XP)
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When you click the Create button, you add the new account to the console, and you
make the dialog box blank again, ready for you to create another new account, if
necessary. When you're finished creating accounts, click Close to return to the main
console window.

Groups
As you may have guessed from its name, you can also use the Local Users and Groups
window o create groups—named collections of account holders.

Suppose you work for a small company that uses a workgroup network. You want
to be able to share various files on your computer with certain other people on the
network, You'd like to be able to permit them to access some folders, but not others.
Smooth network operator that you are, you solve this problem by assigning permis-
sions to the appropriate files and folders (page 545).

In Windows XP Pro, you can specify different access permissions to each file for each
person. If you had to set up these access privileges manually for every file on your
hard drive, for every account holder on the network, you'd go out of your mind—and
never get any real work done.

That’s where groups come in. You can create one group—called Trusted Comrades, for
example—-and fill it with the names of every account holder who should be allowed to
access your files. Thereafter, it’s a piece of cake to give everybody in that group access
to a certain folder, in one swiff step. You end up having to create only one permission
assignment for each file, instead of one for each person for each file.

%ignre i7-10:

The New Group dialog box lets you specify the
members of the group you are creating. A group
can have any number of users as members, and a
user can be a member of any number of groups.

532
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Furthermore, if a new employee joins the company, you can simply add her to the
group. Instantly, she has exactly the right access to the right files and folders, without
your having to do any additional work.

Crenting a group

To create a new group, click the Groups folder in the left side of the Local Users and
Groups console (page 529). Choose Action—New Group. The New Group dialog box
appears, as shown in Figure 17-10. Into the appropriate boxes, type a name for the
group, and a description if you like. Then click Add.

A Select Users or Groups dialog box appears (the same box shown in Figure 17-20).
Here, you can specify who should be members of your new group. (You can always
add more members to the group, or remove them later.)

Finally, click OK to close the dialog box, and then dlick Create to add the group to
the list in the console. The box appears empty again, ready for you to create another
group.

Built-in groups

You may have noticed that even the first time you opened the Users and Groups
window, a few group names appeared there already. That's because Windows XP
comes with a canned list of ready-made groups that Microsoft hopes will save you
some time,

For example, when you use the User Accounts control panel program 1o set up a new
account, Windows automatically places that person into the Limited or Computer
Administrator group, depending on whether or not you made him an administrator
(page 417). In fact, that’s how Windows knows what powers and freedom this person
is supposed to have.

Here are some of the built-in groups on a Windows XP Professional computer:

* Administrators. Members of the Administrators group have complete control
over every aspect of the computer. They can modify any setting, create or delete
accounts and groups, install or remove any software, and modify or delete any

file.

But as Spiderman’s uncle might say, with great power comes great responsibility.
Administrator powers make it possible to screw up your operating system in thou-
sands of major and minor ways, either on purpose or by accident. That’s why it’s
a good idea to keep the number of Adminisirator accounts to a minimum—and
even to avoid using one for everyday purposes yourself, as described in the Tipon |
page 518.

* Power Users. Members of this group have fewer powers than Administrators, but
still more than mere mortals in the Users group. If you're in this group, you can
set the computer’s clock, change its monitor settings, create new user accounts and
shared folders, and install most kinds of software. You can even modify some of the
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critical system folders, including the Windows folder and Windows— System32
folder—but only for the purpose of installing applications that deposit files into
those folders.

Clueless Power Users members can still cause trouble, so you should reserve the
status for people who know what they’re doing. On the other hand, Power Users
arer’t allowed to delete, move, or change core operating system files, so the dam-
age they can inflict is relatively limited. This is 2 good kind of account for you, the
wise administrator, to use for everyday work.

Users. Limited account holders (page 525) are members of this group. They can
access their own Start menu and desktop settings, their own My Documents folders,
the Shared Documents folder, and whatever folders they create themselves--but
they can’t change any computer-wide settings, Windows system files, or program
files.

If yow're a member of this group, you can install new programs--but you'll be
the only one who can use them. That’s by design; any problems introduced by
that program (viruses, for example) are limited to your files and not spread to the
whole system.

If you're the administrator, it’s a good idea to put most new account holders into
this group.

Figure 17-11:

In the Properties dialog box for a tser accourt,
you can change the full name or descrip-

tion, modify the password options, and add
this person to, or remove this person from, a

1 group. The Properties dialog box for a group is
- — simpler still, containing only a list of the group’s
members,

Gereral ‘L f.\"l.eml;a Oik

3

Chiis Olser

Full name:

Description: i

'

[TTUser must change password at next logon
‘[ User cannct charge password

7] Password never explres

T Acecount is disabled

Iy
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» Guests. If your're in this group, you have pretty much the same privileges as members
of the Users group. You lose only a few nonessential perks, like the ability to read
the computer’s system event log (a record of behind-the-scenes technical happen-
ings).

In addition to these basic groups, there are also two special-purpose groups:

+ Backup Operators. People in this group can back up and restore any of the files on
the computer, even if those {ies are technically off-limits to these account holders.
Members of this group can also log onto the system and shut it down, although
they can’t modify any security settings.

* Replicator. If you're in this group, you can replicate files across a domain, a technical
bit of bookkeeping of absolutely no interest to anyone outside the thrilling world
of network administration.

Remember: You can add an individual account to as many groups as you like. That person will have the
accumulated rights and privileges of all of those groups.

Modifying Users and Groups

To edit an account or group, just double-click its name in the Local Users and Groups
window. A Properties dialog box appears, as shown in Figure 17-11.

You can also change an account password by right-clicking the name and choosing
Set Password from the shortcut menu. But see page 520 earlier in this chapter for
some cautions about this process.

Figure 17-12:

The first option here
governs the appearance
of the user-friendly Wel-
come screen shown in
Figure i7-14, The second
fets one person duck into
his own account without
forcing you fo log off
completely, as described

Select logon and logo¥ ontions

ym can sioply click votr account namse to fog on, Far
adde& serurlty, you can b nff this fzature and use the classic lgon prompt eibick
requires users Lo type & user acequnt namg,

3 vigon g

on page 518. Note [luse Pask User Switching

: With Fast User Switching, you can quickly suiich b anothet User sccount without
that these optmn’s are having ko tose any programs. Then, when Lhe other user is finkshed, vou can switch
refated—you can't turn back ta your own scesint.
off the first without first
furning off the second.

{ Aoplvoptions | 1 Convel |

Setting Up the Logon Process

On a Windows XP computer in a workgroup, the dialog box that greets you when
you turn on the PC (or when you relinquish your turn at the PC by choosing Start—>
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Log Off) looks something like Figure 17-14. But a few extra controls let you, an ad-
ministrator, set up the logon screen for either more or less security—or, put another
way, less or more convenience.

Open the User Accounts program in the Control Panel, and then click “Change the
way usets log on ot off.” As shown in Figure 17-12, Windows XP now offers you two
extremely important logon options.

Use the Welcome Screen
Under normal circumstances, the logon screen presents alist of account holders when
the PC is first turned on, as shown in Figure 17-14.

H you're worried about security, however, you might not even want that list to appear.
Ifyou turn off “Use the Welcome screen,” each person who signs in must type both his
name and password into blank boxes—a very inconvenient, but secure, arrangement
(Figure 17-13). (You can’t turn off “Use the Welcome screen” if Fast User Switching
is turned on, as described in the next section.)

Tip: Ever when you're looking at the standard, friendly Welcome screen (Figure 17-14), you can switch to the
older, Classic logon screen: just press Ciri+Alt+Delete. (I you're having troubte making it work, try pressing
down the Alt key before the other ones.)

You may be used to using the Ctrl+Alt+Delete keysiroke for summoning the Task Manager, as described on
page 154, but at the Welcome to Windows bo, it means something else entirely.

'._'Log'eh to

- Passwordy

Figure 17-13;

If you turn off the new Welcome screen, you
sign into Windows XP just as Windows 2000
fanis have for years. You're expected to type
in your name and password and then click
OK. (By the way, you also see this display
if you joined a domain when installing
Windows XP Pro.}

].- [ .Qp.tiénsz. << j !

' OK . ” ..(.:;-[n:cal . ] [ﬁh_ut Down...

536

Use Fast User Switching

If youw've used any version of Windows before, the business about separate user ac-
counts for everybody who uses a certain PC is old hat. One aspect of this feature,
however, is dramatically new in Windows XP—and extremely welcome: Fast User
Switching.
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How Fast User Switching works

Suppose you're signed in, and you've got things just the way you like them: You have
eleven programs open in carefully arranged windows, your Web browser is down-
loading some gigantic file, and you're composing an important speech in Microsoft
Word. Now Chris, a co-worker/family member/fellow student, wants to duck in to
do a quick email check.

In the old days, you might have rewarded Chris with eye-rolling and heavy sighs, or
worse. If you chose to accommodate the request, you would have had to shut down
your whole ecosystem, interrupting the download, closing your windows, saving your
work and exiting your programs. You would have had to log off completely.

If Fast User Switching is turned on, however, none of that is necessary. All you have
to do is press the magic keystroke, Windows logo key+L. (Or, if yow've misplaced
your keyboard, you can choose Start—Log Off, and then click Switch User in the
Log Off dialog box.)

Now the Welcome screen appears, ready for the next person to sign in. Looking at the
screen now, you may think yow've just logged off in the usual way.

But look at it closely (Figure 17-14): You haven’t actually logged off at all. Instead,
Windows has memorized the state of affairs in your account—complete with all open
windows, documents, and programs—and shoved it into the background. Chris (or
whoever) can now sign in normally, do a little work, or look something up. When
Chris logs out again, the Welcome screen comes back once again, at which point you

OSTALGIA CORNER

Eh Press CubaltDelete o begin,

Requirng ths key combitration at starile helps kesp your
compater seture. For more nformaton, dick Help,
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can log on again. Without having to wait more than a couple of seconds, you find
yourself exactly where you began, with all programs and documents still open and
running.

Figure 17-14:

When Fast User
Switching is turned
on, you can call up
the Welcome screen
shown here without
even quitting your
programs and closing
your windows, If
Outlook Express or
Windows Messenger is
running, the Welcome
screen even shows
you how many unread
email messages are
waiting for you. (Point
without dicking to
produce d tooltip that
breaks dowr which
email accounts they
came n on.}

'This feature requires a good deal of memory, of course (don’t even think about it
on a machine with less than 96 MB of RAM). Otherwise, howevet, it’s an enormous
timesaver.

Tip: ¥f Fast User Switching is turned off, its special keystroke—Windows logo key+L—is still special. Now it
locks your PC, hiding all of your open programs and windows. The only thing on the screen is an Unlock
Computer dialog box (which ooks almast exactly like the one shown in Figure 17-14). At this point, nobody
can even get into the machine except you: or somebody with an Administrator account.

How io turn on Fast User Switching

To turn on this optional feature, open the User Accounts program in the Control
Panel. Click “Change the way users log on or off”; the dialog box shown in Figure
17-12 appears. Make sure “Use the Welcome screen” is turned on (it’s a requirement
for Fast User Switching), and then turn on “Use Fast User Switching.” Finally, click
the Apply Options button.
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Mofe:You can't tun Tast User Switching off if anybody else’s account i still open in the background. Before
you can turn off the feature, you must first switch to each account in tumn (press Windows key+L) and then
sign off from each account.

Figure 17-15;

Top: If you choose Start—Log Off
wihen Fast User Switching is turned
off, you get this fimited dialog box.

[ Juse Fast User Switching

Bottom: When you choose Start—
Log Off while Fast User Switching

is turned on, you get this choice:

you can either log off for real (dick
Log Off), or use Fast User Switching
fo cede control of the computer to
another account holder and put your
work into background memory (click
Switch User).

Use Fast User Switching

From now on, you have two options each time you decide that you're finished work-
ing for the moment. You can log off normally, closing all of your programs and
windows—or you can fast switch, logging off temporarily, leaving your work open
on the screen behind the scenes. Figure 17-15 shows you the difference.

Tip: Here's the power user’s version of fast user switching (Administrater account required). Press
Ctrl+Alt+Delete to apen the Task Manager dialog box, whose Users tab reveals the list of logged-on accounts.
Right-click the account you want, choose Connect from the shortcut menu, and boomi—you're switched. You
don’t even have to listen to the two-note musical switching theme.

Logging On

Once your account is set up, here’s what it’s like getting into, and out of, a Windows
XP Professional machine.

identifying Yourself

When it comes to the screens you encounter when you log onto a2 Windows XP
computer, your mileage may vary. What you see depends on how your PC has been
set up. For example:
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You zoom siraight to the deskiop
If you are the sole account holder, and you've set up no password at all for yourself,
you cruise all the way to the desktop without any stops.

This password-free scenario, of course, is not very secure; any evildoer who walks by
your machine when you're in the bathroom has complete access to all of your files
{and all of your password-protected Web sites). But if you work in a home office,
for example, where the threat of privacy invasion isn’t very great, it’s by far the most
convenient arrangement.

You get the “Log On to Windows” dialog box

If you've turned off “Use the Welcome screen” (page 536), you don’t get the usual
Welcome screen shown in Figure 17-14 at startup. Instead, you must fype in your
pame, as shown in Figure 17-13, rather than simply clicking it in a user-friendly
list. (If you were the last person to use the machine, you might not have to type in
the name, because Windows automatically fills the box with the name of the most
recent user.)

You get the “Press Ctrl-Alt-Delete to Begin” dialog box

Fither you added your PC to a domain while installing Windows XP Professional, or
you have turned off the “Use the Welcome screen” feature and activated the “Require
Users to Press Ctrl-Alt-Delete” option mentioned earlier. This is the most secure
configuration, and also the least convenient.

You get the Windows XP Welcome screen
This is what people on stand-alone or workgroup computers see most of the time
(Figure 17-14). -

At this moment, you have several alternatives. If you click the “Turn off [computer
name]” button (in the lower-left corner of the screen)—maybe in a sudden panic
over the amount of work you have to do-—you'll be offered the “Turn off computer”
dialog box. It contains Stand By, Turn Off, Restart, and Cancel buttons. (If you press
the Shift key, the Stand By button becomes a Hibernate button.)

Figure 17-16:

If you can't remen-
ber the password,
click the 7 icon. | pro-
duces a balloon that
reveals your pass-
waord hint. And if you
stiff can’t remember,
it's titme to take out
the Password Reset
\3; Password Hink: L Disk (page 504).
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Qtherwise, to sign in, click your account name in the list. If no password is required
for your account, you proceed to your personal Windows world with no further
interruption.

I there is a password associated with your account, you'll see a place for it (Figure
17-16). Type your password and then press Enter (or click the green arrow button).

There’s no limit to the number of times you can try to type in a password; with each
incorrect guess, a tooltip balloon appears, tactfully inquiring, “Did you forget your
password?” It reminds you that capitalization counts.

Tip: |f your Caps Lock key is pressed, another balloon lets you know. Otherwise, because you can't see
anything on the screen as you fype except dots, you might be trying to type a lowercase password with all
capital letters.

Profiles

As you've read earlier in this chapter, every document, icon, and preference setting
related to your account resides in a single folder: by default, it’s the one bearing your
name in the Local Disk (C:}—»>Documents and Settings folder. This folder is techni-
cally known as your user profile.

Figure 17-17;

Behind the scenes, Windows XP maintains another profile folder, whose
subfolders closely parallel those in your own. What you see~the con-
tents of the Start menu, Desktop, Shared Documents folder, Favorites
list. Templates folder, and so on—is a combination of what's in your own
user profite folder and what's in the All Users folder.
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The All Users Profile

Each account holder has a separate user profile. But your PC also has a couple of
profiles that aren’t linked to human beings’ accounts.

Have you ever noticed, for example, that not everything you actually see in your Start
menu and on your desktop is, in fact, in your user profile folder?

The solution to this mystery is the All Users profile, which also lurks in the Documents
and Settings folder (Figure 17-17). As you can probably tell by its name, this folder
stores the same kinds of settings your profile folder does—except that anything in
All Users appears on everybody’s Start menu, desktop, and so on.

All of this is a long-winded way of suggesting another way of making some icon avail-
able to everybody with an account on your machine. Drag it into the corresponding
folder (such as Desktop or Start Menu) in the All Users profile folder.

Whose software is it, anyway?

The All Users folder also offers a handy solution to the “Whose software is it, anyway?”
conundrum: the burning question of whose Start menu and desktop reflects new
software that you've installed using vour own account.

As noted in Chapter 5, some software installers ask if you would you like the new
program to show up only in your Start menu, or in everybody’s Start menu. But not
every installer is this thoughtful. Some installers automatically deposit their new
software into the All Users folder, thereby making its Start menu listing available to
everybody when they log on.

On the other hand, some installers may deposit a new software program only into
your account (or that of whoever is logged in at the moment). In that case, other
account holders won’t be able to use the program at all, even if they know that it’s
been installed, because their own Start Menu and Desktop folders won’t reflect the
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installation. Worse, some people, not seeing the program’s name on their Start menus,
might not realize that you've already installed it-—and may well install it again.

The solution, of course, is to open the Start Menu—Programs folder in your user
profile folder, copy the newly installed icon, and paste it into the All Users—Start
Menu-—Programs folder. (Repeat with the Desktop folder, if you'd like everyone to
see a desktop icon for the new program.) You've just made that software available and
visible to everybody who logs onto the computer.

The Default User Profile

When you first create a new account, who decides what the desktop picture will
be—and its Start menu configuration, assortment of desktop icons, and so on?

Fgure 17-18:
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the System program int the Control
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Well, Microsoft does, of course—but you can change all that. What a newly created
account holder sees is only a reflection of the Default User profile. It’s yet another
folder—this one usually hidden—in your Documents and Settings folder, and it’s the
common starting point for all profiles.

If you'd like to make some changes to that starting point, start by tweaking a regular
account—your own, for example. Make its desktop picture, Start menu, Web favorites,
and other decorations look just the way you'd like the new default to be.

Then you need to fire up alittle program called Profile Manager, whose job is to copy,
move, and delete items among user profiles. Figure 17-18 has full instructions.

NTFS Permissions: Proteciing Your Stuff

There’s one final aspect of user accounts that’s worth mentioning: NTFS permissions,
a technology that’s the heart of Windows XP Pro’s security system. Using this feature,
you can specify exactly which co-workers are allowed to open which files and fold-
ers on your machine. In fact, you can also specify how much access each person has.
You can dictate, for example, that Gomez and Morticia aren’t allowed to open your
Fourth-Quarter Projections spreadsheet at all, that Fred and Ginger can open it but
not make changes, and George and Gracie can both open it and make changes.

Your colleagues will encounter the permissions you've set up like this in two different
situations: when tapping into your machine from across the network, or when sitting

t
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L
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down at it and logging in using their own names and passwords. In either case, the
NTFS permissions you set up protect your files and folders equally well.

Tip: In Chapter 29, you can read about a very similar form of access privileges called share permissions.
There's a big difference between share permissiens and the NTFS permissions described here, though: share
permissions keep people out of your stuff oniy when they try o access your PC from over the network

Actually, there are other differences, too. NTFS permissions offer more gradations of access, for example. And
using MTFS permissions, you can declare individual fifes accessible orinaccessible to specific co-workers—nat
fust folders. See page 544 for details.

Using NTES permissions is most decidedly a power-user technique because of the
added complexity it introduces. Entire books have been written on the topic of NTES
permissions alone,

You've been warned.

Setting Up NTFS Permissions

To change the permissions for an NTFS file or folder, you open its Properties dialog
box by right-clicking its icon, and then choosing Properties from the shortcut menu.
The Properties dialog box appears; click the Security tab {Figure 17-19),

Step 1: Specify the Person

The top of the Security tab lists the people and groups that have been granted or
denied permissions to the selected file or folder. When you click a name in the list,
the Permissions box at the bottom of the dialog box shows you how much access that
person or group has.

The first step in assigning permissions, then, is to click the person or group whose
permissions you want to change.

If the person or group isn't listed, click the Add button to display the Select Users or
Groups dialog box, where you can type them in (Figure 17-20).

Figure 17-20:

Type the names of the people or
groups in the “Enter the object
names to sefect” box at the bottom,
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Names to confirm that these are
indeed legitimate account holders.
Finafly, click OK ta insert them into
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Tip: Instead of typing in names one at a time, as shown in Figure 17-20, you an aiso choose them from a
list, which lets you avoid spelling mistakes and having to guess at the variations. To do so, click the Advanced
button to display an expanded version of the dialog box, and then click Find Now to search for all of the
accounts and groups on the computer. Finally, in the resulting list, dlick the names of the people and groups
you want to add (Ctrk-dick to select more than one at once). Click OK fo add them to the previous dialog
box, and click OK again to add the selected users and groups to the Security tab.

i you've used Windows 2000, in the meantime, you might wonder why this process is so much more
convoluted in XP Pro that was in Windows 2000. The answer is: good question!

Step 2: Specify the Permissions

Once you've added the users and groups you need to the list on the Security tab, you
can highlight each one and set permissions for it. You do that by turning on the Allow
or Deny checkboxes at the bottom half of the dialog box.

The different degrees of freedom break down as follows (they’re listed here from least
to most control, even though that’s not how they’re listed in the dialog box):

« List Folder Contents, available only for folders, means that the selected individu-
als can see (but not necessarily open) the files and folders inside. That may sound
obvious—but believe it or not, if you don’t turn on this option, the affected people
won't even be able to see what's in this folder. The folder will just appear empty.

» Read lets people examine the contents of the file or folder, but not make changes.
(They can also examine the permissions settings of these files and folders-~the
ones that you're setting up right now.)

» Read & Execute is a lot like Read, except that it also lets people run any programs
they find inside the affected folder. When applied to a folder, furthermore, this
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permission adds the ability to traverse folders. {Traversing means directly opening
inner folders even when you’re not allowed to open the outer folder. You might get
to an inner folder by double-clicking a shortcut icon, for example, or by typing
the folder’s path into the Address bar of a window.)

* Write is like Read, but adds the freedom to make and save changes to the file.
‘When applied to a folder, this permission means that people can create new files
and folders inside it.

+ Modify includes all of the abilities of the Write and Read & Execute level, plus the
ability to delete the file or folder.

« Full Control confers complete power over the file or folder. The selected person
or group can do anything they like with it, including trashing it or its contents,
changing its permissions, taking ownership of it (and away from you, if they like),
and so on.

Of course, turning on Allow grants that level of freedom to the specified user or group,
and turning it off takes away that freedom. (For details on the Deny checkbox, see
the box on the facing page.)

Alofe: If you're not careful, it's entirely possible to “orphan” a file or folder (or ever your entire drive) by
revoking everyone's permission to it, even your own, making it completefy inaccessible by anyone. That's
why, befere you gat too deeply into working with NTFS permissions, you might consider creating an extra
user account on your systern and granting it Full Control for all of your drives, just in case something goes
WIeng.

Groups and Permissions

Once you understand the concept of permissions, and you've enjoyed a thorough
shudder contemplating the complexity of a network administrator’s job (6 levels
of permissions X thousands of files X thousands of employees = way too many
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permutations), one other mystery of Windows XP Pro will fully snap into focus: the
purpose of groups, introduced on page 531.

On those pages, you can read about groups as canned categories, complete with
predefined powers over the PC, into which you can put different individuals to save
yourself the time of adjusting their permissions and privileges individually. As it turns
out, each of the ready-made Windows XP Pro groups also comes with predefined
permissions over the files and folders on your hard drive.

Here, for example, is how the system grants permissions to your Windows folder for
the Users, Power Users, and Administrators groups:

Users Power Users  Administrators
Full Control X
Modify X X
Read & Execute X X X
List Folder Contents X X X
Read X X X
Write X X

Tf you belong to the Users group, you have the List Folder Contents permission,
which means that you can see what's in the Windows folder; the Read permission,
which means that you can open up anything you find inside; and the Read & Execute
permission, which means that you can run programs in that folder (which is essential
for Windows XP itself to run). But people in the Users group aren’t allowed to change
or delete anything in the Windows folder, or to put anything else inside. Windows XP
is protecting itself against the mischievous and clueless.

Members of the Power Users group have all of those abilities and more—they also
have Modify and Write permissions, which let them add new files and folders to the
Windows folder (so that, for example, they can install a new software program on
the machine). '

When Permissions Collide

If you successfully absorbed all this information about permissions, one thing should
be clear: people in the Power Users group ought to be able to change or delete any
file in your Windows folder. After all, they have the Modify permission, which ought
to give them that power.

In fact, they can move or delete anythingin any folder in the Windows folder, because
the first cardinal rule of NTFS permissions is this:

NTFS permissions travel downstream, from outer folders to inner ones
In other words, if you save the Modify and Write permissions to a folder, then you
ought to have the same permissions for every file and folder inside it.
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But if you are indeed in the Power Users group, you'll find that you can’t, in fact, delete
any of files or folders in the Windows folder. That’s because each of them comes with
Modify and Write permissions turned off for Power Users, even though the folder that
encloses them has them turned on.

Why would Microsoft go to this trouble? Because it wants to prevent people in this
group from inadvertently changing or deleting important Windows files—and vet it
wants these people to be able to put new files into the Windows folder, so that they
can install new programs.

This is a perfect example of the second cardinal rule of NTFS permissions:

NTFS permissions that have been explicitly applied to a file or folder always over-
ride inherited permissions

Here's another example: Suppose your sister, the technical whiz of the household, has
given you Read, Write, Modify, Read & Execute, and List Folder Contents permissions
to her own My Documents folder. Now you can read, change, or delete every file there.
But she can still protect an individual document or folder inside her My Documents
folder—the BirthdayPartyPlans.doc file, for example—by denying you all permissions
to it. You'll be able to open anything else in there, but not that file.

Figare 17-21:
The Effective Permis-
sions tab for an NTFS | Permissions | Auditing | Dwner | Effective Permissions |-
folder. Note that ;
you can't turn these £ The following list displays the: pemissions that would be ararted to the selected group or user. based on all
checkboxes on or Gﬁi' relevant pemissions.
this is a read-only Group or user name:
screen that tells you [Geers ' select., |
what parmissions ‘ ‘
the selected user or Effective permissions
group has for the Full Cantrol
fife or folder. You Traverse Folder / Evecute Fiis
can't modify the List Folder / Read Data
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display how these Creats Files / Write Data
effective permissions Creats Folders / Appand Data
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either (that is, where Wiite Extended Altibutex
the permissions have Dslete Subfolders and Flles
been inherited from), Delste

# Fead Pemissions

Changs Peimissions

Take Ownership

ok J{ cancsi |°

CHAPTER 17: ACCOUNTS, PERMISSIONS, AND LOGGING ON

HP Inc. - Exhibit 1007 - Page 563'




550

Believe it or not, NTES permissions get even more complicated, thanks to the third
cardinal rule:

Permissions accumulate as you burrow downward through foiders inside folders
Now suppose your sister has given you the Read and List Folder Contents permis-
sions to her My Documents folder—a “look, but don’t touch” policy. Thanks to the
first cardinal rule, you automatically get the same permissions to every file and folder
inside My Documents.

Suppose one of these inner folders is called Grocery Lists. If she grants you the Modify
and Write permissions to the Grocery Lists folder, so that you can add items to the
shopping list, you end up having Read, Modify, and Write permissions for every file
in that folder. Those files have accumulated permissions-—they got the Read permis-
sion from My Documents, and the Modify and Write permissions from the Grocery
Lists folder.

Because these layers of inherited permissions can get dizzyingly complex, Microsoft
has prepared for you a little cheat sheet, a dialog box that tells you the bottom line,
the net result—the effective permissions. To see it, follow these steps:

1. Click the Advanced button on the Security tab.
The Advanced Security Settings dialog box appears.
2, Click the Effective Permissions tab; finally, click Select.

Now you see the same Select User or Group dialog box you saw earlier when you
were creating permissions.

3. Click the user or group whose effective permissions you want to see, and then
click OK.

You now see checkmarks next to the permissions that are in effect, taking into
account folder-permission inheritance and all other factors, for the user ox group
for that particular file or folder, as shown in Figure 17-21.

WINDOWS XP PRO! THE MISSING MANUAL

HP Inc. - Exhibit 1007 - Page 564




CHAPTER E%

18

Setling Up a
Jjorkgroup Network

to some kind of office network (officially known as a local area network, or

LAN). And no wonder: the payoff is considerable. Once you've created a
network, you can copy files from one machine to another just as youd drag files
between folders on your own PC. Everyone on the network can consult the same
database, phone book, or calendar. When the workday’s done, you can play games
over the network. You can even store your MP3 music files on one computer and
listen to them on any other. Most importantly, you can share a single laser printer,
cable modem or DSL Internet connection , fax modem, or phone line among all the
PCs in the house.

It’s a rare Windows XP Pro machine indeed that isn’t connected, sconer or later,

If you work at a biggish company, you probably work on a domain network, which
is described in the next chapter. You, lucky thing, won’t have to fool around with
building or designing a network; your job, and your PC, presumably came with a fully
functioning network {and a fully functioning geck responsible for running it).

If you work at home, or if you're responsible for setting up a network in a smaller
office, this chapter is for you. It guides you through the construction of a less formal
workgroup network, which ordinary mortals can put together.

You'll soon discover that, when it comes to simplicity; setting up a network has a’
tong way to go before it approaches, say, setting up a desk lamp. It involves buying
equipment, installing adapters, and configuring software. Fortunately, Windows XP’s
Network Setup Wizard makes the software part as painless as possible.
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Kinds of Networks

You can connect your PCs using any of several different kinds of gear. Most of the
world’s offices are wired with Ethernet cable, but all kinds of possibilities await, includ-
ing networking systems that rely on the phone or power lines already in your walls,
and even wireless systems that don’t need cables at all. Here’s an overview of the most
popular networking systems.

Mote: Be sure that whatever networking gear you buy is compatible with Windows XP by checking the com-
patibility list at wwwmicroseft comyhl. Networking is complicated enough without having to troubleshoot
some gadgel that's not designed for XP.

Ethernet

Ethernet is the world’s most popular networking protocol. It gives you fast, reliable,
trouble-free communication that costs very little and imposes few limitations on
where you can place the PCs in a home or small office.

In addition to the computers themselves, an Ethernet network requires three com-
ponents:

« Network adapters. You need an adapter for each computer. (You may also hear a
network adapter called a network interface card or NIC [“nick”].)

The network adapter provides the jack, shown in Figure 18-1, where you plug in
the network cable. If you have a desktop PC that doesn't already have an Ethernet
jack, you can buy a network adapter either in the form of a PCI card (which you
must open up your computer to install) or a USB box (which connects to the back
of the computer and dangles off of it).

If you have a laptop, you can use one of these USB adapters or a PC Card that slips
into your computer’s PC Card slot.

Tip: You can generally order a new PC with an Ethemet card preinstalled, often for less than what it would
cost to buy one at your local computer store.

« A hub. An Ethernet network also requires an Ethernet hub (also shown in Figure
18-1), the nexus into which you plug the network cable from each PC. Hubs come
in different sizes; five- and eight-port hubs are popular for home networking.

Tip: Buy a hub with 2 few more ports than you need. You may eventually add another_Eomputer to the
network, not to mention shared network equipment like laser printers or a router (which lets you share a
cable modem amang all of the PCs on the network).

Of course, you can always expand your network by adding on another hub when the time comes, thanks to
a special connector called an upfink port that lets you hook one hub into another.
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If you have a cable modem or DSL connection to the Internet, you may want
consider buying a combination router/hub instead of a standard hub. (The dialog
boxes in Windows XP call these boxes residential gateways, although almost no
one else does.) In addition to serving as a hub, a special connector on this gizmo
also accommodates your cable modem or DSL box, so that all of the PCs on your
network can share the high-speed magic of just one Internet connection. (You can
also purchase a router and hub separately.)

» Ethernet cables. The cables used for most Ethernet networks look something like
telephone cables, but they’re not the same thing—and they’re definitely not inter-
changeable. Both the cable itself (called 10BaseT; 100BaseT cable, or Cat 5 cable)
and the little clips at each end (called an RJ-45 connector) are slightly fatter than
those on a phone cable (Figure 18-1). You can buy ready-made Ethernet cables
(that is, with the connectors already attached) in a variety of lengths and in many
different colors. Each computer must be connected to the hub with a cable that’s
no longer than 100 yards or so long.

Figure 18-1:

Top: The Ethernet cable is connected fo a computer
at one end, and the hub (shown here} at the other
end. The computers communicate through the
hub; there's no direct connection between any two
compuiters. The front of the hub has litile lights for
each connector port, which light up only on the
ports that are in use. You can watch the lights flash
as the computers communicate with one another.

Bottom: Here's what a typical “f've got three PCs
in the house, and I'd fike them to share my cable
modem” setup might ook fike,

|

Cable modam Router/hub

Wiring (Ethernet, Powerline, HomePNA) or radic waves
(if you're using 2 wireless network)
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Tip: Ethernet gear can be shockingly inexpensive; a search at wwwibuy.com, for example, reveals Fthernet
cards for $10 and five-port Ethernet hubs for $30 from no-name companies. If you're willing to pay slightly
more—$20 for the card, $50 for the hub, for example—you can get brand-name gear {like Microsoft, Netgear,
3Com, or LinkSys) whose support with installation, phone help, and driver updates through the years may
reward you many imes over. Setting up an Ethernet network generally goes very smoathly—but in the few
cases where trouble arises, cheapo equipment is often the problem,

Network Hookups

On paper, the hardware part of setting up the network is simple: Just install a network
adapter in each computer, and then connect each one to the hub using an Ethernet
cable. It’s that “using an Ethernet cable” part that sometimes gets sticky. Depending
on where your PCs are and how concerned you are about the network’s appearance,
this wiring process may involve drilling holes in floors or walls, stapling cables to
baseboard trim, or calling in an electrician to do the job.

When all of your computers are in the same room, you can run the cables along the
walls and behind the furniture. Buying cables that are the same color as your walls
or floors can help to hide the installation. If you have to run cables between rooms,
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you can secure the cables to the floor or baseboards using staples (use the round kind
that wor't crush the cables) or plastic raceways with an adhesive backing.

Of course, you might not be thrilled about having any exposed cables in your home
or office. In that case, the installation process can be much more complicated. You
should probably hire a professional cable installer to do the job—or don’t use cables
at all. Read on.

Phone line networks

Instead of going to the trouble of wiring your home with Ethernet cables, you might
consider using the wiring that’s already in your house—telephone wiring. That's the
idea behind a kind of networking gear called HomePNA. With this system, you can
use the network even when using the modem or talking on the phone, although you
can’t make a modem and voice call simultaneously.

Unfortunately, the average American household has only two or three phone jacks
in the entire house, meaning that you don’t have much flexibility in positioning your
PCs. If you're trying to avoid the plaster-dust experience of installing additional wir-
ing, consider one of the networking types described next.

Power outlet networks

Here’s another way to connect your computers without rewiring the building: use the
electrical wiring that’s already in your walls. Unlike phone jacks, electrical outlets are
usually available in every room in the house.

If you buy Powerline adapters (also called HomePlug adapters), you get very fast
speeds (14 megabits/second}, very good range (1,000 feet, although that includes the
twists and turns your wiring takes within the walls), and the ultimate in installation
simplicity: You just plug the Powerline adapter from your PC’s Ethernet or USB jack
into any wall power outlet. Presto—all of the PCs are connected.

This isn't the cheapest avenue; at this writing, Powetline adapters cost about $100
apiece. But they afford a great deal of convenience, and a five-year-old could perform
the installation.

Wireless networks (WiFi or 802.17)

All of the networking methods described so far involve various schemes for wiring
your computers together. Millions of people, however, have embraced the flexibility
of a networking system that involves no wires at all—a cordless networking technol-
ogy that’s based on a standard called WiF;j or 802.11 {“eight-oh-two dot eleven™).
(Your Macintosh friends probably call the same thing AirPort, because that’s what
Apple calls it.)

To create a WiFi network, you equip each PC with a special network adapter (about
$60) whose little antenna pokes out of the computer. If all of your equipment is wire-
less, that’s it: your PCs can now communicate with one another.

If you want to be able to get onto the Internet with them via a shared cable modem
or DSL connection, though, you also need an access point (about $100)—a box that
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connects to your network router or hub and lets your wireless computers communicate
with the cabled network. The usual gang—LinkSys, Netgear, 3Com, and others—sell
these access points (also called base stations).

802.11 equipment has a range of about 150 feet, even through walls. In concept, this
setup works much like a cordless phone, where the base station is plugged into the
wall phone jack and a wireless handset can talk to it from anywhere in the house.

Wireless networking is not without its downsides, however. You may get intermittent
service interruptions from 2.4-gigahertz cordless phones and other machinery, or
even the weather, Furthermore, big metal things, or walls containing big metal things
(like pipes) can sometimes interfere with communication among the PCs, much to
the disappointment of people who work in subways and meat lockers.

Wireless networking isn’t as secure as a cabled network, either. If you drive around a
typical middle-class American neighborhood these days with your wireless-equipped
laptop turned on, youll be surprised at how many home wireless networks you can
get onto, piggybacking onto other people’s cable modems because they failed to turn
on the optional password feature of their wireless systems. *

Still, nothing beats the freedom of wireless networking, particularly if youw're a laptop
lover; you can set up shop almost anywhere in the house or in the yard, slamped into
any kind of rubbery posture. No matter where you go within your home, you're online
at full speed, without hooking up a single wite.
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FireWire Networks

Not many PCs have FireWire jacks (which are technically called, unpoetically, IEEE-
1394 connectors). If yours has a FireWire card, you probably bought it because you
wanted to edit video you've captured on a DV camcorder.

But if you have a handful of computers with FireWire cards installed, Windows XP
offers one of the world’s simplest and fastest methods of connecting them in a network:
just hook them together with six-pin-to-six-pin FireWire cables. That’s it-—no hubs
or boxes to buy. (Because a typical FireWire card has two jacks, you can link several
computers together this way, like a chain.)

Of course, this arrangement connects your computers only. It won't help if you want
two computers in your house to be able to share a single cable moderm or laser printer.
Furthermore, FireWire cables can’t be longer than 15 feet, which may cramp your
networking style.
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Installing Drivers

Regardless of which kind of network adapters you install in your computers, your
next obligation is to install their software drivers. Fortunately, Windows XP comes
with built-in drivers for almost all recent networking cards. When you turn the PC on
after installing the card, you'll generally see XP install its driver almost automatically.
If you're not so lucky—say you’re using an old or nonstandard (read: cheap) network
adapter—see Chapter 14 for advice on what to do when Plug and Play fails.

Sharing an Internet Connection

if you have cable modem or DSL service, you're a very lucky individual. Not only do
you get spectacular speed when surfing the Web or doing email, but you also have
a full-time connection. You never have to wait for some modemn to dial (screeching
all the way), and wait again for it to disconnect. It’s just too bad that only one PCin
your household or office can enjoy these luxuries.

Fortunately, it doesn’t have to be that way. You can spread the joy of high-speed In-
ternet to every PC on your network in either of two ways:

» Buy a router. A router (a residential gateway in Microsoft lingo) is a little box,
costing about $60, that connects directly to the cable modem or DSL box. In some
cases, it doubles as a hub, providing multiple Ethernet jacks into which you can
plug your PCs. Others offer only a single jack into which you plug your existing
hub. As a bonus, the router provides excellent security, serving as a firewall that
isolates your network computers from the Internet and keeps out hackers. (See
Chapter 10 for much more on firewalls.)

If you need to change a router’s settings, you use your Web browser. You “sign
onto” it using the account name and password you use to log onto the cable or
DSL network. The router then logs onto your Internet service and stands ready to
transmit Internet data to and from all of the computers on your network.

.

Use Internet Connection Sharing (ICS). ICS is a built-in feature of Windows XP
Professional that serves as a software router. Like a hardware router, ICS distrib-
utes a single Internet connection to every computer on the network—but unlike
a router, it’s free. You just fire it up on the one PC that’s connected directly to your
cable modem or DSL box—or, as networking geeks would say, the gateway or host
PC.

But there’s a downside: I the gateway PC is turned off, nobody else in the house
can go online. Furthermore, you have to install fwo Ethernet cards into the gateway
PC: one that goes to the cable modem or DSL box, and the other that connects it
to the hub or router. g

Most people think of ICS in terms of high-speed Internet accounts like cable
modems and DSL. But it offers advantages even for PCs with standard dial-up
modems. For example, more than one PC can be online at the same time, which
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can be a sanity saver in certain households. ICS also lets you park PCs in rooms
that don’t actually have phone jacks.

Even if you don’t intend to share an Internet connection in this way, it’s impor-
tant to have some understanding of these concepts before running the Network
Setup Wizard. Many of the questions it will ask pertain to the notion of connection
sharing.

Tip: If you do intend to use Intermet Connection Sharing, make sure the gateway PC can aiready get onto
the Internes, on its own, before you attempt to run the Network Setup Wizard. The gateway PC should also
be running Windows XP, although the cther computers can be running earlier versions of Windows.

The Network Setup Wizard

Once you've set up the networking equipment, you have to inform Windows XP Pro
about what youw've been up to. You also have to configure your computers to share
their files, folders, printers, modems, Internet connections, and so on. Fortunately, the
Network Setup Wizard handles this duty for you. (You must have an Administrator
account to run this wizard.)

To launch the wizard, choose Start—Control Panel, and then open Network Con-
nections. In the task pane at the left side of the window (Figure 18-2), click the link
that says, “Set up a home or small office network”

Tip: 1f you've chosen to hide your task pane, you can choose Start—All Programs—sAccessories—
Communications—sNelwork Setup Wizard instead.

A welcome message appears; click Next. The remaining screens of the wizard are as
follows.

"Before you continue”

The screen contains a link called “checklist for creating a network.” If you click it, you
see a help page that guides you through the steps of setting up a network. It incorpo-
rates much of the information you've read so far in this chapier.

It also reminds you that if you plan to use Internet Connection Sharing, described
earlier, you should ensure that your gateway Windows XP machine can get online
before proceeding with the wizard. When you're finished reading the checklist, close
its window and then click Next,

“Select a connection method”
The next wizard window starts the process of setting up Internet Connection Sharing
(sce Figure 18-2, right).

Your next step depends on your plans for your network and Internet use:

* Each PCwill go online independently. If sharing a single Internet connection isn’t
the point of your networking efforts, click the Other button (Pigure 18-2); on the
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next screen, click “This computer connects to the Internet directly or through
a network hub” In other words, your various networked PCs will each connect
directly to the Internet. No connection sharing is involved.

» This is the computer with the connection. If the computer you're at now is the
one connected to the Internet—that is, if it’s the gateway computer—click the first
option: “This computer connects directly to the Internet. The other computers on
my network connect to the Internet through this computer” (Figure 18-2).

Tip: If your DSL service is for muttiple fixed IP addresses, then your computers can share the connection
without having to choose one single computer as the host,

Figure 18-2:

Left: Start the Network
Setup Wizard by click-
ing this link.

Right: Select the option
that best describes this
computer’s relation-
: ! et i ship to the Infernet.
T“&:fm gmggm st commbett an ) nethirk cvinas i the PC will be

the gateway to the
Interniet for other
PCs on the network,
chaose the first option.
Otherwise, just choose
Other to tell the wizard
as much.

Sefect a conneciion method.

» This isn’t the computer with the connection. If you like the idea of sharing a PC’s
Internet connection, but the machine you're using now isn’t the gateway machine,
choose the second option: “This cornputer connects to the Internet through another
computer on my network or through a residential gateway.”

* You have a router. If you've bought a router (residential gateway), you won't be
needing the built-in Windows Internet Connection Sharing feature. Once again,
you should dlick the second option (“This computer connects to the Internet
through another computer on my network or through a residential gateway”).

* You don’t plan to use the Internet at all. If you just want to set up connections
among your computers—but none of them ever goes online—<lick Other, then
click Next, and then turn on “This computer belongs to a network that does not
have an Internet connection.”
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“Select your Internet connection”
If you indicated that the computer you're setting up will indeed be connecting to the

Internet, the wizard now shows you a list of the ways you've set up for your PC to get
online (Figure 18-3). Each represents a different method of getting onto the Inter-
net—network (Local Area Connection), America Online dial-up, your DSL account,
or whatever. Turn on the one you want to use, and then click Next.

“Give this computer a description and name”

On this wizard screen (Figure 18-3), you see a place to give your PC its unique name.
For example, if you have a laptop and a desktop PC, you might give them names lke
Portegé and Millennia (o1 Kirk and Spock, for all Windows cares). Of course, you
already gave your computer a name when you installed Windows XP; that should be

the name you see here,

Figore 18-3:

Top: Every computer on a
Windows network (even a

big network in a business
environment) must have

a unique name. Computer
names and workgroup names
are limited to 15 charadters,
without spaces. Hyphens and
dpostrophes are OK, but most
other punctuation is forbidden.

Bottom: Tefl the wizard how
this machine connects to the
Internet. See Chapter 9 to find
out how these account names
got here,

Give this computer a description and name.

i |Monica's Computer

ps: Famiy Rigon Computer or Monioa's Compite

-.gMUmc:A

Exaripled’ FAMILY or MORICA

Select your Internet connection.

: 22 Eartnlink frogster2000  Lucent Win Modam
. Bu Aneiice Onine Lugsnt Win Modzm

v mote about ol t deteimine yol infemet conhection,
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The Network
Setup Wizard .

“Name your network”

On the screen, you're supposed to make up a name for your workgroup (mini-net-
work). Every PC on your network should have the same workgroup name (it doesn’t
have to be MSHome, as much as Microsoft might like it).

“Ready to apply networl settings”

Click Next. On the next wizard screen, you see a summary of your settings. If it all
looks good, click Next, and wait a few minutes while the wizard scurries around, ap-
plying various internal settings.

“You're almost done”
Your first PC may now be correctly configured to be part of an office network, but it
faces the problem of the first telephone owner: Who ya gonna call?

Your next step, therefore, should be to run the Network Setup Wizard again on each of
your other PCs. As indicated by the wizard screen before you now, getting the wizard
onto those other machines depends on what version of Windows they’re using:

+ Tf the next PC has Windows XP. Click the bottom option here, “Just finish the
wizard” Click Next, and then click Finish.

Now move fo the next computer; start the Network Setup Wizard on if, exactly
the way you did on the first machine.

If the next PC has some earlier version of Windows. You'll probably want to run
the XP version of the networking wizard. (If youre comfortable plugging in IP
addresses, subnet mask numbers, and default gateway settings, you can enter them
manually—but the wizard automates all of this.)

XP offers you two ways to go about it: First, you can insert your Windows XP Pro-
fessional CD-ROM into each of the other PCs. When the Windows Setup program
opens up, click the link at the left side called “Perform additional tasks.” On the
next screen, click “Set up home or small office networking.” The wizard appears,
and you're ready to go.

Second, you can create a networking setup disk for your older computers. That is,
the wizard will transfer a copy of itself to a floppy disk that you can carry to the
non-XP machines on your network.

If you select this option and then click Next, you're instructed to put a blank
formatted disk into the floppy drive. Click Next again to create the disk, which
takes only a moment or two. Then eject the disk; for best results, label it for easy
identification.

Now insert the disk into the floppy drive on the older PC. Open the My Computer
icon on your desktop, double-click the floppy drive icon, and double-click the
Setup.exe icon. The by-now-familiar Network Setup Wizard appears.
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No matter how you get the wizard onto the other machines, the experience of using
it is precisely as described on the preceding pages—with two exceptions:

« If youw've decided to set up the first computer as the gateway for Internet Con-
nection Sharing, you don’t see the complex array of choices illustrated in Figure
18-2. Instead, you see only the simplified options of Figure 18-4.

Figure 18-4;

I you're using Internet Con-
nection Sharing, the second,
third, and subsequent PCs
you set up automatically de-

Do you want to use the shared connection?

tect the presence of the first
one (the gateway computer).
Instead of the dialog box
shown in Figure 18-2, you get
this far simpler version—and

n genem!, you ¥l byant to ;@ ‘r’eg use the eH stlng shared conneetlon far lh corm:ules s Ehtemel ACoBEE Ereccrnmended] :
select the first option. B :_s\‘:} Ho, Iat ine chocse anclhet waiy [ cnnneci e the lntemat :

\ Next>

* There’s no need to create a network setup floppy disk on the final wizard screen.

When it’s all over, Windows lets you know that you should restart the computer. At
that point, each PC you've visited is ready for network action.

Testing the Network

After all of this setup, here’s how you can find out whether or not the gods are smil-
Ing on your new network. Seated at your Windows XP Pro machine, choose Start—
My Network Places.

The network window opens, revealing the folders and disks that your machine can
“see” (detect) on other computers of the network. The first time you try this experi-
ment, there may not be much to see here.

Tip: Al recent generations of Windows can “see” each other and work joyously side-by-side on the same
network. On the older machines, you would open the equivalentwindow by double-clicking the My Network
Places or Network Neighborhood icon on the deskiop instead of using the Start menu.

However, if you click “View workgroup computers” in the task pane at the left side of
the window, you should see the names and icons of the other computers you've set
up, as shown in Figure 18-5. In Chapter 20, you'll find out how to burrow into these
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icons, using the files and folders of other networked PCs exactly as though they were
OI1 YOur own computer.

H you don’t see the icons for your other computers, something has gone wrong.
Check to see that:

* Your cables are properly seated in the network adapter card and hub jacks.
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= Your Ethernet hub (if any) is plugged into an electrical outlet.

+ Your networking card is working. To do so, open the System program in the Con-
trol Panel. Click the Hardware tab; click the Device Manager button, Look for an
error icon next to your networking card’s name (see Chapter 13 for more on the
Device Manager).

If you don't find a problem, rerun the Network Setup Wizard, If that doesn’t work,
you'll have to call Microsoft or your PC company for help.

figure 18-5;

We have network! Your My
Network Places window File Edit View - Favorites -
should reveal the pres- N
ence of other PCs in your
network, complete with

the names you gave them
when plovsing through the
Network Setup Wizard, This
Mustration shows Ties view
for clarity, but Windows
starts out in Details view,)

o ses
1007:- Page 579
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CHAPTER

19

Introducing
Network Domains

on two very different kinds of network worlds: the workgroup (an informal,

ome or small-office network) and the domain (a hard-core, security-con-

scious corporate network of dozens or thousands of PCs). Depending on which kind

of network your PC belongs to, the procedures and even dialog boxes you experience
are quite a bit different,

3 s you may remember from page 23, Windows XP Pro was designed to thrive

Chapter 18 guides you through the process of setting up a workgroup network, but
no single chapter could describe setting up a corporate domain. That's a job for Super
Geek, otherwise known as the network administrator—somebody who has studied
the complexities of corporate networking for years.

This chapter is designed to help you learn to use a corporate domain. If your PC is
connected to a workgroup network or no network at all, on the other hand, feel free
to use these pages as scratch paper.

Mote: In the context of this chapter, the term domain refers to 2 group of Windows computers on the same
network. It's not the same as an /nternet domain, which you may occasionally see mentioned. An Internet
domain is still a group of computers, but they don't have to be connected to the same network, and they
den't have to be running Windows. In addition, the domain name (like amazon.com) must be registered
to ensure that there's no duplication on the Internet. Because Windows domains are private, they can be
named any way the administrator chooses.
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The Domain

As you may remember from Chapter 18, nobody else on a workgroup network can
access the files on your PC unless you've created an account for them on your machine.
Whenever somebody new joins the department, you have to create another new ac-
count; when people leave, you have to delete or disable their accounts. If something
goes wrong with your hard drive, you have to re-create all of the accounts.

What's Wrong with Workgroups

You must have an account on each shared PC, too. If you're lucky, you have the same
name and password on each machine—but that isn’t always the case. You might have
to remember that you're pjenkins on the front-desk computer, but JenkinsP on the
administrative machine.

Similarly, suppose there’s a network printer on one of the computers in your work-
group. If you want to use it, you have to find out whose computer the printer is con-
nected to, call him to ask if he’ll create an account for you, and hope that he knows
how to do it. You either have to tell him your user name and password, or find out what
user name and password he’s assigned to you. In that case, every time you want to use
that printer, you might have to log on by typing that user name and password.

If you multiply all of this hassle by the number of PCs on your small network, it's easy
to see how you might suddenly find yourself spending more time managing accounts
and permissions than doing the work the PC was supposed to help you with.

The Domain Concept

The solution to all of these problems is the network domain. In a domain, you only
have a single name and password, which gets you into every shared PC and printer
on the network. Everyone’s account information resides on a central computer called
a domain controller—a computer so important, it's usually locked away in a closet or
a data-center roorm. :

A domain controller keeps track of who is allowed to log on, who is logged on, and
what each person is allowed to do on the network. When you log onto the domain,
your PC communicates with a domain controller, which verifies your credentials and
permits (or denies) you access.

Most domain networks have at least two domain controllers with identical informa-
tion, so that if one computer dies, the other one can take over. (Some networks have
many more than two.) This redundancy is a critical safety net; without a happy, healthy
domain controller, the entire network is dead.

Without budging from their chairs, network administrators can use a domain con-
troller to create new accounts, manage existing ones, and-assign permissions, The
domain takes the equipment-management and security concerns of the network
out of the hands of individuals and puts them into the hands of trained profession-
als. You may sometimes hear this kind of networking called client/server networking.
Each workstation-—that is, each mere mortal PC like yours—relies on a central server
machine for its network access.
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If you use Windows XP Professional in a medium- to large-sized company, you prob-
ably use a domain every day. You may not even have been aware of it.

In fact, knowing what's been going on right under your nose isn’t especially impor-
tant to your ability to get work done. After all, it’s not your job—it’s the network
administrator’s. But understanding the domain system can help you take better
advantage of a domain’s features.

Active Directory

Asyou know, Microsoft sells two versions of Windows XP: Home Edition and Profes-
sional. One key difference is that Windows XP Home Edition computers can’t join
a domain.

There are other versions of Windows, however: the specialized ones that run on the
above-mentioned domain controller computers. To create a domain, at Ieast one
computer must be running either Windows .NET Server 2003 or Windows 2000
Server. These are far more expensive operating systems (the price depends on the
number of machines that they connect) and they run only on high-octane PCs. They
also require high-octane expertise to install and maintain.

One key offering of these specialized Windows versions is an elaborate application
called Active Directory. It's a single, centralized database that stores every scrap of
information about the hardware, software, and people on the network. {The older
operating system called Windows N'T Server can create domains, but it doesn’t inclade
Active Directory.)

After creating a domain by installing Active Directory on a server computer, network
administrators can set about filling the directory (database) with information about
the network’s resources. Every computer, printer, and person is represented by an
object in the database and attributes (properties) that describe it. For example, a user
object’s attributes specify that person’s name, location, telephone number, email ad-
dress, and other more technical elements.

Active Directory lets network administrators maintain an enormous hierarchy of
computers. A multinational corporation with tens of thousands of employees in of-
fices all over the world can all be part of one Active Directory domain, with servers
distributed in hundreds of locations, all connected by wide-area networking links.
(A group of domains is known as a tree. Huge networks might even have more than
one tree and are called, of course, a forest.)

The objects in an Active Directory domain are arranged in a hierarchy, something
like the hierarchy of folders within folders on your hard drive. Some companies base
their directory-tree designs on the organization of the company, using departments
and divisions as the building blocks. Others use geographic locations as the basis for
the design, or use a combination of both.

Unless you've decided to take up the rewarding career of network administration,
you'll never have to install an Active Directory domain controller, design a directory
tree, or create domain objects. You very well may encounter the Active Directory at
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your company, however; you can use it to search for the mailing address of somebody
else on the network, for example, or locate a printer that can print on both sides of the
page at once. Having some idea of the directory’s structure can help in these cases.

Domain Security

Security is one of the primary reasons for Active Directory’s existence. First of all, all
of the account names and passwords reside on a single machine (the domain control-
ler), which can easily be locked away, protected, and backed up. The multiple domain
controllers automatically replicate the changes to one another, so that every one of
them has up-to-date information.

Active Directory is also a vital part of the network’s other security mechanisms. When
your computer is a member of a domain, the first thing you do is log on, just as in
a workgroup. But when you log into a domain, Windows XP Professional transmits
your name and password (in encrypted form) to the domain controller, which checks
your credentials and grants or denies you access.

joining a Domain

If you work in a corporation, the computer supplied to you generally has Windows
XP already installed and joined to the domain, ready to go.

But if you ever have occasion to add a PC to a domain yourself, here’s how you go
about it. {You can make your PC join a domain either during the installation of
Windows XP Pro, or any time afterward.)

1. Log on using the local Administrator account.
See page 517 for details.

2. Choose Start—Control Panel-»System. In the resulting dialog box, click the
Computer Name tab (see Figure 19-1).

You should now be able to see the names of your computer and any workgroup
or domain it belongs to.

3. Click the Network ID button.
The Network Identification Wizard appears.

4, Click Next to bypass the Welcome screen.
The Connecting To The Network screen appears.

5. Click “This computer is part of a business network,” and then click Next.
Now the wizard wants to know: “What kind of network do you use?”

6. Click “My company uses a network with a domain” and click Next.

A Network Information screen appears. It lets you know that, before you can join
a domain, you need both a domain user account and a computer account. Your
network administrator should create and give these to you in advance.
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7. Click Next. On the User Account and Domain Information page, enter the user
account name and password supplied by your administrator, plus the name of

the domain in which your account has been created.

Remember this domain name; yoiw'll need it again later to log on.

Figure 19-1;

The Computer Name tab of the System controf
panel displays the name of your computer and
the workgroup or domain of which it is currently
@ mernber. From here, you can change the com-
puter or workgroup name or join a new donair,
The Network 1D button faunches a Network
Identification Wizard, while the Change button
displays a dialog box in which a more experi-
enced person can perform the same tasks.
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Full computer name: cz3ap.
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domain and create afocal user account, click Metwork,
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[ Metwork I
i Torehame this computer or joir 5 domain, click Change.
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. Click Next again.

A Computer Domain screen may appear next, requiring vou to specify the name
of your computer and the domain the computer object is in. If you see this page, it
means that your computer isn’t listed in the Active Directory domain you specified
on the previous wizard screen. Flag down your network administrator and point
out the problem. Then click Next to proceed.

In any case, you should now arrive at the User Account page, where you can create
a local account for your computer. Of course, if you're going to be logging onto a
domain, you don’t really need a local account on your PC,

. Click “Do not add a user at this time.” Click Next, and finally click Finish to
complete the wizard.

Restart the computer for your changes to take effect.

Five Ways Life Is Different on 2 Domain

As described in Chapter 18, the domain and workgroup personalities of Windows XP
Professional are quite a bit different. Here are some of most important differences.
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Logging On

What you see when you log onto your PC is very different when you're part of a
domain. Instead of the standard Welcome screen (which shows a list of people with
accounts on your PC), you generally encounter a two-step sign-in process:

« First, you see a Welcome to Windows dialog box. It instructs you to press
Ctrl+Alt+Delete to begin. (As noted on page 536, this step is a security precau-
tion.}

» Now the Log On to Windows dialog box appears (see Figure 19-2).

Tip: You can tum off the requirement to press Ctri+Alt+Delete at each log on, if you like. Log on using the
local Administrator account (or another administrator accouns), and then choose Stari—Control Panel—User
Accounts. Then click the Advanced tab and turn off the “Require users to press Ctrl-Alt-Delete” checkbax.

As you see in Figure 19-2, the Log On to Windows dialog box provides a place for you
to type your user name and password. To save you time, Windows fills in the User
Name box with whatever name was used the last time somebody logged in.

“UPTO SPEED
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Browsing the Domain
When your PC is part of the domain, all of its resources—printers, shared files, and

$0 on—magically appear in your desktop windows, the My Network Places window,
and so on (see Figure 19-3).

Figure 19-2:

Joining a domain disables Fast User Switch-
ing and the Windows XP Welcome screen,
presenting a simple Log On to Windows
dialog box instead, If you know Windows
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Searching the Domain

You can read all about the Windows XP Search command in Chapter 1. But when
you're on a domain, this tool becomes far more powerful—and more interesting,

Figure 19-3:
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My Network Places and Microsoft
Windows Network icons, you see
an icon for each workgroup on the
network (see Figure 19-4).,
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For example, when you choose Start—Search, the Computers or People search option
changes to say Printers, Computers, or People. (Microsoft figures that you wouldn’t
need a search command for printers on a small network workgroup. After all, if
you've only got two printers in your small office, you probably don’t forget where
they are very often. It’s a different story if you work in a huge building with hundreds
of computers and printers.)

When you choose Start—My Computer and click the My Network Places link on the
left side of the window, the screen changes to show the list of your network places (if
any). On the left side of this window, you can click the Search Active Directory link
to open the dialog box shown at top left in Figure 19-4.

Figure 19-4!
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The name of this dialog box changes depending o1 what you're lodk.ing for. Your
choices are:

» Users, Contacts, and Groups. Use this option to search the network for a particular
person or network group (Figure 19-4). If your search is successful, you can find

WINDOWS ¥P PRO: THE MISSING MANUAL

HP Inc. - Exhibit 1007 - Page 588




out someone’s telephone number, email address, or mailing address, for example,
or see what users belong to a particular group.

= Computers. This option helps you find a certain PC in the domain. It’s of interest
primarily to network administrators, because it lets them open a Computer Man-
agement window for the computers they find and manage many of its functions
by remote control.

* Printers. In a large office, it’s entirely possible that you might not know where
you can find a printer with certain features—tabloid-size paper, for example, or
double-sided printing. That’s where this option comes in handy (see Figure 19-
5}).
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* Shared Folders. In theory, this option lets you search for shared folders on the
domain’s computers—but you'll quickly discover that searches for a certain shared
folder generally come up empty-handed.

That’s because just sharing a folder on your computer doesn’t “publish” it to Ac-
tive Directory, which would make it available to this kind of search. Only network
administrators can publish a shared folder in Active Directory.

* Organizational Units. You may not have heard of organizational units, but your
network administrator lives and breathes them. (They’re the building blocks of

option.

Custom Searches

In addition to these predefined searches, you can also create a custom search of your
own by looking for information in specific fields (that is, attributes) of Active Direc-
tory, as shown in Figure 19-6.
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an Active Directory hierarchy.) You, the mere mortal, can safely ignore this search.
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When used creatively, these custom searches can be powerful indeed, in ways you
might not expect. For example, suppose your car won't start, and you need a ride
home from the office. You can open this dialog box, click the Field button, and choose
User—Home Phone. Change the Condition drop-down menu to Starts With; type
your own area code and telephone exchange into the Value text box. When you dick
the Find Now button, you'll get a list of co-workers who live in your neighborhood
(as indicated by the first three digits of their phone numbers).

" Figure 19-6:
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Assigning Permissions to Domain Members

Chapter 17 describes the process of assigning permissions to certain files and folders,
so that only designated people and groups can open them from across the network.
When you're a member of a domain, the process is the same, except that you can
select people and groups from the domain as well.
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When you open the Properties dialog box for a file or folder, click the Security tab,
and then click Add, you don’t get the same dialog box that you'd see on a workgroup
network. On a domain, it’s called the Select Users, Computers, or Groups dialog box
(Figure 19-7),

Figure 19-7:
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Logging Off and Shutting Down
When you're on a domain PC, you sacrifice one useful feature of Windows XP Pro:
the Fast User Switching feature described on page 536. (On the other hand, you're

Figure 19-8:
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Jess likely to need it, since you're less likely to share your PC with other employees
during the course of the workday.) Instead, you must completely log off before other
people can access their accounts.

When you choose Start—Log Off, you don’t get the Switch User and Log Off buttons
you'd see in a workgroup. Instead, you see a simple Log Off Windows dialog box;, as
shown at top in Figure 19-8,

When you Start—Shut Down, on the other hand, you see the dialog box shown at
bottom in Figure 19-8. This dialog box, 100, is slightly different from the one you see
on a workgroup—but the idea is the same. You specify whether you want to log off,
shut the computer down completely, restart it, or put it into hibernation.
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CHAPTER

20

Sharing Network Files

ether you built the network yourself {Chapter 18) or work in an office
where somebody has done that work for you (Chapter 19), all kinds of
fun can come from having a network. You're now ready to share the fol-
lowing components among the various PCs on the network:

* Your Internet connection. Having a network means that all the PCs in your
home or office can share a single connection. This is a huge feature, one that can
save you hundreds of dollars a year if you have a cable modem or DSL. On a
small network, it’s called Internet Connection Sharing, and it’s described in
Chapter 18.

* Printers. Another excellent justification for creating a network is that you don’t
need a printer for every PC; all of the PCs can share a much smaller number of
printers. If several printers are on your network-—say, a high-speed laser printer
for one computer, a color printer for another—everyone on the network can use
whichever printer is appropriate to a particular document. You'll find step-by-step
instructions starting on page 579.

* Files, folders, and disks. No matter what PC you're using on the network, you can
open the files and folders on any other networked PC {and its mounted disks), as
long as the other PCs’ owners have made these files available for public inspection.
That’s where file sharing comes in, and that’s what this chapter is all about, (File
sharing also lets you access your files and folders using a laptop on the road.)

The uses for file sharing are almost endless. At its simplest, you can use file sharing
to finish writing a letter in the bedroom that you started downstairs at the kitchen
table—without having to carry a floppy disk around. But you can also store your
library of MP3 music files on one computer and play them from any other com-
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puter on the network. You can even run a program like Microsoft Bookshelf from
any computer on the network without removing the CD-ROM from the drive.

Nofe: Your network may include only one Windows XP computer, along with a Windows 95, 98, or Me
machine or two. That's perfectly OK; all of these PCs can participate as equals in this party. This chapter
points out whatever differences you may find in the procedures.

Accessing Other Computers

Later in this chapter, you can read the steps for making one of your own disks or
folders public, so that other people on the network can rifle through it and enjoy its

contents.

More often, though, yowll probably be on the receiving end of that transaction—that
is, yow'll connect to other PCs whose disks and folders have been shared.

Fortunately, doing so is extremely easy.

Method 1: My Network Places

Most people view their network contents using a special window:
» In Windows XP or Windows Me: Choose Start—My Network Places.

+ In earlier versions: Double-click the desktop icon called Network Neighborhood
or My Network Places.

The very first time you open the network window, you see icons that correspond to
the shared folders and files on the computers of your network (including those on
your own machine), as shown in Figure 20-1. Just double-click one to open it.

Figure 20-1:

In Windows XP, alf
of the shared disks
and folders show up
automatically in the
My Network Places
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“View workgroup computers”
If you find the My Network Places window overwhelmingly crowded as your network
grows, you might find clarity in the “View workgroup computers” link at the left side
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of the window. It shows you the icons of the computers on your network—not every
last shared folder on all of them. Double-click one of these computer icons to see a
list of the shared folders and printers on it (Figure 20-2).

Figure 20-2;
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the folder or file you're
looking for resides on

a particular PC, it’s )
often more convenient ‘ Miceor (Miron)
to start your quest at this | i

window.

Bottom: Double-click
one of these compurters
to see a list of its shared
resources (folders, disks,
and printers), as shown
here,
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Older PCs: Network Neighborhood
If you're using a networked PC that’s still running Windows 95 or Windows 98, you

won't find a My Network Places icon on the desktop. Instead, you get its ancestor:
Network Neighborhood.

When you open Network Neighborhood, Windows displays an icon in the window
for each computer it finds on the workgroup (see Figure 20-3), along with an Entire
Network icon. (If you're on a domain network, you may see a list of domains here.
Click the one you want.} Just double-click a computer’s icon to see the shared disks,
folders, and printers attached to it. (Once again, you may have to type in the correct
password to gain access.)

Method 2: Windows Explorer

Instead of using the My Network Places or Network Neighborhood icon on the desk-
top, some people prefer to survey the network landscape using Windows Explorer.
(See page 112 for details on opening Windows Explorer.)
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The left pane of the window lists an icon for My Network Places or Network Neigh-
borhood. As shown in Figure 20-4, you can click the + button to see a list of the
computers and shared resources on them.

Figure 20-3:
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Method 3: Universal Naming Convention (UNC)

For hard-core nerds, that business of burrowing into the My Network Places folder
is for sissies. When they want to call up a shared folder from the network, or even
a particular document in a shared folder, they just type a special address into the
Address bar of any folder window, or even Internet Explorer—and then press the
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Enter key. You can also type such addresses into the Run dialog box, accessible from
the Start menu.

It might look like this: \\laptop\shared documents\salaries 2002.doc.

Fip: Actually, you don't have to type nearly that much. The AutoComplate feature proposes that full expres-
sion as soon as you type just a few letters of it

This path format (including the double-backslash before the PC name and a single
backslash before a folder name) is called the Universal Naming Convention (UNC).
It was devised to create a method of notating the exact location of a particular file
or folder on a network. It also lets network geeks open various folders and files on
networked machines without having to use the My Network Places window.

You can use this system in all kinds of interesting ways:
* Open a particular folder like this: \\computer name\folder name.

» You can also substitute the IP address for the computer instead of using its name,
like this: \\192.1681.44\my documents.

* You can even substitute the name of a shared printer for the folder name.

+ As described later in this chapter, Windows XFP can even access shared folders that
sit elsewhere on the Internet (offline backup services, for example). You can cafl
these items onto your screen (once you're online) just by adding http: before the
UNC code and using regular forward slashes instead of backwards slashes, like
this: http://Computer Name/Folder Name,

Fip: A great place to type UNC addresses is in the address bar that you can bring to the top of any desktop
window.

Working with Network Files

Now that you know how to open shared drives and folders from across the network,
you can start using the files you find there. Fortunately, there’s nothing much to it.
Here are some of the possibilities.

At the Desktop

When you're working at the desktop, you can double-click icons to open them, drag
them to the Recycle Bin, make copies of them, and otherwise manipulate them exactly

as though they were icons on your own hard drive. Chapter 3 contains much more -

detail on manipulating files. (Of course, if you weren’t given permission to change
the contents of the shared folder, vou have less freedom.)
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Tip: There's one significant difference between working with "local” icons and working with those that sit
elsewhere on the network: When you delate a file from another computer on the network (if you're allowed
to do s0), either by pressing the Delete key or by dragging it to the Recycle Bin, it disappears instantiy and
permanently, without ever appearing in the Recyde Bin.

Using Start—Search

As noted in Chapter 1, the Windows XP Search program stands ready to help you
find files not just on your own machine, but also elsewhere on the network. When
the Search window opens up (choose Start—Search), open the “Look in” drop-down
list and choose Browse. You're offered a Jist of disks and folders to search—and one
of them is My Network Places. Click it and then click OK. Yow've just confined your
search to the shared disks and folders on your network. In the Search Results list, you'll
be able to see, along with each found file, the name of the PC that contains it.

Inside Applications

When you’re working in a program, opening files that sit elsewhere on the network
requires only a couple of extra steps. Just summon the Open dialog box as usual
(choose File—Open) and then, when it appears, click the My Network Places icon
in the left-side panel (or choose My Network Places from the “Look in” drop-down
menu).

Now just double-click your way to the folder containing the file you want to use.
Once you've opened the file, you can work on it just as though it were sitting on your
own computer.

At this point, using the File—Save command saves your changes to the original
file, wherever it was on the network—unless you weren’t given permission to make
changes, of course. In that case, you can choose File—Save As and then save a copy
of the file onto your own PC. '

Shared Folders Online

One of Windows XP’s slickest features is its ability to treat hard drives out on the
Internet as though they were directly connected to your system. You can create
shortcuts that bring servers like these directly onto your screen, where they appear
in standard folder windows:

+ FTP sites (private, password-protected sets of folders on the Internet).

+ Web sites that have been specially prepared to serve as online “folders.” Certain
data-backup Web sites work this way: they provide you with, say, a 50 MB hard
drive in the sky—actually on the Internet—that you can use to store whatever files
you like.

» Folders on corporate intranets.
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The trick to bringing these servers online is the “Add a network place” link, which
you'll find in the task pane at the left side of the My Network Places window.

Tip: There's actually a quicker, simpler way to immortalize a server as a shortcut on your desktop: just drag
its icon out of the Address bar of Intemet Explorer or an open folder, as shown in Figure 20-5.

Figure 20-5:
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Bringing an FTP or Web Server Online _ ‘
To view the contents of an FTP server or an offline backup service, start by clicking -~ .
the “Add a network place” link. When the wizard appears (see Figure 20-6), click ‘
Next. Wait, if necessary, while your PC goes online. Then, on the second screen, click ‘
“Choose another network location.” Click Next. |
|

|

|

|

|

1

l

|

|

|

Tip:You can also use this wizard to sign up for one of the above mentioned Web-based “offline disk” services.
The second wizard screen lists, for example, the MSN Communities service (“Share your files with others, or
store them far your personal use"). In theory, Microsoft may add other, similar servicas to this screen.

Finally you arrive at the critical screen, where you can type in the address of the Web
site, FIP site, or other network location that you want your new shortcut to open.

into the first text box, you can type any of these network addresses:

* The UNC code. As described earlier in this chapter, a UNC code pinpoints a par-
ticular shared folder on the network. For example, if you want to open the shared
folder named FamilyBiz on the computer named Dad, enter \\dad\familybiz,
Capitalization doesn’t matter. Or, to open a specific file, you could enter something
like \\dad\finances\budget.xls.
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Tip: Remember that you're specifying the share name, which isn't necessarily the same as the actual folder
name. If you get an error message when you try to add a folder or file to your My Network Places window,
this distinction may be at the hear: of the problem.

» hitp://website/folder. To see what's in a folder called Customers on a company
Web site called BigBiz.com, enter hitp://bigbiz.com/customers. (You can’t just type
in any old Web address. It has to be a Web site that’s been specifically designed to
serve as a “folder” containing files.)

« ftp://ftp.website/folder. This is the address format for FTP sites. For example, if you
want to use a file in a folder named Bids on a company site named WeBuyStuff.
com, enter fip://fip.webuystuff.com/bids.

What happens when you click Next depends on the kind of address you specified. If it
was an FTP site, you're offered the chance to specify your user name. (Access to every
FTP site requires a user name and password. You won't be asked for the password
until you actually try to open the newly created folder shortcut.)

rasd Figuyre 20-6;
| Wetopme o henddnetyonPce L s : =t left: The Add Network Place Wizard
; i "% (top) walks you through setting up
a desktop icon for your Web, FTP,
s or intranet site, including (middle}
entering the location of the folder or
file for which you want fo create a
shortcut in your My Network Places
window~in this case, an FIP server
(boitom).

Right: When you double-click the
newly created FTP icon (top),

you'll be asked for your password
(middle). Thereafter, depending on
the speed of your connection, the
files in the FTP folder might show up
on your screen as though they were
sitting on a very, very stow floppy
disk (bottom).
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Click Finish to complete the creation of your network shortcut, which now appears in
the My Network Places window. To save you a step, the wizard also offers to connect
to and open the corresponding folder.

The beauty of all this is that these remote folders appear in everyday, ordinary folder
windows (or in Internet Explorer), as shown at bottom right in Figure 20-6. You can
work with them exactly as though they were sitting on your own hard drive. The only
difference is that because you're actually communicating with a hard drive via the
Internet, the slower speed may make it feel as if your PC has been drugged.
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Mapping Shares to Drive Letters

If you access network shares on a regular basis, you may want to consider another
access technique called mapping shares. Using this trick, you can assign a letter to a
particular shared disk or folder on the network. Just as your hard drive is called C:
and your floppy drive is A:, you can give your Family Stuff folder the letter F: and the
Jaz drive in the kitchen the letter J-.

Doing so confers several benefits. First, these disks and folders now appear directly
in the My Computer window. Getting to them can be faster this way than navigat-
ing to the My Network Places window. Second, when you choose File-»Open from
within one of your applications, you'll be able to jump directly to a particular shared
folder instead of having to double-click, ever deeper, through the icons in the Open
File dialog box. You can also use the mapped drive letter in pathnames anywhere you
would use a path on a local drive, such as the Run dialog box, a File—Save As dialog
box, or the command line.

To map a drive letter to a disk or folder, open any folder or disk window. Then:
1. Choose Tools—Map Network Drive,
The Map Network Drive dialog box appears, as shown in Figure 20-7.

Figure 20-1:

Top: The “Reconnect
at logon” option tells
Windows o locate the
share and map this
drive letter to it every
time you start your
computer,

Bottom: Once you've
mapped a few folders
or disks to their own
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Computer window.
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2. Using the drop-down list, choose a drive Jetter,

You can select any unused letter you like {except B, which is still reserved for the
second floppy disk drive that PCs don’t have anymore).

3. Indicate which folder or disk you want this letter to represent.

You can type its UNC code into the Folder box, choose from the drop-down list
of recently accessed folders, or click Browse.

Tip: Most people use the mapping function for disks and drives elsewhere on the network, but there's
aothing to stop you from mapping a folder that's sitting right there on your own PC.

4. To make this letter assignment stick, turn on “Reconnect at logon.”

If you don’t use this option, Windows will forget this assignment the next time
you turn on the computer. (Use the “Connect using a different user name” op-
tion if your account name on the shared folder’s machine isn’t the same as it is
on this one.)

5. Click Finish.

A window opens to display the contents of the folder or disk. If you don’t want to
work with any files at the moment, just close the window.

From now on (depending on your setting in step 4), that shared disk or folder will
show up in your My Computer list alongside the disks that are actually in your PC,
as shown at bottom in Figure 20- 7.

Tip: If you see a red X on cne of these mapped icons, it means that the PC on which one of the shared
folders or disks resides is either off the netwerk or turned off completely.

WORKAROUND WORKSHO
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Two Roads to File Sharing

But enough about accessing the shared folders on other computers. Half the fun is
sharing your own folders, making them available to other people on the network,
This can be a much more complex proposition, which is why the rest of this chapter
covers only this part of the equation,

First, however, a word of warning: As with so many other features, Windows XP Pro
has two different personalities, depending on where you're using it (see Figure 20-8).
In this case, Microsoft has created two different file-sharing systems:

+ Simple file sharing. If you're working on a home network, and you have nothing
to hide from the other people in the house, you may appreciate Windows XP’s
new Simple file sharing feature. It lets you share certain folders with a minimum
of red tape and complexity. If you need a peek at the spreadsheet that Harold was
working on yesterday, no big deal—you just open up his My Documents folder
from across the network.

If it’s just you and your spouse, or you and a co-worker, this scenario is almost
ideal: maximum convenience and minimum barriers. On the other hand, when
you share a folder this way, anybody on the network can not only read your files,
but also change or delete them. In other words, Simple file sharing isn’t especially
secure. Kids horsing around on the computer, young geniuses experimenting with
your data, or a disgruntled co-worker could, in theory, send important data to
Never-Never Land.

Meote: Simple file sharing is the onfy form of file sharing in Windows XP Home Edition.

* Standard file sharing. If you want to specify exactly who has access to your files,
and how much access they have, then you may prefer Windows XP Pro’s Standard
file sharing option, which it inherited from Windows 2000. This method is more
complicated than Simple file sharing, but it gives you much more flexibility and
protection.
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Of course, you may not have a choice of these two methods at all. If your PC is part
of a corporate domain, Standard is the only method available. (You can actually turn
on the Simple file sharing checkbox, but doing so has no effect.)

In any case, the following pages tackle the two file sharing systems one at a time.
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Turning Simple File Sharing On and Off
On any Windows XP Pro machine that isn’t part of a corporate domain network,
Simple file sharing is turned on automatically.
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To turn it off or on again, choose Tools—TFolder Options from the menu bar of any
desktop window (or open the Folder Options icon in the Control Panel). Click the
View tab, scroll alf the way down to the bottom of the Advanced Settings list, and
click “Use Simple File Sharing (Recommended)” to turn Simple file sharing on
or off.

Strangely enough, this checkbox still appears when your PC is connected to a domain;
you can even click it on or off. But it’s a trick—don’t fall for it. No matter what this
checkbox says, you'll be using all Standard file sharing, all the time.

Simple File Sharing

This section is for you, workgroup (or nonnetworked) PC fans.

Sharing Your Own Folders

It’s easy enough to “publish” any of your folders or disks for inspection by other
people on your network. (Actually, sharing a folder, as you're about to do, also makes
it available to other people who log into this PC under their own accounts, sitting
at it in person.)

The trick is to use the Properties dialog box, like this:
1. Locate the icon of the folder or disk that you want to share.

Your disk icons, of course, appear when you choose Start—My Computer. You
can share any kind of disk; hard drive, floppy, CD-ROM, removable drive, and

50 O1.

Sharing an entire disk means that every folder on it, and therefore every file, is
available to everyone on the network. If security isn’t a big deal at your place
(because it’s just you and a couple of family members, for example), this feature
can be a timesaving convenience that spares you the trouble of sharing every new
folder you create,

On the other hand, people with privacy concerns generally prefer to share indi-
vidual folders. By sharing only a folder or two, you can keep most of the stuff on
your hard drive private, out of view of curious network comrades. For that matter,
sharing only a folder or two does them a favor, too, by making it easier for them
to find files you've made available. This way, they don’t have to root through your
entire drive looking for the appropriate folder.

Mote: If you're logged in using a normal account, of course, you may share only the disks and folders to
which you've been given access. If you've logged in using the local Administrator accoust, on the other hand,
you can share any disk or folder, but you should still avoid sharing critical system folders like the Windows
folder and the Program Files folder. Theres no reasen ather pecple on the network would need to get to
these folders anyway~and if they did, they could do serious damage to your PC.
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2, Right-click the disk or folder icon. From the shortcut menu, choose Sharing and
Security.

The Sharing tab of the Properties dialog box opens (Figure 20-9). (The shortcut
menu includes the Sharing command only if you've set up the computer for net-
working, as described in Chapter 18. And if you don’t see a Sharing and Security
command, just choose Properties from the shortcut menu—and then, in the
resulting dialog box, click the Sharing tab.)

If you're trying to share an entire disk, you now see 2 warning to the effect that,
“sharing the root of a drive is not recommended” Click the link beneath it that
says, “If you understand the risk but still want o share the root of the drive, click
here” and then proceed with the next step,

3. Turn on “Share this folder on the network” (see Figure 20-9).
The other options in the dialog box spring to life.

Figure 20-9:

The Sharing tab for a disk or folder on a Windows
XP workgroup computer. (The diclog box refers to a
“folder” even If it's actuafly a disk.) You can turn on
“Share this folder on the network” onfy if “Make this

| Generaf! Sharing | Customize

o Lecal shating and securly

Ta share ihis folder with othier users of this computer : i folder private” is turned off (ff a folder is private you

only, drag it to the Shared Documents foider. : i ” . o
A ‘ certainly don’t want other network citizens rooting

Ta maks this folder and its subfolders private sothat  © £ around in it, )

only you have accass, select the following chack box.

-~ Metwork sharing and secuity - - e
Ta share this foider with bath netwark users and other
users of this computer. select the first check box below
and type a share name. :

Share this folder o the network,

I

Shaéra name: EDentistly Designs by Martha P

'Ilu'w ristwork Lssrs to change my fles

Learn more about sharing and segurify. .
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4. Type a name for the shared disk or folder.

This is the name other people will see when they open their My Network Places
windows.

Make this name as helpful as possible. For example, you may want to name the
kitchen computer’s hard drive Kitchen Documents Drive.
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Tip: If any of the other PGs on your network aren’t running Windows XP, the shared folder's name can't be
longer than twelve charactars, and most punctuation is fosbidden, You can type it here, all right, but-as a
warning message wil tell you—the other machines won't be able to see the shared disk or foider over the
network.

5. Turn off “Allow network users to change my files,” if you like.

If the “Allow network users to change my files” checkbox is turned off, you create a
“look, don’t touch” policy. Other people on the network can open and read what’s
inside this disk or folder, but won’t be able to save changes, rename anything,
delete anything, or deposit any new files, (In technical lingo, you've established a
“read-only” shared folder.)

Otherwise, your co-workers can theoretically run wild, trashing your files, renam-
ing things at random, and painting a mustache onto your face in the JPEG family
photo.

Remember, however, that making the shared folder read-only means that yeu won’t
be able to modify its files from another computer on the network, either. You've just
run up against one of the fundamental shortcomings of Simple file sharing: You
must give full access to your files to either everybody on the network—or nobody.

Mode: Tumning off the “Allow network users to change my files” checkbox isn't much of a security safeguard.
True, other people on the network won't be able to change what's i your folder—but there’s nothing to
stop them from copying stuff out of it. Once they've saved copies of your files on their own hard drives, they
can do with them whatever they like. They just can’t copy the changed files back into your shared folder or
disk. in other words, if you don't want cther peaple to see or distribute what's in your folders (using Simple
file sharing), don't share them.

6. Click OK.

As shown in Figure 20-10, the icon changes for the disk or folder you just shared.
It’s also gained a new nickname: you may hear shared folders geekily referred to

as shares,
Figure 20-10: -
When you share a folder or a disk, a tiny hand cradles its icon from = ;%%
beneath—a dead giveaway that you've made it available to other chared LocalDisk(C)  CD Drive kD.)
people on the network. Documents ' '
Notes on Simple File Sharing
The preceding steps show you how to make a certain folder or disk available to other
people on the network. The following footnotes, however, are worth skimming, es-
pecially for Windows 2000 veterans:
* You can't share individual files——only entire folders or disks.
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« The “Share this folder on the network” checkbox is dimmed for all folders if your
PC is not, in fact, on the network-—or, more specifically, if you havern’t experienced
the thrill of the Network Setup Wizard described in Chapter 18.

» Unless you specify otherwise, sharing a folder also shares all of the folders inside
it, including new ones you create later. Your “Allow network users to change my
files” setting gives permission to change or delete files in all of those folders, too.

If you right-click one of these inner folders and inspect the Sharing tab of its
Properties dialog box, you'lt find the Sharing checkbox turned off, which can be
a bit confusing. But you'd better believe it: those inner folders are actually shared,
no matter what the checkbox says.

On the other hand, it's OK to right-click one of these inner folders and change its
sharing settings. For example, if you've shared a folder called America, you can
make the Minnesota folder inside it off-limits by making it private. Similarly, if
yowve turned off “Allow network users to change my files” for the America folder,
you can turn it back on for the Minnesota folder inside it.

Be careful with nested folders. Suppose, for example, that you share your My
Documents folder, and you permit other people to change the files inside it. Now
suppose that you share a folder that’s inside My Documents—called Spreadsheets,
for example—but you turn off the ability for other people to change its files.

You wind up with a strange situation: Both folders, My Documents and Spread-
sheets, show up in other people’s Network Places windows, as described earlier
in this chapter. If they double-click the Spreadsheets folder, they wor't be able to
change anything inside it. But if they double-click the My Documents folder and
open the Spreadshects folder inside #, they can modify the files.

You're not allowed to share important system folders like Windows, Program Files,
and Documents and Settings. If yow've set up your PC with multiple user accounts
(Chapter 17), you can’t share folders that belong to other people, either—only
your own stuff. The exception: You can share them when you've logged in using
an Administrator account (page 517).

" POWER USERS: CLI
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Hiding Folders

If a certain folder on your hard drive is really private, you can hide the folder so that
other people on the network can’t even see it. The secret is to type a $ symbol at the
end of the share name (see step 4 on page 392).

For example, if you name a certain folder My Novel, anyone else on the network will
be able to see it. But if you name the share My Novel$, it won’t show up in anybody’s
My Network Places window. They won’t even know that it exists. (It still shows up
on your machine, of course. And it will also be visible to other network computers if
you shared the disk on which the folder sits.)

Standard File Sharing

I you need more security and flexibility than Simple file sharing affords—or if your
computer is part of a corporate domain—then the time has come to tackle Standard
file sharing.

The process of sharing a folder is much the same as it is in Simple file sharing, except
that there’s an additional step: specifying who else on the network can access the share,
and what they’re allowed to do with it.

Note: Before you can create Standard file shares, you must disable Windows XP's Simple file sharing feature,
as described on page 589.

Step 1: Turn on Sharing

After you've located the icon of the drive, folder, or printer you want to share, proceed
like this:

1. Right-click the disk or folder icon. From the shortcut menu, choose Sharing and
Security.

The Sharing tab of the Properties dialog box opens (see Figure 20-11), If you've
ever seen this dialog box when using Simple file sharing, you'll notice that it looks
quite a bit different now.

2. Torn on “Share this folder”

The other options in the dialog box become active.

3. Type a name for the shared disk or folder.

This is the name other people will see when they open their My Network Places
windows. Windows XP proposes the name of the folder as the share name, which
is fine, but you can change it to anything you like.

If you want to limit the number of network users that can access the shared file
or folder simultaneously—to avoid slowing down your PC, for example—click
“Allow this number of users” radio button, and specify the maximum number of
people who can access the share at one time (3 or 5, for example).
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Step 2: Limit Network Access

When you make a folder or drive available to the network, you don’t necessarily want
to give your co-workers permission to run wild, running roughshod over the files
inside it. In many cases, you may prefer to share a folder or drive selectively. If you're
in Accounting, for example, you might want to make the company salary spreadsheet
accessible by the other accountants in your workgroup, but off-limits to everyone

else in the company.

Fortunately, you can limit people’s access on an individual (or group-by-group) basis,

If you were to click OK at this point, you would make this item available to everyone
on the network. But before leaving the dialog box, take a moment to survey the security
options. This, after all, is one of the big advantages of Standard file sharing.

thanks to the Permissions button shown in Figure 20-11.

<} Genergl] Sharing | Secuwity}

“"55“? You can share this folder with other users o your
network. Tosnable sharing for this folder, cick Share this
folde:.

73 Do nat share this folder
. ,® Share thiz falgar e e s e

{
! Comment: l

¢ User fimit: &) Masimum allowed

&7 Allow this number of users:

Share name: §M}l Documents (

| L
. Toset permissions for users who acosss this :
; CCe errissions |
¢ folder over the network, click Permigsions. L
! To corfigure settings for offine access. ohick :
¢ Caching b AL
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Figure 20-71;

The Sharing tab for a disk or folder on a Windows XP
domain system. From here, you can share this fofder,
specify the maximum number of people who can ac-
cess it at once, and specify who can access the share
and to what degree.
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When you click it, you get the dialog box shown at left in Figure 20-12. Setting up per-
missions involves two steps: identifying the person (or group) to whom you're granting

permission, and then specifying how much access you want to grant them.
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NTFS permissions vs. share permissions

If you tead the discussion of NTFS permissions in Chapter 17, you should at this
pointbe getting a distinct feeling of déja vu, Both the Permissions dialog box and the
entire concept of protecting your folders should be familiar.

To put it bluntly, Windows XP Pro offers two separate and overlapping systems for
protecting folders. First, there are the NTFS permissions described in Chapter 17;
second, there are the share permissions described below. Each system lets you choose
which network citizens (or groups of them) may view, make changes to, or have full
control over certain folders.

Understanding the ramifications of two separate and overlapping permissions systems
involves some serious technical slogging. Here are the most important differences:

» NTFS permissions guard a folder no matter how someone tries to get at it: from
across the network or seated in person at the PC. Share permissions, on the other
hand, govern access only from over the network.

So suppose yow've got a folder full of confidential files. Hoping to protect them
from inspection by your co-workers, you might turn off 4/ forms of access (Figure
20-12)—but all you've done is keep people elsewhere on the network out of it. People
who sit down at your machine can still rifle through your private file stash.

* Nobody can access shared files from across the network unless they have both share
permissions and NTES permissions to those files. Even if somebody has given you
Full Access using one permissions system, if the other is set to No Access, you're
out of luck.

« NTFS permissions are more flexible than share permissions. For example, there
are five or six degrees of NTFS standard permissions, compared with only three
levels of share permissions. NTFS permissions can also protect individual files,
whereas share permissions affect only entire folders.

If you think maintaining a duplicate set of ovetlapping permissions is complex and
confusing, imagine being a network administrator whose job it is to keep them all
straight—not only for each folder on each computer, but for each person on the
network, It’s just an overwhelming number of permutations.

As a result, most network administrators simply grant everyone Full Access to net-
work shares, effectively eliminating share permissions as the complicating factor.
The administrators then use NTFS permissions to control access to specific files and
folders, confident that these settings will correctly protect shared folders and disks
both from across the network and in person.

Specify whose freedom you're about to limit

If you've read the preceding paragraphs of warning, but you've decided to protect
certain folders with share permissions anyway, read on. This discussion assumes that
you're poised with the Sharing tab (Figure 20-11) open before you.

1. Click the Permissions button.
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A Permissions dialog box appears (Figure 20-12), a close cousin to the Security
tab you use to set NTFS permissions (page 544). The top half Lists the peaple or
groups that have been allowed or denied permission to the share; the bottom half
tells you how much access the selected person or group has been given.

When you first share a folder or disk, you'll see only Everyone in this kist. If youTe
on a workgroup network, you'll see that Everyone starts out with Full Control
permission, on the assumption that security iset such a big deal in your household
or small business. If yow're using a domain computer, on the other hand, Everyone
starts out with only Read permission, which affords more security. More about
these permissions settings in a moment.

Fip: When a permission checkbox is selected but also shaded gray, it means that its permissions settings
have been inherited from the folder that it's in.

Now you can start assigning permissions on a person-by-person (ot group-by-
group) basis. (If the person’s name doesn’t appear here, click Add. The dialog box
shown back in Figure 17-20 appears, providing you the delightful opportunity
of adding a name to the list by typing it, letter-perfect, into the “Enter the object
names to select” box and then clicking OK. The users and groups you selected
appear in the “Group or user names” list.)

Note: See page 532 for details on groups~and remember that an individual account's permissions take
precedence Over group permissions,

Figure 20-12:
Top: The Permissions dialog box lets you controf how
much access each person has to the folder you're

sharing. Using the top list, specify which people (or
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groups of people) can access your shared folder over
the network.

Bottom: When you click Add in the box above, this
box appears. Click Find Now to focate a person’s
name; click the name and then dlick OK

e
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2. Click the name of a person or group in the list, Set the appropriate permissions
by turning on the relevant checkboxes.

You have three options. If you turn on Read, this person (or group of people)
will encounter a “look, don’t touch” policy when they try to open this folder from
across the network. They’l be allowed to open and read what’s inside (and run
any programs they find there), but won’t be able to save changes, rename anything,
delete anything, or deposit any new files.

Note: Qther people on the network can copy folders and files from a Read folder or disk anto their own
computers. From there, they can do whatever they like. But they can't copy the changed files back to your
shared folder or disk.

If you choose Change instead, the people you've identified can not only open the
shared files, but also edit and even delete them. They can also put new files and
folders into the shared folder or disk.

Finally, if you choose Full Control, the selected person or group can run wild,
fooling around not only with the contents of the disk or folder, but also with its
permissions. They can change whatever permissions settings you make here, and
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even claim ownership of the folder or disk—they could even lock you out of your
own stuff.

Mote: Wwhen you first turm on sharing for a folder, it inherits the permission settings from the disk or folder
it's in (that is, its parent folder). But if you cfiange the settings for one of these inner folders, your new set-
tings override any permissions that are inherited from parent folders.

3. Click OK to close the Properties dialog box.

You'll see that the icon for the resource you just shared has changed. A hand now
cradles the icon to help you remember what you've made available to your net-
work colleaguies.

Clever Share Tricks

Sharing files and folders using Standard file sharing may be a lot more trouble than
Simple file sharing, but it has its rewards. Only in Standard file sharing, for example,
can you interesting scenarios like these:

+ You can access your files from different computers on the network, but still protect
them from interference by other people. To do that, share the file or folder, give
yourself the Full Control permission, and deny all permissions to the Everyone

group.

Yes, you are also part of the Everyone group-—but an individual’s permissionsalways
override any group permissions that may affect that person. As a result, you end up
with Full Control over your files, and no one else can even read them. On 2 home
network, you can start working on a document in the bedroom upstairs—and
then, when you go downstairs.to cook dinner, you can continue working on the
kitchen computer while the pasta is boiling. Meanwhile, the kids can be using their
own computer, but won't be able to see what’s in your file or folder.

You can also create a drop box: a folder into which people can deposit documents
for your inspection, but which is otherwise off-limits to them.

For example, you might create a drop box so that your fellow employees can
leave insurance claim forms they've filled out with a word processor. After shar-
ing the folder, you could grant yourself (and other people in your department)
Full Control—but you would give everyone else in the company only the Change
permission. Now people in other departments can copy their claim forms into the
drop-box folder, because they have permission to create new files in it. But because
they lack the Read permission, they can’t open the folder to see what's inside.

Offline Files

The Windows XP Professional feature called offine files is designed primarily for
laptop lovers. It lets you carry away files that generally live on your office network, so
that you can get some work done while you're away.
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Then, when you return and connect your laptop to the office network, Windows
automatically copies your edited, updated documents back to their original locations
on the network, intelligently keeping straight which copies are the most recent. (And
vice versa: If people changed the network copies while you were away, Windows copies
them onto your laptop.) It’s a great feature, and, by the way, one that isn’t available
in Windows XP Home Edition.

Note: Although Microsoft developed Offling Files primarily for laptops that sometimes leave the network, it
can aiso be a usefui feature for desktop computers that belong to a network that isn't always up and running.
Even so, this chapter refers ta your computer as the faptop, to aveid having to repeat "the laptop or desktop
computer that isr't always on the network” 50 million times.

Phase 1: Turn on Offline Files

To turn on this feature, open any window at the desktop, such as My Documents.
Choose Tools—Folder Options, click the Offline Files tab, and then make sure that
Enable Offfine Files is turned on (see Figure 20-13).

Mete: If you can't seem to turn this feature on, it's probably because Fast User Switching is turned on,
Unfortunately, you're not allowed to use both featusres at the same time. Turn Fast User Switching off as
described on page 536,

Here are some of the options you should inspect before closing this dialog box:

Figure 20-13;

You must turn on Enable Offline Files to activaie this
feature. This is also your opportunity to specify when

the synchronizing takes place, so that the process fs
gutomated and the fifes are kept up-to-date on both your
hard drive and the network.

L

Use Biffine Files to work with fles and programs stored on the
network even when you ars not connected.

View_ | File Types | Ofine Fles

Enable Offfine Files
[T Synchmmnize all offline Rles when logging on
Senchronize all offine Fles before lngging off

] Display a raminder eveny:

EAS—

F7JCreate an Offline Files shartcut an the desktop
[ Encaypt offine files to secure data

- Amount of disk space fo ise fof tempdrary offine files:

T Y 0.7 GB [10% of ciivs]

[ Dduerie ] [ Ventis ] [ vt )
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+ Synchronize all offline files when logging on. This setting is meant for laptop lug-
gers who are often away from the network (or for people with shaky connections
to the network even at the best of times). It means that has soon as you're back on
the network, whatever files you edited while you were away get transferred back
to the appropriate places on the network.

Nate: 1f you don't select this setting, youl get a Quick synchronization (page 608) each time you log onto
the network. As you'll find cut in a moment, that means that your documents may not be the most current
VErsions.

» Synchronize all offline files before logging off. You'll almost certainly want this
option turned on. It ensures that whenever you leave the office with your laptop,
it will contain copies of the most recent version of your files.

Nofa: This setting isn't available when you connect to the network by dialing in as described in Chapter
21

» Display a reminder every ____ minutes. A reminder balloon will appear on your
taskbar at regular intervals to let you know that you're off the network. If you suffer
from intermittent network dropouts, it can be nice to know when you just been
cut offt otherwise, these reminders can be annoying.

« Create an Offline Files shortcut on the desktop. When you select this box, Win-
dows places a handy Shortcut to Offline Files icon on your desktop. When you
double-click it, you open a window that lists all of the files and folders that you've
marked for offline use, as described later in this chapter.

» Encrypt offline files to secure data. This option encodes the copies of the files on
your laptop, which can be useful if you carry confidential files with you away from
the office. (It doesn’t do anything to the corresponding copies of these files that
remain on the network.) -

Mote: Some programs, incuding Microsoft Word, create temporary copies of open documents (fer ex-
ample, in a folder called Temp). A dedicated spy who stole your laptop could, in theory, view some of your
confidential information by opening these folders. That's a good argument for leaming which folders these
are and encrypiing them too.

+ Amount of disk space to use for temporary offline files. You can set an upper limit
for the amount of hard drive space Windows XP uses for files you've copied from
the network. (If XP Pro reaches whatever limit you've set, it begins to delete older
offline files to make room for the new ones.)

« Delete Files button. Use this button when you're desperate to reclaim some disk
space on your laptop; it deletes your laptop copies of the offline files. (This option
doesn’t affect the master copies of these documents that reside on the network.)

+ View Files button. This button opens a list of all of the files you've marked for
offline use.

WINDOWS XP PRO: THE MISSING MANUAL
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* Advanced button. The Advanced dialog box lets you tell Windows how to handle
specific computers when they become unavailable: to stop working with the offline
files, or to notify you and start working with offline files (see Figure 20-14).

Phase 2: Choose the Files You Want

To tell Windows XP Pro which files and folders you want to take away with you on
the laptop, navigate to them on the network, Right-click each of them, choosing Make
Available Offline from the shortcut menu. (Alternatively, highlight some file or folder
icons and then choose File—Make Available Offline.)

Note: \When you select a folder that contains other folders, Windows asks how you want to handie it
subfolders. You have two choices: “Yes, make the folder and all its subfotders avaifabie offiine,” or “No, make
only this folder available offline.”

Figure 20-14:

“Never altow my computer to go offline” doesn't actually
prevent your computer from disconnecting from the
network; it means that you'd rather stop working with
offline filzs when the network connection fs lost

Now your machine takes a quick moment to copy the files onto your own hard drive
(that is, on the client machine—your laptop).

Phase 3: Log Off

Aslong as your laptop’s still connected to the network, double-clicking a file or folder
icon opens the original network copy. But when you log off the network, Windows
checks to make sure that your computer has the most recent copies of the files. (All
of this works only if you choose Log Off or Turn Off Computer from the Start menu.
If you just yank out the network cable, you catch Windows by surprise, and you don’t
get the benefit of its intelligent Offfine Files copying.)

CHAPTER 20: SHARING NETWORK Fil,
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