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today’s hard drives, you'll be inserting blankfloppies for the next three presidential
administrations. :

Microsoft Backup

Instead,ifyour PC does,in fact, have abackup disk connected (a magnetic tape drive,
for example, or a Zip drive), choose its name from this drop-down list.

Theother option,available on all computers,is to back up the selected datato a file
on your hard drive. You can usethis option to create CD-sized backupfiles for burn-

edaRaete

PUMretermRacy

As noted above, the Advanced wizard offers you a choice
among several kinds of backups.

To understand the differences,it’s important to understand
that eachtimeit backsup afile. backup programs manipulate:
EpMeryTeale)caoiCaUNCON genteaesl| ressoarezKeCri(oaPeaTamSs

little note to itself, a flag thattells Windows whether or not
Ligeh fem pistes protectpreant

In a Normalbackup. for example, the program copiesall
iiscette come inate,eerGockelccemea eal
archivebits. During the backup process, Windowschanges
EVLesWercanlice iGo @nme snoceentelCal eccMicrnem erson!
backed up.

Gf you later make changes to the file, Windows turnits
archive bit back on. As a result, files whose archive bits are

turned on are the ones that have been changed since the
last Normal backup.)

if you choose Copy, Backup copies thetiles, but doesn’tturn
off their archive bits. in other words; you're simply using

stercUOMCrcpel(onelie nme)Ibe KOACLLED

An Incremental backup copies on/y fileswhosearchivebits
are set to On—that is, files that are new or have changed
since the last Normal backup. After the backup,all archive
bits get turned off again, denoting everything as having
eeepm Oye(aCcla a9

Incremental backups work muchfaster (and use less space)
thanfull backtips, since Windowscopies only a fewiles each
time,Butthey're less convenientif the worst should happen.
Whenrestoring yourfiles to the PC from your backup disks,
you must restore each backupfile in chronological order,
beginning with the Normal backup.disks and proceeding

siireellibe] Metantgrem sveccianrccniec)cmeceudie tip\eeecsgwcatatLal cott
Normal backup.

A Differential backup also copies only thefiles that have
their archive bits turned on.Sofar, it's the same as an incre-

mental backup. However, this type of job leaves the archive
Uycero LBsarctan LetsCoxe UOTonvem Uac-leI tC)|MLLoUK=tieLorca
second differential backup cisa backs up all the files that
have been changed since the full backup, and so does
the third. In other words, if you perform a full Backup-on
Monday, the differential backups on Tuesday, Wednesday,
and Thursday each back up aithe files that have changed
since Monday.

Of course, this system requires more backup disk space
(or tapes), because you'te actually making duplicate anu
triplicate copies of certain files. But the payoff comes when
your hard drive dies, instead of having to restore each day's
backup job (as you would with an incremental backup),
you need to restore only the last Normal backup and one
differential backup set (the-most recent :one)—a relatively
fast and simple procedtire.

A typical backup cycle isto perform a Normal backup-once
a week or month, with incremental or differential backups
in between,

This technical tradeoff betweer convenience at backtip time
and conveniencein case of disaster should sound familiar to

anyone who's ever had {o choose between two insurance
aTels olaoaMNnfeMaestegsees Uae Msn mecscelersiaod

Finally, the Daily back: 1p copiesfiles you created or changed
today. It doesn’t change thearchive bits.
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ing onto CDslater, to back up your data to another harddrive in the same computer,
or to back up to another computer on the network. (To usethelatter option,click
Browse.) In any case, click Cancel if you're asked to insert a floppy disk.

 
The Save As dialog box that appears asks you to name the backupfile you're creating
(its filename extension is .bkf}. Click Save when you'veselected a location and typed
a fname,

 

Figure 16-14:
Ofall the Advanced op-
tions, this series ofscreens
(click Set Schedule, then
Advanced} may be the most
useful. becauseit lets you
establish a backup that runs
automatically, without your
involvement. (Behind the
scenes, it creates a task in
your Start->Controf Panel
Scheduled Tasks window,
where you can manipulate it
or adjustits schedule.)

When ta Back Up
‘You can mun the backup now or sehedule it for later.

‘Wher de dou wantto rithe. backtin?:

eS Every 12 hourls] from 12:33 AM for 13 hours] every day, starting8/30/2002

Schedule Task:

i

Schedule Task Galle

Even

 

(tea)|
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Microsoft Backup Advanced backup options
The final wizard screen now appears (Figure 16-14). If you click Finish, the backup
process begins—aprocess that may take several secondsor several hours, depending
on how much you're copying. Your workhere is done.

Onthe other hand,ifyou click the Advancedbuttononthefinalwizard screen, you're
treated to yet another wizard. Most people, mostofthe time, will never need these
special-case options, but here’s whatthe screens of the Advanced wizardoffer:

» Choose the type ofbackup you want: Normal, Copy, Incremental, Differential, or
Daily (see the box on page 500).

+ The next part of the screen offers to verify eachfile that’s backed up. In just a few
seconds, you get a confirmation that the copy perfectly matches the original—a
goodidea.

Onthe samescreen, you maybe offered something called Hardware Compression,
areference to circuitry inside a tape drive that condenses the amount ofspace your
files take up. If your drive offers this feature, useit.

* The Backup Optionsscreen lets you specify what should happenifyour backup
disk already contains previous backupfiles. “Append this backupto the existing
backups”preservesthe earlier backup set—at the expenseofdisk space, of course.
“Replace the existing backups”wipes out the original backup.

* The Whento Back Up screen lets you indicate when you want this backupto take
place—noworat a specified time and date (click the Set Schedule button shown
in Figure 16-14).

Click Finish

When Backupis finished backingup your files, a window shows how manyfiles and
bytes were backed up.(Ifyou see a message indicating an error, click Reportto see a
written record of what happened during the backup.)
 

Tip: Most backuperrorsarise when Backuptries to backupa file that’s open. To avoid this problem,exit
all your programsbefore backing up.  

After the backup is complete, click Close to close the Report window. Your data is
safe—for now. i

Restoring with Microsoft Backup
Restoringfiles is less complicated than backing them up—a goodthing, considering
the emotional state of anyone who’s just experienced a total hard drive meltdown.
That’s because, unless you're a spectacularly unlucky individual, you don’t perform
restores as often as you do backups—and you don’t schedule them. The Backup
program’s Restore Wizard doesall the work for you.
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Tip: Perform regulartest restores, to make sure your data is retrievable from the backup disks. (Consider
restoring your files to a test folder—not the folder wherethefiles came from—so you don't wind up with
duplicates.) There’s no other way to be absolutely sure that your backups are working properly. 

Torestorefiles using the Restore Wizard,here’s the plan (which assumesthat, if your
whole hard drive was trashed, you havealready replaced it and reinstalled Windows
XP ):

1. Click Start—All Programs—Accessories—System Tools—Backup.

The Backup or Restore Wizard Welcomescreen appears.

Click Next. On the secondscreen,click “Restorefiles and settings,” and then click
Next.

The WhatTo Restore page contains the now-familiar expanding display thatlists
your PC’s backup devices. The displaylists a File icon, too,so that you can restore
from a backupfile (see “Select the backup medium”on page 501). Backup displays
the date andtime each backupfile was made, makingiteasyto select the right file.
If you use a tape drive or other device for your backups,the displaylists the tapes
or disks you havecreated.

Click to select the items you wantto restore, exactly as you did whenselecting
files to back up.
  

Tip: Clicking the + button expands a folder so that you can select an individual file inside it. This is also a
great trick if you're restoring, from your backupfile, a document that you've accidentally deleted from the
hard drive. 

3. Select the tape or disk that contains your backup. Select the data to restore.

Whenyouselect the backup disk or tape, the right pane in the Whatto Restore
screen contains an expandablelist of its contents. Double-click the folders seen
here for a list of individual files. Turn on the checkboxesof thefiles and folders

you wantto restore, as shown in Figure 16-15.
 

Note: Whenever Backup backs up yourfiles, it remembers whichfiles it put on which backup disks by
creating a table of contents on the disk or tape that was in the drive when the job ended.

That's why, as you browsethefiles listed on a backupdisk, you may be asked toinsert that final disk or tape.
Only then can Backup show you what's on it. 

4, On the Completing the Backup or Restore Wizard screen, click the Advanced
button,ifyou like.

Ordinarily, Backup restores every backed-upfile onto your hard drive in exactly
the samefolder from which it came.If the original file is still in that original folder,
however, it doesn’t bother copying the equivalentfile from the backupdisk.If that
arrangement sounds goodto you, skip to the next step.

  

Microsoft Backup
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But suppose you'd like Backup to putthefiles in a different folder, or you want
them to replace the duplicatefiles it encounters. In that case, the Advanced button
is justthe ticket. It lets you specify where you wantthe restored files to go: into the
folders they came from or someotherdisk or folder.

If you choose“Alternate location,’ you can type in the path to (or Browse to) a
different folder (like C:\Rescued). If there’s no such folder, Backup will createit
for you.

If you turn on “Single folder,’ Backup dumpsall oftheselectedfiles directly into
onespecified folder, loose (not in a hierarchy of folders). Choose this option if
youre simplytryingto reclaim a few importantfiles, rather than tryingto reinstate
your entire drive.

Figure 16-15:
The Restore Wizard's What

What to Restore to Restore pageis similar in
‘You can restore any combination of drives, folders, or files. format to Windows Explorer,

exceptthatit displays only
the contents ofa particular

(Sea) Double click anitem onthe feft ta see its contents. Then select the ij NA check box next to any dive,folder, orfile that you want ta restore. TRLEe OF disk. You canym select from the backup tapes,[__Browse.._] disks, orfiles you've created,
= Te) Fie Aan: ' or click tmport File to read

S-(} Rl Backupbkf created 3/28/2002|F) [3 00 Inti. doc the contents ofa backup

Items to restore:

aac c 1B B01 welcome.dac file you created on another
| EEA) Documents and Setting|> SreEeRRRNTER Windows XP system.

& EAC Chris Olson
3A) My Documents

“onYETim Trip
‘fa C

C2 (eh 03 windows ho
fe] O? software. doc

a] Fa] Chapter 01 insert... 
5. Click Next. Indicate whether or not you,want Backup.to overwrite duplicate

files. :

Backup’sfile-restoring feature isn’t only useful when you've had to wipe out your
hard drive completely. It can also be handy when something less drastic went
wrong,like a folder accidentally being thrown out.All the rest of your files and
folders are OK.

But suppose you've indicated that you want your My Documentsfolder restored
from the backup disks. What should Backup do whenit encountersfiles that are
still in your My Documents folder, and in perfect shape? You can choose one of
three options. Leave existing files means that Backup won'trestore anyfile that’s
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already on the hard drive. Replace existingfiles if they are older than the backup
files makes Backupreplacea file on your harddrive onlyifit’s an older version than
the backed-up copy. Finally, Replace existingfiles restores every file, replacingits
equivalent on the harddrive, regardless of which is newer.

6. Click Next.

The options on this penultimate screen pertain to specialized security and system
files.

You'refree to click past them,butif curiosity gets the better of you, here’s what
these three very technical options do.

“Restore security settings” restores certain settings for each file and folder, includ-
ing permissionsandfile ownership (see Chapter 17)—an option available only
for files you backed up from a Windows XP, NTFS-formatted machine(andfiles
that youre restoring to one).

The second option is “Restore junction points, but not the folders andfile data
they reference.” Here, Microsoft is talking about mounted drives. Turn this option
on if you're restoring a mounteddrive; turnit off if you wantto restore only the
folder containing the mounted drive.

The third option, “Preserve existing volume mount points” requires that you
understand volume mount points, described on page 490. Turn this option onif
you wanit to restore data to a replacementdrive, on which you've restored volume
mountpoints yourself. Turn it offifyoure restoring data to a reformattedpartition
or drive, and wantto restore the old volume mountpoints from the backup.

UP TO SPEED

Floppy Disk Crash Course

PRol muyslcomeratem iCoMe (igi Fmtlrenels\emnMolenaveminer Tey
bul an error message.)

Floppy disks are quickly becoming extinct, largely because
sending files by email or over network witing are much
faster and more convenient ways of shuttling information
belween computers. But in a pinch,it’s still useful to know
the basics of using floppy-disks: how to insert, erase, eject,

To erase (format) a floppy, right-click the "31/2 Floppy (A)”
icon-and choose Format fromthe shortcut menu. To make
a copy of the disk, right-click the icon and chaose CopyFria aoln aineag

Insertafloppy disk into yourfloppy drive label side up. metal
side first. (if your floppy drive is mountedvertically, the label
stde faces away fromthe eject button.) To see what's on the
disk, double-click your My Computer icon, and then double-
click the "3 1/2 Floppy (A:)" icon. (if you double-click this

 

from the shortcut menu. A little window appears like the
PIAONie cmem NaSEOMecMUSKcaieyularon ee
Ditsclavel deuno)a)apacecad

To remove the floppy from your machine, push the plastic
eject button next to the drive slot, or right-click the floppy's
icon and choose Eject from the shortcut menu:
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elite. 7. Click Next. If the restore summary page looks good,click Finish.

Backup swingsinto action, asking youto insert backup disks or tapes as necessary,
and restoring your backed-upfiles safely onto your hard drive.

The Briefcase

In its way, the Briefcase is a form ofbackup program,butfor a very specific purpose:
It’s designed to help youkeep your files straightwhenyoutransport them from desktop
to laptop, or from hometo work.Ifyoulearn to use the Briefcase, you'll belesslikely
to lose track ofwhich copies of your documents are the most current.

To use the Briefcase, start by addinga briefcase icon on your desktop. To doso,right-
click any spot on the desktop; from the shortcut menu, choose New—»Briefcase. A
new icon appears, called New Briefcase. (If you're feeling inspired, renameit as you
would any folder.)

Now round upthe icons of the documents you'll work on when away from your
main PC. Drag them onto the My Briefcase icon. Windows XP copiesthefiles into
this special temporary holding tank.

Nowconnect your laptop to the desktop PC, if you haven’t already. (See Chapter 18
for tips on connecting machines.) Or, if you plan to take your files with you on a
disk (such as a floppy or Zip disk), insert the disk. Drag the My Briefcase icon onto
the laptopor the disk.

You're ready to leave your office. When youget to wherever you're going, open and
edit the documents in the copied Briefcase “folder” icon. Just don’t move them.

Whenyoureturn to your main PC, reconnect the laptopor reinsert the travel disk.
Nowall of your careful step-following is about to pay off. Open the disk or laptop
window and double-click its My Briefcase icon. In the Briefcase window,click the
“Updateall items”link in the task pane. Windowscopiesthe editedfiles back to their
original folders on your desktop-PC hard drive, automaticallyreplacing the older,
original copies. (If you highlighted only someof the icons in the Briefcase window,
you can insteadclick“Update the selected items.”Windowscopies only the highlighted
icons back to the main PC.) ,

Safe Mode and the Startup Menu
PC troubleshootingis amongthe mostdifficultpropositions on earth, in part because
your machine has so many cooks. Microsoft made the operating system, another
company made the computer, and dozensof others contributed the programs you
use every day. The numberofconflicts that can arise and the numberofproblems you
may encounterare nearlyinfinite. That’s why, ifyou were smart, you bought your PC
from a companythatoffersa toll-free, 24-hour help line forlife. You may needit.

If the problems you're having are caused by drivers that load just as the computeris
starting up, turning them all off can be helpful, at least so that you can get into your
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“machine to begin your troubleshooting pursuit. That’s precisely the purpose of the
Startup menu—a menu most people never even knowexists until they're initiated

~ gnto its sectet world by a technically savvy guru.

: Making the Startup menu appearis a matter of delicate timing.It goeslike this:  
iL Restart the computer. Immediately after the BIOS startup messages disappear,

press the F8 key (on the top row of most keyboards).

The BIOSstartup messages—the usual crude-lookingtext on a black screen,filled
_ with copyrightnotices and technical specs—arethefirst things you see after turn-
"ing on the computer,

. Ifyou press the F8 key after the Windows logo makesits appearance,you'retoolate.
Ifyou've doneit right, on the other hand, you see a messagethat says, “Please select

- the operating system to start.” Most people have only one option here—“Microsoft
~.” Windows XP Professional.”  3, At the “Please select the operating system”screen, press F8 again.

-. Tfall goes well, you'll see the Windows Advanced Options Menu (see Figure 16-16).
- Displayed against a black DOS screen,in roughlettering,is a list of options that
. includes Normal, Logged, Safe Mode, andso on.

:. Figure 18-16:
The Startup menu

* (not to be confused
with the Start menu)

appears only when
”. you press F8 a couple
“= times as the com-
=puter is starting up. in

times ofdeep trouble,

‘it can be a iifesaver. tp Bid eea rales antralfersanilg9 
3. Select the startup option you want.

To makea selection, press the up or down arrow keys to “walk through”thelist,
_. Press Enter when you've highlighted the option you want.

Here’s what the Startup menu commandsdo:
>* Safe Mode. Safe Modestarts up Windowsin a special, stripped-down, generic,
ee ‘somewhatfrightening-looking startup mode—with the software for dozens of
. hardware and software features turned off. Only the very basic components work:  
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Safe Modeand the your mouse, keyboard,screen, and disk drives. Everything else is shut down and
Startup Menu cut off. In short, Safe Modeisthetactic to take ifyour PC won't start up normally,

thanks to somerecalcitrant driver.

Once you've selected the Safe Mode option on the Startup menu, Windowsasks
which operating system you want to run—for most people, Windows XP Profes-
sional is the only choice,so just press Enter. Now youseea list,filling your screen,
of every driver that Windowsis loading. Eventually, you'll be asked to log in; a
dialog box then appears, reminding youthat you are in Safe Mode.

This dialog box offers two useful buttons. Yes proceeds with the startup process,
taking you to the Windowsdesktop. Clicking No takes you directly to the System
Restore screen shown in Figure 16-2, so that you can choose a date when your
computer was running properly—andrewindto that happier time.

You'll probably discover that your screen looks like it was designed by drunken
cave men, with jagged and awful graphics and text. That’s because in Safe Mode,
Windowsdoesn’t loadthe driver for your video card.(It avoids that driver, on the
assumptionthatitmaybe causingtheveryproblem you'retryingto troubleshoot.)
Instead, Windows XP loads a crude, generic driver that works with any video
card.
  

Tip: Note, by the way, how fast Windowsis in this mode—atestimonyto the dragging effect ofall those
modern graphic niceties. 

The purpose of Safe Modeis to help you troubleshoot.If you discover that the
problemyou've beenhavingis now gone,you've at least established that the culprit
is one of the drivers that Windowshas now turned off. Safe Modealso gives you
full access to the technical tools ofWindows XP,including System Restore (page
475), the Device Manager (page 449), the Registry Editor (page 662), Microsoft
Backup (page 497), and the Help center. You might use the Device Manager, for
example,to roll back a driver that you just updated (page 453), or System Restore
to undo someotherinstallation that seemsto have thrown your PCinto chaos.

If this procedure doesn’t solve the problem, contact a support technician.

Safe Mode with Networking. This optionis exactly the same as Safe Mode, except
thatit also lets you load thedriver software neededto tap into the network,ifyoure
on one—an arrangementthatoffers a few additional troubleshootingpossibilities,
like being able to accessfiles and drivers on another PC.(Ifyou havea laptop that
uses a PC-Card networkingcard, however, this optionstill may not help you,since
the PC-Card driveritself is still turned off.)

Safe Mode with Command Prompt. Here’s another variation of safe mode,this
one intended for ultra-power users who are more comfortable typing out text
commandsat the command prompt(page 33) than using icons, menus, and the
mouse.
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* Enable Boot Logging. This startup method is the same as Normal, except that
Windowsrecords every technical event that takes place during the startup in a log
file named ntbtlog.txt (it’s on the startup drive, in the Windowsfolder).

Mostof the time, you'll use the Boot Logging option only at the request of a sup-
port technician you've phoned for help. After confirming the operating system
startup, the technician may ask youto openntbtlog.txt in your Notepad program
and search for particular words or phrases—usually the word“fail”

Enable VGA Mode.In this mode, your PC uses a standard VGA video driver that
works withall graphics cards, instead of the hideously ugly generic one usually
seen in Safe Mode. Use this option when you're troubleshooting video-display
problems—problems that you are confident have less to do with drivers than
with your settings in the Display control panel (which you're now ready to fiddle
with).

°
Last Known Good Configuration. Here’s yet another method of resetting the
clock to a time when your PC was workingcorrectly, in effect undoing whatever
configuration change you made that triggered your PC’s current problems.It
reinstates whichever set of drivers, and whichever Registry configuration, wasin
force the last time the PC was working right. (This option isn’t as effective as the
newer System Restore option, however, whichalso restores operating-system files
in the process.)

POWER USERS’ CLINIC

BUM caeety

Safe Mode and the
RIEDmill]

Belween System Restore and Safe Mode. everydayWindows

Hoge cae easleNot om ceeom icon mienasyee
Role oiesrsOM ibid ieseer-lco afewesCnsyACiRereleaters]
goodness—when thefiles of Windowsitself are so corrupted
ihat youcan‘t even: access these tools.

In those sittiations, technically proficient PC fans can take
advantage of something called the Recovery Console. As
in DOS or UNIX, this window displays nothing but text—no
icons, Menus, or other graphic niceties—but if you know the
correct commands to type, Recovery Console can help get
you out of some very tight scrapes. It lets you manipulate
files and folders, turh off specificdrivers or background
services, perform certain hard drive repairs, and even erase
careeiscibarig\ioom

To prevent unscrupulous techies from exploiting this
emergency tool Recovery Console offers access only to the

systemtiles atidfolders of Windows itseli-application and

document ididers are ofHlimits—and doesn't let you copyfiles
onto floppies, Zip disks, or other removable disks, Otherwise,
however, Recovery Console looks and works muchlike the
standard DOS command prompt. (Type heip—and then press
Enter—to seealist of all the commands you can use.)

To access Recovery Console, restart the PC from your
Windows XP Professional CD-ROM, (On some computers,
of course, you can't start up from a CD until youfirst adjust:
seitings in the BIOS. Ask your PC’s manufacturer for help.)

Whenyou see the Welcometo Setup screen, press theRkey,
and then type and the number corresponding to the copy
of Windows you want repaired: When you're asked for the
password, just press Enter.

imerpcm URSACm tie] tisyeanzait aanelscclKetoieecfatale
out of Recovery Console and restart the PC.
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Praorert + Directory Services Restore Mode. This extremely technical option is useful only
Startup Menu in corporations with specialized domain controller computers running Windows

.NET Server or Windows 2000Server.

» Debugging Mode. Here’s anotherextremely obscure option,this one intendedfor
very technical people who’ve connected one PC to anotherviaaserial cable. They
can then use the second computerto analyzethefirst, using specialized debugger
software.

* Start Windows Normally. This option starts the operating system in its usual fash-
ion, exactly as though you never summonedthe Startup menuto begin with. The
Normaloptionlets youtell the PC, “Sorry to have interrupted you. ..go ahead.”

* Reboot. Choose this commandto restart the computer.

- Return to OS Choices Menu. Use this choice to back up to the “Please select the
operating system to start” screen thatfirst appeared when you pressed F8 during
startup.

FREQUENTLY ASKED QUESTION

“Invalid system disk” Message

OK V1) bite, | started up my PC. but it won't finishstarting You probably lett a floppy disk in your floppydrive. Remove
oN etCclare ReMOREselecAeT OUCMe)721CCSa3ze C/o)eam aay LO1P1B)eA GSD HCeSce proceed with the
easoseleoa cedLRORISOMCLA)a(CVOLe SCOPI LaCKO Uae COATU TRUCCLELcel Yee
Raa LAEeeTTeee just fe// you thet)
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Part Five:
Life on the Network

Chapter 17: Accounts, Permissions, and Logging On

Chapter 18: Setting Up a Workgroup Network

Chapter 19: Introducing Domains

Chapter 20: Sharing Network Files

Chapter 21: Three Ways to Dial In from the Road
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CHAPTER

17

 Accounts, Permissions,

struggled to answera difficult question: How do you rig one PC so thatsev-
eral different people can use it throughoutthe day, without interfering with

each others’ files and settings? And how do you protect a PC from getting fouled up
by mischievous (or bumbling) students and employees?

F« years, teachers, parents, tech directors, and computer lab instructors
 

introducing User Accounts

Like the Windows 2000 underits skin, WindowsXP is designed from the ground up
to be a multiple-user operating system. On a Windows XP machine, anyone whouses
the computer must log on—click (or type) your name and type in a password—when
the computer turns on. And upon doingso, you discover the Windowsuniverse just
as youleft it, including these elements:

 

* Desktop. Each person sees his own shortcuticons,folder icons, and otherstuff left
out on the desktop.

* Start menu.Ifyou reorganize the Start menu,as described in Chapter 1, you won't
confuse anybody else who uses the machine. No oneelse can evensee the changes
you make.

 
* My Documents folder. Each person sees only her own stuff in the My Documents

folder.

* Email, Windows XP maintainsa separate stash of email messages for each account
holder~~along with separate Web bookmarks, a Windows Messengercontactlist,
and other online details.
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- Favorites folder. Any Web sites, folders,or other icons you've designated as Favorites
appear in your Favorites menu, and nobodyelse’s.

PeLsae ; :
Rcate7 ae  

+ Internet cache. You can read about cached Web pages in Chapter 11. This folder
stores a copy of the Web pages you've visited recently for fasterretrieval.

- History and cookies. Windows maintainsa list of recently visited Web sites in-
dependently for each person;likewise a personal collection of cookies (Web site
preferencefiles).

* Control Panelsettings. Windows memorizes the preferences each person establishes
using the Control Panel (see Chapter 8), including keyboard, sound, screen saver,
and mouse settings.

* Privileges. Your user account also determines what you're allowed to do on the
network and even on your own computer: which files and folders you can open,
which settings you can change in the Control Panel, and even which files and
folders you can open.
en

Tip: Behind the scenes, WindowsXPstores aifof these files andsettings in a single folder that techiescalyour
user profile. It’s in your My Computer—>Local Disk (C:)}—»Documents and Settings—[Your Name] folder.neits

This feature makes sharing the PC much more convenient, because you don’t have
to look at everybodyelse’s files (and endure their desktop design schemes). It also
adds a layer of security, makingit less likely for a marauding six-year-old to throw
away yourfiles.  
a

Tip: Even if you don’t share your PC with anyone and don't create any other acceunts, you mightstill ap-
preciate this feature because it effectively password-protects the entire computer. Your PC is protected from
unauthorized fiddling when you're awayfrom your desk (or whenyourlaptop is stolen)—especially if you tell
Windowsto require your logon password any time after the screen saver has kicked in (page 269). 

Since the day youfirst installed WindowsXP orfired up a newWindows XP machine,
you may have made a numberof changes to your desktop—tiddled with your Start
menu, changed the desktop wallpaper, added some favorites to your Web browser,
downloaded files onto your desktop, and so on—withoutrealizing that you were
actually making these changes only to your account.

 

Accordingly, if you create an account for a second person, when she turns on the
computer and signsin, she’ll find the desktop exactly the way it was as factory in-
stalled by Microsoft: basic Start menu, Teletubbies-hillside desktop picture, default
Web browser homepage, and so on. She can make the same kinds of changesto the
PC that you've made, but nothingshe doeswill affect your environmentthe next time
you log on. You'll still find the desktop the way youleft it: your desktop picturefills
the screen, the Web browserlists your bookmarks, and so on.
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In other words, the multiple-accounts feature has two components:first, a convenience
element that hides everyoneelse’s junk; and second,a security element that protects
both the PC’s system software and other people’s work.

If you're content simply to use Windows XP Pro,that’s really all you need to know
about accounts.If, on the other hand, you have shouldered someofthe responsibil-
ity for administering XP Pro machines—ifit’s yourjob to add and remove accounts,
for example—tead on.

Windows XP: The OS With Two Faces

As you may rememberfrom the beginning of Chapter 1, Windows XP Prois designed
to handleeither oftwo different kinds ofnetworks: workgroups(small, informal home
or small-business networks) and domains (corporate, professionally and centrally
administered),

This distinction becomesparticularly important when it comesto user accounts.

* A workgroup network. In this smaller kind of network, each computer maintains
its own security settings, stich as user accounts, passwords, and permissions. You
can’t open files on another computer on the network unless its owner has created
an account for you on that computer, Before you can access the files on the Front
Desk PC andthe Upstairs PC,for example, you must create an accountfor yourself
on each of those machines. Clearly, setting up an account on every PC for every
employee would get out of hand in a huge company.

If youre part of a workgroup network (or no network), you'll find that Windows
XP Pro gives you simplified, but less secure, access to user accounts and permis-
sions, both of which are described in this chapter.

A domain network. In a corporation,your files may not besitting right there on
your hard drive. They may, in fact, sit on a network server—a separate computer
dedicated to dishing outfiles to employees from across the network. As you can
probably imagine,protectingall this information is Job Number One for somebody
or other.

‘That’s why, ifyour PC is part of a domain,you'll find Windows XP Pro more remi-
niscent ofWindows 2000, with more business-oriented features and full access to

the account maintenance and permissions managementoptions.

This chapter tackles these two broad feature categories—the workgroup scenario and
the domain scenario—oneat a time.
 

Nofez After the WindowsXP Preinstallation is completed, you can modify the Windowsconfiguration to use
either the simple modeorthe detailed one, no matter how your computer is equipped. 

 

CHAPTER 17: ACCOUNTS, PERMISSIONS, AND LOGGING ON

 

515...

HP Inc. - Exhibit 1007 - Page 529 



HP Inc. - Exhibit 1007 - Page 530

Local Accounts on a Workstation

This section is dedicated to computers in a workgroup network—or no network at
all. Ifyour computer is a memberof a domain, skip to “Local Accounts on a Domain
Computer,” later in this chapter.

 

To see what accountsare already on your PC, choose Start—Control Panel, and then
open the User Accounts icon. You'll seealist of existing accounts {Figure 17-1).

 
Figure 17-1:
This screen lists everyone
for whom you've created an
account. From here, yeu can
create new accounts or change
people’s passwards.

(Hint: To change account
settings, just click the person's
name on the bottom half of the
screen, Clicking the “Change an
account”fink at top requires an
extra, redundantclick.)   

 

Ifyou see more than one account here—notjustyours—then one of these situations
probablyapplies:

* You created them whenyouinstalled Windows XP Pro, as described in Appendix
A.
  

Tip: All of the accounts you create when youfirst instali Windows XP become Administrator accounts, as
described in the following section.eee

- You bought a new computer with WindowsXP preinstalled, and created several
accounts when asked to do so thefirst time you turned on the machine.

* You upgraded the machine from an earlier version of Windows. Windows XP
gracefully imports all of your existing accounts.
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Mota: Upgrader beware: if you've upgraded from Windows98 or Me, WindowsXP treats all of these imported
accounts as Administrator accounts, described below. It also wipes out their passwords, which leaves open
a security hole the size of Canada. Promptly after upgradingtherefore, you should take a momentto assign
passwords and downgrade accounttypes to Limited, as described below, 

If youre new atthis, there’s probably just one accountlisted here: yours. This is the
account that Windows XP created when you first installed it.

Administrator Accounts

It’s important to understand the phrase that appears just under each person’s name.
On your own personal PC, the words “Computer administrator” probably appear
underneath yours.

Because you're the person whoinstalled Windows XP to begin with, the PC assumes
that you're oneofits administrators—the technical wizards who will be in charge of
it. You're the teacher, the parent, the resident guru. You're the one who will maintain
this PC and whowill be permitted to make system-wide changesto it.

You'll find settings all over Windows XP Professional (and all over this book) that
only people with “Computer administrator” accounts can change. For example, only
an administratoris allowed to:

+ Create or delete accounts and passwords on the PC.

* Install new programs(and certain hardware components),

* Make changes to certain Control Panel programs that are off-limits to non-ad-
munistrators.

+ See and manipulate any file on the machine. .

As you go aboutcreating accounts for other people who'll use this PC, yow'll be of-
feredthe opportunity to make each one an administratorjust like you. Needless to
say, use discretion. Bestow these powers only upon peopleas responsible and techni-
cally masterful as you.

Limited Accounts

Anyone whoisn’t an administrator is an ordinary, everyday Limited account holder.
“Limited” people have everyday access to certain Control Panel settings—the ones
that pertain to their own computing environments. But mostother areas of the PC
are off-limits, including everybodyelse’s My Documents folders, Windows system
files, and so on.

If you're a Limited accountholder, in other words, your entire world consists of the
Start menu, your My Documents folder, the Shared Documents folder, and any fold-
ers you create.

 

CHAPTER 17: ACCOUNTS, PERMISSIONS, AND LOGGING

 

ON 517

P Inc. - Exhibit 1007 - Page 531



HP Inc. - Exhibit 1007 - Page 532

 
 
 
 
 

 
 
 
 
 

 
 

 
 
 

 
 
  

  

Tip: if a Limited account holder manages to download a computer virus, its infection will be confined to his
account. if an administrator catchesa virus,on the other hand, every file on the machine is at risk.

That's a good argumentfor. creating as few computer administrator accounts as possibie. In fact, some
Windows pros don’t even use Administrator accounts themselves. Even they use Limited accounts, keeping
one Administrator account on hand only for new software or hardware installations, account or password
changing, and similar special cases. 

Adding an Account
Once you've opened the User Accounts program in the Control Panel, it’s easy to
create a new account: just click the “Create a new account” link shown in Figure
17-1. (You see this link onlyifyou are,in fact, an administrator. )

A wizard guides you throughtheselection of a name and an accounttype {see Figure
17-2).

Whenyou're finished with the settings, click the Create Account button {or press
Enter). After a moment, you return to the User Accounts screen (Figure 17-1), where
the new petson’s namejoins whatever names were already there. You can continue
adding new accounts forever or until your hard drive is full, whichever comesfirst.
 

Figure 17-2:
Top left: if it’s all in the

. family, the account's
name could be Chris or

Robin. ifit’s a corporationMame the new account° , : or school, you'll probably
  Tyne a name for the new account! want fo use both first and

fast names. Capitalization
This rama wil appear on the wel men and an the Shar doesn't matter, but most

 
 
 

  
  

  
  

 
 

 

punctuation is forbidden.

Bottom right: This is the
master switch thatlets

you specify whether or
notthis unsuspeciing
computer user will be a
computer administrator,
as described above.  &s Computer administrator oe

{with 4 iiked account, you can:
a» Change or remove your password
« Change your picture, theme, and other deskbop settings
= View files you created
® View files in the Shared Documents folder

Lisers with limited accounts cannot always install programs. Depending on the
program, auser might need administratar privileges to install

Also, programs designed prior to Windows XP of Windows 2000 might mot work
properly wath limited accounts. Far best resus, choose programs bearing theDesigned far Windows XP logo, ar, Eo run older programs, choose the “coreputer
adninistrater” account type,

i Create Account i cancal|
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Fip: \f you neverhad the opportunity to set up a user account wheninstalling Windows XP-if you bought
a PC with Windows XPalready onit, for example—you may see an account named Owneralready in place.
Nobody can use Windows XPatall unless there's at least one Administrator account on it, 0 Microsoft is
doing you a favor here.

 

Just use the User Accounts program in the Control Panel to change the name Ownerto one that suits you
better. Make that account your own using thestepsin the following paragraphs.  

Editing am Account
Although the process of creating a new accountis swift and simple, it doesn’t offer
you muchin the wayofflexibility. You don’t even have a chanceto specify the new
person’s password,let alone thetiny picture that appears next to the person’s name
and at the top of the Start menu (rubber ducky, flower, or whatever).

That's whythe next step in creating an accountis usually editing the one you just set
up. To do so, once you've returned to the main User Accounts screen (Figure 17-1),
click the nameor icon of the freshly created account. You arrive at the screen shown
at the top in Figure 17-3, where—if you are an administrator—you can choose from
any of these options:

+ Change the name.You'll be offered the opportunity to type in anew nameforthis
person and then click the Change Name button—justthe ticket when one ofyour
co-workers gets married or joins the Witness Protection Program.

* Create a password.Click this link if you'd like to require a password for access to
this person’s account (Figure 17-3, bottom). Capitalization counts.

The usual computer book takes this opportunityto stress the importance ofhaving
a long, complex password,such as a phrasethatisn’t in the dictionary, something
made up of mixedletters and numbers, and not “password.”This is excellent advice
if you create sensitive documents and work in a corporation.

But if you share the PC only with a spouse or a few trusted colleagues in a small
office, for example, you may have nothingto hide. You may see the multiple-users
feature more as a convenience(for keeping your settings and files separate) than
a way of protecting secrecy andsecurity.

In these situations, there’s no particular need to dream up a convoluted password.
In fact, you may wantto considersetting up no password—leaving both password
blanks empty. Later, whenever you're asked for your password,just leave the Pass-
word box blank. You'll be able to log on that much faster each day.

If you do decide to provide a password, you can also provide a hint (for yourself
or whichever co-worker’s account you're operating on). This is a hint than any-
body can see (including bad guys trying to log on as you), so choose something
meaningful only to you.Ifyour passwordis the first person who ever kissed you
plus yourjunior-year phone number,for example, your hint might be “first person
whoever kissed me plus my junior-year phone number”
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_ Workstafion

 
 

Later,if you ever forget your password,you'll be offered an opportunity to view
this hint at sign-in time to jog your memory.

 

  

Tip: When you're creating accounts that other people will use for the purpose of accessing their machines
from across the network, set up the same passwordsthey use when logging onto their own computers. You'l
save them time and hassle, Once they’ve logged onto another machine on the network, they'll be able to
connect to their own without having to type in another name and password.  

By the way,it’s fine for you, an administrator, to create the original passwords for
new accounts. But don’t change their passwords later on, after they've been using
the computerfor a while.Ifyou do, youll wipe out variousinternal security features
of their accounts, including access to their stored Web site passwords and stored
passwordsfor shared folders and disks on the network (Chapter 20). See the box on
page 523 for details.

 
Figure 17-3:
Top: Here’s the master
menu of account changing
options that you, an admin-
istrator, can see. (if you're a
Limited account holder, you
see far fewer options.)

 
 

 

 
  
 
 
 
  
 

 
 
  
 
  
 
 

   

Whet de you want ie change about Harry
Pete's account?

GS Change thename  
Harry PateLined axxaunt

Bie Bottom: You're supposed to
. type your password twice,

Bed hingeete fo make sure you didn’t in-
che troduce a typo the first time.Change the aceounk tye!

Benes (The PC shows only dots as
you type, to quard against
the possibility that some
villain is snooping over your
shoulder.)

$3 Delete the. eccount

  
 

Create a password for Harry Pate's
aecount

You are creating a password For Harry Pate. IE you de this, Harry Pate: wilt
jose all peysonaf certificates and stored passwords far Web sites ornebwark resources,

  Creating a secure paseward

To avold losing data in the future, ask Harry Fabs to make 6 password reset
Roppy disk.

Type a new password:

Type the nev password again to confirm:

if the password contains captal letters, they must be typed the sarje wayevery Hime.  
  
  
 
 

Type a word or obrase to use as a gasiiyerdfot
Mom's high-school sweetheat’s siste:'s dog's middie name
‘the password hint val be visible Eo averyane who uses this computer.
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* Makeyourfiles private. The first time you make up a password for your own ac-

count, another screen asks: “Do you want to make yourfiles and folders private?”
Ifyou're using the accounts feature more for convenience than for security—ifyou
and your boss are married and have nosecrets from each other, for example-—click
No.

  
 

Note: The private-tolderfeature is available only on hard drives you've formatted using the NTFS scheme,
as described on page 636. 

But if you click the button labeled “Yes, Make Private,” Windows takes a minute
to mark everythingin your user profile folder off-limits to other account holders.
(Your userprofile folder is the one bearing your namein the Documents and Set-
tings folder on your hard drive.) Henceforth,if anyoneelsetries to open any of
your files or folders (when they’re logged in under their own names), they'll get
nothing but a curt “Access is denied” message.

(Technically, makinga folder private even shieldsit from the eyes of the machine’s
Administrator account holders—butit’s a pretty flimsy shield: A determined ad-
ministrator can burrow past this wisp of protection to examineyour files, if she’s
determined to do so, or even change your passwordlate one night to gain full
access to your stuff.)

Notethat even if you do make yourfiles and folders private, you'll still be able to
share selectedfiles and folders with other people. Youjust put them into the Shared
Documentsfolder described on page 107.

i Fip: You can make anyofyour ownfolders private~orun-private,for that matter. Just right-click the folder: fram
© the shortcut menu, choose Properties; click the Sharing tab; and turn “Makethis folder private” on oroff.

... To make your entire world un-private,for example, you'd perform this surgery on your userprofile folderin
:” the Documents and Settings folder (page 541). 

* Changethe picture. The usual sign-in screen (Figure 17-14) displays each account
holder’s name, accompanied bya little picture. When youfirst create the account,
however, it assigns a picture to you at random—andnotall of them are neces-
sarily appropriate for your personality. Not every extreme-sport headbanger, for
example,is crazy about being represented bya dainty flower or butterfly.

Ifyou like the selections that Microsoft has provided (dragthevertical scroll bar to
see them all), just click one to selectit as the replacementgraphic.Ifyou'd rather
use some other graphicsfile on the hard drive instead—a digital photo of your
own face, for example—youcanclick the “Browse for more pictures”link (Figure
17-4), You'll be shownalist of the graphics files on your hard drive so that you
can choose one, which Windows then automatically scales down to postage stamp
size (48 pixels square).

* Change the accounttype. Click this link to change a Limited account into an
Administrator account, or vice versa. You might want to use this option, for
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example, after upgrading a Windows 98 or Windows Me computer to Windows
XP-—a process that otherwise leavesall existing user accounts as Administrator
accounts.

 
+ Delete the account. See page 524.

You're free to make any of these changes to any accountat any time; you don’t have
to doit just after first creating the account.
 

Tip: \fthe User Accounts program looks nothinglike the illustrations in this chapter so far, it's probably because
you have only a Limited account. In that case, opening User Accounts in the Control Panel offers only certain
links: “Create a password”(or “Change my password"), “Change my picture,”and "Set up my accountto use
a NET Passport.” Only a computer administrator can make the other kinds of changes described here, 
 

Figure 17-4:
Right: Here’s where
you change your
account picture. If a
camera or scanner

is attached, you get

: ‘ : ; |_an-exira link here,
“Oh Vimelovis iiaPlayer : “ é 4 “Get a picture from

* : 21 | a camera or scan-
oh ‘wires Mave Mata ws ;  ner’—instant picture.
2s sou wandone | al | And here’s a tip: if

| youiike to change
ge egiestes . | your picture withi your mood, there's

a shortcutto this

dialog box, Just click
your picture at the
top of the open Start
menu (left).

__|

 

 

AE Programs >

  
The Forgotten Password Disk
As describedlaterin this chapter, Windows XP contains a handy hint mechanism for
helping you recall your passwordif you've forgotten it: the little ? icon that appears
after you click your name on the Welcomescreen. When youclick thatlittle icon,
you're shown the hint that you provided for yourself---ifyou provided one-—when
setting up your account.

But whatif, having walked into a Jow-hanging branch, you've completely forgotten
both your password and the correct interpretation of your hint? In that disastrous
situation, your entire world of work and email would be locked inside the computer
forever. (Yes, an administrator could issue you a new password—butas noted in the
box on the facing page, you'dloseall your secondary passwordsin the process.)
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Fortunately, Windows XP offers a clever solution~in-advance: the Password Reset
Disk.It’s a floppy disk that you can use like a physical key to unlock your account, in
the event of a forgotten password. The catch: You have to make this disk now, while
youstill remember your password.

To create this disk, choose Start—+Control Panel. Open the User Accounts program.
If youre an administrator, click your account name;if not, you can skip this step.

Either way, you should nowseea link in the task panecalled, “Prevent a forgotten pass-
word.” Click that to open the Forgotten Password Wizard shown in Figure 17-5.

When the day comes that you can’t remember your password, your attempts to get
past the logon screen will be met by a “Use your Password Reset Disk”link.(If you've
turned off the standard Welcomescreen shownat top in Figure 17-14, you'll see a
Reset button instead.}

Whenyouclick that link or button, Windowsasks you to insert your Password Reset
Disk, and then gives you the opportunity to create a new password (and a new hint
to remind you ofit). You're in.

 

 
  

CHAPTER 17: ACCOUNTS, PERMISSIONS, AND LOGGING ON

HP Inc. - Exhibit 1007 - Page:537:. 
 



HP Inc. - Exhibit 1007 - Page 538

 
 
 
 

 
 

Even though you nowhave a new password, your existing Password Reset Disk will
still be good. Keep it in a drawer somewhere, for use the next time you experience a
temporarily blank brain.

rer
Meech

 

Figure 17-5:
The screens ofthis wizard

guide you through the process
ofinserting a blank floppy
disk andpreparingit to be
your master skeleton key. If
you forget your password—or
ifsome administrator has

changed yourpassword—you
can use this disk to reinstate
it without the risk oflosing alf
ofyour secondarypasswords
(memorized Web passwords,
encryptedfiles, and se an).

Welcome to the Forgotten
Password Wizard

  
 
  
  
 
 
  
 
  

This wizard helps you create &' password reset” dick. IF you
@ forget the cassword for this user account and are unable to

log on, pou can use this disk to create a new password,

Note: No matter how many times you change your
password, you only need lo create this disk once.

Waning Anpone can use this disk to reset the password,and therefore have access to this account.

To continue, click Next.  
Deleting User Accounts
It happens: Somebody graduates, somebody gets fired, somebody dumpsyou. Sooner
or later, you may need to delete a user accountfrom your PC.

‘To delete a user account, you, an administrator, must open the User Accounts program,
click the appropriate account name, and then click “Delete the account.”

Windows XP now asks you if you want to preserve the contents of this person’s My
Documentsfolder. Ifyou click the Keep Files button, you'll find a newfolder, named
for the dearly departed, on your desktop. (As notedin the dialog box, only the docu-
ments, contents of the desktop, and the My Documents folder are preserved—but
not programs, email, or even Web favorites.) If that person ever returns to youtlife,
you can create a new accountfor him and copythesefiles into the appropriate folder
locations.

If you click the Delete Files button, on the other hand, the documents are gone
forever. ,

A few more important points about deleting accounts:

* You can’t delete the account your're logged into.
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* You can’t delete the last Administrator account. One account must always re-
main.

* You can create a new account with the same name and password as one that you
deleted earlier, but in Windows XP’s head,it’s still not the same account. As de-

scribed in the box on page 523, it won't have anyofthe original secondary passwords
(for Web sites, encrypted files, and so on).

* Don’t manipulate accounts manually (by fooling around in the Documents and
Settings folder, for example). Create, delete, and rename them only using the User
Accounts program in the Control Panel. Otherwise, youll wind up with duplicate
or triplicate folders in Documents and Settings, with the PC nametacked onto
the end of the original account name (Bob, Bob.MILLENNIA,and so on)—asure
recipe for confusion.

‘FREQUENTLY ASKED QUESTION

Cancel
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Tap: \fyou're an administrator, don't miss the Users tab of the Task Managerdialog box {press Ctrl+Alt+Delete
to openit). It offers a handy, centralized list of everybody who's lagged into your machine—eventhose who
have dialed in from the road, as described in Chapter 21—and buttons that let you log them off, disconnect
them, or even makealittle message pop up on their screens.Ali of this can be handy whenever you need
some information,a troubleshooting session, or a powertrip. 

The Administrator Account

It may comeas a surprise to a workgroup user that Windows XP provides one more,
very special account: an emergency, backup accountwith full administrator powers.
Even if you delete all of your other accounts,this onewill still remain,if only to give
you some wayto get into your machine.It’s an account called Administrator, andit’s
ordinarily hidden.

In fact, yowll generally see it only in times of troubleshooting, when you start up
your PC in Safe Mode(page 506). It’s the ideal accountto use in thosesituations. Not
only does it come with no password assigned, butit’s also not limited in any way. It
gives you free powers overevery file, whichis just what you may need to troubleshoot
your computer.

Figure 17-6:
There's notreafly
much to fearn about
the Guest account:
it’s exactly the same
thing as a Limited
account, except thatit
requires no password
at afl
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The Guest Account

Actually, Administrator and Limited aren’t the only kinds of accounts you can set
up on your PC.

The third kind, called the Guest account,is ideal for situations where somebodyis
just visiting you for the day. Rather than create an entire accountfor this person,
complete with password,hint,little picture, and so on, you can just switch on the
Guest account.

To do so, open the User Accounts program in the Control Panel. If you're an admin-
istrator, you'll see an icon for the Guest account at the bottom of the screen (Figure
17-6). Click it; on the next screen,click the button labeled Turn On the Guest Account.
That’sall thereis to it.

When the visitor to your office is finally out of your hair, healthy paranoia suggests
that you turn off the Guest accountonce again. (To do so, follow precisely the same
steps, except click Turn Off the Guest Accountin the final step.)

Lecal Accounts on a Domain Computer
When your computer is a memberof a corporate domain, the controls you use to
create and manage user accounts are quite a bit different.

Figure 17-7:
A Windows XP Professional computer that’s a
member ofa domain has a more detailed User

Account dialog box. Instead ofcreating new ac-
counts on your localmachine, these controls let ES Be Use the list below to grant or deny users access bo your
you give other people on your domain the abil- ; i computer, and to change passwords and other settings,
ity to leg onto your computerlocally (fatis, in
person, rather than from across the network).

 

4
ii
i
i
i ffifif
:j:ij

ZACKERA Administrators

- Password For Administrator <-—-- y's teres

 Password. 0.
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In this case, when you choose Start>Control Panel->User Accounts, you see the dialog
box shown in Figure 17-7. The layoutis different, but the ideais the same: You can see
all of the accounts on the computer, including the Administrator account described
above. (In a domain situation,it isn’t hidden,asit is on a workgroup computer.)

This dialog boxletsyou create local accounts—accounts stored only on your computer,
and not on the corporate domain machine—forexistingcitizens of the domain. (Why
would you need a local account,if all of yourfiles and settings are actually stored
elsewhere on the network? Because certain tasks,like installing drivers for new hard-
ware, require you to log on using a local Administrator account.)
 

Note:This business of creating a local account that corresponds to an existing domain account isn't quite
the samething as creating a completely new account for a compietely new person.For that purpose, see
the following pages.

Lise the fst below bo grant or deny users atcids te your
kompsiter, and ta change passwords srid ether settings,

janieanalpaterondthusetheycomputer.!

To change the partionfrAaick Reset 7Sesspiord,
hota et Reset Soroncd. | » 
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Creating a Local Account for a Domain Member
When you click the Add button (Figure 17-7), an Add New User Wizard appears.It
lets you specify the person’s name and the nameofthe domain that already stores his
account. (You can also click the Browse button to search your domain for a specific
person.)

Whenyouclick Next, the wizard prompts youto specify whatlevel ofaccess you want
to grant this person. You have three choices:

+ Standard user. This person will be allowed to change certain system settings and
install programsthat don’t affect the Windows XP systemfiles.

+ Restricted user. A restricted user can log in and save documents,butisn’t allowed
to install software or modify system settings.

> Other. If you choosethis option,you'll be allowed to specify what local group this
person belongs to, as described later in this chapter.

Once the account you selected appears in the user accountslist, that person is now
ready to log into your PC using the local account.

Local Users and Groups

The simple control panels you've read aboutsofar in this chapter are designed for
simplicity and convenience, but not for power. Windows XP Prooffers a second way
to create, edit, and delete accounts: an alternative window that, depending on your
taste for technical sophistication,is either intimidating and technical—orliberating
andflexible.

It’s called the Local Users and Groups console.

Opening the Console
You can open up the Local Users and Groups window im any ofseveral ways:

Figure 37-8:
Local Users and Groupsis a
Microsoft Management Console
(MMC) snap-in, MMC is @ shelf
program thatlets you run most i ai
of Windows XP’s system admin- tj Local Users and Groups (Local) b
istration applications. An MMC 4 Users |
snap-in typically has two panes. cad GHOUS Ee cuest f
You select an item in the left (8Helpassistant Remate Desktop Help Assi...
(scope) pane to see information “ ESSUPPORT_306945a0 CN=Microsoft Corporation...
about it displayedin the right
(detail) pane. 
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  [J aéeount isdisabled:   

« Choose Start>Control Panel->Administrative Tools-»>Computer Management.
Click the Local Users and Groupsicon in theleft pane of the window.

+ Choose Start>Run,type Lusrmgr.msc, and click OK.

+ Domain PCs only: Choose Start-+Control Panel. Open User Accounts, click the
Advanced tab , and then, under Advanced User Management, click the Advanced
button.

In anycase, the Local Users and Groups console appears,as shown in Figure 17-8.
In this console, you have complete control over the local accounts (and groups, as
described in a moment) on your computer. This is the real, raw, unshielded command
center, intended for power users whoaren'teasily frightened.

The truth is, you probably won't use these controls much on a domain computer.
After all, most people’s accounts live on the domain computer, not the local ma-
chine. You might occasionally have to log in using the local Administrator account
to perform system maintenance and upgrade tasks, but you'll rarely have to create
new accounts.

Workgroup computers are anotherstory. Rememberthat you'll have to create a new
accountfor each person who mightwantto use this computer—or even to access its
files from across the network.Ifyou use the Local Users and Groupsconsoleto create
and edit these accounts, you have much morecontrol over the new account holder’s
freedom than you do with the User Accounts control panel.
 

"Figure 17-9:
When youfirst create a new user, the “User must

| change passwordat next logon" checkboxis
eee SE turned on, tt’s telling you that ne motter what

| password you make up when creating the account,
your colfeaque will be asked to make up a new one
thefirst time he logs in. This way, you can assign a
simple password (or no passwordat all) to all new
accounts, but your underlings will still feel free to
devise passwordsoftheir own choosing, andthe
accounts won't go unprotected  
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Creating a New User Account
To create a new accountin the Local Users and Groupsconsole,start by clicking the
Users foider in theleft side of the console (technically called the scope pane). On the
right side of the console (the detail pane), you see a list of the accounts already on
the machine.It probably includes notonly the accounts you created during the Win-
dows XP installation (and thereafter), but also the Administrator and Guest accounts
described earlier in this chapter,

‘To create a new account, choose Action—New User from the Action menu. In the New

User dialog box (Figure 17-9), type a namefor the account(the namethis person will
type or choose when logging in), the person’s full name,andif youlike, a descrip-

<= tion. (Microsoft no doubthas in mind “Shipping manager”rather than “Short and
f balding,” but the description can be anything youlike.)

 
 
 

 
 
 
 

 
 
 

In the Password and Confirm Passwordtext boxes, specify the password that your
new colleague will need to access the account. Its complexity and length are up to
you and yourinnate sense of security paranoia.
 

| Tipzif you can't create a new account,it's probably because you don’t have theproperprivileges yourself.
_ You must have an Administrator account (page 517) or belong to the Power Users or Administrators group
=, (page 533). 

If you turn off the “User must change password at next logon” checkbox, you can
“turn on optionslike these;

: User cannot change password. This person won't be allowed to change the pass-
word that you've just made up. (Somesystem administrators like to maintain sole
control over the account passwords on their computers.)

* Password never expires, Using software rules called local security policies, an ad-
ministrator can make account passwords expireafter a specific time, periodically
forcing employees to make up new ones. It’s a security measure designedto foil
intruders who somehowgeta hold ofthe existing passwords. Butif you turn on
this option, the person whose account you're now creating will be able to use the
same passwordindefinitely, no matter what the local security policy says.

* Account is disabled, When you turn on this box, this account holder won't be
able to log on. You might use this option when, for example, somebody goes on
sabbatical—it’s not as drastic step as deleting the account, because you can always
reactivate the accountby turning the checkboxoff. You canalso usethis option to

. Setup certain accounts in advance, which you then activate when the time comes
., by turning this checkbox off again. 

 .. Note; When an accountis disabled, a red circled X appears on its icon in the Local Users and Groups
onsole. (You may have noticed that the Guest account appears this way when you first install

“Windows XP) 
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Whenyouclick the Create button, you add the new accountto the console, and you
make the dialog box blank again, ready for you to create another new account, if
necessary. When you'refinished creating accounts, click Close to return to the main |
console window, |

 
 

Groups
As you may have guessed from its name, you can also use the Local Users and Groups
window to create groups—namedcollections of account holders. |

Suppose you work for a small company that uses a workgroup network. You want
to be able to share variousfiles on your computer with certain other people on the
network, You'd like to be able to permit them to access some folders, but not others.
Smooth network operator that you are, you solve this problem by assigning permis-
sions to the appropriate files and folders (page 545}.

In Windows XPPro, you can specify different access permissionsto eachfilefor each
person. If you hadto set up these access privileges manually for every file on your |
hard drive, for every account holder on the network,you'd go out ofyour mind—and
never get any real work done.

That’s where groups comein.You can create one group—called Trusted Comrades,for
example—-andfill it with the namesofevery accountholder who should be allowed to
access yourfiles. Thereafter, it’s a piece of cake to give everybodyin that group access
to a certain folder, in one swift step. You end up havingte create only one permission
assignmentfor each file, instead of onefor each person for eachfile.

‘Figure tF-10: |
The New Group dialog box lets you specify the
members of the group you are creating. A group
can have any numberofusers as members, and a
user can be a member ofany number ofgroups.
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Furthermore, if a new employee joins the company, you can simply add her to the
group.Instantly, she has exactly the right access to the rightfiles and folders, without
your having to do any additional work.

Creating a group
To create a new group, click the Groups folder in the left side of the Local Users and
Groups console (page 529), Choose Action—>New Group. The New Group dialog box
appears, as shown in Figure 17-10. Into the appropriate boxes, type a namefor the
group, and a description if youlike. Then click Add.

A Select Users or Groups dialog box appears (the same box shown in Figure 17-20).
Here, you can specify who should be members of your new group. (You can always
add more membersto the group, or remove themlater.)

Finally, click OK to close the dialog box, and then click Create to add the group to
thelist in the console. The box appears empty again, ready for youto create another
group.

Built-in groups
You may have noticed that even the first time you opened the Users and Groups
window, a few group names appeared there already. That’s because Windows XP
comes with a canned list of ready-made groups that Microsoft hopeswill save you
some time.

Por example, when you use the User Accounts control panel program to set up anew
account, Windows automatically places that person into the Limited or Computer
Administrator group, depending on whether or not you made him an administrator
(page 417). In fact, that’s howWindows knows what powers and freedom this person
is supposed to have.

Here are someof the built-in groups on a Windows XP Professional computer:

> Administrators. Members of the Administrators group have complete control
over every aspect of the computer. They can modify any setting, create or delete
accounts and groups,install or remove any software, and modify or delete any
file.

But as Spiderman’s uncle might say, with great power comesgreat responsibility.
Administrator powers makeit possible to screw up your operating system in thou-
sands of major and minor ways, either on purpose or by accident. That's whyit’s
a goodidea to keep the number of Administrator accounts to a minimum—and
even to avoid using one for everyday purposes yourself, as described in the Tip on
page 518.

» Power Users. Membersof this group have fewer powers than Administrators, but
still more than mere mortals in the Users group.If you're in this group, you can
set the computer’s clock, change its monitorsettings, create new user accounts and
shared folders, and install most kinds of software. You can even modify someofthe
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critical system folders, including the Windowsfolder and Windows—> System32
folder—butonly for the purposeofinstalling applications that deposit files into
those folders.

Clueless Power Users memberscanstill cause trouble, so you should reserve the
status for people who know what they’re doing. On the other hand, Power Users
aren't allowed to delete, move, or change core operating system files, so the dam-
age theycan inflictis relatively limited. This is a good kind of accountforyou,the
wise administrator, to use for everyday work.

Users. Limited account holders (page 525) are members ofthis group. They can
access their own Start menu and desktopsettings, their own My Documents folders,
the Shared Documents folder, and whatever folders they create themselves~~but
they can’t change any computer-wide settings, Windowssystem files, or program
files.

If yowre a member ofthis group, you can install new programs-—-but you'll be
the only one who can use them. That’s by design; any problemsintroduced by
that program (viruses, for example) are limited to your files and notspreadto the
whole system.

If you're the administrator,it’s a good idea to put most new accountholders into
this group.

Figure ¥7-11:
In the Properties dialog box for a user account,
you can change the full name or descrip-

"tion, modify the password options, and add
this person to, or removethis person from, a
group. The Properties dialog boxfor a group is
simplerstiff. containing only a list of thegroup's
members,

Full name:

Description:

: [J User must change password at next logon
i) -()User cannet change password

(| Password never expires

E (C1 Accountis disabled
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+ Guests. Ifyou're in this group, you have pretty muchthe sameprivileges as members
of the Users group. You lose only a few nonessential perks,like the ability to read
the computer’s system eventlog (a record of behind-the-scenes technical happen-
ings).

In addition to these basic groups, there are also two special-purpose groups:

* Backup Operators. People in this group can back up andrestore anyofthefiles on
the computer, even if thosefiles are technically off-limits to these account holders.
Members of this group can also log onto the system and shut it down,although
they can’t modify anysecurity settings.

+ Replicator. Ifyou're in this group,you can replicatefiles across a domain,a technical
bit ofbookkeepingofabsolutely no interest to anyone outside thethrilling world
of network administration.
 

Remember: You can add an individual account to as many groups as you like. That person will have the
accumulated rights andprivilegesof all of those groups.

 
Modifying Users and Groups
To edit an accountor group, just double-click its namein the Local Users and Groups
window. A Properties dialog box appears, as shown in Figure 17-11.

You can also change an account passwordbyright-clicking the name and choosing
Set Password from the shortcut menu. But see page 520earlier in this chapter for
some cautions aboutthis process.

Figure 17-12:
The first option here
governs the appearance
of the user-friendly Wel-
comescreen shown in cree lagen end lage?! aationsFigure I-14. The second ae. Select logon and lodged! options
fets one person duck into tearm Abatt AG: screen}
his own account without meees

 

ay using the Welkamescreen, you can sioply dick your account name to log on, For
£9} Lago botisns added security, you cart torn off this feature snd use the classic lagon prompt whichforcing you to log off Be requires users ta bype a user account name.

completely, as described=|
on page 518. Note [luse Fast User Switching
that these options are
related—you can't turn
off the first withoutfirst

turning off the second.

 ‘With Fast User Switching, you can quickly switch ta another user account without
having ta tiese any programs. Then, when the other useris finished, you can syitch
back to your avn accaunt, Setting Up the Logon Process

On a Windows XP computerin a workgroup, the dialog box that greets you when
you turn on the PC (or when yourelinquish your turn at the PC by choosing Start~>
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Log Off) looks somethinglike Figure 17-14. But a few extra controls let you, an ad-
ministrator, set up the logon screen for either more orless security—or, put another
way, less or more convenience.

Open the User Accounts program in the Control Panel, and then click “Change the
wayusers log on or off.” As shown in Figure 17-12, Windows XP now offers you two
extremely important logon options.

Use the Welcome Screen

Under normal circumstances, the logon screen presentsa list of account holders when
the PC is first turned on, as shown in Figure 17-14.

Ifyou're worried aboutsecurity, however, you might noteven wantthatlist to appear.
Ifyou turn off“Use the Welcomescreen,” each person whosigns in must type both his
name and passwordinto blank boxes—a very inconvenient, but secure, arrangement
(Figure 17-13). (You can’t turn off “Use the Welcomescreen”if Fast User Switching
is turned on, as described in the next section.)
 

Tip: Even when you're lookingat the standard,friendly Welcomescreen (Figure 17-14), youcan switch to the
older, Classic logon screen:just press Ctrl+Alt+Delete, ({f you're having trouble makingit work, try pressing
down the Alt key before the other ones.)

You may be used to using the Ctrl+Alt+Delete keystroxe for summoning the Task Manager, as described on
page 154, but at the Welcometo Windewsbox, it means something else entirely.

Figure 17-13;
ifyou turn off the new Welcome screen, you
sign into Windows XPjust as Windows 2000
fans have for years, You're expectedto type
in your name andpassword and then click
OK. (By the way, you also see this display
ifyoujoined a domain when installing
Windows XP Pro.)

Use Fast User Switching
If you've used any version of Windowsbefore, the business about separate user ac-
counts for everybody who uses a certain PC is old hat. One aspect of this feature,
however, is dramatically new in Windows XP—and extremely welcome: Fast User
Switching.
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How Fast User Switching works
Suppose youre signed in, and you've got things just the way you like them: You have
eleven programs open in carefully arranged windows, your Web browser is down-
loading some gigantic file, and you're composing an important speech in Microsoft
Word. Now Chris, a co-worker/family member/fellow student, wants to duck in to
do a quick email check.

In the old days, you might have rewarded Chris with eye-rolling and heavy sighs, or
worse. [f you chose to accommodatethe request, you would have had to shut down
your whole ecosystem,interrupting the download,closing your windows, saving your
work and exiting your programs. You would have had to log off completely.

If Fast User Switching is turned on, however, noneofthat is necessary. All you have
to do is press the magic keystroke, Windows logo key+L. (Or, if you’ve misplaced
your keyboard, you can choose Start—Log Off, and then click Switch User in the
Log Off dialog box.)

Now the Welcomescreen appears, ready for the next personto sign in. Lookingat the
screen now, you maythink you've just logged off in the usual way.

But look at it closely (Figure 17-14): You haven't actually logged off at all. Instead,
Windowshas memorizedthestate of affairs in your account—complete withall open
windows, documents, and programs——and shovedit into the background.Chris (or
whoever} can nowsign in normally, do a little work, or look something up. When
Chris logs out again, the Welcomescreen comesback onceagain,at which point you

Bottaeatla

Gee ross Cul-altdelete to begin.
Aequiring this kay combination at startup helps keep yoursomputer secure. For more informaton, dick Help.
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can log on again. Without having to wait more than a couple of seconds, you find.
yourself exactly where you began,with all programs and documents still open and
running.

 
 

Figure 17-14:
When Fast User

Switching is turned
on, you can call up
the Welcome screen
shown here without

even quitting your
programs andclosing
your windows, if
Outlook Express or
Windows Messenger is
running, the Welcome
screen even shows
you how many unread
email messages are
waiting for you. (Point
without dicking io
produce a tooltip that
breaks down which
email accounts they
came in on.}

   
=  

‘This feature requires a good deal of memory, of course (don’t even think aboutit
on a machine with less than 96 MB of RAM). Otherwise, however,it’s an enormous
timesaver.
  

Tip: if Fast User Switchingis turned off, its special keystroke—Windows logo key+L-is still special. Now it
locks your PC, hiding all of your open programs and windows. the only thing on the screen is an Unlock
Computerdialog box (which looks almost exactly like the one shown in Figure 17-14). At this point, nobody
can even get into the machine except you or somebody with an Administrator account.  

How to turn on Fast User Switching
To turn on this optional feature, open the User Accounts program in the Control
Panel. Click “Change the way users log on or off”; the dialog box shown in Figure
17-12 appears. Make sure “Use the Welcomescreen”is turned on (it’s a requirement
for Fast User Switching), and then turn on “Use Fast User Switching.” Finally, click
the Apply Options button.
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Nefe: You can't turn Fast User Switchingoff if anybody eise’s accountis still openin the background. Before
you can turn off the feature, you must first switch to each accountin turn {press Windows key+L) and then
sign off fromm each account. 

Figure 17-15;
Top: ffyou choose StartLog Off
when Fast User Switching is turned
off, you get this limited dialog box.

Bottom: When you choose Start
Log Off while Fast User Switching
és turned on, you get this choice:
you can either fog offfor real (click

 

EJUse Fast User Switching

Log Off), or use Fast User Switching Use Fast User Switching
io cede control of the computer to
anather account bolder andput your
work into backgroundmemory (click
Switch User}. 

From now on,you have two optionseach timeyou decide that youre finished work-
ing for the moment. You can log off normaily, closing all of your programs and
windows-—or you can fast switch, logging off temporarily, leaving your work open
on the screen behindthe scenes. Figure 17-15 shows you the difference.
 

Fip: Here's the poweruser's version of fast user switching (Administrator account required). Press
Ctrl+Alt+Delete to open the Task Manager dialog box, whose Users tab reveals thelist of logged-on accounts.
Right-click the account you want, choose Connect from the shortcut menu, and boom/—you're switched. You
don’t even havetolisten to the two-note musicaswitching theme. 

Logging On

Once your accountis set up, here’s whatit’s like getting into, and out of, a Windows
XP Professional machine.

identifying Yourself
Whenit comes to the screens you encounter when you log onto a Windows XP
computer, your mileage may vary. What you see depends on how your PC has been
set up. For example:
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You zoom straight to the desktop
If you are the sole account holder, and you've set up no passwordatall for yourself,
you cruise all the way to the desktop without any stops.

This password-free scenario, of course,is not very secure; any evildoer who walks by
your machine when you're in the bathroom has complete access to all of yourfiles
{and all of your password-protected Web sites). But if you work in a homeoffice,
for example, where the threat of privacy invasion isn’t very great, it’s by far the most
convenient arrangement.

You get the “Log On to Windows” dialog box
If youve turned off “Use the Welcome screen” (page 536), you don’t get the usual
Welcome screen shown in Figure 17-14 at startup. Instead, you must type in your
name, as shown in Figure 17-13, rather than simply clicking it in a user-friendly
list. (If you were the last person to use the machine, you might not have to type in
the name, because Windows automatically fills the box with the name of the most
recent user.)

You get the “Press Ctrl-Alt-Delete to Begin” dialog box
Fither you added your PC to a domain while installing Windows XP Professional, or
you have turnedoff the “Use the Welcome screen”feature and activated the “Require
Users to Press Ctrl-Alt-Delete” option mentioned earlier. This is the most secure
configuration, and also the least convenient.

You get the Windows XP Welcomescreen
This is what people on stand-alone or workgroup computers see mostof the time
(Figure 17-14). t

At this moment, you have several alternatives. If you click the “Turn off [computer
name]” button (in the lower-left corner of the screen)—maybe in a sudden panic
over the amountofwork you haveto do-—-you'll be offered the “Turn off computer”
dialog box, It contains Stand By, Turn Off, Restart, and Cancel buttons. (If you press
the Shift key, the Stand By button becomes a Hibernate button.)

Figure 17-36:
ifyou cant remem
ber the password.
click the ? icon. It pro-
duces a balloon that

reveals yourpass-
word hint. Andifyou
stiff can’t remember,
it’s time to take aut
the Password Reset

i) Password Hinks Disk (page 504).
More's high-school sweetheart's sister's dog's middle name
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Otherwise, to sign in, click your account namein thelist. If no password is required
for your account, you proceed to your personal Windows world with no further
interruption.

If there is a password associated with your account, you'll see a place for it (Figure
17-16). Type your password and then press Enter (or click the green arrow button).

There’s no limit to the numberoftimes you cantry to type in a password; with each
incorrect guess, a tooltip balloon appears, tactfully inquiring, “Did you forget your
password?”It reminds you that capitalization counts. 

Tip: \f your Caps Lock keyis pressed, another balloon ‘ets you know. Otherwise, because you can't see
anything onthe screen as you type except dots, you might be trying to type a lowercase passwordwith all
capital letters. 

Profiles

As you've read earlier in this chapter, every document, icon, and preference setting
related to your accountresidesin a single folder: by default, it’s the one bearing your
name in the Local Disk (C:)~»Documents and Settings folder. This folder is techni-
cally known as your user profile.

Figuye 17-17;
Behind the scenes, Windows XP maintains anotherprofile folder, whose
subfolders closelyparallel those in your own. What you see~the con-
tents of the Start tnenu, Desktop, Shared Documents folder, Favorites
list, Templates folder, and so on-is a combination of what's in your own
userprofile folder and what's in the All Users falder.

 
 

Toals  

 
HelpFile fdit ‘ew Favorites

Desktop
BRA
Favorites
Shared Documents

 

 

 

 
Favorites

Local Settings
My Docurnents
My Recent Documents

 
 

 
  

Start Menu
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The All Users Profile

Each account holder has a separate user profile. But your PC also has a couple of
profiles that aren’t linked to human beings’ accounts.

 
Have youever noticed, for example, that not everything you actually see in your Start
menu and on your desktopis, in fact, in your user profile folder?

The solution to this mystery is the All Users profile, which also lurks in the Documents
and Settings folder (Figure 17-17). As you can probably tell by its name,this folder
stores the same kinds of settings your profile folder does—except that anything in
All Users appears on everyboedy’s Start menu, desktop, and so on.

All ofthis is a long-winded way of suggesting another way ofmaking someiconavail-
able to everybody with an account on your machine.Dragit into the corresponding
folder (such as Desktop or Start Menu) in the All Users profile folder.

Whose softwareis it, anyway?
The All Users folderalso offers a handy solution to the “Whose softwareis it, anyway?”
conundrum: the burning question of whose Start menu and desktop reflects new
software that you've installed using your own account.

As noted in Chapter 5, somesoftwareinstallers ask if you would you like the new
program to show up only in your Start menu,or in everybody's Start menu. But not
every installer is this thoughtful. Some installers automatically deposit their new
software into the All Users folder, thereby makingits Start menulisting available to
everybody when they log on.

On the other hand, some installers may deposit a new software program only into
your account (or that of whoeveris logged in at the moment). In that case, other
account holders won't be able to use the program at all, even if they knowthatit’s
beeninstalled, because their own Start Menu and Desktop folders won't reflect the

BCrecroD Luisae
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installation. Worse, some people, not seeing the program’s nameon their Start menus,
might notrealize that you've already installed it—and may well install it again.  
The solution, of course, is to open the Start Menu—>Programsfolder in your user
profile folder, copy the newly installed icon, and paste it into the All Users—Start
Menu-»Programsfolder, (Repeat with the Desktop folder, if you'd like everyoneto
see a desktop icon for the new program.) You've just madethat software available and
visible to everybody whologs onto the computer.

The Default User Profile

When youfirst create a new account, who decides what the desktop picture will
be—andits Start menu configuration, assortment of desktop icons, and so on?

Figure 17-18;
Top: To open Profile Manager, open
the System program in the Control
Panel. Click the Advanced tab, and pe Advarioed
then cick the Settings button in the — ~ ”
User Profiles section, as shown here. I} ‘You must be jogged on as an Administrator to make mostaf these changes.

person’s profile into the Default User | | Visual effects. processor scheduling, memory usage, and virtual meno |
profile, highlight the name af the
account whose settings you wantfo Beccanominee seis wt wes eene wen taal
copy. Then click Copy To; in the next BLUser Pralllag---- <nne
dialog box, click Browse, and then i + Desktop settings related to pour legon
navigate to and select, the My Com-
puter—Local Disk (C}-> Documents

and Settings—»Default User folder, ae:Click OK—and the deed is done. :
> System " . *

User profiles’store sethings for your desktop and other. +o.
information related Eo-your user account, Yal'can create a
different profile'cy each|comipliter yOU Lise; OFyourcari select3
roaming prefle thatis'the'sSante on every computer pal wae

INSPIRONAdminishratay B45
i INSPIRONChris Clson 143 MBINSPIRON|Guest 2.21 MB

INSPIRON\HelpaAssistant 327 KB
? INSPIRGNIiLaura 2.18 MB

To createnaw userScour,operLicer Accounts in Conia Panel,
4 Eaneel
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Group OF User names:

 Well, Microsoft does, of course—butyou can change all that, What a newly created
account holdersees is only a reflection of the Default User profile. It’s yet another
folder—this one usually hidden—in your Documentsand Settings folder, andit’s the
common starting pointfor all profiles.

If you'd like to make some changesto thatstarting point, start by tweaking a regular
account—your own,for example. Makeits desktop picture, Start menu, Web favorites,
and other decorations look just the way you'd like the new default to be.

Then you needto fire upalittle program called Profile Manager, whosejobis to copy,
move, and delete items amonguser profiles. Figure 17-18 has full instructions.

NTFS Permissions: Protecting Your Stuff

There’s onefinal aspect of user accounts that’s worth mentioning: NTFS permissions,
a technology that’s the heart ofWindows XP Pro’s security system. Using this feature,
you can specify exactly which co-workers are allowed to open whichfiles and fold-
ers on your machine.In fact, you can also specify how much access each person has.
You can dictate, for example, that Gomez and Morticia aren’t allowed to open your
Fourth-Quarter Projections spreadsheetat all, that Fred and Ginger can openit but
not make changes, and George and Gracie can both open it and make changes.

Your colleagues will encounter the permissions youve set up like this in two different
situations: when tapping into your machine from across the network, or whensitting

Figure 17-19:
The Security tab of an NTFS folder’s Properties dialog
box. if you have any aspirations to be a Windows XP
power user, get used to this dialog box. You're going to
see ita lot, because almost every icon on a Windows XP
systern—tiles, folders, disks, printers—has a Security tab

| i Read & Execute

€8 CREATOR OWN
EZ Power Users (CZ24P\PowerUsers]
€Gi SYSTEM
er Users (CZ2*P\Users}

Add... Femove
Permissions for Administrators Allow Dery
1 Full Control

1 Modify  
1 List Folder Contents

Read
Rid
Ri i Write: ig:

For special permissions ot for advanced settings. Advanced ‘|click Advanced.

4 Cancel :

like this one. 
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down at it and logging in using their own names and passwords. In either case, the
NTESpermissions you set up protect your files and folders equally well.  
Fip: in Chapter 20, you can read about a very similar formn of access privileges called share permissions. uo :
There’s a big difference between share permissions and the NTFS permissions described here, though: share ,
permissicns keep people outof your stuff only when theytry io access your PC from over the network.

|
|

|

Actuaily, there are otherdifferences, too. NTFS permissionsoffer more gradations of access, for example. And |
using NTFS permissions, you can deciare individual fifes accessible or inaccessible to specific co-workers—not
just folders. See page 544fordetails,

[
 

Using NTFS permissions is most decidedly a power-user technique because of the
added complexity it introduces. Entire books have been written on the topic ofNTFS
permissions alone.

You've been warned.

Setting Up NTFS Permissions
To change the permissions for an NTFSfile or folder, you open its Properties dialog
box by right-clickingits icon, and then choosing Properties from the shortcut menu.
The Properties dialog box appears; click the Security tab (Figure 17-19).

Step 1: Specify the Person
The top of the Security tab lists the people and groups that have been granted or
denied permissions to the selected file or folder. When youclick a namein thelist,
the Permissions box at the bottom of the dialog box shows you how much access that |
person or group has. |

permissions you want to change.

If the person or groupisn’tlisted, click the Add buttonto display the Select Users or

Thefirst step in assigning permissions, then,is to click the person or group whose

Groups dialog box, where you can type theim in (Figure 17-20). '
i

Figure 17-20: :
Type the namesof the people or
groups in the “Enter the object - és d
names to select” box at the bottom, ene sce oar al acter “on é
trying not fo feel depersonalized by Vere : me : : [ObjectTypes.|4
Microsoft's reference to you as an . :
“object.” ffyou're adding more than
one name, separate them with semi-
colons, Because remembering exact », Enter thespellings can beiffy, click Check peeLf

a

[E Lecations..1§ |

Names to confirm that these are

indeed legitimate account holders.
Finally, click OK to insert them intothe fist on the Security tab. 1 Advanced., mute wee a a _ | L_Lancel | 
  

CHAPTER 17: ACCOUNTS, PERMISSIONS, AND SP"the.ONnc. - Exhibit 1007--Page 559



HP Inc. - Exhibit 1007 - Page 560

 

Tip: Instead of typing in names oneat a time, as shownin Figure 17-20, you can also choose them from a
list, which lets you avoid spelling mistakes and havingto guess at the variations. To do so,click the Advanced
button to display an expanded version of the dialog box, and then click Find Now to search for all of the
accounts and groupson the computer. Finally, in the resultinglist, click the namesof the people and groups
you want to add (Ctr-dick to select more than oneat once). Click OK to add them to the previous dialog
box, and click OX again to add the selected users and groupsto the Security tab.

 

if you've used Windows 2000,in the meantime, you might wonder whythis process is so much more
convoluted in XP Pro that was in Windows 2000.The answeris: good question! 

Step 2: Specify the Permissions
Once you've added the users and groups you needto thelist on the Security tab, you
can highlight each oneandset permissionsfor it. You do that by turning on the Allow
or Deny checkboxesat the bottom half of the dialog box.

Thedifferent degrees of freedom break down asfollows(they’relisted here from least
to most control, even though that’s not how they'relisted in the dialog box):

* List Folder Contents, available only for folders, meansthat the selected individu-
als can see (but not necessarily open) thefiles andfolders inside. That may sound
obvious—butbelieveit or not,ifyou don’t turn onthis option,the affected people
won't even beable to see what’s in this folder. The folder will just appear empty.

» Readlets people examine the contentsofthefile or folder, but not make changes.
(They can also examine the permissionssettings of these files and folders-—-the
onesthat youre setting up right now.)

» Read & Execute is a lot like Read, except thatit also lets people run any programs
they find inside the affected folder. When applied to a folder, furthermore,this

Siaheacu
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permission adds the ability to traverse folders. (Traversing meansdirectly opening
inner folders even when you're notallowed to open the outerfolder. You mightget
to an inner folder by double-clicking a shortcut icon, for example, or by typing
the folder’s path into the Address bar of a window.)

* Write is like Read, but adds the freedom to make and save changes tothefile.
When applied to a folder, this permission means that people can create new files
and folders inside it.

+ Modify includesall of the abilities of the Write and Read & Executelevel, plus the
ability to delete thefile or folder.

* Full Control confers complete power over thefile or folder. ‘The selected person
or group can do anything they like with it, including trashing it or its contents,
changingits permissions, taking ownership ofit (and away from you,if theylike),
and so on.

Of course, turning on Allow grants that level offreedom to the specified user or group,
and turningit off takes away that freedom. (For details on the Deny checkbox, see
the box on the facing page.)

Mode: If you're not careful, it's entirely possible to “orphan”a file or folder (or even your entire drive) by
revoking everyone's permission to it, even your own, making it completely inaccessible by anyone. That's
why, before you get too deeply into working with NTFS permissions, you might considercreating an extra
user account on your system and granting it Full Controlfor all of your drives, just in case something goes
WOR,

Groups and Permissions
Once you understand the concept of permissions, and you've enjoyed a thorough
shudder contemplating the complexity of a network administrator’s job (6 levels
of permissions X thousandsof files X thousands of employees = way too many
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 permutations), one other mystery of Windows XP Prowill fully snap into focus: the
purposeof groups, introduced on page 531.

On those pages, you can read about groups as canned categories, complete with
predefined powers over the PC, into which you can put different individuals to save
yourself the time of adjusting their permissions and privileges individually. Asit turns
out, each of the ready-made Windows XP Pro groups also comes with predefined
permissions over the files and folders on your hard drive.

Here, for example, is how the system grants permissions to your Windowsfolder for
the Users, Power Users, and Administrators groups:

Users Power Users Administrators

Full Control X

Madify X X
Read & Execute X X X
List Folder Contents x X X

Read X X X
Write X X

If you belong to the Users group, you have the List Folder Contents permission,
which means that you can see what's in the Windows folder; the Read permission,
which means that you can open up anything youfindinside; and the Read & Execute
permission, which meansthat you can run programsin that folder (whichis essential
for WindowsXP itself to run). But peoplein the Users group aren’t allowed to change
or delete anything in the Windowsfolder, or to put anythingelse inside. Windows XP
is protecting itself against the mischievous andclueless.

Members of the Power Users group haveall of those abilities and more—theyalso
have Modify and Write permissions, which let them add new files and folders to the
Windows folder (so that, for example, they can install a new software program on
the machine). ,

When Permissions Collide

Ifyou successfully absorbedall this information about permissions, one thing should
be clear: people in the Power Users group oughtto be able to changeor delete any
file in your Windowsfolder. Afterall, they have the Modify permission, which ought
to give them that power.

In fact, they can moveor delete anything in any folder i7 the Windowsfolder, because
the first cardinal rule of NTFS permissionsis this:

NTFS permissions travel downstream, from outer folders to inner ones
In other words, if you save the Modify and Write permissions to a folder, then you
oughtto have the same permissionsfor every file and folder insideit.
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But ifyou are indeed in the Power Users group, you'll find that you can’t,in fact, delete
any offiles or folders in the Windowsfolder. That’s because each of them comes with
Modify and Write permissions turned offfor Power Users, even thoughthe folder that
encloses them has them turned on.

 
Whywould Microsoft go to this trouble? Because it wants to prevent people in this
group from inadvertently changing or deleting important Windowsfiles—andyetit
wants these people to be able to put new files into the Windowsfolder, so that they
can install new programs.

This is a perfect exampleof the secondcardinal rule of NTFS permissions:

NTFS permissions that have been explicitly applied to a file or folder always over-
ride inheritedpermissions
Here's another example: Suppose your sister, the technical whiz of the household,has
given you Read, Write, Modify, Read & Execute, and List Folder Contents permissions
to her own My Documents folder. Nowyoucan read, change,or delete everyfile there.
But she can still protect an individual documentorfolder insideher My Documents
folder-—the BirthdayPartyPlans.doc file, for example—by denying youall permissions
to it. You'll be able to open anythingelse in there, butnot that file.

Figure 17-21:
The Effective Permis-

sions tab for an NTFS F : Se |
folder. Note that [eee se So
you can't turn these I! The following |list displays the permissions that would be granted to the selected group or user, based on all i
checkboxes on or off: relevant permissions.
this is aread-only fi Group or user name:
screen thattellsyor of. ‘Uses—i—(i‘éSOS*”*”S”S”S”LE
whatpermissions fpeee ———es
the sefected user or ; | Effective permissions:
group has for the F) EB Fullcontrol
file or folder. You A) | BE Traverse Folder ? Execute file
can't modify the P & List Folder ¢ Read Data
permissions here. You 4)|RB Read Aitibutes
can’t tell from this q | i Read Extended Attributes
display how these | | El Create Files / Wiite Data
effective permissions U | | Ell Create Folders ¢ Append Date
have been calculated, 4 | [El write Attributes
either (that is, where || El Write Extended Attributes
the permissions have Bi Delete Subfoldars and Files
been inherited from). 1! Delete

a Head Pemmissions

 

eetHAtetAieeninesmansemsnimapenmsaisatiate

 
ifi

i E] Change Permissions
| Take OwnershipA,
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Believe it or not, NTFS permissions get even more complicated, thanks to the third
cardinal rule: 
Permissions accumulate as you burrow downward through folders inside folders
Now suppose your sister has given you the Read and List Folder Contents permis-
sions to her My Documents folder—a“look, but don’t touch” policy. Thanksto the
first cardinal rule, you automatically get the same permissionsto everyfile and folder
inside My Documents.

Suppose oneofthese innerfoldersis called Grocery Lists.Ifshe grants you the Modify
and Write permissionsto the GroceryLists folder, so that you can add itemsto the
shoppinglist, you end up having Read, Modify, and Write permissionsfor everyfile
in that folder. Those files have accumulated permissions-—they got the Read permis-
sion from My Documents, and the Modify and Write permissions from the Grocery
Lists folder.

Because these layers of inherited permissions can get dizzyingly complex, Microsoft
has prepared for youa little cheat sheet, a dialog box thattells you the bottom line,
the net result—the effective permissions.To see it, follow these steps:  
1. Click the Advanced button on the Security tab.

The Advanced Security Settings dialog box appears.

. Click the Effective Permissionstab;finally, click Select.tw  

Now yousee the same Select User or Group dialog box you saw earlier when you
were creating permissions.

Nabe . Click the user or group whoseeffective permissions you want to see, and then
click OK.

You now see checkmarks next to the permissions that are in effect, taking into
account folder-permission inheritance andall otherfactors, for the user or group
for that particular file or folder, as shown in Figure 17-21.  
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CHAPTER /18

Setting Up a
jorkgroup Network 

to some Kind of office network (officially known as a local area network, or
LAN). And no wonder: the payoff is considerable. Once you've created a

network, you can copy files from one machine to another just as you'd drag files
between folders on your own PC. Everyone on the network can consult the same
database, phone book, or calendar. When the workday’s done, you can play games
over the network. You can even store your MP3 music files on one computer and
listen to them on any other. Most importantly, you can sharea single laser printer,
cable modem or DSL Internet connection, fax modem,or phoneline amongall the
PCs in the house.

[= a rare Windows XP Pro machine indeedthat isn’t connected, sooner orlater,

If you work at a biggish company, you probably work on a domain network, which
is described in the next chapter. You, lucky thing, won't have to fool around with
buildingor designing a network; yourjob, and your PC, presumably camewithafully
functioning network (and a fully functioning geek responsible for runningit).

If you work at home, or if you're responsible for setting up a network in a smaller
office, this chapteris for you: It guides you through the construction ofa less formal
workgroup network, which ordinary mortals can put together.

You'll soon discover that, when it comes to simplicity, setting up a network has a
long way to go before it approaches,say, setting up a desk lamp.It involves buying
equipment, installing adapters, and configuring software. Fortunately, Windows XP’s
Network Setup Wizard makesthe software part as painless as possible.
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Kinds of Networks

You can connect your PCs using any of several different kinds of gear. Most of the
world’s offices are wired with Ethernet cable, butall kindsofpossibilities await, includ-
ing networking systemsthat rely on the phoneor powerlines already in your walls,
and even wireless systems that don’t need cablesatall. Here’s an overview of the most
popular networking systems.

 

ie

Note: Be sure that whatever networking gear you buy is compatible with Windows XP by checking the com-
patibility list at wwwumicroseft.com/hel, Networking is complicated enough without havingto troubleshoot |
some gadgetthat’s not designed for XP.

Ethernet

Ethernetis the world’s most popular networkingprotocol.It gives youfast, reliable,
trouble-free communication that costs very little and imposes few limitations on
where you can place the PCs in a homeor small office.

In addition to the computers themselves, an Ethernet network requires three com-
ponents:

- Network adapters. You need an adapter for each computer. (You may also hear a
network adapter called a network interface card or NIC [“nick”].)

The network adapter provides the jack, shown in Figure 18-1, where you plug in
the network cable. If you have a desktop PC that doesn’t already have an Ethernet
jack, you can buy a network adapter either in the form of a PCI card (which you
must open up your computerto install) or a USB box (which connects to the back
of the computer and danglesoff of it).

Ifyou havea laptop, you can use one of these USB adapters or a PC Card thatslips
into your computer's PC Cardslot.   

Tip: You can generally order a new PC with an Ethernet card preinstalled, often for less than what it would
cost to buy one at your local computerstore,  

+ A hub. An Ethernet networkalso requires an Ethernet hub (also shown in Figure
18-1), the nexus into which you plug the network cable from each PC. Hubs come
in differentsizes; five- and eight-port hubs are popular for home networking.
 

. Tip: Buy a hub with a few more ports than you need. You may eventually add anothercomputer to the
network, not te mention shared network equipmentlike laser printers or a router (which lets you share
cable modem amongall of the PCs on the network).

Of course, you can always expand your network by adding on another hub whenthe time comes,thanks to
a special connectorcalled an uplink port that lets you hook one hubinto another. 
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H you have a cable modem or DSL connection to the Internet, you may want
consider buying a combination router/hubinstead of a standard hub.(The dialog
boxes in Windows XP call these boxes residential gateways, although almost no
one else does.) In addition to serving as a hub,a special connector on this gizmo
also accommodates your cable modem or DSL box,so thatall of the PCs on your
networkcan sharethe high-speed magic ofjust one Internet connection. (You can
also purchase a router and hub separately.)

Ethernet cables. ‘The cables used for most Ethernet networks look somethinglike
telephonecables, but they’re not the same thing—andthey’redefinitely notinter-
changeable. Both the cable itself (called 10BaseT, 100Base'l' cable, or Cat 5 cable)
and thelittle clips at each end (called an RJ-45 connector)areslightly fatter than
those on a phonecable (Figure 18-1). You can buy ready-made Ethernet cables
(thatis, with the connectorsalready attached)in a variety of lengths and in many
different colors. Each computer must be connected to the hub with a cable that’s
no longer than 100 yards or so long.

Figure 18-1:
Top: The Ethernet cable is connected to.a computer
at one end, and the hub (shown here} at the other
end. The computers communicate through the
Aub; there’s no direct connection between any two
computers. The front of the hub haslittle lights for
each connectorport, which light up only on the
ports that are in use. You can watch the lights fash
as the computers communicate with one another.

B8oitom: Here’s whata typical “I've got three PCs
in the house, and I'd like them to share my cable
modem” setup might look like.

 

Cable modem

Wiring (Ethemet,Powerline, HomePNla) or radio waves
(if you're using a ‘wireless neAwork)
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Tip: Ethernet gear can be shockingly inexpensive; a search at wwav.buy.com, for example, reveals Ethernet
cards for $10 and five-port Ethernet hubs for $30 from no-name companies. If you're willing to pay slightly
more—$20 forthe card, $50for the hub, for example—you can get brand-namegear(like Microsoft, Neigear,
3Com, or LinkSys) whose support with installation, phone help, and driver updates through the years may
reward you many timesover. Setting up an Ethernet network generally goes very smoothly~butin the few
cases where trouble arises, cheapo equipment is often the problem. 

Network Hookups
On paper, the hardwarepartofsetting up the networkis simple:Just install a network
adapter in each computer, and then connect each one to the hub using an Ethernet
cable.It’s that “using an Ethernet cable” part that sometimes gets sticky. Depending
on where your PCs are and how concerned youare about the network’s appearance,
this wiring process may involve drilling holes in floors or walls, stapling cables to
baseboard trim,or calling in an electrician to do the job.

Whenall of your computers are in the same room, you can run the cables along the
walls and behindthe furniture. Buying cables that are the same color as your walls
or floors can help to hide theinstallation. If you have to run cables between rooms,
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you can secure the cables to the floor or baseboardsusing staples (use the round kind
that won’t crush the cables) or plastic raceways with an adhesive backing.

Of course, you might notbe thrilled about having any exposedcables in your home
or office, In that case, the installation process can be much more complicated. You
should probably hire a professional cable instalier to do the job—or don’t use cables
at all. Read on.

Phone line networks

Instead of going to the trouble ofwiring your home with Ethernetcables, you might
consider using the wiring that’s already in your house—telephone wiring, That's the
idea behind a kind of networking gear called HomePNA.With this system, you can
use the network even when using the modem ortalking on the phone,although you
can’t make a modem and voice call simultaneously.

Unfortunately, the average American household has only two or three phonejacks
in the entire house, meaning that you don’t have muchflexibility in positioning your
PCs.Ifyou're trying to avoid the plaster-dust experienceof installing additional wir-
ing, consider one of the networking types described next,

Poweroutlet networks

Here’s another way to connect your computers without rewiring the building:use the
electrical wiring that’s already in your walls. Unlike phonejacks,electrical outlets are
usually available in every room in the house.

If you buy Powerline adapters (also called HomePlug adapters), you get very fast
speeds (14 megabits/second), very good range(1,000 feet, although that includesthe
twists and turns your wiring takes within the walls), and the ultimatein installation
simplicity: You just plug the Powerline adapter from your PC’s Ethernet or USB jack
mto any wall power outlet. Presto—all of the PCs are connected.

This isn’t the cheapest avenue; at this writing, Powerline adapters cost about $100
apiece. But they afford a great deal of convenience, andafive-year-old could perform
the installation.

Wireless networks (WiFi or 802.11)
All of the networking methods described so far involve various schemes for wiring
your computers together. Millions of people, however, have embracedtheflexibility
of a networking system thatinvolves no wiresat all—a cordless networking technol-
ogy that’s based on a standard called WiFi or 802.11 (“eight-oh-two dot eleven”).
(Your Macintoshfriends probably call the same thing AirPort, because that’s what
Apple callsit.)

To create a WiFi network, you equip each PC with a special network adapter (about
$60) whoselittle antenna pokes out of the computer,If all ofyour equipmentis wire-
less, that’s it: your PCs can now communicate with one another.

If you want to be able to get onto the Internet with them via a shared cable modem
or DSL connection, though,you also need an access point (about $100)—a box that
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connects to your network router or hub andlets your wireless computers communicate
with the cabled network. The usual gang—LinkSys, Netgear, 3Com,and others—sell
these access points (also called base stations).

 
802.11 equipment has a range of about 150feet, even through walls. In concept, this
setup works much like a cordless phone, where thebasestation is plugged into the
wall phonejack and a wireless handsetcantalk to it from anywherein the house.

Wireless networking is not withoutits downsides, however. You may get intermittent
service interruptions from 2.4-gigahertz cordless phones and other machinery, or
even the weather. Furthermore, big metal things, or walls containingbig metal things
(like pipes) can sometimesinterfere with communication among the PCs, much to |
the disappointmentof people who work in subways and meat lockers. |

 
Wireless networkingisn’t as secure as a cabled network,either. If you drive around a
typical middle-class American neighborhoodthese days with your wireless-equipped
laptop turned on,you'll be surprised at how many home wireless networks you can
get onto, piggybacking onto other people’s cable modemsbecausetheyfailed to turn
on the optional password feature of their wireless systems.

Still, nothing beats the freedom ofwireless networking,particularly ifyou're a laptop
lover; you can set up shop almost anywherein the houseorin the yard, slumped into
any kind ofrubbery posture. No matter where you go within your home, you're online
at full speed, without hookingup a single wire.
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FireWire Networks

Not many PCs have FireWire jacks (which are technically called, unpoetically, IEEE-
1394 connectors). If yours has a FireWire card, you probably boughtit because you
wanted to edit video you've captured on a DV camcorder.

 

But if you have a handful of computers with FireWire cards installed, Windows XP
offers one ofthe world’s simplest and fastest methods ofconnecting them in a network:
just hook them together with six-pin-to-six-pin FireWire cables. That’s it—no hubs
or boxes to buy, (Because a typical FireWire card has two jacks, you can link several
computers together this way, like a chain.)

Ofcourse, this arrangement connects your computers only. It won't help ifyou want
two computers in your housetobe able to share a single cable modem orlaserprinter.
Furthermore, FireWire cables can’t be longer than 15 feet, which may cramp your
networkingstyle.
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installing Drivers  
Regardless of which kind of network adapters you install in your computers, your
next obligation is to install their software drivers, Fortunately, Windows XP comes
with built-in drivers for almostall recent networking cards. When you turn the PC on
after installing the card, you'll generally see XP install its driver almost automatically.
Ifyou're not so lucky—say you're using an old or nonstandard (read: cheap) network
adapter—see Chapter 14 for advice on whatto do when Plug andPlayfails.

Sharing an Internet Connection
if you have cable modem or DSL service, you're a very lucky individual. Not only do
you get spectacular speed whensurfing the Web or doing email, but you also have
a full-time connection. You never have to wait for some modem to dial (screeching
all the way), and wait again forit to disconnect.It’s just too bad that only one PC in
your household or office can enjoy these luxuries.

Fortunately, it doesn’t have to be that way. You can spread the joy of high-speed In-
ternet to every PC on your networkin either of two ways:

+ Buy a router. A router (a residential gateway in Microsoft lingo}is a little box,
costing about$60, that connectsdirectly to the cable modem or DSL box. In some
cases, it doubles as a hub, providing multiple Ethernet jacks into which you can
plug your PCs, Othersoffer only a single jack into which you plug yourexisting
hub. As a bonus, the router provides excellent security, serving as a firewall that
isolates your network computers from the Internet and keeps out hackers. (See
Chapter 10 for much more on firewalls.)

If you need to changea router’s settings, you use your Web browser. You “sign
onto”it using the account name and password youuse to log onto the cable or
DSL network. The router then logs onto your Internetservice and stands ready to
transmit Internet data to and from all of the computers on your network.

+
Use Internet Connection Sharing (ICS). ICS is a built-in feature of Windows XP
Professional that serves as a software router. Like a hardware router, ICS distrib-

utes a single Internet connection to every computer on the network—butunlike
a router, it’s free. Youjustfire it up on the one PC that’s connected directly to your
cable modem or DSL box—or, as networking geeks wouldsay, the gateway or host
PC.

But there’s a downside:If the gateway PC is turned off, nobody else in the house
can go online. Furthermore, you haveto install two Ethernetcards into the gateway
PC:one that goes to the cable modem or DSL box, and the other that connectsit
to the hub or router. °

Most people think of ICS in terms of high-speed Internet accounts like cable
modems and DSL. Butit offers advantages even for PCs with standard dial-up
modems. For example, more than one PC can be onlineat the sametime, which
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can be a sanity saver in certain households. [CSalso lets you park PCs in rooms
that don’t actually have phonejacks.

Even if you don’t intend to share an Internet connection in this way,it’s impor-
tant to have some understanding of these concepts before running the Network
Setup Wizard. Manyof the questionsit will ask pertain to the notion of connection
sharing.

Tip: if you dointend to use Internet Connection Sharing, make sure the gateway PC can already get onto
the Internet, onits own, before you attemptto run the Network Setup Wizard. The gateway PC should aiso
be running WindowsXP,although the other computers can be runningearlier versions of Windows. 

The Network Setup Wizard

Once you'veset up the networking equipment, you haveto inform Windows XP Pro
about what you've been up to. You also have to configure your computers to share
theirfiles, folders, printers, modems, Internet connections, and so on. Fortunately, the
Network Setup Wizard handles this duty for you. (You must have an Administrator
account to run this wizard.)

To launch the wizard, choose Start-~>Control Panel, and then open Network Con-
nections. In the task paneat theleft side of the window (Figure 18-2), click the link
that says, “Set up a homeorsrnall office network.”
 

Tip: if you've chosen to hide your task pane, you can choose Startall Programs—>Accessories—
Communications—>Network Setup Wizard instead. 

A welcome message appears; click Next. The remaining screens of the wizard are as
follows.

“Before you continue”
The screen containsa link called “checklist for creating a network.”If youclick it, you
see a help page that guides you throughthestepsofsetting up a network.It incorpo-
rates muchof the information you've read so far in this chapter.

It also reminds you that if you plan to use Internet Connection Sharing, described
earlier, you should ensure that your gateway Windows XP machinecan get online
before proceeding with the wizard. When you're finished readingthe checklist, close
its window and then click Next.

“Select a connection method”

The next wizard windowstarts the processofsetting up Internet Connection Sharing
(see Figure 18-2, right).

Your next step depends on yourplansfor your network andInternetuse:

* Each PC will go online independently.If sharing a single Internet connectionisn’t
the point of your networkingefforts, click the Other button (Figure 18-2); on the
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next screen, click “This computer connects to the Internet directly or through
a network hub.” In other words, your various networked PCs will each connect
directly to the Internet. No connection sharingis involved.

 
+ This is the computer with the connection.If the computer you're at nowis the

one connectedto the Internet—thatis,if it’s the gateway computer—click thefirst
option: “This computer connects directly to the Internet. The other computers on
my network connect to the Internet through this computer” (Figure 18-2).

Fip: If your DSL service is for multiple fixed IP addresses, then your computers can share the connection
without having to choose one single computer as the host.

Figure 18-2:
Left: Start the Network

Setup Wizard by click-
ing this link.

Right: Select the option
that best describes this

computer's relation-
elect the TateTEr a ee enae : ship to the internet.

A)Tsconecorirecterenem he olher conputers ah fever Goring Hthe PC will be
‘iiSusiigle, Se Be the gatewayto the

Favortes:.Tools... Advenned.2:' Help:

Select a connection method.

internet for other

PCs on the network,
choose the first option.
Otherwise, just choose

dither Places Otherto tell the wizard
as much. 

+ This isn’t the computer with the connection.Ifyou like the idea of sharing a PC’s
Internet connection, but the machine you're using now isn’t the gateway machine,
choose the second option: “This computer connects to the Internet through another
computer on my network or through a residential gateway.”

* You havea router. If you've boughta router (residential gateway}, you won't be
needing the built-in WindowsInternet Connection Sharingfeature. Once again,
you should click the second option (“This computer connects to the Internet
through another computer on my network or througha residential gateway”).

* You don’t plan to use the Internetatall. If you just want to set up connections
among your computers—but none of them ever goes online—click Other, then
click Next, and then turn on “This computer belongsto a network that does not
have an Internet connection.”
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“Select your internet connection”
Ifyou indicated that the computer you'resetting up will indeed be connectingto the
Internet, the wizard now showsyoua list of the ways you've set up for your PC to get
online (Figure 18-3). Each represents a different method of getting onto the Inter-
net-—network (Local Area Connection), America Online dial-up, your DSL account,
or whatever. Turn on the one you wantto use, and then click Next.

  
“Give this computer a description and name”
Onthis wizard screen (Figure 18-3), you see a place to give your PC its unique name.
For example,ifyou have a laptop and a desktop PC, you mightgive them nameslike
Portegé and Millennia {or Kirk and Speck, for all Windows cares). Of course, you
already gave your computer a name when youinstalled Windows XP; that should be
the name yousee here.

Figure 18-3;
Top: Every computer on a
Windows network (ever a j Give this computer a description and nae.
big network in a business
environment} must have
@ unique name, Computer
names and workgroup names
are limited to 15 characters,
without spaces. Hyphens and
apostrophes are OK, but most
otherpunctuation is forbidden.

Batiom:Tell the wizard how
this machine connects to the

internet, See Chapter 9 to find
out how these account names

got here,

hiewired figsBreselect
“Wosthkely: to he coriedt:

|g EarthLink frogster2000 Lucent Win Modem
4 3 America Gniine Lucent Win Modem 
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“Name your network”
On the screen, you're supposed to make up a name for your workgroup (mini-net-
work). Every PC on your network should have the same workgroup name(it doesn’t
have to be MSHome, as much as Microsoft mightlikeit).

“Ready to apply network settings”
Click Next. On the next wizard screen, you see a summary of yoursettings.If it all
looks good,click Next, and wait a few minutes while the wizard scurries around,ap-
plying variousinternal settings.

“You're almost dene”

Yourfirst PC may now be correctly configured to be part of an office network, butit
faces the problem ofthefirst telephone owner: Who ya gonnacall?

Your next step, therefore, should be to run the Network Setup Wizard again on each of
your other PCs. As indicated by the wizard screen before you now,getting the wizard
onto those other machines depends on what version of Windowsthey're using:

+ If the next PC has Windows XP. Click the bottom option here, “Just finish the
wizard.” Click Next, and then click Finish.

Now moveto the next computer; start the Network Setup Wizard on it, exactly
the way you did on the first machine.

If the next PC has someearlier version of Windows. You'll probably wantto run
the XP version of the networking wizard. (If you're comfortable plugging in IP
addresses, subnet mask numbers, and default gateway settings, you can enter them
manually—but the wizard automatesall of this.)

XP offers you two waysto go aboutit: First, you can insert your Windows XP Pro-
fessional CD-ROM into each of the other PCs. When the Windows Setup program
opensup,click the link at the left side called “Perform additional tasks.” On the
next screen, click “Set up homeor smail office networking.” The wizard appears,
and you're ready to go.

Second,you can create a networking setup disk for your older computers. Thatis,
the wizard will transfer a copy ofitself to a floppy disk that you can carry to the
non-XP machines on your network.

If you select this option and then click Next, you're instructed to put a blank
formatted disk into the floppy drive. Click Next again to create the disk, which
takes only a momentor two. Then eject the disk; for best results, label it for easy
identification.

Nowinsert the disk into the floppy drive on the older PG. Open the My Computer
icon on your desktop, double-click the floppy drive icon, and double-click the
Setup.exe icon. The by-now-familiar Network Setup Wizard appears.
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No matter how youget the wizard onto the other machines, the experience of using
it is precisely as described on the preceding pages—with two exceptions:

+ If you've decided to set up the first computer as the gateway for Internet Con-
nection Sharing, you don’t see the complex array of choicesillustrated in Figure
18-2. Instead, you see only the simplified optionsof Figure 18-4.

 
 

Figure 19-4:
fyou're using internet Con-
nection Sharing, the second.
third, andsubsequent PCs
you set up automatically de-
tect the presence ofthe first
one (the gateway computer).
instead of the dialog box
shown in Figure 18-2, you get
this far simpler version—and
in general you'll want ta
select the first option.

 
 
  Do you want to use the shared connection?

 
 
 
 he wizardfoundasharad fntere 
 
   ie exieting shatedconnection for this:omputer's interescoe? |
   a : OyYee: tise the eristing sharedconnection for: this. computer= inteinetDOESce

fel me chooseanataway to connect te thee Internat :
 

     
» There’s no need to create a network setup floppy disk on the final wizard screen.

Whenit’s all over, Windowslets you know that you should restart the computer. At
that point, each PC you've visited is ready for network action.

Testing the Network
After all of this setup, here’s how you can find out whether or not the gods are smil-
ing on your new network. Seated at your Windows XP Pro machine, choose Start>
My Network Places.

The network window opens, revealing the folders and disks that your machine can
“see” (detect) on other computers of the network. Thefirst time youtry this experi-
ment, there may not be much to see here.
 

Fip: All recent generations of Windowscan “see”each other and workjoyously side-by-side on the same
network. On the older machines, you would open the equivalent window by double-clicking the My Network
Places or Network Neighborhoodicon on the desktopinstead of using the Start menu. 

However, if you click “View workgroup computers”in the task paneattheleft side of
the window, you should see the names and icons of the other computers you've set
up, as shown in Figure 18-5. In Chapter 20, you'll find out how to burrowintothese
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 icons, usingthefiles and folders of other networked PCs exactly as though they were
on your own computer.

If you don’t see the icons for your other computers, something has gone wrong.
Check to see that:

+ Your cables are properly seated in the network adapter card and hub jacks.

Dialing optiong von orem norene =
fF Digplay pogtess while connecting

: £C] Prompt for name and paciword, certficate, tc,
[7] include Windows logan domain
Foi Prompt fot phone number

< Radiafing options oreo ees cers ow anmane amin sene

' Pieeial atterapts:
Tine between redial attempts:

> (le time before hanging up: i
[]Redia fine is depped=-
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* Your Ethernet hub(if any) is plugged into an electrical outlet.

+ Your networking card is working. To do so, open the System program in the Con-
trol Panel. Click the Hardware tab; click the Device Manager button. Look for an
error icon next to your networking card’s name (see Chapter 13 for more on the |
Device Manager), |

 
If you don't find a problem, rerun the Network Setup Wizard.If that doesn’t work,
you'll haveto call Microsoft or your PC companyfor help.

 
   
 
 

 
 
 
 
 
 

 

 

Figure 18-5:
We have network! Your My
Network Places window

should revealthe pres-
ence of other PCs in your
network, complete with
the names you gave them
when plowing through the
Network Setup Wizard. This
illustration shows Tiles view

for clarity, but Windows
starts outin Details view.)

Inspiren (inspiran)
 

i

|t
I
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CHAPTER \19

introducing
Network Domains

on two very different kinds of network worlds: the workgroup (an informal,
ome or small-office network) and the domain (a hard-core, security-con-

scious corporate network of dozens or thousands of PCs), Depending on whichkind
ofnetwork your PC belongsto, the procedures and even dialog boxes you experience
are quite a bit different.

A s you may remember from page 23, Windows XP Pro was designedto thrive

Chapter 18 guides you through the process of setting up a workgroup network, but
no single chapter could describesetting up a corporate domain.That's a job for Super
Geek, otherwise known as the network administrator—somebody whohas studied
the complexities of corporate networkingfor years.

This chapter is designed to help you learn to use a corporate domain.If your PC is
connected to a workgroup network or no networkatall, on the other hand,feel free
to use these pages as scratch paper.
 

Nefe:In the context of this chapter, the term domain refers to. a group of Windows computers on the same
network, ts not the same as an /nternet domain, which you may occasionally see mentioned. An Intemet
domainis still 2 group of computers, but they don't have to be connected to the same network, and they
don't have to be running Windows. In addition, the domain name (like amazon.com) must be registered
to ensure that there's no duplication on the Internet. Because Windows domains are private, they can be
named anyway the administrator chooses,
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 The Domain

As you may remember from Chapter 18, nobody else on a workgroup network can
access thefiles on your PC unless you've created an accountfor them on your machine.
Whenever somebody new joins the department, you have to create another new ac-
count; when peopleleave, you have to delete or disable their accounts.If something
goes wrong with your hard drive, you haveto re-create all of the accounts.

What's Wrong with Workgroups
You must have an account on each shared PC,too.Ifyoure lucky, you have the same
name and password on each machine—butthatisn’t always the case. You might have
to remember that youre pjenkins on the front-desk computer, but JenkinsP on the
administrative machine.

Similarly, suppose there’s a network printer on one of the computers in your work-
group.Ifyou wantto useit, you haveto find out whose computerthe printer is con-
nected to, call him to ask if he’ll create an account for you, and hope that he knows
how to doit.You either haveto tell him your user name and password,or find out what
user name and password he’s assigned to you.In thatcase, every time you wantto use
that printer, you might haveto log on by typing that user name and password.

Ifyou multiplyall ofthis hassle by the number ofPCs on your small network,it’s easy
to see howyou might suddenly find yourself spending moretime managing accounts
and permissions than doing the work the PC was supposed to help youwith.

The Domain Concept
Thesolution to all of these problemsis the network domain. In a domain, you only
have a single name and password, which gets you into every shared PC and printer
on the network. Everyone’s accountinformation resides on a central computercalled
a domain controller—a computer so important,it’s usually locked away in a closet or
a data-center room.

A domain controller keeps track of whois allowed to log on, whois logged on,and
what each personis allowed to do on the network. Whenyou log onto the domain,
your PC communicates with a domain controller, which verifies your credentials and
permits (or denies) you access.

Most domain networks haveat least two domain controllers with identical informa-
tion, so that if one computerdies, the other one can take over. (Some networks have
many morethan two.) This redundancy isa critical safety net; without a happy, healthy
domain controller, the entire network is dead.

Without budging from their chairs, network administrators can use a domain con-
troller to create new accounts, manage existing ones, and-assign permissions. The
domain takes the equipment-management and security concerns of the network
out of the hands of individuals and puts them into the handsoftrained profession-
als. You may sometimeshear this kind of networkingcalled client/server networking.
Each workstation-—thatis, each mere mortal PC like yours—telies on a central server
machinefor its network access.
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Ifyou use Windows XP Professional in a medium-to large-sized company, you prob-
ably use a domain every day. You may not even have been awareofit.

In fact, knowing what's been going on right under your noseisn’t especially impor-
tant to your ability to get work done. After all, it’s not your job—it’s the network
administrator's. But understanding the domain system can help you take better
advantage of a domain’s features.

Active Directory
As you know, Microsoft sells two versions ofWindows XP: HomeEdition and Profes-

sional. One key difference is that Windows XP Home Edition computers can’t join
a domain.

There are other versions of Windows, however: the specialized ones that run on the
above-mentioned domain controller computers. To create a domain, at Jeast one
computer must be running either Windows .NET Server 2003 or Windows 2000
Server. These are far more expensive operating systems (the price depends on the
number of machinesthat they connect) and they run only on high-octane PCs. They
also require high-octane expertise to install and maintain.

One key offering of these specialized Windows versionsis an elaborate application
called Active Directory. It’s a single, centralized database that stores every scrap of
information about the hardware, software, and people on the network. (The older
operating system called Windows NTServer can create domains, butit doesn’t include
Active Directory.)

After creating a domain byinstalling Active Directory on a server computer, network
administrators can set aboutfilling the directory (database) with information about
the network’s resources. Every computer, printer, and person is represented by an
object in the database andattributes (properties) that describe it. For example, a user
object’s attributes specify that person’s name,location, telephone number, email ad-
dress, and other more technical elements.

Active Directory lets network administrators maintain an enormoushierarchy of
computers. A multinational corporation with tens of thousands of employeesin of-
fices all over the world canall be part of one Active Directory domain, with servers
distributed in hundreds of locations, all connected by wide-area networking links.
(A group of domains is known as a tree. Huge networks might even have more than
onetree and are called, of course, a forest.)

The objects in an Active Directory domain are arranged in a hierarchy, something
like the hierarchy of folders within folders on your hard drive. Some companies base
their directory-tree designs on the organization of the company, using departments
and divisions as the building blocks. Others use geographic locations as the basis for
the design, or use a combination of both.

Unless you've decided to take up the rewarding career of network administration,
youll never have to install an Active Directory domain controller, design a directory
tree, or create domain objects. You very well may encounter the Active Directory at
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your company, however; you can useit to search for the mailing address of somebody
else on the network, for example,or locate a printer that can print on bothsides of the
page at once. Having someideaofthe directory’s structure can help in these cases.

Domain Security
Security is one of the primary reasons for Active Directory’s existence.First of all, all
ofthe account names and passwordsreside on a single machine (the domain control-
ler), which caneasily be locked away, protected, and backed up. The multiple domain
controllers automatically replicate the changes to one another, so that every one of
them has up-to-date information.

Active Directoryis also a vital part of the network’s other security mechanisms. When
your computer is a memberof a domain,thefirst thing you dois log on,just as in
a workgroup. But when you log into a domain, WindowsXP Professional transmits
your name andpassword(in encrypted form)to the domain controller, which checks
your credentials and grants or denies you access.

Joining a Domain
If you work in a corporation, the computer supplied to you generally has Windows
XPalready installed and joined to the domain,readyto go.

Butif you ever have occasion to add a PC to a domain yourself, here’s how you go
about it. (You can make your PC join a domain either during the installation of
WindowsXP Pro,or any time afterward.)

1. Log on using the local Administrator account.

See page 517 for details.

2. Choose Start—>Control Panel-System. In the resulting dialog box, click the
Computer Nametab (see Figure 19-1).

You should now be able to see the names of your computer and any workgroup
or domain it belongs to.

. Click the Network ID button.tu

The Network Identification Wizard appears.

4, Click Next to bypass the Welcomescreen.

The Connecting To The Network screen appears.

ul Click “This computer is part of a business network,” and then click Next.

Now the wizard wants to know: “What kind of network do you use?”

nN . Click “My company uses a network with a domain”andclick Next.

A Network Information screen appears.It lets you know that, before you can join
a domain, you need both a domain user account and a computer account. Your
network administrator should create and give these to you in advance.
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7. Click Next. On the User Account and Domain Information page, enter the user
account name and password supplied by your administrator, plus the name of
the domain in which your accounthas been created.

Rememberthis domain name; you'll need it again later to log on.

Figure 19-1:
The Computer Name tab of the System control
panel displays the name ofyour computer and F
the workgroup or domain of which it is currently=| [Computer Name
amember, From here, you can change the com-=fi

_Remote-
Advanced

puter or workgroup name orJoin a new domain. Windows uses the following informationte identify your computer
The Network iD button launches a Network ce an the netwots,

identification Wizard, while the Change button F!  Computer descrintion: me
displays a dialog box in which a more experi- ‘ Srmnmnensnnnnnrmnscannnd
encedperson can perform the same tasks. Computer",

Full computer name: cz3yp.

B Workgroup: WORKGROUP

To use the Network Identification Wizard to join a
domain and create a local user account, click Network, Network ID
ID... wey

a “To renamethis computeror jain 3 domain, click Change.

8. Click Next again.

A Computer Domain screen may appear next, requiring you to specify the name
ofyour computer and the domain the computer object is in. Ifyou see this page,it
means that your computerismt listed in the Active Directory domainyouspecified
on the previous wizard screen. Flag down your network administrator and point
out the problem. Then click Next to proceed.

In any case, you should now arriveat the User Account page, where you can create
a local account for your computer. Of course, if you're going to be logging onto a
domain, you don't really need a local account on your PC.

9. Click “Do not add a user at this time.” Click Next, and finally click Finish to
complete the wizard.

Restart the computer for your changes to take effect.

Five Ways Life Is Different on a Domain

Asdescribed in Chapter 18, the domain and workgrouppersonalities ofWindows XP
Professional are quite a bit different. Here are some of most important differences.
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Pereccaeee Logging On
a | Whatyou see when youlog onto your PCis very different when you're part of a

domain. instead of the standard Welcome screen (which showsa list of people with
accounts on your PC), you generally encounter a two-step sign-in process: |

 
: First, you see a Welcome to Windows dialog box. it instructs you to press

Ctrl+Alt+Delete to begin. (As noted on page 536,this step is a security precau-
tion.}

* Now the Log On to Windowsdialog box appears (see Figure 19-2).
 

Tip: You can tumoff the requirement to press Ctrl+Alt+Delete at each log on,if you like. Log on using the |
local Admninistrator account(or another administrator account), and then choose Start—+-Control PanelUser |
Accounts. Then dick the Advanced tab and turnoff the “Require users to press Ctrl-Alt-Delete” checkbox. 

As you see in Figure 19-2, the Log On to Windowsdialog box providesa place for you
to type your user name and password.To save you time, Windowsfills in the User
Name box with whatever name wasused thelast time somebody loggedin.
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Browsing the Domain
When your PC is part of the domain,all of its resources—printers, shared files, and
so on—imagically appear in your desktop windows, the My Network Places window,
and so on (see Figure 19-3),
 

 Figure 19-2:
Joining a domain disables Fast User Switch-
ing and the Windows XP Welcome screen,
presenting a simple Log On to Windows
dialog box instead. #you know Windows
2000, you should feel right athome. because
this is the standard Welcome screen for that
operating system, too.

 
  

  
  
 

  
  

Searching the Domain
You can read all about the Windows XP Search command in Chapter 1. But when
youre on a domain,this tool becomesfar more powerful—and more interesting.

 
Figure 19-3:
When you open a Windows
Explorer window and expand the File Edit ‘ew. Favorites “F
My Network Places andMicrosoft=| a oopes bs am
Windows Network icons, you see
an icon for each workgroup on the
network (see Figure 19-4),
You can browse through the

 

computers in a domain and access
their shared folders (ifyou have
the appropriatepermissions) just

. @S you would those of a work-
group. On a large network, you'll
just see a lof more computers.

DesktopE2 (My Documents

rs My Music
gy My Pictures
My Computer 

I9) my network Paces
ial ae Entire Network

ei 8 Microsoft ‘Windows NetworkBe Ljzacker

er Recycle Bin
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For example, when you choose Start—Search, the Computers or People search option
changes to say Printers, Computers, or People. (Microsoft figures that you wouldn’t
need a search command for printers on a small network workgroup. After all, if
you've only got two printers in your small office, you probably don’t forget where
they are very often.It’s a different story ifyou work in a huge building with hundreds
of computers and printers.)

 

When you choose Start>My Computer and click the My Network Placeslink on the
left side of the window, the screen changesto show thelist of your networkplaces(if
any). On theleft side of this window, you can click the Search Active Directorylink
to open the dialog box shown attop left in Figure 19-4.

Figure 19-8:
Top left: Searching for
people in your network's
Active Directory is like
using a phone book. You
supply the information

; 1 be you know about the
Name: - person.
Description:

Lower right: When
i oom you find thatperson
a gy ES “E 4 (technically, her user ob-
ai : ject), you can view the

information stored in
its attributes. OF course,
the usefulness ofthis

feature depends on how
much information your
network administrators

enter when creating the
(225561212 -| user objects.
[johndoe@anydomain.com : 

The nameof this dialog box changes depending orf what you're looking for. Your
choicesare:

* Users, Contacts, and Groups. Use this option to search the network for a particular
person or network group (Figure 19-4). If your search is successful, you can find
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out someone's telephone number,email address, or mailing address, for example,
or see what users belongto a particular group.

+ Computers. This option helps you find a certain PC in the domain.it’s of interest
primarily to network administrators, becauseit lets them open a Computer Man-
agement windowfor the computers they find and manage manyofits functions
by remote control.

* Printers. In a large office, it’s entirely possible that you might not know where
you can find a printer with certain features—tabloid-size paper, for example, or
double-sided printing. That's where this option comesin handy (see Figure 19-
5).

Figure 19-5:
Searching for a printer in
Active Directory lets you find
the printing features you
need. Network administra-

tors mayalso record the
physical locations of the
network printers. This way, Can print double-sided [lean staple
when your search uncovers
a printer that can handle 11
X T#inch paper andprint 4 ;
double-sided too, you can uy Hes paper size:
simply fook at its attributes
to find out thatit’s located on ;
the fourth floor on the west ! Speed at least:
side ofthe building. 2

ht
Painters |

Fel can print color

Resolution at least: 
+ Shared Folders. In theory, this option lets you search for shared folders on the

domain’s computers—butyou'll quickly discover that searchesfor a certain shared
folder generally come up empty-handed.

That’s because just sharing a folder on your computer doesn’t “publish”it to Ac-
tive Directory, which would makeit available to this kind of search, Only network
administrators can publish a shared folder in Active Directory.

* Organizational Units, You may nothave heard of organizational units, but your
network administrator lives and breathes them. (They’re the building blocks of
an Active Directory hierarchy.) You, the mere mortal, can safely ignore this search
option.

Custom Searches

In addition to these predefined searches, you can also create a custom search of your
own by looking for information in specific fields (thatis, attributes) ofActive Direc-
tory, as shown in Figure 19-6.
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 When used creatively, these custom searches can be powerful indeed, in ways you
might not expect. For example, suppose your car won't start, and you need a ride
homefrom theoffice. You can open this dialog box,click the Field button, and choose
User-»Home Phone, Change the Condition drop-down menuto Starts With; type
yout own area code and telephone exchange into the Value text box. When you click
the Find Now button,you'll get a list of co-workers wholive in your neighborhood
(as indicated by thefirst three digits of their phone numbers).
 

Figure 19-6:
To perform a custom search,
you use the drop-down
menus fo sefect an object
type and then a particular

Custom Attribute 6 field in that abject. You then
Custom Attribute 9 | specify a condition (such
Department as whether you want to

. : Description : search for an exact value
Computer | Direct Reports | arjust the beginning or end

Custorn Attribute 4
Custom Attribute S
Custom Attribuke 6
Custom Attribute 7

 

|

Contact
Container
Domain

Foreign Security Principal
Group

Display Name
‘Division
E-Mail Address
E-Mail Address {others}
Employee ID

ofthe value} and the value
you wantto look for. When
you click Find Now, a fist of
the objects matching your
criteria appears.

Exchange Server
Instant Messaging Virtual Server
Grganizational Linit
Certificate Template
Printer
Public Folder
Remete Storage Service
RPC Services
Trusted Demain

Exchange Hore Server
Exchange Mailbox Store
Fax Number
Fax Number (Others)
First Name
Generational Suffix

Group Membership
Home Address
Home Drive
Home Folder

Shared Folder

Home Phone (Cthers}
ILS Settings
Initials

Instant Messaging Address
instant Messaging Home Server URL
Instant Messaging URL
International ISDN Number
International ISDNumber (Others)
+

 
Assigning Permissions to Domain Members
Chapter 17 describes the processofassigning permissionsto certain files and folders,
so that only designated people and groups can open them from across the network.
Whenyou're a member of a domain, the process is the same, except that you can
select people and groups from the domain aswell.
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Whenyou open the Properties dialog box fora file or folder, click the Security tab,
and then click Add, you don’t get the samedialog box that you'd see on a workgroup
network. On a domain,it’s called the Select Users, Computers, or Groups dialog box
(Figure 19-7).

 

Figure 19-7:
When you click the Object Types
button, you can specify whetheryou fl
wantto search for Built-in Security [Oo Bees : I
Principals (special-purpose groups | msn Sanne J [otieetpes.
like Everyone and Authenticated “Sooeges §
Users), Computers, Groups, or Users. “Taacker {Lecations..._}
Also, the standard location for the Ee
objects fs your current domain, You
can still click the Location button

and select your computer's name
(to specify local user and group Ses
accounts), or even choose another Bony hy haltcgeity dn this siecbernceaad eeean
domain on the network, if others are CMSURE POs C :
available.

 
Logging Off and Shutting Down
Whenyou're on a domain PC,yousacrifice one useful feature of Windows XP Pro:
the Fast User Switching feature described on page 536. (On the other hand,you're

Figure 19-8:
Top: Logging offon a Windows XP Profes-
sional domein computeris simpler than on a ; = :
workgroup, because you can’t switch users. Ore you Sure youwant Eo lg off?

Bottom:Selecting Shut Down on a Windows 2h
AP Pro computer that's a memberofa do- , :
main lets you log off the domain or perform d “ cou
one of ihe usual shutdown options.
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less likely to needit, since you'reless likely to share your PC with other employees
during the course of the workday.) Instead, you must completely log offbefore other
people can access their accounts.

 
When youchoose Start>Log Off, you don’tget the Switch User and Log Offbuttons
you'd see in a workgroup.Instead, you see a simple Log Off Windows dialog box, as
shown at top in Figure 19-8,

When you Start>Shut Down, on the other hand, you see the dialog box shown at
bottom in Figure 19-8. This dialog box, too,is slightly different from the one you see
on a workgroup—buttheideais the same. You specify whether you wantto log off,
shut the computer down completely,restartit, or put it into hibernation.
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CHAPTER

20  
 

Sharing Network Files

ether you built the network yourself (Chapter 18) or work in an office
where somebody has done that work for you (Chapter 19), all kinds of
fun can come from having a network. Youre now readyto sharethe fol-

lowing components amongthe various PCs on the network:

* Your Internet connection. Having a network meansthat all the PCs in your
homeoroffice can share a single connection. This is a huge feature, one that can
save you hundreds of dollars a year if you have a cable modem or DSL. On a
small network,it’s called Internet Connection Sharing, and it’s described in
Chapter 18.

Printers. Another excellentjustification for creating a networkis that you don’t
need a printer for every PC; all of the PCs can share a much smaller number of
printers. If several printers are on your network—-say, a high-speedlaser printer
for one computer, a color printer for another—everyone on the network can use
whicheverprinter is appropriate to a particular document. You'll find step-by-step
instructions starting on page 579.

Files, folders, and disks. No matter what PC you're using on the network, you can
openthefiles and folders on any other networked PC (and its mounted disks), as
long as the other PCs’ owners have madethesefiles available for public inspection.
That’s wherefile sharing comes in, and that’s what this chapteris all about. (File
sharingalso lets you access yourfiles and folders using a laptop on the road.)

Theusesforfile sharing are almost endless.Atits simplest, you can usefile sharing
to finish writinga letter in the bedroom that you started downstairsat the kitchen
table—withouthavingto carry a floppy disk around. But you can also store your
library of MP3 musicfiles on one computer and play them from any other com-
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 puter on the network. You can even run a program like Microsoft Bookshelf from
any computer on the network without removing the CD-ROM from thedrive.
 

Nee Your network may include only one Windows XP computer, along with a Windows 95, 98, or Me
machine or two.That's perfectly OK; all of these PCs can participate as equals in this party. This chapter
points out whateverdifferences you mayfind in the procedures. 

Accessing Other Computers
Later in this chapter, you can read the steps for making one of your own disks or
folders public, so that other people on the network can rifle through it and enjoyits
contents.

 
Moreoften, though, you'll probably be on the receiving endofthat transaction—that
is, you'll connect to other PCs whosedisks and folders have been shared.

Fortunately, doing so is extremely easy.

Method 1: My Network Places
Most people view their network contents using a special window:

+ In Windows XP or Windows Me: Choose Start—My NetworkPlaces.

+ In earlier versions: Double-click the desktop icon called Network Neighborhood
or My Network Places.

The veryfirst time you open the network window,yousee iconsthat correspond to
the shared folders andfiles on the computers of your network (including those on
your own machine), as shown in Figure 20-1. Just double-click one to openit.

Figure 20-1:
in Windows XP, all
of the shared disks

and folders show up
7 automatically in the

eelition} DentistryDesignsGy Marthacn 4 My Network Places
ia |  window-including

i shared disks and

(alsi00} Lael | folders on your own
sa | PC, which can be a bit

} ropes Gale’ on Inspiran 4 Penal Schedule on Micron 1 confusing.inspiron i of |

“> Documents on Dell4200

“View workgroup computers”
Ifyou find the My Network Places window overwhelmingly crowded as your network
grows, you mightfind clarity in the “View workgroup computers”link at theleft side
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of the window.It shows you the icons of the computers on your network—notevery
last shared folder on all of them. Double-click one of these computericons to see a
list of the shared folders and printers on it (Figure 20-2).  

Figure 20-2:
Top: Ifyou know that
the folderor fife you're
looking for resides on
a particular PC, it’s é
often more convenient : Micros: (Micron)
to start your quest atthis==
windew,

Bottom: Double-click

one ofthese computers
to see a list ofits shared

resources (folders, disks,
andprinters), as shown
here.

Dentistry Designs by Martha

Recipes Galore!

SharedOocs Printers and Faxes 
Older PCs: Network Neighborhood
If you're using a networked PCthat’s still running Windows 95 or Windows98, you
won't find a My Network Places icon on the desktop. Instead, you get its ancestor:
Network Neighborhood.

When you open Network Neighborhood, Windowsdisplays an icon in the window
for each computerit finds on the workgroup (see Figure 20-3), along with an Entire
Network icon. (If you're on a domain network, you mayseea list of domainshere.
Click the one you want.) Just double-click a computer’s icon to see the shared disks,
folders, and printers attachedto it. (Once again, you may have to type in the correct
password to gain access.)

Method 2: Windows Explorer
instead ofusing the My Network Places or Network Neighborhoodicon on the desk-
top, some people prefer to survey the network landscape using Windows Explorer,
(See page 112 for details on opening WindowsExplorer.)

 
CHAPTER 20: SHARING NETWORK FILES :

HP Inc. - Exhibit 1007- Page 595. 



HP Inc. - Exhibit 1007 - Page 596

Theleft pane of the windowlists an icon for My Network Places or Network Neigh-
borhood. As shown in Figure 20-4, you can click the + button to see a list of the
computers and shared resources on them.

 

Figure 20-3:
This workgroup has four computers, The
Entire Network icon fets you drill dowa
fram the workgroup to the computers~but
because you see the networked workgroup
PCs immediately, there’s little reason to
do so.

 

Figure 20-4;
The advantage of us-

File Edit. View. Favorites’. Toole Help. : ; ing Windows Explorer
ee 3 ene smi to fook over your

network is that you
can simultaneously

loo ierodes | access folders ardfiles
G1 weicome.doc on your own computer

Bema Farming,doc q from this window,
ed My Network Places @E |Fish Recipas.doc | makingit easier to

i a1] Funny-Quotes, doc a copy files between the
computers. You get a
good overview of the
network all at once.

8 Entire Network
“$38 Microsoft Windows Network

ey Mshoree
@ DelH#100

; Gateway PC
Inspiron
ve’ CD Drive (D)

: Recipes Galore!
Blt SharedDocs

Printers and Faxes

 
Method 3: Universal Naming Convention (UNC)
For hard-core nerds, that business of burrowing into the My Network Places folder
is for sissies. When they want to call up a shared folder from the network,or even
a particular documentin a shared folder, they just type a special address into the
Address bar of any folder window, or even Internet Explorer—and then press the
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Enter key. You can also type such addresses into the Run dialog box, accessible from
the Start menu.

It might looklike this: \\aptop\shared documents\salaries 2002.doc.
 

Tip: Actually, you don’t have to type nearly that much. The AutoComplete feature proposes that full expres-
sion aS SOON as you type just a few letters of it. 

This path format (including the double-backslash before the PC name anda single
backslash before a folder name)is called the Universal Naming Convention (UNC),
It was devised to create a method of notating the exact location ofa particularfile
or folder on a network, It also lets network geeks open various folders andfiles on
networked machines without having to use the My Network Places window.

 
You can use this system in all kindsof interesting ways:

* Open a particular folderlike this: \\computer name\folder name.

* You can also substitute the IP address for the computerinstead ofusing its name,
like this: \\192.1681.44\my documents.

* You can even substitute the nameof a shared printer for the folder name.

* As describedlater im this chapter, Windows XF can even access shared foldersthat oo
sit elsewhere on the Internet (offline backup services, for example). You can call
these items onto your screen (once you're online) just by adding http: before the
UNC code and using regular forward slashes instead of backwardsslashes, like
this: hitp.//Computer Name/Folder Name.
 

Tip: A great place to type UNC addressesis in the address bar that you can bring to the top of any desktop
window. 

Working with Network Files

Nowthat you know howto open shared drives and folders from across the network,
you can start using the files you find there. Fortunately, there’s nothing muchtoit.
Here are someof the possibilities.

At the Desktop
Whenyou're working at the desktop, you can double-click icons to open them, drag
them to the Recycle Bin, make copies of them, and otherwise manipulate them exactly
as though they were icons on your own hard drive. Chapter 3 contains much more
detail on manipulatingfiles. (Of course,if you weren’t given permission to change
the contents of the shared folder, you have less freedom.)

 
  CHAPTER 20: SHARING NETWORK FILES 583 .HP Inc. - Exhibit 1007-=:P ge



HP Inc. - Exhibit 1007 - Page 598

Tip: There's one significant difference between working with “local” icons and working with those that sit
elsewhere on the network: When you deletea file from another computer on the network(if you'reallowed
to do so), either by pressing the Delete key or by draggingit to the Recycle Bin,it disappears instantly and
permanently, without ever appearingin the Recycle Bin.

 
Using Start—Search
As noted in Chapter 1, the Windows XP Search program stands ready to help you
find files not just on your own machine,but also elsewhere on the network. When
the Search window opensup (choose Start—Search), open the “Look in” drop-down
list and choose Browse. You're offereda list of disks and folders to search—and one

of them is MyNetwork Places. Click it and then click OK. You've just confined your
search to the shared disks and folders on your network. In the Search Results list, youll
be able to see, along with each foundfile, the nameof the PC that containsit.

Inside Applications
When you're working in a program,openingfiles thatsit elsewhere on the network
requires only a couple of extra steps. Just summon the Open dialog box as usual
(choose File-+Open) and then, when it appears, click the My Network Places icon
in the left-side panel (or choose My Network Places from the “Look in” drop-down
menu).

Now just double-click your way to the folder containing the file you want to use.
Once you've openedthefile, you can work onit just as though it were sitting on your
own computer.

At this point, using the File>Save command saves your changes to the original
file, wherever it was on the network—unless you wererrt given permission to make
changes, of course.In that case, you can choose File-Save As and then save a copy
of the file onto your own PC.

Shared Folders Online

One of Windows XP’s slickest features is its ability to treat hard drives out on the
Internet as though they were directly connected to your system. You can create
shortcuts that bring servers like these directly onto your screen, where they appear
in standard folder windows:

+ FTPsites (private, password-protectedsets of folders on the Internet).

: Web sites that have been specially prepared to serve as online “folders.” Certain
data-backup Web sites work this way: they provide you with, say, a 50 MB hard
drive in the sky—actually on the Internet—thatyou can use to store whateverfiles
you like.

» Folders on corporate intranets.
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Thetrick to bringing these servers onlineis the “Add a network place”link, which
you'll find in the task paneattheleft side of the My Network Places window. Ae
 

Tip: There's actually a quicker, simpler way to immortalize a server as a shortcut on your desktop:just drag
its icon out of the Address bar of Internet Explorer or an openfolder, as shown in Figure 20-5.

Figure 20-5:
Hfyou've already connected to
some network server—whether

on your network or on the Inter-
net~here’s a very quick way io
create a shortcut ofit on your
desktop for faster access next
time. Just drag the tiny folder
fcon outofthe Address bar.

(You can put it on your desktop

Metwark Tasks con Inspiron Gneeion) Vinepironte
CD Orive (0) on Dale100 (bet1.00) {DELLS 2000 Dri
CO Drive (0) on Inspiron (Inspiron)
Demolition Schedule on Inspiron Ceept.
Dentistry Designs by Martha
Documents an Det 100 (belt
ocuments an Micron (Mic
Plane for 2005 on Delt iid @

mo 

or, if it feels more consistentio ee Recipes Galoce! on Inspiron
do sa, into your My Network aIRoerewetto
Placesfolder.) ata 

Bringing an FTP or Web Server Online
To view the contents of an FTP server or an offline backup service, start by clicking DO |
the “Add a network place” link. When the wizard appears (see Figure 20-6), click
Next. Wait, if necessary, while your PC goesonline. Then,on the secondscreen,click
“Choose another network location.” Click Next.
 

Fip: You can also use this wizard to sign up for one of the above mentioned Web-based“offline disk” services.
The second wizardscreen lists, for example, the MSN Communities service (“Share yourfiles with others, or
store them for your personal use”). In theory, Microsoft may add other, similar services to this screen. 

Finally youarrive at the critical screen, where you can type in the address of the Web
site, FTP site, or other network location that you want your new shortcut to open.

 
Into the first text box, you can type anyof these network addresses:

* The UNC code.As describedearlier in this chapter, a UNC code pinpointsa par-
ticular shared folder on the network. For example, if you want to open the shared
folder named FamilyBiz on the computer named Dad, enter \\dad\familybiz.
Capitalization doesn’t matter. Or, to open a specific file, you could enter something
like \\dad\finances\budget.xls.

|]]7a
i
ii
it't
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Tip: Rememberthat you're specifyingthe share name, which isn’t necessarily the same as the actualfolder
name. If you get an error message whenyoutry to add a folder orfile to your My Network Places window,
this distinction may be at the heart of the problem.

 
 

> http://website/folder. To see what’s in a folder called Customers on a company
Website called BigBiz.com,enter hitp://bigbiz.com/customers. (You can’tjust type
in any old Web address.It has to be a Website that’s been specifically designed to
serve as a “folder” containingfiles.)

+ ftp://ftp.website/folder. This is the address format for FTPsites. For example, ifyou
want to use a file in a folder named Bids on a companysite named WeBuyStuff.
com,enter ftp://fip.webuystuff. com/bids.

What happens whenyouclick Next depends on the kind of address you specified.If it
was an FTPsite, you're offered the chance to specify your user name. (Access to every
ETPsite requires a user name and password. You won't be asked for the password
until you actually try to open the newly created folder shortcut.)

Figure 20-6;
Weleome to the Add Network Place ff Lana eo oges ae EEE gcigey& Left: The Add Network Place Wizard

bs man — (Op) walks you through setting up
wont E a desktop icon for your Web, FTP,
assem | or intranetsite, including (middle)

«| entering the location of the folder or
file for which you want fo create a
shortcut in your My Network Places
window-—in this case, an FTP server
(bottom).

RBaeteeiecreiormecmcivenie Right: When you double-click the
newly created FTP icon (top),
you'll be asked for your password
(middle). Thereafter, depending on
the speed ofyour connection, the
files in the FTP folder might show up
on your screen as though they were
sitting on a very, very slow floppy
disk (bottom).

nine aege site.ea deoeatenizars

 
Click Finish to complete the creation ofyour network shortcut, which now appears in
the My Network Places window.To save youastep, the wizard also offers to connect
to and open the corresponding folder.

Thebeauty ofall this is that these remote folders appearin everyday, ordinary folder
windows(or in Internet Explorer}, as shown at bottom right in Figure 20-6. You can
work with them exactly as though they weresitting on your own harddrive. ‘The only
difference is that because you're actually communicating with a hard drive via the
Internet, the slower speed may makeit feel as if your PC has been drugged.
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Mapping Shares to Drive Letters

If you access network shares on a regular basis, you may want to consider another
access technique called mapping shares. Using this trick, you can assignaletter to a
particular shared disk or folder on the network. Just as your hard driveis called C:
and yourfloppy drive is A:, you can give your Family Stuff folder the letter F: and the
Jaz drive in the kitchen theletter J:.

 

Doing so confers several benefits. First, these disks and folders now appear directly
in the My Computer window, Getting to them can befaster this way than navigat-
ing to the My Network Places window. Second, when you choose File>Open from
within one of yourapplications, you'll be able to jumpdirectly to a particular shared
folder instead of having to double-click, ever deeper, throughthe icons in the Open
File dialog box. You can also use the mapped drive letter in pathnames anywhere you
would use a path onalocal drive, such as the Run dialog box, a FileSaveAs dialog
box, or the commandline.

To map a driveletter to a disk or folder, open any folder or disk window. Then:

1. Choose Tools—Map Network Drive.

The Map Network Drive dialog box appears, as shown in Figure 20-7.

Figure 20-7:

Top: The “Reconnect scana” . 5 a Vou cormact ta nehycr! ee

atlogon” optiontells oeeanahel tates the oanWindows to locate ihe catcesé the Falder

share and map this
drive letter to it every
time you start your
computer,

Bottom: Once you've
mapped a few folders
or disks to their own

letters, they show up
in the Network Drives

group within your My
Computer window.
(Note the drive letters
in parentheses—in
this example. J, K;
and L:)

ecipes Galore! on ‘Insniron 2) 2gy Plane far 200G on Delti00
Ainspirang! (2) ntag (DEILOOY(Ke)

“cgag’) Dentistry Designs by Martha an
"  ‘Tospiran Cinepirony ét:)
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 2. Using the drop-down list, choose a driveletter.

You can select any unusedletter you like {except B, which is still reserved for the
second floppydisk drive that PCs don’t have anymore).

3. Indicate which folder or disk you wantthis letter to represent.

You can type its UNC code into the Folder box, choose from the drop-downlist
of recently accessed folders, or click Browse.

Tip; Most peopie use the mapping function for disks and drives elsewhere on the network, butthere's
aothing to stop you from mappinga folder that's sitting right there on your own PC

4. To make this letter assignmentstick, turn on “Reconnectat logon.”

If you don’t use this option, Windowswill forget this assignment the next time
you turn on the computer. (Use the “Connect using a different user name” op-
tion if your account name on the shared folder’s machine isn’t the sameasit is
on this one.}

5. Click Finish.

A window opensto display the contents of the folder or disk. If you don’t want to
work with anyfiles at the moment,just close the window,

From now on (depending on yoursetting in step 4), that shared disk or folder will
show up in your My Computerlist alongside the disks that are actually in your PC,
as shown at bottom in Figure 20- 7.

Tip: \f you see a red X on one of these mappedicons, it means that the PC on which one of the shared
folders or disks residesis either off the network or turned off completely.

 
588.
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Two Roadsto File Sharing
But enough aboutaccessing the shared folders on other computers. Half the fun is
sharing your own folders, making them available to other people on the network.
This can be a much more complex proposition, which is why the rest of this chapter
covers only this part of the equation.

 

First, however, a word of warning: As with so many other features, Windows XP Pro
has two different personalities, depending on where you're usingit (see Figure 20-8).
In this case, Microsoft has created twodifferentfile-sharing systems:

» Simple file sharing. If you're working on a homenetwork,and you have nothing
to hide from the other people in the house, you may appreciate Windows XP’s
new Simplefile sharing feature. It lets you share certain folders with a minimum
of red tape and complexity. If you need a peekat the spreadsheet that Harold was
working on yesterday, no big deal—you just open up his My Documents folder
from across the network.

If it’s just you and your spouse, or you and a co-worker, this scenario is almost
ideal: maximum convenience and minimum barriers. On the other hand, when
you share a folder this way, anybody on the network can not only read yourfiles,
butalso change ordelete them. In other words, Simplefile sharingisn’t especially
secure. Kids horsing around on the computer, young geniuses experimenting with
your data, or a disgruntled co-worker could, in theory, send important data to
Never-Never Land.

Note: Simpleiile sharing is the ony farm offile sharing in Windows XP Home Edition. 

* Standardfile sharing. If you want to specify exactly who hasaccess to yourfiles,
and how muchaccess they have, then you may prefer Windows XP Pro’s Standard
file sharing option, which it inherited from Windows 2000. This method is more
complicated than Simple file sharing, but it gives you much moreflexibility and
protection.
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Of course, you may not have a choice of these two methodsatall. If your PC is part
of a corporate domain,Standard is the only method available. (You can actually turn
on the Simplefile sharing checkbox, but doingso has noeffect.)

In any case, the following pages tackle the twofile sharing systemsoneat a time.
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“fou can share this feldes ohh other users on sour pt
retvork, Te enable sharing fa this fader, oleh§Share this 25fakdet

CD De nol charg this foljer
£2) Shate this lofder -
Shaw name

Cormment

fiver. 4} Maxium alowed :

CS Allow dis umber of users: r

Ta get pemnitsiore loruses whi secess Nis.
foldar aver the network, click Pemmissians,

“Yo ceinigure catings feolind andes,80K: ateching. cttdtpey tient (each 
Figure 20-3; |
Left: When Simple file
sharing is on, you share
designated folders and
files with everyone
in your workgroup
whether you like it or
not.

Right: In Standardfile
sharing, this Sharing

senna | tab appears. You cen
a “| dick the Permissions

(Beri : button to specify whois
allowed to accessit on

a person-by-person (or
group) basis.

  
  

Turning Simple File Sharing On and Off
On any Windows XP Pro machinethatisn’t part of a corporate domain network,
Simple file sharing is turned on automatically.
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To turnit off or on again, choose Tools—Folder Options from the menu bar of any
desktop window (or open the Foider Options icon in the Control Panel). Click the
View tab, scroll all the way down to the bottom of the Advanced Settingslist, and
click “Use Simple File Sharing (Recommended)” to turn Simplefile sharing on
or off.

Strangely enough,this checkboxstill appears when your PCis connected to a domain;
you can even click it on or off. Butit’s a trick—don’t fall for it. No matter whatthis
checkbox says, you'll be using all Standard file sharing,all the time.

Simple File Sharing
This section is for you, workgroup (or nonnetworked) PC fans.

Sharing Your Own Folders
It’s easy enough to “publish” any of your folders or disks for inspection by other
people on your network.(Actually, sharing a folder, as you're aboutto do, also makes
it available to other people wholog into this PC undertheir own accounts, sitting
at it in person.)

Thetrick is to use the Properties dialog box,like this:

1. Locate the icon of the folder or disk that you wantto share.

Your disk icons, of course, appear when you choose Start~»>My Computer. You
can share any kind of disk; hard drive, floppy, CD-ROM,removable drive, and
so on.

Sharing an entire disk means that every folder on it, and therefore everyfile,is
available to everyone on the network. If security isn’t a big deal at your place
(becauseit’s just you and a couple of family members, for example), this feature
can be a timesaving conveniencethat spares you the trouble of sharing every new
folder youcreate.

Onthe other hand, people with privacy concerns generally prefer to share indi-
vidualfolders. By sharing only a folder or two, you can keep most of the stuff on
your hard drive private, out ofview of curious network comrades. For that matter,
sharing only a folder or two does them a favor, too, by making it easier for them
to find files you've made available. This way, they don’t have to root through your
entire drive looking for the appropriate folder.
 

Note: If you'Te logged in using a normal account, of course, you may share only the disks and folders to
which you've been given access. If you've logged in using the local Administrator account, on the other hand,
you can share any disk or folder, but you should sti!l avoid sharingcritical system folders like the Windows
folder and the Program Files foider. There’s no reason other people on the network would need to getto
these folders anyway--andif they did, they could do serious damage to your PC.
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2. Right-click the disk or folder icon. From the shortcut menu, choose Sharing and
Security. 
The Sharing tab of the Properties dialog box opens (Figure 20-9). (The shortcut
menuincludes the Sharing commandonly if you've set up the computerfor net-
working, as described in Chapter 18. And if you don’t see a Sharing and Security
command, just choose Properties from the shortcut menu—andthen, in the
resulting dialog box, click the Sharing tab.)

If you’re trying to share an entire disk, you now see a warningto the effect that,
“sharing the root of a drive is not recommended.” Click the link beneath it that
says, “If you understand the risk but still want to share the root of the drive,click
here” and then proceed with the next step,

3, Turn on “Share this folder on the network” (see Figure 20-9).

The other optionsin the dialog box springto life.

Figure 20-9:
The Sharing tab for a disk or folder on a Windows

| {Genel Sharing | Customize? eeworkgroupcomputer. (The diafog box refers to a
Bp Berens pen no | “folder” even ifit’s actually a disk.) You can turn on
B| ¢Local shang and security oomrns, “Sharethis folder on the network” only if “Make this

‘a share ths Faeith other users of iis computer "| folder private”is turnedoff. (If a folder is private, you
only, diag R to theSharedDonuinents tC |_certainly don’t want other network citizens rooting
To makethis folder and its subfolders private so that i aroundin it,}
only you have access, select the following check box. i

o Netuortk sharing and security: ~ sree me
To share this folder with both network users and other: fd
users ot this computer. select thefirst check box below : 24
and type a share name, :

Share this folder on the network,

Be)

Share name: i Dentistry Designs by MarthaLeeneernrrrsitttematan en tet

een ristwork users to change my files

Learn more about sharing and security..

 
4, Type a namefor the shared disk or folder.

This is the name other people will see when they open their My Network Places
windows.

Makethis nameas helpful as possible. For example, you may want to namethe
kitchen computer’s hard drive Kitchen Documents Drive.
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Ti: If any of the other PCs on your network aren't running Windows XP, the shared folder’s name can’t be
longer than twelve characters, and most punctuation is forbidden. You can typeit here, all right, but~as a
warming message will tell you-the other machines wan't be able to see the shared disk or folder over the
network.

 
 

5. Turn off “Allow network users to change myfiles,”if you like.

If the “Allow network users to change myfiles” checkboxis turned off, you create a
“look, don’t touch”policy. Other people on the network can open andread what’s
inside this disk or folder, but won't be able to save changes, rename anything,
delete anything, or deposit any newfiles. (In technical lingo, you've established a
“read-only” sharedfolder.)

Otherwise, your co-workers can theoretically run wild, trashing yourfiles, renam-
ing things at random,andpainting a mustache onto yourface in the JPEG family
photo.

Remember, however, that making the shared folder read-only meansthatyou won't
be able to modify its files from another computer on the network,either. You've just
run up against one of the fundamental shortcomings of Simple file sharing: You
mustgive full access to yourfiles to either everybody on the network—or nobody.
 

Note: Turning off the “Allow network users to change myfiles” checkbox isn’t much of a security safeguard.
True, other peaple on the network wen't be able to change what's jn your folder—butthere's nothing to
stop them from copying stuff out otit. Once they've saved copies of yourfiles on their own harddrives, they
can do wrth them whatever theylike. They just can’t copy the changedfiles back into your shared feider or
disk. In other words, if you don’t want other peopieto see or distribute what's in your folders (using Simple
file sharing), don’t share them. 

6. Click OK.

As shown in Figure 20-10, the icon changes for the disk or folder you just shared.
It’s also gained a new nickname: you may hear shared folders geekily referred to
as shares.

Figure 20-10: on
When you share a folder or a disk, a tiny hand cradfesits icon from ioh

Shared Local Disk €2:} CD Drive (D:}
 

beneath~—a dead giveaway that you've madeit available to other
people on the network. Documents 

Notes on Simple File Sharing
The preceding steps show you how to make a certain folder or disk available to other
people on the network. The following footnotes, however, are worth skimming,es-
pecially for Windows 2000 veterans:

* You can’t share individual files—only entire folders or disks.
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« The “Sharethis folder on the network” checkbox is dimmedforall folders if your
PCis not,in fact, on the network~—or, more specifically, ifyou haverrt experienced
the thrill of the Network Setup Wizard described in Chapter 18.

 
* Unless you specify otherwise, sharing a folder also shares all of the folders inside

it, including new ones you createlater. Your “Allow network users to change my
files”setting gives permission to change ordelete files in all of those folders, too.
If you right-click one of these inner folders and inspect the Sharing tab ofits
Properties dialog box, you'll find the Sharing checkbox turned off, which can be
a bit confusing. But you'd betterbelieve it: those inner folders are actually shared,
no matter what the checkbox says.

Onthe other hand,it’s OK to right-click one of these inner folders and change its
sharing settings. For example, if you've shared a folder called America, you can
make the Minnesota folder insideit off-limits by makingit private. Similarly, if
you've turned off“Allow network users to change myfiles” for the America folder,
you can turn it back on for the Minnesota folder insideit.
Be careful with nested folders. Suppose, for example, that you share your My
Documentsfolder, and you permit other people to changethefiles inside it, Now
supposethatyou sharea folderthat’s inside My Documents—called Spreadsheets,
for example—butyou turn offthe ability for other people to changeits files.
You wind up with a strange situation: Both folders, My Documents and Spread-
sheets, show up in other people’s Network Places windows, as described earlier
in this chapter. If they double-click the Spreadsheets folder, they won't be able to
change anythinginsideit. Butif they double-click the My Documentsfolder and
open the Spreadsheets folder insideif, they can modify thefiles.
Yowre not allowed to share important system folderslike Windows, Program Files,
and Documents andSettings. Ifyou've set up your PC with multiple user accounts
(Chapter 17), you can’t share folders that belong to other people, either—only
your own stuff, The exception: You can share them when you've logged in using
an Administrator account (page 517).
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Hiding Folders
If a certain folder on yourhard driveis really private, you can hide the folder so that
other people on the network can't even see it. The secret is to type a $ symbolat the
end ofthe share name(see step 4 on page 592).

For example, if you namea certain folder My Novel, anyone else on the networkwill
be ableto see it. But if you namethe share My Novel, it won't show up in anybody's
My Network Places window. They won't even know thatit exists. (It still shows up
on your machine, of course. Andit will also be visible to other network computersif
you shared the disk on whichthe foldersits.)

Standard File Sharing
If you need moresecurity and flexibility than Simple file sharing affords—orifyour
computer is part of a corporate domain-—then the time has cometo tackle Standard
file sharing.

The process of sharing a folder is much the sameasit is in Simplefile sharing, except
that there’s an additional step: specifying whoelse on the network can access the share,
and what they’re allowed to do with it.

Note: Beiore you cen create Standard file shares, you must disable Windows XP's Simplefile sharing feature,
as described on page 589.

Step 1: Turn on Sharing
After you'velocated the icon ofthe drive,folder, or printer you wantto share, proceed
like this:

1. Right-click the disk or folder icon. From the shortcut menu, choose Sharing and
Security.

The Sharing tab of the Properties dialog box opens (see Figure 20-11). If you've
ever seen this dialog box when using Simplefile sharing, yowll notice thatit looks
quite a bit different now.

2. Turn on “Share this folder”

The other options in the dialog box becomeactive.

3. Type a nameforthe shared disk or folder.

This is the name other people will see when they open their My Network Places
windows. Windows XP proposes the nameof the folder as the share name, which
is fine, but you can change it to anything youlike.

If you want to limit the number of network users that can access the shared file
or folder simultaneously—to avoid slowing down your PC, for example—click
“Allowthis number ofusers” radio button, and specify the maximum numberof
people who can access the share at one time (3 or 5, for example).
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If you were to click OK at this point, you would makethis item available to everyone
on the network. Butbefore leavingthe dialog box, take a momentto surveythe security
options. This, afterall, is one of the big advantages of Standardfile sharing.

 
Step 2: Limit Network Access
When you makea folderor drive available to the network, you don’t necessarilywant
to give your co-workers permission to run wild, running roughshod overthefiles
insideit. In many cases, you mayprefer to share a folder or drive selectively. If youre
in Accounting, for example, you might wantto make the companysalary spreadsheet
accessible by the other accountants in your workgroup, but off-limits to everyone
else in the company.

Fortunately, you can limit people’s access on an individual (or group-by-group)basis,
thanks to the Permissions button shown in Figure 20-11.

 
Figure 20-71;
The Sharing tab for a disk or folder on a Windows XP

. : | domain system. From here, you can share this folder,
= _ specify the maximum numberofpeople who can ac-

‘You can share this folder with other users onPour _ EE cess itat once, and speaify whe can access the share
petiank. To enable shating forthis folder. click Share this E and to what degree.

| Sharing|Secu

i 2 Doo not sharethis folder

a : (3) Share this folie mec ne ere eerie ete te te mee
bo foereeaeiNA7 i| Share name: {My Documents ;iin

 to Comment: saattnanit pnpeneeerehaetama

i : User limit: © Maximum allowed
& Allow this number of users:

HE To set permissions for users who access this Pernissions|2 EY) folder over the network,click Permissions. fa ks

> Te configure settings foroffline access. chck Caching }: 8
| Caching, tet at EG

 

(erst |

   
 

Whenyouclickit, you get the dialog box shown atleft in Figure 20-12, Setting up per-
missions involves two steps: identifying the person (or group) to whom you're granting
permission, and then specifying how muchaccess you want to grant them.

 

596 WINDOWS XP PRO: THE MISSING MANUAL
oo = HP Inc. - Exhibit 1007 - Page 610---.

ai



HP Inc. - Exhibit 1007 - Page 611

NTFS permissions vs. share permissions
Hf you read the discussion of NTFS permissions in Chapter 17, you should at this
pointbe gettinga distinct feeling of déja vu. Both the Permissionsdialog box and the
entire concept of protecting your folders should be familiar.

 
‘To put it bluntly, Windows XP Pro offers two separate and overlapping systems for
protecting folders. First, there are the NTFS permissions described in Chapter 17;
second,there are the share permissions described below. Each system lets you choose
which network citizens (or groups of them) may view, make changesto, or havefull
control over certain folders. (
Understanding the ramificationsoftwo separate and overlapping permissions systems
involves some serious technical slogging. Here are the most important differences:

* NTFS permissions guard a folder no matter how someonetries to get at it: from
across the network or seated in person at the PC. Share permissions, on the other
hand, govern access only from over the network.

So suppose you've got a folder full of confidential files. Hoping to protect them
from inspection byyour co-workers, you might turn off all formsofaccess (Figure
20-12)—but all you've doneis keep people elsewhere on the network outofit. People
who sit down at your machine can still rifle through yourprivatefile stash. |

* Nobody can access sharedfiles from across the network unless they have both share
permissions and NTFS permissionsto thosefiles. Even if somebody has given you
Full Access using one permissions system,if the other is set to No Access, you're
out of luck.

 
‘ NTFS permissions are more flexible than share permissions. For example, there

are five or six degrees of NTFS standard permissions, compared with only three
levels of share permissions. NTFS permissions can also protect individual files,
whereas share permissionsaffect only entire folders.

If you think maintaining a duplicate set of overlapping permissionsis complex and
confusing, imagine being a network administrator whosejob it is to keep them all
straight—not only for each folder on each computer, but for each person on the
network.I¢’s just an overwhelming number of permutations.

As a result, most network administrators simply grant everyone Pull Access to net-
work shares, effectively eliminating share permissions as the complicating factor.
The administrators then use NTFS permissions to control access to specificfiles and
folders, confident that these settings will correctly protect shared folders and disks
both from across the network and in person.

Specify whose freedom you're about to limit
If you've read the preceding paragraphs of warning, but you've decided to protect
certain folders with share permissions anyway, read on. This discussion assumesthat
you're poised with the Sharing tab (Figure 20-11) open before you.
1. Click the Permissions button.

 

CHAPTER 20: SHARING NETWORK FI] 5... 57.
HP inc. - Exhibit 1007- Page 61 1.

  



HP Inc. - Exhibit 1007 - Page 612

 

| PPChis Cleon (ChisO@LIZACKER.COM)
1 | GB Evewone | iq Bottom: When you dick Addin the box above, this  

A Permissions dialog box appears (Figure 20-12), a close cousin to the Security
tab you use to set NTFS permissions (page 544). The top half lists the people or
groupsthat have been allowed or denied permission to the share; the bottom half
tells you how much access the selected person or group has been given.

Whenyoufirst share a folderordisk, you'll see only Everyoneinthis list. If youre
on a workgroup network, you'll see that Everyone starts out with Full Control
permission, on the assumptionthat security isn’t such a big deal in your household
or small business. Ifyou're using a domain computer,on the other hand, Everyone
starts out with only Read permission, which affords more security. More about
these permissionssettings in a moment.   

Tip: When a permission checkboxis selected but also shaded gray, it means that its permissions settings
have beeninherited from the folder that it's in. 

Now you can start assigning permissions on a person-by-person (or group-by-
group) basis.(If the person’s namedoesn’t appear here,click Add. The dialog box
shown back in Figure 17-20 appears, providing you the delightful opportunity
of adding a nametothelist by typingit, letter-perfect, into the “Enter the object
namesto select” box and then clicking OK. The users and groups youselected
appear in the “Group or user names”List.)
 

Note: See page 532 for details on groups~and rememberthat an individual account's permissions take
precedence over group permissions. 

  

Figure 20-72:
Top: The Permissions dialog box lets you controlhow
much access each person has to the folder you're
sharing. Using the top list, specify which people (or
groups ofpeople) can access your shared folder overGroup or user names:
the network.

1

2 Fred Martz (FredM@LJZACKER.COM} : box appears. Click Find Nowto locate a person's
+ &F Milie Olson (MillieD @LIZACKER.COM] name: dick the name and then click OK.E aii
|

[ai| [Renew
Penmissions for Chris Olson

Full Contra!
{Change  
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2. Click the name ofa person or group in thelist. Set the appropriate permissions
by turning on the relevant checkboxes.  
You have three options. If you turn on Read,this person (or group of people)
will encountera “look, don’t touch” policy when theytry to open this folder from
acrossthe network, They'll be allowed to open and read what’s inside (and run
any programsthey find there), but won't beable to save changes, renameanything,
delete anything, or deposit any newfiles.
 

Note; Other people on the network can copy folders and files from a Read folder or disk onto their own
computers. From there, they can do whatever they like. But they can’t copy the changedfiles back to your
shared folderordisk, 

If you choose Changeinstead, the people you've identified can not only open the
shared files, but also edit and even delete them. They can also put new files and
foiders into the shared folder or disk.

Finally, if you choose Full Control, the selected person or group can run wild,
fooling around not only with the contents of the disk or folder, but also with its
permissions. They can change whatever permissions settings you make here, and
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even claim ownership of the folder or disk—they could even lock you outofyour
own stuff.  

Nofe; When youfirst turn on sharing for a folder, it inherits the permission settings from the disk or folder
it's in (that is, its parent folder). But if you change the settings for one of these innerfolders, your new set-
tings override any permissionsthat are inherited from parent folders.

3, Click OKto close the Properties dialog box.

You'll see that the icon for the resource youjust shared has changed. A hand now
cradles the icon to help you remember what you've made available to your net-
work colleagues.

Clever Share Tricks

Sharingfiles and folders using Standardfile sharing may be a lot more trouble than
Simplefile sharing, butit has its rewards. Only in Standardfile sharing, for example,
can you interesting scenarioslike these:

+ You can access yourfiles from different computers on the network, butstill protect
them from interference by other people. To do that, share thefile or folder, give
yourself the Full Control permission, and denyall permissions to the Everyone
group.

Yes, you are also partofthe Everyone group——but an individual's permissions always
override any group permissionsthat mayaffect that person.As a result, you end up
with Full Control over yourfiles, and no oneelse can even read them. On a home
network, you can start working on a document in the bedroom upstairs—-and
then, when you go downstairs.to cook dinner, you can continue working on the
kitchen computer while the pastaisboiling. Meanwhile, the kids can be using their
own computer, but won't be able to see what’s in your file or folder.

You can also create a drop box: a folder into which people can deposit documents
for your inspection, but which is otherwise off-limits to them.

For example, you might create a drop box so that your fellow employees can
leave insurance claim formsthey’ve filled out with a word processor. After shar-
ing the folder, you could grant yourself (and other people in your department)
Full Control—butyou would give everyone else in the company only the Change
permission. Now peoplein other departments can copy their claim formsinto the
drop-box folder, because they have permission to create newfiles in it. But because
they lack the Read permission, they can’t open the folder to see what's inside.

Offline Files

The Windows XP Professional feature called offline files is designed primarily for
laptop lovers.It lets you carry awayfiles that generally live on youroffice network, so
that you can get some work done while you're away.
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Then, when you return and connect your laptop to the office network, Windows
automatically copies your edited, updated documents backto their original locations
on the network,intelligently keeping straight which copies are the most recent. (And
vice versa: Ifpeople changed the network copies while you were away, Windowscopies
them onto your laptop.) It’s a great feature, and, by the way, one thatisn’t available
in Windows XP HomeEdition.

 

 

Nate: Although Microsoft developed Offline Files primarily for laptops that sometimes leave the network,it
canalso be a useful feature for desktop computers that belongto a networkthat isn’t always up and running.
Evenso, this chapterrefers to your computeras the /aptop, to avoid having to repeat “the laptop or desktop
computerthat isn’t always on the network” 50 million times. 

Phase 1: Turn on Offline Files

To turn on this feature, open any windowat the desktop, such as My Documents.
Choose Tools—>Folder Options, click the Offline Files tab, and then make sure that
Enable Offline Files is turned on (see Figure 20-13).

Nofe: If you can't seem to turn this feature on,it's probably because Fast User Switching is turned on.
Unfortunately, you're not allowed to use both features at the same time. Turn Fast User Switching off as
described on page 536.

Here are someofthe options you should inspect before closingthis dialog box:

Figure 20-13:
You must turn on Enable Offline Files to activate this

feature. This is also your opportunity to specify when
the synchronizing fakes place, $0 that the Process is i Use Offine Files to work with fil id rams stored on the7 # 0 WO

automated and the files are kept up-to-date on both your || (9 network even when you are notconnected!
hard drive and the network. i

Enable Offline Files

(71 Synchronize all offline Hes when logging on
Senchronize all offing files before legging off

I] Display a reminder ever:

[3 Create an Offiine Files shottcut on the desktop

EJ Eneyntoffline files to secure deta /

‘Amount of disk space to use lor lemparary offline lies:

ee0199GB [10% of dive)

— (—taroa}“Canoe a
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+ Synchronizeall offlinefiles when logging on.This setting is meantfor laptop lug-
gers who are often away from the network (or for people with shaky connections
to the network even at the best of times). It meansthat has soon as you're back on
ihe network, whatever files you edited while you were away get transferred back
to the appropriate places on the network.

 
nittt

Note: If you don't select this setting, youl get a Quick synchronization (page 608) each timeyoulog onto
the network As you'll find out in a moment, that meansthat your documents may not be the mostcurrent
versions. 

+ Synchronizeall offlinefiles before logging off. You'll almost certainly wantthis
option turned on.It ensures that wheneveryouleave the office with your laptop,
it will contain copies of the most recent version of your files.
ne

Note:This setting isn’t available when you connect to the network by dialing in as described in Chapter
2i. 

» Display a reminder every__ minutes. A reminder balloon will appear on your
taskbarat regular intervals to let you knowthatyou're offthe network.Ifyou suffer
from intermittent network dropouts, it can be nice to know when youjust been
cut off; otherwise, these reminders can be annoying.

: Create an Offline Files shortcut on the desktop. When you select this box, Win-
dows places a handy Shortcut to Offline Files icon on your desktop. When you
double-clickit, you open a windowthatlistsall of thefiles and folders that you've
markedfor offline use, as described later in this chapter.

+ Encryptofflinefiles to secure data. This option encodesthe copies ofthefiles on
your laptop, which can be useful ifyou carry confidential files with you away from
the office. (It doesn’t do anything to the corresponding copies ofthese files that
remain on the network.) -
 

Note: Some programs, induding Microsoft Word, create temporary copies of open documents (fer ex-
ample, ina folder called Temp). A dedicated spy whostole your laptop could, in theory, view some of your
confidential information by openingthesefolders. That's a good argumentfor learning which folders these
are and encrypting ther too.

: Amountofdisk space to use for temporaryofflinefiles. You can set an upperlimit
for the amountofhard drive space Windows XP usesforfiles you've copied from
the network. {If XP Pro reaches whatever limit you'veset, it begins to delete older
offline files to make room for the new ones.)

- Delete Files button. Use this button when you're desperate to reclaim some disk
space on yourlaptop; it deletes your laptop copiesoftheofflinefiles. (This option
doesn’t affect the master copies of these documentsthat reside on the network.)

: View Files button. This button opensa list of all of the files you've marked for
offline use.
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* Advanced button. The Advanced dialog box lets you tell Windows how to handle
specific computers when theybecome unavailable: to stop workingwith theoffline
files, or to notify you and start working with offlinefiles (see Figure 20-14).

Phase 2: Choose the Files You Want

To tell Windows XP Pro which files and folders you wantto take away with you on
the laptop, navigate to them on the network. Right-click each ofthem, choosing Make
Available Offline from the shortcut menu.(Alternatively, highlight somefile or folder
icons and then choose File-+Make Available Offline.)

 
 

Note: When you select a folder that contains other folders, Windows asks how you want to handleits
subfolders.You have two choices: “Yes, make the folder andall its subfolders available offline,” or “No, make
only this folder available offline.”

Figure 20-14: \°
“Never allow my computer te go offline” doesn’t actually on
preventyour computer from disconnecting from the
network; it means that you'd rather stop working with
offfine files when the network connection is fost. 

Now your machinetakes a quick momentto copythe files onto your own hard drive
(thatis, on the client machine—yourlaptop).

Phase 3: Log Off . a
As long as yourlaptop'sstill connected to the network, double-clickingafile or folder
icon openstheoriginal network copy. But when you log off the network, Windows
checks to make sure that your computer has the most recent copies ofthefiles. (All
ofthis worksonly ifyou choose Log Off or Turn Off Computerfrom the Start menu.
Ifyou just yank out the network cable, you catch Windows by surprise, and you don’t
get the benefit of its intelligent Offline Files copying.)
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