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. you're working on before putting the computer into standby mode or leaving your
_: computer unattended (whichtriggers standby mode automatically).

"Your disks don’t work right away
“~ Because standby modeaffects every hardware device in your system, moving your
“mouse to wake up your computer from standby mode doesn’t makeevery device avail-
able to you in a nanosecond. Somegear, notably removable-disk drives like Jaz, Zip,
- and CD-ROMdrives, require several seconds to “warm up”after your PC awakens.

_ Computerfails to enter hibernate or standby mode
~” Standby and hibernate modes work only with the cooperationofall the gear attached
to your system. Behindthe scenes, Windowsnotifies the device drivers that power
"is being reduced. Those drivers are supposed to respond with a message indicating
“they're capable of awakening from standby or hibernate mode. If a device driver
= doesn’tindicate that it can be awakened, the PC stays on.

“In such cases, an error message appearstelling you that your system can’t enter
-.standby/hibernate mode because “<nameofdevice driver> failed the request” The
~ exact wording of the message depends on whetheryou're trying to enter standby or
.. hibernate mode, andon the specific hardware problem. The most commonculprits
“are video-controller drivers and sound-card drivers.

S Until you update the hardware driver (or replace the component with onethathas a
- standby-capable driver), you won't be able to put the PC into standbyor hibernate
modeatall.
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APM Tab

This tab appears only on older PCs that don’t meet a Microsoft standard called ACPI
(Advanced Configuration and PowerInterface).
 

Note: If your computer is ACPI-compatible-or OnNow-compatible, as it may be labeled—it offers a few
extra power-management enhancements. Some examples include separate battery-level displays (if you have
more than one),the ability to add and remove PC cards without restarting the computer, and theability to
wake upfor networkactivity. 

APM (Advanced Power Management), in other words, isn’t quite so advanced by
today’s standards. Still, if you have this tab, be sure to turn on “Enable Advanced
Power Management support”to receive the featuresit does offer—thevery features
described in these pages.
 

  Figure 8-18:
Customize Regional Options _
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“UPS Tab
‘This tab has nothing to do with the United Parcel Service, even if that’s how your PC
was delivered. It refers instead to an uninterruptible power supply—a box (about
$120) capable of generating a few minutes of battery power in the event of a black-

“= out. This short reprieve provides just enough time for you to save your documents
before the lights go out.

The truth is that this tab is designed to accommodate older UPS devices that plug
into your PC’s serial port. Using the controls here, you can checkthe battery in the
UPS, click Configure to specify when you wantits battery-low alarm to sound, and
$0 On.

More recent UPS products, on the other hand, connect to your PC’s USB port. Ironi-
cally, hooking it up to your computer makes the UPS Tab disappear from the Power
Options program.In its place, you get the two tabs—Alarms and Power Meter—that
usually show up only on laptops.Afterall, these dialog boxes are designed to let you
monitor and configure battery power—andin effect, your desktop PC is now bat-
tery-powered.

Printers and Faxes
This one isn’t a program atall; it’s a shortcut to your Printers and Faxes folder, de-
sctibed in Chapter 13.

Regional and Language Options
WindowsXPis by far the most internationally oriented version ofWindowsto date.
It can accommodate any conceivable arrangementofdate, currency, and numberfor-
mats; comes with fonts for dozens ofAsian languages; lets you remap your keyboard
totype non-English symbols ofevery ilk; and so on.

 

‘or-the first time in Windows, you can install multiple input languages on your com-
puter and easily switch between them whenthe moodstrikes (see page 100fordetails
about the Language bar). The key term hereis input language; the language for the
operating system doesn’t change.Ifyou installed Windows XPin English, you'll still
see the menus anddialog boxes in English. But when you switch the input language,
your keyboard will type the characters necessary for the selected language.)
Regional Options Tab
Ifyou think that 7/4 means July 4 and that 1.000 is the numberofheads you have,
skip this section.
 

But in some countries, 7/4 means April 7, and 1.000 meansone thousand.Ifyour PC
isn’t showing numbers, times, currency symbols, or dates in a familiar way,click the
Customize button to rearrange the sequenceof date elements (see Figure 8-18).
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Tip: The Customize Regional Options box (Figure 8-15, leff)is where you can specify whether you prefer a
12-hour clock (“3:05 PM”) or a military or European-style, 24-hour dock ("1505").

 
 

Languages Tab
The symbols you use when you're typing in Swedish aren’t the same as when you're
typing in English. Microsoft solved this problem by creating different keyboardlayouts,
onefor each language. Each keyboard layoutrearrangestheletters that appear when | .
you press the keys. For example,using the Swedish layout, pressing the semicolon key
produces an 6—nota semicolon (;).

For a choice of keyboardlayouts,use the Settings tab of this dialog boxtoinstall the
appropriate driver. Click Details, click Add, and,in the resulting window, choose the
languages you want (see Figure 8-19).

After installing more than one keyboard layout, you can switch between them in
either of two ways:

 Figure 8-19:

 

 
  

Top:After you've added
a couple oflayouts to the

Gea input language ~ ’ Language tab, specify the
Select one of the installed input languages to use vihien you start semur one you want by choosing
—_— its name from the top

drop-down menu.  

 Battom right: The Lan-
guagebaris a floating
ment bar thatlets you
know which keyboard
iayout you're currently
using—a useful reminder
when your typing seems
to be producing only
bizarre symbols. it auto-
matically appears on your
desktop when you install a
second input language.

Bottom left: This dialog
box appears; change the
options, ifyou like, and
then click OK.
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4 Use the Language bar,a floating, ghostly menu thatlets you switch keyboard layouts
_ no matter what yowre doing on the PC (Figure 8-19, bottom).

 

 
 

 
 
 

 
 
 
 

 
 

 
 

 

 

” Mote: The Language bar also appears if you've turned on orinstalled handwriting-recognition systems, Mi
~~ crosoft speech-recognition systems, or additional input languages, including specialinput software designed
“to let you type Asian language characiers. 

_'s You canalso switch from one keyboardlayoutto the next by simultaneouslypressing
theleft-side Alt and Shift keys. Clicking the Key Settings button at the bottom ofthe
-. dialog box shown attopleft in Figure 8-19 lets you change this key combination,

_ or set up individual key combinations for each language layout you've installed.

: Tip: To view your new keyboard arrangement, use the Character Map program described on page 195. 

“The Languages Tab also offers checkboxesthatlet you install the additional software
“required to word process in right-to-left languages (Hebrew, Vietnamese, and so
-on) and East Asian languages (Chinese, Japanese, and Korean). Proceed at your own
- yisk—thesefiles consume about 250 MB ofdisk space.

Advanced Tab

: When running certain programs that are written to display their menus and dialog
~ boxes in other languages, you can,in theory, use these language conversion tables to
-help WindowsXP correctly display those languages. Microsoft offers you the option

- of applying the settings to the current user account andto the default user profile.
(You have to be an administrator [page 519] to install or remove these conversion

“This icon isn’t a program atall; it’s a shortcut to the Scanners and Cameras win-
dow, where there’s an icon for each digital camera or scanner you've installed.

_... Fortunately, Windows XP largely automates the operation of these gadgets once
-. you've hooked them up.Still, it’s nice to have a central window that contains
their icons, so that, if nothing else, you can right-click them to examinetheir
-.) properties.

. Scheduled Tasks
. Here’s another folder masquerading as a program. For more on scheduledtasks, see

: Security Center
Chapter 10 covers this commandcenterin detail.
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Sounds and Audio Devices

Thefive tabs within this panel control every aspect of your microphone, speakers,
and associated software.

Volume Tab

These controls govern the speaker volumefor your system, but youd be crazy to open
the Control Panel and this program every time you want to adjust your PC speakers.
Fortunately, the “Place volume icon in the taskbar” checkbox puts a speaker icon in
your notification area, near the time display. Click that icon to open a much more
convenient volumeslider,

 
   

 This dialog box also offers these buttons:

+ Advanced. Opensthe Volume Control program described on page 237.

+ SpeakerVolume. Producessliders that let youset theleft and right channel volumes
of your PC’s audio independently. (Thisessentially duplicates the function of the
Balanceslider in the Volume Control program,butat least you can’t claim you're
unable to adjust your speaker balance.) 
 
   
 
 

 
 Figure 8-20:

The Program Events fist boxpresents every conceiv-
able category in which a soundis played: Windows,
NetMeeting, Windows Explorer, and so on. (The
installers for some programs~America Online, for
example-may add categories oftheir own.)

   
  

A sound scheme is a set of sounds applied to events in Windows
and programs.‘vou can select an existing scheme or save one youhave modified. 
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+ Advanced(yes, there’s a second Advancedbutton,this one at the bottom of the

dialog box, in the Speaker settings section). If you're an audiophile whose PC is
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the center of the sound system, this oneis for you. It opens an Advanced Audio
Properties dialog box that lets you specify exactly what kind of speakers are con-
nected to your PC—5.1 surround sound, quadraphonic, monitor-mountedstereo
speakers, and so on. Its Performancetab lets you specify how much of the PC’s
energy should be put into sound generation.

Sounds Tab
“Windowsplayslittle sound effects—beeps, musical ripples, and chords—allthe time:
+ when you turn on the PC, trigger an error message, empty the Recycle Bin, and so
> on. Andifyou like, you can hear them on many other occasions, such as when you
=) open or exit a program, open a menu,restore a window,and soon.This tab lets you
“: specify which sound effect plays for which situation (Figure 8-20}.

“©Program events
“A speaker icon denotes the occasions when a soundwill play. If you click the name

.. of some computer event, you can:

* Remove a sound from the event by choosing (None) from the Sounds drop-down
list.

* Change an assigned sound,or add a soundto an event that doesn’t have one, by
clicking the Browse button and choosing a new soundfile from thelist in the Open
dialog box.

= Whenyouselect a sound,its filename appears in the Sounds drop-down list box. Click
_~ the triangular Play buttonto the right of the box to hear the sound.

Tip: Whenyou click the Browse button, Windows XP opens the LocalDisk (C:)->Windows—Mediafolder,
cS which contains the .wavflies that provide sounds. If you drag .wavfifes into this Media folder, they become
; available for use as Windows soundeffects. Many people download .wayfiles from theInternet and stash
"=> them in the Media folder to make their computing experience quirkier, more fun, andricherin Austin Pow-
"=.ers sound snippets.

S Soundschome
=~ Each set of soundsis called a sound scheme. Sometimes the sound effects in a scheme

“. are even sonically related (perhaps the collection is totally hip-hop, classical, or per-
~y formed on a kazoo). To switch schemes,use the “Sound scheme” drop-down list.

~~Youcan also define a new schemeofyour own.Start by assigning individual sounds
_.to events, and then click the Save As button to save your collection under a name
~”that you create.

Audio, Voice, and Hardware Tabs
. The other three tabs on the Sounds and Audio Devices Properties dialog box control
_.. the settings of your various multimedia gadgets.
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* Use the Audio tab to select and configure your microphonesand speakers. (Most
people have only one gadgetfor each purpose, so making a choice isn’t exactly a
brainteaser.}

* Use the Voice tab to select and configure your microphone.
 

+ The Hardwaretab offers a subset of the Device Manager(see page 449). It presents
a list of the sound, video, and movie-related hardware components on your PC, ©

and identifies them by brand and model.

Speech
Thislittle program, new in Windows XP, lets youset upall the speech-related features
of Windows.

Unfortunately, Windows XP doesn’t have any speech-related features.

Think of this program instead as the front end for the speech features of other soft- .
ware. For example:

Speech Recognition Tab
This tab isn’t even visible unless you've installed the limited speech-recognition fea-
ture of Microsoft Office XP. Use the controls hereto retrain the system, configure the
microphone, set the pronunciation sensitivity level, and so on.
 

Tip: \n the end, if you decide that voice dictation is destined to be a productive part of your work regimen,
you'd be well advised to invest in a far superior, reere mature program like NaturallySpeaking. However, :
such programs don't have anything to do with this control-panel program. 5 

Text To Speech Tab
Here’s where you configure the voice ofWindows—therobotic voice, called Microsoft
Sam—thatyou hear any time Windowsreadstext aloud. 

The catch here is that Windows never does read text aloud, except when you're us-
ing Narrator (page 193)—and Narratorhasits own set of voice-selection controls.
Microsoft Word XP can read text to you, however, and for that reason, you may be
happyto know that you can specify Sam’srate ofspeaking (or Michael’s, or Michelle's) -
using this dialog box.

System
This advanced control panel is the same one that appears when you right-click your ~
My Computericon and choose Properties from the shortcut menu(or press Windows :
logo key+Break key). Its varioustabs identify every shred ofcircuitry and equipment ~~
inside, or attached to, your PC.
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 General Tab
“> You can’t change anything on this screen, but that doesn’t mean it’s not useful. Here

you can learn:

~ «Which version ofWindows XP you have (don’t be surprised ifthe version number
contains far more decimal points than you were taughtis legal).

a The model name and speed of your PC’s processor chip (such as Pentium 4,2.6
= GHz).

..* How much memory your PC has—avery helpful number to know,particularly
* when it comestimeto sell your old computer.

 

 
 
 

Computer Name
-. You personally will never see whatever you type into the “Computerdescription”box
“here. Ifyoure on a network, however,the blurb you type here is whatothers see from
across the wires. You might use the “Computerdescription” box to inform yourfellow
“network citizens as to the operating system your PC uses, or whatits contents are.

 

Likewise, the computerdescription isn’t the same things your computer name, which
once again comesinto playprimarilywhen you,oryour co-workers, viewyour network

connections. (Click the Change button to change the computer’s name.)
 

 Hardware Tab
This dialog box is nothing more than a portal. Its four buttons lead to these four
‘other dialog boxes:

. Figure 8-21:
"ifyou're confident about the hardware add-ons that

-- you install—and the stability oftheir drivers~instruct
=: Windows XP to stop warning you every time an
:* unsigned driver attempts to infiltrate your hard drive
:) (dick the top option button). On the other hand, if you

- want fo guarantee the continuedstability of Windows
-. XP, dick the Block option button, so that such software

is never allowed to enter your system.
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+ Add Hardware Wizard. The best way to install the software for a new piece of
equipment-—a scanner, printer, camera, or whatever—is to use the installation
CD that came with it. If you've downloaded a driver from the Internet, however, _.
or in certain other circumstances, you can use this wizard to walk you through
the installation.

 
Figure 8-22;
Left: The Device Man-

4 ager dialog box shows
& TOSHIRA CD-ADM xM19028 | you where every doliar of

| your PC's purchase price
Devinetypa—OVDUCD-REM dives '| went. Click a + sign to see
Marufestner:  [Standaed CD-ROM crivest i] exactly which CD-ROM
Lezatior Lovatan 090) ©] drive. floppy arcuitry, or

1 Sevieeahh ore nnonnrnon nn een | ofher hardware you cur-
Thedevicoiemoningopal tL renély have.IDE ATAJATAPL ceri Lininatall oa - —_ - a sant : 7

Paton asmovtatccnasauoe|| || | Netiedtsarbeteamse|| || Right: Double-clicking a
By ese | properties eee component (or right-click-ones SY a sata. EE ing itand choosing Proper-
4 PKA ters ee Tradietoot.). || tes, as shownat left) letsFeeretardane coerce H you read about its specs.System dewites,

Universal Serial Bus controfers

Hice and other poi! 
+ Driver Signing. After years of grief from its customers for having written an

“unstable” operating system, Microsoft went to the root of the problem: buggy
software drivers. In response,it created the driver signing program, in which the
makers ofvarious hardware add-ons can pay Microsoft to test and certify the safety
andstability of their drivers. Whenever youinstall a driver that hasn’t receivedthis
Microsoft blessing,a frightening dialog box appears to warn you,as described on
page 448.

 

 

Byclicking this button, you can specify just how sensitive you want your PC to be
whenit encounters an installer putting an unsigned driver onto your system, as
shown in Figure 8-21.

Device Manager. This very powerful dialog box (see Figure 8-22) lists every
component of your PC: CD-ROM, Modem, Mouse, and so on. Double-clicking a
component’s name(or clicking the + symbol) discloses the brand and model of
that component. Manyofthese itemsare controllers—the behind-the-scenes chunks
of electronics that control the various parts of your computer, with a technical-
looking nameto match. For much more on the Device Manager, see page 449.

Hardware Profiles. Ifyou're a laptop owner, your add-on equipmentlist probably
changes from location to location. For example, when you'reat the office, you
may connect your laptop to a docking station—andwhen you're at 39,000 feet,
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 : you probably don't. The hardwareprofiles feature lets you switch between these

- > configurationsrelatively easily. See page 453 for details.  Advanced Tab
- Here’s another dialog box that’s nothing more than a nestingplace forfive buttons
that open other dialog. boxes—some of which aren't “advanced” in the least. Three

“of these buttonsare called Settings, and here’s what they cover:
  

 

 
 

> Performance
The Visual Effects tab of the Performance Options dialog box (Figure 8-23) offers a

“Jonglist of checkboxes that controlthelittle animations andvisual accents that define
the more modern look and feel of Windows XP. For example, “Animate windows

~ when minimizing and maximizing” makes Windowspresentahalf-second animation
"showing your window actually shrinking down ontothe taskbar whenit’s minimized.
.“Show shadows under mouse pointer” produces a tiny shadow beneath yourcursor,
~asthough it were floating a quarter-inch abovethe surface of your screen.

  
  
 
 

 
 
 

 
 

 
 

 

 
 

 . Figure 8-23:
- Performance means speed. Depending on the speed

“and age ofyour machine, you mayfind that turning
~ off all of these checkboxes produces a snappier, more

= fesponsive PC—ifa bit fess Macintosh-esque. (Leave
. “Use visual styles on Windows and buttons” turned

’_ on, however, if you like the new, softened look of
Windows XP.)
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 ‘All theselittle animations and shadowslookcool, but each saps away a tiny scrap of
speed and power. Using this dialog box, you can freely turn off the checkboxes for
the features you could do without.

  The Advancedtab ofthis dialog boxis far less casual. It controls how Windows XP
.°Uses your processor power and memory, and providesabutton that openstheVirtual  
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Memory control center for your machine. These are extremely technical settings that
you should adjust only with the guidance of a licensed geek.

User Profiles

This screen displays the masterlist of user profiles. See page 541 for details.

Startup and Recovery
This dialog box contains advanced optionsrelatedto dual-booting—see page 635—and
what happens whenthe system crashes.It also lets you edit the startup options file
(boot.ini, beloved by tech-heads everywhere) by clicking the Edit button.

 
EnvironmentVariables
This button opensa dialog box that’s intendedsolely for the technically minded.It
identifies, for example,the path to your Windowsfolder and the numberofprocessors
your PC has. If you're not in the computer-administration business, avoid making
change here.

 
 

Error Reporting
You mayhave noticed that whenever a program crashes, freezes, or abruptly quits,
WindowsXPoffers to email a report of the event to Microsoft for the benefit ofits
debugging teams. Using the Error Reporting dialog box (click the Error Reporting
button), you can turnoff this frequent attempt to contact the mother ship—orlimit
the attempts to certain programs.

System Restore Tab
This dialog box is the control center for the Windows XP System Restore feature,
whichlets you rewind a balky computerto an earlier date whenit was working fine.
Details in Chapter 16.

 
Automatic Updates Tab
This tab is a carbon copy of the Automatic Updates control panel.

Remote Tab
To read about Remote Assistance—thefeature thatlets a technical help person connect
to your PC (via the Internet) to help you troubleshoot—turn to page 143. This tab
containsits master on/off switch, andlets you specify how long oneof your “invita-
tions” to such geniuses should remain open.

This tab also offers the on/off switch for Remote Desktop, which lets someone at
another computer take control of yours. Forthefull story, see Chapter 21.

Taskbar and Start Menu

This program controls every conceivable behavior of the taskbar and Start menu. You
can read all about these options—the same ones that appear when you right-click
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taskbar or the Start button and choose Properties from the shortcut menu—in

hapters 2 and 3.

ser Accounts
his control panel is the master switch and control center for the user-accounts
ature described in Chapter 17. If you're the only one who uses your PC, you can

dshould) ignoreit.

 

indows XP has always hadafirewall for protection against remote-controlled attacks
from the Internet, butit used to be extremely hardto find. Now it has its own icon in

Control Panel, and its own chapter in this book (Chapter 10).

Wireless Network Setup Wizard
hislisting is merely a link to a wizard that helps you set up a wireless network,as
esctibed in Chapter 18.
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Windows Online
Chapter 9: Hooking Up to the Internet
Chapter 10: Security, Firewalls, and Service Pack 2
Chapter 11: Web, Chat, and Videoconferencing
Chapter 12: Outlook Express 6  
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Hooking Up
tothe Internet 

D lenty of people buy a PC to crunch numbers, scan photos, or cultivate their
EW? kids’ hand-eye coordination. But for millions of people, Reason Onefor us-

‘ing a PC is to access the Internet. Few computer features have the potential to

eyour life as profoundly as the World Wide Web and email.
4 join the Internet party already in progress, you need three components:a con-

nection, such as a modem, cable modem, DSL, or corporate network; an Internet
unt, and Internet software,like the Web browsers and email programsdescribed

ive Degreesof Online Readiness
‘you have any intention of making your PCacitizen of the Internet, you probably

all into one of these categories:

+ Your PC can already get online. Thisis the caseif, for example, you upgraded to
Windows XP Professional from an earlier version of Windows. (The XP installer

s thoughtful enoughto preserve your old Internetsettings.) If you can already
ccess the Internet, you don’t need the advice in this chapter, which explains how
oset up an accountyourself. Just skip to the following chapter.

* You have an Internet account on another PCthat you want to transfer. In this
Case, consider usingtheFiles and Settings Transfer Wizard, described on page 646.
Tt‘teaches your new Windows XP machineall aboutthe settings that worked on
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Alternatively, ifyou know all the configuration details for your existing account—
your account name, local access number, password, and so on—you can use the
New Connection Wizard described on page 307.

+ You wantto sign up for a new America Online account. Microsoft, an AOLrival,
no longer includes the America Onlinestarter software with Windows.You'll need —
to secure the AOL installer on your own-—using oneof the several billion AOL - :
starter CDs that come with magazines,in cereal boxes, and sometimesout of the
faucet.

 
* You want to sign up for a new MSNaccount, or a standard Internet account

(EarthLink, AT&T, Sprint, or whatever). In this case, use the New Connection
Wizard described on page 307.

+ You wantto access the Internet, but don’t yet know thebest way to doit. In this
case, read on. 

How to Get Online

Most people connectto the Internet using a modem, a device that connects your PC
to a standard voice phoneline. Almost every modern computer comes with a built-
in, preinstalled modem.

Cable Modems and DSL

Onthe other hand,nearly halfofall Internet-connected computer fans now use much
faster gear called cable modems and DSL. These contraptionsoffer several gigantic
advantages over dial-up modems. For example:

 

 
+ Speed. These modemsoperateat 5 to 50 times the speed ofa traditional dial-up

modem. For example, you might wait 5 minutes to download a 2 MBfile with a
standard modem—ajob that would take about 10 seconds with a cable modem.
And complex Web pages thattake almost a minute to appear in your browser witha
standard modem will pop up almost immediately with a cable modem or DSL.

+ No dialing. These fancier connection methods hook youup to the Internet perma-
nently,full time, so that you don’t waste time connecting or disconnecting—ever.
You're always online.

« No weekends lost to setup. Best of all, there’s no need to do any of the setup
yourself, A representative from the phone company or cable company generally
comesto your homeoroffice to install the modem and configure WindowsXPto
use it. If you sign up for a cable modem,the cable TV company pays you a visit,
supplies the modem,installs a network card into your PC,and sets up the software
for you.

+ Possible savings. At this writing, cable modems and DSLservices cost about $30
to $50 a month. That includes the Internet account for which you'd ordinarily
pay $20 if you signed up fora traditional ISP. And since you're connecting to the
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-Internet via cable TV wiresor unusedsignal capacity on yourtelephonelines, you
smaybe able to save even more moneyby canceling your second phoneline.

“Virtually all cable TV companiesoffer cable modemservice. Unfortunately, you may
“jotbe able to get DSL ifthe phone companydoesn’t havea central office within about
three miles of your home.
2 It’s also worth noting that cable modems and DSL modemsaren’t always blazing
~fast. The cable modem can slow down as more people in your area use their cable
: yaodemssimultaneously. And DSL modems may be slowerthe farther away you are
“from the telephone company.

: Byen so, these devices are always faster than a dial-up modem.

-Tap: Actually, neither cable modems nor DSL modems are modems, since they don‘tmedulate ordemoduiate
anything. (That's where the term modems comesfrom: they convert data into bursts of sound.) Stil, we
” heed to call them something, so most peoplecall them madems anyway. 

Wireless Networks

- If you have a broadband connectionlike a cable modem or DSL, you're in heaven,
-: but not on the penthousefloor of heaven. These days, the ultimatebliss is connecting
~ without wires, from anywhere in your house or building—or, if you're a laptop war-
“rior, someoneelse’s house or buiiding, like Starbucks; McDonald’s, airport lounges,
“hotel lobbies, and anywhereelse that an Internet “hot spot” has been set up.

' Those are places where somebodyhasset up an 802.11 access point (or base station),
~- whichis a glorified antennafor their cable modem or DSL box. Any computerthat’s
- been equipped with a corresponding wireless networking card (as most newlaptops
~ are these days) can hop online,at high speed, with only a couple ofclicks.

© Tip: Whenever you iry to get online, Windows XP automatically hunts for a working connection—wired or
~wireless, That’s a blessingfor laptops: When you're at the office plugged into an Ethernet cabie, you can use

~ its stability and speed. When you're in some hotel-lobby hot spot, and your laptop can't find the Ethemet
”: cable, it automatically hops onto the wireless network, if possible. (And how does the dial-up modem enter
“Into all this? That's up to you. Open Internet Options in your Control Panel, click the Connections tab, and

: fum on, for example, “Dial whenever a network connection is not present” or “Never dial a connection.”}

Forthe basics of setting up your own wireless network, see page Chapter 18. But for
’ details on connecting to someoneelse’s wireless network (using a laptop in a hotel
- lobby, for example), see Figure 9-1.

“ESP vs. Online Service

.. _Hyou decide to connect to the Net using a dial-up modem,your next task is to get an
“. Internet account. You can get one in either of two ways: by signing up for an online

service, such as America Online or MSN,or through a direct Internet account with an
Internet service provider (or [SP as insiders and magazinesinevitably call them).
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National ISPs like EarthLink and AT&T have local telephone numbersin every U.S.
state and many other countries. If you don’t travel much, you may not need such
broad coverage. Instead, you may be able to save money by signing up for a local or
regional ISP. Either way, dialing the Internetis a local call for most people.
 

 
 
 
 

  

  
   
   
  
  
  
  
  
  
  

  
 
 
 

 
 

  
 
 

  
 

Figure 9-1:
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TiprThe Internet is filled with Web sites thatlist, describe, and recommend ISPs. To find such directories,
visit Google and search for(SP listings. One of the best Web-basedlistings, for example, can be found at
www boardwateh.com. (Of course, until you've actually got yourInternet account working, you'll have to do

this research on a PC that /s online, like the free terminals available at most public libraries.) 

; Bach route to the Internet (online services or ISP} hassignificant pros and cons.
: * Most national ISPs charge $22 a monthfor unlimited Internet use; America Online
costs $24 per month,

Online services strike many people as easier to use, since a single program oper-
“ates all Internet functions, including email and Web surfing. When usingan ISP,
=. on the other hand, you fire up a different application for each function: Internet

- | Explorer for surfing the Web, Outlook Express for email, and so on.

=. + Someonline services, notably America Online, disconnect automatically if you
- haverrt clicked or typed for several minutes. ISPs don’t hang up on you nearly as
«> quickly,if at all.

~'« Someonline services are screened to block out pornography. The Internetitself,
=. of course, isn’t sanitized in this way. (Of course, you can get to the Internet from
". any online service, which makes this point less relevant.)

: + Online services provide proprietary, members-only features like games and chat
) rooms.

2 + Because onlineservices are slightly easier to use than ISP accounts,you'll run into
‘, people who look down on MSN and America Online members.

Establishing a New Dial-Up Internet Account
Ifyoud like to sign up for Microsoft’s Internet service, called MSN (and by the way,
Microsoft would love you to sign up for MSN), or a traditional ISP, you're ready for
the New Connection Wizard. ,

2.1, Choose Start—>All Programs—Accessories—>Communications—>New Connection
Wizard.

If you managed to mouse across that labyrinth of menus, the New Connection
Wizard appears (Figure 9-2).

“2. Click Next. On the next screen, click Connectto the Internet, and then click the
“Next button.

Now you reach an importantjuncture: the Getting Ready screen (third from top
in Figure 9-2).

Q 3, Click “Choosefromalist of Internet service providers (ISPs).” Click Next.

Here’s where you tell the wizard whether you wantto sign up for thepricier, but
sanitized, world of MSN,or a standard Internet service provider.
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4. Click either “Get online with MSN”or“Select fromalist of other ISPs,” and then

click Finish.

If you choose MSN,the graphic design schemeof the wizard changes—suddenly
you're in pastel land. This, of course, is the MSN Signup Wizard. Overthe next few
minutes, you'll be guided through the processofsigning up for a new account. You'll
‘be asked for your name,address,birthday, occupation,credit card number, and so
on. Youll also be offered the chance to preserve your existing Microsoft-service
email address (anything ending with @hetmail.com or @msn.com). (During the
process, the computer will dial a toll-free number to connect with MSN.)

Ifyou choose“Select fromalist of other ISPs,” the wizard disappears, andWindows
deposits you into a folder window containing two shortcuts: “Get online with

Figure 9-2:
You can use this same
New Connection Wizard

io set up a small office
network, a corporate net-
work, and so on, but for
now, you want the Con-
nect to the Internet option.
To sign up for a standard
internet account, just keep
clicking the first choice on
each wizard screen. At the

last step, you'll have to
choose between signing
up for Microsoft's own
internet service, called
MSN, ar an independent
one like EarthLink or AT&T.
in the end. these services
are essentially identical,

 

| Welcome to the New Connection
| Wizard

Thay pagal helps yout
© Connect to the inlasrst.

Nelwork Connection Type
What do pou want io do?

 
 Getting Ready

The wizard is preparing to 2el ub your Intemel connection

: . andlet you use precisely
completing the New Connection ihe same features. The

deciding factors should
Setertan option be the price of the service
7) Gut one with MISTY andthe presence ofa
© Geloct rowa ke of or SPs localphone number that

your modem can use te
dialin.

O1, to bansfer an existing intemal aecourk from: another
computer a thig one. run the Fizsnd Settings Transher‘whoa.
Lean more shout seting up an fidemel conection.

 
oclose ths dirad and proceed with the choice you
elected, click Finish.  
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MSN”(which opens the same wizard described in the previous paragraph) and
“Refer me to more Internet Service Providers.” Use thelatter shortcut to sign up
for traditional Internet accounts, as shown in Figure 9-3.

  
 

  
  
  
  
  
  
  
  
  
  
  
  
  
  
 

 
  
 

 

Figure 9-3:
In the US, the ISP Signup Wiz-
ard starts by calling a toll-free
number to retrieve a list ofInter-
net service providers that have
deals with Microsoft in “your
area” (in general, this means
“in your country”). Click one,
and then read the details ofits
dealin the scrolling right-side
window. After settling on one,
click the Next button to begin
the signup process (providing
your name, address, credit card
number, andso on). Along the
way, you'llprobably be asked to
select a focal telephone number
(that your moder will call to

* get online) from an existing list.

SPECIAL OFFER

fy Earthlink’
g Prodigy Internet

. Cancel.

. Whether you choose MSNor a more traditional ISP, however, both signup wizards
_.Share a few things in common:

- + Along the way, the wizarddials a second time. This time,it’s contacting the Internet
companyyou've selected. The details ofthe service plan now appear on yourscreen.
if you agree with the ISP’s rules, click the Accept button, and then click Next.

~* You'll also be asked to invent an email address for yourself. The ending part of
the address is determined by yourchoice of ISP—@earthlink.net, for example, or

. @msn.com. The first part is up to you, but keep in mind that nameslike Bob and
. Seinfeld were snapped up some time in the Reagan era. Therefore,if the email

“: fame you type in isn’t unique, you'll be asked to try a different one.

* When youre shownalist of phone numbers, choose onethat’s local. If there are
‘no local numberslisted, and you'd rather not pay longdistance charges every time

=. you connect to the Internet, consider cancelingthis entire signup operation and
spencling some time researching smaller, regional ISPs.
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The Connection Icon

Whenit’s all over, Windows XP stores your ISP information, your name, your pass-
word, and so on,into a single icon called a connection. To see the one you've just:
created, choose Start—All Programs—Accessories—>Communications—Network. ©
Connections, as shown in Figure 9-4, There are dozens ofwaysto get online, and one
way is to double-click this special icon. :

Doing so produces the dialog box shown in Figure 9-4 at left. This box will soon “
become extremely familiar, since it appears every time your computer attempts to
access the Internet for any reason.

 Figure 9-4;
Right: This particularly
well-endowed individual

has four different ways
to get to the Internet. The
New Connection Wizard
created two of them—the

ones represented by
the MSN Explorer and
EarthLink icons. One of

the many ways fo go
online is to double-click
this icon.

 
 

 
 

 

 

   
 
 

#):
AN nt HighSpeed Internet  

Left: Double-clicking one
of these icons produces
this dialog box, where you
can click Dial to go online.
(Turning on “Save pass-
word”eliminates the need

fo type yourpassword
each time—in general. a
greatidea.)

  
  
  
  

  
 

 
Once you'veset up your connection, skip ahead to “Connecting to the Internet.”You're
now ready to explore the Net.

Manually Plugging in Internet Settings
Although the New Connection Wizard does an admirable job of trying to simplify
the hairy process of accessing the Internet,it’s not always appropriate. Here are a few
cases when you may wantto arrange your settings manually:

+ You already have an Internet account.

« You have a cable modem or DSL connection.
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“The New Connection Wizard didn’t find any ISPs with local phone numbersfor
ou, but you've heard abouta local service—offered by your local PC user group,

“for example~-that soundsjust right.

: Your PC is connected to a network through which your companyprovides Internet
service.

ineach of these cases, you can still use the New Connection Wizard; however, a good
lealmoretyping is required,
 

ViaDial--up Modem
Je. you connect to the Internet via telephone jack, like most of the world, choose

art->All Programs—<Accessories—Communications>New Connection Wizard.
Makesure that your computeris plugged into a phonejack,

  

3
Click Next, “Connectto the Internet,” Next, “Setup my Internet connection manually,
andNext. Now click “Connect using a dial-up modem,and then Next.

Onthe following several screens, you'll be asked to type in a few pieces of informa-
tion that only your ISP can provide: the local phone numberthat connects your PC

the Internet, your user name, and your password. (You can call your ISP for this
information, or consult the literature delivered by postal mail when you signed up
for an ISP account.)

You'll also be offered these three important checkboxes:
‘Use this account nameand password when anyone connectsto the Internet from
‘this computer. This option refers to the Windows XP user accounts feature described
“in Chapter 17, in which various people who share the same computer keep their
worlds of information and settings separate by signing in each time they use the

matter who’s logged in at the moment?”

Makethis the default Internet connection. Some people have more than one way
‘to access the Internet. Maybe you connect your laptop to a cable modem when
you're at home butdial out using the modem when you're on the road. Turn on

“this checkboxif the account you're setting up is the one you wantit to use most
“often.
 

Tap: You can always change your mind.In the Network Connections window (Figure 9-33,right-click a con-
nection icon and choose Set as Default Connection from the shortcut menu. On the other hand, if you're
a laptop-toting traveler, you might want to specify a different connection in each city you visit. {n that case,
right-click the default icon (shown by the checkmarkat right in Figure 9-3) and choose Cancel as Default

: Connection from the shortcut menu. This way, your laptop will never diai away automatically, using some
- hopelessly irrelevant access number for the city you're in.

_* Tarn on Internet Connection Firewall for this Connection, WindowsXPoffers a
certain degree ofprotection from incoming hackerattacks in the form of a personal
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‘machine.It’s asking you: “Is this the Internet account you wantthis PC to use no-
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Manually Plugging
in Internet Settings

eS EaLeomMceedMeeHerais

General Authentication 4Advance:
| Connect using:

WH Bom Megaherz 10 VNEOLANCan FC Cad

Thit connection uéeethefoBowing ems:BASlcine teuMicsnsaitNews
iBlFite and Piste: Shating fa Mictoso/t Networker

firewall (see the facing page). Turn this off only if you've equipped your PC with
other firewall software (or if you have a router, as described in Chapter18).

Whenit’s all over, you'll find that you’ve given birth to a connection icon, as shownat
right in Figure 9-4. Once you've correctly typedin all of the-necessary information,
you should be ready to surf.  

Tip: \f you carry a laptop from city to city-each of which requiresadifferentlocal Internet number—you
might want to create more than one connection icon by pluggingin a different local access number each
time. (Alternatively, just create one connection icon—andthen, in the Network Connections window, right-
click itand choose Create Copy.) Another helpful hint: Name each of these connectionsafter the appropriate
location (“EarthLink Cleveland,”“EarthLink Stamford,” and so on), so you'll remember which one to use
for which city.  

Via Cable Modem, Network, or DSL
Asnoted earlier in this chapter, you're usually spared the hassle of setting up these
so-called broadband accounts. Theinstallation person generally handlesit for you.

If you ever need to set up such an accountyourself for some reason,here’s the pro-
- cedure:

1, Choose Start—Control Panel. In Classic view (page 249), double-click Network
Connections.

(That’s an alternate route to the Network Connections window shown in Figure
9-3.) Ifyour PC does,in fact, have an Ethernet adapter—a requirementfor a cable
modem, DSL modem,or network Internet account—yow'll see an icon forit in
this window.

2. Right-click the Local Area Connection icon; from the shortcut menu, choose
Properties.

Figure 9-5:
Left: In this dialog box,
double-click the Internet

Protocol (TCPAP) item
that corresponds to your
Ethernetcard.

lied Internet Pritdect (TEPIB) Properties
|(General Skematee:>Configuration

Booals IP celtings assigned aulematica!y # pour network cupparthis capably, Otherwise,you need to ask your netwoil: eeriahg appopiata IP seltags.
(33 Obtain an IP address automatically

> Use the fo@owing IP address

(ae Right: Your cable or
phone company generafly
configures these settings
for you. But if a freakCr Obtain DNS server address automaticaly \¢ 5

: solar eclipse wipes outall(3) Usethe follaving DNS server addiessex
Ce |

312

Tasha Conte Protppolintemel Promool The dedeuitede tea network pectseo| thal pervides communicationacroes dete interconmeciod netyoika

(1 Show icon in notification atea when connected

Te Ce)

Prefered DMS sexver “167 206
Dheiate ONS s2140%: ofyoursettings, you can

re-enter them here, When

you click OK, you should
be backonline.
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You get the dialog box shownatleft in Figure 9-5.

te . Double-click the listing that says Internet Protocol (TCP/IP).

An even more intimidating dialog box now appears, as shown atright in Figure
9-5.

4. With your cable company, DSL company,or network administrator on the phone,
type in your account information.

Most ofthe time, you'll be instructed to turn on “Obtain an IP address automati-
cally” and “Obtain DNSserver address automatically.” You don’t know how lucky
you are—you've been saved from typing in all the other numbers in this dialog
box. Otherwise, turn on “Use the following IP address” and typein the appropriate
numbers. Do the same with “Use the following DNS server addresses.”

Click OK.uw

As a courtesy, Windows XP doesn’t make you restart the computer in orderfor
your new networksettings to take effect.

Upon completingthis task, you won't wind up with a connection icon, as you would
if you intended to connect to the Internet using a dial-up modem.Instead, you're
onlineail the time, 24 hours a day—orat least whenever your cable/DSL/networkis
working correctly.

 

Dialing Up to the internet
Ifyou enjoy a full-time Internet connection like a cable modem, DSL,or some wireless
variation thereof, youre constantly online. Skip to the next chapter.

If you have a dial-up modem, however, you should now have a connection icon in
your Network Connections window.
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Manual Connections |
Ledley Double-click the connection’s icon in the Network Connections window (Figure 9-3).

The Connect To dialog box appears, as shown at left in that figure. Just press Enter,
orclick Dial, to go online.

Butthat’s just the beginning.Ifyou crave variety, here are a few other ways of open-
ing the connection:

» Right-click your connection icon, and then choose Connect from the shortcut
menu.

» If you've added the “Connect to” submenu to your Start menu,as described in the
box on page 314,just choose the nameof the connection you want.

- Create a desktop shortcutfor your connection icon (the icon in the Network Con-
nections window)by right-dragging it out of the window and onto the desktop.
Whenyou release the mouse button, choose Create Shortcut(s) Here from the
shortcut menu. Now just double-click the shortcut whenever you feel the urge to
surf.

» Drag your connection icon shortcut onto the Quick Launch toolbar (page 99), so
that you can now getto the Internet with just oneclick.

GEM IN THE ROUGH
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this folder, ar the connection i Seen
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The Notification Area icon

While you're connected to your ISP, Windows XP puts an icon in the notification
area (Figure 9-6), reminding you that you're online. You can watch theicon light up
as data zoomsback and forth across the connection, Andifyou pointto it without
clicking, you'll see a yellow tooltip showing your speed and how muchdatahas been
transmitted,(If this little taskbar icon isn’t visible, take a momentto turn it back on,
as directed in Figure 9-6. You'll find it to be an important administrative center for
going online andoffline.)

 
 Figure 9-6:

Top: To make the notification area icon ap-
pear, right-click the icon for your connection
(Figure 9-3). From the shortcut menu, choose
Properties.

Bottom: At the bottom ofthe Generaltab,
you'll see the key feature, “Shaw icon in
notification area when connected.” Turn on
this option, and then click OK.
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Automatic Dialing
It's important to understand that when your PCdials,it simply opens up a connec-
tion to the Internet. But aside from tying up the phoneline, your PC doesn’t actually
do anything until you then launch an Internet program,such as an email program
or a Webbrowser. Byitself, making your PC dial the Internet is no more useful than
dialing a phone numberand then not saying anything.
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Therefore, using the Internet is generally a two-step procedure: First, open the con-
nection; second, open a program.

Beaee
bse 

Fortunately, Windowsoffers a method of combining these twosteps. You can make
the dialing/connecting process begin automatically whenever you launch an Internet
program.This way, you're saved the trouble of fussing with the connection icon every
time you want to go online.

Figure 9-7:
Left: “Connect automatically”

— | makes your PC dial whenever
Efe. | any ofyourprogramstries to

4 ga online.

anéLink Reageler2000 [Diefact LA) L| Right: ifyou can’t seem to get
WONEvieRenee online despite taking this step,

| | Choose Sattings if ystu need! ta configure = proxy |] open the internet Optionspro-server for a cemmection,

i | Co tevet dat a connection 2} gram in the Controf Panel. Click
Always dial my deleult connection
Current Earthik rogeterzoau

that “Never dial a connection”
isn’t selected: choase one of the

1) bDial whenever a network connectionfswe : : t the Connections tab. Make sure

J tony dotnet adenine nee other options. (That's an option
Soeioeenccan coe EE forpeople wholike to establish
i _ thoes Sottnge stovefavupsotings ne the internet connection manu-

: ore : ally before opening an internet
program like a Web browser.)

 
To turn on this option, just open your Web browserand try to Web surf. When the
PC discoversthatit’s not,in fact, online,it will display the Dial-up Connection dialog
box at left in Figure 9-7. Turn on the “Connect automatically” checkbox, and then
click Connect.

From now on, whenever you usea feature that requires an Internet connection, your
PC dials automatically. (Examples: specifying a Web address in a window’s Address
bar, clicking the Send and Receive button in your email program,clickinga link in
the Windows Help system,and so on.)

Disconnecting
The trouble with the standard dial-up Internet connectionis that, unless you intervene,
it will never hangup.It will continue to tie up your phoneline until the other family
members hunt it down, hourslater, furious and brandishing wire cutters.

Therefore,it’s worth taking a momentto configure your system so thatit won't stay
online forever.

Disconnecting manually
When youre finished usingthe Internet, end the phone call by performing one of
the following steps:  
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* Right-click the little connection icon on your taskbar. Choose Disconnect from
the shortcut menu (Figure 9-8, top).  

* Double-click the little connection icon on thetaskbar. Click the Disconnect button

in the Status dialog box that appears (Figure 9-8, bottom), or press Alt+D.

+ Right-click the connection icon in your Network Connections window. Choose
Disconnect from the shortcut menu.
 

Figure 9-8:
Top: The quickest way to hang up is to use the notification-
area icon. Right-click it and choose Disconnect from the
shortcutmenu that appears.

Bottom: You can also double-click the icon to vievy statistics Status
on yoursession so far, and to produce a Disconnect button
for hanging up.

Connection .
Status: Connected: td
Duration: cooc14||

S.GKbps | f |
 

: Received | ¢ |

Bytes:
Compression:
Ettors:  
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Disconnecting automaticaliy
You canalsoset up your PC to hang up the phone automatically several minutes after
yourlast activity online.

 
To find the necessary controls, right-click your connection-icon (page 310); from
the shortcut menu, choose Properties. In the resulting dialog box, click the Options
tab. Near the middle of the box, you'll see a drop-down list called “Idle time before
hanging up.” You cansetit to 1 minute, 10 minutes, 2 hours, or whatever.

Advanced Modem Settings
Because so many people consider the Internet such an important PC feature, Win-
dows XP lets you fine-tune its dialing, modem, and Internet settings to within an
inch of their lives. You should consider the rest of this chapter optional—or power-
user—teading.

To adjustthesettings for your modem’sdialing patterns, choose Start>Control Panel.
In Classic view (page 249), double-click Phone and Modem Options. (See Chapter
8 for more on the Control Panel window.) Theresulting dialog box (Figure 9-8, left)
consists of three majortabs, each serving important functions.
 

  
 
 

 
 

  
  
 
 
 
  
 

 

  

Figure 9-9:
Left: This dialog box
fas twopriorities: to  
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Right: Setting up a new
dialing rule.

 
Dialing Rules Tab
The Dialing Rules tab (Figure 9-9,left) is made for travelers. As you move from place
to place, you may windup in locations that have very different dialing requirements.
‘The area code may change, not to mention the requirementto dial 9 for an outside
line, the availability of touch-tone dialing, and so on.
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To set up the dialing rules for your currentlocation,click its name andthen click the
Edit button. The New Location box appears(Figure 9-8, right), bristling with enough
controls to make your modemsing, dance, and stand onits head.

General tab

Hereare the guidelinesforfilling out this dialog box:

* Location name, Country, Area code. These boxes inform Windows where you're
presently located. When your modem dials anothercity or country, Windows XP
will know when to dial a | (and a country or area code, when necessary) before
dialing.

+ To access an outsideline for local/long distance calls. In many offices and hotels,
you must dial a number (usually 8 or 9} to get an outside line. If you enter num-
bersinto these text boxes, Windowswill dial them before the regularly scheduled
Internet number.

+ Use this carrier code to make long distance/international calls, These options
specify the codes that you have to dial, even before the area code, when dialing
internationally. For example,in the United States, the long distance carrier code is
1. For international calls, the carrier code consists of the digits you dial before the
country code—to make international calls from the United States, for example,
the carrier code is 011.

* To disable call-waiting. If you have call-waiting service, thatlittle beep that an-
nounces anotherincomingcall can scramble yourInternet connection. Fortunately,
WindowsXP will be delighted to automatically disable call-waiting whenever you
use the modem.Turn onthis checkbox;from the drop-down listto its right, choose
from thelist of the commoncall-waiting disabling key sequences (*70, 70#, and
1170}. (If you don’t know which sequence works for your local phone company,
check the front of your phone book.)

When the modem disconnects from the Internet after your online session,call-
waiting automatically returns to the phoneline.

+ Toneor pulse dialing. Specifywhether your telephoneservice is touch-tone (push-
button)or pulse (as on old-fashioned rotary-dial phones).

Area Code Rules tab

It used to be easy to dial the telephone in America. Forlocal calls, you dialed a seven-
digit number. Calls to other area codes started with | and then the area code.

Notany more. Many metropolitan areas nowutilize ten-digit dialing—aninsidious
system that requires you to dial the full area code even for your next-doorneighbor.
Worse, some cities have several different area codes—notall of which require a 1+
area code dialing pattern. To confuse things further, in somecases, you dial only the
area code plus the seven-digit number.

  CHAPTER 9: HOOKING UP TO THE INTERNET
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To clue your modemin on the vagaries of your own area's area code practices,click
the Area Code Rules tab. From there, set up the dialing sequences for certain loca-
tions by clicking the New button to open the New Area Code Rule dialog box. The
resulting options (Figure 9-10) let you specify the area code and three-digit prefixes.
Click OK to return to the New Location dialog box. .

 
 

5
Figure 9-10:
This dialog box can handle any weird and convo-

dill Gry appl £6 calls iadto the areacode and prefix. | luted area code rule in your town. (if there aren't
Das SH DS hs Sei specialrules yet in your area,it’s only ¢ matter of

time.) When your localphone company changes
the rules, don’t forget to open this dialeg box and
explain the changes to your medem.

 

Ch Inotide'all the piefixets withinthis area code :
oeindllide onythe cratives ih the ist bald:
 

 

 

Include the areacode: 

   
Calling Card tab
If you, the shrewdtraveler, feel that there’s a better use for your money than paying
mostofit to your hotel’s $3-per-minute long distance scheme, this dialog box is for
you,It lets you train your modem to bill its calls to a calling card (Figure 9-11).
 

Note: Creating a calling card profile doesn’t mean you musi use it every time you use your modem.In fact,
you can choose whether or not to use the calling card each time you dial out 

If your calling card isn’tlisted, you can create a setup forit yourself, which Windows
then addsto thelist. Armed with the instructions from yourcalling card company,
click the New button, In the resulting dialog box, specify the card name, account
number, PIN, and so on.

Byclicking the Long Distance tab in the New Calling Card dialog box, you can specify
the steps neededto use the card for long distance. For instance, you may need to dial
a numberand then waitfor a tone that confirmsthat the numberhas been accepted.
In this dialog box, you can specify the number of seconds you want Windowsto wait.
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(You can set up the samekinds ofrules for international and local calls by clicking
the appropriate tabs.)  
Once you've set up a calling card, it becomespart of one of these dialing rules. Now
when you wantto go online, you'll be able to bill your modem calls to your calling
card on a case-by-casebasis.

 

 
Figure 9-71:
Windows XP already knows aboutthe dialing
requirements for most major calling cards, GeneraliAreaCodeRules!
When you choose one from the Card Types FE ~~
list box at top, Windows XP automatically fills E Select the calling card you wil use, or click New to adda different card.
in the fields at the bottom with the correct Fi Card Types: 
information, On the remote chance you can't a cm
find di ia th i. | © Calling Card vie 0‘he your Own cara, fust iype in the necessary : _| © Carte France Telecomialing codes manually. a | © CLEAR Communications (New Zealandi

| © Globai Card (Taiwan to USA)
© MCIDiteetDialvia10102221:
OMCi via0102220

__ New. 1

- Personal IO Number (Pin}: [4228638  eAcces phate iuumbers fapanneerence
P Long distance valle: 2010222 °°

Intémmational calls! 7” 1oid2ga 
Local cals:

    
 

To doso, start by double-clicking your connection icon (Figure 9-4). Whenthe dialog
box shown at left in Figure 9-4 appears, use the “Dialing from” drop-down list to
choose the nameofthedialing-rule setup that contains yourcalling card configura-
tion. Now click Dial to start yourcall.

Modems Tab

All the preceding discussion concernsonly thefirst of the three tabs in the Phone
and Modem Options program. The secondtab,called Modems,is simply a list of the
modemscurrently connected to your PC. (Mast people not in Oprah’s tax bracket,
of course, see only one modemlisted here.)

Double-clicking the name of your modem opensits Properties dialog box, which
bursts with technical parameters for your modem,In general, you'll need to visit

 

CHAPTER 9: HOOKING UP EASHEINTERNET 1007 ‘ Page 332



HP Inc. - Exhibit 1007 - Page 336

 
 
 

 

 
 
 
 

  

these dialog boxes only when troubleshooting, following the instructions of some
telecommunications geek from your modem company. Two of them, however, are
more generally useful:

» Change the speaker volume. The modem modem may have revolutionized com-
puter communications,but the squealing soundsitmakes could wake the dead—or,
worse, the spouse. To turn the speakeroff, so that you no longer hear the shrieks
every time youdial,click the Modem tab (Figure 9- 12), and then drag the Speaker
volumeslider to Off.
es

Tip: Theslider affects the speaker volumeonly while it's dialing and making 2 connection to another com-
puter. After the connection is established, the speaker always goes silent, so you dont haveto listen to alt
the squawking noises that indicate data transmission.

 

Figure 9-12:
The Modem tab of the Modem Properties dialog box.
Manypeople, perhaps thinking wishtully, set a speed
higher than the modem’s rated speed. Unfortunately, the
speed doesn't actually improve as a result,
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+ Wait for the dial tone before dialing, This checkbox (also on the Modem tab,

as shown in Figure 9-12) is normally turned on. If you travel abroad with your
laptop, however, you may experience trouble connecting if the foreign country’s
dial tone doesn’t soundthe sameasit does back home. Turning off this checkbox
often solves the problem.

Advanced Tab (of Phone and Modem Options)
These controls, too, are extremely advanced optionsthat you'll never need to adjust
except in times of intense troubleshooting.
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--:CHAPTER

Security, Firewalls,
and Service Pack 2

After all, it’s the Internet that lets all those socially stunted hackers enter our
machines, unleashing their viruses, setting up remote hacking tool, feeding us

spyware, and otherwise making our lives an endless troubleshooting session.It sure
would be nice if they'd cultivate some other hobbies.

Lit weren't for that darned Internet, personal computing would be a lot of fun.

In the meantime, these people are doing astronomical damage to businesses and
individuals around the world—alongthelines of $100 billion a year (the costto fight
viruses, spyware, and spam).

A big part of the problem was the design of Windows XPitself. In the quaint old-
fashioned days of 2000, when XP was designed, these sorts of Internet attacks were
far less common. Microsoft left open a number of back doors that were intended for
convenience (for example, to let system administrators communicate with your PC
from across the network) but wound up being exploited by hackers.

Finally, in the fali of 2004, Microsoft released Service Pack 2 (SP2), a gigantic, multi-
megabyte bundle of patches, fixes, and security reinforcements designed to makeit
increasingly difficult for the bad guys to do their thing. The company devoted enor-
mous amounts of time and resources to this project, so much that the next version
of Windows, code-named Longhorn, was delayed by nearly a year.

‘Today, every new Windows computer comes with Service Pack 2 preinstalled. If
you have an older PC, the Automatic Update feature (page 331) probably offered
the Service Pack 2 download to you sometimein the fail of 2004. (If not, you can
downloadit manually, in the form of somethingcalled the Network Install, or order
a free CD, from www.microsoft.com.) To find out if you haveit, see the instructions
in Figure 10-1,
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This chapter covers Service Pack 2 in detail, including what it does and does not do
for you. But the central idea behind Internet security for Windows(and mostof the
point of Service Pack 2) 1s that everyone should install and maintain three pieces of
software for protection:

 
   

 

 
Figure 30-1:
To seeifyour PC has Service Pack 2

tomaticUpdates | -| installed, right-click My Computer. From the
ameHardware|Advanced.|| shortcut menu, choose Properties, On the
eteeelionelttent General pane, you'll see the phrase “Service

“Pack 2,.as shown here by the cursor.
“General [—”Computer Name

System.
Microsaft Windows XP
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Version 2002
Service Pack 2

Registered to:
dp

Manufactured end supported by: Dell Computer Corporation -
Dell DIMENSION DIM4550

fe trite] vey
: Pefiim(A] 4 CPU 240GHe

2.39 GHz, 512 MB of RAM 

fewi

|
|

| $5276-012-1599081 22242
|

|

|
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- A firewall, which is a hardware or software shield that protects your PC from
unsolicited Internettraffic.

+ Antivirus software, whichis frequently updated to protect you against emerging
viruses as they're written.

» Anti-spyware software, which helps you clean out your PC-once some Web page
hasinstalled spyware without your knowledge (see the box on the facingpage). 

It’s impossible to overstate the importance of installing and maintaining these three
sorts of protection software and keeping them up to date (afterall, the hackers aren’t
resting either), An anti-spam program is a good idea, too (see Chapter 12).
Unfortunately, all of this means that owning a Windows PC now requires a lot more
fiddling, maintenance, and administrative work. In fact, one study showedthat just
installing Service Pack 2 “breaks” something on one out of 10 PCs, meaningthatyou
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have to either replace or tinker with one program or another.In a few rare cases, the
computer won't even turn on after the installation.
i

Tip: This chapter walks you through troubleshooting the thing. But remember that, as a last resort, you can
alwaysuninstall Service Pack 2.It shows upas a listing in the Add or Remove Programs Control Panel, just
like any other program you've installed (see page 255). 

In these regards, the softwareterrorists have scored a victory. Even so, you really have
no choice; maintaining these programsis the only wayto be relatively confident that
your PC won't be attacked—an event that could be far more disruptive than the
preventive efforts described on the following pages.

Security Center

Once you've installed Service Pack 2, your Control Panel contains a new icon called
Security Center.It’s an easy-to-understand status report on three importantsecurity
features; Firewall, Automatic Update, and Virus Protection. [If any of these are turned
off, dire messages appear on your screen at startup and as balloonsin your notifica-
tion area (Figure 10-2, top).

Note: So wiryisn't there a Spyware panelin the Security Center? Excellent question, Unfortunately, only the
engineers at Microsoit know the answer.

As you can see by Figure 10-2 at bottom,the Security Center is primarily just a status
dashboard; the big ON or OFF “lights” are just indicators, not clickable buttons. But
it does contain links to numerous help screens, online resources, and other parts of
Windowsthat let you control its three central functions.
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Note: |f you're using Windows XP Pro in a corporation where a highly trained network administrator is in
charge, you mayfind that you can’t make any changesin the Security Center or Windows firewall. Protecting
your PC,in this case, is somebodyelse’s jab. ‘ 
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The Windows Firewall (and Others)

If your machine connects to the Internet, it really should have a firewall. Lf it’s con-
nected to the Internet full-time, as with a cable modem or DSL,it really really should
have a firewall. Mostof the people who havefallen victim to snoopingattacks from
the Internet are people withouta firewall.

 

Here are three ways to get yourself a firewall: 
A Hardware Firewall (Router)
A router is an inexpensive boxthatdistributes the signal from a single cable modem (or
DSL) to one,four, eight, twelve, or more computers on your network. As a delicious
benefit, most routers these days contain a built-in firewall. The beauty of a hardware
firewall like this is thatfirst of all, it’s always on, and secondofall,it protects the entire
computer simultaneously.
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In the following paragraphs, you'll be reading about softwarefirewalls. But a hardware
firewall is even better. Some people, in fact, buy a router even if they don’t intend
to share the cable modem’s signal with other PCs—theygetit just for its frewall
protection.

 
In general, in fact, you can pretty much tune out ofthe following firewall discussion
if you're protected by a hardware firewall. Thatis, unless:

* You're on a small-office or home network. In this case, your router will protect
your network from nastiness coming in from the Internet—but a software firewall
can protect your PC from other PCs on your network.If little Timmy up in his
bedroom downloads somevirus-infested bit offile-swapware, your machinewill
still be safe.

* You use a laptop, and you travel with it. Ifyou carry your machine around,it may
be worth using a software firewall, because when you're away from your home,
you'll no longer be protected by your router.

Ifyou're confidentthat your hardware routeris all you need, then you'll have to turn
offthe Windowsfirewall, which means whistling past a warningthatsays, “Turning off
Windowsfirewall may makethis computer more vuinerabletoviruses and intruders.”
Thanks to yourrouter, that’s not actually true.

The Windows Firewall

Windows XP hasincluded firewall software from the very beginning(it used to be
called Internet Connection Firewall). Unfortunately,in the original WindowsXP, the
firewall’s factory setting was Off, and finding its deeply buried On switch required
three weeks andtheassistance of a sherpa.(“It’s like we gave you a car with seat belts
that werereally well hidden,” admits a Windows product manager. “You hadto open
a secret panel and press three buttons to make them appear.”)

In SP2, you can’t miss the presence of the firewall. It comes already turned on, and,
if it somehow gets turnedoff, the Security Center offers a direct link to the Windows
Firewall control panel. (Ofcourse, you can also openit at any time by choosing Start
Control Panel->Windows Firewall.) 

All aboutports
Now,if you really wanted complete protection from the Internet, you could always
just disconnect your PC from the modem.Ofcourse, that mightbealittle too much
protection; youd be depriving yourself of the entire Internet.

Instead, you can open individual ports as necessary. Ports are authorized tunnels in
the firewall that permit certain kinds of Internettraffic to pass through: one apiece
for email, instant messages, streaming music,printer sharing, and so on.(Part ofwhat
madethe original Windows XP so insecure was that Microsoft left a lotofthese ports
open,to the delight of evildoers online.)

On a computer with Service Pack 2 installed, far more of these ports are left open
and exposed to the Internet than before. (Microsoft has equipped the firewall with
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ready-to-use tunnels for several exceptions: the Files and Settings ‘Transfer Wizard;
File and Printer Sharing; your local, in-house network: America Online; EarthLink;
and your computer’s FireWire connector, if it has one.)

ce
oceee 

The Windowsfirewall workslike this: Each timea piece of softwaretries to get onto
the Internet, the Windowsfirewall will pop up a dialog box that jets you know. As
shown in Figure 10-3, Windows wants to know if it's OK for this piece of software
to burrow through the firewall to go aboutits business. ‘The golden rule: If you rec-
ognize the nameof the software (for example, an online game), go ahead and grant
permission by clicking Unblock. If you don’t (for example, PsatNetQuery.exe},click
one ofthe other two buttons.
 

Note: if you're an online gamer, you'll be seeing a lot of this dialog box. Internet attackers were especially
fond of using the ports that interactive online games open.

On the other hand, if you're using a public PC (in alibrary, say), you might never be asked permission. That's
because some administratorhas turned on the “Don't allow exceptions” option shown in Figure 10-4 at top.
That means, “No holes in the firewall, ever. This is a public terminal, and we can’t permit God-knows-what
activity to corrupt our system.”

 
  
 
 

 
 
 
 
 

  

 

Figure 10-3:
When @ new program wants to get
online, this box appears, Click Unblock to
open a port through the firewall, which
will close each time you finish using the
program.Click Keep Blocking if you don’t
even know which program is doing the
asking. And click Ask Me Later ifyou want
to denypermission this time, but you
want to be asked again the next time you
run the program.  

If you grant permission,then each time you use that software, Windowswill briefly
open up a special port for that kind ofactivity, and then seal the port closed again
when you're finished.

The exceptionslist
Whenthatlittle Security Alert box opens up,there will be times when you make the
wrongdecision. You'll deny permission to somethingthat looks fishy, and then find
out that one of your programs nolonger works. On the other hand, maybe you'll
approve something that has a recognizable name, and then you'll later find out that
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it was actually a trick—an evil program deliberately named in order to get your ap-
proval. That, unfortunately,is life in the Windowsfast lane.

Fortunately, you have a second chance. At any time, you can take a look at the list
of authorized holes in your Windowsfirewall, using the WindowsFirewall control
 

Figure 10-4:
Top:Here, in the new Windows Firewall control
panel, you can turn the Windows firewall on
or off, You should turn it off (despite the stern
warning) iyou're using a non-Microsoft firewall
(like Zone Alarm).

Bottom: The Exceptions tab and the Advanced
tablist all ofthe programs andports that
Windows Firewall is permitted to open-—but only
when these programs are actually requesting
Internet access. These are holes in your firewall
thatyou or Microsoft has deemed to be safe.
Use the checkboxesto temporarily turn excep-
tions an or off; use the Delete button to get rid
of them entirely. 
 

‘windows Firewall helps pratect your computer by preventing unauthorized users
hom gaining access to pour computer through the Intemet or a rraturorke,

@ On (recommended)

This setting blocks all outside sources fom connectingto this
computer, with the exception of those selected on the Exceptions tab,

E] Don't allaw exceptions
Selectthis when you connect to public networksin lass secure
locations, such as airports. ‘You will not be notified when Windows
Firewall blocks pragrams. Selections on the Exceptions tab wii heignored,

<3 OF(not recommended}

Avoid usingthis setting. Tuming off Windows Firewall may make thiscomputer more vulnerable to viluses and intruders,

‘what else should L know about Windows Firewsl?

4 Cancel ;

Windows Firewall is blocking incoming network, connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work better but mightincrease your security risk,

Programs and Services:
Zz

|halFile ard Printer Sha og
| Clievaw
| Microsoft Broadband Network Ltihty
i Microsoft Broadband Networking Setup
i Microsoft Broadband Networking Trayi teraantANN

Add Program... | Add Port... Edi... Delete

Display a notification when Windows Firewall blocks 3 program

|}|ijiii
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What are the tiskof allowing excentions?
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330,

panel (Start—>Control Panel—>Windows Firewall).When youclick the Exceptionstab,
you see somethinglike Figure 10-4 at bottom:a list of every program that has been
granted an open portin the firewall.
Usingthis list, you can also add a program manually (rather than waitingforit to ask
permission at the time of launching). To do so,click the Add Program button, and
choose the program’s namefrom thelist that appears.

Similarly, you can openindividual ports by number. Click Add Port; you'll be asked to
typein a nameforthis exception (anything you want) andto typein the port number.
In this situation, Microsoft assumes that you know the port number, either because
somebodygaveit to you, because the manual for somepiece of software providesit,
ot because youre just a super-smnart geek,

Other Software Firewails
For all its convenience and its excellent price ($free), the Windows firewall hasa sig-
nificant drawback:It’s only one-wayprotection. It blocks attacks from the outside,
but doesn’t stop spyware (once your PC has been infected) from sending data out.
That’s why many PC fansoptfor a sturdier firewall, like the equally free but far
superior Zone Alarm (www.zonelabs. com). Zone Alarm protects your PC from both
incoming and outgoing data.

Unfortunately, installing a non-Microsoft firewall creates a few complications of
its own.If you're using a big-name firewall program like Zone Alarm, Windowsis
smart enough to take notice, turn off its own built-in firewall, and step out of the
way. (Having two software firewalls is asking for trouble, as your programs may not
be able to get onlineatall.)

Butif you're using a lesser-known firewall program, or one that you got before SP2
came out, the Security Center might not recognizeit. In that case, it’s your responsi-
bility to manually turn off the Windows firewall so it doesn’t conflict-—or to update
yourfirewall software to a version that’s Security Center—savvy.

Virus Software

Windows XP SP 2 also direly warnsyouifyouhave no antivirus software installed—but
unlike the firewall example,this time Microsoft doesn’t provide any. TheVirus Protec-
tion feature,it turns out, is not an inoculation but simply an alert.

However, if you click the Recommendations button (visible in Figure 10-2), you're
taken online to a Web pagefilled with free time-limited trials of various antivirus
programs.
 

Tip: Someantivirus programs notlisted by Microsoft on this page aren't just trials—they’te actually free.
For example, at www.grisoft.com, you can download AVG Free Edition, which is free antivirussoftware.It's
a welcomealternative to better known but much more expensive products like Symantec Antivirus and
McAfee VirusScan,
ee
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Once you've installed antivirus software, the Security Center will smile on you with
a happy green ON “light” next to the Virus Protection heading.(‘Thatis,it will if it
recognizes the antivirus software. As with firewall software, lesser- known brands and
versions released before Service Pack 2 may not be recognized.)

You'll have a much morerelaxed computinglife once you've protected your PC with
this kind of software. Considerantivirus softwarepart of the cost of doing business,
and rememberthatyou are the best defense againstviruses. Don’t open email attach-
ments, No matter how juicy they look.

Automatic Updates
It might comeas a surprise to you that most Internetattacks don’t occur whenonline
lowlifes discover a hole in Windows’ security. As it turns out, they’re not quite that
smart.

Instead, what usually happensis that Microsoft discovers the soft spot. (Actually,
some super-brainiac researcher usuallyfindsthe hole, and then notifies Microsoft.)
Microsoft then puts together a security patch, which it releases to its millions of
customers to protect them.

 

  

Figure 10-5:
ifyou turn an Windows XP's guto-up-
date-installation feature—and Microsoft is
practically frantic thatyou do so—you can
ask to be notified either before the software
patch is downloaded(third choice) or after

updates fo be updated and then installed
automatically, on a schedule that you : :
specify (top choice}. i) @ Automatic (recommended)

computer and install them:penrn a

[Every day at [3:00 4M

©) Notify me but don't automatically download or install them,

2} Turn off Automatic Updates.

updates regularly,
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eacee The hackers and viruswriters learn aboutthesecurity hole by studyingthepatch. They
jeap on the information and create somepiece of evilware in a matter of days—yes,
after Microsoft hasalready written software that closes the hole.
So how can PCsget infected after Microsoft has already created a patch? Because it
takes weeks or monthsfor Microsoft’s patch to get distributed to all those millions of
customers. The hackers simply beat Microsoft to your PC’s front door.

The painful part is that Windows XP already contains a mechanism for download-
ing andinstalling Microsoft's patches the very day they becomeavailable.It’s called
Automatic Updates, andit’s yet another icon in your Control Panel (Figure 10-5).
Now, any patches or updates that Microsoft wants to send your way arealso avail-
able for do-it-yourself download andinstallation at http:// windowsupdate. microsoft,
com (or choose Start->All Programs—Windows Update;if you're already surfing in
Internet Explorer, you can also choose ToolsWindows Update). As a bonus, this
site also reports exactly which bugs are fixed in each update, -usually using fairly
technical language.

Furthermore, whereas Automatic Update offers you only security-related patches,the
Windows Update Web page also offers updates that speed up your PC, offers new
features, updates Windows MediaPlayer, and so on.

But a patch won't do you any good if you don’t know that it exists. So Automatic
Update presents four options, as you can see in Figure 10-6. They correspond to four
levels of trust people have in Microsoft, the mothership:

+ Automatic (recommended). Translation: “Download and install all patches auto-
matically. We trust in thee, Microsoft, that thou knowest what thou do-est.” (All of
this will take place in the middle of the night—or according to whatever schedule
you establish in the control panel—soas notto inconvenience you.)

+ Download updates for me, but Jet me choose when to install them. The down-
loading takes place in the background, and doesn’t interfere with anything you're
downloadingfor yourself. But instead of installing the newly downloadedpatch,
Windowspausesto get your permission,as shown in Figure 10-6.
This option gives you the chance to conduct a quick search on Google to see if
anyone has had trouble with this particular patch.If the coastis clear, then you
can optto install,

- Notify me but don’t automatically download or install them. When Windows
detects that a patch has becomeavailable, that yellow ! shield icon appears in your
system tray,like the one in Figure 10-6. Click the icon to choose which updates to
download.

When the downloadingis over, the yellow ! shield appears again in your system
tray, this timetelling you that the updates are ready for installation. From this
pointon,the cycle goes exactly as shown in Figure 10-6.
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Tip: Consider this settingifyou're a laptopper. People whousethefully automated option have been known
to grab their laptops and head to the airport, only to discoverthat they're midway through a 25-minute
Service Packinstallation. Leaving yourlaptop on as you passit through the X+ay machineis never a good
way to make friends with the security staff,

 
 

 
Figure 10-6:
The life cycle ofan Auto-
motic Update on a PC where
‘Automatically download and
install updates” is not turned (3) Updates are ready for your computer
on. Glick here to install these updates.

Top: When Windows finds an
update, a notification balloon
lets you know, complete with
a yellow ! shield icon.

Middle: ifyou click the
bafoon, you're offered yet an-
other choice. You can blindly
install whateverit is that Mi-

crosoft sent you (click Express

How doyouwantto installl updates? wee

 

  

install and then install), which me Express Install (Raccmmendad), we
is the busy person's solution. “1s The easy way to installupdatésthat’ ara-se abpbiable to. your‘Computer,“This wl
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really means “Show me a “oe Oo Custom Installalvanced)description ofwhatI'm about eon sa
to install.”

Bottom:in that case. this . Ces (ey ce |
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you a link to a Web page con-
taining really specific techno-
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case ofsecurity-fole patches,
you'll even see a Thanks To
list ofresearchers wha found

the holes to begin with.

ui may need be restart yourcomputerfer Ehe updatesta te

#4 security issue has been identified that could allaw an attacker to compromise a camputer running
‘Anternet Explorer and gain control ower it. You can help protect your computerbyInstalling this
update From Microsoft, After you install this item, you may have to restart your computer.

 
- |More information far this update can be found at bthor igo microsoft, com/fulink, Pinkie31851
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- Turn off Automatic Updates. Microsoft will leave your copy of Windows com-
pletely alone—andcompletely vulnerable to attacks from the Internet. This choice
is preferred by people wholike to fully research each patch beforeinstallingit (at,
for example, hftp://annoyances.org).

a rtsree = 

Microsoft hates when people choose anything but the first option, because it’s no
better than the old system (when hackersattackedafter a hole was patched butbefore
people hadinstalled the patch).
And now a few notes:

* You don’t get any notifications unless you're using an administrator-level account
(page 517). ,

- Some updates require that you restartyour PC. (Actually, you can decline Windows’
invitation to restart your machine, but of course the update won't take effect until
you do.)

- IfWindows XP reveals that an updateis ready to be installed, but you choose not
to install it, Windows makes the updater invisible on your hard drive (if it has
space). If, later in life, you decide that you really would like to have that particular
update, just click the “Offer updates again that I’ve previously hidden”link at the
bottom of the Automatic Update tab. Then, the next time youinstall an update,
those choices becomeavailable once again.

 

i

Tip: You can find a secord of the updates you'veinstalled (and even uninstal them, if you want) in the Start
Control Panel_>Add or Remove Programs program.But in SP2,they're hidden. (There used to be so many,
that peopte complained that their Add or Remove Programs fist was ridiculously cluttered.)
Tum onthe “Show updates” checkbox at the topof the dialog box to reveal the new “Windows XP -Software
Updates” category, which lists the individual patches and fixes you'veinstalled.

 
 

Spyware Cleaners
As noted above,the Security Center makesclear the importance ofinstallingfirewall,
antivirus, and automatic-update software—but weirdly, doesn’t even mention spyware
protection. Spyware detectors are generallyfree, so by all means consider one ofthem
to be partofyour essential PC toolkit. You might choose oneofthese highly regarded
programs, for example: , 

+ Ad-Aware. Free version available to individuals (and commercial versions for
corporations) at www.lavasoftusa.com

+ Spybot Search & Destroy. Free at www.safer-networking. org
Currentversions of commercial antivirus programs,including those from Symantec,
McAfee, and ‘Trend Micro,also include some spyware-cleaning functions.
Having a spyware cleaner available is especially important if you downloada lot of
programs from the Internet (this meansyou, file swappers).
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Tip: Here are four telltale signs that your PC has been infected by spyware: The computer suddenly slows
downa lot; internet Explorer doesn’t work right anymore; you get a lot of apparently irrelevant, nonsensical
efror messages; and the PC freezes up a lot.

These aresignals that you should run one of those spywareutilities, 

Other Miscellaneous Features

Ifyou're an active and with-it PC fan, your first reactiontoall ofthis discussion might
be, “Service Pack, Schmervice Pack. I already have antivirus software, anti-spyware
software, and a sophisticated firewall. DoI really need to install Service Pack 2?”

The answer is yes—if you want to feel safe. The three items listed in the Security
Center may representthe big-ticket changes in SP2, but they’re notthe only changes.
Microsoft also made hundreds of additional changes to make Windows XP more
secure in the modern era.

 

Geeky, Tweaky Changes
Manyofthese changesare generally invisible to you. They’re deep-seated code changes
designed to thwart hackers.

 

 
 

Here are just a few examples:

* The RPC service (remote procedurecall) lets a program on one computer run a
program on another by remote control. In the original Windows XP, if you can
believe it, Microsoft permitted anonymous RPC connections, meaningthat strang-
ers could wiggle into your computer. (Thisis, for example, how the Blaster worm
of 2003 caused such globai damage.) In Service Pack 2, anonymous connections
are no longer permitted.

+ Some viruses and Trojan horses did their damage by causing buffer overruns—they
basically filled up your memoryto the point of overflow, thereby incapacitating
your PC. In Service Pack 2, Windowsis designed to contain any program that
makes such an attempt.

* Before Service Pack 2, there wasa brief interval duringthe startup process when
the Windowsfirewall hadn'tyet kicked in. During those few seconds, your PC was
vulnerable to Internet invasion.

Fortunately, that window ofopportunity has been slammedshut. The firewall now
includes somethingcalled a boot-timefilter that protects the PC during startup
and shutdown.

Reinforcements in Internet Explorer
Service Pack 2 also introduces some small feature changes to Internet Explorer, the
standard Web browser.
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The pop-up blocker
As you can read in Chapter 11, there’s a new feature designed to pop-ups off your
screen—thatis, those infuriating advertisements that pop up in frontof, or behind,
the Web window you're actually tryingto read. Internet Exploreris probably the last
Web browser on Earth to offer a pop-up blocker,but betterlate than never. You can
find the details of the pop-up blocker on page 354.

The information Bar
An add-on, in Microsoft lingo, can be any bit of software that beefs up your Web
browser. Some examples:

+ Plug-ins, like the Flash or QuickTimeplug-ins that let you view online animations
and movies.

- ActiveX controls, little programs that can download and run right within your
browser window.

« Add-on toolbars, like the popular Google toolbar.
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Figare 10-7:
Top: The informatien
Bar appears automati-
callyjust underneath your
toolbars. (The first time,
a dialog box will callyour
attention to it) The bar’s
purpose:to let you know
about potentially insidious

wnsital sis Mah bore blue vs security violations in your
“The information Baralerts youwhan TatermetExplorar blacks browser.
pop-upiwiridow or lite download that mightnot be safe. [fa .
SWebraage dies hotdispla): properly, lock for the Information
Bat [neat the top. of your is

 

‘Bid you ‘notice the tn 

Bottom: When you dick
the information Bar,
you're offered the chance
to.see the pop-upjust this
time, to permit all pap-up
windows from this Web
site, install the question-
able program, and so on.
But unless you're sure
thatthe result is safe, you
should decline.
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The troubleis, any oftheselittle goodies might,in fact, be malicious. Before SP2, they
could install themselves behind your back (so-called “drive-by downloads”). Some
add-ons might be designed to simulate a Windows dialog box on yourscreen, for
example, tricking you into downloading spyware.

 

The bad guys will find it much more difficult to play such pranks from now on,
(which isn’t to say that they won't figure out another way to gum up your works).
Whenever a Website attemptsto install an ActiveX control, open a pop-up window,
or send a file to your PC, a new toolbar will appear to warn you. You've just met the
Information Bar (Figure 10-7).

The Information Barlets you know whatthe Website is attempting to do—andifyou
click the baritself, a shortcut menu offers you the chance to proceed (Figure 10-7,
bottom). But if you're not absolutely positive that the download,plug-in, or pop-up
windowis safe, you should decline.

The Add-ons Manager
Microsoft has also madeit easier for you to track and manage which plug-ins you've
installed in Internet Explorer. Just choose the ToolsManage Add-ons command.
As you can see in Figure 10-8,the resulting control center lets you turn add-ons on
or off individually, see (sometimes) where each one came from, and see how often
it’s been used.

Figure 10-8:
Browser add-ons are a frequent
source of Internet Explorer .

crashes, By turning certain f with the cperation oftiour brvivger:-Youcan disable. enable; 0: update add: 58, Discing-artnadé-cn
add-onsoff, you can greatly Hl MS might prevent some Webpages from‘working ee Loe ; j
speed up yourtrial-and-er-
ror troubleshooting process.
This box also fets you update
anyActiveX controls you've
installed, which is another way .
to keep safe and keep current ar Adobe Systems. cme Nelber Oaject AcrelEHelber* a rowser Helper Object AcrolEFavclient.ll
(To turn something off, use E Toolbar AcrolEFavclant.dll
the Show drop-down menu 4 Browser Extension
to choose “Add-ons that have 3) ' ite... Browser Extension
been used by internet Explorer. eS i Browser Helper Object GoogleDesktople.dil
Next, highlight an entry in the ty i Browser Extensionaolumn and check Dis- i i (Not verified) Mi... Browser Helper Object mnyviewer.cll
able, Also, pay close attention t ; BrowserExtensior:
to the “Publisher” column, a8
although it'll be blank for
many add-ons; you may wish
io designate certain software Cyan Ses
companies as trustworthy, and thencickDisable. Toupdate aa SPN Click here toupdate,ActiveX control. click & and then ica addonee
not others.) click UpdateActivelt: 0 icc ce ARSE
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Tip: Microsoft has beefed up Internet Explorer's defensesto a considerable degree. But if you'd like to avoid
aff of its weaknesses—rememberthat Internet Exploreris the Number } target ofInternet nastiness—consider
switching to a superior, more modern browser like Mozilla Fireiox (wwwmozilia.org). Thanis to its greater
speed,far superior interpretation of Web-page standards, tabbed windows, Pop-up blocker, auto-password
filtins, autoform fill-ns, easy-to-understand downloads window, and other features, youl never look back.

No more commandeered browser windows
Another way that Internet baddies have fun is to seize control of your browser win-
dow, displaying their own material in a window size that’s so big, it even covers up
your toolbars.
Once youinstall SP2, they can’t pull this particular stunt anymore. Scripts (programs
that make other programsdostuff) aren't allowedto resize or moveInternet Explorer
windows any more.

Attachment Blocking
Microsoft has spentyears pleading with people not to open attachments sentby email.
Nevertheless, people still blithely double-click attachedfiles, whichis how one virus
after another gets unleashed on their systems. Never underestimate the power of a
subject line that says “J Jove you,’ “Your refund check,” or “Anna Kournikova pics.”
eerie
Tip: Even seemingly innocentfiles like jpg photographs may turn out to be virus installers. The evildoers
simply name the file somethinglike “Flowerspg exe” (see the 42 spaces?).
You don't see the finalfilename extension, because tt doesn't fit in your email window. (You don’t even see it
in the icon’s name whenit’s on your desktop.) So you g¢ ahead and open it, and boom—you're infected.

Ifyou use Outlook Express for email, Internet Explorer for Web downloads, or Win-
dows Messengerfor chat, you'll now Andit a lot harder to open the kinds of files that
can harborviruses. (Ifyowre keeping score at home, that meansnotonly .exe files, but
also those with filenameextensions.ade, .adp, app, -asP, bas, bat, .cer, chm, .cmd,
.com,.cpl, .crt, .csh, xp, hip, -hta, .inf, -ins, isp, .its, js, .jse, Ash, Ink, .mad, -maf,
_mag, .maim, .maq,.mar, .mas, mat, .mau, .mav, .maw, ‘mda, .mdb, .mde, .mdt, amdw,
mdz, ansc, msi, .msp,.mst, .ops,.pcd, pif, .prf, pre,-pst, reg, scf, .sct, .sct, shb, .shs,
tmp,.url, .vb, .vbe, cvbs, .VsIMactos, .VSS, .VSt, .VSW, -WSs cwsc, .wsf, and .wsh.)
When sucha file arrivesasafile attachmentin Outlook Express, you'll find that you
can’t open or saveit (Figure 10-9). If you double-click the message to openit intoits
own window,a little info strip lets you know that thefile has been “blocked.”
Note: Thesoftware that blocks and quarantines these files isn't actually written into Outlook express, internet
Explorer, and soon. It’s now part of Windows, and those programsare simply tappingintoit. The point here is
that Outlook, Eudora, and other programs may eventually tap into the samefeature in successive versions.
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If youre really, truly sure that the attachmentis safe and virus-free (for example,if
you sent it to yourself from theoffice), here’s how you can unblock the attachment
and open it.

Figure 10-9: 
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 Choose Tools—>Options—>Security, In the resulting dialog box, turn off “Donot
allow attachments to be saved that could bea virus.” Click OK.

. If Microsoft could, it would send a lawyer through yourscreen at this point to
_ sign a disclaimer. Outlook Expressis no longer blocking your attachments. Youre

“> On your own now, pal.

.. Set the attachedfile free of Outlook Express.

Thatis, ifyou see the attachment’s icon (because you've double-clicked a message
to openit), drag the icon to any visible part of your desktop. Or right-click it and

choose Save As from the shortcut menu.

Je a little paper clip icon appears instead, click it to reveal the attachment’s
_- tame—and, while the little menu is open, drag the attachment’s icon to the

desktop. (Or, from thelittle menu, choose Save Attachments, and choose a folder
locationforit.)

Double-click the icon on your desktop.
A Security Warning dialog box may appear, as shown in Figure 10-10.
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4, Turn off “Always ask before openingthis file,”if you like, and then click Run.
The file opens normally, spewing viruses and spyware all over your PC, (Just
kidding.) If you turn off “Alwaysask,” you'll never be interrupted by the security
warning agai. :

 
re
Note: Aliernatively, you can right-click the file’s icon on the desktop and, from the shortcut menu, choose
Properties. In the dialog box, you'll see a button called Unblock. Clicking it is exactly the same as tuming
off “Always ask before openingthis file” as described in step 4. (Furthermore, clicking Unblock makes the
Unblock button itself disappear in future appearances of the Properties dialog box.)

Figure 10-10:
A lotofhoops to go through,just to open a file
attachment? You better believe it, baby. Five
years oftelling people, “DON'T OPEN ATTACH-
MENTS!"hasn't donethe trick apparently.

“fietobe bani
fiware. hom publishers. |
 

Picture Blocking
There are two kinds of graphics you might see in an email message:

- An imageattachedto the message, like a baby picture from your Aunt Ethel. (Out-
look Expressstill shows you this kind ofpicture,as long as you haven't turned on
the plain-text option described below.)

- A programmed reference to a graphic that’s actually sitting out on a Website
somewhere. When you open the message, Outlook Express fetches the graphic
and displaysit right in the message.

Or, rather, used to. The problem is that when an email program sendsits little
“Fetch hither yon graphic” message, the Web site that receives the signal now
knows that you've openedthe original message. Boom—yowre a gold nuggetfor
spammers, who will sell your valuable address to hundreds of other spammers
whoare delighted to learn thatthey've found another sucker.
So in SP2, Outlook Express no longerdisplays pictures that aren’t actually attached
to the messages.
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Tip: You can turn off this feature by choosing Tools—>Options—Security tab and turningoff “Block images
and other external content in HTML e-mail.”

And why would you want to? Because some perfectly safe messages may not look right withouttheir graphics,
that's why. (Some PayPal email messages, for example, use that fetch-a-graphic-from-a-Web-site technique
to display the PayPal logos.)

Troubleshooting Service Pack 2
If you're lucky, installing Service Pack 2 takes between 45 minutes and several
hours.

Ifyou're not, you maybein for a troubleshooting sabbatical, as your existing software’s
portholes to the network get sealed shut. Glitchiness seemsto be especially prevalent
in corporations, where, according to one study, one PC in 10 runs into trouble.

 
 
 
 

 
 

 
 
 

 
 

 

 

Microsoft has posted a list of several dozen common foundering programs—and ways
to fix them—at hitp://support.microsoft.com/default.aspx?kbid=842242, A number of
popular gamesand utilities are listed there.

But there may be worse problems. Some people can’t even start up their PCsafter
installing the service pack.

The best way to avoid problemsis to be slow and methodical before you install $P2.
Then proceed through the following checklist with all the care of an archacologist
unearthing a skeleton:

1. Check your hard drive for free space.

You need at least 500 megabytes of free space, or SP2 won't even install. (For
the speediest installation, defragment your hard drive first, as described on page
481.)

Tip: If your PC is your life—or yourjob,at least—you may want to take one additional, advancedstep:install

asecond copy of Windows XP, using the sort of dual-booting scenario described on page 635. Then instail
SP2 on the duplicate copy and test your most essential programs. This way, you'll know about any potential
crises before committing your “real” copy of Windows to SP2.

2, Remove spyware.

Use a program like Ad-Aware or Search & Destroy to make sure your PC is free
of these programs.

5. Visit the Web page of your PC manufacturer.

Search for information regarding SP2.It may turn outthatyour PC won't workwith
Service Pack 2 unless youfirst update your BIOS (basic input output system, the
built-in software that controls your keyboard, screen,disk drives, communications,
and so on). In that case, you would find, at www.dell.com or www.gateway.com (for
example), a BIOS updater program that youre supposed to download and run.
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6. Back up your stuff. 
At the very least, make safety copies ofyour photos, email, music, documents, and
so on. Thinkofit this way: Your PC is goingin for brain surgery, so ifyou can back
up yourentire hard drive, all the better. :

7. Visit the Windows Update Website.

If you neverdid install Service Pack 1, not to worry-—Service Pack 2 actually gives
you both software blobs. But a preliminary visit to www.windowsupdatecom is
nonetheless an important prerequisite. This Web site will actually interactively
inspect your PC to see what condition your copy ofWindowsis in.Ifyou're miss-
ing pieces, they'll befilled in for you—an importantstep before the big Service
Pack 2 installation.

Click the ExpressInstall link to begin. After a moment of computation,you'll see
a list of updates that Microsoft thinks you need, under the heading High Priority
Updates.Installing them now will ensurethat, whenService Pack 2 comes along,
your copy of Windowswill be everything the installer expects.

8. Uninstall your virus and firewall programs.
Installing Service Pack 2 on top of outdated utilities can result in two different
unpleasantside effects. First, the new Security Center doesn’t recognize ancient
versions ofthese programs.Second, your PC mightnot even be able to startup after
the installation, which is something of a drawback. (Later, after the installation,
put yourvirus and firewall programs back—updated versions, if possible—one
at a time.)

9. Log off everyone butyourself.

In other words,if you have Fast User Switching turned on (page 536), make sure
all the other accounts have been signedoff.

That about doesit.You should now bereadyto install SP2 successfully, whether from
the Windows Update Web page, a CD that you've ordered, or from the Automatic
Updates dialog box that appears on your screen one day.
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Web, Chat, and
Videoconferencing

and cranny of Windows XP. Links and buttons that spur your modem
into a dialing frenzy are everywhere: on the Help screens, in the Search

window, and even in the “Send error report to Microsoft?” dialog boxes that appear
after program crashes. Once you've got your Internet connection working (Chapter
9), you may find thatit’s easier to go online than it is not to.

I { icrosoft has gone to great lengths to integrate the Internet into every nook

The Internet offers dozens of different features, most of them graced with such
unhelpful, invented-by-government-scientists-in-the-sixties names as FTP, Telnet,
Gopher, and so on. But a few of the most popular Internet services are both easy
to understand and easy to use: the World Wide Web, email, online chatting, video-
conferencing, andfree phonecalls.

You can use whichever software you prefer for these finctions. To connect to the Web,
for example, experts rave about the free Mozilla Firefox (www. mozilla.org). To check
your email, use Eudora, Lotus Notes, and so on.

But most Windows XP users wind up using the Internet programsthat are built
right into the operating system: Internet Explorer, newly enhanced in Service Pack
2,3 Outlook Express for email; and Windows Messenger or NetMeetingfor chatting,
free long-distance “phone”calls, and teleconferencing. This chapter coversall of these
programs except Outlook Express, which is described in Chapter 12.

internet Explorer
Internet Explorer(or TE,as it’s often abbreviated) is the most famous Web browser on
earth, thanks to several years ofJustice-department scrutiny and newspaperheadlines.
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Dae acacoe m= Even with Service Pack 2, WindowsXP still comes with 1E version 6, which you can
' open in a number of ways: 

+ Choosingits name from the Start menu (either the left column or the All Programs
menu). 5 :

* Clickingits shortcut on the Quick Launch toolbar.
+ Choosing a Web site’s name from your Start—>Favorites menu (thatis,if you've

put favorites there).

- Typing a Web address—sometimescalled its URL (Uniform Resource Locator) into
a window’s Address bar. A Web page URL usually begins with the prefix Attp://,
but you can leave that part off when typing into the Address bar.

* Clicking a blue, underlined link on a WindowsHelp screen.

. and so on,

As you can see in Figure 11-1, the Internet Explorer windowisfilled with tools that
are designedto facilitate a smooth trip around the World Wide Web.

 
Standard Buttons bar Address bar Links bar Explorerioga Figure #1-1-

 
The internet Explorer win-
dow offers tools and fea-
tures that let you navigate
the Web almost effortlessly;
these various toolbars

a eg Co and status indicators are
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Address bar, which displays
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Browsing Basics and Toolbars
Navigating the Web requireslittle more than clicking buttons or those underlined
blue phrases, as shown in Figure 11-1.
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Whenyou click an underlinedlink (or hyperlink), yowre transported from one Web
page to another. One may bethe home page of General Motors; another may contain
critical information abouta bill in Congress; another mighthave babypictures posted
by a parent in Omaha.Several hundred million Web pages await yourvisit.

Around the edges of any Web page, as well as within it, you'll encounter standard
Internet features. For example:

: Explorer logo. Whenthis globe is spinning, your PCis still downloading(receiv-
ing) the information and graphics on the Web page. In other words, you're not
seeing everything yet.

+ Button and picture links. Clicking a picture or a button generally takes you to a
new Web page.

+ Text links. Clicking a link takes you to a different Web page (or a different place
on the same Web page). |

Tip: Text links aren’t always blue and underlined. In fact, modern Web designers sometimes makeit very
difficult to tell which texé is clickabie, and which is just text. When in doubt, just move your cursor over some
text. If the arrow changes to a pointing-finger cursor, you've found yourself a link.

» Actually, you can choose to hideaff underlines, a trick that makes Web pages lookcleaner and more attractive.
Underlines appear only when you point to a link (and wait a moment). If that arrangement appeals to you,

- open Intemet Explorer. Choose Tools—sintemet Options,click the Advanced tab, scroll down to “Underline
links," select the Haver option, then click OK, 

-’* Graphics worth saving. When yousee a picture you'd like to keep, right-click it
and choose Save Picture As from the shortcut menu. After you namethepicture

"and then click the Save button,the result is a new graphicsfile on your hard drive
containing the picture you saved. (You can also choose Set as Background, which
makes the picture part of your desktop imageitself.)

-.* Scroll bars. Use the scroll bar to move up and down the page—orto save mous-
ing, press the Space bar each time you want to see more. Press Shift+Space bar to
scroll up. (The Space bar hasits traditional, space-making function only when the

: insertion pointis blinking in a text box or the Address bar.)

"You canalso press your up and down arrowkeysto scroll. Page Up and Page Down
scroll in full-screen increments, while Home and Endwhisk youto the top or bot-
tom of the current Web page.
 

Tip: \f you have a mouse with a scroll wheel on the top, you can usethe roller whee! to scroll the page,
-t00.
 

Internet Explorer Toolbars
‘Many of Internet Explorer’s most useful controls come parked on toolbars exactly
like those described in Chapter 2. You summonorhide these toolbars the same way,
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too: by choosing their names from the View—Toolbars submenu. Here’s what you'll
find on each.
a

Tip; Drag the tiny “grab bar” at the left end of a toolbar up or down to rearrange the bars' vertical stacking
order. You can evendropthis grab barhalfway across another too!bar, thus placing two toolbars side-by-side
on the same horizontalstrip.

The Standard Buttons toolbar
This toolbar, identified in Figure 11-1, contains the buttons that most people use
for browsing most of the time. Some of them lack text labels, but all offer tooltip
labeis:

+ Back button, Forward button.Click the Back buttonto revisit the page you were
just on. {Keyboard shortcut: Backspace, or Alt+left arrow.)

Once you've clicked Back, you can then clickthe Forward button (or press Alt+right
arrow)to return to the page you were on before you clicked the Back button.Click
the tiny black triangle for a drop-down list ofall the Web pages you've visited dur-
ing this online session.

+ Stop button.Clickto interrupt the downloading of aWeb page you've just requested
(by mistake, for example). (Keyboard shortcut: Esc.)

+ Refresh. Click if a page doesn’t look or work quite right, or if you wantto see the
updated version of a Web page (such as a stock ticker) that changes constantly.
This button forces Internet Explorer to redownload the Web page andreinterpret
its text and graphics.

- Homebutton. Click to bring up the Web page you've designated as your home
page (see page 356).
pt

Tip: You can rearrangethese buttons,delete some, or add additional function buttons, by choosing View
Tootbars~»Customize,For details on operating Microsoft's toolbar-rearrangement window,see page 89.aeee

The Information bar

This yellow strip, new in Service Pack 2, lets you know what's going ori with pop-up
windows and naughty plug-ins. For details, see page 336.

The Address bar

Whenyou type a new Web page address (URL)into this strip and press Enter, the
corresponding Web site appears.(If only an error message results, then you may
have mistyped the address, or the Web page may have been moved ordismantled—a
relatively frequent occurrence.)

Because typing out Internet addressesis so central to the Internet experience and such
a typo-pronehassle, the Addressbar is rich with features that minimize keystrokes.
For example:
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* You don’t have to click in the Address bar before typing; just press Alt+D.  + You don’t haveto type out the whole Internet address. You can omitthe http://www
and .com portions by pressing Ctrl+Enter--which makes Internet Explorerfill in
those standard address bits for you. To visit Amazon.com,for example, a speed
freak mightpress Alt+D to highlight the Addressbar, type amazon, and then press
Ctrl+Enter.

+ Even without the Ctrl+Entertrick, you can still omit the http:// from any Web
address, since Internet Explorer addsit automatically, (Most of the time, you can
omit the www, too.) To jump to today’s Dilbert cartoon,type dilbert.com and then
press Enter.

» When youbegin to type into the Addressbar, the AutoComplete feature compares
what youre typing againsta list of Web sites you've recently visited. IE displays a
drop-down list ofWeb addresses that seem to match whatyou're typing. To spare
yourself the tedium of typing out the whole thing,just click the correct complete
address with your mouse, or use the down arrow key to reach the desiredlisting
and then press Enter. The complete address you selected then popsinto the Ad-
dress bar.

(To make Windowsforget one of the Web sites youvevisited recently, highlightit
in the drop-down AutoCompletelist and then press your Delete key. Or, to make
Windowsforgetallof the sites you've seen, choose Tools—Internet Options,click
the General tab, and then click the Clear History button.) Tip: |E can also rememberuser names, passwords, and other information you type into Web pagetext boxes

(forms). You can turn on this feature by choosing Tools—internet Options, clicking the Content tab,clicking
AutoComplete, and turning on the appropriate checkboxes. Oryou can just wait for Internet Explorer to invite
you to turn it on, via a littie dialog box that appears when you first type somethinginto such a form. Having
your browser rememberthe names and passwords for your various Websites is a great time and memory
saver, even thoughit doesn't work on all Websites.

When you wantInternet Explorer to “forget” your passwords—for security reasons, for example—choose
Tools—internet Options, click the Content tab, click the AutoComplete button, and then click Clear Forms
and Clear Passwords. 

* Press F4 (or use the drop-down list at the right end of the Address bar) to view
a list of URLs you've visited during this browsingsession.(Thelist drops down
from the Address bar.) Once again, you can click the one you want—orpress the
up or down arrow keys to highlight one, and the Enter keyto selectit.

You can also type a plain English phrase into the Address bar. When youpress Enter,
IE does a Web search for that term and opens up the first Web page that seems to
contain what you're looking for. At the same time, the Search pane appears at the
left side of the browser window,offeringa list of other Web sites that seem to match
your query.

 

CHAPTER 11: WEB, CHAT, AND VEAPIncE
CING 3a7-

P Inc. - Exhibit 1007 - Page 361 we



HP Inc. - Exhibit 1007 - Page 362

 

 

 

 

 

 

 

348

a

Tip: For more control over which search site Internet Explorer uses, download TweakUl, a free Microsoft
utility that comes with Powertoys (which youis described in more detail on page 662). After installing the
Powertoys, choose Start—sAll Programs—Powertoys for Windows XP-3TweakUl. Click Internet Explorer in
the list at left, and then click Search.

You're offered the chanceto create little keywords that, when they precede your search term, will direct
Windowsto a certain search page. You could set up gg/ to mean Google, for example. Thereafter you could
type gg! Hamas into the Address bar to make Internet Explorer search for “llamas” at www.google.com. 

The Links toolbar
‘The Favorites menu described on page 658 is one way to maintain a list ofWeb sites
you visit frequently. But opening a Web page listed in that menu requires two mouse
clicks-—an exorbitant expenditure of energy. The Links toolbar, on the other hand,
lets you summona few,very select, very favorite Web pages with only one click.
Figure 11-2 illustrates how to add buttonsto, and remove them from,this toolbar.
It’s also worth noting that you can rearrange these buttons simply by dragging them
horizontally.
npa

Tip: As shownin Figure 11-2, you can drag a jink from a Web page onto your Links toolbar. But you can aiso
drag it directly to the desktop, whereit tums into a special Internet shortcut icon. To launch your browser
andvisit the associated Web page, just double-click this icon whenever you like.

Beiter yet, stash a few of these icons in your Start menu or Quick Launch toolbar for even easier access.
(if you open your My Computer->C:drive—Documents and Settings{Your Name]—>Favorites folder,
moreover, you'll see these shoricut iconsfor aff your favorite links. Feel free to drag them to the desktop,
Quick Launch tooibar, Links teolbar, or wherever you like.)

 

 

 
 
 

Figure §1-2:
Once you've gotajuicy Web page on the screen, you
can turn if into @ Links icon just by dragging the tiny
Explorer-page icon from the Address bar directly onto the
Links bar, as shown here. (You can also drag anylink,
like a blue underlined phrase, from a Web page onto the
toolbar.) To removea button, right-click it and choose
Delete from the shortcut menu.
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Status Bar
Thestatus bar at the bottom of the windowtells you whatInternet Exploreris doing
(such as “Opening page...” or “Done”). When you point to a jink without clicking,
the status baralso tells you which URL will openifyou click it.
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If you consult this information onlyrarely, you may prefer to hide this bar, thus in-
creasing the amountof space actually devoted to showing you Webpages. To do so,
choose View—Status Bar. (A checkmark appears next to its name in the View menu
to indicate that the status bar is showing.)

 

Explorer Bar ;
From time to time, the Explorer bar appears at the left side of your browser window.
Choosing commands from the View—Explorer Bar menutriggers a number ofhelp-
ful lists: Search, Favorites, History, and so on. They’re described in greater detail on
page 73.

Waysto Find Something on the Web
There's no tidy card catalog of everyWeb page. Because Web pages appear and disap-
pear hourly by the hundreds of thousands, such an exercise would befutile.

Thebest you can dois to use a search engine: a Web site that searches other Websites.
The best ofthem, such as www.google.com, consist oflittle more than a text box where
you can type in your desired subject. Then, when you click the Search button (or press
Enter), youre showna list of Web site links that contain the information you want.

 
 

Other popular search pages include yahoo.com, altavista.com, infoseek,com, and hotbot.
com. Using the Search panel ofthe Explorer bar, you can even search several of these
simultaneously. That’s handy, because no single search engine “knows about” every
Web page on earth.
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Tip: if you value yourtime, you'll install the Google toolbar, a free, delicious 1E enhanceravailable at
Attp,//toolbar.google.com. it blocks pop-ups,fills in farms for you, and best of all, lets you search Google
from any Web page. :

Seeee 
 

Tips for Better Surfing
Internet Exploreris filled with shortcuts andtricks for better speed and more pleas-
ant surfing. For example:

Full-screen browsing
All of the toolbars and other screen doodadsgive you plenty of surfing control, but
also occupy huge chunksof your screen space. The Web is supposed to be a visual
experience; this encroachment of your monitor’s real estate isn’t necessarily a good
thing.

Butifyou press F11 (or choose View—>Full Screen), all is forgiven. The browser win-
dow explodesto the very borders ofyour monitor, hiding the Explorerbar, status bar,
stacked toolbars, and all. The Web page you're viewingfills your screen, edge to edge—a
glorious,liberating experience. Whatever toolbars you had open collapse into a single
strip at the very top edgeofthe screen,their text labels hidden to save space.
You can return to the usual crowded, toolbar-mad arrangement by pressing Fl
again-—butyou'll be tempted never to do so.

Biggertext, smaffer text
You can adjust the point size of a Web page’s text using the View~+Text Size com-
mands(and then pressing F5 to refresh the screen,if necessary). When youreyes are
tired, you mightlike to makethetext bigger. When youvisit a Website designed for

-. "Macintosh computers (whosetext tends to look too large on PC screens), you might
ps want a smaller size.
i

Tip: if you have a scroll-wheel mouse, you can also enlarge or reduce the type on the pageby pressing the
Ctrl key as you turn the mouse’s wheel, (This works in Microsoft Office programs, too.) 

Enlarge or shrink online photos
Internet Explorer has always offered a number of great features when it comes to
graphics found online. Right-clicking an image, for example, produces a shortcut
menuthat offers commandslike Save Picture As, E-mail Picture, Print Picture, Set as
Background(thatis, wallpaper), and Set as Desktop Item (thatis, an Active Desktop
item, as described in Chapter 8). There was only one problem: Most people never
knew these features existed, 
In Internet Explorer, therefore, Microsoft tries to make it more obvious that this
browser has some smarts with regards to pictures. Whenever your cursor moves over
a graphic, a small image toolbar appears, as shown in Figure 11-3. And ifit’s a big
picture—too big to fit in your browser window—Internet Explorer automatically
shrinks it so that it does fit, also as shown in Figure 11-3.
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Fip: To turn off IE's picture toolbar and picture-shrinkingfeature, choose Tools—sInternet Options. Click the
Advancedtab, scroll downto the Multimedia heading, and turn off “Enable Automatic Image Resizing” and
“Enable Image Toolbar(requires restart).” Click OK, and (if you turned off the toolbar) quit and reopenIE.

 

 
  

Faster browsing without graphics
Of course, graphics are part of what makes the Web so compelling. But they’re also
responsible for making Web pages take so longto arrive on the screen. Without them,
Web pages appear almost instantaneously. Youstill get fully laid-out Web pages; you
still see all the text and headlines. But wherever a picture would normally be, you
see an empty rectangle containing a generic “graphic goes here”logo, usually with a
caption explaining whatthat graphic would have been.
 

T es

rariae Expl Save to diskop felt: internet Explorer Print this piautomatically displays its Fint fs picture
image toolbar whenever your Send as email attachment
cursor points to a graphic. Ge to My Pictures folder
Oneclick on its icons can save
@ graphic, print it, email it or
open your My Pictures folder
to manage your collection.

Bottom right: ifyou click
the Expand button, you see
the graphic at its regularly
scheduled size, which may be
much too big for your brewser
window, Click the Shrink but-
ton (cirded) to make Internet    Explorer doits shr.ink-to-fit é A crosoft.¢-omipresspassfeventsjfalcamdex0'imagash
favor for you once again, “ a —o

7   

 

CHAPTER11; WEB, CHAT, AND VIDEOCO¥TRRENOENG, ip if 1007-Page As

 



HP Inc. - Exhibit 1007 - Page 366

To turn off graphics, choose ToolsInternet Options, which opensthe Internet Op-
tions dialog box. Click the Advanced tab,scroll down halfway into thelist of check-
boxes, and turn off “Show pictures”(in the Multirnedia category of checkboxes; see
Figure 11-5), Nowtryvisiting a few Web pages; you'll feel a substantial speed boost.

Basar 

Andifyou wind up on a Webpagethat’s nothing withoutits pictures, you can choose
to summon an individual picture. Just right-click its box and choose Show Picture
from the shortcut menu.

Favorites: “Bookmarking” favorite Web sites
When youfind a Web page you mightlike to visit again, press Ctrl+D, That’s the
keyboard shortcutfor FavoritesAdd to Favorites-—butit’s better, because it doesn’t
make you slog through a dialog box. The Web page’s name appears instantly at the
bottom ofyour Favorites menu, The next time you wantto visit that page, just choose
its name.

You can rearrange the commandsin your Favorites menu easily enough:Just drag
them up and down the open menu (something that doesn’t occur to most Webfans.)
 rt, a

Figure 11-4:
Top:To edit the Favorites menu, choose
Favorites—+Organize Favorites.

: «@ Back 4 a. 4 Bottom: When the Organize Favorites
Y nddraes. (aehttp: ithe = window opens, you can drag names upVen ones beinrar or down fo rearrangethelist, as shown.

Links] Bass Fishing Or click one and then use the buttons at
left to rename, delete,orfile it in a folder.
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Gy Media
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FEA cilbert.com
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If your Favorites paneis open attheleft side of the window, you can rearrange them
there, too, just by dragging with the Alt key pressed.

For more dramatic management tasks—to edit, rename,or delete your favorites, for
example—see Figure 11-4.

Viewing Web pages offline
You don't have to be connected to the Netto read a favorite Web page. Using the Offline
feature, you can make Internet Explorerstore a certain Web page on yourharddrive
so that you can peruseit later—on your laptop during your commute, for example.

The short wayis to choose FileSaveAs. For greatest simplicity, choose “Web Archive,
singlefile (*.mht)” from the “Save as Type” drop-down list. (The other options here
save the Web pageas multiple files on your hard drive—a handyfeatureifyou intend
to edit them, but less convenientif you just want to read them later.) Namethefile
and click the Save button. You've just preserved the Web pageasafile on your hard

drive, which you can openlater by double-clickingit or by choosing File+Open fromwithin Internet Explorer,

That sweet, simple technique isn’t quite what Microsoft has in mind whenitrefers
to Offline Browsing, however. This more elaborate feature adds more options, such
as automatic updating of the page you've saved and theability to click links on that
same page.

To store a Web page in this way, follow these steps:

1. Add the Web page to your Favorites menu or Links toolbar, as describedearlier.

Before saving a Webpageforoffline viewing, you mustfirst designate it as a Link
or Favorite.

2. Right-click the Web page’s name in the Favorites menu or on the Links toolbar;
from the shortcut menu, choose “Makeavailable offline”

The Offline Favorite Wizard appears.

3. Answer the questions posed by the wizard,clicking Next after each answer.

You'll be asked, for example, whether or not you want IE to store pages that are
linked to the page you're saving—and how many“levels deep” you wantthis page-
to-linked-page storage to proceed. In other words,ifyou're storing a World News
page, you'll probably find nothing but headlines on its home page. When you're
sitting on the train to work with your laptop, you'll appreciate the ability to click
the headlines to open the attached article pages, which are onelink “deep.”

On the other hand, be careful. Links to links exponentially increase the amount
of disk space IE uses. Increasing the “Download pages __ links deep from this
page” number too high couldfill your hard drive with hundreds ofWeb pages and
thousands of graphics you never intended to download.
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The wizard also asks how often you wantthis stored page updated when you are
connected to the Internet. (If you decline to specify a schedule, you can always
update the stored page manually by choosing Tools—Synchronize.)

4, When you want a page you've storedoffline, choose FileWork Offline. Then
use the Favorites menu or Links toolbar to choose the page you want.

It springs instantly to the screen—no Internet connection required.

Ditching Pop-Ups and Pop-Unders
The ad bannersat the top of every Web page are annoying enough—but nowadays,
they’re just the beginning. The world’s smarmiest advertisers have begun inundating
us with pop-up and pop-under ads: nasty little windows that appear in front of the
browser window, or, worse, behindit, waiting to jamp out the moment you close
your browser. They're often deceptive, masquerading as error messages OF dialog
boxes...and they'll do absolutely anything to get you to click inside them.

 

_———__——————_

Figure 11-5:
Top:ifyou click the “pop-up
blocked” message, you can
choose Temporarily Aliow
Pop-ups, which lets you see
what IEis blocking.

Orifpop-ups are important
on a certain page(like the
confirmation screen on a
travel-bookingsite), choose
Always Allow Pop-upsfrom
This Sife (and then click Yes).

PBaeption20) DSee Bottom: Later, you can always
Reeseeiesee manage thelist of “pop-ups

Dubs gutsy oiymigneitnenteatiocoes 8! permitted”sites by choosing
Tools—»Pop-up Blocker—>
Pop-up Blocker Settings. This
dialog bex appears,listing
allpop-up approved Web
sites (and offering a Remove
buttonifyou're having second
thoughts).

Here. too, you can turn off
the “blockedpop-up”sound,
eliminate the Information
bar, or adjust the level of the
pop-up filter (High, Medium,
or Low).
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Better browsers,like Netscape and Firefox, have superb pop-up blockers—and with
an add-onavailable at http://adblock.mozdey.org, they can even block regular ads and
animations. But with Service Pack 2, Microsoft finally got around to addinga basic
pop-upblockerright in IE. You won’t have to browsefor very long before yousee the
“Pop-up blocked” message in the yellow Information bar (Figure 11-5).

 
 

Tip: \f you've installed some other company’s pop-up blocker, you can tumoff IF’s version by choosing
Tools—»Pop-up Blocker—Turn Off Pop-up Blocker. 

Note that IE blocks only pop-ups that are spawned automatically, not those that
appear when you click something(like a seating diagram on a concert-ticketssite).
And it doesn’t block pop-ups from your local network, or from Web sites you've
designated as Trusted (choose Tools>Internet Options—Security, click “Trusted
sites,” and then click Sites),
 

Figure 11-6:
Pecultar though it mayseem,
choosing Tools—sinternet Options
takes you out ofinternet Explorer,
ft opens the Internet Options pro-
gram in the Control Panel: two of
its tabs are shown here.

 
 Settings:

i [ela[k#] JIT compiler fo
1 8 Multimedia

Derdisplay online media contentin the media bar
Enable Automatic image Resizing
Enable lmage Toolbar(requires restart)

   machineenabled{requiresestan 

  
  Left: Turning off those annoying

blinking animations (highlighted)
can save your sanity. Alas, it
doesn't stifle all animations; the
jerks of the ad-design world have
grown too cleverfor this option.

Right: On the General tab,
you should take a momentto
designate a new home page
and boost the “memory”of the
History feature (to 60 days, for
exampie).
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' T ‘You can change which page to use for your home page.
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Pages youview on the Intemet are stored in a special folder
for quick viewing later.

Delete[DeleteCookies... Delete Files...am) (a)
: History
: The History folder contains links ta pages youvevisited,far
: Ley - auck access ta ‘ener viewed pages. .

  

  
 

 
 

 
  Clear HistoryDays to keen pagesin history.
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Tip: As you can readin Figure 11-5, theress a High setting that blocks all pop-ups, even the onesthat appear
when you click a link. Even then, youstill have a way to see the occasional important pop-up: hold down
the Cirl key as your Web pageis toading.  

Basic iE Options
By spending a few minutes adjusting Internet Explorer's settings, you can makeit
more fun (orless annoying)to use. To see the most importantoptions, choose Tools
Internet Options (see Figure 11-6).

 
Designate your heme page
The first Web site you encounter when IE connects to the Internet is a Microsoft
Website (or Dell, or EarthLink—thepointis, you didn’t choose it). This site is your
homepage. Unless you actuallywork for Microsoft, Dell, or EarthLink, however,you'll
probably find Web browsing more fun if you specify your own favorite Web page as
your home page.

Pubbher iihvenitily
Softens Publahnes C=

eof ~ tie * ] ( Tosh 
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In the HomePagesection of the General tab (Figure 11-6, right), enter the Internet
address of a favorite Web site. You might consider one of the Websites described in
the previous section, for example, or Google.
 

Tip: Instead of typing in a URL into the Address box to specify a new home page, you car also click Use
Current. This button means: “Use the Web page I'm looking at right now as my home pagein the future.”

If you can’t decide on a homepage, or your mood changesfrom dayto day, click the
Use Blank button. Some people prefer this setup, which makesIE load very quickly
when you first launch it. Rather than wasting time loading some home page you've
specified, it displays an empty window instead. Once this window opens, then you
can tell the browser where you want to go today.

Set storage options for temporary files
Most Web pagestake a long timeto appear in your browser because they're crammed
with pictures, which,on the greatscale of computerfiles, are big and slow to download.
If you use a modem, Web surfing can be a severe test of patience.

Figure 11-7:
To change the size ofyour cache folder, click the Set-
tings button in the General tab of the internet Options
dialog box (Figure 11-6), and then adjust the number
shown here. Enfarging the number makesitpossible
to store more files, enhancing the odds that when you
revisit a Web sife you've seen before, it willpop up onto
the screen quickly. To see the temporary files (ifyou
can even think ofa reason to do so), click the View Files
button. To view a list ofprograms you've downloaded,
click the View Objects button. 

Every now and then,you mightdecide to return to a Web page you've alreadyvisited,
perhaps during a recent Internet session. To help speed the process of loading pages
you've already seen,Internet Explorer constantly saves the contents ofevery pagevisited
onto your hard drive. When yourevisit a site, the saved file is opened—tfast—thus
eliminating the time-consutning process of downloading the contents again.

These saved-up Web pagefiles are called cache files. (Cache, pronounced “cash,”is
French for “hide.”) IE stashes its cache in the Local Disk (C:)-»>Documents and Set-
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tings-> [Your Name]—>Local SettingsTemporary Internet Files folder. (The Local
Settings folder is generally hidden; see page 85.) This folder has a limited, albeit
adjustable, capacity (see Figure 11-7). Windows XP deletes olderfiles automatically
to make room for new files. ;

 

Set options to check for changes
The cache-file schemeis great whenit comesto speeding up the reappearance ofWeb
pages you've seen before. Unfortunately,it has onesignificant drawback:Ifyou decide
to visit a Web page you've seen before, and IE blasts it onto your screen from its saved
temporaryfiles folder, then youre seeing an old version of that page—as it was the
last time you visited. Therefore,if that Web page has been updated in the meantime,
youre looking at old news-—a particular hazardifit’s a news Website.
Fortunately, the dialog box shown in Figure 11-7 offers a great deal of control regard-
ing when IE checks a particular Web page for changes madesince your last visit. Here
are your options:

- Every visit to the page. This option forces IE to check every Web pageto seeif its
contents have changedsince youlastvisited.If so, IE loadsthe updated page from
the Internet. Of course, this option slowstheprocess of reopening Webpages,since
TE must downloadall of those pages’ contents anew.Selectthis option only ifyou
consistently visit Web sites with rapidly changing contents (stock ticker pages,
news pages, Madonnahairstyle pages).

Every time you start Internet Explorer. This option divides your Web browsing
into two categories:sites you've visited during this session of using IE, and sites
youvisited in previoussessions.

i
ii
:

Whenyouselect this option, IE checks for new contents only on pages you visited
in previoussessions. Revisiting any pages you viewed in the current session (which,
of course,areless likely to have changed) producesthe stored file. Ifyou think the
contents of the Web page may have changed,click the Refresh button on the IE
toolbar to reload the page from the Internet.

Automatically. This option, the factory setting,is similar to the previous one, but
smarter. It instructs IE to keep an eye on your Webactivity, in order to determine
a pattern for the type of pages you visit. Most of the time, IE reloads pages from
the Internet exactly as described in the previous paragraph—thatis, only when
youvisit a site youd visited in a previoussession. Butthis time, IE pays attention
to individual Web sites: When reloading them from the Internet, what percentage
of the time have they actually changed? Eventually, IE stops checking for updates
on sites that change infrequently.

Never. This option instructs LEto load thestored, hard drive—basedcachefiles for
any Web site you're revisiting. The program never checks the site’s contents to see
if they've changed. (Of course, you can always click the Refresh button on your IE
toolbar to force the browser to downloadthelatest version of the page.)
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Configure and view the History folder
This history is a list of the Web sites you've visited.It’s the heart of three IE features:
AutoComplete, described at the beginningof this chapter; the drop-down list at the
right side of the Address bar; and the History list found in View—Explorer Bar(it
also appears whenyouclick the unlabeled iconto the right of the Media button:see
Figure 11-8}. These are all great features if you can’t remember the URL for a Web
site that you rememberhavingvisited,say, yesterday.

 
 

You can configure the number of days for which you want your Webvisits tracked.
To do so, choose ToolsInternet Options (Figure 11-6); click the General tab. The
moredays IE tracks, the easierit is for you to refer to those addresses quickly. On the
other hand, the more days you keep,the longerthe list becomes, which may make it
harder to use thelist easily and efficiently.
 

Tip: Somepeople find it creepy that Internet Explorer maintains a complete list of every Website they‘ve
seen recently, right there in plain view of any family memberor co-worker who wanders by. If you're in
that category, then turn the history feature off completely. Just click the Clear History button in the General
tab, then set the “Days to keep pages in history”to 0. (After all, you might be nominatedto the Supreme
Court some day.) 

 

[
Figure 17-8:
The History panel(left) appears when you click
the tiny History button (the untabeled button ta
the right of the Media button) on the Standard
toolbar. it offers more details than the History
list displayed in the Address bar.

Click one of the time-periodicans to see the
Websites you visited during that era. Click the
name ofa Web site to view a list of each visited
page within that site—information you don't
get irom the drop-down list on the Address
bar. You can sort the sites by clicking the View
buttonin the History pane and choosing one of
these sorting schemes: Date, Site. Most Visited
OrderVisited Today. 

fe Favorites gi Mediz

oglogicak Sa:

(8) ad.doubleclick (ad,double
[3 amazon (waw.amazan.c.

{Si nn (wy.cne.com)
(28) diibert (wwe. ditbert. com)

(2) dpsinfo (dpsinfo..com)
(35 imei (vaimdb.com)
[3 missingmanuals (waw.mis
1a] My Computer

#35] sandiegozon(www.sancd.
“Welcome tethe: Wor
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To delete an individual Website from the List, right-click its name and choose Delete
from the shortcut menu. , 
Turn off animations
If blinking ads makeit tough to concentrate as you read a Web-based article, choose
ToolsInternet Options,click the Advancedtab, and then scroll down to the Multi-
media heading (Figure 11-6). Turn off “Play animationsinweb pages”to stifle certain
kinds of animated ads, (Take a moment, too, to look over the other annoying Web
page elements that you can turn off, including sounds.)
 
 

  
 
 
 
 
 

 
Figure 11-9:
The tnternet represents ultimate freedom of
expression for anybody, causing some parents
fo think ofit as a wild frontier town where any-
thing goes. To protect young eyes, you cdf use
the options in theContent Advisor to control
what's available to your copy of IE. You can
also password-protect these settings so nobody
else can make changes to them.
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The Content Advisor
The IE Content Advisoris designedto give parents a way to control whattheir chil
dren view on the Web—anespecially important feature for home computers. You
can specify sites you approve,as well as sites you want to block. If somebodytries to
visit a Web site that you've declared off-limits using this feature, he’ll see a message
saying thatthesite isn’t available.
To activate the Content Advisor, choose Tools—Internet Options. Click the Content
tab, and then click the Enable button. The Content Advisordialogbox, shown in Figure
11-9, presents fourtabs,called Ratings, Approved Sites, General, and Advanced.
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Ratings tab

In theory, you can click a raunchiness category(like Language, Nudity, or Sex) and
then movethe sliderbarto the left or right to loosenortighten the restrictions, (Hint:
You can’t actually drag the slider’s handle. You mustclick a notch on theslider with
your mouse.)

2 Sattlnngg ver erence wetter -
Movethe slider te salent a privacy aeilinglor the Interreat

2B. zone.

Blocks conkies that de not have ¢ compact privacy policy :
+ Blacks conkies thal use personally identifiable informationyathoud gour explicé consent :

2

Te oveitide conkis handling for individual Web sites, ° | ,© chek the Beit bitten. - :
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This slider works by looking for the ratings associated with each Web page, as de-
fined by the Internet Content Rating Association (www.icra.org). Unfortunately, the
Content Rating Association doesn’t actually rate Web sites; Web sites are supposed
to rate themselves, As you can well imagine, the resulting Ratings featureisn't exactly
a foolproof (or even half-finished) system.

Mcee 
  

Tip: The Content Advisorfeature comesset to block aif Websites that don’t have a rating—which Is fo say,
99,99 percent of them. If you do decide to turn onthis feature, therefore, consider clicking the General tab
and turing on “Users can see sites that have norating.” Otherwise, Internet Explorer wili “protect” you and
your kids from virtually the entire Internet—incuding perfectly innocent sites. 

Approved Sites tab
Use the ApprovedSites tab to enter the addressesofparticularsites you either wantto
permit or block.(It’s normal for this list to show up empty, sinceifs designedtolist
Web pagesyou specify.) After you enter a URL,select Always to makethesite available
to your Web browser, or choose Never to make it unavailable.

 

Thelistings in the Approved Sites tab take precedence over the Ratingstab. If you
type in a Web address and thenclick the Always button,yourkids will be able to view
that site regardless of whereit falls in the ratings scheme.

 
General tab

It wouldn’t do you much goodto declare certain Websites off-limits to your kidsif,
after you've gone to bed, they could simply open the dialog box in Figure 11-9 and
declare those Web sites available again. Fortunately, you can use the Change Pass-
word button to assign yourself a supervisor’s password. Once that’s accomplished,
nobody can change thesettings or visit a forbidden Web site without knowingthe
password.

 

  
Caution: Don't lose this password. There's no way to recoverit, and no way to change yoursecurity set-
tings without it. 

Turning on “Supervisor can type a password to allow users to view restricted con-
tent” makes every restricted site available—-if you type in the correct password. For
example, you can share the password with the adults in your household. You may
also wantto useit so that your children will have to explain why they need access to
a restricted site. If you buy their explanation, then type the supervisor's passwordto
permit one-time access to thesite.

Advanced tab -

The Advancedtab is the place to add new rating systems and rating rules as Internet
citizens invent them.
 

Note: Programslike Symantec's Norton Internet Security and McAfee’s Internet Guard Dog give you finer
control over what your browser can supervise on the Web. These products don’t rely on Content Ratings,
and they let you define different standards for different users on the computer. 
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Windows Messenger  
You might argue that you'll have plenty to do at your desk, what with all of the games
and programs included with Windows XP (oh, yeah...and work}. But if you've got
even more time to kill, Microsoft invites you to “chat” with other people on the
Internet by typing live comments intoalittle window. For millions of people, chat
is a big deal. It offers the immediacy of a phone call, with the privacy, transcript-
keepingfeatures, and price ($0} of email.

Better yet, you don’t have to type all of your witty comments. If your PC has a
microphone and speakers (or a headset), you can also speak to yourfriends, using
the Internet as a free long-distance service.It’s not quite as handy as a phone—~you
and your conversation partner must arrange to be online at a specified titmme—but
the price is delightful. And adding an inexpensive Web camera meansthat you can
actually turn your PC into a cheapo videophone, Dick Tracy-style.

The software you need is Windows Messenger (which was called MSN Messenger
Service in previous versions of Windows). The quickest way to open it is by double-
clicking the icon that appearsinyournotification area (see Figure 11-10). Ifyou don’t
seeit, just choose Start—>All Programs—Windows Messenger(although you mayalso
find the icon listed in the left-side column of your Start menu).

Figure 11-10:
Left: To open Windows Mes-
senger, double-click its icon in
your notification area. (This
icon’s appearanceindicates
whether or not you're online tet octet ge ee
andsigned in.) ‘fragster2000@men.com

Right: If Windows Messenger Skkneretesan mee
didn’t automatically sign you
in when you went online, you Es
may have to click the link io
do so.(This dialog box may
look different in your version
ofMessenger. Microsoft BF DPS
updates this Windows To sianin with a different
component, via the Automatic H account, click her :
Updates feature, more often 5Orsi d signed i
than almost any other.) me ane senses

men®Messenger epi
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Note: At the moment, Windows Messenger can communicate only with other people who use Windows
Messenger. People who use the extremely popular AOLInsiant Messenger (AIM) are off-limits, separated
from youbya great invisible wall of incompatibility.

 
That situation may change, however. With WindowsXP, Microsoft has adopted a new, universal standard for
chat programs. And if America Online decides to adoptthe samestandard,it will be a great day in the land
ofchatiers, who will now be united in a single, unified, global standard of chatting love.

The .NET Passport
Windows Messengeris one of several Windows XP features that require a .NETPass-
port—a fancy wayofsaying that you need to enter yourself into Microsoft's database
of Internetusers. It’s free, and it doesn’t require you to expose any more information
than your email address.(It doesn’t even require that you have a Hotmail or MSN
email address, as in previous versions of Windows.)

Is certainly notdifficult to figure out how to sign up for this passport. From thefirst
day you use WindowsXP, a balloonin the notification area begins to nag you to sign
up for one (Figure 11-11, top). To start the Passport sign-up wizard, you can click
that balloon, double-click the Windows Messenger icon in the notification area, or
launchthe wizard yourself. To do so, open the Control Panel. Double-click the User
Accounts icon, and click the green arrow button called “Set up my account to use a
.NET Passport” (see Figure 11-11, bottom).
  

Nofe; Once you've signed upfor a passport, Microsoft's software robot sends a message to ihe email ad-
dress you specified. Your Passport accountisn’t official until you reply to it You'll be able to use Windows
Messengerin the meantime, but everybody you correspond with will see your name stamped with “E-mail
Address Not Verified.” All of this is Microsoft's wayof saying,“It’s not worth providing a bogus email address
when you sign up for a Passport, buddy.” 
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Your Buddy List
After creating a Passport account, you mustbuild a list of people who have Passport
accounts. To do that, open Windows Messenger,log in and then click the Add a Contact
link, As you probably could have predicted,the result is somethingcalled the Add a
Contact Wizard, which offers you the chance to add people to yourlist whose email
address you know.

 
In general, there’s no need to bother with the “Search for a contact” option.It can
search only part of your Outlook Express address book (it doesn’t search addresses
that the program addedto the address book automatically), and part of the online
Hotmail.com memberregistry (it doesn’t search people who have declined to be
listed in the registry). Furthermore,it finds a match onlyifyou have typed the entire
nameprecisely.

 
Figure 34-13:
Top: The instant you access the
fnternet for the first time, Win-
dows XP invites you to became
a part of the great Passport
database.

Bottom: The .NET Passport
Wizardinvites you to provide
your existing email address—or
to create a free MSN.com email

accountin the process ofsign-
ing up for the Passport. Either
way, you need a .NET Passport
to use Windows XP online fea-

tures like Windows Messenger.
ifyou feetlike it, you can also
paya visit fo www.passport.
com ta create a Passport wallet,
meaning that you can input
your credit card numbers and
otherpersonalinformation,
fo save you time when buying
stuff on Passport-compatible
Websites.

 
  
 

37 Add your NET Passpart to Windows XPt
You've just connected bo the Internet. ‘fou need a Passport
to use Windgag £P Internet Communications Features (euch a3
instant messagiid, voice chat, and video), and to accessANET-enabled Services on the Internet.

 

  
 Glick here te setup your Passpart now 

 
 

De you have an e-mail address?

 
‘ath ascrasofberRET Passport; pou tecan use your ial adiileess. andl asi
oF nisal neeticpoting Wel sites and serces, 7 orn 

 
 Add a .NET Passport to your

Windews XP user account 

  
 

faith  Passpork, you can:
 
 + Have online conversations with friends and Family

+ Create your own personal Web pages
© Son in instantly to all NET Passport-enabled sites andservices

-odnd more, all with just one sign-in name and password!
  

  
 

Microsoft is committed ba retecting your privacy.1

&dting a Passport to your user account Js quick and aasy. 

 
Ta continue, click Next.
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i

Tip: You can also tum someonein yout Outlook Express address bookinto a Windows Messenger “buddy.”
To do so, right-click a namein the Contacts pane at the lower-left corner of the Outiook Express window (see
Figure 12-1 in the next chapter). From the shortcut menu, choose Set as Online Contact. Once again, however,
you won't be able to add the person to your Messenger buddy list unless she already has a Passport

Asa slenderreedofprivacy protection, Windows Messenger requires your permission
before somebody else can declare you his buddy. Likewise, you can’t add anyone to
yourlist of buddies withouthis permission. (The permission request takes the form
of a dialog box that appears on yourscreen the next time you go online.)

If the person whose email address you've specified hasn’tyet signed up for a Passport
account,the wizard offers to fire off an email message to that person—from you—with
instructions on how to acquire one. Until both of you arefully signed up, you won't
be able to chat using this program.

Figure 11-32:
To commence with some high-tech communica-
tions, you can proceedin either of two ways.
First, you can double-click somebody in your

Fishbone(cnine) Re Onlinelist to open up a chat window. From
Lnew e-mail message

& Online (3)
& Fishbone
AB Louie

Send’anInstant Massage.”
M SetidaFileckPhoto!

©. Make a Phone Call 02 =
GataChat Rooms."
More =: : there, you're able to start a voice conversation,

window-sharing session, videoconferencing ses-
sion, and so on, Second, you can click one of the
“| wantto...” links shown here at bottom and
then specify with whom you'dlike to do it, Note
that if you have a Hotmail account, the top of
the window reveals how many email messages
you have waiting.

Onthe other hand,ifyou have indeed specified the email address of somebody who
has a Passport account, his name now shows upin either the Online or Not Online
categories of your Windows Messenger display (Figure 11-12).
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Beginning a Chat
To start a conversation, connectto the Internet. Then double-click somebody's name
in your Onlinelist, also as shown in Figure 11-12. (You can’t conduct a very meaning-
ful chat with somebody whoisn’t online.)

Chancesare pretty good that yourcolleagueis, in fact, ranning Windows Messenger
in the background;the program comesset to run automatically whenever you connect
to the Internet. If that’s the case, a special alert box appears at the lower-right corner
of his screen, as shown in Figure 11-13 (top right).

 
Figure 11-13:
Top: You're being invited to chat.
(You also hear a chime, and a
Windows Messenger taskbar button,
shown here, blinks and changes
color to get your attention.) Clicking
the wordsin the square invitation
box opens Windows Messenger.

Bottom: Nowyou can type away. A
chat session is like a teleprompter
transcript that rolls down the screen.
You typeinio the bottom box, press-
ing Enter after each comment, and
inserting litte “emoticons” (smiley
faces, frowny faces, andso on) by
choosing them from the drop-down
list. Hey-you there? Whassup? Wee

Fishbone says: Invite Someone to
Not much. Watchin’ the game, havin' a q.... this ConversationSend aFile or Photo §

Send E-mai

True. True. qq Oskfor Remote a
Fishbone says: Assistance

So whassup with you? ; Make a Phone Call :
Tabby says: gj Start Application.”> SharingNothing realiy. Got a haircut. Gh, yeah—the a@ Start whiteboard

house buried to the ground!3. 
If he’s interested in accepting your invitation to chat, he can click the words in that
little box. And suddenly, you're chatting—whatever you type is transmitted to his
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Windows Messenger window assoonas you press Enter, andvice versa. Figure 11-13
showsthe effect. 
en

Tip: You might find it easier to distinguish your wordsof brilliance from thedrivel of your correspondents
by changing the fant for your own comments. To do so, choose Tools—>Options; on the Personaltab, click
the Change Font button. Choose a new font, size, style, or colorin the resulting dialog box, and then ciick
OK twice. (Both of you will see the change, assuming you have similar fonts installed.)

Fun Things to Do While Chatting
As the conversation goes on, you canspice things up,as well as add more controlling
features, like this:

Screen out the riffraff
If some idiot keeps bothering you for a chat, turn on the blocking feature for that
person. There are a numberofdifferent ways to go aboutit:

* Right-click the person’s name in your contact list and, from the shortcut menu,
choose Block.

* Choose Tools->Options; on thePrivacy tab,click the name ofthe person you want
to block and then click the Block button.Thisis the quickest way to block a whole
bunch of people at once.

- If you're already chatting with someone,just click the Block button in the chat
window,

Of course, you were already given the opportunity to perform a preemptive strike.
Remember, people can’t add youto their buddylists unless you first give your permis-
sion by clicking OKin the dialog box that appears the first time they try to do so.

Grin, sob, or stick out your tongue
At the bottom of the chat window, you'll find a drop-down list of little smiley-face
‘cons. Some find them adorable,others find them insufferable—but they’re there if
you wanta little graphic expression of, well, your expression. Choose oneat any time,
and then press Enter orclick Send, to pop it into your chatter.
ttht

Tip: in the heat ofchat, it's sometimes inconvenient to take your handsoff the keyboardto select a smiley
face from the little drop-downlist. Fortunately, any of these symbols can be triggered right from the key-
board. Type *) to makea smiley face, :D to mace a laughing face, :P to “stick out your tongue,” (Y) to give
a thumbs-up, (N) for thumbs-down, and so on. Then press Enteror click the Send bution to see them in
the actual chat window.

 

(If you really want to delve into this, check out the complete list of keystroke equivalents for Windows
Messengers 30 emoticons, as they're known, by choosing Help—sHelp Topics from within Windows Mes-
senger, and then typing emoticonsin the “For help on Windows Messenger” box. Click “Lse Emoticons in
messages to show feelings” on the resulting Help Topics page.)
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Duck out for a moment

Windows Messengeroffersa list of Status messages: Online, Busy, Be Right Back, On
The Phone, and so on. Whatever status you choose appears next to your nameon the
screens of your conversation partners.

 

To hang out oneofthese little “Do not disturb” signs, choose from the File—My
Status submenu,or right-click the Windows Messenger icon in the notification area
and choose from the My Status submenuthere. (To duck out for good, sign out. Do
that by right-clicking the Messengericon in the notification area and choosing “Sign
out” from the shortcut menu.)

Send a text message fo a phone
_ To send a message to somebody’s pager or cellphone,just right-click the person’s

name, and then choose Send a Message to a Mobile Device from the shortcut menu.
(If it’s a text pager, you can even type upalittle message to send.)

Exchangefiles
As the conversation proceeds, you can send a photo, Word document, or anyother
file to your chat partner. There are two ways to doso:

+ Drag the icon ofthe file you want to sendright into the chat window (from the
desktop or a folder, for example).

* Click the Send a File or Photo link at the right side of the screen. A “Send a File”
window appears,so that you can navigate to and double-clickafile that you want
to send.

Kither way, your buddy sees an invitation to accept thefile (Figure 11-13), and then
a stern warning to be careful of doingso, for fear of viruses and other nasty sur-
prises.
 

Tip: This feature is especially welcome # you've grown frustrated transmitting files via email. Some pro-
grams, notably Microsoft Outlook, refuse to accept filesiike application programs (exefiles)—that could
conceivably harbor viruses. Messenger imposes no such restriction. Nor will you encounter “mailboxfull”
problems when you sendfiles back and forth using Messenger, the way you sometimes do when sending
them as email attachments. 

Add another chatter
You can include another person in your chat by choosing ActionsInvite Someone
to this Conversation, You'll be offeredalist of other people in your buddylist whoare
already online. (Up to five people can participate in a typed chat, although only two
of you can use the video or phone features described in the following sections.)

Get help
As you can see by Figure 11-14, “Ask for Remote Assistance”is another link on the
task pane. Clicking it initiates a Remote Assistance session, in which some helpful
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geek on the other end of the line takes control of your computer, and sees what's
on your screen, in order to troubleshoot a specified problem. Complete details in

  

 
 
 
  

 
 

 
  

Fishbone says:
Here, let me send you the pictures.

I @ Fishbone would like to send you the file
stroidering remains jpg” (24 Kb}. Transfer time

q is lass than S minutes with @ 25.8 modem, Oa you
| wanttc Accept (AiteT] or Decline (Alt+D) the
a invitation’?

 
 
 
 

 
 
 
 
 

  
 

  
  

 

 
 
 
  
 

Invite Sameone tethis Conversation

‘Senda File or Phat, j
Sendemal |

“ask for Remote,
_ Assistantes 0

Make e Phone Call
. Start Application-

" Sharing.” = .
Start white dard

 
 

 
  

 
  

 

 
 
   & Transfer oftile "smoldering remains jpg"trarn

Fishbone has bean accepted. Starting transfer... 

 
@ You have suctesstully received CiMy
Documents\My Received Files\srnuldaring
remains.jpg trom Fishbone. Before opening this
file, you may wantio scen Hwith avi ruS-SCanning
nrogram.

 

   
Add features

an operating system—it’salifestyle!)

~|

Figure 11-14:
You can send a file from your hard
drive to your conversation partner—a
great wayto turn this time-wasting
feature into a useful collaboration
tool. (Your partner will find thefile
in her My Documents—>My Received
Files folder, She can change the
folder location for file deposits by
choosing ToolsOptions, clicking
the Preferences tab, and then clicking
the Browse butfon in the File Transfer
section.)  

As time goes by, Microsoft adds new features to Windows Messenger withouttelling
you. You can already send short text messages to your friends’ cellphones, see how
many new Hotmail email messages are waiting for you, create and edit your own
online profile, and so on—butonlybyfirst going to the Microsoft Add-In Web page
and downloading the necessary software modules.

To do so, choose Tools—Add-In WebSite. Your browser opensto a Microsoft Web
site that lists whatever new modulesare available;click “Click here to download this
add-in!” to add them to your copy of Windows Messenger. (Windows:It’s not just

 
WINDOWS XP PRO! THE MISSING MANUAL

 
HP Inc. - Exhibit 1007 - Page 384



HP Inc. - Exhibit 1007 - Page 385

 

 

 

Preserve your brilliance for future generations
If you'd like a written record of your chat session, choose FileSave As. You'll be
offered the chanceto save a transcriptasa text file to your hard drive.
 

Tip: Of course, a text file has no formatting, so the Windows Messenger transcript will not display anyof the
fonts, styles, and colors that liven up thechat session.If you'd-rather preserve some of that formatting, choose
Edit—Select ll to highlight all the text, and then copy and paste the text into a word processorlike WordPad
or Microsoft Word, You still won't get the little smiley icons, but at least you'll get the colors and fonts.  

PC as Telephone
If both you and yourfriend have PCs with microphones and speakers (or a USB
headset), the two of you can switch intolive, spoken conversation, exactly like using
a low-quality telephone, Yourfriend hears everything yousay into the microphone,
and you hear everything she says into hers. You'll both hear a slight delay, as though
youre on a long-distancecall to Estonia, but otherwise, it’s the equivalent of an un-
limited,free, long-distance calling plan.
 

Tip: This free feature covers computer-to-computercalling only. You can also makecalls from your computer
to an actual phone number, which will ring an actual telephone(that’s what the Make a PhoneCall tink in
thetask pane is for)~butit’s no tongerfree in WindowsXP. You have tosign upfor it and payfor it. (To sign
up, choose Actions-+Make a Phone Cal! and then, in the Phone window, click Get Started Here.)

Another tip: Most peaple forget this whole Make a Phone Call business. If you and your buddies bath
download the free program Skype (www.skype.com), you'll be able to make free computer-to-computer
calis (Macs or PCs) with infinitely higher sound quality and no delays. Skype, too, can make calls to actual
telephones—for about 2 cents a minute. 
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‘Yo start a voice “call,” begin a chatas described above. But once the windowis open,
click the Start Talkingtab in the task paneat the rightside of the window. (The very
first time you do this, Windowswill ask you to test the quality of your microphone
and speakers.)

 

Yourfriend seesa typed invitation to join you in a spoken voice conversation. (“Fish-
bone wouldlike to have a voice conversation with you. Do you wantto Accept[Alt+T]
or Decline [Alt+D] the invitation?”). If she clicks Accept (or presses Alt+T), the two
ofyou are in business: Simply begin talking—even ifyou're in San. Francisco andshe’s |
in Turkey. Clearly, phone company executives aren't thrilled with the development
of this technology (at least, not until they go home at night and fire up Windows
Messenger themselves).

 
Duringthe conversation, each. participant can adjust the microphoneor speakerlevels
using the sliders, or “hang up”byclicking Stop Talking.

PC as Videophone
‘The videophonefeature requires that you and your online chat partner each have a
video camera {some cheap Webcam will do just fine) and corresponding software
already installed. By the way, “video”is a generousterm: You mayfind that the picture
is extremely jerky and grainy, morelike a series ofstill images than a T'V broadcast.

Figure 11-13:During the video conversa- |
tion, don’t miss the Options '
drop-down menu. Use the |

 
§ don't know... ljoaks good to me.

Lode Bays:
That's nice, but jeez-they SCALPED mel
ishbong Save:
OK maybe a finy bit toa much off the top...

SAGE Says!
TINY BITI? Here, fli tun around sa you can see the nap
af my neck. ‘fou call thal “Hay bitet

save
Weill, did you didn't tip her, did you?

cane eyes,
Tip her?! it was ail] ceuéd de nat ty sue her!

ABONE BAYS!%

aula Saye"
Are you laughing @ mal?

RHONS says
Laughing wih you, not al you. Stop Sending Video com-

mand when, for example,
you'd like to pick your nose
in privacy. Turn on Show My
Video as Picture-in-Picture

if you want to see your own
imagein the lower-right
corner of the larger one. in
order to see both participants
ai once.

(Obviously,a high-speed connectionlike a cable modem or DSLis extremely helpful
in this regard.)
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Click the Start Camera button (Figure 11-15) to begin transmitting;click Stop Camera
when you've had enough.(If only one ofyou has a video camera, no problem—only
one of you receives a video picture. The other person just hears the sound.)

It’s crude, sure, but there are times whena little video goes a long way—when yowre
on the road with your laptop for three weeks and miss seeing the kids, for example;
or when you want to show a prototype to a client without having to buy a plane
ticket.

Sharing a Program
Amazingly enough, the other person in your litde online meeting can use your
programs—~editing one of your Word documents, typing numbers into your Excel
spreadsheet, and so on—even if he doesn’t have Word or Excel on his machine.

It works like this:

1, Launch the program you wanteveryone to use. Thenclick the Start Application
Sharinglink in the task paneat the right side of the window (Figure 11-16).

Figure 71-16: What your buddy sees
Lowerright: The Sharing
window, where you specify
which programs you want
your comradeto see, and
even control.

Back left: Until your
chat partner has been
given control, she can see Final Showing Markup=+ Show + | > dip L) ~ 2p
precisely what you see—but aerate
can't edit if or touch it in

any way. The slashed-

circle cursor should telf Chapter XIV: The Big Break
her as much. Asking for
permission to take over the
driver's seat, hawever, is as
easy as choosing from the
Controlmenu (top left).

File Edit Yiew Insert Format Tool Table Window Help

Boron oe pues

In which Tomfinds his true talent S

By January 1975, To
increasingly unhapr
station. His hands

was monctonsugs, a 1 fe.
to him. WhenGlick Share.oo

But it wasei't unti t gasDesken
pulled in for five ga.
check under the hoo!

would change. Por i :  2R Windows Messenger
no ordinary passe Ei Snaglt
Hollywood casting ¢aos|f
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Your recipient sees a message that says: “Fishbone is inviting you to start using
Application Sharing. Do you want to Accept (Alt+T) or Decline (Altt+D} the invita-
tion?” Obviously, your colleague shouldclick Accept (or press the corresponding
keystroke).

Nowa little palette appears at the upper-left corner of both screens to keep you
posted on the status of the sharingfeature. It says “waiting,” and then says “con-
necting;”finally you seethe list of programs shown in Figure 11-16.

2. Click the nameof the program or document you wantto share, and then click
Share.

Note, in particular, the desktop, which is always listed in the Share Programs
window.If you shareit, then everybody else in the meeting can see what you see
as you work in Windows.As far as Windows Messengeris concerned, the desktop
is simply another program that you canshare. (This effect is essentially the same
thing as the new Remote Assistance feature described on page 139, except thatit’s
slower and lets you limit what your comradesees. Otherwise,it’s equally effective
for securing troubleshooting heip from some guru elsewhere on the Internet.)

Shortly after you click the Share button, something strange and weird happens: A
new window appears on your conversation partner’s screen, showing exactly what
you see in your copy of the program. When you move yourcursor, it moves on
her screen; when you openadialog box, sheseesit, too; and so on. (This means,
by the way,that your colleague can see all open documents in whatever program
youre using—notjust the front one.)

Because your microphone is working at the sametime, you can usethis feature to
collaborate on documents, to teach somebody a new program,to help somebody
troubleshoot a PC, and so on.

Note: If your correspondent sees a bizarre checkerboard pattern superimposed on the shared document
window,there’s no need to worry. That simply means that the program you're sharingis partly covered up
by a window from some other program.(Thelikeliest culprit: the Sharing dialog box itself, shown in Figure
14-15.)

Under most circumstances, the other people in the meeting can just Jock at the pro-
gram youre using. But ifyoud like the other personto control the application—to
edit the documents, use the menus, and so on—then proceedlike this:

. Click Allow Control.uw

Just clicking the Allow Control button, however, is not enoughto transfer control
of a program to one ofyour collaborators. He must also choose Control+Request
Control from his shared-program window, and you must grant permission.

A dialog box appears on your screen,saying: “Harry Potter wouldlike to take control
of your shared programs.” (Actually, it probably says, “default would like to take
control.” Your collaborator’s actual namerarely shows up, because Windows Mes-
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senger displays whatever name appearsin the Optionsdialog box of a completely
different program—NetMeeting, See page 376 for details.)

4. Click Accept.

Only now can your colleague edit your documents, manipulate your desktop,
and so on. Conversely, you can’t do anythingin that program. Moving the mouse
doesn’t even move the cursor in that program.It may take you sometimeto get
usedto this effect—a process psychologists call learned helplessness.

If the feelings of helplessness become overwhelming, you can reclaim control by
clicking the mouse or pressing any key on your keyboard.In fact, by pressing the
Esc key, you resume control and prevent your colleague from attempting to take
any further control.

If you've shared your desktop, by the way, relinquishing control meansthat other
people can even manipulate your computerfiles and folders! They can open fold-
ers, renamefiles, make backup copies, delete files, and so on, from wherever on
the Internet they happen to be.
 

Fip: if you're truly collaborating, you'll probably wantto tum on “Automatically accept requests for contral,”
_ 50 that your collaborator won't have to request contro! (and you won't have to grant permission) over and

over again during the work session. On the other hand, turn on “Donotdisturb with requests for contra!
right now"if you don’t want to be interrupted by even your collaborater’s requests for control. The answer
is always no.

 
Figure 11-17: Highlighter
The Whiteboard lets you
and a colleague mark
up a diagram, sketch, or
anything else you can
paste into this window. it’s
a lot like Paint, except that

you're not editing indi- Teng
vidualpixels-it’s a drawing Lock Contents/ : prabler.ne?
program. Each shape, text=Unsynchronize
ox, or fine you draw, and
each object youpaste in, Select Area/
remains a distinct object Select Window
that you can drag around,
independentof the back-
ground. You can also make
objects go in front ofar
behind the other ones us-

ing the Bring to Front and
Send to Back commands in

the Edit menu, and you can
edit text at any time.

KidSHORES: The Resort for Tats

 
Insert New Page
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It's worth noting, by the way, thatall of this controlling and sharing requires Win-
dows to shuttle an enormous amountof data over the wires. As a result, the cursor
may seem jerky, and everythingwill feel very slow. That's normal, especially ifyou're
connecting via standard dial-up modem.

Whiteboard

When youclick the Start Whiteboard link in the task pane, Windows Messenger
opens up a graphics window (Figure 11-17) that looks, at first glance,like the Paint
program described in Chapter 7. The difference: Anything you draw or paste into
this window appears instantly on your colleague's screen—andvice versa. Using the
various graphics tools and colors, you can draw mapsfor each other, propose design
changes, or just play tic-tac-toe.

 

 

Note: Application Sharing and Whiteboard cannot be used at the sametime.In fact, you can't start one
withoutfirst quitting the other. You should aiso note that closing the tiny Sharing Session window terminates
both features.
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Here are a few of the special collaboration tools that you won't find in Microsoft
Paint:  

* Highlighter. Draws over whateveris there with transparent “ink”—exactly like a
felt-tip highlighting marker.

* RemotePointer. As you movethis hand aroundthescreen,your buddysees exactly
whatyou're pointing to. Because he can also hear whatyou're saying (thanks to
your microphone), this is a great way to comment on something—say, a photo
you've pasted into this window.

* Lock Contents. Freezes the pictureasit is right now, so that nobodycan alter it
(at least until you click the same button again to unlockit).

* Unsynchronize.In general,ifyour collaborator“turns the page”by clicking oneof
the page buttons, you see the page change, too. To unlink your screen,so thatit’s
no longer tied to what your colleague sees, simply click this button. (Click again
to restore synchronization.)

* Select Area. When youclick this tool, a message invites you to drag across an area
of the screen—even outside of the Whiteboard window.You can use this feature,
for example, to capture an error message, tool palette, or some other element of
Windowsor one of your programs. As soon as you release the mouse, Windows
pastes the area you covered into the upper-left corner ofthe Whiteboard window,
ready for comment and annotation by your partner.

* Select Window. This tool is exactly like the Select Area tool except that it grabs
an entire window (from some other program, from the desktop, or whatever)
elsewhere on your screen for pasting into the Whiteboard window.
 

Tip: This tool never capturesthe title bar of the window you click-only the parts of the window beneath it.
if you want to capture the complete window,click thetitle ber instead of inside the window, 

* Insert New Page. Click this button to create a new page for further annotations.
Once you've created several pages, you can move among them using the arrow
buttons.
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CHAPTER

12  

Outlook Express 6

most embarrassing to admit that you don’t have an email address. To spare
you that humiliation, Windows XP includes Outlook Express 6, a program

thatlets you receive and send email messages and read newsgroups (Internet bulletin
boards). (Incidentally, don’t confuse Outlook Express with Outlook,a far bigger and
more complex corporate email program that’s sold as part of the Microsoft Office
software suite.)

| 4 mail is a fast, cheap, convenient communication medium;these days,it’s al-

Note: OutiookExpress doesn’t work with online services Sike America Online or Prodigy. Instead, you're sup-
posed to check and send your email using the software you got when yousigned up for these services,

To use Outlook Express, you need several technical pieces of information: an email
address, an email server address, and an Internet address for sending email. Your
Internet service provider or your network administrator is supposed to provide all
of these ingredients.

Setting Up Outlook Express
Thefirsttime you use Outlook Express (which you can open from the Start menu),
the Internet Connection Wizard appears to help you plugin the necessary Internet
addresses and codes that tell the program where to find your email.
 

Nofe: If you used the New Connection Wizard (page 307} to establish your internet account, then your
settings are probably already in place. In that case, you probably won't see this Intermet Connection Wizard;
skip ta the next section. 
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Click Next on each wizard windowtostep through the process, during which you'll
provide the following information: 

* Display Name. The namethat will appear in the “From:”field of the email you
send.

» Email Address. The email address you chose when you signed up for Internet
services, such as billg@microsoft.com.

« Mail Servers. Enter the information your ISP provided aboutits mail servers: the
typeofserver, the nameofthe incoming mail server, and the nameofthe outgoing
mail server. Most ofthe time, the incoming server is a POP3 server andits nameis
connected to the name of yourISP, such as popmail,mindspring.com. The outgo-
ing mail server (also called the SMTP server) usually looks something like mail.
mindspring.com.

+ Logon Name and Password. Enter the name and password provided by your
ISP.
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Ifyou wish, turn on “Remember password,”so that you won’t haveto enterit each
time you wantto collect mail. (But turn on Secure Password Authentication [SPA]
onlyif instructed by your ISP or network administrator.)

 
 

Click the Finish button to close the wizard and open Outlook Express.

Figure 12-1;
The fourpanes ofOutlook
Express. Click a folder in
the upper-leftpane to see
its contents in the upper-
rightpane. When youclick
the name of a messagein
the upper-right pane, the
messageitselfappears in
the lower-rightpane.

Lowerleft: yourlist of
MSN Messenger Service
“buddies,”as described in
the previous chapter.

Folderlist Attachment icon Listpane Toolbar

GS Outbox
7 RES Sent Items

b : d:-G} Deleted tems (155)
@ pratts (2)
ews optoniinenek

it mnigosattpublicwindowsnp,
EF microsoft pubic windowsrp.g
cy sniccasoft.peblic.uindousny

Contacts list

Rie: Edtorial Mastings-Confterence Call Instructions
Book, siqning:
New phone list
Rat xp are

>The air in and aroundthe indoor poolwill be sufficiently warm that you
>pan swim with impunity.

Good to know ~ my exparience se far with Tristan,is that the pool is
vf the Key attraction ofany vacation. In fact, as much as my formal

wear (okay even my casual wear) wardrobe could use some spiffing up,
itsmy pool and pool-side duds that will get the most use.

Preview pane

Seedeerieeee 
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 “ rtoePitches eae Tip: addasecond email accountfor ho uses this P i ‘Outlook Express ip: \f you want toadca omeone else who uses this PC (assuming you'te notusing the User Accounts feature described in Chapter'16), choose Tools— Accounts in Qutioak Express.In
the resulting dialog box on the Mail tab, lick Add—>Mail; the internet Connection Wizard will reappear. 

Sending Email
When you finally arrive at the main Outlook Express screen, you've got mail; the
Inbox contains a message for you. The messageis a welcome from Microsoft, butit
wasn’t actually transmitted over the Internet; it’s a starter message just to tease you.
Fortunately, all your future mail will come via the Internet.
In order to receive and send new mail, you mustuse the Send & Receive command.
You can triggerit in any of several ways:

» Click the Send/Recv button on thetoolbar. (It’s identified in Figure 12-1, which
depicts Outlook Expressafter you've beenlivingin it for a while.)

+ Choose Tools->Send and Receive—>Send and Receive All.

+ Press Ctrl+M.

vB ew Tete? Message Hig:

&a Tam Negring
ESDortSrath

AH Deleted Ite 
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font  

fn

Tip: Outlook Express can beset up te check your email accounts automatically according to a schedule. Just
choase ToolsOptions. On the General tab, you'll see the “Check for new messages every __ minutes”
checkbox, which you can change to yourliking.

 
 

Now Outlook Express contacts the mail servers listed in the accountlist, retrieving
new messages and downloading any files attached to those messages. It also sends
any outgoing messages and their attachments.

In thelist on therightside ofyourscreen, the names of new messages show up in bold
type; folders containing new messages show up in bold type, too (in the Folderslist
at the left side of the screen). The bold numberin parenthesesafter the word “Inbox”
represents how many messages you haven't read yet.

Finally, after messages are downloaded, Outlook Express appliesits mailfilters—what
it calls rules—to all new messages (to screen out junk mail, for example). More on
rules on page 395.

Figure 12-2:
A message has two sections:
the header, which holds
information about the mes-

sage; and the body, which
contains the messageitself.
in addition, the Outlook
Express window has a
menu bar and a toolbar,
which you can use fo access i
other available features for | Attention all warm fuzzies:

composing andsending i The next meting of the Adorable Cuddlies Club will be at the Kiwanis Club of
Messages. § Toledo, March 3 at& pr, Plaase note that we'll have a special presentation by

E Tinky-Winky on, "When Cuddly Isn't Enough: Handling Raga in the Modern
B World.”

f, Kindly do your smoking outside the main entrance--this means you, Keyore-and 2-4
E keep the language PG. You never know whanthe press is going to show up.

I| Your pal,Barn

 
Mail folders in Outlook Express
Outlook Express organizes your email into folders at the left side of the screen. To see
what’s in a folder, click it once:

* Inbox holds mail you've received.

* Outbox holds mail you've written but haven’t sentyet.

+ Sent Items holds copies of messages you've sent.
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384.

 
» Deleted Items holds mail you've deleted. It works a lot like the Recycle Bin,in that

messages placed there don’t actually disappear. Instead, they remain in the Deleted
Itemsfolder, awaiting rescue on the day you retrieve them. To empty this folder,
right-click it and choose “Empty ‘Deleted Items’ Folder” from the shortcut menu
(or just choose Edit~Empty ‘Deleted Items’ Folder).
 

Tip: Jo make the folder empty itself every time you exit Outlook Express, choose Tools—sOptions, click the
Maintenance tab, and turn on “Empty messages from the‘Deleted Items’ folder on exit.”
 

+ Drafts holds messages you'vestarted but haven't finished—anddon’t wantto send
just yet.

You can also addtothislist, creating folders for your own organizational pleasure—
Family Mail, Work Mail, or whatever. See page 392.

Composing and sending messages
To send email to a recipient,click the Create Mailicon on the toolbar (or press Ctrl+N,
or choose Message—>New Mail). The New Message form, shown in Figure 12-2, opens
so you can begin creating the message.
aneannnUnT
Fip: Another way to start writing a message to someone, new in version 6,is by finding that person's name
in the Contacts list at the lower-left side of the screen (see Figure 12-1). (Scroll directly to a name by typing
the first coupleof letters.)

Thenright-click the name and choose Send E-Mail from the drop-downlist. A blank, outgoing piece of mail
appears,aiready addressed to the person whose name you clicked.

Composing the message requites several steps:
1. Type the email address of the recipient into the “To:”field.

If you want to send a message to more than one person, separate their email
addresses using semicolons,like this: hob@earthlink.net; billg@microsoft.com;
steve@apple.com.

There’s no need to type outall those complicated email addresses, either, As you
begin typing the person's plain-English name, the program attenipts to guess who
you mean (if it's somebody in your address book)—and fills in the email address
automatically, as described in the next section. [fit guesses the correct name,great;
press Tab to move on to the next text box. If it guesses wrong,just keep typing; the
program quickly retracts its suggestion and watches what you type next. (You cari
also double-click somebody's name in your address book.)
Asin mostWindowsdialog boxes, you can jumpfromblank to blank in this window
(from the “To:” field to the “CC” field, for example) by pressing the Tab key.

2. To send a copy of the message to other recipients, enter the additional email
address(es) in the “CC:”field.
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