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[57] ABSTRACT

An improved security system inhibits eavesdropping, dic-
tionary attacks, and intrusion into stored password lists. In
one implementation, the user provides a workstation with a
“password”, and a “token” obtained from a passive authen-
tication token generator. The workstation calculates a “trans-
mission code” by performing a first hashing algorithm upon
the password and token. The workstation sends the trans-
mission code to the server. Then, the server attempts to
reproduce the transmission code by combining passwords
from a stored list with tokens generated by a second identical
passive authentication token generator just prior to receipt of
the transmission code. If any password/token combination
yields the transmission code, the workstation is provided
with a message useful in communicating with a desired
computing system; the message is encrypted with a session
code calculated by applying a different hashing algorithm to
the password and token. In another embodiment, the work-
station transmits a user name to the authentication server.
The server verifies the user name’s validity, and uses an
active authentication token generator to obtain a “response”
to an arbitrarily selected challenge. The server generates a
session code by performing a hashing algorithm upon the
response and the password. The server sends the challenge
and a message encrypted with the session code to the
workstation. The workstation generates the session code by
performing the hashing algorithm on the password and the
received challenge, and uses the session code to decrypt the
encrypted message. The message is useful in communicat-
ing with a desired computing system.
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FIG. 3
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