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a2) Patent Application Publication co) Pub. No.: US 2013/0322242 Al
Swensonetal. (43) Pub. Date: Dec. 5, 2013

(54) REAL-TIME NETWORK MONITORING AND (52) U.S. CL
SUBSCRIBER IDENTIFICATION WITH AN CPC ween HO4W28/06 (2013.01); HO4W24/00
ON-DEMAND APPLIANCE (2013.01)

USPC iecccccesectseessesesescssenenes 370/232; 370/252
(71) Applicant: Skyfire Labs, Inc., Mountain View, CA

(US)

(72) Inventors: Erik R. Swenson, San Jose, CA (US); (67) ABSTRACT
Nitin Bhandari, Fremont, CA (US)

(21) Appl. No.: 13/907,847 Asystem and a methodare disclosed for selectively monitor-
a —— ° ing trallic in a service provider network. The system receives

(22) Filed: May31,2013 a notice for a beginning of a network data flow, which
responds to a request from a user device for content at an

Related U.S. Application Data origin server. The systemthen determines whether to monitor

(60) Provisional application No. 61/654,689, filed on Jun,_the data flow from theorigin server to the user device. Tf’ so
1, 2012, provisionalapplication No. 61/754,391. filed determined, the system collects statistic information of the
on Jan. 18. 2013. data flowandstores the statistic information to a flow record

° in a database. The system also maps the flowrecord to a
Publication Classification subscriber of the service provider network by analyzing the

statistic information ofthe data flow and estimates bandwidth

(51) Int. Cl. provided to the data flow by the service provider’s network
HOAW28/06 (2006.01) based on the analysis ofthe statistic informationofthe data
HO4W24/00 (2006.01) flow.
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