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a. A method of authenticating a user on a first secure
computer network, the user having a user account
on said first secure computer network, the method
COMIPTISIIIE: ©veeeerreeeeirieeerrreeesreeeesreeeessseeeessseeesssseeesssseenas 28

b. associating the user with a  personal
communication device possessed by the user, said
personal communication device in communication
over a second network, wherein said second
network is a cell phone network different from the

first secure computer Nnetwork; .........cccceevvviieeeiiieencieenns 29
C. receiving a request from the user for a token via

the personal communication device, over the

SECONA NETWOTK; ....vvvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeaeaaeaes 32
d. generating a new password for said first secure

computer network based at least upon the token
and a passcode, wherein the token is not known to
the user and wherein the passcode is known to the

L0 T]SS SRR 34
e. setting a password associated with the user to be

the New PasSWOTd; .......cccovviieiiiieiiiee e 37
f. activating access the user account on the first

secure computer NEtWOTK;........cccvvveeeiieeeniiieeeiee e 38
g. transmitting the token to the personal

COMMUNICATION AEVICE; . .uueeeneeeeeeeeeee e 38
h. receiving the password from the user via the first

secure computer network; and...........ccceeeeeieeeiiiieniienn, 39
1. deactivating access to the user account on the first

secure computer network within a predetermined
amount of time after said activating, such that said
user account is not accessible through any
password, via said first secure computer network.......... 40
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2. Claim 2: The method of claim 1, wherein the new
password is generated by concatenating the token and the
PASSCOMC. ..eieeiiieeeiiie ettt ettt e e rtee e et e e e aee e e aaeeesstaeeesnsaeeennseaeens 41

3. Claim 3: The method of claim 1, wherein the personal
communication device is a mobile phone..............cccceeeeuveennnene. 42

4. Claim 4: The method of claim 1, wherein the personal
communication device 1S @ PAZET. ......ccveeerveeerureerveerireeeireeenreeens 43

5. Clalm 5.ttt e 44
a. A user authentication system comprising:................... 44
b. Q COMPULET PTOCESSOT; evenvieneierureenreereenieesseeeeeenseenseenns 45
C. a user database configured to associate a user with

a personal communication device possessed by the
user, said personal communication device
configured to communicate over a cell phone
network with the user authentication system; ............. 46
d. a control module executed on the computer
processor configured to create a new password
based at least upon a token and a passcode,
wherein the token is not known to the user and
wherein the passcode is known to the user, the
control module further configured to set a
password associated with the user to be the new
PASSWOT; ..eeenvvieiiieeiieeiie ettt ere e e eane e 46
€. a communication module configured to transmit
the token to the personal communication device
through the cell phone network; and ........................... 46
f. an authentication module configured to receive the
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network, wherein the authentication module
activates access to the account in response to the
password and deactivates the account within a
predetermined amount of time after activating the
account, such that said account is not accessible
through any password via the secure computer
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6. Claim 6: The system of claim 5, wherein the
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