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1.0 ABSTRACT

Thi s docunment describes a one-tine password authentication system
(OTP). The system provi des authentication for system access (I ogin)
and ot her applications requiring authentication that is secure

agai nst passive attacks based on replaying captured reusable
passwords. OTP evolved fromthe S/KEY (S/KEY is a trademark of

Bel | core) One-Time Password Systemthat was rel eased by Bellcore and
is described in references [3] and [5].

2. 0 OVERVI EW

One form of attack on networked conputing systens i s eavesdroppi ng on
net work connections to obtain authentication information such as the
login | Ds and passwords of legitinmate users. Once this information is
captured, it can be used at a later tinme to gain access to the

system One-tine password systens are designed to counter this type
of attack, called a "replay attack" [4].

The aut hentication system described in this docunent uses a secret
pass-phrase to generate a sequence of one-tinme (single use)

passwords. Wth this system the user’s secret pass-phrase never
needs to cross the network at any time such as during authentication
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or during pass-phrase changes. Thus, it is not vulnerable to replay

attacks. Added security is provided by the property that no secret

i nformati on need be stored on any system including the server being
pr ot ect ed.

The OIP system protects agai nst external passive attacks agai nst the
aut hentication subsystem It does not prevent a network eavesdropper
fromgaining access to private information and does not provide

protection against either "social engineering" or active attacks [9].

3.0 | NTRODUCTI ON

There are two entities in the operation of the OTP one-tine password
system The generator nust produce the appropriate one-tine password
fromthe user’s secret pass-phrase and frominfornmation provided in
the challenge fromthe server. The server mnmust send a chall enge that
i ncludes the appropriate generation paraneters to the generator, nust
verify the one-time password received, nust store the last valid
one-tinme password it received, and nust store the correspondi ng one-
ti me password sequence nunber. The server nust also facilitate the
changing of the user’s secret pass-phrase in a secure manner.

The OIP system generator passes the user’s secret pass-phrase, along
with a seed received fromthe server as part of the challenge

through nultiple iterations of a secure hash function to produce a
one-tine password. After each successful authentication, the nunber
of secure hash function iterations is reduced by one. Thus, a unique
sequence of passwords is generated. The server verifies the one-tine
password received fromthe generator by computing the secure hash
function once and conparing the result with the previously accepted
one-tinme password. This technique was first suggested by Leslie
Lanport [1].

4.0 REQUI REMENTS TERM NOLOGY

In this docunment, the words that are used to define the significance
of each particular requirenent are usually capitalized. These words

are:
- MUST
This word or the adjective "REQU RED' neans that the itemis an
absol ute requirenment of the specification.
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- SHOULD

This word or the adjective "RECOWENDED' neans that there might
exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the case
carefully wei ghed before taking a different course.

- MAY

This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor might choose to include the item
because a particul ar marketplace requires it or because it
enhances the product, for exanple; another vendor may onmit the
same item

5.0 SECURE HASH FUNCTI ON

The security of the OIP systemis based on the non-invertability of a
secure hash function. Such a function nust be tractable to conpute in
the forward direction, but conputationally infeasible to invert.

The interfaces are currently defined for three such hash al gorithns,
MM [2] and MD5 [6] by Ronald Rivest, and SHA [7] by NIST. Al
conform ng i npl ementati ons of both server and generators MJST support
MD5. They SHOULD support SHA and MAY al so support MD4. Cdearly, the
generator and server nust use the same algorithmin order to

i nteroperate. Ot her hash algorithns nay be specified for use with
this system by publishing the appropriate interfaces.

The secure hash algorithns |isted above have the property that they
accept an input that is arbitrarily |Iong and produce a fixed size
output. The OTP systemfolds this output to 64 bits using the
algorithms in the Appendix A 64 bits is also the Iength of the one-
time passwords. This is believed to be | ong enough to be secure and
short enough to be entered nanually (see below, Form of Qutput) when
necessary.

6. 0 GENERATI ON OF ONE- TI ME PASSWORDS

This section describes the generation of the one-tinme passwords.

This process consists of an initial step in which all inputs are
combi ned, a conputation step where the secure hash function is
appl i ed a specified nunber of tines, and an output function where the
64 bit one-tinme password is converted to a human readabl e form

Appendi x C contai ns exanpl es of the outputs given a collection of
inputs. It provides inplenmentors with a neans of verification the
use of these algorithns.
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Initial Step

In principle, the user’s secret pass-phrase nmay be of any length. To
reduce the risk fromtechni ques such as exhaustive search or
dictionary attacks, character string pass-phrases MJST contain at

| east 10 characters (see Formof Inputs below). All inplenmentations
MUST support a pass-phrases of at |east 63 characters. The secret
pass-phrase is frequently, but is not required to be, textua

i nformation provided by a user

In this step, the pass phrase is concatenated with a seed that is
transmitted fromthe server in clear text. This non-secret seed
allows clients to use the same secret pass-phrase on nmultiple

machi nes (using different seeds) and to safely recycle their secret
pass- phrases by changi ng the seed.

The result of the concatenation is passed through the secure hash
function and then is reduced to 64 bits using one of the function
dependent al gorithns shown in Appendi x A

Conput ati on Step

A sequence of one-time passwords is produced by applying the secure
hash function nmultiple tines to the output of the initial step
(called S). That is, the first one-tine password to be used is
produced by passing S through the secure hash function a nunber of
times (N) specified by the user. The next one-tinme password to be
used is generated by passing S though the secure hash function N1
times. An eavesdropper who has nonitored the transm ssion of a one-
time password woul d not be able to generate the next required
password because doing so woul d nean inverting the hash function

Form of Inputs

The secret pass-phrase is seen only by the OIP generator. To all ow

i nterchangeability of generators, all generators MJST support a
secret pass-phrase of 10 to 63 characters. |Inplenentations MAY
support a | onger pass-phrase, but such inplenentations risk the |oss
of interchangeability with inplenentations supporting only the

m ni mum

The seed MJST consi st of purely al phanuneric characters and MJST be
of one to 16 characters in length. The seed is a string of characters
that MJUST not contain any bl anks and SHOULD consi st of strictly

al phanuneric characters fromthe | SO 646 |nvariant Code Set. The
seed MJST be case insensitive and MJST be internally converted to

| ower case before it is processed.
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The sequence nunber and seed together constitute a |arger unit of
data called the chall enge. The chal | enge gives the generator the
paranmeters it needs to calculate the correct one-tine password from
the secret pass-phrase. The chall enge MJST be in a standard syntax so
that automated generators can recogni ze the challenge in context and
extract these paranmeters. The syntax of the challenge is:

otp-<algorithmidentifier> <sequence integer> <seed>

The three tokens MJST be separated by a white space (defined as any
nunber of spaces and/or tabs) and the entire challenge string MJST be
termnated with either a space or a new line. The string "otp-" MJST
be in lower case. The algorithmidentifier is case sensitive (the
existing identifiers are all |lower case), and the seed is case

i nsensitive and converted before use to | ower case. |f additiona

al gorithms are defined, appropriate identifiers (short, but not
limted to three or four characters) nust be defined. The currently
defined algorithmidentifiers are:

nmd4 M4 Message Di gest
md5 MD5 Message Di gest
shal NI ST Secure Hash Al gorithm Revision 1

An exanpl e of an OIP chal |l enge is: ot p-md5 487 dog2
Form of CQut put

The one-time password generated by the above procedure is 64 bits in
Il ength. Entering a 64 bit nunber is a difficult and error prone
process. Some generators insert this password into the input stream
and sone others make it available for system"cut and paste." Still
other arrangenents require the one-tine password to be entered
manual | y. The OTP systemis designed to facilitate this manual entry
wi t hout inpedi ng automatic nethods. The one-tinme password therefore
MAY be converted to, and all servers MJST be capable of accepting it
as, a sequence of six short (1 to 4 letter) easily typed words that
only use characters from|SO 646 | VCS. Each word is chosen froma
dictionary of 2048 words; at 11 bits per word, all one-tine passwords
may be encoded.

The two extra bits in this encoding are used to store a checksum

The 64 bits of key are broken down into pairs of bits, then these
pairs are summed together. The two least significant bits of this sum
are encoded in the last two bits of the six word sequence with the

| east significant bit of the sumas the last bit encoded. Al OTP
generators MJST cal cul ate this checksumand all OTP servers MJST
verify this checksumexplicitly as part of the operation of decoding
this representation of the one-time password.
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