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Abstract

This document defines a framework for authorization policies
controlling access to application-specific data. This framework
combines common location- and presence-specific authorization
aspects. An XML schema specifies the language in which common policy
rules are represented. The common policy framework can be extended
to other application domains.
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1. Introduction

This document defines a framework for creating authorization policies
for access to application-specific data. This framework is the
result of combining the common aspects of single authorization
systems that more specifically control access to presence and
location information and that previously had been developed
separately. The benefit of combining these two authorization systems
is two-fold. First, it allows building a system that enhances the
value of presence with location information in a natural way and
reuses the same underlying authorization mechanism. Second, it
encourages a more generic authorization framework with mechanisms for
extensibility. The applicability of the framework specified in this
document is not limited to policies controlling access to presence
and location information data, but can be extended to other
application domains.

The general framework defined in this document is intended to be
accompanied and enhanced by application-specific policies specified
elsewhere. The common policy framework described here is enhanced by
domain-specific policy documents, including presence [7] and location
[8]. This relationship is shown in Figure 1.
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Figure 1: Common Policy Enhancements

This document starts with an introduction to the terminology in
Section 2, an illustration of basic modes of operation in Section 3,
a description of goals (see Section 4) and non-goals (see Section 5)
of the policy framework, followed by the data model in Section 6.

The structure of a rule, namely, conditions, actions, and
transformations, is described in Sections 7, 8, and 9. The procedure
for combining permissions is explained in Section 1@ and used when
conditions for more than one rule are satisfied. A short description
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of meta policies is given in Section 11. An example is provided in
Section 12. The XML schema will be discussed in Section 13. IANA
considerations in Section 15 follow security considerations in

Section 14.
2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT","RECOMMENDED", "MAY", and "OPTIONAL" in this

document are to be interpreted as described in [1].

This document introduces the following terms:

PT - Presentity / Target: The PT is the entity about whom
information has been requested.

RM - Rule Maker: The RM is an entity that creates the authorization
rules that restrict access to data items.

PS - (Authorization) Policy Server: This entity has access to both
the authorization policies and the data items. In location-
specific applications, the entity PS is labeled as location
server (LS).

WR - Watcher / Recipient: This entity requests access to data items
of the PT. An access operation might be a read, a write, or any
other operation.

A policy is given by a 'rule set' that contains an unordered list of

'rules'. A 'rule' has a 'conditions', an 'actions', and a

"transformations' part.

The term 'permission' indicates the action and transformation

components of a 'rule'.

The term 'using protocol' is defined in [9]. It refers to the

protocol used to request access to and to return privacy-sensitive

data items.
3. Modes of Operation
The abstract sequence of operations can roughly be described as
follows. The PS receives a query for data items for a particular PT,
via the using protocol. The using protocol (or more precisely, the
authentication protocol) provides the identity of the requestor,
either at the time of the query or at the subscription time. The
authenticated identity of the WR, together with other information
provided by the using protocol or generally available to the server,
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is then used for searching through the rule set. All matching rules
are combined according to a permission combining algorithm described
in Section 1@. The combined rules are applied to the application
data, resulting in the application of privacy based on the
transformation policies. The resulting application data is returned
to the WR.

Three different modes of operation can be distinguished:
3.1. Passive Request-Response - PS as Server (Responder)

In a passive request-response mode, the WR queries the PS for data
items about the PT. Examples of protocols following this mode of
operation include HTTP, FTP, LDAP, finger, and various remote
procedure call (RPC) protocols, including Sun RPC, Distributed
Computing Environment (DCE), Distributed Component Object Model
(DCOM), common object request broker architecture (Corba), and Simple
Object Access Protocol (SOAP). The PS uses the rule set to determine
whether the WR is authorized to access the PT's information, refusing
the request if necessary. Furthermore, the PS might filter
information by removing elements or by reducing the resolution of
elements.

3.2. Active Request-Response - PS as Client (Initiator)

Alternatively, the PS may contact the WR and convey data items.
Examples include HTTP, SIP session setup (INVITE request), H.323
session setup or SMTP.

3.3. Event Notification

Event notification adds a subscription phase to the "Active Request-
Response - PS as Client (Initiator)" mode of operation. A watcher or
subscriber asks to be added to the notification 1list for a particular
presentity or event. When the presentity changes state or the event
occurs, the PS sends a message to the WR containing the updated
state. (Presence is a special case of event notification; thus, we
often use the term interchangeably.)

In addition, the subscriber may itself add a filter to the
subscription, limiting the rate or content of the notifications. If
an event, after filtering by the rule-maker-provided rules and by the
subscriber-provided rules, only produces the same notification
content that was sent previously, no event notification is sent.
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