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(57) ABSTRACT 

A software defined networking (SDN) computer network 
includes an SDN controller and an SDN switch. The SDN 
controller inserts flow rules in a flow table of the SDN switch 
to create an SDN pipe between a sender component and a 
security component. A broadcast function of the SDN switch 
to the ports that form the SDN pipe may be disabled. The SDN 
pipe allows outgoing packets sent by the sender component to 
be received by the security component. The security compo­
nent inspects the outgoing packets for compliance with secu­
rity policies and allows the outgoing packets to be forwarded 
to their destination when the outgoing packets pass inspec­
tion. The SDN controller may also insert a flow rule in the 
flow table of the SDN switch to bypass inspection of specified 
packets. 
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