
US007089585B1 

(12) United States Patent (10) Patent No.: US 7,089,585 B1 
Dharmarajan (45) Date of Patent: Aug. 8, 2006 

(54) METHOD AND SYSTEM FOR 6,401.223 B1* 6/2002 DePenning .................. T14? 42 
AUTHORIZING ACLIENT COMPUTER TO 6.427.209 B1* 7/2002 Brezak et al. .............. 713/201 
ACCESS ASERVER COMPUTER 6.510.464 B1* 1/2003 Grantges et al. .. ... 709,225 

6,678,733 B1* 1/2004 Brown et al. ..... ... 709,229 
6,877,095 B1 * 4/2005 Allen ............... ... 713, 182 

(75) Inventor: baya permara an, Mountain 2003/0067926 A1* 4/2003 Golikeri et al. ............. 370/401 

* cited by examiner 
(73) Assignee: Microsoft Corporation, Redmond, WA 

(US) Primary Examiner Taghi T. Arani 
(74) Attorney, Agent, or Firm—Christensen O'Connor 

(*) Notice: Subject to any disclaimer, the term of this Johnson Kindness PLLC 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 902 days. (57) ABSTRACT 

(21) Appl. No.: 09/650,105 The present invention includes a client computer, a first 
(22) Filed: Aug. 29, 2000 server computer, and a second server computer. The first 

server provides an authorization ticket containing a time 
(51) Int. Cl. stamp to the client computer when the client computer is 

H04L 9/00 (2006.01) authorized to access the first server. An elapsed time counter 
GO6F 13/14 (2006.01) is started at the client computer when access is provided to 

(52) U.S. Cl. .............................. 726s. 7131so. 726/2: the first server. When a request is received at the client 
726/4; 726/21: 709/201: 709/219: 709/229: computer to access the second server, the client computer 

370,401. 370,313. 370,332. 380286 determines the session length based upon the elapsed time 
(58) Field of Classification Search ................ 712o counter. The client computer calculates a hash value for the 

713/100, 150: 714742: 380/286 370/401. authorization ticket, the session length, and a secret shared 
370/3 12 332. 705 f 400 700f219 229. with the second server computer. The client computer trans 

s 709f2O1 726/3 8-10, 2 21 4 mits a login request to the second server including the 
See application file for complete search history. s authorization ticket, the session length, and the hash. The 

second server decrypts the authorization ticket and retrieves 
(56) References Cited a copy of the shared secret. The second server executes a 

hash function on the authorization ticket, the session length, 
and the shared secret. The second server then compares the 
computed hash to the hash value received from the second 

U.S. PATENT DOCUMENTS 

5,455,953 A * 10/1995 Russell ....................... T10,266 
5,481,539 A * 1/1996 Hershey et al. ............. 370,312 client application. If the two hash values are identical, the 
5,721,777 A * 2/1998 Blaze ......................... 380.286 second server retrieves the time stamp from the authoriza 
5.999,711 A * 12/1999 Misra et al. ................ T13 201 tion ticket and adds the session length to the time stamp. The 
6,005,853 A * 12/1999 Wang et al. ................ 370,332 second server then compares the resulting value to the 
6,041,357 A * 3/2000 Kunzelman et al. ........ TO9,228 current time. If the resulting value and the current time are 
6,088,451 A * 7/2000 He et al. .................... T13 201 within a preset threshold value, the client computer is 
6,101,486 A * 8/2000 Roberts et al. . ... 7027 provided 
6,236,971 B1* 5/2001 Stefik et al. ................... 70.5/1 
6,240,512 B1* 5/2001 Fang et al. ................. T13,150 
6,263.432 B1* 7/2001 Sasmazel et al. ........... T13/100 21 Claims, 6 Drawing Sheets 

NENAEA 
ICKE,SESSION LENGTH, 
NSAR SERE 

RFRA NE-YSOF 
ceased 

as SESSM23 
Foresai 

REST? 
RRENS 

Pi3S2 OFS: 
ASRSE FRCd 
WBRWs 

sak M3 
RegiesTEpwww.sire 

TRANSMERROR 
Assas Tsway 

sksik 

8. 

  

    

  

Ex. 1007 
CISCO SYSTEMS, INC. / Page 1 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Ex. 1007 
CISCO SYSTEMS, INC. / Page 2 of 15

US 7,089,585 B1Sheet 1 of 6Aug.8, 2006U.S. Patent

OL

HSVHSGWHIDNITNOISSAS [StyIDIOLNOILVZIYOHINV  
WVwDOUdNOLLVOITddVoTWISMOUdMMMco|ISVHSAW00°_HIDNITNOISSISLIIOLLNOLLVZRIOH.INV\9y

 

WVdD0Ud,NOILVOIIddVWaANASMMM
ST

 
 

WAIINdWOD)DWIAYASMMM

 

9¢

NOLLVOIIddvVLINIITODOINIDVSSAWINVISNI 
 

WVeDOuUd
 9LINOWLoenvWVeo0udANOLLVOIIddVW4AuNASONIDVSSAWINVISNIWAINdTWO)WAANASONIDVSSAWINVISNI
 

Ex. 1007

CISCO SYSTEMS, INC./ Page 2 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Ex. 1007 
CISCO SYSTEMS, INC. / Page 3 of 15

US 7,089,585 B1Sheet 2 of 6Aug.8, 2006U.S. Patent

FOVATLLINIFATTNSICCUVH
8

ONISSIIOUNd 
Ex. 1007

CISCO SYSTEMS, INC./ Page 3 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 7,089,585 B1 Sheet 3 of 6 Aug. 8, 2006 U.S. Patent 

NOII VZTAHOHIINV 

3AINICI XISICI 0II.31N0WW. 

  

  

  

  

  

  

  

Ex. 1007 
CISCO SYSTEMS, INC. / Page 4 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Aug. 8, 2006 Sheet 4 of 6 

INSTANTMESSAGING 
CLIENT LOGIN 

PERFORM 
ENCRYPTED/SECURE 
LOGINTO INSTANT 
MESSAGING SERVER 

RECEIVE 
AUTHORIZATION 

TICKET CONTAINING 
TIME STAMP FROM 
INSTANT MESSAGING 

SERVER 

STARTELAPSED TIME 
COINTER 

408 

Fig.4 

400 

US 7,089,585 B1 

  

    

  

    

    

    

  

Ex. 1007 
CISCO SYSTEMS, INC. / Page 5 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


