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Abstract 1 Introduction

The Trusted Computing Group (TCG) released
the first set of hardware and software specifi-
cations shortly after the creation of that group
in 20031 This year, a short two years later,

While Trusted Computing and Lin@® may 20 million computers will be sold containing a
seem antithetical on the surface, Linux userd rusted Platform Module (TPM) [Mohamed],
can benefit from the security features, includingvhich will largely go unused. Despite the
system integrity and key confidentiality, pro- controversy surrounding abuses potentially en-
vided by Trusted Computing. The purpose ofabled by the TPM, Linux has the opportunity
this paper is to discuss the work that has beeff build controls into the enablement of the
done to enable Linux users to make use of theif fusted Computing technology to help the end
Trusted Platform Module (TPM) in a non-evil USer control the TPM and take advantage of se-
manner. The paper describes the individuafurity gains that can be made by exercising the
software components that are required to en] PM properly. This paper will cover the pieces
able the use of the TPM, including the TPM heeded for a Linux user to begin to make use of
device driver and TrouSerS, the Trusted Softihe TPM.

ware Stack, and TPM management. Key con-_ ) _ _ ) )
cerns with Trusted Computing are highlighted T IS Paper is organized into sections covering

along with what the Trusted Computing Groupthe goals of Trusted Computing, a brief intro-
has done and what individual TPM owners Canductlon to Trusted Computing, the components

do to mitigate these concerns. Example ben[equirgd to make an operating system a tru;ted
eficial uses for individuals and enterprises ardPerating system from the TCG perspective,
discussed including eCryptfs and GnuPG us.agg.|e current state_ 9f Trusted Computing, Uses
of the TPM. There is a tremendous opportunityOf the_ TPM, cl_ar|f|cat|on _Of common techn!-
for enhanced security through enabling project$2! Misperceptions, and finally concludes with
to use the TPM so there is a discussion on the 1see [Fisher] and [TCGFAQ] for more history of the
mMost promising avenues. Trusted Computing Group.
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a section on future work.
NVRAM BNG

2 Goals of Trusted Computing

- PCRs SHA-1
The Trusted Computing Group (TCG) has cre- (Min 16)
ated the Trusted Computing specifications in
response to growing security problems in the
technology field. EK RSA
“The purpose of TCG is to develop, define, and
promote open, vendor-neutral industry specifi
cations for trusted computing. These includg OPTIONAL
hardware building block and software inter- Optin DSA,
face specifications across multiple platforms Eliptic Curve
and operating environments. Implementatior] Cryptographic
of these specifications will help manage data Program Co-Processor
and digital identities more securely, protecting Code
them from external software attack and phys ] (Depre'z:ed n12)
ical theft. TCG specifications can also pro-
vide capabilities that can be used for more Execution
secure remote access by the user and enal Engine N E‘;:Veiftion
the user's system to be used as a securit
token.”[TCGBackground] /o

Fundamentally, the goal of the Trusted Com-
puting Group’s specifications is to increase as-
surance of trust by adding a level of verifiability
beyond what is provided by the operating sys-
tem. This does not reduce the requirement for
a secure operating system. a logical view of a TPM. The TCG has also
released a specification for APIs to allow pro-
grams to interact with the TPM. The next sec-
. tion details the components needed to create
3 _IntrOdUCtlon to Trusted Comput- a completely enabled operating system. The
Ing interaction between the components is graph-
ically shown in Figure 2.

Figure 1: Trusted Platform Module

The Trusted Computing Group (TCG) has re-

leased specifications about the Trusted Plat-

form Module (TPM), which is a “smartcard- For a rigorous treatment of Trusted Comput-
like device,” one per platform, typically real- ing and how it compares to other hardware se-
ized in hardware that has a small amount otturity designs, please read Sean W. Smith’s
both volatile and non-volatile storage and cryp-“Trusted Computing Platforms Design and Ap-
tographic execution engines. Figure 1 showgplications” [Smith:2005].
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3.1 Key Concepts The root of trust for storage is the area where
the keys and platform measurements are stored.

It is trusted to prevent tampering with this data.
There are a few key concepts that are essential

to understanding the Trusted Computing SpeCiThe root of trust for reporting is the mechanism

fications. by which the measurements are reliably con-
veyed out of the root of trust for storage. This

is the execution engine on the TPM.[TCGArch]
3.1.1 Measurement

A measurement is @ SHA-1 hash that is therg 1 3 chain of Trust

stored in a Platform Configuration Register

(PCR) within the TPM. Storing a value in a

PCR can only be done through what is knownThe chain of trust is a concept used by trusted
as an extend operation. The extend operatiogomputing that encompasses the idea that no
takes the SHA-1 hash currently stored in thecode other than the root of trust for measure-
PCR, concatenates the new SHA-1 value to itment may execute without first being measured.
and performs a SHA-1 hash on that concateThis is also known as transitive trust or induc-
nated string. The resulting value is then storedive trust.

in the PCR.

3.1.4 Attestation
3.1.2 Roots of Trust

Inthe Trusted C ina G , del. t tAttestation is a mechanism for proving some-
nthe frusted .omputing 5roup's modet, trus “thing about a system. The values of the PCRs

ing the operating system is replaced by trustingare signed by an Attestation Identity Key and
the roots of trust. There are three roots of trust, ot 1o the challenger along with the measure-
ment log. To verify the results, the challenger

e root of trust for measurement must verify the signature, then verify the values

of the PCRs by replaying the measurement log.
e root of trust for storage

e root of trust for reporting
3.1.5 Binding Datato a TPM

The root of trust for measurement is the code

that represents the “bottom turtfe” The root Bound data is data that has been encrypted by a
of trust for measurement is not itself measuredTPM using a key that is part of the root of trust

it is expected to be very simple and immutable for storage. Since the root of trust of storage
It is the foundation of the chain of trust. It per- is different for every TPM, the data can only be
forms an initial PCR extend and then the per-decrypted by the TPM that originally encrypted

forms the first measurement. the data. If the key used is a migratable key,
2This is an allusion to the folk knowledge of how however, then it can t_)e migrated to the_ root of

the universe is supportetittp://en.wikipedia. trust for storage of a different TPM allowing the

org/wiki/Turtles_all_the_way_down data to be decrypted by a different TPM.
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App] more secure storage of data through asymmet-
TPM Mgmt ric key operations that include on-chip key gen-
oKCSH App eration (using a hardware random number gen-
erator), and public/private key pair encryption
Tss and signature operations. The TPM provides
hardware-based protection of data because the
[ Kemel 10D private key used to protect the data is never ex-
Kernel LMeasurement posed in the clear outside of the TPM. Addi-
tionally, the key is only valid on the TPM on
Boot BIOS/Firmware which it was created unless created migratable
Loader and migrated by the user to a new TPM.
Hardware TPM
Platform

The TPM provides functionality to securely
store hash values that represent platform con-
figuration information. The secure reporting
of these values, if authorized by the platform
owner, enables verifiable attestation of a plat-
form configuration. Data can also be protected
under these values, requiring the platform to be

_ N in the same configuration to access the data as

records the values of selected PCRs at the time

the data is encrypted. In addition to the restric-

tions associated with bound data, sealed dathhe owner of the platform controls the TPM.
can only be decrypted when the selected PCREhere are initialization and management func-

have the same values they had at the time dfons that allow the owner to turn on and off
encryption. functionality, reset the TPM, and take owner-

ship of the TPM. There are strong controls to
protect the privacy of an owner and usefhe
platform owner must opt-in. Any user, even if
different from the owner, may opt-out.

Figure2: Trusted Computing Enabled Operat-
ing System

3.1.6 Sealing Datatoa TPM

4 Components of Trusted Comput-
ing on Linux

_ Each TPM contains a unique Endorsement
Several components are required to enable aiQey This key can be used by a TPM owner

operating system to use the Trusted Computing, znonymously establish Attestation Identity
concepts. These components are described Weys (AIKs). Since privacy concerns prevent

this section. the Endorsement Key from being used to sign
data generated internally by the TPM, an AIK

41 TPM is used. An AIK is an alias to the Endorsement
Key. The TPM owner controls the creation and

The Trusted Platform Module (TPM) is a hard- activati_on of an AIK as weI_I as the data associ-

ware component that provides the ability to Se_ated with the AIK.[TCGMain],[TPM]

curely protect and store keys, certificates, pass-

words, and data in general. The TPM enables 3See Section 7.1 for more details.
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4.1.1 A Software-based TPM Emulator for 4.2 TPM Device Driver
Linux

The TPM device driver is a driver for the Linux

If you don’t have a machine that has a TPM butkernel to communicate TPM commands and
you'd like to start experimenting with Trusted their results between the TCG Software Stack
Computing and the TSS API, a software TPM(TSS) and the TPM device. Today’s TPMs are
emulator can provide a development environconnected to the LPC bus. The TPM hardware
ment in which to test your program. While a is located by the driver from the PCI device for
software TPM will provide you with a develop- the LPC bus and attempts to read manufacturer
ment environment, it can’t provide you with the specific information at manufacturer specific
“trust” that a hardware TPM can provide. offsets from the standard TPM address. Since

the TPM device can only handle one command
gata time and the result must be cleared before
another command is issued, the TPM device
driver takes special care to provide that only

This is the start of the “chain of trust.” By mea- one c_ommand is in-flight at a time and that the
suring as early in the boot cycle as possibledata is returned to only the requester. Rather

you lessen the chance that an untrusted comp(than tie up aII.system resources with an ioctl,
nent (hardware or software) can be introduce(ﬁhe command is transmitted and the result gath-
without being noticed. There must be an ini_ered into a driver buffer on a write call. Then
tial “trusted” measurement established, knowthe result is copied to the same user on a sub-

as the root of trust for measurement, and th&€duent read call. This coupling of write and

measurement “chain” must not be interruped read calls is enforced by locks, the file struc-
ture’s private data pointer and timeouts. At

i the direction of the Trusted Computing Group
With a software TPM emulator, you have de-gpecification, the TSS is the only interface al-

layed the initial measurement long into the boot,ved to communicate with the TPM thus. the
cycle of the system. Many measurements havgyiver only allows one open at a time, which is
not occurred and so the trust of the system caggne by the TSS at boot time. The driver al-
not be fully validated. So while you would not |oys canceling an in-flight command with its
want to rely on a software TPM to validate the gy cts filecancel. Other sysfs files provided
trust of your systemm, it does provide you with by the driver argocrs for reading current pcr

a development environment to begin preparing,5jyes caps for reading some basic capability
to take advantage of trusted computing. information about the TPM such as manufac-
turer and version angubek for reading the
Mario Sasser, a student at the Swiss Federaublic portion of the Endorsement Key if al-
Institute of Technology has created a TPM emdowed by the device. The current driver sup-
ulator that runs as a kernel module.[Strasserports the Atmel and National Semiconductor
It is not a full implementation of the version 1.1 TPMs, which are polled to deter-
specification and it is still under develop- mine when the result is available. The com-

The advantage of having the TPM be a har
ware component is the ability to begin measur
ing a system almost immediately at boot time.

ment. It is available fromhttp://www. mon functionality of the driver is in thgpm
infsec.ethz.ch/people/psevinc/ kernel module, and the vendor specifics are
or https://developer.berlios.de/ in a separate module. The driver is available
projects/tpm-emulator. on Sourceforge dtttp://sourceforge.
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