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SECURITY SYSTEMPROVIDING LOCKOUT 
FOR INVALID ACCESSATTEMPTS 

This application is a continuation of application Ser. No. 
07/886,539, filed on May 20, 1992 now abandoned. 

FIELD OF THE INVENTION 

This invention relates generally to security systems for 
preventing unauthorized access to computers, telecommu 
nications networks and the like, and, in particular, to security 
systems which provide a "lockout' capability denying 
access in the event invalid passwords, personal identification 
numbers (PINs), etc. are used in attempts to gain access. 

BACKGROUND OF THE INVENTION 

The proliferation of remotely accessed computer and 
telecommunications systems have increased the need for 
improved security systems which check for valid passwords, 
PINS, and access codes/authentication codes (collectively 
referred to herein as "passwords') before granting access. 
While breaches of security can take many forms, one of the 
most common forms of attack by unauthorized users (some 
times called "hackers') is educated guessing and/or trial and 
error to discover the valid password through repeated, albeit 
usually unsuccessful, access attempts. With each attempt, 
the hacker readjusts the password being used; he/she actu 
ally gains valuable information from each denial, since most 
existing security systems permit access "if and only if the 
correct password is entered, and deny access if any other 
password is entered, so that a denial reveals that an 
attempted password is actually invalid. The trial and error 
process is most often automated by the hacker, so that 
convergence to a correct password can sometimes undesir 
ably be very fast. 

In order to defeat the hacker or other unauthorized access 
seeker, legitimate users are instructed not only to keep 
passwords secret, but also to choose them carefully to avoid 
guessing. Sometimes it is difficult to insure that authorized 
users haven't chosen trivial variants of easily guessable 
words or sequences. 
One attempt to improve access security was described by 

K. Dehnad in an article entitled "A Simple Way of Improv 
ing the Login Security”, Computers and Security, Vol. 8, No. 
7, 1989, pages 607-11. According to the author, the advan 
tage gained by a hacker in repeated access attempts can be 
reduced by controlling the probability (p) that an authorized 
user will gain access to the target system even when the 
proper password is entered. This variability has the effect of 
reducing the information obtained by the hacker in being 
denied access: he/she cannot be sure that the denial is due to 
the fact that an invalid password was used, and thus may 
have to repeat the attempt, thereby increasing the number of 
trial and error attempts that may be necessary. This approach 
necessitates that authorized users be occasionally inconve 
nienced by having to enter the correct password more than 
once: if p=0.95, the authorized user will, on average, have to 
make about 105 attempts to gain access 100 times. Dehnad 
also suggests that the value of "p' can be reduced, thereby 
increasing the penalty imposed on a hacker if repeated 
unsuccessful access attempts are detected. While the author 
argues that this may be an acceptable price to pay for 
enhanced security, alternative solutions which have addi 
tional flexibility are desired. 
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To counter the threat of an attacker guessing a password 

by trial and error, other security systems use a control 
mechanism sometimes known as "lockout' that relies on 
counting unsuccessful attempts and completely stopping 
access to the person seeking access once there have been 
"too many” unsuccessful access attempts. When the system 
is "locked', subsequent access attempts, both valid and 
invalid, will be blocked. There are, unfortunately, problems 
with this approach, since it essentially trades "Access Con 
trol” for "Denial of Service'. Specifically, by completely 
cutting off access after a preset but relatively small number 
of unsuccessful access attempts, the hacker is frustrated by 
stringent access control, but the legitimate user who unfor 
tunately erred during attempted access attempts is also 
undesirably denied service or access. On the other hand, if 
lockout is not used at all, or is only instituted after a 
relatively large number of access attempts, the legitimate 
user may gain access more easily, but the hacker may also 
more frequently get through to the computer, network or 
other resource being accessed. To date, there has been no 
compromise solution. 

SUMMARY OF THE INVENTION 

In accordance with the present invention, a security 
system controlling access to a resource is arranged to 
operate such that when a user's attempt to access a resource 
using a password fails, the time interval "t” that must elapse 
before a subsequent attempt at access by that user can be 
successful, is increased. By making the increments increas 
ingly large (illustratively, an exponential function of the 
number 'n' of unsuccessful attempts), repeated access 
attempts by hackers or other unauthorized users is discour 
aged, because they simply cannot wait the time needed to 
make a large number of trial and error attempts. On the other 
hand, valid users, while experiencing a delay prior to access, 
are nevertheless able to gain access, rather than being 
completely "locked-out'. 

In accordance with a feature of this invention, the value 
of "t” may be decreased in relatively small decrements "d" 
in response to each of "m' subsequent valid access attempts. 
By maintaining the value of "t” at a high level after multiple 
unauthorized access attempts, the authorized user is alerted 
that there may have been an attempt at unauthorized access. 
Also, an attempt by a hacker to time access attempts to 
correspond to valid user actions is frustrated. The approach 
used in the present invention is thus a better compromise 
between access control and denial. 

BRIEF DESCRIPTION OF THE DRAWING 

The invention will be better appreciated by consideration 
of the following detailed description, when read in light of 
the accompanying drawing in which: 

FIG. 1 is a block diagram of a security system embodying 
the access control system of the present invention; 

FIG. 2 is a logic flow diagram illustrating the steps 
followed in the system of FIG. 1; and 

FIG. 3 is a graph illustrating one example of the relation 
ship, in accordance with this invention, between the number 
'n' of unsuccessful access attempts made by a user seeking 
access to a resource, the number 'm' of successful access 
attempts made thereafter, and the value of "t' indicating the 
time interval that must elapse before a subsequent attempt at 
access by that user can be successful. 
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