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1
PLURALITY-FACTOR SECURITY SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention
The invention relates to computer security systems.
2. Related Art

Security systems which attempt to authenticate a user are
based on one or more of three kinds of information: (1)
secret information which is shared by the user and the
system, such as a password, PIN, or pass phrase; (2) a
physical object which is possessed by the user and recog-
nized by the system, such as a physical key, token or active
electronic device; and (3) biometric information which is
unique to the user and which can be received and authen-
ticated by the system, such as a fingerprint, handwritten
signature, retinal scan, or voiceprint. Security systems which
use more than one of these factors are considered more
secure than those which do not.

Electronic security systems which require a physical
token may operate by using a challenge and response
system, in which the system issues an electronic challenge
to the physical token and in which the user interacts with the
physical token to obtain an electronic response. If the
response is one which the system associates with the chal-
lenge as proper, the physical token is recognized and the
security system is able to authenticate the user, at least using
the physical factor.

A first problem which has arisen in the art is that such
physical tokens are thus required to be “active,” that is that
they require electrical power to operate and therefore have
a limited operational lifetime.

A second problem which has arisen in the art is that
known security systems which require such physical tokens
operate by first authenticating the user using secret infor-
mation (such as requiring the user to log in using a
password), then execute an application program for security
authentication of the physical token. Similarly, known secu-
rity systems which require biometric information operate by
first authenticating the user using secret information, then
execute an application program for security authentication
of the biometric information. Security systems which allow
users to execute application programs before they have been
fully authenticated are considered less secure than those
which do not.

A third problem which has arisen in the art is that known
security systems which require such physical tokens require
the user to enter the secret information (such as a password
or PIN) to the physical token for the challenge and response.
This provides an additional source for authentication error or
for exposure of the user’s secret information, neither of
which would be desirable.

Accordingly, it would be desirable to provide a method
and system for providing authentication using two or more
factors without allowing the user to execute any application
programs before authentication for all factors is complete. It
would also be desirable to provide a method and system for
providing electronic authentication using a physical token
which does not require electrical power to operate. It would
also be desirable to provide a method and system for
providing electronic authentication using a physical token
which does not require the user to enter data or otherwise
interact with the physical token. These advantages are
achieved in an embodiment of the invention in which the
physical token includes a passive storage device and a login
service obtains password information from the storage
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device, so as to simultaneously authenticate the user with
both a password and the physical token itself.

SUMMARY OF INVENTION

The invention provides a method and system for simul-
taneously authenticating a user using two or more factors,
such as using both a password and a physical token, or using
a password, a physical token, and biometric information.
The user presents a physical token including a storage
device to a processor and attempts to log in using a first
password; the processor includes a login service which
receives the first password, accesses the storage device to
transform the first password into a second password, and
authenticates the second password using an operating sys-
tem for the processor. In a preferred embodiment, the
storage device includes encrypted information regarding the
second password which can be relatively easily determined
in response to the first password, but which cannot be
relatively easily determined without the first password.

In alternative embodiments, the system or the storage
device may store information for biometric authentication of
the user.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of a system for two-factor
security authentication.

FIG. 2 shows a process flow diagram of a method for
two-factor security authentication.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

In the following description, a preferred embodiment of
the invention is described with regard to preferred process
steps and data structures. Those skilled in the art would
recognize after perusal of this application that embodiments
of the invention can be implemented using general purpose
processors or special purpose processors adapted to particu-
lar process steps and data structures described herein, and
that implementation of the process steps and data structures
described herein would not require undue experimentation
or further invention.

Inventions described herein may be used in conjunction
with inventions described in one or more of the following
applications:

application Ser. No. 08/169,654, filed Dec. 17, 1993, in

the name of the same inventors, titled “Method of
Automated Signature Verification”, attorney docket
number ACS-001, now abandoned.
application Ser. No. 08/483,942, filed Jun. 7, 1995, in the
name of the same inventors, titled “Method of Auto-
mated Signature Verification”, attorney docket number
ACS-002.

application Ser. No. 08/519,430, filed Aug. 25, 1995, in
the name of the same inventors, titled “Method of
Secure Communication Using Signature Verification”,
attorney docket number QUIN-003.
application Ser. No. 08/641,104, filed Apr. 29, 1996, in the
name of the same inventors, titled “Secure Application
of Seals”, attorney docket number QUIN-006.

application Ser. No. 08/639,613, filed Apr. 29, 1996, in the
name of the same inventors, titled “Automated Verifi-
cation and Prevention of Spoofing for Biometric Data”,
attorney docket number QUN-008.

Each of these applications is hereby incorporated by
reference as if fully set forth herein. These applications are
collectively referred to herein as the “Incorporated Disclo-
sures”.
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System Elements

FIG. 1 shows a block diagram of a system for two-factor
security authentication.

A system 100 for two-factor security authentication
includes a processor 110, having program and data memory
and mass storage; an input device 120, such as a keyboard
and mouse or other pointing device; and a storage device
drive 130 capable of receiving a physical token 131.

In a preferred embodiment, the storage device drive 130
includes a floppy disk drive; a PCMCIA, PC Card, or “smart
card” receptacle; a flash memory receptacle; or a credit card
receptacle or credit card wipe device for reading and writing
magnetic stripes. The physical token 131 comprises a cor-
responding storage device, such as a floppy disk, a PCMCIA
or PC Card, a smart card, a flash memory, or a magnetic-
striped card.

The system 110 includes a login service 140 and an
operating system 150, both stored on the mass storage and
executed by the processor 110 from the program and data
memory. Operating systems are known in the art of com-
puters. The login service 140 intercepts attempts by the user
to log in to the processor 110, and interacts with the physical
token 131 and with the operating system 150 as described
herein to perform two-factor security authentication.

The login service 140 maintains an authentication data-
base 141, in which it associates an authentication fingerprint
F and an authentication number N, for each particular user
for each particular login session. Similarly, the operating
system 150 maintains a password database 151, in which it
associates a password P with each particular user. In a
preferred embodiment, the password P is stored in the
password database 151 in an encrypted form. Associating
passwords with users is known in the art of computer
security.

The physical token 131 includes a data block 132, in
which it stores the authentication number N, the password P
(in the same encrypted form), and a set of random values
which are associated with the fingerprint F.

As used herein, the term “random”, as used in phrases
such as “random number” or “random value”, refers in a
preferred embodiment, to numbers or values which are
generated by a pseudorandom number generator or a method
for generating pseudorandom numbers. However, in alter-
native embodiments, the term random may refer to numbers
or values which are truly random, such as generated by a
probabilistic or stochastic process. Techniques relating to
randomness and pseudorandomness are described in greater
detail in works known in the art, such as D. Knuth, “The Art
of Computer Programming”, vol. 2.

In a preferred embodiment, the fingerprint F is derived in
response to the set of random values by computation of a
CRC or hashing function.

Method of Operation

FIG. 2 shows a process flow diagram of a method for
two-factor security authentication.

A method 200 for two-factor security authentication
includes a sequence of flow points and steps as described
herein.

At a flow point 210, the user attempts to obtain access to
the processor 110, and the method 200 for two-factor
security authentication is started.

At a step 221, the user enters their associated user name.
In a preferred embodiment, the user name is a unique value
which describes the user, and may comprise the user’s actual
name, but may also comprise a mnemonic name such as the
user’s initials. User names are known in the art of computer
security. The login service 140 receives the user name and
begins execution on the processor 110.
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At astep 222, the user enters a first password Q. The login
service 140 receives the first password Q. The first password
Q is not the password P which the operating system 150
associates with the user name, and cannot be used to obtain
access to the processor 110 using the operating system 150.
The login service 140 uses the physical token 131 to
determine the password P in response to the first password
Q, and thereafter authenticates the password P using the
operating system 150, thus authenticating both that the
physical token 131 is present and that the first password Q
was correctly entered. In a preferred embodiment, references
to the password P indicate the encrypted form thereof.

At a step 223, the login service 140 determines a set of
index values Ni in response to the first password Q. In a
preferred embodiment, one index value Ni is determined for
each character of the password P, plus one additional index
value NO, and the password P is selected to have the
maximum length permitted by the operating system 150.
Thus, if the operating system 150 allows (p)-character
passwords, the password P will have (p) characters and there
will be at least (p+1) index values Ni.

In a preferred embodiment, the step 223 is performed
using the following technique:

At a sub-step 223(a), each possible combination of letters
of the first password Q is determined. Thus, if the first
password Q is “ABCD”, there will be 15 nsuch possible
combinations, “A”, “B”,“C”,“D”, “AB”, “AC”,“AD”,
“BC”, “BD”, “CD”, “ABC”, “ABD”, “ACD”, “BCD”,
and “ABCD”. If there are more than (p+1) such
combinations, the first (p+1) combinations are selected.

At a sub-step 223(b), each selected combination from the

sub-step 223(a) is converted to an integer value. In a
preferred embodiment, this is performed by casting the
selected string values to integer values.

At a sub-step 223(c), cach integer value from the sub-step
223(b) is input to a pseudorandom number generator,
so0 as to determine a pseudorandom number in response
thereto.

At a step 224, the login service 140 authenticates the
physical token 131 and determines the authentication num-
ber N stored thereon.

In a preferred embodiment, the step 224 is performed
using the following technique:

At a sub-step 224(a), the data block 132 from the physical

token 131 is read into data memory for the processor
110. In a preferred embodiment, the data block 132
comprises 2048 values. There is no special significance
to the value 2048; other values could be used in
alternative embodiments.

At a substep 224(D), the login service 140 generates a data
block fingerprint D in response to the data block 132.
In a preferred embodiment, the data block fingerprint D
is computed using a CRC or hashing function using all
2048 values in the data block 132.

At a sub-step 224(c), the login service 140 compares the
data block fingerprint D with the fingerprint F it has
stored in the authentication database 141. If the com-
parison is identical, authentication is so far successful,
and the method 200 proceeds to the next sub-step
224(d). If the comparison is not identical, authentica-
tion is unsuccessful, and the method 200 proceeds with
an operation for unsuccessful authentication, as
described herein with reference to the step 227.

At a sub-step 224(d), the additional index value NO is
used to index into a selected section of the data block
132. In a preferred embodiment, the value at location
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(2000+N0) is used as the authentication number N.
There is no special significance to the value 2000; other
values could be used in alternative embodiments.

At a sub-step 224(e), the login service 140 compares the
value at location (2000+N0) with the authentication
number N it has stored in the authentication database
141. If the comparison is identical, authentication is so
far successful, and the method 200 proceeds to the next
step 225. If the comparison is not identical, authenti-
cation is unsuccessful, and the method 200 proceeds
with an operation for unsuccessful authentication, as
described herein with reference to the step 227.

At a step 225, the authentication number N is used as an
offset for the index values Ni, and each individual indexing
sum (Ni+N) is used to index into the data block 132 for a
corresponding character Si of a string S.

In a preferred embodiment, the step 225 is performed
using the following technique:

Each indexing sum (Ni+N) is computed.

Each indexing sum (Ni+N) is selected to be unique with
regard to all other indexing sums. If any indexing sums
are identical, the second and succeeding indexing sums
are incremented linearly, modulo 2000, until a unique
value is obtained for each indexing sum and thus a
unique index is obtained for each corresponding char-
acter Si of the string S.

The corresponding characters Si are assembled into the
string S.

At a step 226, the login service 140 performs such other
authentication as desired. In a preferred embodiment, there
is no such other authentication; however, in alternative
embodiments, the login server 140 may perform signature
verification for the user in the step 226.

The step 226 may be performed using the following
technique:

The login server 140 maintains a signature verification
template T, using techniques such as described in detail
in the Incorporated Disclosures.

At a sub-step 226(a), the login server 140 receives a
signature from the user (using a signature receiving
device, such as a writing tablet).

At a sub-step 226(b), the login server 140 determines a
received signature template R, using techniques such as
described in detail in the Incorporated Disclosures.

At a sub-step 226(c), the login server 140 compares the
received signature template R with the signature veri-
fication template T, using techniques such as described
in detail in the Incorporated Disclosures. If the com-
parison is acceptable, authentication is so far
successful, and the method 200 proceeds to the next
step 227. If the comparison is not acceptable, authen-
tication is unsuccessful, and the method 200 proceeds
with an operation for unsuccessful authentication, as
described herein with reference to the step 227.

The step 226 may alternatively be performed using the

following technique:

At an alternative sub-step 226(a*), the login server 140
reads a signature verification template T from the
physical token 131, the signature verification template
T having been generated using techniques such as
described in detail in the Incorporated Disclosures. The
signature verification template T may be distributed in
the data block 132 using a technique similar to the
techniques described herein for distribution of the
password P in the data block 132.

At an alternative sub-step 226(b*), the login server 140
receives a signature from the user (using a signature
receiving device, such as a writing tablet).
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At an alternative sub-step 226(c*), the login server 140
determines a received signature template R, using tech-
niques such as described in detail in the Incorporated
Disclosures.

At an alternative sub-step 226(d*), the login server 140
compares the received signature template R with the
signature verification template T, using techniques such
as described in detail in the Incorporated Disclosures.
If the comparison is acceptable, authentication is so far
successful, and the method 200 proceeds to the next
step 227. If the comparison is not acceptable, authen-
tication is unsuccessful, and the method 200 proceeds
with an operation for unsuccessful authentication, as
described herein with reference to the step 227.

At a step 227, the login service 140 passes the string S to
the operating system 150, which compares it with the
password P. If the comparison is identical, authentication is
successful, and the method 200 proceeds to the flow point
230. If the comparison is not identical, authentication is
unsuccessful, and the method 200 proceeds with an opera-
tion for unsuccessful authentication.

In a preferred embodiment, the login server 140 displays
the fact of unsuccessful authentication and allows the user to
try again at the flow point 210 after a time delay. In
alternative embodiments, such unsuccessful authentication
events might be logged, or an alarm or other signal might be
generated in response thereto. Various methods for treatment
of unsuccessful authentication are known in the art of
computer security.

At a flow point 230, the user has been successfully
authenticated. The method 200 for two-factor security
authentication continues with a sequence of further flow
points and steps.

At a step 241, the login service 140 generates a new data
block 132 for the physical token 131.

In a preferred embodiment, the step 241 is performed
using the following technique:

The login service 140 generates a new authentication
number N*. In a preferred embodiment, the login
service 140 sclects a random number as the new
authentication number N*.

The login service 140 recomputes the indexing sums
(Ni+N*) using the new authentication number N*.

The login service 140 generates a set of random values for
the data block 132.

At a step 242, the login service 140 writes the new data

block 132 onto the physical token 131.

In a preferred embodiment, the step 242 is performed
using the following technique:

The login service 140 writes the random values into the

data block 132 on the physical token 131.

The login service 140 writes each character Pi of the
password P into the data block 132 at the location
specified by the corresponding indexing sum (Ni+N*).

The login service 140 writes the new authentication
number N* into the data block 132 at the location
specified by the additional index value NO, thus, at
location (2000+N0).

At a step 243, the login service 140 stores new values in

its authentication database 141.

In a preferred embodiment, the step 242 is performed
using the following technique:

The login service 140 generates a new fingerprint F* in
response to the new data block 132, in like manner as
the data block fingerprint D is computed in the sub-step
224(b).
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