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[57] ABSTRACT 

An access control system is disclosed in which pro­
tected systems and corresponding portable password 
issuing devices both generate new authentic passwords 
by successively encrypting a stored password with a 
selected sequence of predefined encryption steps. The 
protected system generates and displays one or more 
random digits, selects an encryption sequence by ap­
pending the random digits to the user's personal identifi­
cation number, and generates an authentic password by 
sequentially encrypting the user's previous password 
with encryption steps corresponding to each of the 
digits in the selected encryption sequence. The user 
generates a purported password by entering his PIN 
and the displayed random number(s) on the keyboard of 
his password issuing device, which responds to encrypt­
ing a stored previous password value with encryption 
steps corresponding to the user's keystrokes, and dis­
playing a new password on its display. The user submits 
his purported new password to the protected system, 
and the protected system enables access to the pro­
tected system when the purported password matches 
the internally generated authentic password. Each pass­
word issuing device can store and generate passwords 
for a multiplicity of distinct protected host systems. 
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