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generating passwords by means of encryption of Several 

21 Appl. No.: 944,071 dynamic variables as for example a time dependent variable 
22 Filed: Oct. 2, 1997 and/or a variable representing the number of formulated 

authentication requests. The encryption may be performed 
Related U.S. Application Data using a dynamic key. In order to Synchronize the values of 

63 Continuation-in-part of Ser. No. 620,162, Mar. 22, 1996, the variables generated in concert but independently in the 
Pat. No. 5,737,421. units, only Some of the least significant digits of the Vari 

51) Int. Cl. ............................... Hoak 100. Hoal 900 ables are transferred from the card-like unit to the other unit, 
GO6K 5/OO with the transfer being performed by adding the digits to the 

52 U.S. Cl. .............................. 380/23: 235/382; 380/25, password. This Synchronization information is combined 
380/48; 380/49 with corresponding variables in the Second unit and used to 

58 Field of Search .................................. 380/23, 25, 48, calculate therein a value which has to match with the 
380/49; 235/382 password calculated in the Second unit in order to gain 

access to the function or Service. In a “virtual token' 
56) References Cited implementation, the first unit can be a Smart card, which 
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4,800,590 1/1989 Vaughan. number of formulated authentication requests and executes 
4.885,778 12/1989 Weiss ........................................ 380/48 an encryption algorithm, a Smart card reader and a personal 
4,998.279 3/1991 Weiss ........................................ 380/23 computer. Either the Smart card reader or the personal 
53.3 E. Wies- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 380/21 computer can generate the time dependent variable. In a 

aw- - -a-2 “software token” implementation, the functions of the first 
FOREIGN PATENT DOCUMENTS unit are performed by a computer Such as a personal 

0234954 A2 9/1987 European Pat. Off.. computer, thus eliminating the need for a Smart card or a 
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Smart card reader. 
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