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(57) Abstract: A portable terminal (10) for encrypting information is described. The terminal (10) generates a new key for each
transaction, where the new key is generated using one or more properties of the terminal (10). The one or more properties are
variable and may include the history of usage of the terminal, and/or the date and time settings. The terminal (10) may generate a
unique challenge in addition to the new key so that a unique challenge can be issued for each transaction. A method of encrypting
information in a portable terminal, a method of communicating encrypted information between a portable terminal and a self-service
terminal, and a transaction system comprising a self-service terminal (52) and a portable terminal (10) are also described.
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PORTABLE TERMINAL

The present invention relates to a portable terminal.
In particular, the invention relates to a portable terminal
for encrypting information and to a method of encrypting
information in a portable terminal, such as a personal

digital assistant (PDA).

PDAs are used for storing personai information and for
transferring stored péfsonal information between computer
systems. It is also possible to uée a PDA to prepare and
store highly confidential personal information such as
transaction information for execution at a self-service

terminal (SST) such as an automated teller machine (ATM).

To provide some security for the transaction
information it would be desirable to encrypt the transaction
information that is stored on and transmitted from the PDA.
However, a conventional PDA is not an inherently secure
device; it has minimal tamper resistance, which means that
there is no secure area for storing a secret cryptographic
key. The lack of secure storage means that industry-
standard cryptographic techniques cannot be used with a

conventional PDA.

According to a first aspect of the invention there is
provided a portable terminal for encrypting information
characterised in that the terminal generates a new key for
each transaction, where the new key is generated using one

or more properties of the portable terminal.

It will be appreciated that the one or more properties
of the portable terminal are properties that vary with usage

of the terminal or with time; that is, the properties are
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variable. This ensures that the new key is unique and

unpredictable.

The new key is generated from an unsecure area of

memory. Thus, no dedicated security module is required.

The new key may be generated when the transaction is
prepared; that is, when the new transaction is entered into
the portable terminal. Alternatively, and more preferably,
the new key is generated when the transaction is executed;
that is, immediately prior to communicating the new
transaction from the portable terminal to a self-service

terminal.

Preferably, the new key is a symmetric key. Using a
symmetric key provides improved performance and ensures
compatibility with existing financial systems that generally

use symmetric key technology.

A user may enter an identification during preparation
of a transaction. Alternatively, the user may enter an
identification a short period of time prior to executing the
transaction; that is, a short period of time, such as ten
seconds, prior to communicating the transaction from the
portable terminal to an SST. The identification may be a
PIN (personal identification number), or it may be

biometrics-based.

Preferably, the one or more properties of the portable
terminal include the history of usage of the terminal and/or
the date and time settings. The history of usage may
include: button selections, pointer movements, data entered,
and such like. In some terminals, these properties are

stored in system memory. Thus, the system memory is used as
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the seed (the starting value used by a pseudo-random number
generating routine) from which the new key is generated. As
the system memory changes with each keystroke, a unique key

is generated for each transaction.

Preferably, the portable terminal generates a unique
challenge in addition to the new key so that a unique

challenge can be issued for each transaction.

Preferably, the new key and the unique challenge are

encrypted using a public key issued by a host.

By virtue of this aspect of the invention a portable
terminal uses unpredictable data to generate a new key for
each transaction. This new key can be used in association
with a public key issued by an ATM owner to provide a secure
communications channel between the portable terminal and the
ATM. One advantage of this aspect of the invention is that
no assumptions are made regarding protected storage areas

within the portable terminal.

The portable terminal may be a PDA. Alternatively, the
portable terminal may be a portable computer such as a
laptop computer, or the terminal may be a portable

communication device such as a cellular telephone.

According to a second aspect of the invention there is
provided a method of encrypting information in a portable
terminal, the method being characterised by the steps of:
using one or more properties of the portable terminal to
obtain a sequence of values, and generating a new key based

on the sequence of values.
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