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-.... (57) Abstract: A portable terminal (10) for encrypting information is described. The terminal (10) generates a new key for each S transaction, where the new key is generated using one or more properties of the terminal (10). The one or more properties are 
variable and may include the history of usage of the terminal, and/or the date and time settings. The terminal (10) may generate a 

0 unique challenge in addition to the new key so that a unique challenge can be issued for each transaction. A method of encrypting 
> information in a portable terminal, a method of communicating encrypted information between a portable terminal and a self-service 
;;,-,- terminal, and a transaction system comprising a self-service terminal (52) and a portable terminal (10) are also described. 
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PORTABLE TERMINAL 

The present invention relates to a portable terminal. 

In particular, the invention relates to a portable terminal 

for encrypting information and to a method of encrypting 

information in a portable terminal, such as a personal 

digital assistant (PDA). 

PDAs are used for storing personal information and for 

transferring stored personal information between computer 

systems. It is also possible to use a PDA to prepare and 

store highly confidential personal information such as 

transaction information for execution at a self-service 

terminal (SST) such as an automated teller machine (ATM). 

To provide some security for the transaction 

information it would be desirable to encrypt the transaction 

information that is stored on and transmitted from the PDA. 

However, a conventional PDA is not an inherently secure 

device; it has minimal tamper resistance, which means that 

there is no secure area for storing a secret cryptographic 

key. The lack of secure storage means that industry

standard cryptographic techniques cannot be used with a 

conventional PDA. 

According to a first aspect of the invention there is 

provided a portable terminal for encrypting information 

characterised in that the terminal generates a new key for 

each transaction, where the new key is gen~rated using one 

or more properties of the portable terminal. 

It will be appreciated that the one o~ more properties 

of the portable terminal are properties that vary with usage 

of the terminal or with time; that is, the properties are 
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variable. This ensures that the new key is unique and 

unpredictable. 

The new key is generated from an unsecure area of 

memory. Thus, no dedicated security module is required. 

The new key may be generated when the transaction is 

prepared; that is, when the new transaction is entered into 

the portable terminal. Alternatively, and more preferably, 

the new key is generated when the transaction is executed; 

that is, immediately prior to communicating the new 

transaction from the portable terminal to a self service 

terminal. 

Preferably, the new key is a symmetric key. Using a 

symmetric key provides improved performance and ensures 

compatibility with existing financial systems that generally 

use symmetric key technology. 

A user may enter an identification during preparation 

of a transaction. Alternatively, the user may enter an 

identification a short period of time prior to executing the 

transaction; that is, a short period of time, such as ten 

seconds, prior to communicating the transaction from the 

portable terminal to an SST. The idenfification may be a 

PIN (personal identification number), or it may be 

biometrics-based. 

Preferably, the one or more properties of the portable 

terminal include the history of usage of the terminal and/or 

the date and time settings. The history of usage may 

include: button selections, pointer movements, data entered, 

and such like. In some terminals, these properties are 

stored in system memory. Thus, the system memory is used as 
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the seed (the starting value used by a pseudo-random number 

generating routine) from which the new key is generated. As 

the system memory changes with each keystroke, a unique key 

is generated for each transaction. 

Preferably, the portable terminal generates a unique 

challenge in addition to the new key so that a unique 

challenge can be issued for each transaction. 

Preferably, the new key and .the unique challenge are 

encrypted using a public key issued by a host. 

By virtue of this aspect of the invention a portable 

terminal uses unpredictable data to generate a new key for 

each transaction. This new key can be used in association 

with a public key issued by an ATM owner to provide a secure 

communications channel between the portable terminal and the 

ATM. One advantage of this aspect of the invention is that 

no assumptions are made regarding protected storage areas 

within the portable terminal. 

The portable terminal may be a PDA. Alternatively, the 

portable terminal may be a portable computer such as a 

laptop computer, or the terminal may be a portable 

communication device such as a cellular telephone. 

According to a second aspect of the invention there is 

provided a method of encrypting information in a portable 

terminal, the method being characterised by the steps of: 

using one or more properties of the portable terminal to 

obtain a sequence of values, and generating a new key based 

on the sequence of values. 

Page 5 of 22 f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


