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Method for obtaining at least one item of user authentication data 

The invention relates to a method and system for obtaining at least one 
item of user specific authentication data, such as a password and/or a 

5 user name. 

Information services refer in this specification chiefly to electronic infor
mation services which can be used by a data processor or the like. For 
using an information service, a data transmission connection is formed 

10 from the data processor to the information service, which is for example 
an application in the computer of the information service provider. The 
data transmission connection can be formed for example by using a 
telecommunication network or a mobile communication network. Upon 
using an information service, usually user specific authentication data is 

15 required, for example a user name and password, which are given with 
a data processor at the stage when the connection to the information 
service is formed. The user name and the password enable the infor
mation service provider to control the user using the information 
service, wherein also invoicing can be directed to the users appropri-

20 ately for example according to usage time. A further object of the user 
name and the password is to prevent unauthorized use of the informa
tion service. 

A wide range of services is available for example via the Internet net-
25 work. Via the network it is possible to make orders and to scan data

bases and articles. In addition, many banks offer their customers the 
possibility to pay bills and enquire account transactions using a data 
processor at home or even at work. 

30 A user name is user specific and it is usually not changed in different 
connection set-ups. Passwords, on the other hand, can be divided into 
three main types: 

1. 
35 

One single password valid as long as the user is a regis
tered subscriber to the service. A password of this type is 
used mainly in services with less need for security. 
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A list of single-connection passwords, each valid for only 
one connection. For the first connection, the first password 
is used, for the second connection, the second password is 
used, etc., as long as all the passwords in the list are used. 
Subsequently, a new set of passwords has to be ordered 
before the service can be further used. In some services a 
new list is sent within a short notice before the last pass
word in the list is used in order to minimize the possible 
interruption at the list change. Passwords of this type are 
commonly used with information services provided espe
cially by banks. 

A periodical password valid for a predefined period of time. 
This type of password may be used within the period 
determined for the password regardless of how many times 
the connection is made. The validity period may be for 
example a month or a year, after which the password is to 
be changed into a new one. 

20 Especially when using passwords of the type 2., the problem is that the 
list has to be kept safe and account of the last used password has to be 
kept in one way or another. Thus the possibility of abuse is great, 
especially if the list and the user name are preserved in the same 
place. 

25 

30 

Regardless of which password type is used, it is the user of the service 
who is to a great extent responsible for data security, and the service 
provider has few possibilities to prevent and control abuse for example 
in case the password falls into the wrong hands. 

When a new user starts using the information service, the user has to 
register to the information service provider. This may be done for 
example by a written subscription request, in which the user gives his or 
her personal data and other information required, most often by mail, 

35 electronic mail (e-mail) or facsimile. In due course, the new user is sent 
a user name and a password or a list of passwords. These are sent 
most commonly by mail. In some cases the information may also be 
sent by facsimile, but in this case it is more likely that the user name 
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and the password fall into the wrong hands. Also electronic mail may be 
used for informing a user name and a password. However, especially 
the Internet network is an open network in which the communicated 
data is in unenciphered form. Furthermore, unauthorized persons can 

5 easily read information transferred via the Internet. 

In some cases, the user is mailed the information that the user specific 
authentication data may be dispatched from a post office or bank. In 
this case the identity of the user can still be checked when the authenti-

1 0 cation data is despatched. 

Figure 1 shows a flow diagram of a commonly used method for obtain
ing user specific authentication data. The person (block 101) who wants 
to become a user of an information service, sends a subscription 

15 request (block 102) to the information service provider (block 103). The 
information service provider sends a subscription form to the user 
(block 104). Having filled in the form (block 105), the user sends it back 
to the service provider for example by facsimile or by mail (block 106). 
The information service provider subsequently handles the form and 

20 allots the user the user specific authentication data and sends it for 
instance by mail, electronic mail or facsimile (block 107). Having 
received the user specific authentication data, the user can start using 
the information service (block 108). 

25 For example in the Internet network, some information service provid
ers use a method for registering a new user, whereby the person who 
intends to become a user, forms a data transmission connection to the 
Internet address of the service provider. Thus in the display unit of a 
data processor a subscription form is produced, in which the user may 

30 fill in his or her personal data by using the keyboard of the data proc
essor. Information to be filled in include e.g. forename, surname, a pro
posal for user name and password. After the information has been filled 
in, the data is saved to be processed in the computer of the service 
provider. The information service provider handles the information and, 

35 when accepting a new user, forms a record or the like for the user, in 
which the data of the new user is saved. After accepting the new user, 
the information service provider sends the information of this to the 
Internet address of the user. Next, the new user may form a connection 
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