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{571 ABSTRACT

A client workstation provides a login address as an anony-
mous ftp (file transfer protocol) request, and a password as
a user’s e-mail address. A destination server compares the
user’s e-mail address provided as a password to a list of
authorized users’ addresses. If the user’s e-mail address is
located on the list of authorized users’ addresses maintained
by the destination server, the destination server generates a
random number (X), and encrypts the random number in an
ASCII representation using encryption techniques provided
by the Internet Privacy Enhanced Mail (PEM) procedures.
The encrypted random number is stored in a file as the user’s
anonymous directory. The server further establishes the
encrypted random number as one-time password for the
user. The client workstation initiates an ftp request to obtain
the encrypted PEM random number as a file transfer (fip)
request from the destination server. The destination server
then sends the PEM encrypted password random number, as
an ftp file, over the Internet to the client workstation. The
client workstation decrypts the PEM encrypted file utilizing
the user’s private RSA key, in accordance with established
PEM decryption techniques. The client workstation then
provides the destination server with the decrypted random
number password, which is sent in the clear over the
Internet, to login to the destination server. Upon receipt of
the decrypted random number password, the destination
server permits the user to login to the anonymous directory,
thereby completing the user authentication procedure and
accomplishing login.

20 Claims, 4 Drawing Sheets
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FIG. 3

(START )

!

ANONYMOUS FIP
TO DST SERVER SUPPLY
E-MAIL ADDRESS
AS PASSWORD

GAINED ACCESS NO

T0 DST SERVER

END

DO FIP GET OF
ENCRYPIED
PASSWORD FILE

)

DECRYPT ENCRYPIED
PEM FILE, USING
PEM USER'S PRIVATE
RSA KEY AND
OBTAIN ONE-TIME PASSWORD

!

DO LOG-IN AT
SERVER SUPPLYING
REAL NAME AND
DECRYPTED PASSWORD

END

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Feb. 18, 1997 Sheet 3 of 4 5,604,803
FIG. 4

USER LOG-IN REQUEST

IS USER ON

LIST OF AUTHORIZED

USERS
?

NO

GENERATE A RANDOM #X.
ENCRYPT ASCll REPRESENTATION
IN A FILE IN USER'S
ANONYMOUS DIRECTORY
USING PEM ENCRYPTED
MESSAGE PROCEDURES

!

ESTABLISH ASCIf
REPRESENTATION
OF RANDOM #X AS
PASSWORD FOR USER

ALLOW USER 1O LOG-IN TO
ANONYMOUS DIRECTORY

\

WAIT INTERVAL T
FOR USER TO LOG-IN WITH
RANDOM #X AS PASSWORD

{ USER LOG-IN OR TIMEOUT

REMOVE RANDOM #
X AS PASSWORD FOR
USER

END

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




