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FOREWORD

This publication, DoD 5200.28-STD, '‘Department of Defense Trusted Computer
System Evaluation Criteria,” is issued under the authority of an in accordance
with DoD Directive 5200.28, *"Security Requirements for Automatic Data
Processing (ADP) Systems," and in furtherance of responsibilities assigned by
DoD Directive 5215.1, "Computer Security Evaluation Center.”™ Its purpose is
to provide technical hardware/firmware/software security criteria and
associated technical evaluation methodologies in support of the overall ADP
system security policy, evaluation and approval/accreditation responsibilities
promulgated by DoD Directive 5200.28.

The provisions of this document apply to the Office of the Secretary of
Defense (ASD), the Military Departments, the Organization of the Joint
Chiefs of Staff, the Unified and Specified Commands, the Defense Agencies
and activities administratively supported by 0SD (hereafter called "“DoD
Components'™).

This publication is effective immediately and is mandatory for use by all DoD
Components iIn carrying out ADP system technical security evaluation activities
applicable to the processing and storage of classified and other sensitive DoD
information and applications as set forth herein.

Recommendations for revisions to this publication are encouraged and will be
reviewed biannually by the National Computer Security Center through a formal
review process. Address all proposals for revision through appropriate
channels to: National Computer Security Center, Attention: Chief, Computer
Security Standards.

DoD Components may obtain copies of this publication through their own
publications channels. Other federal agencies and the public may obtain
copies from: Office of Standards and Products, National Computer Security
Center, Fort Meade, MD 20755-6000, Attention: Chief, Computer Security
Standards.

Donald C. Latham
Assistant Secretary of Defense
(Command, Control, Communications, and Intelligence)
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