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Abstract: The medium access control (MAC) and physical characteristics for wireless local area
networks (LANs) are specified in this standard, part of a series of standards for local and metropol-
itan area networks. The medium access control unit in this standard is designed to support physi-
cal layer units as they may be adopted dependent on the availability of spectrum. This standard
contains three physical layer units: two radio units, both operating in the 2400-2500 MHz band,
and one baseband infrared unit. One radio unit employes the frequency-hopping spread spectrum
technique, and the other employs the direct sequence spread spectrum technique.
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Introduction to ANSI/IEEE Std 802.11, 1999 Edition

(This introduction is not a part of ANSI/IEEE Std 802.11, 1999 Edition or of ISO/IEC 8802-11: 1999, but is included for information
purpose only.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
IEEE standard numbers.)

>
= S
©
8 W 802.2 LOGICAL LINK CONTROL
o | |5
o
= 5 -
o o = DATA
o 'é % 802.1 BRIDGING LINK
[&] w LAYER
x 0]
W < <
| |2
5 = 802.3 802.4 802.5 802.6 802.9 802.11 802.12
S ; MEDIUM MEDIUM MEDIUM MEDIUM MEDIUM MEDIUM MEDIUM
% = ACCESS ACCESS ACCESS ACCESS ACCESS ACCESS ACCESS
=
o
) 802.3 8024 802.5 802.6 802.9 802.11 802.12 PHYSICAL
o PHYSICAL| |PHYSICAL| [PHYSICAL| |PHYSICAL| [(PHYSICAL|{ |PHYSICAL! [(PHYSICAL| LAYER

* Formerly |IEEE Std 802.1A.

This family of standards deals with the Physical and Data Link layers as defined by the International Organiza-
tion for Standardization (ISO) Open Systems Interconnection (OSI) Basic Reference Model (ISO/IEC 7498-
1: 1994). The access standards define seven types of medium access technologies and associated physical
media, each appropriate for particular applications or system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

IEEE Std 802 Overview and Architecture. This standard provides an overview to the family
of IEEE 802 Standards.

+ ANSVIEEE Std 802.1B LAN/MAN Management. Defines an OSI management-compatible architec-

and 802.1k ture, and services and protocol elements for use in a LAN/MAN environment
[ISO/IEC 15802-2] for performing remote management.
* ANSUIEEE Std 802.1D  Media Access Control (MAC) Bridges. Specifies an architecture and protocol
[ISO/IEC 15802-3] for the interconnection of IEEE 802 LANs below the MAC service boundary.
- ANSI/IEEE Std 802.1E  System Load Protocol. Specifies a set of services and protocol for those
[ISO/IEC 15802-4] aspects of management concerned with the loading of systems on IEEE 802
LANS.
« IEEE Std 802.1F Common Definitions and Procedures for IEEE 802 Management Information
+ ANSI/IEEE Std 802.1G  Remote Media Access Control (MAC) Bridging. Specifies extensions for the
[ISO/IEC 15802-5] interconnection, using non-LAN communication technologies, of geographi-
cally separated IEEE 802 LANSs below the level of the logical link control
protocol.

« ANSVIEEE Std 802.2 Logical Link Control
[ISO/IEC 8802-2]
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ANSI/IEEE Std 802.3
[ISO/IEC 8802-3]

ANSU/IEEE Std 802.4
[ISO/IEC 8802-4]

ANSUIEEE Std 802.5
[ISO/IEC 8802-5]

ANSV/IEEE Std 802.6
[ISO/IEC 8802-6]

ANSV/IEEE Std 802.9
[ISO/IEC 8802-9]

ANSI/IEEE Std 802.10

IEEE Std 802.11
[ISO/IEC DIS 8802-11]

ANSI/IEEE Std 802.12
[ISO/IEC DIS 8802-12]

CSMA/CD Access Method and Physical Layer Specifications

Token Passing Bus Access Method and Physical Layer Specifications

Token Ring Access Method and Physical Layer Specifications

Distributed Queue Dual Bus Access Method and Physical Layer Specifica-
tions

Integrated Services (IS) LAN Interface at the Medium Access Control (MAC)
and Physical (PHY) Layers

Interoperable LAN/MAN Security

Wireless LAN Medium Access Control (MAC) and Physical Layer Specifi-
cations

Demand Priority Access Method, Physical Layer and Repeater Specifica-
tions

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

» IEEE Std 802.7 IEEE Recommended Practice for Broadband Local Area Networks

The following additional working group has authorized standards projects under development:

- IEEE 802.14 Standard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3.

ANSI/IEEE Std 802.11, 1999 Edition [ISO/IEC 8802-11: 1999]

This standard is a revision of IEEE Std 802.11-1997. The Management Information Base according to OSI
rules has been removed, many redundant management items have been removed, and Annex D has been
completed with the Management Information Base according to SNMP. Minor changes have been made
throughout the document.

This standard defines the protocol and compatible interconnection of data communication equipment via the
“air”, radio or infrared, in a local area network (LAN) using the carrier sense multiple access protocol with
collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes
authentication, association, and reassociation services, an optional encryption/decryption procedure, power
management to reduce power consumption in mobile stations, and a point coordination function for time-
bounded transfer of data. The standard includes the definition of the management information base (MIB)
using Abstract Syntax Notation 1 (ASN.1) and specifies the MAC protocol in a formal way, using the Speci-

vi Copyright © 1999 |EEE. All rights reserved.



fication and Description Language (SDL). Both ASN.1 and SDL source code have been added on a floppy
diskette.

The infrared implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS)
supporting 1 Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS)
supporting both 1 and 2 Mbit/s data rates.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Information on the current revision state of this and
other IEEE 802 standards may be obtained from

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331 USA
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Information technology—

Telecommunications and information exchange
between systems—

Local and metropolitan area networks—
Specific requirements—

Part 11: Wireless LAN Medium Access
Control (MAC) and Physical Layer
(PHY) specifications

1. Overview

1.1 Scope

The scope of this standard is to develop a medium access control (MAC) and physical layer (PHY) specifica-
tion for wireless connectivity for fixed, portable, and moving stations within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or sta-
tions that require rapid deployment, which may be portable or hand-held, or which may be mounted on mov-
ing vehicles within a local area. This standard also offers regulatory bodies a means of standardizing access
to one or more frequency bands for the purpose of local area communication.

Specifically, this standard

—  Describes the functions and services required by an IEEE 802.11 compliant device to operate within
ad hoc and infrastructure networks as well as the aspects of station mobility (transition) within those
networks.

— Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

— Defines several PHY signaling techniques and interface functions that are controlled by the IEEE
802.11 MAC.

— Permits the operation of an IEEE 802.11 conformant device within a wireless local area network
(LAN) that may coexist with multiple overlapping IEEE 802.11 wireless LANS.

—  Describes the requirements and procedures to provide privacy of user information being transferred
over the wireless medium (WM) and authentication of IEEE 802.11 conformant devices.
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ANSV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

2. Normative references

The following standards contain provisions which, through references in this text, constitute provisions of
this standard. At the time of publication, the editions indicated were valid. All standards are subject to revi-
sion, and parties to agreements based on this standard are encouraged to investigate the possibility of apply-
ing the most recent editions of the standards listed below.

IEEE Std 802-1990, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architec-
1
ture.

IEEE Std C95.1-1991 (Reaff 1997), IEEE Standard Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

ISO/IEC 7498-1: 1994, Information technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model.?

ISO/IEC 8802-2: 1998, Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Specific requirements—Part 2: Logical link control.

ISO/IEC 8824-1: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Information
object specification.

ISO/TEC 8824-3: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Constraint speci-
fication.

ISO/IEC 8824-4: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 8825-1: 1995, Information technology—ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

ISO/IEC 8825-2: 1996, Information technology—ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER).

ISO/IEC 15802-1: 1995, Information technology—Telecommunications and information exchange between
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3. Definitions
3.1 access control: The prevention of unauthorized usage of resources.

3.2 access point (AP): Any entity that has station functionality and provides access to the distribution ser-
vices, via the wireless medium (WM) for associated stations.

3.3 ad hoc network: A network composed solely of stations within mutual communication range of each
other via the wireless medium (WM). An ad hoc network is typically created in a spontaneous manner. The
principal distinguishing characteristic of an ad hoc network is its limited temporal and spatial extent. These
limitations allow the act of creating and dissolving the ad hoc network to be sufficiently straightforward and
convenient so as to be achievable by nontechnical users of the network facilities; i.e., no specialized “techni-
cal skills” are required and little or no investment of time or additional resources is required beyond the sta-
tions that are to participate in the ad hoc network. The term ad hoc is often used as slang to refer to an
independent basic service set (IBSS).

3.4 association: The service used to establish access point/station (AP/STA) mapping and enable STA invo-
cation of the distribution system services (DSSs).

3.5 authentication: The service used to establish the identity of one station as a member of the set of sta-
tions authorized to associate with another station.

3.6 basic service area (BSA): The conceptual area within which members of a basic service set (BSS) may
communicate.

3.7 basic service set (BSS): A set of stations controlled by a single coordination function.

3.8 basic service set (BSS) basic rate set: The set of data transfer rates that all the stations in a BSS will be
capable of using to receive frames from the wireless medium (WM). The BSS basic rate set data rates are
preset for all stations in the BSS.

3.9 broadcast address: A unique multicast address that specifies all stations.

3.10 channel: An instance of medium use for the purpose of passing protocol data units (PDUs) that may be
used simultaneously, in the same volume of space, with other instances of medium use (on other channels)
by other instances of the same physical layer (PHY), with an acceptably low frame error ratio due to mutual
interference. Some PHY's provide only one channel, whereas others provide multiple channels. Examples of
channel types are as shown in the following table:

Single channel n-channel
Narrowband radio-frequency (RF) channel Frequency division multiplexed channels
Baseband infrared Direct sequence spread spectrum (DSSS) with code divi-
sion multiple access

3.11 clear channel assessment (CCA) function: That logical function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.12 confidentiality: The property of information that is not made available or disclosed to unauthorized
individuals, entities, or processes.

Copyright © 1999 IEEE. All rights reserved. 3
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3.13 coordination function: The logical function that determines when a station operating within a basic
service set (BSS) is permitted to transmit and may be able to receive protocol data units (PDUs) via the wire-
less medium (WM). The coordination function within a BSS may have one point coordination function
(PCF) and will have one distributed coordination function (DCF).

3.14 coordination function pollable: A station able to (1) respond to a coordination function poll with a
data frame, if such a frame is queued and able to be generated, and (2) interpret acknowledgments in frames
sent to or from the point coordinator.

3.15 deauthentication: The service that voids an existing authentication relationship.
3.16 directed address: See: unicast frame.
3.17 disassociation: The service that removes an existing association.

3.18 distributed coordination function (DCF): A class of coordination function where the same coordination
function logic is active in every station in the basic service set (BSS) whenever the network is in operation.

3.19 distribution: The service that, by using association information, delivers medium access control
(MAC) service data units (MSDUs) within the distribution system (DS).

3.20 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and inte-
grated local area networks (LANs) to create an extended scrvice sct (ESS).

3.21 distribution system medium (DSM): The medium or set of media used by a distribution system (DS)
for communications between access points (APs) and portals of an extended service set (ESS).

3.22 distribution system service (DSS): The set of services provided by the distribution system (DS) that
enable the medium access control (MAC) to transport MAC service data units (MSDUSs) between stations
that are not in direct communication with each other over a single instance of the wireless medium (WM).
These services include transport of MSDUs between the access points (APs) of basic service sets (BSSs)
within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, and
transport of MSDUs between stations in the same BSS in cases where the MSDU has a multicast or broad-
cast destination address or where the destination is an individual address, but the station sending the MSDU
chooses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs.

3.23 extended rate set (ERS): The set of data transfer rates supported by a station (if any) beyond the
extended service set (ESS) basic rate set. This set may include data transfer rates that will be defined in
future physical layer (PHY) standards.

3.24 extended service area (ESA): The conceptual area within which members of an extended service set
(ESS) may communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve sev-
eral basic service sets (BSSs) in overlapping, disjointed, or both configurations.

3.25 extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) and inte-
grated local area networks (LANs) that appears as a single BSS to the logical link control layer at any station

associated with one of those BSSs.

3.26 Gaussian frequency shift keying (GFSK): A modulation scheme in which the data is first filtered by a
Gaussian filter in the baseband and then modulated with a simple frequency modulation.

3.27 independent basic service set (IBSS): A BSS that forms a self-contained network, and in which no
access to a distribution system (DS) is available.
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3.28 infrastructure: The infrastructure includes the distribution system medium (DSM), access point (AP),
and portal entities. It is also the logical location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition
to the distribution system (DS).

3.29 integration: The service that enables delivery of medium access control (MAC) service data units
(MSDUs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (via a
portal).

3.30 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities to implement the MAC management protocol.

3.31 medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between two
peer MAC entities using the services of the physical layer (PHY).

3.32 medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit
between MAC service access points (SAPs).

3.33 minimally conformant network: An IEEE 802.11 network in which two stations in a single basic ser-
vice area (BSA) are conformant with ISO/IEC 8802-11: 1999.

3.34 mobile station: A type of station that uses network communications while in motion.

3.35 multicast: A medium access control (MAC) address that has the group bit set. A multicast MAC ser-
vice data unit (MSDU) is one with a multicast destination address. A multicast MAC protocol data unit
(MPDU) or control frame is one with a multicast receiver address.

3.36 network allocation vector (NAV): An indicator, maintained by each station, of time periods when
transmission onto the wireless medium (WM) will not be initiated by the station whether or not the station’s
clear channel assessment (CCA) function senses that the WM is busy.

3.37 point coordination function (PCF): A class of possible coordination functions in which the coordina-
tion function logic is active in only one station in a basic service set (BSS) at any given time that the network

1§ in operation.

3.38 portable station: A type of station that may be moved from location to location, but that only uses net-
work communications while at a fixed location.

3.39 portal: The logical point at which medium access control (MAC) service data units (MSDUs) from a
non-IEEE 802.11 local area network (LAN) enter the distribution system (DS) of an extended service set
(ESS).

3.40 privacy: The service used to prevent the content of messages from being read by other than the
intended recipients.

3.41 reassociation: The service that enables an established association [between access point (AP) and sta-
tion (STA)] to be transferred from one AP to another (or the same) AP.

3.42 station (STA): Any device that contains an IEEE 802.11 conformant medium access control (MAC)
and physical layer (PHY) interface to the wireless medium (WM).

3.43 station basic rate: A data transfer rate belonging to the extended service set (ESS) basic rate set that is
used by a station for specific transmissions. The station basic rate may change dynamically as frequently as
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each medium access control (MAC) protocol data unit (MPDU) transmission attempt, based on local consid-
erations at that station.

3.44 station service (SS): The set of services that support transport of medium access control (MAC) ser-
vice data units (MSDUs) between stations within a basic service set (BSS).

3.45 time unit (TU): A measurement of time equal to 1024 ps.

3.46 unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes.

3.47 unauthorized resource use: Use of a resource not consistent with the defined security policy.

3.48 unicast frame: A frame that is addressed to a single recipient, not a broadcast or multicast frame. Syn:
directed address.

3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by
IEEE 802.11 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a
wired local area network (LAN) medium that does not employ cryptographic techniques to enhance privacy.

3.50 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs)
between peer physical layer (PHY) entities of a wireless local area network (LAN).

4. Abbreviations and acronyms

ACK acknowledgment

AID association identifier

AP access point

ATIM announcement traffic indication message
BSA basic service area

BSS basic service set

BSSID basic service set identification

CCA clear channel assessment

CF contention free

CEP contention-free period

CID connection identifier

CP contention period

CRC cyclic redundancy code

Cs carrier sense

CTS clear to send

cw contention window

DA destination address

DBPSK differential binary phase shift keying
DCE data communication equipment

DCF distributed coordination function

DCLA direct current level adjustment

DIFS distributed (coordination function) interframe space
DLL data link layer

Dp desensitization

DQPSK differential quadrature phase shift keying
DS distribution system

DSAP destination service access point

DSM distribution system medium
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DSS
DSSS
DTIM
ED
EIFS
EIRP
ERS
ESA
ESS
EC
FCS
FER
FH
FHSS
FIFO
GFSK
IBSS
ICV
IDU
IFS
IMp
IR
ISM
v
LAN
LLC
LME
LRC
Isb
MAC
MDF
MIB
MLME
MMPDU
MPDU
msb
MSDU
N/A
NAV
PC
PCF
PDU
PHY
PHY-SAP
PIFS
PLCP
PLME
PMD
PMD-SAP
PN
PPDU
ppm
PPM
PRNG

distribution system service

direct sequence spread spectrum
delivery traffic indication message
energy detection

extended interframe space
equivalent isotropically radiated power
extended rate set

extended service area

extended service set

frame control

frame check sequence

frame error ratio

frequency hopping
frequency-hopping spread spectrum
first in first out

Gaussian frequency shift keying
independent basic service set
integrity check value

interface data unit

interframe space

intermodulation protection

infrared

industrial, scientific, and medical
initialization vector

local area network

logical link control

layer management entity

long retry count

least significant bit

medium access control
management-defined field
management information base
MAC sublayer management entity
MAC management protocol data unit
MAC protocol data unit

most significant bit

MAC service data unit

not applicable

network allocation vector

point coordinator

point coordination function
protocol data unit

physical (layer)

physical layer service access point
point (coordination function) interframe space
physical layer convergence protocol
physical layer management entity
physical medium dependent
physical medium dependent service access point
pseudo-noise (code sequence)
PLCP protocol data unit

parts per million

pulse position modulation
pseudo-random number generator
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PS
PSDU
RA
RF
RSSI
RTS

SA
SAP
SDU
SFD
SIFS
SLRC
SME
SMT
SQ
SRC
SS
SSAP
SSID
SSRC
STA
TA
TBTT
TIM
TSF
TU
TX
TXE
UucCT
WAN
WDM
WDS
WEP

power save (mode)

PLCP SDU

receiver address

radio frequency

received signal strength indication
request to send

receive or receiver

source address

service access point

service data unit

start frame delimiter

short interframe space

station long retry count

station management entity
station management

signal quality (PN code correlation strength)
short retry count

station service

source service access point
service set identifier

station short retry count

station

transmitter address

target beacon transmission time
traffic indication map

timing synchronization function
time unit

transmit or transmitter

transmit enable

unconditional transition

wide area network

wireless distribution media
wireless distribution system
wired equivalent privacy
wireless medium
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5. General description

5.1 General description of the architecture

This subclause presents the concepts and terminology used within the ISO/IEC 8802-11: 1999 document
(referred to throughout the text as IEEE 802.11). Specific terms are defined in Clause 3. Illustrations convey
key IEEE 802.11 concepts and the interrelationships of the architectural components. IEEE 802.11 uses an
architecture to describe functional components of an IEEE 802.11 LAN. The architectural descriptions are
not intended to represent any specific physical implementation of IEEE 802.11.

5.1.1 How wireless LAN systems are different

Wireless networks have fundamental characteristics that make them significantly different from traditional
wired LANs. Some countries impose specific requirements for radio equipment in addition to those specified
in this standard.

5.1.1.1 Destination address does not equal destination location

In wired LANSs, an address is equivalent to a physical location. This is implicitly assumed in the design of
wired LANs. In IEEE 802.11, the addressable unit is a station (STA). The STA is a message destination, but
not (in general) a fixed location.

5.1.1.2 The media impact the design

The physical layers used in IEEE 802.11 are fundamentally different from wired media. Thus IEEE 802.11
PHYs

a) Use a medium that has neither absolute nor readily observable boundaries outside of which stations
with conformant PHY transceivers are known to be unable to receive network frames.

b)  Are unprotected from outside signals.

c¢) Communicate over a medium significantly less reliable than wired PHYs.

d) Have dynamic topologies.

e) Lack full connectivity, and therefore the assumption normally made that every STA can hear every
other STA is invalid (i.e., STAs may be “hidden” from each other).

f)  Have time-varying and asymmetric propagation properties.

Because of limitations on wireless PHY ranges, wireless LANs intended to cover reasonable geographic dis-
tances may be built from basic coverage building blocks.

5.1.1.3 The impact of handling mobile stations

One of the requirements of IEEE 802.11 is to handle mobile as well as portable stations. A portable station
is one that is moved from location to location, but that is only used while at a fixed location. Mobile stations
actually access the LAN while in motion.

For technical reasons, it is not sufficient to handle only portable stations. Propagation effects blur the distinc-
tion between portable and mobile stations; stationary stations often appear to be mobile due to propagation

effects.

Another aspect of mobile stations is that they may often be battery powered. Hence power management is an
important consideration. For example, it cannot be presumed that a station’s receiver will always be powered on.
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5.1.1.4 Interaction with other IEEE 802 layers

IEEE 802.11 is required to appear to higher layers [logical link control (LLC)] as a current style IEEE 802
LAN. This requires that the IEEE 802.11 network handle station mobility within the MAC sublayer. To meet
reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE 802.11 to incorporate
functionality that is untraditional for MAC sublayers.

5.2 Components of the IEEE 802.11 architecture

The IEEE 802.11 architecture consists of several components that interact to provide a wireless LAN that
supports station mobility transparently to upper layers.

The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure I shows two BSSs,
each of which has two stations that are members of the BSS.

It is useful to think of the ovals used to depict a BSS as the coverage area within which the member stations
of the BSS may remain in communication. (The concept of area, while not precise, is often good enough.) If
a station moves out of its BSS, it can no longer directly communicate with other members of the BSS.

.
b
. J

BSS 1 . 802.11 Components

|
L ;
. f,,x’j BSS 2

Figure 1—Basic service sets

5.2.1 The independent BSS as an ad hoc network

The independent BSS (IBSS) is the most basic type of IEEE 802.11 LAN. A minimum IEEE 802.11 LAN
may consist of only two stations.

Figure 1 shows two IBSSs. This mode of operation is possible when IEEE 802.11 stations are able to com-
municate directly. Because this type of IEEE 802.11 LAN is often formed without pre-planning, for only as
long as the LAN is needed, this type of operation is often referred to as an ad hoc network.

5.2.1.1 STA to BSS association is dynamic

The association between a STA and a BSS is dynamic (STAs turn on, turn off, come within range, and go out

of range). To become a member of an infrastructure BSS, a station shall become “associated.” These associ-
ations are dynamic and involve the use of the distribution system service (DSS), which is described in 5.3.2.
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5.2.2 Distribution system concepts

PHY limitations determine the direct station-to-station distance that may be supported. For some networks
this distance is sufficient; for other networks, increased coverage is required.

Instead of existing independently, a BSS may also form a component of an extended form of network that is
built with multiple BSSs. The architectural component used to interconnect BSSs is the distribution system
(DS).

IEEE 802.11 logically separates the wireless medium (WM) from the distribution system medium (DSM).
Each logical medium is used for different purposes, by a different component of the architecture. The IEEE
802.11 definitions neither preclude, nor demand, that the multiple media be either the same or different.

Recognizing that the multiple media are logically different is key to understanding the flexibility of the
architecture. The IEEE 802.11 LAN architecture is specified independently of the physical characteristics of
any specific implementation.

The DS enables mobile device support by providing the logical services necessary to handle address to des-
tination mapping and seamliess integration of multiple BSSs.

An access point (AP) is a STA that provides access to the DS by providing DS services in addition to acting
as a STA.

Figure 2 adds the DS and AP components to the IEEE 802.11 architecture picture.

BSS1 802.11 Components

<STA1 \
) STA2 é /= —_—— ~

r/"’-“\x T |

\ DS /“

e STA4] /
S —__BSss2

Figure 2—Distribution systems and access points

Data move between a BSS and the DS via an AP. Note that all APs are also STAs; thus they are addressable
entities. The addresses used by an AP for communication on the WM and on the DSM are not necessarily the
same.

5.2.2.1 Extended service set (ESS): The large coverage network

The DS and BSSs allow IEEE 802.11 to create a wireless network of arbitrary size and complexity. IEEE
802.11 refers to this type of network as the extended service set network.
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The key concept is that the ESS network appears the same to an LLC layer as an IBSS network. Stations
within an ESS may communicate and mobile stations may move from one BSS to another (within the same
ESS) transparently to LLC.

Nothing is assumed by IEEE 802.11 about the relative physical locations of the BSSs in Figure 3.

BSS1 _ 802.11 Components

\

. §TAg Y i
g\
il DS i
4 J !
% |
i, T J e /

Jrl// Ts7A3 \ ) /’x

N T Jass

Figure 3—Extended service set

All of the following are possible:

a) The BSSs may partially overlap. This is commonly used to arrange contiguous coverage within a
physical volume.

b) The BSSs could be physically disjointed. Logically there is no limit to the distance between BSSs.
c¢) The BSSs may be physically collocated. This may be done to provide redundancy.

d)  One (or more) IBSS or ESS networks may be physically present in the same space as one (or more)
ESS networks. This may arise for a number of reasons. Two of the most common are when an ad hoc
network is operating in a location that also has an ESS network, and when physically overlapping
IEEE 802.11 networks have been set up by different organizations.

5.2.3 Area concepts

For wireless PHY's, well-defined coverage areas simply do not exist. Propagation characteristics are dynamic
and unpredictable. Small changes in position or direction may result in dramatic differences in signal
strength. Similar effects occur whether a STA is stationary or mobile (as moving objects may impact station-
to-station propagation).

Figure 4 shows a signal strength map for a simple square room with a standard metal desk and an open door-
way. Figure 4 is a static snapshot; the propagation patterns change dynamically as stations and objects in the
environment move. In Figure 4 the dark (solid) blocks in the lower left are a metal desk and there is a door-
way at the top right of the figure. The figure indicates relative differences in field strength with different
intensities and indicates the variability of field strength even in a static environment.

While the architecture diagrams show sharp boundaries for BSSs, this is an artifact of the pictorial represen-
tation, not a physical reality. Since dynamic three-dimensional field strength pictures are difficult to draw,
well-defined shapes are used by IEEE 802.11 architectural diagrams to represent the coverage of a BSS.

12 Copyright © 1999 IEEE. All rights reserved.
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Figure 4—A representative signal intensity map

Further description difficulties arise when attempting to describe collocated coverage areas. Consider Fig-
ure 5, in which STA 6 could belong to BSS 2 or BSS 3.

BSS1 — 802.11 Components
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Figure 5—Collocated coverage areas

While the concept of sets of stations is correct, it is often convenient to talk about areas. For many topics the

concept of area is sufficient. Volume is a more precise term than area, though still not technically correct. For
historical reasons and convenience, this standard uses the common term area
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5.2.4 Integration with wired LANs

To integrate the IEEE 802.11 architecture with a traditional wired LAN, a final logical architectural compo-
nent is introduced—a portal.

A portal is the logical point at which MSDUs from an integrated non-IEEE 802.11 LAN enter the IEEE
802.11 DS. For example, a portal is shown in Figure 6 connecting to a wired IEEE 802 LAN.

BSS 1 802.11 Components

STA2
=T )
] |
DS
[——
|
802.xLAN Portal STA3 \

- ) [STA4]
" L BSS 2

Figure 6—Connecting to other IEEE 802 LANs

All data from non-IEEE 802.11 LANSs enter the IEEE 802.11 architecture via a portal. The portal provides
logical integration between the IEEE 802.11 architecture and existing wired LANs. It is possible for one
device to offer both the functions of an AP and a portal; this could be the case when a DS 1s implemented
from IEEE 802 LAN components.

In IEEE 802.11, the ESS architecture (APs and the DS) provides traffic segmentation and range extension.
Logical connections between IEEE 802.11 and other LANs are via the portal. Portals connect between the
DSM and the LAN medium that is to be integrated.

5.3 Logical service interfaces

The IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired
LAN. A DS may be created from many different technologies including current IEEE 802 wired LANSs.
1IEEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does IEEE 802.11
constrain a DS to be either centralized or distributed in nature.

IEEE 802.11 explicitly does not specify the details of DS implementations. Instead, IEEE 802.11 specifies
services. The services are associated with different components of the architecture. There are two categories
of IEEE 802.11 service—the station service (SS) and the distribution system service (DSS). Both categories
of service are used by the IEEE 802.11 MAC sublayer.
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The complete set of IEEE 802.11 architectural services are as follows:

a)  Authentication
b)  Association

¢) Deauthentication
d) Disassociation
e) Distribution

f)  Integration

g) Privacy

h) Reassociation

i)  MSDU delivery

This set of services is divided into two groups: those that are part of every STA, and those that are part of a
DS.

5.3.1 Station service (SS)
The service provided by stations is known as the station service.

The SS is present in every IEEE 802.11 station (including APs, as APs include station functionality). The SS
is specified for use by MAC sublayer entities. All conformant stations provide SS.

The SS is as follows:

a)  Authentication
b)  Deauthentication
¢) Privacy

d) MSDU delivery

5.3.2 Distribution system service (DSS)
The service provided by the DS is known as the distribution system service.

These services are represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the
services are used to cross media and address space logical boundaries. This is the convenient place to show the
services in the picture. The physical embodiment of various services may or may not be within a physical AP.

The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs. A STA that is pro-
viding access to DSS is an AP.

The DSSs are as follows:

a)  Association

b) Disassociation
¢) Distribution
d) Integration

e¢) Reassociation

DSSs are specified for use by MAC sublayer entities.
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Figure 7 combines the components from previous figures with both types of services to show the complete
IEEE 802.11 architecture.
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Figure 7—Complete IEEE 802.11 architecture

5.3.3 Multiple logical address spaces

Just as the IEEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wired
LAN may all be different physical media, it also allows for the possibility that each of these components
may be operating within different address spaces. IEEE 802.11 only uses and specifies the use of the WM
address space.

Each IEEE 802.11 PHY operates in a single medium—the WM. The IEEE 802.11 MAC operates in a single
address space. MAC addresses are used on the WM in the IEEE 802.11 architecture. Therefore, it is unnec-
essary for the standard to explicitly specify that its addresses are “WM addresses.” This is assumed through-
out this standard.

IEEE 802.11 has chosen to use the IEEE 802 48-bit address space (see 7.1.3.3.1). Thus [EEE 802.11
addresses are compatible with the address space used by the IEEE 802 LAN family.

The IEEE 802.11 choice of address space implies that for many instantiations of the IEEE 802.11 architec-
ture, the wired LAN MAC address space and the IEEE 802.11 MAC address space may be the same. In
those situations where a DS that uses MAC level IEEE 802 addressing is appropriate, all three of the logical
address spaces used within a system could be identical. While this is a common case, it is not the only com-
bination allowed by the architecture. The IEEE 802.11 architecture allows for all three logical address
spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In
this case, the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of
IEEE 802.11 to be independent of the DS implementation and to interface cleanly with network layer mobil-
ity approaches. The implementation of the DS is unspecified and is beyond the scope of this standard.
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5.4 Overview of the services

There are nine services specified by IEEE 802.11. Six of the services are used to support MSDU delivery
between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.

This subclause presents the services, an overview of how each service is used, and a description of how each
service relates to other services and the IEEE 802.11 architecture. The services are presented in an order
designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the
SSs and DSSs are intermixed in order (rather than being grouped by category).

Each of the services is supported by one or more MAC frame types. Some of the services are supported by
MAC management messages and some by MAC data messages. All of the messages gain access to the WM
via the IEEE 802.11 MAC sublayer medium access method specified in Clause 9.

The IEEE 802.11 MAC sublayer uses three types of messages—data, management, and control (see
Clause 7). The data messages are handled via the MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and are handled via the MAC
management service data path.

MAC control messages are used to support the delivery of IEEE 802.11 data and management messages.

The examples here assume an ESS network environment. The differences between the ESS and the IBSS
network environments are discussed separately in 5.6.

5.4.1 Distribution of messages within a DS
5.4.1.1 Distribution

This is the primary service used by IEEE 802.11 STAs. It is conceptually invoked by every data message to
or from an IEEE 802.11 STA operating in an ESS (when the frame is sent via the DS). Distribution is via a
DSS.

Refer to the ESS network in Figure 7 and consider a data message being sent from STA 1 to STA 4. The
message is sent from STA 1 and received by STA 2 (the “input” AP). The AP gives the message to the distri-
bution service of the DS. It is the job of the distribution service to deliver the message within the DS in such
a way that it arrives at the appropriate DS destination for the intended recipient. In this example, the message
is distributed to STA 3 (the “output” AP) and STA 3 accesses the WM to send the message to STA 4 (the
intended destination).

How the message is distributed within the DS is not specified by IEEE 802.11. All IEEE 802.11 is required
to do is to provide the DS with enough information for the DS to be able to determine the “output” point that
corresponds to the desired recipient. The necessary information is provided to the DS by the three associa-
tion related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from the
AP that received the distributed message. If the message had been intended for a station that was a member
of the same BSS as the sending station, then the “input” and “output” APs for the message would have been

the same.

In either example, the distribution service was logically invoked. Whether the message actually had to
traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

Copyright © 1999 IEEE. All rights reserved. 17
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While [EEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM
as the DSM. This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)

5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated
LAN, the “output” point of the DS would be a portal instead of an AP.

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after
the distribution service). The Integration function is responsible for accomplishing whatever is needed to
deliver a message from the DSM to the integrated LAN media (including any required media or address
space translations). Integration is a DSS.

Messages received from an integrated LAN (via a portal) by the DS for an IEEE 802.11 STA will invoke the
Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the
scope of this standard.

5.4.2 Services that support the distribution service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The infor-
mation required for the distribution service to operate is provided by the association services. Before a data
message can be handled by the distribution service, a STA shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.
5.4.2.1 Mobility types

The three transition types of significance to this standard that describe the mobility of stations within a
network are as follows:

a)  No-transition: In this type, two subclasses that are usually indistinguishable are identified:
1) Static—no motion.
2) Local movement—movement within the PHY range of the communicating STAs [i.e., move-
ment within a basic service area (BSA)].

b)  BSS-transition: This type is defined as a station movement from one BSS in one ESS to another
BSS within the same ESS.

c) ESS-transition: This type is defined as station movement from a BSS in one ESS to a BSS in a dif-
ferent ESS. This case is supported only in the sense that the STA may move. Maintenance of upper-
layer connections cannot be guaranteed by IEEE 802.11; in fact, disruption of service is likely to
occur.

The different association services support the different categories of mobility.

5.4.2.2 Association

To deliver a message within a DS, the distribution service needs to know which AP to access for the given
IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is
necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-
transition mobility. Association is a DSS.

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The

act of becoming associated invokes the association service, which provides the STA to AP mapping to the

18 Copyright © 1999 |EEE. All rights reserved.

34



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edition

DS. The DS uses this information to accomplish its message distribution service. How the information
provided by the association service is stored and managed within the DS is not specified by this standard.

At any given instant, a STA may be associated with no more than one AP. This ensures that the DS may
determine a unique answer to the question, “Which AP is serving STA X?” Once an association is
completed, a STA may make full use of a DS (via the AP) to communicate. Association is always initiated by
the mobile STA, not the AP.

An AP may be associated with many STAs at one time.

A STA learns what APs are present and then requests to establish an association by invoking the association
service. For details of how a station learns about what APs are present, see 11.1.3.

5.4.2.3 Reassociation

Association is sufficient for no-transition message delivery between IEEE 802.11 stations. Additional func-
tionality is needed to support BSS-transition mobility. The additional required functionality is provided by
the reassociation service. Reassociation is a DSS.

The reassociation service is invoked to “move” a current association from one AP to another. This keeps the
DS informed of the current mapping between AP and STA as the station moves from BSS to BSS within an
ESS. Reassociation also enables changing association attributes of an established association while the STA
remains associated with the same AP. Reassociation is always initiated by the mobile STA.

5.4.2.4 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated. Disassociation is
a DSS.

In an ESS, this tells the DS to void existing association information. Attempts to send messages via the DS
to a disassociated STA will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-AP STA or AP). Disassoci-
ation is a notification, not a request. Disassociation cannot be refused by either party to the association.

APs may need to disassociate STAs to enable the AP to be removed from a network for service or for other
reasons.

STAs shall attempt to disassociate whenever they leave a network. However, the MAC protocol does not
depend on STAs invoking the disassociation service. (MAC management is designed to accommodate loss
of an associated STA.)

5.4.3 Access and confidentiality control services

Two services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to
wired LANs. The design of wired LANs assumes the physical attributes of wire. In particular, wired LAN
design assumes the physically closed and controlled nature of wired media. The physically open medium
nature of an IEEE 802.11 LAN violates those assumptions.

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions;
authentication and privacy. Authentication is used instead of the wired media physical connection. Privacy is
used to provide the confidential aspects of closed wired media.

Copyright © 1999 IEEE. All rights reserved. 19
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5.4.3.1 Authentication

In wired LANS, physical security can be used to prevent unauthorized access. This is impractical in wireless
LANsS since they have a medium without precise bounds.

IEEE 802.11 provides the ability to control LAN access via the authentication service. This service is used
by all stations to establish their identity to stations with which they will communicate. This is true for both
ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between
two stations, an association shall not be established. Authentication is an SS.

IEEE 802.11 supports several authentication processes. The IEEE 802.11 authentication mechanism also
allows expansion of the supported authentication schemes. IEEE 802.11 does not mandate the use of any
particular authentication scheme.

IEEE 802.11 provides link-level authentication between IEEE 802.11 STAs. IEEE 802.11 does not provide
either end-to-end (message origin to message destination) or user-to-user authentication. IEEE 802.11
authentication is used simply to bring the wireless link up to the assumed physical standards of a wired link.
(This use of authentication is independent of any authentication process that may be used in higher levels of
a network protocol stack.) If authentication other than that described here is desired, it is recommended that
IEEE Std 802.10-1992 [B3]* be implemented.

If desired, an IEEE 802.11 network may be operated using Open System authentication (see 8.1.1). This
may violate implicit assumptions made by higher network layers. In an Open System, any station may
become authenticated.

IEEE 802.11 also supports Shared Key authentication. Use of this authentication mechanism requires imple-
mentation of the wired equivalent privacy (WEP) option (see 8.2). In a Shared Key authentication system,
identity is demonstrated by knowledge of a shared, secret, WEP encryption key.

Management information base (MIB) functions are provided to support the standardized authentication
schemes.

IEEE 802.11 requires mutually acceptable, successful, authentication.
A STA may be authenticated with many other STAs at any given instant.
5.4.3.1.1 Preauthentication

Because the authentication process could be time-consuming (depending on the authentication protocol in
use), the authentication service can be invoked independently of the association service.

Preauthentication is typically done by a STA while it is already associated with an AP (with which it previ-
ously authenticated). IEEE 802.11 does not require that STAs preauthenticate with APs. However, authenti-
cation is required before an association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a STA can reasso-
ciate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes the
authentication service overhead out of the time-critical reassociation process.

4The numbers in brackets correspond to those of the bibliography in Annex E.
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5.4.3.2 Deauthentication

The deauthentication service is invoked whenever an existing authentication is to be terminated. Deauthenti-
cation is an SS.

In an ESS, since authentication is a prerequisite for association, the act of deauthentication shall cause the
station to be disassociated. The deauthentication service may be invoked by either authenticated party (non-
AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused
by either party. When an AP sends a deauthentication notice to an associated STA, the association shall also
be terminated.

5.4.3.3 Privacy

In a wired LAN, only those stations physically connected to the wire may hear LAN traffic. With a wireless
shared medium, this is not the case. Any IEEE 802.11-compliant STA may hear all like-PHY IEEE 802.11
traffic that is within range. Thus the connection of a single wireless link (without privacy) to an existing
wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.11
provides the ability to encrypt the contents of messages. This functionality is provided by the privacy ser-
vice. Privacy is an SS.

IEEE 802.11 specifies an optional privacy algorithm, WEP, that is designed to satisfy the goal of wired LAN
“equivalent” privacy. The algorithm is not designed for ultimate security but rather to be “at least as secure
as a wire.” See Clause 8 for more details.

IEEE 802.11 uses the WEP mechanism (see Clause 8) to perform the actual encryption of messages. MIB
functions are provided to support WEP.

Note that privacy may only be invoked for data frames and some Authentication Management frames. All
stations initially start “in the clear” in order to set up the authentication and privacy services.

The default privacy state for all IEEE 802.11 STAs is “in the clear.” If the privacy service is not invoked, all
messages shall be sent unencrypted. If this default is not acceptable to one party or the other, data frames
shall not be successfully communicated between the LLC entities. Unencrypted data frames received at a
station configured for mandatory privacy, as well as encrypted data frames using a key not available at the
receiving station, are discarded without an indication to LLC (or without indication to distribution services
in the case of “To DS” frames received at an AP). These frames are acknowledged on the WM [if received
without frame check sequence (FCS) error] to avoid wasting WM bandwidth on retries.

5.5 Relationships between services
A STA keeps two state variables for each STA with which direct communication via the WM is needed:

—  Authentication state: The values are unauthenticated and authenticated.
—  Association state: The values are unassociated and associated.

These two variables create three local states for each remote STA:
— State 1: Initial start state, unauthenticated, unassociated.

—  State 2: Authenticated, not associated.
— State 3: Authenticated and associated.
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The relationships between these station state variables and the services are given in Figure 8.
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Figure 8—Relationship between state variables and services

The current state existing between the source and destination station determines the IEEE 802.11 frame
types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given
by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes
and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. In State 2, either
Class 1 or Class 2 frames are allowed. In State 3, all frames are allowed (Classes 1, 2, and 3). The frame
classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3):
1) Control frames

i)  Request to send (RTS)

i1) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i)  Probe request/response

i1) Beacon

iii) Authentication: Successful authentication enables a station to exchange Class 2 frames.
Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the
STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2
frames.

v) Announcement traffic indication message (ATIM)

3) Data frames
i)  Data: Data frames with frame control (FC) bits “To DS” and “From DS” both false.
b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):
1) Management frames:

1)  Association request/response
—  Successful association enables Class 3 frames.

— Unsuccessful association leaves STA in State 2.

i1) Reassociation request/response
—  Successful reassociation enables Class 3 frames.
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c)

— Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that
was sent the reassociation message). Reassociation frames shall only be sent if the
sending STA is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2. This

station shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

Class 3 frames (if and only if associated; allowed only from within State 3):
1) Data frames
— Data subtypes: Data frames allowed. That is, either the “To DS” or “From DS” FC bits
may be set to true to utilize DSSs.
2) Management frames
— Deauthentication: Deauthentication notification when in State 3 implies disassociation as
well, changing the STA’s state from 3 to 1. The station shall become authenticated again
prior to another association.
3) Control frames
— PS-Poll

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
authenticated but not associated with STA A, STA A shall send a disassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering crite-
ria specified in Clauses 8 and 9.)

5.6 Differences between ESS and IBSS LANs

In 5.2.1 the concept of the IBSS LAN was introduced. It was noted that an IBSS is often used to support an
ad hoc network. In an IBSS network, a STA communicates directly with one or more other STAs.
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Consider the full IEEE 802.11 architecture as shown in Figure 9.
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Figure 9—IEEE 802.11 architecture (again)

An IBSS consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further,
since there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSSs. The logical
picture reduces to Figure 10.

802.11 Independent BSS

802.11 MAC/PHY

(=222

SS

Figure 10—Logical architecture of an IBSS

Only the minimum two stations are shown in Figure 10. An IBSS may have an arbitrary number of members.
In an IBSS, only Class 1 and Class 2 frames are allowed since there is no DS in an IBSS.

The services that apply to an IBSS are the SSs.

5.7 Message information contents that support the services

Each service is supported by one or more IEEE 802.11 messages. Information items are given by name; for
corresponding values, see Clause 7.

24 Copyright © 1999 IEEE. All rights reserved.

40



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE Std 802.11, 1999 Edition
5.7.1 Data

For a STA to send data to another STA, it sends a data message, as shown below:

Data messages

— Message type: Data

— Message subtype: Data

— Information items:
« IEEE source address of message
* IEEE destination address of message
« BSSID

— Direction of message: From STA to STA

5.7.2 Association

For a STA to associate, the association service causes the following messages to occur:

Association request

— Message type: Management

— Message subtype: Association request

— Information items:
« IEEE address of the STA initiating the association
» IEEE address of the AP with which the initiating station will associate
- ESSID

— Direction of message: From STA to AP

Association response

— Message type: Management
— Message subtype: Association response
— Information items:

Result of the requested association. This is an item with values “successful” and “unsuccessful.”

If the association is successful, the response shall include the association identifier (AID).
— Direction of message: From AP to STA

5.7.3 Reassociation

For a STA to reassociate, the reassociation service causes the following message to occur:

Reassociation request

— Message type: Management
— Message subtype: Reassociation request
— Information items:
» IEEE address of the STA initiating the reassociation
» IEEE address of the AP with which the initiating station will reassociate

+ IEEE address of the AP with which the initiating station is currently associated
« ESSID

— Direction of message:
*  From STA to AP (The AP with which the STA is requesting reassociation)
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The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.

Reassociation response

— Message type: Management

— Message subtype: Reassociation response

— Information items:
» Result of the requested reassociation. This is an item with values “successful” and “unsuccessful.”
« If the reassociation is successful, the response shall include the AID.

— Direction of message: From AP to STA

5.7.4 Disassociation

For a STA to terminate an active association, the disassociation service causes the following message to
oceur:

Disassociation

— Message type: Management
— Message subtype: Disassociation
— Information items:
« IEEE address of the station that is being disassociated. This shall be the broadcast address in the
case of an AP disassociating with all associated stations.
» IEEE address of the AP with which the station is currently associated.
— Direction of message: From STA to STA (e.g., STA to AP or AP to STA)

5.7.5 Privacy

For a STA to invoke the WEP privacy algorithm (as controlled by the related MIB attributes, see Clause 11), the
privacy service causes MPDU encryption and sets the WEP frame header bit appropriately (see Clause 7).

5.7.6 Authentication

For a STA to authenticate with another STA, the authentication service causes one or more authentication
management frames to be exchanged. The exact sequence of frames and their content is dependent on the
authentication scheme invoked. For all authentication schemes, the authentication algorithm is identified
within the management frame body.

In an IBSS environment, either station may be the initiating STA (STA 1). In an ESS environment, STA 1 is
the mobile STA, and STA 2 is the AP.

Authentication (first frame of sequence)

— Message type: Management
— Message subtype: Authentication
— Information items:
+ Authentication algorithm identification
 Station identity assertion
» Authentication transaction sequence number
+ Authentication algorithm dependent information
— Direction of message: First frame in the transaction sequence is always from STA 1 to STA 2.

The first frame in an authentication sequence shall always be unencrypted.
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Authentication (intermediate sequence frames)

— Message type: Management
— Message subtype: Authentication
— Information items:
+ Authentication algorithm identification
» Authentication transaction sequence number
* Authentication algorithm dependent information
— Direction of message:
+ Even transaction sequence numbers: From STA 2 to STA 1

» Odd transaction sequence numbers: From STA 1 to STA 2
Authentication (final frame of sequence)

— Message type: Management
— Message subtype: Authentication
— Information items:
« Authentication algorithm identification
« Authentication transaction sequence number
e Authentication algorithm dependent information

The result of the requested authentication. This is an item with values “successful” and “unsuc-
cessful.”

— Direction of message: From STA 2 to STA 1

5.7.7 Deauthentication

For a STA to invalidate an active authentication, the following message is sent:

Deauthentication

— Message type: Management
— Message subtype: Deauthentication
— Information items:
» IEEE address of the STA that is being deauthenticated
» IEEE address of the STA with which the STA is currently authenticated

This shall be the broadcast address in the case of a STA deauthenticating all STAs currently
authenticated.

— Direction of message: From STA to STA

5.8 Reference model

This standard presents the architectural view, emphasizing the separation of the system into two major parts:
the MAC of the data link layer and the PHY. These layers are intended to correspond closely to the lowest
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layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSI) (ISO/IEC 7498-1:
1994°). The layers and sublayers described in this standard are shown in Figure 11.
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Figure 11—Portion of the ISO/IEC basic reference model covered in this standard

SInformation on normative references can be found in Clause 2.
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6. MAC service definition

6.1 Overview of MAC services
6.1.1 Asynchronous data service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUs). To
support this service, the local MAC uses the underlying PHY-level services to transport an MSDU to a peer
MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is performed
on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered
successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the
MAC. Due to the characteristics of the WM, broadcast and multicast MSDUs may experience a lower qual-
ity of service, compared to that of unicast MSDUs. All STAs will support the asynchronous data service.
Because operation of certain functions of the MAC may cause reordering of some MSDUs, as discussed in
more detail below, there are two service classes within the asynchronous data service. By selecting the
desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC enti-
ties are or are not allowed to reorder those MSDUs.

6.1.2 Security services

Security services in IEEE 802.11 are provided by the authentication service and the WEP mechanism. The
scope of the security services provided is limited to station-to-station data exchange. The privacy service
offered by an IEEE 802.11 WEP implementation is the encryption of the MSDU. For the purposes of this
standard, WEP is viewed as a logical service located within the MAC sublayer as shown in the reference
model, Figure 11. Actual implementations of the WEP service are transparent to the LLC and other layers
above the MAC sublayer.

The security services provided by the WEP in IEEE 802.11 are as follows:

a) Confidentiality;
b)  Authentication; and
¢)  Access control in conjunction with layer management.

During the authentication exchange, parties A and B exchange authentication information as described in
Clause 8.

The MAC sublayer security services provided by WEP rely on information from non-layer 2 management or
system entities. Management entities communicate information to WEP through a set of MIB attributes.

6.1.3 MSDU ordering

The services provided by the MAC sublayer permit, and may in certain cases require, the reordering of
MSDUs. The MAC does not intentionally reorder MSDUs except as may be necessary to improve the likeli-
hood of successful delivery based on the current operational (“power management”) mode of the designated
recipient station(s). The sole effect of this reordering (if any), for the set of MSDUSs received at the MAC ser-
vice interface of any single station, is a change in the delivery order of broadcast and multicast MSDU, rel-
ative to directed MSDUs, originating from a single source station address. If a higher-layer protocol using
the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service
class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service
class are not subject to the relative reordering that is possible when the ReorderableMulticast service class is
used. However, the desire to receive MSDUs sent using the StrictlyOrdered service class at a station pre-
cludes simultaneous use of the MAC power management facilities at that station.
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In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995.

Operational restrictions that ensure the appropriate ordering of MSDUs are specified in 9.8.

6.2 Detailed service specification
6.2.1 MAC data services
The IEEE 802.11 MAC supports the following service primitives as defined in ISO/IEC 8802-2: 1998:

— MA-UNITDATA request
— MA-UNITDATA. indication
— MA-UNITDATA-STATUS.indication

The LLC definitions of the primitives and specify parameter value restrictions imposed by IEEE 802.11 are
given in 6.2.1.1 through 6.2.1.3.

6.2.1.1 MA-UNITDATA.request
6.2.1.1.1 Function

This primitive requests a transfer of an MSDU from a local LLC sublayer entity to a single peer LLC
sublayer entity, or multiple peer LLC sublayer entities in the case of group addresses.

6.2.1.1.2 Semantics of the service primitive
The parameters of the primitive are as follows:

MA-UNITDATA request (
source address,
destination address,
routing information,
data,
priority,
service class

)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity to
which the MSDU is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer entity
address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates
source routing is not to be used). For IEEE 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE 802.11, the
length of the MSDU must be less than or equal to 2304 octets.

The priority parameter specifies the priority desired for the data unit transfer. IEEE 802.11 allows two
values: Contention or ContentionFree.
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The service class parameter specifies the service class desired for the data unit transfer. IEEE 802.11 allows
two values: ReorderableMulticast or StrictlyOrdered.

6.2.1.1.3 When generated

This primitive is generated by the LLC sublayer entity whenever an MSDU is to be transferred to a peer
LLC sublayer entity or entities.

6.2.1.1.4 Effect of receipt

The receipt of this primitive causes the MAC sublayer entity to append all MAC specified fields, including
DA, SA, and all fields that are unique to IEEE 802.11, and pass the properly formatted frame to the lower
layers for transfer to a peer MAC sublayer entity or entities.

6.2.1.2 MA-UNITDATA.indication
6.2.1.2.1 Function

This primitive defines the transfer of an MSDU from the MAC sublayer entity to the LLC sublayer entity, or
entities in the case of group addresses. In the absence of error, the contents of the data parameter are logi-
cally complete and unchanged relative to the data parameter in the associated MA-UNITDATA request
primitive.

6.2.1.2.2 Semantics of the service primitive
The parameters of the primitive are as follows:

MA-UNITDATA. indication (
source address,
destination address,
routing information,
data,
reception status,
priority,
service class

)

The SA parameter is an individual address as specified by the SA field of the incoming frame.

The DA parameter is either an individual or a group address as specified by the DA field of the incoming
frame.

The routing information parameter specifies the route that was used for the data transfer. IEEE 802.11 will
always set this field to null.

The data parameter specifies the MSDU as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames that
IEEE 802.11 reports via an MA-UNITDATA .indication. This MAC only reports “success” when all failures
of reception are discarded without generating MA-UNITDATA.indication.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. IEEE
802.11 allows two values: Contention or ContentionFree.
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The service class parameter specifies the receive service class that was used for the data unit transfer. IEEE
802.11 allows two values: ReorderableMulticast or StrictlyOrdered.

6.2.1.2.3 When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported only
if they are validly formatted at the MAC sublayer, received without error, received with valid (or null) WEP
encryption, and their destination address designates the local MAC sublayer entity.

6.2.1.2.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the
frame.

6.2.1.3 MA-UNITDATA-STATUS.indication
6.2.1.3.1 Function

This primitive has local significance and provides the LLC sublayer with status information for the corre-
sponding preceding MA-UNITDATA .request primitive.

6.2.1.3.2 Semantics of the service primitive
The parameters of the primitive are as follows:

MA-UNITDATA-STATUS.indication  (
source address,
destination address,
transmission status,
provided priority,
provided service class

)

The SA parameter is an individual MAC sublayer entity address as specified in the associated MA-UNIT-
DATA request primitive.

The DA parameter is either an individual or group MAC sublayer entity address as specified in the associ-
ated MA-UNITDATA .request primitive.

The transmission status parameter will be used to pass status information back to the local requesting LLC
sublayer entity. IEEE 802.11 specifies the following values for transmission status:

a)  Successful;

b)  Undeliverable (for unacknowledged directed MSDUSs when the aShortRetryMax or aLongRetryMax
retry limit would otherwise be exceeded),

c¢) Excessive data length;

d) Non-null source routing;

e)  Unsupported priority (for priorities other than Contention or ContentionFree);

f)  Unsupported service class (for service classes other than ReorderableMulticast or StrictlyOrdered);

g) Unavailable priority (for ContentionFree when no point coordinator is available, in which case the
MSDU is transmitted with a provided priority of Contention);
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h)  Unavailable service class (for StrictlyOrdered service when the station’s power management mode is
other than “active™);

i} Undeliverable (TransmitMSDUTimer reached aMaxTransmitMSDULifetime before successful
delivery);

j)  Undeliverable (no BSS available);
k) Undeliverable (cannot encrypt with a null key).

The provided priority parameter specifies the priority that was used for the associated data unit transfer
(Contention or ContentionFree).

The provided service class parameter specifies the class of service used for the associated data unit transfer
(ReorderableMulticast or StrictlyOrdered).

6.2.1.3.3 When generated

The MA-UNITDATA-STATUS. indication primitive is passed from the MAC sublayer entity to the LLC sub-
layer entity to indicate the status of the service provided for the corresponding MA-UNITDATA. request
primitive.

6.2.1.3.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent upon the type of operation employed
by the LLC sublayer entity.
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7. Frame formats

The format of the MAC frames is specified in this clause. All stations shall be able to properly construct
frames for transmission and decode frames upon reception, as specified in this clause.

7.1 MAC frame formats

Each frame consists of the following basic components:

a) A MAC header, which comprises frame control, duration, address, and sequence control informa-
tion;

b) A variable length frame body, which contains information specific to the frame type;

¢) A frame check sequence (FCS), which contains an IEEE 32-bit cyclic redundancy code (CRC).

7.1.1 Conventions

The MAC protocol data units (MPDUs) or frames in the MAC sublayer are described as a sequence of fields
in specific order. Each figure in Clause 7 depicts the fields/subfields as they appear in the MAC frame and in
the order in which they are passed to the physical layer convergence protocol (PLCP), from left to right.

In figures, all bits within fields are numbered, from 0 to &, where the length of the field is £+ 1 bit. The octet
boundaries within a field can be obtained by taking the bit numbers of the field modulo 8. Octets within
numeric fields that are longer than a single octet are depicted in increasing order of significance, from lowest
numbered bit to highest numbered bit. The octets in fields longer than a single octet are sent to the PLCP in
order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits.

Any field containing a CRC is an exception to this convention and is transmitted commencing with the coef-
ficient of the highest-order term.

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred
first and is bit 0 of the first octet.

Values specified in decimal are coded in natural binary unless otherwise stated. The values in Table 1 are in
binary, with the bit assignments shown in the table. Values in other tables are shown in decimal notation.

Reserved fields and subfields are set to O upon transmission and are ignored upon reception.

7.1.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 12 depicts
the general MAC frame format. The fields Address 2, Address 3, Sequence Control, Address 4, and Frame

Body are only present in certain frame types. Each field is defined in 7.1.3. The format of each of the indi-
vidual frame types is defined in 7.2.

Octets: 2 2 6 6 6 2 6 0-2312 4
Frame Duration/ Sequence Frame
Control D Address 1| Address 2 | Address 3 Control Address 4 Body FCS
) MAG Header i
Figure 12—MAC frame format
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7.1.3 Frame fields
7.1.3.1 Frame Control field

The Frame Control field consists of the following subfields: Protocol Version, Type, Subtype, To DS, From
DS, More Fragments, Retry, Power Management, More Data, Wired Equivalent Privacy (WEP), and Order.
The format of the Frame Control field is illustrated in Figure 13.

BO B1B2 B3B4 B7 B8 B9 B10 B11 B12 B13 B14 B15
Protocol TJo | From | More Pwr | More
Version Type Subtype DS DS | Frag Retry Mgt | Data WEP | Order

PPttt PP — P E— P C——Pt—>
Bits: 2 2 4 1 1 il 1 1 1 1 1

Figure 13—Frame Control field

7.1.3.1.1 Protocol Version field

The Protocol Version field is 2 bits in length and is invariant in size and placement across all revisions of this
standard. For this standard, the value of the protocol version is 0. All other values are reserved. The revision
level will be incremented only when a fundamental incompatibility exists between a new revision and the
prior edition of the standard. A device that receives a frame with a higher revision level than it supports will
discard the frame without indication to the sending station or to LLC.

7.1.3.1.2 Type and Subtype fields

The Type field is 2 bits in length, and the Subtype field is 4 bits in length. The Type and Subtype fields
together identify the function of the frame. There are three frame types: control, data, and management.
Each of the frame types have several defined subtypes. Table 1 defines the valid combinations of type and
subtype.

7.1.3.1.3To DS field

The To DS field is 1 bit in length and is set to 1 in data type frames destined for the DS. This includes all data
type frames sent by STAs associated with an AP. The To DS field is set to 0 in all other frames.

7.1.3.1.4 From DS field

The From DS field is 1 bit in length and is set to 1 in data type frames exiting the DS. It is set to 0 in all other
frames.

The permitted To/From DS bit combinations and their meanings are given in Table 2.
7.1.3.1.5 More Fragments field

The More Fragments field is 1 bit in length and is set to 1 in all data or management type frames that have
another fragment of the current MSDU or current MMPDU to follow. It is set to O in all other frames.
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Table 1—Valid type and subtype combinations

Ty{:g ;azlue des:?il:;ion ng;tg'g ;;’2::: X Bublpgs deserigtion
00 Management 0000 Association request
00 Management 0001 Association response
00 Management 0010 Reassociation request
00 Management 0011 Reassociation response
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 0110-0111 Reserved
00 Management 1000 Beacon
00 Management 1001 Announcement traffic indication message (ATIM)
00 Management 1010 Disassociation
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 1101-1111 Reserved
01 Control 0000-1001 Reserved
01 Control 1010 Power Save (PS)-Poll
01 Control 1011 Request To Send (RTS)
01 Control 1100 Clear To Send (CTS)
01 Control 1101 Acknowledgment (ACK)
01 Control 1110 Contention-Free (CF)-End
01 Control 1111 CF-End + CF-Ack
10 Data 0000 Data
10 Data 0001 Data + CF-Ack
10 Data 0010 Data + CF-Poll
10 Data 0011 Data + CF-Ack + CF-Poli
10 Data 0100 Null function (no data)
10 Data 0101 CF-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000-1111 Reserved
11 Reserved 0000-1111 Reserved
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Table 2—To/From DS combinations in data type frames

To/From DS values Meaning
ToDS=0 A data frame direct from one STA to another STA within the same
From DS=0 IBSS, as well as all management and control type frames.
ToDS=1 Data frame destined for the DS.
From DS =0
ToDS=0 Data frame exiting the DS.
From DS =1
ToDS=1 Wireless distribution system (WDS) frame being distributed from
From DS =1 one AP to another AP.

7.1.3.1.6 Retry field

The Retry field is 1 bit in length and is set to 1 in any data or management type frame that is a retransmission
of an earlier frame. It is set to 0 in all other frames. A receiving station uses this indication to aid in the
process of eliminating duplicate frames.

7.1.3.1.7 Power Management field

The Power Management field is 1 bit in length and is used to indicate the power management mode of a
STA. The value of this field remains constant in each frame from a particular STA within a frame exchange
sequence defined in 9.7. The value indicates the mode in which the station will be after the successful com-
pletion of the frame exchange sequence.

A value of 1 indicates that the STA will be in power-save mode. A value of 0 indicates that the STA will be
in active mode. This field is always set to 0 in frames transmitted by an AP.

7.1.3.1.8 More Data field

The More Data field is 1 bit in length and is used to indicate to a STA in power-save mode that more
MSDUs, or MMPDUs are buffered for that STA at the AP. The More Data field is valid in directed data or
management type frames transmitted by an AP to an STA in power-save mode. A value of 1 indicates that at
least one additional buffered MSDU, or MMPDU, is present for the same STA.

The More Data field may be set to 1 in directed data type frames transmitted by a contention-free (CF)-

Pollable STA to the point coordinator (PC) in response to a CF-Poll to indicate that the STA has at least one
additional buffered MSDU available for transmission in response to a subsequent CF-Poll.

The More Data field is set to 0 in all other directed frames.

The More Data field is set to 1 in broadcast/multicast frames transmitted by the AP, when additional broad-
cast/multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval. The
More Data field is set to 0 in broadcast/multicast frames transmitted by the AP when no more broadcast/
multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval and in all
broadcast/multicast frames transmitted by non-AP stations.

7.1.3.1.9 WEP field

The WEP field is 1 bit in length. It is set to 1 if the Frame Body field contains information that has been
processed by the WEP algorithm. The WEP field is only set to 1 within frames of type Data and frames of
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type Management, subtype Authentication. The WEP field is set to 0 in all other frames. When the WEP bit
is set to 1, the Frame Body field is expanded as defined in 8.2.5.

7.1.3.1.10 Order field

The Order field is | bit in length and is set to 1 in any data type frame that contains an MSDU, or fragment
thereof, which is being transferred using the StrictlyOrdered service class. This field is set to O in all other
frames.

7.1.3.2 Duration/ID field
The Duration/ID field is 16 bits in length. The contents of this field are as follows:

a) In control type frames of subtype Power Save (PS)-Poll, the Duration/ID field carries the association
identity (AID) of the station that transmitted the frame in the 14 least significant bits (Isb), with the
2 most significant bits (msb) both set to 1. The value of the AID is in the range 1-2007.

b) In all other frames, the Duration/ID field contains a duration value as defined for each frame type in
7.2. For frames transmitted during the contention-free period (CFP), the duration field is set to
32 768.

Whenever the contents of the Duration/ID field are less than 32 768, the duration value is used to update the
network allocation vector (NAV) according to the procedures defined in Clause 9.

The encoding of the Duration/ID field is given in Table 3.

Table 3—Duration/ID field encoding

Bit 15 Bit 14 Bits 13-0 Usage
0 0-32 767 Duration
1 0 0 Fixed value within frames transmitted during the CFP
1 0 1-16 383 Reserved
1 1 0 Reserved
1 1 1-2 007 AID in PS-Poll frames
1 1 2 008-16 383 | Reserved

7.1.3.3 Address fields

There are four address fields in the MAC frame format. These fields are used to indicate the BSSID, source
address, destination address, transmitting station address, and receiving station address. The usage of the
four address fields in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, and TA, indi-
cating basic service set identifier (BSSID), Destination Address, Source Address, Receiver Address, and
Transmitter Address, respectively. Certain frames may not contain some of the address fields.

Certain address field usage is specified by the relative position of the address field (1-4) within the MAC
header, independent of the type of address present in that field. For example, receiver address matching is
always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS
and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the
frame being acknowledged.
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7.1.3.3.1 Address representation

Each Address field contains a 48-bit address as defined in 5.2 of IEEE Std 802-1990.
7.1.3.3.2 Address designation

A MAC sublayer address is one of the following two types:

a)  Individual address. The address associated with a particular station on the network.
b)  Group address. A multidestination address, associated with one or more stations on a given network.

The two kinds of group addresses are as follows:

1)  Multicast-group address. An address associated by higher-level convention with a group of
logically related stations.

2)  Broadcast address. A distinguished, predefined multicast address that always denotes the set of
all stations on a given LAN. All 1s in the Destination Address field are interpreted to be the
broadcast address. This group is predefined for each communication medium to consist of all
stations actively connected to that medium; it is used to broadcast to all the active stations on
that medium. All stations are able to recognize the broadcast address. It is not necessary that a
station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered)

addresses. The nature of a body and the procedures by which it administers these universal (globally admin-
istered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID field

The BSSID field is a 48-bit field of the same format as an IEEE 802 MAC address. This field uniquely iden-
tifies each BSS. The value of this field, in an infrastructure BSS, is the MAC address currently in use by the
STA in the AP of the BSS.

The value of this field in an IBSS is a locally administered [EEE MAC address formed from a 46-bit random
number generated according to the procedure defined in 11.1.3. The individual/group bit of the address is set
to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of

selecting a unique BSSID.

The value of all 1s is used to indicate the broadcast BSSID. A broadcast BSSID may only be used in the
BSSID field of management frames of subtype probe request.

7.1.3.3.4 Destination Address (DA) field

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities
intended as the final recipient(s) of the MSDU (or fragment thereof) contained in the frame body field.

7.1.3.3.5 Source Address (SA) field

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the trans-
fer of the MSDU (or fragment thereof) contained in the frame body field was initiated. The individual/group
bit is always transmitted as a zero in the source address.

7.1.3.3.6 Receiver Address (RA) field

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate
recipient STA(s), on the WM, for the information contained in the frame body field.
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7.1.3.3.7 Transmitter Address (TA) field

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto the
WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a zero
in the transmitter address.

7.1.3.4 Sequence Control field

The Sequence Control field is 16 bits in length and consists of two subfields, the Sequence Number and the
Fragment Number. The format of the Sequence Control field is illustrated in Figure 14.

BO B3 B4 B15
Fragment Number Sequence Number
Bits: 4 B 12 .

Figure 14—Sequence Control field

7.1.3.4.1 Sequence Number field

The Sequence Number field is a 12-bit field indicating the sequence number of an MSDU or MMPDU. Each
MSDU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are assigned
from a single modulo 4096 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU. Each
fragment of an MSDU or MMPDU contains the assigned sequence number. The sequence number remains
constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

7.1.3.4.2 Fragment Number field

The Fragment Number field is a 4-bit field indicating the number of each fragment of an MSDU or
MMPDU. The fragment number is set to zero in the first or only fragment of an MSDU or MMPDU and is
incremented by one for each successive fragment of that MSDU or MMPDU. The fragment number remains
constant in all retransmissions of the fragment.

7.1.3.5 Frame Body field

The Frame Body is a variable length field that contains information specific to individual frame types and

subtypes. The minimum frame body is 0 octets. The maximum length frame body is defined by the maxi-
mum length (MSDU + ICV +1V), where ICV and IV are the WEP fields defined in 8.2.5.

7.1.3.6 FCS field

The FCS field is a 32-bit field containing a 32-bit CRC. The FCS is calculated over all the fields of the MAC
header and the Frame Body field. These are referred to as the calculation fields.

The FCS is calculated using the following standard generator polynomial of degree 32:
G()c)=x32 2043 22 416 124 1y 10 8 T St 2 4 x4+ 1
The FCS is the 1°s complement of the sum (modulo 2) of the following:

a)  The remainder of Hx o3+ P04+ AP+ 1) divided (modulo 2) by G(x), where £ is the
number of bits in the calculation fields, and
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b)  The remainder after multiplication of the contents (treated as a polynomial) of the calculation fields
by x>2 and then division by G(x).

The FCS field is transmitted commencing with the coefficient of the highest-order term.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all 1’s and is
then modified by division of the calculation fields by the generator polynomial G(x). The 1’s complement of
this remainder is transmitted, with the highest-order bit first, as the FCS field.

At the receiver, the initial remainder is preset to all 1’s and the serial incoming bits of the calculation fields
and FCS, when divided by G(x), results in the absence of transmission errors, in a unique nonzero remainder
value. The unique remainder value is the polynomial:

B304 204,25 42 4 x84 x5 1 124 4 10 B b St + P +x+1

7.2 Format of individual frame types
7.2.1 Control frames

In the following descriptions, “immediately previous” frame means a frame whose reception concluded
within the prior short interframe space (SIFS) interval.

The subfields within the Frame Control field of control frames are set as illustrated in Figure 15.

Protocol To From More Pwr  More

Version Tpe Sl DS DS Frag " Mgt Daw WEP Orger
FD B15

Protocol Pwr

orcion Control Subtype 0 0 0 0 Mgt 0 0 0

PP PP t— PP — P —PC— P +—>
Bits: 2 2 4 1 1 1 1 1 1 1 1

Figure 15—Frame Control field subfield values within control frames

7.2.1.1 Request To Send (RTS) frame format

The frame format for the RTS frame is as defined in Figure 16.

Octets: 2 2 6 6 4
Frame .
Catral Duration RA TA FCS
MAC Header

Figure 16—RTS frame

The RA of the RTS frame is the address of the STA, on the WM, that is the intended immediate recipient of
the pending directed data or management frame.

The TA is the address of the STA transmitting the RTS frame.
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The duration value is the time, in microseconds, required to transmit the pending data or management frame,
plus one CTS frame, plus one ACK frame, plus three SIFS intervals. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.2 Clear To Send (CTS) frame format

The frame format for the CTS frame is as defined in Figure 17.

Octets: 2 2 6 4
Frame | piration | RA FCS
Control

MAC Header

Figure 177—CTS frame

The RA of the CTS frame is copied from the TA field of the immediately previous RTS frame to which the
CTS is a response.

The duration value is the value obtained from the Duration field of the immediately previous RTS frame,
minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. If the calculated
duration includes a fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.3 Acknowledgment (ACK) frame format

The frame format for the ACK frame is as defined in Figure 18.

Octets: 2 2 6 4
Frame s
Control Duration RA FCS
MAC Header

Figure 18—ACK frame

The RA of the ACK frame is copied from the Address 2 field of the immediately previous directed data,
management, or PS-Poll control frame.

If the More Fragment bit was set to 0 in the Frame Control field of the immediately previous directed data or
management frame, the duration value is set to 0. If the More Fragment bit was set to 1 in the Frame Control
field of the immediately previous directed data or management frame, the duration value is the value
obtained from the Duration field of the immediately previous data or management frame, minus the time, in
microseconds, required to transmit the ACK frame and its SIFS interval. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.4 Power-Save Poll (PS-Poll) frame format
The frame format for the PS-Poll frame is as defined in Figure 19.

The BSSID is the address of the STA contained in the AP. The TA is the address of the STA transmitting the
frame. The AID is the value assigned to the STA transmitting the frame by the AP in the association response
frame that established that STA’s current association.
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Octets: 2 2 6 6 4
FAamE AID BSS ID A FCS
Control

MAC Header

Figure 19—PS-Poll frame

The AID value always has its two most significant bits each set to 1. All STAs, upon receipt of a PS-Poll
frame, update their NAV settings as appropriate under the coordination function rules using a duration value
equal to the time, in microseconds, required to transmit one ACK frame plus one SIFS interval.

7.2.1.5 CF-End frame format

The frame format for the CF-End frame is as defined in Figure 20.

Octets: 2 2 6 6 4
Frame | p \ ation RA BSSID FCS
Control

MAC Header

Figure 20—CF-End frame

The BSSID is the address of the STA contained in the AP. The RA 1is the broadcast group address.
The Duration field is set to 0.
7.2.1.6 CF-End + CF-Ack frame format

The frame format for the contention-free-end acknowledge (CF-End + CF-Ack) frame is as defined in Fig-
ure 21.

Octets: 2 2 6 6 4
Frame .
@anitral Duration RA BSSID EES
MAC Header

Figure 21—CF-End + CF-Ack Frame

The BSSID is the address of the STA contained in the AP. The RA is the broadcast group address.
The Duration field is set to 0.
7.2.2 Data frames

The frame format for a Data frame is independent of subtype and is as defined in Figure 22.
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Octets: 2 2 6 6 6 2 6 0 - 2312 4
Frame | Duration /| A 4ecs 1| Address 2| Address 3| S9U8C | Aydress 4 Frame Body FCS
Control ID Control

<¢ >
MAC Header

Figure 22—Data frame

The content of the Address fields of the data frame is dependent upon the values of the To DS and From DS
bits and is defined in Table 4. Where the content of a field is shown as not applicable (N/A), the field is omit-
ted. Note that Address 1 always holds the receiver address of the intended receiver (or, in the case of multi-
cast frames, receivers), and that Address 2 always holds the address of the station that is transmitting the
frame.

Table 4 —Address field contents

To DS From DS Address 1 Address 2 Address 3 Address 4
0 0 DA SA BSSID N/A
0 i DA BSSID SA N/A
1 0 BSSID SA DA N/A
1 1 RA TA DA SA

A station uses the contents of the Address 1 field to perform address matching for receive decisions. In cases
where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast
or multicast originated in the same BSS.

A station uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is
necessary.

The DA is the destination of the MSDU (or fragment thereof) in the frame body field.

The SA is the address of the MAC entity that initiated the MSDU (or fragment thereof) in the frame body
field.

The RA is the address of the STA contained in the AP in the wireless distribution system that is the next
immediate intended recipient of the frame.

The TA is the address of the STA contained in the AP in the wireless distribution system that is transmitting
the frame.

The BSSID of the Data frame is determined as follows:
a)  If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the

STA contained in the AP.
b) If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.
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The frame body consists of the MSDU or a fragment thereof, and a WEP IV and ICV (if and only if the WEP
subfield in the frame control field is set to 1). The frame body is null (0 octets in length) in data frames of
Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data).

Within all data type frames sent during the CFP, the Duration field is set to the value 32 768. Within all data
type frames sent during the contention period, the Duration field is set according to the following rules:

— If the Address 1 field contains a group address, the duration value is set to 0.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.

— If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that determine the data rate at
which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes
a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration
field values less than or equal to 32 767 from valid data frames to update their NAV settings as appropriate
under the coordination function rules.

7.2.3 Management frames

The frame format for a Management frame is independent of frame subtype and is as defined in Figure 23.

Octets: 2 2 & 6 6 2 0-2312 4
Frame | o ation | DA SA BSSID |SeaUencel e Body FCS
Control Control

MAC Header

Figure 23—Management frame format

A STA uses the contents of the Address 1 field to perform the address matching for receive decisions. In the
case where the Address 1 field contains a group address and the frame type is other than Beacon, the BSSID
also is validated to ensure that the broadcast or multicast originated in the same BSS. If the frame type is
Beacon, other address matching rules apply, as specified in 11.1.2.3.

The address fields for management frames do not vary by frame subtype.
The BSSID of the management frame is determined as follows:
a)  If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.
b) If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.
¢) In Management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the
broadcast BSSID as defined in the procedures specified in Clause 10.

The DA is the destination of the frame.

The SA is the address of the station transmitting the frame.
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Within all management type frames sent during the CFP, the Duration field is set to the value 32 768. Within
all management type frames sent during the contention period, the Duration field is set according to the
following rules:

— Ifthe DA field contains a group address, the duration value is set to 0.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the DA contains an
individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval.

— If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the DA contains an
individual address, the duration value is the time, in microseconds, required to transmit the next
fragment of this management frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the management frame is based on the rules in 9.6 that determine the data
rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration
includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process
Duration field values less than or equal to 32 767 from valid management frames to update their NAV
settings as appropriate under the coordination function rules.

The frame body consists of the fixed fields and information elements defined for each management frame
subtype. All fixed fields and information elements are mandatory unless stated otherwise, and they can
appear only in the specified order. Stations encountering an element type they do not understand ignore that
element. Element type codes not explicitly defined in this standard are reserved, and do not appear in any
frames.

7.2.3.1 Beacon frame format

The frame body of a management frame of subtype Beacon contains the information shown in Table 5.

Table 5—Beacon frame body

Order Information Notes

1 Timestamp

2 Beacon interval

3 Capability information

4 SSID

5 Supported rates

6 FH Parameter Set The FH Parameter Set information element is present within Beacon
frames generated by STAs using frequency-hopping PHY's.

i/ DS Parameter Set The DS Parameter Set information element is present within Beacon
frames generated by STAs using direct sequence PHYs.

8 CF Parameter Set The CF Parameter Set information element is only present within
Beacon frames generated by APs supporting a PCF.

9 IBSS Parameter Set The IBSS Parameter Set information element is only present within
Beacon frames generated by STAs in an IBSS.

10 TIM The TIM information element is only present within Beacon frames
generated by APs.

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

The frame body of a management frame of subtype ATIM is null.
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7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

Table 6—Disassociation frame body

Order Information

1 Reason code

7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in
Table 7.

Table 7 —Association Request frame body

Order Information
1 Capability information
2 Listen interval
3 SSID
4 Supported rates

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in
Table 8.

Table 8—Association Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown
in Table 9.
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Table 9—Reassociation Request frame body

Order Information
1 Capability information
2 Listen interval
g Current AP address
4 SSID
5) Supported rates

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassociation Response contains the information shown
in Table 10.

Table 10—Reassociation Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

7.2.3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains the information shown in Table 11.

Table 11—Probe Request frame body

Order Information
1 SSID
2 Supported rates

7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response contains the information shown in Table 12.
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Table 12—Probe Response frame body

Order Information Notes
1 Timestamp
2 Beacon interval
2) Capability information
4 SSID
) Supported rates
6 FH Parameter Set The FH Parameter Set information element is present within Probe

Response frames generated by STAs using frequency-hopping PHYs.

7 DS Parameter Set The DS Parameter Set information element is present within Probe
Response frames generated by STAs using direct sequence PHYs.

8 CF Parameter Set The CF Parameter Set information element is only present within Probe
Response frames generated by APs supporting a PCF.

9 IBSS Parameter Set The IBSS Parameter Set information element is only present within Probe
Response frames generated by STAs in an IBSS.

7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication contains the information shown in Table 13.

Table 13—Authentication frame body

Order Information Notes
1 Authentication algorithm number
2 Authentication transaction sequence number
3 Status code The status code information is reserved and set to 0 in

certain Authentication frames as defined in Table 14.

4 Challenge text The challenge text information is only present in
certain Authentication frames as defined in Table 14.

Table 14—Presence of challenge text information

Authent.ication Aut_hentication T — Challenge text
algorithm transaction sequence no.
Open System 1 Reserved Not present
Open System 2 Status Not present
Shared Key I Reserved Not present
Shared Key 2 Status Present
Shared Key 3 Reserved Present
Shared Key 4 Status Not present
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7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in
Table 15.

Table 15—Deauthentication frame body

Order Information

1 Reason code

7.3 Management frame body components

Within management frames, fixed-length mandatory frame body components are defined as fixed fields;
variable length mandatory and all optional frame body components are defined as information elements.

7.3.1 Fixed fields
7.3.1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the
Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field is iltustrated
in Figure 24. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System
Authentication algorithm number = 1: Shared Key
All other values of authentication number are reserved.

BO B15
Authentication Algorithm
Number
Octets: . 2 >

Figure 24—Authentication Algorithm Number fixed field

7.3.1.2 Authentication Transaction Sequence Number field

The Authentication Transaction Sequence Number field indicates the current state of progress through a
multistep transaction. The length of the Authentication Transaction Sequence Number field is 2 octets. The
Authentication Transaction Sequence Number field is illustrated in Figure 25.

BO B15

Authentication Transaction
Sequence Number

Octets: <+ 2 >

Figure 25—Authentication Transaction Sequence Number fixed field
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7.3.1.3 Beacon Interval field

The Beacon Interval field represents the number of time units (TUs) between target beacon transmission
times (TBTTs). The length of the Beacon Interval field is 2 octets. The Beacon Interval field is illustrated in
Figure 26.

BO B15

Beacon Interval
i

v

Octets: < 2

Figure 26—Beacon Interval fixed field

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or adver-
tised capabilities. The length of the Capability Information field is 2 octets. The Capability Information field
consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, and Privacy. The remaining
part of the Capability Information field is reserved. The format of the Capability Information field is as illus-
trated in Figure 27.

BO B1 B2 B3 B4 B5 " B15
7/
CF CF Pall 2
ESS IBSS Pollable Request Privacy Rese/el;ved

7/

v

Octets: 4 2

Figure 27—Capability Information fixed field

Each Capability Information subfield is interpreted only in the management frame subtypes for which the
transmission rules are defined.

APs set the ESS subfield to 1 and the IBSS subfield to 0 within transmitted Beacon or Probe Response
management frames. STAs within an IBSS set the ESS subfield to 0 and the IBSS subfield to 1 in transmitted
Beacon or Probe Response management frames.

STAs set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request manage-
ment frames according to Table 16.

Table 16—STA usage of CF-Pollable and CF-Poll Request

CF-Pollable fqu 0 Meaning
0 0 STA is not CF-Pollable
0 1 STA is CF-Pollable, not requesting to be placed on the CF-Polling list
1 0 STA is CF-Pollable, requesting to be placed on the CF-Polling list
1 STA is CF-Pollable, requesting never to be polled
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APs set the CF-Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response,
and Reassociation Response management frames according to Table 17. An AP sets the CF-Pollable and CF-
Poll Request subfield values in Association Response and Reassociation Response management frames
equal to the values in the last Beacon or Probe Response frame that it transmitted.

Table 17—AP usage of CF-Pollable and CF-Poll Request

CF-Pollable g:;:::lt Meaning
0 No point coordinator at AP
1 Point coordinator at AP for delivery only (no polling)
1 0 Point coordinator at AP for delivery and polling
I 1 Reserved

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and
Reassociation Response management frames if WEP encryption is required for all data type frames
exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management
frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryp-
tion is not required, the Privacy subfield is set to 0.

7.3.1.5 Current AP Address field

The Current AP Address field is the MAC address of the AP with which the station is currently associated. The
length of the Current AP Address field is 6 octets. The Current AP Address field is illustrated in Figure 28.

BO B47
T T = T T
Current AP Address
1 1 1 ! 1
Octets: ¢ 6 >

Figure 28—Current AP Address fixed field

7.3.1.6 Listen Interval field

The Listen Interval field is used to indicate to the AP how often an STA wakes to listen to Beacon manage-
ment frames. The value of this parameter is the STA’s Listen Interval parameter of the MLME-Associ-
ate.request primitive and is expressed in units of Beacon Interval. The length of the Listen Interval field is
2 octets. The Listen Interval field is illustrated in Figure 29.

BO B15

Listen interval
1

v

Octets: < 2

Figure 29—Listen Interval fixed field
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An AP may use the Listen Interval information in determining the lifetime of frames that it buffers for an STA.
7.3.1.7 Reason Code field
This Reason Code field is used to indicate the reason that an unsolicited notification management frame of

type Disassociation or Deauthentication was generated. The length of the Reason Code field is 2 octets. The
Reason Code field is illustrated in Figure 30.

B0 B15
T
Reason Code
=
Octets: < 2 >

Figure 30—Reason Code fixed field

The reason codes are defined in Table 18.

Table 18—Reason codes

Reason code Meaning
0 Reserved
1 Unspecified reason
2 Previous authentication no longer valid
8 Deauthenticated because sending station is leaving (or has left) IBSS or ESS
4 Disassociated due to inactivity
5 Disassociated because AP is unable to handle all currently associated stations
6 Class 2 frame received from nonauthenticated station
7 Class 3 frame received from nonassociated station
8 Disassociated because sending station is leaving (or has left) BSS
9 Station requesting (re)association is not authenticated with responding station
10-65 535 Reserved

7.3.1.8 Association ID (AID) field

The AID field is a value assigned by an AP during association that represents the 16-bit ID of a STA. The length
of the AID field is 2 octets. The AID field is illustrated in Figure 31.

BO B15

T

Association ID (AID)

1

v

Octets: « 2

Figure 31—AID fixed field

The value assigned as the Association ID is in the range 1-2007 and is placed in the 14 least significant bits
of the AID field, with the two most significant bits of the AID field each set to 1 (see 7.1.3.2).
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7.3.1.9 Status Code field

The Status Code field is used in a response management frame to indicate the success or failure of a
requested operation. The length of the Status Code field is 2 octets. The Status Code field is illustrated in
Figure 32.

BO B15

Status Code
1

\/

Octets: < 2

Figure 32—Status Code fixed field

If an operation is successful, then the status code is set to 0. If an operation results in failure, the status code
indicates a failure cause. The failure cause codes are defined in Table 19.

Table 19—Status codes

Status code Meaning
0 Successful
1 Unspecified failure
2-9 Reserved
10 Cannot support all requested capabilities in the Capability Information field
11 Reassociation denied due to inability to confirm that association exists
12 Association denied due to reason outside the scope of this standard
13 Responding station does not support the specified authentication algorithm
14 Received an Authentication frame with authentication transaction sequence number
out of expected sequence
15 Authentication rejected because of challenge failure
16 Authentication rejected due to timeout waiting for next frame in sequence
17 Association denied because AP is unable to handle additional associated stations
18 Association denied due to requesting station not supporting all of the data rates in the

BSSBasicRateSet parameter
19-65 535 | Reserved

7.3.1.10 Timestamp field

This field represents the value of the TSFTIMER (see 11.1) of a frame’s source. The length of the Timestamp
field is 8 octets. The Timestamp field is illustrated in Figure 33.

BO B63

T L) T T i T T
Timestamp

1 1 1 1 1 l 1

v

Octets: ¢ 8

Figure 33—Timestamp fixed field
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7.3.2 Information elements

Elements are defined to have a common general format consisting of a 1 octet Element ID field, a 1 octet
length field, and a variable-length element-specific information field. Each element is assigned a unique
Element ID as defined in this standard. The Length field specifies the number of octets in the Information
field. See Figure 34.

I I I I I

Element ID Length Information
| ] | | |

Octets: €1 —>¢t— 1 >< length ————»

Figure 34—Element format

The set of valid elements is defined in Table 20.

Table 20—Element IDs

Information element Element ID
SSID 0
Supported rates 1
FH Parameter Set 2
DS Parameter Set 3
CF Parameter Set 4
TIM S
IBSS Parameter Set 6
Reserved 7-15
Challenge text 16
Reserved for challenge text extension 17-31
Reserved 32-255
7.3.2.1 Service Set Identity (SSID) element
The SSID element indicates the identity of an ESS or IBSS. See Figure 35.
Element ID Length SsiD
Octets: €—— 1——>¢— 1 »>< 0-32 >

Figure 35—SSID element format

The length of the SSID information field is between 0 and 32 octets. A 0 length information field indicates
the broadcast SSID.

7.3.2.2 Supported Rates element
The Supported Rates element specifies the rates in the Operational Rate Set as described in the

MLME _Join.request and MLME_Start.request primitives. The information field is encoded as 1 to 8 octets
where each octet describes a single supported rate in units of 500 kbit/s.
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Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,
each supported rate belonging to the BSSBasicRateSet, as defined in 10.3.10.1, is encoded as an octet with
the msb (bit 7) set to 1 (e.g., a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as X'82"). Rates
not belonging to the BSSBasicRateSet are encoded with the msb set to 0 (e.g., a 2 Mbit/s rate not belonging
to the BSSBasicRate Set is encoded as X'04"). The msb of each Supported Rate octet in other management
frame types is ignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management frames is used by STAs in order to
avoid associating with a BSS if they do not support all the data rates in the BSSBasicRateSet. See Figure 36.

Element ID Length Supported Rates

Octets: — 1 —><4—— 1 > 1-8 »

Figure 36—Supported rates element format

7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs
using a frequency-hopping (FH) PHY. The information field contains Dwell Time, Hop Set, Hop Pattern,
and Hop Index parameters. The total length of the information field is 5 octets. See Figure 37.

Element 1D Length Dwell Time (TU) Hop Set | Hop Pattern | Hop Index

Octets: +—1—b¢—1——pt¢—— 2 —Ppt—| —P4¢— |—p—— 11—

Figure 37—FH Parameter Set element format

The Dwell Time field is 2 octets in length and contains the dwell time in TU.
The Hop Set field identifies the current set (dot1 1CurrentSet) of hop patterns and is a single octet.

The Hop Pattern field identifies the current pattern (dotl I CurrentPattern) within a set of hop patterns and is
a single octet.

The Hop Index field selects the current index (dotl1CurrentIndex) within a pattern and is a single octet.
The description of the attributes used in this subclause can be found in 14.8.2.1.

7.3.2.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAs using a
direct sequence spread spectrum (DSSS) PHY. The information field contains a single parameter containing
the dotl1CurrentChannelNumber (see 15.4.6.2 for values). The length of the dotl1CurrentChannelNumber
parameter is 1 octet. See Figure 38.

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information

field contains the CFPCount, CFPPeriod, CFPMaxDuration, and CFPDurRemaining fields. The total length
of the information field is 6 octets. See Figure 39.
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Current

El tID | Length
SR =gl Channel

Octets: +— 1—>4¢—1 —>4+—1—>»

Figure 38—DS Parameter Set element format

Element ID | Length CFE A CFP MaxDuration CFP DurRemaining
g Count Period (TU) (TY)
Ogtelsi —l—pt——1—pt— —Pt——i—pe————— ) >« 2 >

Figure 39—CF Parameter Set element format

CFPCount indicates how many DTIMs (including the current frame) appear before the next CFP start. A
CFPCount of 0 indicates that the current DTIM marks the start of the CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs. The value is an integral
number of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.
This value is used by STAs to set their NAV at the TBTT of beacons that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to zero in
CFP Parameter elements of beacons transmitted during the contention period. The value of CFPDurRemain-
ing is referenced to the immediately previous TBTT. This value is used by all STAs to update their NAVs
during CFPs.

7.3.2.6 TIM

The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual
Bitmap. See Figure 40.

DTIM DTIM Bitmap

Element ID | Length Count Period Control

Partial Virtual Bitmap

Octets: ¢—1—p4¢—1—p¢— 1 —pt—1—p4¢—T1—Pp¢—— 1-251——>

Figure 40—TIM element format

The Length field for this element indicates the length of the information field, which is constrained as
described below.

The DTIM Count field indicates how many beacons (including the current frame) appear before the next
DTIM. A DTIM Count of 0 indicates that the current TIM is a DTIM. The DTIM count field is a single octet.

The DTIM Period field indicates the number of Beacon intervals between successive DTIMs. If all TIMs are
DTIMs, the DTIM Period field has the value 1. The DTIM Period value 0 is reserved. The DTIM period field

is a single octet.

The Bitmap Control field is a single octet. Bit O of the field contains the Traffic Indicator bit associated with
Association ID 0. This bit is set to 1 in TIM elements with a value of 0 in the DTIM Count field when one or
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more broadcast or multicast frames are buffered at the AP. The remaining 7 bits of the field form the Bitmap
Offset.

The traffic-indication virtual bitmap, maintained by the AP that generates a TIM, consists of 2008 bits, and is
organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number
(N mod 8) in octet number [N / 8 where the low-order bit of each octet is bit number 0, and the high order
bit is bit number 7. Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a
specific station within the BSS that the AP is prepared to deliver at the time the beacon frame is transmitted.
Bit number N is 0 if there are no directed frames buffered for the station whose Association ID is N. If any
directed frames for that station are buffered and the AP is prepared to deliver them, bit number N in the traf-
fic-indication virtual bitmap is 1. A PC may decline to set bits in the TIM for CF-Pollable stations it does not
intend to poll (see 11.2.1.5).

The Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indication virtual
bitmap, where N1 is the largest even number such that bits numbered 1 through (N1 x 8) — 1 in the bitmap
are all 0 and N2 is the smallest number such that bits numbered (N2 + 1) x 8 through 2007 in the bitmap are
all 0. In this case, the Bitmap Offset subfield value contains the number | N1/2], and the Length field will be
set to (VM2 — N1) + 4.

In the event that all bits other than bit 0 in the virtual bitmap are 0, the Partial Virtual Bitmap field is encoded
as a single octet equal to 0, and the Bitmap Offset subfield is 0.

7.3.2.7 IBSS Parameter Set element

The IBSS Parameter Set element contains the set of parameters necessary to support an IBSS. The informa-
tion field contains the ATIM Window parameter. See Figure 41.

Element ID | Length ATIM Window

v

Octets: ¢—1—>¢——1—> < 2
Figure 41—IBSS Parameter Set element format
The ATIM Window field is 2 octets in length and contains the ATIM Window length in TU.
7.3.2.8 Challenge Text element

The Challenge Text element contains the challenge text within Authentication exchanges. The element infor-
mation field length is dependent upon the authentication algorithm and the transaction sequence number as
specified in 8.1. See Figure 42.

Element ID Length Challenge Text

v

Octets: —1 ——>»4+— 1 > 1-253

Figure 42—Challenge Text element format
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8. Authentication and privacy

8.1 Authentication services

IEEE 802.11 defines two subtypes of authentication service: Open System and Shared Key. The subtype
invoked is indicated in the body of authentication management frames. Thus authentication frames are self-
identifying with respect to authentication algorithm. All management frames of subtype Authentication shall
be unicast frames as authentication is performed between pairs of stations (i.e., multicast authentication is
not allowed). Management frames of subtype Deauthentication are advisory, and may therefore be sent as
group-addressed frames.

A mutual authentication relationship shall exist between two stations following a successful authentication
exchange as described below. Authentication shall be used between stations and the AP in an infrastructure
BSS. Authentication may be used between two STAs in an IBSS.

8.1.1 Open System authentication

Open System authentication is the simplest of the available authentication algorithms. Essentially it is a null
authentication algorithm. Any STA that requests authentication with this algorithm may become authenti-
cated if dot11AuthenticationType at the recipient station is set to Open System authentication. Open System
authentication is not required to be successful as a STA may decline to authenticate with any particular other
STA. Open System authentication is the default authentication algorithm.

Open System authentication involves a two-step authentication transaction sequence. The first step in the
sequence is the identity assertion and request for authentication. The second step in the sequence is the
authentication result. If the result is “successful,” the STAs shall be mutually authenticated.

8.1.1.1 Open System authentication (first frame)

— Message type: Management
— Message subtype: Authentication
— Information items:
» Authentication Algorithm Identification = “Open System”
« Station Identity Assertion (in SA field of header)
* Authentication transaction sequence number = 1
» Authentication algorithm dependent information (none)
— Direction of message: From authentication initiating STA to authenticating STA

8.1.1.2 Open System authentication (final frame)

— Message type: Management
— Message subtype: Authentication
— Information items:
» Authentication Algorithm Identification = “Open System”
* Authentication transaction sequence number = 2
¢ Authentication algorithm dependent information (none)
» The result of the requested authentication as defined in 7.3.1.9
— Direction of message: From authenticating STA to initiating STA

If dotl1AuthenticationType does not include the value “Open System,” the result code shall not take the
value “successful.”
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8.1.2 Shared Key authentication

Shared Key authentication supports authentication of STAs as either a member of those who know a shared
secret key or a member of those who do not. IEEE 802.11 Shared Key authentication accomplishes this
without the need to transmit the secret key in the clear; however, it does require the use of the WEP privacy
mechanism. Therefore, this authentication scheme is only available if the WEP option is implemented. Addi-
tionally, the Shared Key authentication algorithm shall be implemented as one of the
dotl1AuthenticationAlgorithms at any STA where WEP is implemented.

The required secret, shared key is presumed to have been delivered to participating STAs via a secure chan-
nel that is independent of IEEE 802.11. This shared key is contained in a write-only MIB attribute via the
MAC management path. The attribute is write-only so that the key value remains internal to the MAC.

During the Shared Key authentication exchange, both the challenge and the encrypted challenge are
transmitted. This facilitates unauthorized discovery of the pseudorandom number (PRN) sequence for the
key/IV pair used for the exchange. Implementations should therefore avoid using the same key/IV pair for
subsequent frames.

A STA shall not initiate a Shared Key authentication exchange unless its dotl 1PrivacyOptionImplemented
attribute is “true.”

In the following description, the STA initiating the authentication exchange is referred to as the requester,
and the STA to which the initial frame in the exchange is addressed is referred to as the responder.

8.1.2.1 Shared Key authentication (first frame)

— Message type: Management
— Message subtype: Authentication
— Information Items:
» Station Identity Assertion (in SA field of header)
e Authentication Algorithm Identification = “Shared Key”
» Authentication fransaction sequence number = 1
+ Authentication algorithm dependent information (none)
— Direction of message: From requester to responder

8.1.2.2 Shared Key authentication (second frame)

Before sending the second frame in the Shared Key authentication sequence, the responder shall use WEP to
generate a string of octets that shall be used as the authentication challenge text.

— Message type: Management
— Message subtype: Authentication
— Information Items:
» Authentication Algorithm Identification = “Shared Key”
» Authentication transaction sequence number = 2
+ Authentication algorithm dependent information = the authentication result.
* The result of the requested authentication as defined in 7.3.1.9

If the status code is not “successful,” this shall be the last frame of the transaction sequence. If
the status code is not “successful,” the content of the challenge text field is unspecified.

If the status code is “successful,” the following additional information items shall have valid con-
tents:

Authentication algorithm dependent information = challenge text.
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This field shall be of fixed length of 128 octets. The field shall be filled with octets gener-
ated by the WEP pseudo-random number generator (PRNG). The actual value of the chal-
lenge field is unimportant, but the value shall not be a single static value. The key and IV
used when generating the challenge text are unspecified because this key/IV value does
not have to be shared and does not affect interoperability.

— Direction of message: From responder to requester

8.1.2.3 Shared Key authentication (third frame)

The requester shall copy the challenge text from the second frame into the third frame. The third frame shall
be transmitted after encryption by WEP, as defined in 8.2.3, using the shared secret key.

— Message type: Management
— Message subtype: Authentication
— Information Items:
+ Authentication Algorithm Identification = “Shared Key”
* Authentication transaction sequence number = 3
» Authentication algorithm dependent information = challenge text from sequence two frame
— Direction of message: From requester to responder

This frame shall be encrypted as described below.
8.1.2.4 Shared Key authentication (final frame)

The responder shall attempt to decrypt the contents of the third frame in the authentication sequence as
described below. If the WEP ICV check is successful, the responder shall then compare the decrypted con-
tents of the Challenge Text field to the challenge text that was sent in Frame 2 of the sequence. If they are the
same, then the responder shall respond with a successful status code in Frame 4 of the sequence. If the WEP
ICV check fails, the responder shall respond with an unsuccessful status code in Frame 4 of the sequence as
described below.

— Message type: Management
— Message subtype: Authentication
— Information Items:
» Authentication Algorithm Identification = “Shared Key”
« Authentication transaction sequence number = 4
+ Authentication algorithm dependent information = the authentication result
The result of the requested authentication.
This is a fixed length item with values “successful” and “unsuccessful.”
— Direction of message: From responder to requester

8.2 The Wired Equivalent Privacy (WEP) algorithm

8.2.1 Introduction

Eavesdropping is a familiar problem to users of other types of wireless technology. IEEE 802.11 specifies a
wired LAN equivalent data confidentiality algorithm. Wired equivalent privacy is defined as protecting
authorized users of a wireless LAN from casual eavesdropping. This service is intended to provide function-
ality for the wireless LAN equivalent to that provided by the physical security attributes inherent to a wired

medium,

Data confidentiality depends on an external key management service to distribute data enciphering/decipher-
ing keys. The IEEE 802.11 standards committee specifically recommends against running an IEEE 802.11
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LAN with privacy but without authentication. While this combination is possible, it leaves the system open
to significant security threats.

8.2.2 Properties of the WEP algorithm
The WEP algorithm has the following properties:

— It is reasonably strong: The security afforded by the algorithm relies on the difficulty of discovering
the secret key through a brute-force attack. This in turn is related to the length of the secret key and
the frequency of changing keys. WEP allows for the changing of the key (k) and frequent changing
of the IV.

— It is self-synchronizing: WEP is self-synchronizing for each message. This property is critical for a
data-link level encryption algorithm, where “best effort” delivery is assumed and packet loss rates
may be high.

— It is efficient: The WEP algorithm is efficient and may be implemented in either hardware or soft-
ware.

— It may be exportable: Every effort has been made to design the WEP system operation so as to maxi-
mize the chances of approval, by the U.S. Department of Commerce, of export from the U.S. of
products containing a WEP implementation. However, due to the legal and political climate toward
cryptography at the time of publication, no guarantee can be made that any specific IEEE 802.11
implementations that use WEP will be exportable from the USA.

— It is optional: The implementation and use of WEP is an IEEE 802.11 option.

8.2.3 WEP theory of operation
The process of disguising (binary) data in order to hide its information content is called encryption (denoted
by E) (see [B4]). Data that is not enciphered is called plaintext (denoted by P) and data that is enciphered is
called ciphertext (denoted by C). The process of turning ciphertext back into plaintext is called decryption
(denoted by D). A cryptographic algorithm, or cipher, is a mathematical function used for enciphering or
deciphering data. Modern cryptographic algorithms use a key sequence (denoted by k) to modify their out-
put. The encryption function E operates on P to produce C:

E /P =C
In the reverse process, the decryption function D operates on C to produce P:

D (C)=P
As illustrated in Figure 43, note that if the same key can be used for encryption and decryption then

Dy(Ex(F)) = P

Key Management Service

Key
l Original
Plaintext Ciphertext Plaintext
——~> Encryptlon —E Decryption —>
Eavesdropper

Figure 43—A confidential data channel

The WEP algorithm is a form of electronic code book in which a block of plaintext is bitwise XORed with a
pseudorandom key sequence of equal length. The key sequence is generated by the WEP algorithm.
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Referring to Figure 44 and viewing from left to right, encipherment begins with a secret key that has been
distributed to cooperating STAs by an external key management service. WEP is a symmetric algorithm in
which the same key is used for encipherment and decipherment.

Y

v
Initialization Key Sequence
Vector (IV) —@— Seed WEP
4..':] PRNG =
Secret Key | ® Ciphertext
Plaintext
Integrity Algorithm f[———— | |
Integrity Check Value (ICV)
Message

Figure 44—WEP encipherment block diagram

The secret key is concatenated with an initialization vector (IV) and the resulting seed is input to a PRNG. The
PRNG outputs a key sequence k of pseudorandom octets equal in length to the number of data octets that are to
be transmitted in the expanded MPDU plus 4 [since the key sequence is used to protect the integrity check value
(ICV) as well as the data]. Two processes are applied to the plaintext MPDU. To protect against unauthorized
data modification, an integrity algorithm operates on P to produce an ICV. Encipherment is then accomplished
by mathematically combining the key sequence with the plaintext concatenated with the ICV. The output of the
process is a message containing the IV and ciphertext.

The WEP PRNG is the critical component of this process, since it transforms a relatively short secret key
into an arbitrarily long key sequence. This greatly simplifies the task of key distribution, as only the secret
key needs to be communicated between STAs. The IV extends the useful lifetime of the secret key and pro-
vides the self-synchronous property of the algorithm. The secret key remains constant while the IV changes
periodically. Each new IV results in a new seed and key sequence, thus there is a one-to-one correspondence
between the IV and 4. The IV may be changed as frequently as every MPDU and, since it travels with the
message, the receiver will always be able to decipher any message. The IV is transmitted in the clear since it
does not provide an attacker with any information about the secret key, and since its value must be known by
the recipient in order to perform the decryption.

When choosing how often to change IV values, implementors should consider that the contents of some
fields in higher-layer protocol headers, as well as certain other higher-layer information, is constant or
highly predictable. When such information is transmitted while encrypting with a particular key and IV, an
eavesdropper can readily determine portions of the key sequence generated by that (key, IV) pair. If the same
(key, IV) pair is used for successive MPDUs, this effect may substantially reduce the degree of privacy con-
ferred by the WEP algorithm, allowing an eavesdropper to recover a subset of the user data without any
knowledge of the secret key. Changing the IV after each MPDU is a simple method of preserving the effec-
tiveness of WEP in this situation.

The WEP algorithm is applied to the frame body of an MPDU. The (IV, frame body, ICV) triplet forms the
actual data to be sent in the data frame.

For WEP protected frames, the first four octets of the frame body contain the IV field for the MPDU. This
field is defined in 8.2.5. The PRNG seed is 64 bits. Bits 0 through 23 of the IV correspond to bits 0 through
23 of the PRNG seed, respectively. Bits 0 through 39 of the secret key correspond to bits 24 through 63 of
the PRNG seed, respectively. The bit and octet numbering conventions in 7.1.1 apply to the PRNG seed,
secret key, and I'V. The numbering of the octets of the PRNG seed corresponds to that of the RC4 key. The
IV is followed by the MPDU, which is followed by the ICV. The WEP ICV is 32 bits. The WEP Integrity
Check algorithm is CRC-32, as defined in 7.1.3.6.

As stated previously, WEP combines £ with P using bitwise XOR.

Copyright © 1999 IEEE. All rights reserved. 63

79



ANSIV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Referring to Figure 45 and viewing from left to right, decipherment begins with the arrival of a message. The
IV of the incoming message shall be used to generate the key sequence necessary to decipher the incoming
message. Combining the ciphertext with the proper key sequence yields the original plaintext and ICV. Cor-
rect decipherment shall be verified by performing the integrity check algorithm on the recovered plaintext
and comparing the output ICV” to the ICV transmitted with the message. If ICV’ is not equal to ICV, the
received MPDU is in error and an error indication is sent to MAC management. MSDUs with erroneous
MPDUs (due to inability to decrypt) shall not be passed to LLC.

Secret Key————]
[ WEP | Key Sequence Plaintext
\% > 5
PRNG oV
o ® Integrity Algorithm &
‘ . : ICV = Icv?
Ciphertext| " -

Message

Figure 45—WEP decipherment block diagram

8.2.4 WEP algorithm specification
WEP uses the RC4 PRNG algorithm from RSA Data Security, Inc.®
8.2.5 WEP Frame Body expansion

Figure 46 shows the encrypted Frame Body as constructed by the WEP algorithm.

«—— Encrypted (Note) ——»|

v Data Icv
A (PDU) 7
>=1

~
\ S
\ ~

I ~~<_ Sizes in Octets

v Sso
Y S

Init. Vector 1 octet
3 Pad [KeyID
6 bits || 2 bits

NOTE = The encypherment process has expanded the original Frame Body by 8 octets, 4 for the IV
field and 4 for the ICV. The ICV is calculated on the data field only.

Figure 46—Construction of expanded WEP Frame Body

The WEP ICV shall be a 32-bit field containing the CRC-32, as defined in 7.1.3.6 calculated over the Data
(PDU) field as depicted in Figure 46. The expanded Frame Body shall include a 32-bit IV field immediately
preceding the original Frame Body. This field shall contain three subfields: a three-octet field that contains
the initialization vector, a 2-bit key ID field, and a 6-bit pad field. The ordering conventions defined in 7.1.1
apply to the IV fields and its subfields and to the ICV field. The key ID subfield contents select one of four

®Details of the RC4 algorithm arc available from RSA. Please contact RSA for algorithm details and the uniform RC4 licensee terms
that RSA offers to anyone wishing to use RC4 for the purpose of implementing the IEEE 802.11 WEP option. If necessary, contact the
IEEE Standards Department Intellectual Property Rights Administrator for details on how to communicate with RSA.
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possible secret key values for use in decrypting this Frame Body. Interpretation of these bits is discussed fur-
ther in 8.3.2. The contents of the pad subfield shall be zero. The key ID occupies the two msb of the last octet
of the IV field, while the pad occupies the six Isb of this octet.

The WEP mechanism is invisible to entities outside the IEEE 802.11 MAC data path.

8.3 Security-Related MIB attributes

The IEEE 802.11 security mechanisms are controlled via the MAC management path and related MIB
attributes. This subclause gives an overview of the security-related MIB attributes and how they are used.
For details of the MIB attribute definitions, refer to 11.4.

8.3.1 Authentication-Related MIB attributes

The type of authentication invoked when authentication is attempted is controlled by the AuthenticationType
parameter to the MLME-AUTHENTICATE.request primitive. The type of authentication request that may
be accepted by a STA is controlled by the MIB attribute dotl 1 AuthenticationType. The type of authentica-
tion is selected from the following set of values:

— Open System
—  Shared Key

All other values are reserved. The numeric encoding of these values is given in 7.3.1.1.
8.3.2 Privacy-Related MIB attributes

WEP invocation is controlled by the parameters passed to the MLME-AUTHENTICATE request primitive
as well as a number of MIB attributes. An overview of the attributes and their usage is given in this
subclause. All MIB attributes that hold WEP keys are externally write-only; the contents shall not be read-
able via MAC management SAPs. See 11.4 for the formal MIB attribute definitions.

The boolean variable dotl1Privacylnvoked shall be set to “false” to prevent the STA from transmitting
MPDUs of type Data with the WEP subfield of the Frame Control field set to 1. It does not affect MPDU or
MMPDU reception.

The default value for all WEP keys shall be null. Note that encrypting a frame using WEP with a null key is
not the same as failing to encrypt the frame. Any request to encrypt a frame with a null key shall result in the
MSDU being discarded and an MA-UNIDATA-STATUS.indication with a transmission status indicating
that the frame may not be encrypted with a null key. Decrypting a frame whose WEP subfield is set to 1
involves stripping the IV, and checking the ICV against the calculated ICV’ value computed over the data
contained in the MPDU.

To support shared key configurations, the MIB contains a four-element vector called
“dot] IWEPDefaultKeys.” The default value for each element of this vector is null. These elements contain
the default keys to be used with WEP.

An additional attribute called “dot] 1WEPDefaultKeyID” is an integer. When set to a value of 0, 1, 2, or 3,
MPDUs transmitted with the WEP subfield of the Frame Control field set to 1 shall be encrypted using the
first, second, third, or fourth element, respectively, from dotl 1 WEPDefaultKeys, unless the frame has an
individual RA and a key mapping exists for the RA of the frame. On receive, the incoming MPDU shall be
decrypted using the element from dotl I WEPDefaultKeys specified by the received key ID field, unless the
frame has an individual RA and a key mapping exists for the TA of the frame. The value in the transmitted
key ID field shall be zero in all cases except when dot] 1 WEPDefaultKeyID is used to encrypt a frame and is
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set to a value of 1, 2, or 3, in which case the transmitted key ID field shall contain the value of
dot11 WEPDefaultKeyID.

When the boolean attribute aExcludeUnencrypted is set to True, MPDUs of type Data received by the STA
with the WEP subfield of the Frame Control field equal to zero shall not be indicated at the MAC service
interface. When aExcludeUnencrypted is set to True, only MSDUs that have been decrypted successfully
shall be indicated at the MAC service interface.

IEEE 802.11 does not require that the same WEP key be used for all STAs. The MIB supports the ability to
share a separate WEP key for each RA/TA pair. Key mapping is supported by a MIB attribute that is an array
called “dotl IWEPKeyMappings.” dotl 1 WEPKeyMappings contains zero or one entry for each MAC
address, up to an implementation-defined maximum number of entries identified by
dot11 WEPKeyMappingLength, and contains two fields for each entry: a boolean “WEPOn” and the corre-
sponding WEPKey. In an infrastructure BSS, the AP’s WEPOn value in the entry in its
dot]1 lWEPKeyMapping table corresponding to a STA’s MAC address shall not be set to True for a STA if
that STA has not successfully initiated and completed an authentication sequence using an authentication
type other than “Open System.” The default value for all WEPOn fields is False. dotl1 WEPKeyMappings
shall be indexed by either RA or TA addresses (since WEP is applied only to the wireless link), as described
below. When an entry in the table exists for a particular MAC address, the values in the
dotl lWEPKeyMappings attribute shall be wused instead of the dotll1WEPDefaultKeylD and
dot1 1 WEPDefaultKeys variables.

The minimal value of dotl | WEPKeyMappingLength shall be 10. This value represents a minimum capabil-
ity that may be assumed for any STA implementing the WEP option.

When transmitting a frame of type Data, the values of dotl1Privacylnvoked, dotl1WEPKeyMappings,
dotl 1WEPDefaultKeys, and dotl 1 WEPDefaultKeyID in effect at an unspecified time between receipt by the
MAC of the MAUNITDATA request primitive and the time of transmission of that frame shall be used
according to the following decision tree:

if dot1 1 PrivacyInvoked is “false”
the MPDU is transmitted without encryption
else
if (the MPDU has an individual RA and
there is an entry in dotl | WEPKeyMappings for that RA)
if that entry has WEPOn set to “false”
the MPDU is transmitted without encryption
else
if that entry contains a key that is null
discard the entire MSDU and generate an
MA-UNITDATA-STATUS .indication primitive to
notify LLC that the MSDU was undeliverable due to
a null WEP key
else
encrypt the MPDU using that entry’s key, setting the keyID
subfield of the IV field to zero
else
if (the MPDU has a group RA and the Privacy subfield
of the Capability Information field in this BSS is set to 0)
the MPDU is transmitted without encryption
else
if dot] IWEPDefaultKeys[dot]1 1 WEPDefaultKeyID] is null
discard the MSDU and generate an
MA-UNITDATA-STATUS .indication primitive to
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notify LLC that the entire MSDU was undeliverable
due to a null WEP key

else
encrypt the MPDU using
dotl IWEPDefaultKeys[dot1 1 WEPDefaultKeyID],
setting the KeyID subfield of the IV field to
dot1 1WEPDefaultKeyID

When receiving a frame of type Data, the values of dotllPrivacyOptionImplemented,
dot1 1WEPKeyMappings, dotl 1 WEPDefaultKeys, dotl 1WEPDefaultKeyID, and aExcludeUnencrypted in
effect at the time the PHY-RXSTART.indication primitive is received by the MAC shall be used according to
the following decision tree:

if the WEP subfield of the Frame Control Field is zero
if aExcludeUnencrypted is “true”
discard the frame body without indication to LLC and increment
dot] 1WEPExcludedCount
else
receive the frame without decryption
else
if dot1 1PrivacyOptionImplemented is “true”
if (the MPDU has individual RA and
there is an entry in dot]11 WEPKeyMappings matching the MPDU’s TA)
if that entry has WEPOn set to “false”
discard the frame body and increment
dot1 1 WEPUndecryptableCount
else
if that entry contains a key that is null
discard the frame body and increment
dot1 IWEPUndecryptableCount
else
attempt to decrypt with that key, incrementing
dot1 1WEPICVETrrorCount if the ICV check fails
else
if dot] IWEPDefaultKeys[keyID] is null
discard the frame body and increment
dot1 1WEPUndecryptableCount
else
attempt to decrypt with dotl | WEPDefaultKeys[keyID],
incrementing dot] IWEPICVErrorCount if the ICV check fails
else
discard the frame body and increment dotl 1 WEPUndecryptableCount

When transmitting a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 2, the MAC shall operate according to the following decision tree:

if dotl 1PrivacyOptionImplemented is “false”
the MMPDU is transmitted with a sequence
of zero octets in the Challenge Text field and a Status Code value of 13

else
the MMPDU is transmitted with a sequence of 128 octets generated using the
WEP PRNG and a key whose value is unspecified and beyond the scope of this
standard and a randomly chosen IV value (note that this will typically be selected
by the same mechanism for choosing IV values for transmitted data MPDUs)
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in the Challenge Text field and a status code value of O (the IV used is
immaterial and is not transmitted). Note that there are cryptographic issues
involved in the choice of key/IV for this process as the challenge text is sent
unencrypted and therefore provides a known output sequence from the PRNG.

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 2, the MAC shall operate according to the following decision tree:

if the WEP subfield of the Frame Control field is 1
respond with a status code value of 15
else
if dot11PrivacyOptionlmplemented is “true”
if there is a mapping in dotl l WEPKeyMappings matching the MSDU’s TA
if that key is null
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of
15 and no Challenge Text field, without encrypting the
contents of the frame
else
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of
0 and the identical Challenge Text field, encrypted using
that key, and setting the key ID subfield in the IV field to 0
else
if dot] IWEPDefaultKeys[dot] l WEPDefaultKeyID] is null
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of
15 and no Challenge Text field, without encrypting the
contents of the frame
else
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of 0
and the identical Challenge Text field, encrypted using
dotl 1WEPDefaultKeys[dot]l ] WEPDefaultKeyID], setting the
key ID subfield in the IV field to dotl l WEPDefaultKeyID
else
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate Authentication
Algorithm Number, a status code value of 13 and no Challenge Text
field, without encrypting the contents of the frame

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 3, the MAC shall operate according to the following decision tree:

if the WEP subfield of the Frame Control field is zero
respond with a status code value of 15
else
if dotl 1PrivacyOptionImplemented is “true”
if there is a mapping in dotl | WEPKeyMappings matching the MSDU’s TA
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if that key is null
respond with a frame whose Authentication Transaction
Sequence Number field is 4 that contains the appropriate
Authentication Algorithm Number, and a status code value
of 15 without encrypting the contents of the frame
else
attempt to decrypt with that key, incrementing
dot1 IWEPICVErrorCount and responding with a status code value
of 15 if the ICV check fails
else
if dotl IWEPDefaultKeys[keyID] is null
respond with a frame whose Authentication Transaction
Sequence Number field is 4 that contains the appropriate
Authentication Algorithm Number, and a status code value
of 15 without encrypting the contents of the frame
else
attempt to decrypt with dotl l WEPDefaultKeys[keyID],
incrementing dotl IWEPICVErrorCount and responding with
a status code value of 15 if the ICV check fails
else
respond with a frame whose Authentication Transaction Sequence Number
field is 4 that contains the appropriate Authentication Algorithm Number,
and a status code value of 15

The attribute dotl1Privacylnvoked shall not take the wvalue “true” if the attribute
dot11PrivacyOptionImplemented is “false.” Setting the attribute dotl1 WEPKeyMappings to a value that
includes more than dotl IWEPKeyMappingLength entries is illegal and shall have an implementation-specific
effect on the operation of the privacy service. Note that dotl 1 WEPKeyMappings may contain between zero
and dotl 1WEPKeyMappingLength entries, inclusive.

It is recommended that the values of the attributes in the aPrivacygrp not be changed during the authentica-
tion sequence as unintended operation may result.
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9. MAC sublayer functional description

The MAC functional description is presented in this clause. The architecture of the MAC sublayer, including
the distributed coordination function (DCF), the point coordination function (PCF), and their coexistence in an
IEEE 802.11 LAN are introduced in 9.1. These functions are expanded on in 9.2 and 9.3, and a complete func-
tional description of each is provided. Fragmentation and defragmentation are covered in 9.4 and 9.5. Multirate
support is addressed in 9.6. The allowable frame exchange sequences are listed in 9.7. Finally, a number of
additional restrictions to limit the cases in which MSDUs are reordered or discarded are described in 9.8.

9.1 MAC architecture

The MAC architecture can be described as shown in Figure 47 as providing the PCF through the services of
the DCF.

Required for Contention-
Free Services |

A
Point Used for Contention
Coordination '] Services and basis for PCF
Function o =
MAC (PCF)
Extent
Distributed
Coordination Function
(DCF)
L/

Figure 47—MAC architecture

9.1.1 Distributed coordination function (DCF)

The fundamental access method of the IEEE 802.11 MAC is a DCF known as carrier sense multiple access
with collision avoidance (CSMA/CA). The DCF shall be implemented in all STAs, for use within both IBSS
and infrastructure network configurations.

For a STA to transmit, it shall sense the medium to determine if another STA is transmitting. If the medium
is not determined to be busy (see 9.2.1), the transmission may proceed. The CSMA/CA distributed algorithm
mandates that a gap of a minimum specified duration exist between contiguous frame sequences. A transmit-
ting STA shall ensure that the medium is idle for this required duration before attempting to transmit. If the
medium is determined to be busy, the STA shall defer until the end of the current transmission. After defer-
ral, or prior to attempting to transmit again immediately after a successful transmission, the STA shall select
a random backoff interval and shall decrement the backoff interval counter while the medium is idle. A
refinement of the method may be used under various circumstances to further minimize collisions—here the
transmitting and receiving STA exchange short control frames [request to send (RTS) and clear to send
(CTS) frames] after determining that the medium is idle and after any deferrals or backoffs, prior to data
transmission. The details of CSMA/CA, deferrals, and backoffs are described in 9.2. RTS/CTS exchanges
are also presented in 9.2.

9.1.2 Point coordination function (PCF)

The IEEE 802.11 MAC may also incorporate an optional access method called a PCF, which is only usable
on infrastructure network configurations. This access method uses a point coordinator (PC), which shall
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operate at the access point of the BSS, to determine which STA currently has the right to transmit. The oper-
ation is essentially that of polling, with the PC performing the role of the polling master. The operation of the
PCF may require additional coordination, not specified in this standard, to permit efficient operation in cases
where multiple point-coordinated BSSs are operating on the same channel, in overlapping physical space.

The PCF uses a virtual carrier-sense mechanism aided by an access priority mechanism. The PCF shall dis-
tribute information within Beacon management frames to gain control of the medium by setting the network
allocation vector (NAV) in STAs. In addition, all frame transmissions under the PCF may use an interframe
space (IFS) that is smaller than the IFS for frames transmitted via the DCF. The use of a smaller IFS implies
that point-coordinated traffic shall have priority access to the medium over STAs in overlapping BSSs oper-
ating under the DCF access method.

The access priority provided by a PCF may be utilized to create a contention-free (CF) access method. The
PC controls the frame transmissions of the STAs so as to eliminate contention for a limited period of time.

9.1.3 Coexistence of DCF and PCF

The DCF and the PCF shall coexist in a manner that permits both to operate concurrently within the same
BSS. When a PC is operating in a BSS, the two access methods alternate, with a contention-free period
(CFP) followed by a contention period (CP). This is described in greater detail in 9.3.

9.1.4 Fragmentation/defragmentation overview

The process of partitioning a MAC service data unit (MSDU) or a MAC management protocol data unit
(MMPDU) into smaller MAC level frames, MAC protocol data units (MPDUs), is called fragmentation.
Fragmentation creates MPDUs smaller than the original MSDU or MMPDU length to increase reliability, by
increasing the probability of successful transmission of the MSDU or MMPDU in cases where channel char-
acteristics limit reception reliability for longer frames. Fragmentation is accomplished at each immediate
transmitter. The process of recombining MPDUs into a single MSDU or MMPDU is defined as defragmen-
tation. Defragmentation is accomplished at each immediate recipient.

Only MPDUs with a unicast receiver address shall be fragmented. Broadcast/multicast frames shall not be
fragmented even if their length exceeds aFragmentationThreshold.

When a directed MSDU is received from the LLC or a directed MMPDU is received from the MAC sublayer
management entity (MLME) with a length greater than aFragmentationThreshold, the MSDU or MMPDU
shall be fragmented. The MSDU or MMPDU is divided into MPDUs. Each fragment is a frame no larger
than aFragmentationThreshold. It is possible that any fragment may be a frame smaller than aFragmenta-
tionThreshold. An illustration of fragmentation is shown in Figure 48.

MSDU
c [ (e c
még Frame Body | R Mé‘g Frame Body | R még Frame Body | R Mé‘g Frame Body | R
[0} © G &
Fragment 0 Fragment 1 Fragment 2 Fragment 3

Figure 48—Fragmentation

The MPDUs resulting from the fragmentation of an MSDU or MMPDU are sent as independent transmis-
sions, each of which is separately acknowledged. This permits transmission retries to occur per fragment,

Copyright © 1999 IEEE. All rights reserved. 71

87



ANSVIEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

rather than per MSDU or MMPDU. Unless interrupted due to medium occupancy limitations for a given
PHY, the fragments of a single MSDU or MMPDU are sent as a burst during the CP, using a single invoca-
tion of the DCF medium access procedure. The fragments of a single MSDU or MMPDU are sent during a
CFP as individual frames obeying the rules of the PC medium access procedure.

9.1.5 MAC data service

The MAC data service shall translate MAC service requests from LLC into input signals utilized by the
MAC state machines. The MAC data service shall also translate output signals from the MAC state machines
into service indications to LLC. The translations are given in the MAC data service state machine defined in
Annex C.

9.2 DCF

The basic medium access protocol is a DCF that allows for automatic medium sharing between compatible
PHYs through the use of CSMA/CA and a random backoff time following a busy medium condition. In
addition, all directed traffic uses immediate positive acknowledgment (ACK frame) where retransmission is
scheduled by the sender if no ACK is received.

The CSMA/CA protocol is designed to reduce the collision probability between multiple STAs accessing a
medium, at the point where collisions would most likely occur. Just after the medium becomes idle follow-
ing a busy medium (as indicated by the CS function) is when the highest probability of a collision exists.
This is because multiple STAs could have been waiting for the medium to become available again. This is
the situation that necessitates a random backoff procedure to resolve medium contention conflicts.

Carrier sense shall be performed both through physical and virtual mechanisms.

The virtual carrier-sense mechanism is achieved by distributing reservation information announcing the
impending use of the medium. The exchange of RTS and CTS frames prior to the actual data frame is one
means of distribution of this medium reservation information. The RTS and CTS frames contain a Duration/
ID field that defines the period of time that the medium is to be reserved to transmit the actual data frame and
the returning ACK frame. All STAs within the reception range of either the originating STA (which transmits
the RTS) or the destination STA (which transmits the CTS) shall learn of the medium reservation. Thus a
STA can be unable to receive from the originating STA, yet still know about the impending use of the
medium to transmit a data frame.

Another means of distributing the medium reservation information is the Duration/ID field in directed
frames. This field gives the time that the medium is reserved, either to the end of the immediately following
ACK, or in the case of a fragment sequence, to the end of the ACK following the next fragment.

The RTS/CTS exchange also performs both a type of fast collision inference and a transmission path check.
If the return CTS is not detected by the STA originating the RTS, the originating STA may repeat the process
(after observing the other medium-use rules) more quickly than if the long data frame had been transmitted
and a return ACK frame had not been detected.

Another advantage of the RTS/CTS mechanism occurs where multiple BSSs utilizing the same channel
overlap. The medium reservation mechanism works across the BSA boundaries. The RTS/CTS mechanism
may also improve operation i a typical situation where all STAs can receive from the AP, but cannot receive
from all other STAs in the BSA.

The RTS/CTS mechanism cannot be used for MPDUs with broadcast and multicast immediate address
because there are multiple destinations for the RTS, and thus potentially multiple concurrent senders of the
CTS in response. The RTS/CTS mechanism need not be used for every data frame transmission. Because the
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additional RTS and CTS frames add overhead inefficiency, the mechanism is not always justified, especially
for short data frames.

The use of the RTS/CTS mechanism is under control of the dot1 IRTSThreshold attribute. This attribute may
be set on a per-STA basis. This mechanism allows STAs to be configured to use RTS/CTS either always,
never, or only on frames longer than a specified length.

A STA configured not to initiate the RTS/CTS mechanism shall still update its virtual carrier-sense mecha-
nism with the duration information contained in a received RTS or CTS frame, and shall always respond to
an RTS addressed to it with a CTS.

The medium access protocol allows for STAs to support different sets of data rates. All STAs shall receive all
the data rates in aBasicRateSet and transmit at one or more of the aBasicRateSet data rates. To support the
proper operation of the RTS/CTS and the virtual carrier-sense mechanism, all STAs shall be able to detect
the RTS and CTS frames. For this reason the RTS and CTS frames shall be transmitted at one of the aBasi-
cRateSet rates. (See 9.6 for a description of multirate operation.)

Data frames sent under the DCF shall use the frame type Data and subtype Data or Null Function. STAs
receiving Data type frames shall only consider the frame body as the basis of a possible indication to LLC.

9.2.1 Carrier-sense mechanism

Physical and virtual carrier-sense functions are used to determine the state of the medium. When either func-
tion indicates a busy medium, the medium shall be considered busy; otherwise, it shall be considered idle.

A physical carrier-sense mechanism shall be provided by the PHY. See Clause 12 for how this information is
conveyed to the MAC. The details of physical carrier sense are provided in the individual PHY specifica-
tions.

A virtual carrier-sense mechanism shall be provided by the MAC. This mechanism is referred to as the net-
work allocation vector (NAV). The NAV maintains a prediction of future traffic on the medium based on
duration information that is announced in RTS/CTS frames prior to the actual exchange of data. The dura-
tion information is also available in the MAC headers of all frames sent during the CP other than PS-Poll
Control frames. The mechanism for setting the NAV using RTS/CTS in the DCF is described in 9.2.5.4, and
use of the NAV in PCF is described in 9.3.2.2.

The carrier-sense mechanism combines the NAV state and the STA’s transmitter status with physical carrier
sense to determine the busy/idle state of the medium. The NAV may be thought of as a counter, which counts
down to zero at a uniform rate. When the counter is zero, the virtual carrier-sense indication is that the
medium is idle; when nonzero, the indication is busy. The medium shall be determined to be busy whenever
the STA is transmitting.

9.2.2 MAC-Level acknowledgments

The reception of some frames, as described in 9.7, 9.2.8, and 9.3.3.4, requires the receiving STA to respond
with an acknowledgment, generally an ACK frame, if the FCS of the received frame is correct. This tech-
nique is known as positive acknowledgment.

Lack of reception of an expected ACK frame indicates to the source STA that an error has occurred. Note,
however, that the destination STA may have received the frame correctly, and that the error may have
occurred in the reception of the ACK frame. To the initiator of the frame exchange, this condition is indistin-
guishable from an error occurring in the initial frame.
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9.2.3 Interframe space (IFS)

The time interval between frames is called the IFS. A STA shall determine that the medium is idle through
the use of the carrier-sense function for the interval specified. Four different IFSs are defined to provide pri-
ority levels for access to the wireless media; they are listed in order, from the shortest to the longest. Figure
49 shows some of these relationships.

a) SIFS short interframe space
b) PIFS PCF interframe space
c) DIFS DCF interframe space
d) EIFS extended interframe space

The different IFSs shall be independent of the STA bit rate. The IFS timings shall be defined as time gaps on
the medium, and shall be fixed for each PHY (even in multirate-capable PHY's). The IFS values are deter-
mined from attributes specified by the PHY.

Immediate access when medium is free >= DIFS

_ DIFS _ DIFS
= g i 1 Contention Window |
_PIES =
—sIFs| iy
Busy Medium  |4—» lBackoﬁ-Wlndow / Next Frame
i1 i
. Slot timg
Defer Access Select Slot and Decrement Backoff as long
“ b as medium is idle

Figure 49—Some IFS relationships

9.2.3.1 Short IFS (SIFS)

The SIFS shall be used for an ACK frame, a CTS frame, the second or subsequent MPDU of a fragment
burst, and by a STA responding to any polling by the PCF. It may also be used by a PC for any types of
frames during the CFP (see 9.3). The SIFS is the time from the end of the last symbol of the previous frame
to the beginning of the first symbol of the preamble of the subsequent frame as seen at the air interface. The
valid cases where the SIFS may or shall be used are listed in the frame exchange sequences in 9.7.

The SIFS timing shall be achieved when the transmission of the subsequent frame is started at the TxSIFS
Slot boundary as specified in 9.2.10. An IEEE 802.11 implementation shall not allow the space between
frames that are defined to be separated by a SIFS time, as measured on the medium, to vary from the nomi-
nal SIFS value by more than £10% of aSlotTime for the PHY in use.

SIFS is the shortest of the interframe spaces. SIFS shall be used when STAs have seized the medium and
need to keep it for the duration of the frame exchange sequence to be performed. Using the smallest gap
between transmissions within the frame exchange sequence prevents other STAs, which are required to wait
for the medium to be idle for a longer gap, from attempting to use the medium, thus giving priority to com-
pletion of the frame exchange sequence in progress.

9.2.3.2 PCF IFS (PIFS)
The PIFS shall be used only by STAs operating under the PCF to gain priority access to the medium at the
start of the CFP. A STA using the PCF shall be allowed to transmit contention-free traffic after its carrier-

sense mechanism (see 9.2.1) determines that the medium is idle at the TxPIFS slot boundary as defined in
9.2.10. Subclause 9.3 describes the use of the PIFS by STAs operating under the PCF.
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9.2.3.3 DCF IFS (DIFS)

The DIFS shall be used by STAs operating under the DCF to transmit data frames (MPDUs) and manage-
ment frames (MMPDUs). A STA using the DCF shall be allowed to transmit if its carrier-sense mechanism
(see 9.2.1) determines that the medium is idle at the TxDIFS slot boundary as defined in 9.2.10 after a cor-
rectly received frame, and its backoff time has expired. A STA using the DCF shall not transmit within an
EIFS after it determines that the medium is idle following reception of a frame for which the PHYRX-
END.indication primitive contained an error or a frame for which the MAC FCS value was not correct. A
STA may transmit after subsequent reception of an error-free frame, resynchronizing the STA. This allows
the STA to transmit using the DIFS following that frame.

9.2.3.4 Extended IFS (EIFS)

The EIFS shall be used by the DCF whenever the PHY has indicated to the MAC that a frame transmission
was begun that did not result in the correct reception of a complete MAC frame with a correct FCS value.
The duration of an EIFS is defined in 9.2.10. The EIFS interval shall begin following indication by the PHY
that the medium is idle after detection of the erroneous frame, without regard to the virtual carrier-sense
mechanism. The EIFS is defined to provide enough time for another STA to acknowledge what was, to this
STA, an incorrectly received frame before this STA commences transmission. Reception of an error-free
frame during the EIFS resynchronizes the STA to the actual busy/idle state of the medium, so the EIFS is ter-
minated and normal medium access (using DIFS and, if necessary, backoff) continues following reception of
that frame.

9.2.4 Random backoff time

A STA desiring to initiate transfer of data MPDUs and/or management MMPDU s shall invoke the carrier-sense
mechanism (see 9.2.1) to determine the busy/idle state of the medium. If the medium is busy, the STA shall
defer until the medium is determined to be idle without interruption for a period of time equal to DIFS when
the last frame detected on the medium was received correctly, or after the medium is determined to be idle
without interruption for a period of time equal to EIFS when the last frame detected on the medium was not
received correctly. After this DIFS or EIFS medium idle time, the STA shall then generate a random backoff
period for an additional deferral time before transmitting, unless the backoff timer already contains a nonzero
value, in which case the selection of a random number is not needed and not performed. This process mini-
mizes collisions during contention between multiple STAs that have been deferring to the same event.

Backoff Time = Random() X aSlotTime
where

Random() = Pseudorandom integer drawn from a uniform distribution over the interval [0,CW], where
CW is an integer within the range of values of the PHY characteristics aCWmin and aCW-
max, aCWmin £ CW < aCWmax. It is important that designers recognize the need for
statistical independence among the random number streams among STAs.

aSlotTime = The value of the correspondingly named PHY characteristic.

The contention window (CW) parameter shall take an initial value of aCWmin. Every STA shall maintain a
STA short retry count (SSRC) as well as a STA long retry count (SLRC), both of which shall take an initial
value of zero. The SSRC shall be incremented whenever any short retry count associated with any MSDU is
incremented. The SLRC shall be incremented whenever any long retry count associated with any MSDU is
incremented. The CW shall take the next value in the series every time an unsuccessful attempt to transmit an
MPDU causes either STA retry counter to increment, until the CW reaches the value of aCWmax. A retry is
defined as the entire sequence of frames sent, separated by SIFS intervals, in an attempt to deliver an MPDU, as
described in 9.7. Once it reaches aCWmax, the CW shall remain at the value of aCWmax until it is reset. This
improves the stability of the access protocol under high-load conditions. See Figure 50.

Copyright © 1999 IEEE. All rights reserved. 75

91



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The CW shall be reset to aCWmin after every successful attempt to transmit an MSDU or MMPDU, when
SLRC reaches al.ongRetryLimit, or when SSRC reaches dotl 1ShortRetryLimit. The SSRC shall be reset to
0 whenever a CTS frame is received in response to an RTS frame, whenever an ACK frame is received in
response to an MPDU or MMPDU transmission, or whenever a frame with a group address in the Addressl
field is transmitted. The SLRC shall be reset to 0 whenever an ACK frame is received in response to trans-
mission of an MPDU or MMPDU of length greater than dotl IRTSThreshold, or whenever a frame with a
group address in the Addressl field is transmitted.

The set of CW values shall be sequentially ascending integer powers of 2, minus 1, beginning with a PHY-
specific aCWmin value, and continuing up to and including a PHY-specific aCWmax value.
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Figure 50—An example of exponential increase of CW

9.2.5 DCF access procedure

The CSMA/CA access method is the foundation of the DCF. The operational rules vary slightly between the
DCEF and the PCF.

9.2.5.1 Basic access
Basic access refers to the core mechanism a STA uses to determine whether it may transmit.

In general, a STA may transmit a pending MPDU when it is operating under the DCF access method, either
in the absence of a PC, or in the CP of the PCF access method, when the STA determines that the medium is
idle for greater than or equal to a DIFS period, or an EIFS period if the immediately preceding medium-busy
event was caused by detection of a frame that was not received at this STA with a correct MAC FCS value.
If, under these conditions, the medium is determined by the carrier-sense mechanism to be busy when a STA
desires to initiate the initial frame of one of the frame exchanges described in 9.7, exclusive of the CF
period, the random backoff algorithm described in 9.2.5.2 shall be followed. There are conditions, specified
in 9.2.5.2 and 9.2.5.5, where the random backoff algorithm shall be followed even for the first attempt to ini-
tiate a frame exchange sequence.

In a STA having an FH PHY, control of the channel is lost at the dwell time boundary and the STA shall have
to contend for the channel after that dwell boundary. It is required that STAs having an FH PHY complete
transmission of the entire MPDU and associated acknowledgment (if required) before the dwell time bound-
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ary. If, when transmitting or retransmitting an MPDU, there is not enough time remaining in the dwell to
allow transmission of the MPDU plus the acknowledgment (if required), the STA shall defer the transmis-
sion by selecting a random backoff time, using the present CW (without advancing to the next value in the
series). The short retry counter and long retry counter for the MSDU are not affected.

The basic access mechanism is iltustrated in Figure 51.

Immediate access when medium

is free >= DIFS S L Contention Window
] DIFS 1 PIFS‘ ]
N N sIFs L
Busy Medium  [+—»| Backoff-Window Next Frame
ol_l¢_Slottime
Defer Access Select Slot and Decrement Backoff as long
3 as medium is idle

Figure 51—Basic access method

9.2.5.2 Backoff procedure

The backoff procedure shall be invoked for a STA to transfer a frame when finding the medium busy as indi-
cated by either the physical or virtual carrier-sense mechanism (see Figure 52). The backoff procedure shall
also be invoked when a transmitting STA infers a failed transmission as defined in 9.2.5.7 or 9.2.8.

To begin the backoff procedure, the STA shall set its Backoff Timer to a random backoff time using the equa-
tion in 9.2.4. All backoff slots occur following a DIFS period during which the medium is determined to be idle
for the duration of the DIFS period, or following an EIFS period during which the medium is determined to be
idle for the duration of the EIFS period following detection of a frame that was not received correctly.

A STA performing the backoff procedure shall use the carrier-sense mechanism (9.2.1) to determine whether
there is activity during each backoff slot. If no medium activity is indicated for the duration of a particular
backoff slot, then the backoff procedure shall decrement its backoff time by aSlotTime.

If the medium is determined to be busy at any time during a backoff slot, then the backoff procedure is sus-
pended, that is, the backoff timer shall not decrement for that slot. The medium shall be determined to be
idle for the duration of a DIFS period or EIFS, as appropriate (see 9.2.3), before the backoff procedure is
allowed to resume. Transmission shall commence whenever the Backoff Timer reaches zero.

A backoff procedure shall be performed immediately after the end of every transmission with the More Frag-
ments bit set to 0 of an MPDU of type Data, Management, or Control with subtype PS-Poll, even if no addi-
tional transmissions are currently queued. In the case of successful acknowledged transmissions, this backoff
procedure shall begin at the end of the received ACK frame. In the case of unsuccessful transmissions requiring
acknowledgment, this backoff procedure shall begin at the end of the ACK timeout interval. If the transmission
is successful, the CW value reverts to aCWmin before the random backoff interval is chosen, and the STA short
retry count and/or STA long retry count are updated as described in 9.2.4. This assures that transmitted frames
from a STA are always separated by at least one backoff interval.

The effect of this procedure is that when multiple STAs are deferring and go into random backofT, then the
STA selecting the smallest backoff time using the random function will win the contention.
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Figure 52—Backoff procedure

In an IBSS, the backoff time for a pending non-beacon or non-ATIM transmission shall not decrement in the
period from the target beacon transmission time (TBTT) until the expiration of the ATIM window, and the
backoff time for a pending ATIM management frame shall decrement only within the ATIM window. (See
Clause 11.) Within an IBSS, a separate backoff interval shall be generated to precede the transmission of a
beacon, as described in 11.1.2.2.

9.2.5.3 Recovery procedures and retransmit limits

Error recovery is always the responsibility of the STA that initiates a frame exchange sequence, as defined in
9.7. Many circumstances may cause an error to occur that requires recovery. For example, the CTS frame
may not be returned after an RTS frame is transmitted. This may happen due to a collision with another
transmission, due to interference in the channel during the RTS or CTS frame, or because the STA receiving
the RTS frame has an active virtual carrier-sense condition (indicating a busy medium time period).

Error recovery shall be attempted by retrying transmissions for frame exchange sequences that the initiating
STA infers have failed. Retries shall continue, for each failing frame exchange sequence, until the transmis-
sion is successful, or until the relevant retry limit is reached, whichever occurs first. STAs shall maintain a
short retry count and a long retry count for each MSDU or MMPDU awaiting transmission. These counts are
incremented and reset independently of each other.

After an RTS frame is transmitted, the STA shall perform the CTS procedure, as defined in 9.2.5.7. If the
RTS transmission fails, the short retry count for the MSDU or MMPDU and the STA short retry count are
incremented. This process shall continue until the number of attempts to transmit that MSDU or MMPDU
reaches dot11ShortRetryLimit.

After transmitting a frame that requires acknowledgment, the STA shall perform the ACK procedure, as defined
in 9.2.8. The short retry count for an MSDU or MMPDU and the STA short retry count shall be incremented
every time transmission of a MAC frame of length less than or equal to dotl1RTSThreshold fails for that
MSDU or MMPDU. This short retry count and the STA short retry count shall be reset when a MAC frame of
length less than or equal to dotl IRTSThreshold succeeds for that MSDU or MMPDU. The long retry count for
an MSDU or MMPDU and the STA long retry count shall be incremented every time transmission of a MAC
frame of length greater than dotl IRTSThreshold fails for that MSDU or MMPDU. This long retry count and
the STA long retry count shall be reset when a MAC frame of length greater than dot! IRTSThreshold succeeds
for that MSDU or MMPDU. All retransmission attempts for an MSDU or MMPDU that has failed the ACK
procedure one or more times shall be made with the Retry field set to 1 in the Data or Management type frame.
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Retries for failed transmission attempts shall continue until the short retry count for the MSDU or MMPDU is
equal to dotllShortRetryLimit or until the long retry count for the MSDU or MMPDU is equal to
aLongRetryLimit. When either of these limits is reached, retry attempts shall cease, and the MSDU or
MMPDU shall be discarded.

A STA in power-save mode, in an ESS, initiates a frame exchange sequence by transmitting a PS-Poll frame to
request data from an AP. In the event that neither an ACK frame nor a data frame is received from the AP in
response to a PS-Poll frame, then the STA shall retry the sequence, by transmitting another PS-Poll frame, at its
convenience. If the AP sends a data frame in response to a PS-Poll frame, but fails to receive the ACK frame
acknowledging this data frame, the next PS-Poll frame from the same STA may cause a retransmission of the
last MSDU. This duplicate MSDU shall be filtered at the receiving STA using the normal duplicate frame filter-
ing mechanism. If the AP responds to a PS-Poll by transmitting an ACK frame, then responsibility for the data
frame delivery error recovery shifts to the AP because the data is transferred in a subsequent frame exchange
sequence, which is initiated by the AP. The AP shall attempt to deliver one MSDU to the STA that transmitted
the PS-Poll, using any frame exchange sequence valid for a directed MSDU. If the power save STA that trans-
mitted the PS-Poll returns to Doze state after transmitting the ACK frame in response to successful receipt of
this MSDU, but the AP fails to receive this ACK frame, the AP will retry transmission of this MSDU until the
relevant retry limit is reached. See Clause 11 for details on filtering of extra PS-Poll frames.

9.2.5.4 Setting and resetting the NAV

STAs receiving a valid frame shall update their NAV with the information received in the Duration/ID field,
but only when the new NAV value is greater than the current NAV value and only when the frame is not
addressed to the receiving STA. Various additional conditions may set or reset the NAV, as described in
9.3.2.2. When the NAV is reset, a PHY-CCARESET.request shall be issued.

Figure 53 indicates the NAV for STAs that may receive the RTS frame, while other STAs may only receive
the CTS frame, resulting in the lower NAV bar as shown (with the exception of the STA to which the RTS
was addressed).

DIFS
Source RTS Data
SIFS SIFS SIFS
Destination CTS ACK
DIFs |/ 7/ 77
Other NAV (RTS) s:ontention Window
L /)
NAV (CTS)
Defer Access Backoff After Defer

Figure 53—RTS/CTS/data/ACK and NAV setting

A STA that used information from an RTS frame as the most recent basis to update its NAV setting is permit-
ted to reset its NAV if no PHY-RXSTART.indication is detected from the PHY during a period with a dura-
tion of (2 x aSIFSTime) + (CTS_Time) + (2 x aSlotTime) starting at the PHY-RXEND.indication
corresponding to the detection of the RTS frame. The “CTS_Time” shall be calculated using the length of
the CTS frame and the data rate at which the RTS frame used for the most recent NAV update was received.
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9.2.5.5 Control of the channel

The SIFS is used to provide an efficient MSDU delivery mechanism. Once the STA has contended for the
channel, that STA shall continue to send fragments until either all fragments of a single MSDU or MMPDU
have been sent, an acknowledgment is not received, or the STA is restricted from sending any additional
fragments due to a dwell time boundary. Should the sending of the fragments be interrupted due to one of
these reasons, when the next opportunity for transmission occurs the STA shall resume transmission. The
algorithm by which the STA decides which of the outstanding MSDUs shall next be attempted after an
unsuccessful transmission attempt is beyond the scope of this standard, but any such algorithm shall comply
with the restrictions listed in 9.8.

Figure 54 illustrates the transmission of a multiple-fragment MSDU using the SIFS.

DIFS
> Fragment Burst ]
< ™ PIFS
SIFS SIFS SIFS SIFS SIFS EIFSV
Fragment 0 !<—> —>  Fragment 1|<—> > Fragment 2|<—> <—>i Backoff-Window
L £ L L
Source
ACK 0| ACK 1 ACK 2
Destination

Figure 54—Transmission of a multiple-fragment MSDU using SIFS

When the source STA transmits a fragment, it shall release the channel, then immediately monitor the chan-
nel for an acknowledgment as described in 9.2.8.

When the destination STA has finished sending the acknowledgment, the SIFS following the acknowledg-
ment shall be reserved for the source STA to continue (if necessary) with another fragment. The STA send-
ing the acknowledgment shall not transmit on the channel immediately following the acknowledgment.

The process of sending multiple fragments after contending for the channel is defined as a fragment burst.

If the source STA receives an acknowledgment but there is not enough time to transmit the next fragment
and receive an acknowledgment due to an impending dwell boundary, the source STA shall contend for the
channel at the beginning of the next dwell time.

If the source STA does not receive an acknowledgment frame, it shall attempt to retransmit the failed MPDU or
another eligible MPDU, as defined in 9.8, after performing the backoff procedure and the contention process.

After a STA contends for the channel to retransmit a fragment of an MSDU, it shall start with the last frag-
ment that was not acknowledged. The destination STA shall receive the fragments in order (since the source
sends them in order, and they are individually acknowledged). It is possible, however, that the destination
STA may receive duplicate fragments. It shall be the responsibility of the receiving STA to detect and dis-
card duplicate fragments.

A STA shall transmit after the SIFS only under the following conditions during a fragment burst:

— The STA has just received a fragment that requires acknowledgment.
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— The source STA has received an acknowledgment for a previous fragment, has more fragment(s) for
the same MSDU to transmit, and there is enough time before the next dwell boundary to send the
next fragment and receive its acknowledgment.

The following rules shall also apply:

— When a STA has transmitted a frame other than an initial or intermediate fragment, that STA shall
not transmit on the channel following the acknowledgment for that frame, without performing the
backoff procedure.

— When an MSDU has been successfully delivered or all retransmission attempts have been exhausted,
and the STA has a subsequent MSDU to transmit, then that STA shall perform a backoff procedure.

—  Only unacknowledged fragments shall be retransmitted.
9.2.5.6 RTS/CTS usage with fragmentation

The following is a description of using RTS/CTS for a fragmented MSDU or MMPDU. The RTS/CTS
frames define the duration of the following frame and acknowledgment. The Duration/ID field in the data
and acknowledgment (ACK) frames specifies the total duration of the next fragment and acknowledgment.
This is illustrated in Figure 55.

<2FS
- »)
Pty
SIF T T
NAV (RTS) NAV (Fragment 0} NAV (Fragment 1) Backoff-Window
Other NAV (CTS) NAV (ACK 0) NAV (ACK 1)
RTS|SIFS SJF! SIF S| SIFS SIFS SIFS SIFS
Fragment 0 Fragment 1 Fragment 2
Source
CTS ACK 0 ACK 1 ACK 3
Destinafion

Figure 55—RTS/CTS with fragmented MSDU

Each frame contains information that defines the duration of the next transmission. The duration information
from RTS frames shall be used to update the NAV to indicate busy until the end of ACK 0. The duration
information from the CTS frame shall also be used to update the NAV to indicate busy until the end of
ACK 0. Both Fragment 0 and ACK 0 shall contain duration information to update the NAV to indicate busy
until the end of ACK 1. This shall be done by using the Duration/ID field in the Data and ACK frames. This
shall continue until the last fragment, which shall have a duration of one ACK time plus one SIFS time, and
its ACK, which shall have its Duration/ID field set to zero. Each fragment and ACK acts as a virtual RTS and
CTS; therefore no further RTS/CTS frames need to be generated after the RTS/CTS that began the frame
exchange sequence even though subsequent fragments may be larger than dotl IRTSThreshold. At STAs
using a frequency-hopping PHY, when there is insufficient time before the next dwell boundary to transmit
the subsequent fragment, the STA initiating the frame exchange sequence may set the Duration/ID field in
the last data or management frame to be transmitted before the dwell boundary to the duration of one ACK
time plus one SIFS time.

In the case where an acknowledgment is sent but not received by the source STA, STAs that heard the frag-
ment, or ACK, will mark the channel busy for the next frame exchange due to the NAV having been updated
from these frames. This is the worst-case situation, and it is shown in Figure 56. If an acknowledgment is not
sent by the destination STA, STAs that can only hear the destination STA will not update their NAV and may
attempt to access the channel when their NAV updated from the previously received frame reaches zero. All
STAs that hear the source will be free to access the channel after their NAV updated from the transmitted
fragment has expired.
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Figure 56—RTS/CTS with transmitter priority and missed acknowledgment

9.2.5.7 CTS procedure

A STA that is addressed by an RTS frame shall transmit a CTS frame after a SIFS period if the NAV at the
STA receiving the RTS frame indicates that the medium is idle. If the NAV at the STA receiving the RTS
indicates the medium is not idle, that STA shall not respond to the RTS frame. The RA field of the CTS
frame shall be the value obtained from the TA field of the RTS frame to which this CTS frame is a response.
The Duration/ID field in the CTS frame shall be the duration field from the received RTS frame, adjusted by
subtraction of aSIFSTime and the number of microseconds required to transmit a CTS frame at the data rate
used for the RTS frame to which this CTS frame is a response.

After transmitting an RTS frame, the STA shall wait for a CTSTimeout interval, starting at the PHY-
TXEND.confirm. If a PHY-RXSTART.indication does not occur during the CTSTimeout interval, the STA
shall conclude that the transmission of the RTS has failed, and this STA shall invoke its backoff procedure
upon expiration of the CTSTimeout interval. If a PHY-RXSTART.indication does occur during the
CTSTimeout interval, the STA shall wait for the corresponding PHY-RXEND.indication to determine
whether the RTS transmission was successful. The recognition of a valid CTS frame sent by the recipient of
the RTS frame, corresponding to this PHY-RXEND.indication, shall be interpreted as successful response,
permitting the frame sequence to continue (see 9.7). The recognition of anything else, including any other
valid frame, shall be interpreted as failure of the RTS transmission. In this instance, the STA shall invoke its
backoff procedure at the PHY-RXEND.indication and may process the received frame.

9.2.6 Directed MPDU transfer procedure

A STA shall use an RTS/CTS exchange for directed frames only when the length of the MPDU is greater
than the length threshold indicated by the dot]1 1RTSThreshold attribute.

The dot]1 1RTSThreshold attribute shall be a managed object within the MAC MIB, and its value may be set
and retrieved by the MAC LME. The value 0 shall be used to indicate that all MPDUs shall be delivered with
the use of RTS/CTS. Values of dotl IRTSThreshold larger than the maximum MSDU length shall indicate
that all MPDUs shall be delivered without RTS/CTS exchanges.

When an RTS/CTS exchange is used, the asynchronous data frame shall be transmitted after the end of the
CTS frame and a SIFS period. No regard shall be given to the busy or idle status of the medium when trans-
mitting this data frame.
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When an RTS/CTS exchange is not used, the asynchronous data frame shall be transmitted following the
success of the basic access procedure. With or without the use of the RTS/CTS exchange procedure, the STA
that is the destination of an asynchronous data frame shall follow the ACK procedure.

9.2.7 Broadcast and multicast MPDU transfer procedure

In the absence of a PCF, when broadcast or multicast MPDUs are transferred from a STA with the ToDS bit
clear, only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/CTS
exchange shall be used. In addition, no ACK shall be transmitted by any of the recipients of the frame. Any
broadcast or multicast MPDUSs transferred from a STA with a ToDS bit set shall, in addition to conforming
to the basic access procedure of CSMA/CA, obey the rules for RTS/CTS exchange, because the MPDU is
directed to the AP. The broadcast/multicast message shall be distributed into the BSS. The STA originating
the message shall receive the message as a broadcast/multicast message. Therefore, all STAs shall filter out
broadcast/multicast messages that contain their address as the source address. Broadcast and multicast
MSDU s shall be propagated throughout the ESS.

There is no MAC-level recovery on broadcast or multicast frames, except for those frames sent with the ToDS
bit set. As a result, the reliability of this traffic is reduced, relative to the reliability of directed traffic, due to the
increased probability of lost frames from interference, collisions, or time-varying channel properties.

9.2.8 ACK procedure
An ACK frame shall be generated as shown in the frame exchange sequences listed in 9.7.

Upon successful reception of a frame of a type that requires acknowledgment with the ToDS bit set, an AP
shall generate an ACK frame. An ACK frame shall be transmitted by the destination STA that is not an AP,
whenever it successfully receives a unicast frame of a type that requires acknowledgment, but not if it
receives a broadcast or multicast frame of such type. After a successful reception of a frame requiring
acknowledgment, transmission of the ACK frame shall commence after a SIFS period, without regard to the
busy/idle state of the medium.

The source STA shall wait ACKTimeout amount of time without receiving an ACK frame before concluding
that the MPDU failed. (See Figure 57.)

After transmitting an MPDU that requires an ACK frame as a response (see 9.7), the STA shall wait for an ACK-
Timeout interval, starting at the PHY-TXEND.confirm. If a PHY-RXSTART.indication does not occur during
the ACK Timeout interval, the STA concludes that the transmission of the MPDU has failed, and this STA shall
invoke its backoff procedure upon expiration of the ACKTimeout interval. If a PHY-RXSTART.indication does
occur during the ACKTimeout interval, the STA shall wait for the corresponding PHY-RXEND.indication to
determine whether the MPDU transmission was successful. The recognition of a valid ACK frame sent by the
recipient of the MPDU requiring acknowledgment, corresponding to this PHY-RXEND.indication, shall be
interpreted as successful acknowledgment, permitting the frame sequence to continue, or to end without retries,
as appropriate for the particular frame sequence in progress. The recognition of anything else, including any
other valid frame, shall be interpreted as failure of the MPDU transmission. In this instance, the STA shall invoke
its backoff procedure at the PHY-RXEND.indication and may process the received frame. The sole exception is
that recognition of a valid data frame sent by the recipient of a PS-Poll frame shall also be accepted as successful
acknowledgment of the PS-Poll frame.

9.2.9 Duplicate detection and recovery

Since MAC-level acknowledgments and retransmissions are incorporated into the protocol, there is the pos-
sibility that a frame may be received more than once. Such duplicate frames shall be filtered out within the
destination MAC.
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Figure 57—Directed data/ACK MPDU

Duplicate frame filtering is facilitated through the inclusion of a Sequence Control field (consisting of a
sequence number and fragment number) within data and management frames. MPDUs that are part of the
same MSDU shall have the same sequence number, and different MSDUs shall (with a high probability)
have a different sequence number.

The sequence number is generated by the transmitting STA as an incrementing sequence of integers.

The receiving STA shall keep a cache of recently received <Address 2, sequence-number, fragment-num-
ber> tuples. A receiving STA is required to keep only the most recent cache entry per Address 2-sequence-
number pair, storing only the most recently received fragment number for that pair. A receiving STA may

omit tuples obtained from broadcast/multicast or ATIM frames from the cache.

A destination STA shall reject as a duplicate frame any frame that has the Retry bit set in the Frame Control
field and that matches an <Address 2, sequence-number, and fragment-number> tuple of an entry in the cache.

There is a small possibility that a frame may be improperly rejected due to such a match; however, this
occurrence would be rare and simply results in a lost frame (similar to an FCS error in other LAN protocols).

The destination STA shall perform the ACK procedure on all successfully received frames requiring
acknowledgment, even if the frame is discarded due to duplicate filtering.

9.2.10 DCF timing relations

The relationships between the IFS specifications are defined as time gaps on the medium. The associated
attributes are provided by the specific PHY. (See Figure 58.)

All timings that are referenced from the end of the transmission are referenced from the end of the last sym-
bol of a frame on the medium. The beginning of transmission refers to the first symbol of the next frame on
the medium.
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Figure 58—DCF timing relationships
aSIFSTime and aSlotTime are fixed per PHY.
aSIFSTime is: aRxRFDelay + aRxPLCPDelay + aMACProcessingDelay + aRxTxTurnaroundTime.

aSlotTime is:  aCCATime + aRxTxTurnaroundTime + aAirPropagationTime
+ aMACProcessingDelay.

The PIFS and DIFS are derived by the following equations, as illustrated in Figure 58.
PIFS = aSIFSTime + aSlotTime
DIFS = aSIFSTime + 2 X aSlotTime

The EIFS is derived from the SIFS and the DIFS and the length of time it takes to transmit an ACK Control
frame at 1 Mbit/s by the following equation:

EIFS = aSIFSTime + (8 x ACKSize) + aPreambleLength + aPLCPHeaderLngth+ DIFS
where
ACKSize is the length, in bytes, of an ACK frame; and
(8 X ACKSize)+ aPreambleLength + aPLCPHeaderLngth is expressed in microseconds required to trans-
mit at the PHY’s lowest mandatory rate.
Figure 58 illustrates the relation between the SIFS, PIFS, and DIFS as they are measured on the medium and
the different MAC slot boundaries TxSIFS, TxPIFS, and TxDIFS. These slot boundaries define when the

transmitter shall be turned on by the MAC to meet the different IFS timings on the medium, after subsequent
detection of the CCA result of the previous slot time.
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The following equations define the MAC Slot Boundaries, using attributes provided by the PHY, which are
such that they compensate for implementation timing variations. The starting reference of these slot bound-
aries is again the end of the last symbol of the previous frame on the medium.

TxSIFS = SIFS — aRxTxTurnaroundTime
TxPIFS = TxSIFS + aSlotTime
TxDIFS = TxSIFS + 2 x aSlotTime.

The tolerances are specified in the PLME SAP Interface Specification (10.4), and shall only apply to the
SIFS specification, so that tolerances shall not accumulate.

9.3 PCF

The PCF provides contention-free frame transfer. The PC shall reside in the AP. It is an option for an AP to
be able to become the PC. All STAs inherently obey the medium access rules of the PCF, because these rules
are based on the DCF, and they set their NAV at the beginning of each CFP. The operating characteristics of
the PCF are such that all STAs are able to operate properly in the presence of a BSS in which a PC is operat-
ing, and, if associated with a point-coordinated BSS, are able to receive all frames sent under PCF control. It
is also an option for a STA to be able to respond to a contention-free poll (CF-Poll) received from a PC. A
STA that is able to respond to CF-Polls is referred to as being CF-Pollable, and may request to be polled by
an active PC. CF-Pollable STAs and the PC do not use RTS/CTS in the CFP. When polled by the PC, a CF-
Pollable STA may transmit only one MPDU, which can be to any destination (not just to the PC), and may
“piggyback” the acknowledgment of a frame received from the PC using particular data frame subtypes for
this transmission. If the data frame is not in turn acknowledged, the CF-Pollable STA shall not retransmit the
frame unless it is polled again by the PC, or it decides to retransmit during the CP. If the addressed recipient
of a CF transmission is not CF-Pollable, that STA acknowledges the transmission using the DCF acknowl-
edgment rules, and the PC retains control of the medium. A PC may use contention-free frame transfer
solely for delivery of frames to STAs, and never to poll non-CF-Pollable STAs.

A PC may perform a backoff on retransmission of an unacknowledged frame during the CFP. A PC that is
maintaining a polling list may retry the unacknowledged frame the next time the particular AID is at the top
of the polling list.

A PC may retransmit an unacknowledged frame during the CFP after a PIFS time.

When more than one point-coordinated BSS is operating on the same PHY channel in overlapping space, the
potential exists for collisions between PCF transfer activities by the independent PCs. The rules under which
multiple, overlapping point-coordinated BSSs may coexist are presented in 9.3.3.2. As shown in Figure 47,
the PCF is built on top of the CSMA/CA-based DCF, by utilizing the access priority provisions provided by
this scheme. An active PC shall be located at an AP, which restricts PCF operation to infrastructure net-
works. PCF is activated at a PC-capable AP by setting the CFPMaxDuration parameter in the CF Parameter
Set of the MLMEStart.request to a non-zero value.

Data frames sent during under the DCF shall use the data subtypes Data or Null Function. Data frames sent
by, or in response to polling by, the PC during the CFP shall use the appropriate data subtypes based upon
the following usage rules:
— Data+CF-Poll, Data+CF-Ack+CF-Poll, CF-Poll, and CF-Ack+CF-Poll shall only be sent by a PC.
— Data, Data+CF-Ack, Null Function, and CF-Ack may be sent by a PC or by any CF-Pollable STA.
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STAs receiving Data type frames shall only consider the frame body as the basis of a possible indication to
LLC, if the frame is of subtype Data, Data+CF-Ack, Data+CF-Poll, or Data+CF-Ack+CF-Poll. CF-Pollable
STAs shall interpret all subtype bits of received Data type frames for CF purposes, but shall only inspect the
frame body if the frame is of subtype Data, Data+CF-Ack, Data+CF-Poll, or Data+CF-Ack+CF-Poll.

9.3.1 CFP structure and timing

The PCF controls frame transfers during a CFP. The CFP shall alternate with a CP, when the DCF controls
frame transfers, as shown in Figure 59. Each CFP shall begin with a Beacon frame that contains a DTIM ele-
ment (hereafter referred to as a “DTIM”). The CFPs shall occur at a defined repetition rate, which shall be
synchronized with the beacon interval as specified in the following paragraphs.

The PC generates CFPs at the contention-free repetition rate (CFPRate), which is defined as a number of
DTIM intervals. The PC shall determine the CFPRate (depicted as a repetition interval in the illustrations in
Figure 59 and Figure 60) to use from the CFPRate parameter in the CF Parameter Set. This value, in units of
DTIM intervals, shall be communicated to other STAs in the BSS in the CFPPeriod field of the CF Parame-
ter Set element of Beacon frames. The CF Parameter Set element shall only be present in Beacon and Probe
Response frames transmitted by STAs containing an active PC.

Delay (due to a busy medium)

CFP repetition interval bl B Foreshortened CFP
Contention-Free Period  Contention Period CF Period Contention Period
DCF Busy DCF
B PCF Ve B PCF
[

Variable Length
(per SuperFrame)

B = Beacon Frame

NAV | |

Figure 59—CFP/CP alternation
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CFP Repetition Interval < >

Figure 60—Beacons and CFPs

The length of the CFP is controlled by the PC, with maximum duration specified by the value of the CFP-
MaxDuration Parameter in the CF Parameter Set at the PC. Neither the maximum duration nor the actual
duration (signaled by transmission of a Control frame of subtype CF-End or CF-End+ACK by the PC) is
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constrained to be a multiple of the beacon interval. If the CFP duration is greater than the beacon interval,
the PC shall transmit beacons at the appropriate times during the CFP (subject to delay due to traffic at the
nominal times, as with all beacons). The CF Parameter Set element in all beacons at the start of, or within, a
CFP shall contain a nonzero value in the CFPDurRemaining field. This value, in units of TU, shall specify
the maximum time from the transmission of this beacon to the end of this CFP. The value of the CFPDurRe-
maining field shall be zero in beacons sent during the CP. An example of these relationships is illustrated in
Figure 60, which shows a case where the CFP is two DTIM intervals, the DTIM interval is three beacon
intervals, and the aCFPMaxDuration value is approximately 2.5 beacon intervals.

The PC may terminate any CFP at or before the aCFPMaxDuration, based on available traffic and size of the
polling list. Because the transmission of any beacon may be delayed due to a medium busy condition at the
nominal beacon transmission time, a CFP may be foreshortened by the amount of the delay. In the case of a
busy medium due to DCF traffic, the beacon shall be delayed for the time required to complete the current
DCF frame exchange. In cases where the beacon transmission is delayed, the CFPDurRemaining value in
the beacon at the beginning of the CFP shall specify a time that causes the CFP to end no later than TBTT
plus the value of aCFPMaxDuration. This is illustrated in Figure 61.

Target Beacon Transmission Time

147 aCF MaxDuration
/—Beacon Frame

-
DFC Traffic J Nominal CF repetition interval Contention Period

v

(foreshortened)
Contention-Free Period
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Figure 61—Example of delayed beacon and foreshortened CFP

9.3.2 PCF access procedure

The contention-free transfer protocol is based on a polling scheme controlled by a PC operating at the AP of
the BSS. The PC gains control of the medium at the beginning of the CFP and attempts to maintain control
for the entire CFP by waiting a shorter time between transmissions than the STAs using the DCF access pro-
cedure. All STAs in the BSS (other than the PC) set their NAVs to the CFPMaxDuration value at the nominal
start time of each CFP. This prevents most contention by preventing non-polled transmissions by STAs
whether or not they are CF-Pollable. Acknowledgment of frames sent during the CFP may be accomplished
using Data+CF-ACK, CF-ACK, Data+CF-ACK+CF-Poll (only on frames transmitted by the PC), or CF-
ACK+CF-Poll (only on frames transmitted by the PC) frames in cases where a Data (or Null) frame immedi-
ately follows the frame being acknowledged, thereby avoiding the overhead of separate ACK Control
frames. Non-CF-Pollable or unpolled CF-Pollable STAs acknowledge frames during the CFP using the DCF
ACK procedure.

9.3.2.1 Fundamental access

At the nominal beginning of each CFP, the PC shall sense the medium. When the medium is determined to
be idle for one PIFS period, the PC shall transmit a Beacon frame containing the CF Parameter Set element
and a DTIM element.

After the initial beacon frame, the PC shall wait for at least one SIFS period, and then transmit one of the
following: a data frame, a CF-Poll frame, a Data+CF-Poll frame, or a CF-End frame. If the CFP is null, i.e.,
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there is no traffic buffered and no polls to send at the PC, a CF-End frame shall be transmitted immediately
after the initial beacon.

STAs receiving directed, error-free frames from the PC are expected to respond after a SIFS period, in accor-
dance with the transfer procedures defined in 9.3.3. If the recipient STA is not CF-Pollable, the response to
receipt of an error-free data frame shall always be an ACK frame.

9.3.2.2 NAV operation during the CFP

The mechanism for handling the NAV during the CFP is designed to facilitate the operation of overlapping
CFP coordinated infrastructure BSSs. The mechanism by which infrastructure BSSs coordinate their CFPs
is beyond the scope of this standard.

Each STA, except the STA with the PC, shall preset its NAV to the CFPMaxDuration value (obtained from
the CF Parameter Set element in beacons from this PC) at each target beacon transmission time (TBTT) (see
Clause 11) at which a CFP is scheduled to start (based on the CFPPeriod field in the CF Parameter Set
element of the Beacon frames from this PC). Each non-PC STA shall update its NAV using the CFPDurRe-
maining value in any error-free CF Parameter Set element of the Beacon frame that the STA receives. This
includes CFPDurRemaining values in CF Parameter Set elements from Beacon frames received from other
(overlapping) BSSs.

These actions prevent STAs from taking control of the medium during the CFP, which is especially impor-
tant in cases where the CFP spans multiple medium-occupancy intervals, such as dwell periods of an FH
PHY. This setting of the NAV also reduces the risk of hidden STAs determining the medium to be idle for a
DIFS period during the CFP and possibly corrupting a transmission in progress.

A STA joining a BSS operating with a PC shall use the information in the CFPDurRemaining element of the
CF parameter set of any received Beacon or Probe Response frames to update its NAV prior to initiating any
transmissions.

The PC shall transmit a CF-End or CF-End+ACK frame at the end of each CFP. A STA that receives either
of these frames, from any BSS, shall reset its NAV.

9.3.3 PCF transfer procedure

Frame transfers under the PCF typically consist of frames alternately sent from the AP/PC and sent to the
AP/PC. During the CFP, the ordering of these transmissions, and the STA allowed to transmit frames to the
PC at any given point in time, shall be controlled by the PC. Figure 62 depicts a frame transfer during a typ-
ical CFP. The rules under which this frame transfer takes place are detailed in the following subclauses.

In a STA having an FH PHY, control of the channel is lost at a dwell time boundary. It is required that the
current MPDU transmission and the accompanying acknowledgment of the MPDU be transmitted before the
dwell time boundary. After having been polled by the PC, if there is not enough time remaining in the dwell
to allow transmission of the MPDU plus the acknowledgment, the STA shall defer the transmission of the
MPDU and shall transmit a Null frame or CF-ACK frame. The short retry counter and long retry counter for
the MSDU shall not be affected.

MaxMPDUTime is the time to transmit the maximum-sized MAC frame, expanded by WEP, plus the time to
transmit the PHY preamble, header, trailer, and expansion bits, if any. In a STA having an FH PHY, the PC
shall not transmit a CF-Poll to a STA if there is insufficient time remaining before the dwell boundary for the
STA to respond with a Null frame or CF-ACK frame.
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Figure 62—Example of PCF frame transfer

CF_Max_Duration

PCF transfers when the PCF STA is transmitter or recipient

The PC shall transmit frames between the Beacon that starts the CFP and the CF-End using the SIFS except
in cases where a transmission by another STA is expected by the PC and a SIFS period elapses without the

receipt

of the expected transmission. In such cases the PC may send its next pending transmission as soon as

one PIFS after the end of its last transmission. This permits the PC to retain control of the medium in the
presence of an overlapping BSS. The PC may transmit any of the following frame types to CF-Pollable

STAs:

Data, used to send data from the PC when the addressed recipient is not being polled and there is no
previous frame to acknowledge;

Data+CF-ACK, used to send data from the PC when the addressed recipient is not being polled and
the PC needs to acknowledge the receipt of a frame received from a CF-Pollable STA a SIFS period
before starting this transmission;

Data+CF-Poll, used to send data from the PC when the addressed recipient is the next STA to be per-
mitted to transmit during this CFP and there is no previous frame to acknowledge;

Data+CF-ACK+CF-Poll, used to send data from the PC when the addressed recipient is the next STA
to be permitted to transmit during this CFP and the PC needs to acknowledge the receipt of a frame
received from a CF-Pollable STA a SIFS period before starting this transmission;

CF-Poll, used when the PC is not sending data to the addressed recipient, but the addressed recipient
is the next STA to be permitted to transmit during this CFP and there i1s no previous frame to
acknowledge;

CF-ACK+CF-Poll, used when the PC is not sending data to the addressed recipient but the addressed
recipient is the next STA to be permitted to transmit during this CFP and the PC needs to acknowledge
the receipt of a frame from a CF-Pollable STA a SIFS period before starting this transmission;

CF-ACK, used when the PC is not sending data to, or polling, the addressed recipient, but the PC
needs to acknowledge receipt of a frame from a CF-Pollable STA a SIFS period before starting this
transmission (useful when the next transmission by the PC is a management frame, such as a bea-
con); or

Any management frame that is appropriate for the AP to send under the rules for that frame type.

The PC may transmit data or management frames to non-CF-Pollable, non-power-save STAs during the
CFP. These STAs shall acknowledge receipt with ACK frames after a SIFS, as with the DCF. The PC may
also transmit broadcast or multicast frames during the CFP. Because the Beacon frame that initiates the CFP
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contains a DTIM element, if there are associated STAs using power-save mode, the broadcasts and multi-
casts buffered shall be sent immediately after any beacon containing a TIM element with a DTIM count field
with a value of 0.

A CF-Pollable STA that receives a directed data frame of any subtype that includes CF-Poll may transmit
one data frame a SIFS period after receiving the CF-Poll. CF-Pollable STAs shall ignore, but not reset, their
NAYV when performing transmissions in response to a CF-Poll.

Non-CF-Pollable STAs that receive a directed frame during the CFP shall transmit an ACK, but shall not
reset their NAV.

For frames that require MAC-level acknowledgment, CF-Pollable STAs that received a CF-Poll (of any
type) may perform this acknowledgment using the Data+CF-ACK subtype in the response to the CF-Poll.
For example, the Ul frame in Figure 62 contains the acknowledgment to the preceding D1 frame. The D2
frame contains the acknowledgment to the preceding Ul frame. The PC may use the CF-ACK subtypes to
acknowledge a received frame even if the data frame sent with the CF-ACK subtype is addressed to a differ-
ent STA than the one being acknowledged. CF-Pollable STAs that are expecting an acknowledgment shall
interpret the subtype of the frame (if any) sent by the PC a SIFS period after that STA’s transmission to the
PC. If a frame that requires MAC-level acknowledgment is received by a non-CF-Pollable STA, that STA
shall not interpret the CF-Poll indication (if any), and shall acknowledge the frame by sending an ACK Con-
trol frame after a SIFS period.

The lengths of the frames may be variable, only bounded by the frame and/or fragment length limitations that
apply for the BSS. If a CF-Pollable STA does not respond to a CF-Poll (of any type) within the SIFS period fol-
lowing a transmission from the PC, or a non-CF-Pollable STA does not return the ACK frame within a SIFS
period following a transmission from the PC that requires acknowledgment, then the PC shall resume control
and may transmit its next frame after a PIFS period from the end of the PC’s last transmission.

A CF-Pollable STA shall always respond to a CF-Poll directed to its MAC address and received without
error. If the STA has no frame to send when polled, the response shall be a Null frame. If the STA has no
frame to send when polled, but an acknowledgment is required for the frame that conveyed the CF-Poll, the
response shall be a CF-ACK (no data) frame. The null response is required to permit a “no-traffic” situation
to be distinguished from a collision between overlapping PCs.

The CFP shall end when the CFPDurRemaining time has elapsed since the Beacon frame originating the
CFP or when the PC has no further frames to transmit nor STAs to poll. In either case, the end of the CFP
shall be signaled by the transmission of a CF-End by the PC. If there is a received frame that requires
acknowledgment at the time the CF-End is to be transmitted, the PC shall transmit a CF-End+ACK frame
instead. All STAs of the BSS receiving a CF-End or CF-End+ACK shall reset their NAVs so they may
attempt to transmit during the CP.

9.3.3.2 Operation with overlapping point-coordinated BSSs

Because the PCF operates without the CSMA/CA contention window randomization and backoff of the
DCF, there is a risk of repeated collisions if multiple, overlapping, point-coordinated BSSs are operating on
the same PHY channel, and their CFP Rates and beacon intervals are approximately equal. To minimize the
risk of significant frame loss due to CF collisions, the PC shall use a DIFS plus a random backoff delay (with
CW in the range of 1 to aCWmin) to start a CFP when the initial beacon is delayed because of deferral due
to a busy medium. The PC may optionally use this backoff during the CFP prior to retransmitting an unac-
knowledged, directed data or management frame.

To further reduce the susceptibility to inter-PC collisions, the PC shall require that the medium be deter-
mined as being idle for a DIFS period plus a random (over a range of 1 to aCWmin) number of slot times
once every aMediumOccupancyLimit TU during the CFP. This results in loss of control of the medium to
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overlapping BSS or hidden STA traffic, because the STAs in this BSS are prevented from transmitting by
their NAV setting to CFPMaxDuration or CFPDurRemaining. For operation of the PCF in conjunction with
an FH PHY, aMediumOccupancyLimit shall be set equal to the dwell time. For operation in conjunction
with other PHY types, aMediumOccupancyLimit may be set equal to CFPMaxDuration, unless extra protec-
tion against PCF collisions is desired. The aMediumOccupancyLimit is also useful for compliance in regula-
tory domains that impose limits on continuous transmission time by a single STA as part of a spectrum
etiquette.

9.3.3.3 CFPMaxDuration limit

The value of CFPMaxDuration shall be limited to allow coexistence between contention and contention-free
traffic.

The minimum value for CFPMaxDuration is two times MaxMPDUTime plus the time required to send the
initial Beacon frame and the CF-End frame of the CFP. This may allow sufficient time for the AP to send one
data frame to a STA, while polling that STA, and for the polled STA to respond with one data frame.

The maximum value for CFPMaxDuration is the duration of (BeaconPeriod x DTIMPeriod x CFPRate) minus
[MaxMPDUTime plus (2 x aSIFSTime) plus (2 x aSlotTime) plus (8 x ACKSize)], expressed in microseconds,
when operating with a contention window of aCWmin. MaxMPDUTime is the time to transmit the maximum-
sized MAC frame, expanded by WEP, plus the time to transmit the PHY preamble, header, trailer, and expansion
bits, if any. This allows sufficient time to send at least one data frame during the CP.

9.3.3.4 Contention-Free usage rules

A PC may send broadcast or multicast frames, and directed data or management frames to any active STA,
as well as to CF-Pollable power save STAs. During the CFP, CF-Pollable STAs shall acknowledge after a
SIFS period, the receipt of each Data+CF-Poll frame or Data+CF-ACK+CF-Poll frame using Data+CF-Ack
or CF-Ack (no data) frames, the receipt of each CF_Poll (no data) using Data or Null (no data), and the
receipt of all other data and management frames using ACK Control frames. Non-CF-Pollable STAs shall
acknowledge receipt of data and management frames using ACK Control frames sent after a SIFS period.
This non-CF-Pollable operation is the same as that already employed by such STAs for DCF operation.

When polled by the PCF (Data+CF-Poll, Data+CF-ACK+CF-Poll, CF-Poll, or CF-ACK+CF-Poll) a CF-
Pollable STA may send one data frame to any destination. Such a frame directed to or through the PC STA
shall be acknowledged by the PC, using the CF-ACK indication (Data+CF-ACK, Data+CF-ACK+CF-Poll,
CF-ACK, CF-ACK+CF-Poll, or CF-End+ACK) sent after a SIFS. Such a frame directed to a non-CF-Pol-
lable STA shall be acknowledged using an ACK Control frame sent after a SIFS period. A polled CF-Pol-
lable STA with neither a data frame nor an acknowledgment to send shall respond by transmitting a Null
frame after a SIFS period. A polled CF-Pollable STA with insufficient time before the end of the CFP or cur-
rent medium occupancy limit, to send its queued MPDU and receive an acknowledgment, shall respond by
transmitting a Null frame, or a CF-ACK frame if polled using Data+CF-Poll or Data+CF-ACK+CF-Poll,
after a SIFS period. The CF-Pollable STA may set the More Data bit in its response to permit the PC to dis-
tinguish between an empty STA queue and a response due to insufficient time to transfer an MPDU.

The PC shall not issue frames with a subtype that includes CF-Polls if insufficient time remains in the cur-
rent CFP to permit the polled STA to transmit a data frame containing a minimum length MPDU.

9.3.4 Contention-Free polling list
If the PC supports use of the CFP for inbound frame transfer as well as for frame delivery, the PC shall main-
tain a “polling list” for use in selecting STAs that are eligible to receive CF-Polls during CFPs. The polling

list functional characteristics are defined below. If the PC supports the use of the CFP solely for frame deliv-
ery, the PC does not require a polling list, and shall never generate data frames with a subtype that includes
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CF-Poll. The form of contention-free support provided by the PC is identified in the Capability Information
field of Beacon, Association Response, Reassociation Response, and Probe Response management frames,
which are sent from APs. Any such frames sent by STAs, as in noninfrastructure networks, shall always have
these bits set to zero.

The polling list is used to force the polling of CF-Pollable STAs, whether or not the PC has pending traffic to
transmit to those STAs. The polling list may be used to control the use of Data+CF-Poll and Data+CF-
ACK+CF-Poll types for transmission of data frames being sent to CF-Pollable STAs by the PC. The polling
list is a Jogical construct, which is not exposed outside of the PC. A minimum set of polling list maintenance
techniques are required to ensure interoperability of arbitrary CF-Pollable STAs in BSSs controlled by arbi-
trary access points with active PCs. APs may also implement additional polling list maintenance techniques
that are outside the scope of this standard.

9.3.4.1 Polling list processing

The PC shall send a CF-Poll to at least one STA during each CFP when there are entries in the polling list.
During each CFP, the PC shall issue polls to a subset of the STAs on the polling list in order by ascending
AID value.

While time remains in the CFP, all CF frames have been delivered, and all STAs on the polling list have been
polled, the PC may generate one or more CF-Polls to any STAs on the polling list. While time remains in the
CFP, all CF frames have been delievred, and all STAs on the polling list have been polled, the PC may send
data or management frames to any STAs.

In order to gain maximum efficiency from the CFP, and the ability to piggyback acknowledgments on suc-
cessor data frames in the opposite direction, the PC should generally use Data+CF-Poll and Data+CF-
ACK+CF-Poll types for each data frame transmitted while sufficient time for the potential response to the
CF-Poll remains in the CFP.

9.3.4.2 Polling list update procedure

A STA indicates its CF-Pollability using the CF-Pollable subfield of the Capability Information field of
Association Request and Reassociation Request frames. If a STA desires to change the PC’s record of CF-
Pollability, that STA shall perform a reassociation. During association, a CF-Pollable STA may also request
to be placed on the polling list for the duration of its association, or by setting the CF-Poll Request subfield
in the Capability Information field. If a CF-Pollable STA desires never to be placed on the polling list, that
STA shall perform Association with both the CF-Pollable subfield false and the CF-Poll Request subfield
true. Never being polled is useful for CF-Pollable STAs that normally use power-save mode, permitting
them to receive buffered traffic during the CFP (since they have to be awake to receive the DTIM that initi-
ated the CFP), but not requiring them to stay awake to receive CF-Polls when they have no traffic to send. If
a STA desires to be removed from the polling list, that STA shall perform a reassociation.

CF-Pollable STAs that are not on the polling list, but did not request never to be polled during their most

recent association, may be dynamically placed on the polling list by the PC to handle bursts of frame transfer
activity by that STA.

9.4 Fragmentation

The MAC may fragment and reassemble directed MSDUs or MMPDUs. The fragmentation and defragmen-
tation mechanisms allow for fragment retransmission.

The length of a fragment MPDU shall be an equal number of octets for all fragments except the last, which
may be smaller. The length of a fragment MPDU shall always be an even number of octets, except for the
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last fragment of an MSDU or MMPDU, which may be either an even or an odd number of octets. The length
of a fragment shall never be larger than aFragmentationThreshold unless WEP is invoked for the MPDU. If
WERP is active for the MPDU, then the MPDU shall be expanded by IV and ICV (see 8.2.5); this may result
in a fragment larger than aFragmentationThreshold.

When data is to be transmitted, the number of octets in the fragment (before WEP processing) shall be deter-
mined by aFragmentationThreshold and the number of octets in the MPDU that have yet to be assigned to a
fragment at the instant the fragment is constructed for the first time. Once a fragment is transmitted for the
first time, its frame body content and length shall be fixed until it is successfully delivered to the immediate
receiving STA. A STA shall be capable of receiving fragments of arbitrary length.

If a fragment requires retransmission, its frame body content and length shall remain fixed for the lifetime of
the MSDU or MMPDU at that STA. After a fragment is transmitted once, contents and length of that frag-
ment are not allowed to fluctuate to accommodate the dwell time boundaries. Each fragment shall contain a
Sequence Control field, which is comprised of a sequence number and fragment number. When a STA is
transmitting an MSDU or MMPDU, the sequence number shall remain the same for all fragments of that
MSDU or MMPDU. The fragments shall be sent in order of lowest fragment number to highest fragment
number, where the fragment number value starts at zero, and increases by one for each successive fragment.
The Frame Control field also contains a bit, the More Fragments bit, that is equal to zero to indicate the last
(or only) fragment of the MSDU or MMPDU.

The source STA shall maintain a transmit MSDU timer for each MSDU being transmitted. The attribute
aMaxTransmitMSDULifetime specifies the maximum amount of time allowed to transmit an MSDU. The
timer starts on the attempt to transmit the first fragment of the MSDU. If the timer exceeds aMaxTransmit-
MSDULifetime, then all remaining fragments are discarded by the source STA and no attempt is made to
complete transmission of the MSDU.

9.5 Defragmentation

Each fragment contains information to allow the complete MSDU or MMPDU to be reassembled from its
constituent fragments. The header of each fragment contains the following information that is used by the
destination STA to reassemble the MSDU or MMPDU:

— Frame type

— Address of the sender, obtained from the Address2 field

— Destination address

—  Sequence Control field: This field allows the destination STA to check that all incoming fragments
belong to the same MSDU or MMPDU, and the sequence in which the fragments should be reas-
sembled. The sequence number within the Sequence Control field remains the same for all frag-
ments of an MSDU or MMPDU, while the fragment number within the Sequence Control field
increments for each fragment.

—  More Fragments indicator: Indicates to the destination STA that this is not the last fragment of the
MSDU or MMPDU. Only the last or sole fragment of the MSDU or MMPDU shall have this bit set
to zero. All other fragments of the MSDU or MMPDU shall have this bit set to one.

The destination STA shall reconstruct the MSDU or MMPDU by combining the fragments in order of frag-
ment number subfield of the Sequence Control field. If WEP has been applied to the fragment, it shall be
decrypted before the fragment is used for defragmentation of the MSDU or MMPDU. If the fragment with
the More Fragments bit set to zero has not yet been received, then the destination STA knows that the MSDU
or MMPDU is not yet complete. As soon as the STA receives the fragment with the More Fragments bit set
to zero, the STA knows that no more fragments may be received for the MSDU or MMPDU.
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All STAs shall support the concurrent reception of fragments of at least three MSDUs or MMPDUs. Note
that a STA receiving more than three fragmented MSDUs or MMPDUs concurrently may experience a sig-
nificant increase in the number of frames discarded.

The destination STA shall maintain a Receive Timer for each MSDU or MMPDU being received, for a min-
imum of three MSDUs or MMPDUs. The STA may implement additional timers to be able to receive addi-
tional concurrent MSDUs or MMPDUs. The receiving STA shall discard all fragments that are part of an
MSDU or MMPDU for which a timer is not maintained. There is also an attribute, aMaxReceiveLifetime,
that specifies the maximum amount of time allowed to receive an MSDU. The receive MSDU or MMPDU
timer starts on the reception of the first fragment of the MSDU or MMPDU. If the receive MSDU timer
exceeds aMaxReceiveLifetime, then all received fragments of this MSDU or MMPDU are discarded by the
destination STA. If additional fragments of a directed MSDU or MMPDU are received after its aMaxRe-
ceiveLifetime is exceeded, those fragments shall be acknowledged and discarded.

To properly reassemble MPDUs into an MSDU or MMPDU, a destination STA shall discard any duplicated
fragments received. A STA shall discard duplicate fragments as described in 9.2.9. However, an acknowl-
edgment shall be sent in response to a duplicate fragment of a directed MSDU.

9.6 Multirate support

Some PHY's have multiple data transfer rate capabilities that allow implementations to perform dynamic rate
switching with the objective of improving performance. The algorithm for performing rate switching is
beyond the scope of this standard, but in order to ensure coexistence and interoperability on multirate-capa-
ble PHYs, this standard defines a set of rules that shall be followed by all STAs.

All Control frames shall be transmitted at one of the rates in the BSSBasicRateSet (see 10.3.10.1), or at one
of the rates in the PHY mandatory rate set so they will be understood by all STAs.

All frames with multicast and broadcast RA shall be transmitted at one of the rates included in the
BSSBasicRateSet, regardless of their type.

Data and/or management MPDUs with a unicast immediate address shall be sent on any supported data rate
selected by the rate switching mechanism (whose output is an internal MAC variable called MACCurrentRate,
defined in units of 500 kbit/s, which is used for calculating the Duration/ID field of each frame). A STA shall
not transmit at a rate that is known not to be supported by the destination STA, as reported in the supported
rates element in the management frames. For frames of type Data+CF-ACK, Data+CF-Poll+CF-ACK, and CF-
Poll+CF-ACK, the rate chosen to transmit the frame must be supported by both the addressed recipient STA
and the STA to which the ACK is intended.

Under no circumstances shall a STA initiate transmission of a data or management frame at a data rate
higher than the greatest rate in the OperationalRateSet, a parameter of the MLME-JOIN.request primitive.

In order to allow the transmitting STA to calculate the contents of the Duration/ID field, the responding STA
shall transmit its Control Response frame (either CTS or ACK) at the same rate as the immediately previous
frame in the frame exchange sequence (as defined in 9.7), if this rate belongs to the PHY mandatory rates, or
else at the highest possible rate belonging to the PHY rates in the BSSBasicRateSet.

9.7 Frame exchange sequences

The allowable frame exchange sequences are summarized in Table 21 and Table 22. A legend applicable to
both tables follows Table 22.
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Table 21—Frame sequences

Frames in
Sequence Usage
sequence
Data(bc/mc) 1 Broadcast or multicast MSDU
Mgmt(bc) 1 Broadcast MMPDU
{RTS - CTS -} [Frag — ACK —] Last - ACK 2 Directed MSDU or MMPDU
PS-Poll - ACK 2 Deferred PS-POLL response
PS-Poll ~ [Frag - ACK —] Last - ACK B8 Immediate PS-POLL response
DTIM(CF) - {<CF-Sequence> —] {CF-End} 2 ormore | Start of CFP
[<CF-Sequence> ~] {CF-End} 2 ormore | Continuation of CFP after missing ACK or
medium occupancy boundary

Table 22—CF frame sequences

CF frame sequence Buimes g Usage
sequence

Beacon(CF) 1 Beacon during CFP

Data(bc/mc) 1 Broadcast or multicast MSDU

Mgmt(bc) lor2 Broadcast MMPDU

Mgmt(dir) - ACK 20r3 Directed MMPDU

Data(dir)+CF-Poll{+CF-Ack} — Data(dir)+CF-Ack 2 Poll and ACK sent with MPDUs

— {CF-Ack(no data)}

Data(dir)+CF-Poll {+CF-Ack} — CF-Ack(no data) 2 Poll of STA with empty queue, insufficient
time for queued MPDU, or too little time
remaining before a dwell or medium occu-
pancy boundary to send a queued frame

CF-Poll(no data){+CF-Ack} — Data(dir) — {CF- 2 Separate poll, ACK sent with MPDU

Ack(no data)}

CF-Poll(no data){+CF-Ack} — Data(dir) - ACK 3 Polled STA sends to STA in BSS

CF-Poll(no data){+CF-Ack} — Null(no data) 2 Separate poll, STA queue empty, or insuffi-
cient time for queued MPDU or too little
time remaining before a dwell or medium
occupancy boundary to send a queued frame

Data(dir) {+CF-Ack} - ACK 2 ACK if not CF-Pollable or not polled

LEGEND (For Table 21 and Table 22)

1—Items enclosed in brackets “[...]” may occur zero or more times in the sequence.

2—Items enclosed in braces “{...}” may occur zero or one time in the sequence.

3—An isolated hyphen “-” represents a SIFS interval separating the pair of frames.

4—*“Data(bc/mc)” represents any frame of type Data with a broadcast or multicast address in the Address|1 field.
5—“Mgmt(bc)” represents any Management type frame with a broadcast address in the DA field.

6—“RTS” represents a Control frame of subtype RTS.

7—"“CTS” represents a Control frame of subtype CTS.
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LEGEND (Continued)

8—“ACK” represents a Control frame of subtype ACK.

9—“Frag” represents an MPDU of type Data or an MMPDU of type Management with an individual address in the
Address] field that has the More Fragments field set to “1.”

10—*“Last” represents an MDPU of type Data or an MMPDU of type Management with an individual address in the
Address] field that has the More Fragments field set to “0.”

11—“PS-Poll” represents a Control frame of subtype PS-Poll.

12—“DTIM(CF)” represents a management frame of subtype Beacon that contains a DTIM information element with a
nonzero value in the CFPDurRemaining field of its Parameter Set element.

13—*“CF-End” represents a Control frame of type CF-End, or (if the final frame of the immediately preceding <CF-
Sequence> was a directed data or management frame requiring acknowledgment by the AP) of type CF-End+Ack.

14—*“Beacon(CF)” represents a management frame of subtype Beacon with a nonzero value in the CFPDurRemaining
field of its CF Parameter Set element.

15—*“Data(dir)” represents any MPDU of type Data with an individual address in the Address] field.

16— “Mgmt(dir)” represents any MMPDU of type Management with an individual address in the Address1 field.
17—“CF-Ack(no data)” represents a data frame of subtype CF-ACK (no data).

18—*“CF-Poll(no data)” represents a data frame of subtype CF-Poll (no data).

19—“Null(no data)” represents a data frame of subtype Null Function (no data).

20—“{+CF-Ack}” indicates that the frame may or may not include a contention-free acknowledgment.
21—“+CF-Ack” indicates that the frame includes a contention-free acknowledgment.

22—*“+CF-Poll” indicates that the frame includes a contention-free poll.

23—<CF-Sequence> represents a sequence of one or more frames sent during a CFP. A valid <CF-Sequence> shall con-
sist of one of the frame sequences shown in Table 22. The collection of sequences of frame exchanges corresponding to
[<CF-Sequence>] may occur in any order within the CFP.

Individual frames within each of these sequences are separated by a SIFS.

9.8 MSDU transmission restrictions

To avoid reordering MSDUs between pairs of LLC entities and/or unnecessarily discarding MSDUs, the fol-
lowing restrictions shall be observed by any STA that is able to concurrently process multiple outstanding
MSDUs for transmission. Note that here the term “outstanding” refers to an MSDU or MMPDU that is eligi-
ble to be transmitted at a particular time. A STA may have any number (greater than or equal to one) of eligi-
ble MSDUs outstanding concurrently, subject to the restrictions below.

The STA shall ensure that no more than one MSDU or MMPDU from a particular SA to a particular individ-
ual RA is outstanding at a time. Note that a simpler, more restrictive invariant to maintain is that no more
than one MSDU with a particular individual RA may be outstanding at a time.

In a STA where the optional StrictlyOrdered service class has been implemented, that STA shall ensure that
there is no group-addressed (multidestination) MSDU of the StrictlyOrdered service class outstanding from the
SA of any other outstanding MSDU (either directed or group-addressed). This is because a group-addressed
MSDU is implicitly addressed to a collection of peer STAs that could include any individual RA.

It is recommended that the STA select a value of aMaxMSDUTransmitLifetime that is sufficiently large that the
STA does not discard MSDUs due to excessive Transmit MSDU timeouts under normal operating conditions.
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10. Layer management

10.1 Overview of management model

Both MAC and PHY layers conceptually include management entities, called MAC sublayer management
and PHY layer management entities (MLME and PLME, respectively). These entities provide the layer
management service interfaces through which layer management functions may be invoked.

In order to provide correct MAC operation, a station management entity (SME) shall be present within each
STA. The SME is a layer-independent entity that may be viewed as residing in a separate management plane
or as residing “off to the side.” The exact functions of the SME are not specified in this standard, but in gen-
eral this entity may be viewed as being responsible for such functions as the gathering of layer-dependent
status from the various layer management entities, and similarly setting the value of layer-specific parame-
ters. SME would typically perform such functions on behalf of general system management entities and
would implement standard management protocols. Figure 11 depicts the relationship among management
entities.

The various entities within this model interact in various ways. Certain of these interactions are defined
explicitly within this standard, via a service access point (SAP) across which defined primitives are
exchanged. Other interactions are not defined explicitly within this standard, such as the interfaces between
MAC and MLME and between PLCP and PLME, represented as double arrows within Figure 63. The spe-
cific manner in which these MAC and PHY management entities are integrated into the overall MAC and
PHY layers is not specified within this standard.

The management SAPs within this model are the following:

— SME-MLME SAP
— SME-PLME SAP
— MLME-PLME SAP

The latter two SAPs support identical primitives, and in fact may be viewed as a single SAP (called the
PLME SAP) that may be used either directly by MLME or by SME. In this fashion, the model reflects what
is anticipated to be a common implementation approach in which PLME functions are controlled by the
MLME (on behalf of SME). In particular, PHY implementations are not required to have separate interfaces
defined other than their interfaces with the MAC and MLME.

10.2 Generic management primitives

The management information specific to each layer is represented as a management information base (MIB)
for that layer. The MAC and PHY layer management entities are viewed as “containing” the MIB for that
layer. The generic model of MIB-related management primitives exchanged across the management SAPs is
to allow the SAP user-entity to either GET the value of a MIB attribute, or to SET the value of a MIB
attribute. The invocation of a SET.request primitive may require that the layer entity perform certain defined
actions.

Figure 63 depicts these generic primitives.
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Figure 63—GET and SET operations

The GET and SET primitives are represented as REQUESTSs with associated CONFIRM primitives. These
primitives are prefixed by MLME or PLME depending upon whether the MAC or PHY layer management
SAP is involved. In the following, XX denotes MLME or PLME:

XX-GET.request (MIBattribute)
Requests the value of the given MIBattribute.

XX-GET.confirm (status, MIBattribute, MIBattributevalue)
Returns the appropriate MIB attribute value if status = “success,” otherwise returns an error indica-
tion in the Status field. Possible error status values include “invalid MIB attribute” and “attempt to
get write-only MIB attribute.”

XX-SET.request (MIBattribute, MIBattributevalue)
Requests that the indicated MIB attribute be set to the given value. If this MIBattribute implies a
specific action, then this requests that the action be performed.

XX-SET.confirm (status, MIBattribute)
If status = “success,” this confirms that the indicated MIB attribute was set to the requested value,
otherwise it returns an error condition in status field. If this MIBattribute implies a specific action,
then this confirms that the action was performed. Possible error status values include “invalid MIB
attribute” and “attempt to set read-only MIB attribute.”

Additionally, there are certain requests (with associated confirms) that may be invoked across a given SAP
that do not involve the setting or getting of a specific MIB attribute. One of these is supported by each SAP,

as follows:

— XX-RESET.request: where XX is MLME or PLME as appropriate
— XX-RESET.confirm

This service is used to initialize the management entities, the MIBs, and the datapath entities. It may include
a list of attributes for items to be initialized to non-default values. The corresponding .confirm indicates suc-
cess or failure of the request.

Other SAP-specific primitives are identified in 10.3.
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10.3 MLME SAP interface

The services provided by the MLME to the SME are specified in this subclause. These services are described
in an abstract way and do not imply any particular implementation or exposed interface. MLME SAP primi-
tives are of the general form ACTION.request followed by ACTION.confirm. The SME uses the services
provided by the MLME through the MLME SAP.

10.3.1 Power management

This mechanism supports the process of establishment and maintenance of the power management mode of
a STA.

10.3.1.1 MLME-POWERMGT.request

10.3.1.1.1 Function

This primitive requests a change in the power management mode.
10.3.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-POWERMGT.request (
PowerManagementMode,
WakeUp,
ReceiveDTIMs
)
Name Type Valid range Description
PowerManagementMode Enumeration | ACTIVE, An enumerated type that describes the desired
POWER_SAVE | power management mode of the STA.

WakeUp Boolean True, false When true, the MAC is forced immediately into
the Awake state. This parameter has no effect if
the current power management mode is
ACTIVE.

ReceiveDTIMs Boolean True, false When true, this parameter causes the STA to
awaken to receive all DTIM frames. When
false, the STA is not required to awaken for
every DTIM frame.

10.3.1.1.3 When generated
This primitive is generated by the SME to implement the power-saving strategy of an implementation.
10.3.1.1.4 Effect of receipt

This request sets the STA’s power management parameters. The MLME subsequently issues a MLME-
POWERMGT.confirm that reflects the results of the power management change request.

10.3.1.2 MLME-POWERMGT.confirm
10.3.1.2.1 Function

This primitive confirms the change in power management mode.
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10.3.1.2.2 Semantics of the service primitive

The primitive parameters are as follows:
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MLME-POWERMGT.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration | SUCCESS, Indicates the result of the

INVALID_PARAMETERS,
NOT_SUPPORTED

MLME-POWERMGT.request

10.3.1.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-POWERMGT.request to establish a new
power management mode. It is not generated until the change has completed.

10.3.1.2.4 Effect of receipt

The SME is notified of the change of power management mode.

10.3.2 Scan

This mechanism supports the process of determining the characteristics of the available BSSs.

10.3.2.1 MLME-SCAN.request

10.3.2.1.1 Function

This primitive requests a survey of potential BSSs that the STA may later elect to try to join.

10.3.2.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.request
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Name Type Valid range Description
BSSType Enumeration INFRASTRUCTURE, Determines whether Infrastructure BSS,
INDEPENDENT, Independent BSS, or both, are included in
ANY_BSS the scan
BSSID MACAddress Any valid individual or Identifies a specific or broadcast BSSID
broadcast MAC address
SSID Octet string 0-32 octets Specifies the desired SSID or the
broadcast SSID
ScanType Enumeration ACTIVE, Indicates either active or passive scanning
PASSIVE
ProbeDelay Integer N/A Delay (in ps) to be used prior to
transmitting a Probe frame during active
scanning
ChannelList Ordered set of Each channel will be Specifies a list of channels that are
integers selected from the valid examined when scanning for a BSS
channel range for the
appropriate PHY and
carrier set.
MinChannelTime Integer > ProbeDelay The minimum time (in TU) to spend on
each channel when scanning
MaxChannelTime Integer 2 MinChannelTime The maximum time (in TU) to spend on
each channel when scanning

10.3.2.1.3 When generated

This primitive is generated by the SME for a STA to determine if there are other BSSs that it may join.

10.3.2.1.4 Effect of receipt

This request initiates the scan process when the current frame exchange sequence is completed.

10.3.2.2 MLME-SCAN.confirm

10.3.2.2.1 Function

This primitive returns the descriptions of the set of BSSs detected by the scan process.

10.3.2.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.confirm (
BSSDescriptionSet,
ResultCode
)
Name Type Valid range Description
BSSDescriptionSet Set of BSSDescriptions | N/A The BSSDescriptionSet is returned to

indicate the results of the scan request. It
is a set containing zero or more instances
of a BSSDescription.

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-
INVALID SCAN.confirm
PARAMETERS
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each integer in the set)

Name Type Valid range Description
BSSID MACAGddress N/A The BSSID of the found BSS
SSID Octet string 1-32 octets The SSID of the found BSS
BSSType Enumeration INFRASTRUCTURE, | The type of the found BSS
INDEPENDENT
Beacon Period Integer N/A The Beacon period of the found BSS (in
TU)
DTIM Period Integer As defined in frame The DTIM period of the BSS (in
format beacon periods)
Timestamp Integer N/A The timestamp of the received frame
(probe response/beacon) from the found
BSS
Local Time Integer N/A The value of the STA’s TSF timer at the
start of reception of the first octet of the
timestamp field of the received frame
(probe response or beacon) from the
found BSS
PHY parameter set As defined in As defined in frame The parameter set relevant to the PHY
frame format format
CF parameter set As defined in As defined in frame The parameter set for the CF periods, if
frame format format found BSS supports CF mode
IBSS parameter set As defined in As defined in frame The parameter set for the IBSS, if found
frame format format BSS is an IBSS
Capabilitylnformation As defined in As defined in frame The advertised capabilities of the BSS
frame format format
BSSBasicRateSet Set of integers 2-127 inclusive (for The set of data rates (in units of

500 kb/s) that must be supported by all
STAs that desire to join this BSS. The
STAs must be able to receive at each of
the data rates listed in the set.

10.3.2.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-SCAN.request to ascertain the operating

environment of the STA.

10.3.2.2.4 Effect of receipt

The SME is notified of the results of the scan procedure.

10.3.3 Synchronization

This mechanism supports the process of selection of a peer in the authentication process.

10.3.3.1 MLME-JOIN.request

10.3.3.1.1 Function

This primitive requests synchronization with a BSS.
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10.3.3.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOIN.request

(

BSSDescription,

JoinFailureTimeout,

ProbeDelay.

OperationalRateSet

Name Type Valid range Description

BSSDescription BSSDescription N/A The BSSDescription of the BSS to join. The
BSSDescription is a member of the set of
descriptions that was returned as a result of a
MLME-SCAN. .request.

JoinFailureTimeout Integer 21 The time limit, in units of beacon intervals, after
which the join procedure will be terminated

ProbeDelay Integer N/A Delay (in ps) to be used prior to transmitting a

Probe frame during active scanning

OperationalRateSet

Set of integers

2-127 inclusive
(for each integer
in the set)

The set of data rates (in units of 500 kbit/s) that the
STA may use for communication within the BSS.
The STA must be able to receive at each of the data
rates listed in the set. The OperationalRateSet is a
superset of the BSSBasicRateSet advertised by the
BSS.

10.3.3.1.3 When generated

This primitive is generated by the SME for a STA to establish synchronization with a BSS.

10.3.3.1.4 Effect of receipt

This primitive initiates a synchronization procedure once the current frame exchange sequence is complete.
The MLME synchronizes its timing with the specified BSS based on the elements provided in the BSSDe-
scription parameter. The MLME subsequently issues a MLME-JOIN.confirm that reflects the results.

10.3.3.2 MLME-JOIN.confirm

10.3.3.2.1 Function

This primitive confirms synchronization with a BSS.

10.3.3.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOIN.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration SUCCESS, Indicates the result of the MLME-JOIN.request
INVALID_PARAMETERS,
TIMEOUT
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10.3.3.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-JOIN.request to establish synchronization
with a BSS.

10.3.3.2.4 Effect of receipt

The SME is notified of the results of the synchronization procedure.

10.3.4 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.
10.3.4.1 MLME-AUTHENTICATE.request

10.3.4.1.1 Function

This primitive requests authentication with a specified peer MAC entity.

10.3.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request  (

PeerSTAAddress,
AuthenticationType,
AuthenticateFailureTimeout
)
Name Type Valid range Description
PeerSTA Address MACAddress Any valid Specifies the address of the peer MAC entity
individual MAC with which to perform the authentication
address process
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY to use during the authentication process
AuthenticationFailure- Integer 21 Specifies a time limit (in TU) after which the
Timeout authentication procedure will be terminated

10.3.4.1.3 When generated

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC
entity in order to permit Class 2 frames to be exchanged between the two STAs. During the authentication
procedure, the SME may generate additional MLME-AUTHENTICATE .request primitives.

10.3.4.1.4 Effect of receipt

This primitive initiates an authentication procedure. The MLME subsequently issues a MLME-AUTHENTI-
CATE.confirm that reflects the results.

10.3.4.2 MLME-AUTHENTICATE.confirm
10.3.4.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.
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10.3.4.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.confirm (
PeerSTAAddress,
AuthenticationType,
ResultCode
)
Name Type Valid range Description
PeerSTAAddress MACAddress Any valid individual Specifies the address of the peer MAC entity
MAC address with which the authentication process was
attempted. This value must match the peer-
STAAddress parameter specified in the corre-
sponding MLME-AUTHENTICATE.request.
AuthenticationType | Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY that was used during the authentication process.
This value must match the authenticationType
parameter specified in the corresponding
MLME-AUTHENTICATE .request.
ResultCode Enumeration SUCCESS, INVALID | Indicates the result of the MLME-AUTHENTI-
PARAMETERS, CATE.request.
TIMEOUT,
TOO_MANY_
SIMULTANEOUS _
REQUESTS,
REFUSED

10.3.4.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-AUTHENTICATE.request to authenticate
with a specified peer MAC entity.

10.3.4.2.4 Effect of receipt

The SME is notified of the results of the authentication procedure.

10.3.4.3 MLME-AUTHENTICATE.indication

10.3.4.3.1 Function

This primitive reports the establishment of an authentication relationship with a specific peer MAC entity.

10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication (
PeerSTAAddress,
AuthenticationType
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Name Type Valid range Description
PeerSTAAddress MACAddress | Any valid individ- Specifies the address of the peer MAC entity
ual MAC address with which the authentication relationship was
established
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY that was used during the authentication process

10.3.4.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an authentication relationship
with a specific peer MAC entity that resulted from an authentication procedure that was initiated by that spe-
cific peer MAC entity.

10.3.4.3.4 Effect of receipt

The SME is notified of the establishment of the authentication relationship.

10.3.5 De-authenticate

This mechanism supports the process of invalidating an authentication relationship with a peer MAC entity.

10.3.5.1 MLME-DEAUTHENTICATE.request

10.3.5.1.1 Function

This primitive requests that the authentication relationship with a specified peer MAC entity be invalidated.

10.3.5.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE .request (

PeerSTAAddress,
ReasonCode
)
Name Type Valid range Description
PeerSTAAddress MACAddress | Any valid Specifies the address of the peer MAC entity with which
individual to perform the deauthentication process
MAC address
ReasonCode As defined in As defined in Specifies the reason for initiating the deauthentication
frame format frame format procedure

10.3.5.1.3 When generated
This primitive is generated by the SME for a STA to invalidate authentication with a specified peer MAC
entity in order to prevent the exchange of Class 2 frames between the two STAs. During the deauthentication

procedure, the SME may generate additional MLME-DEAUTHENTICATE .request primitives.

10.3.5.1.4 Effect of receipt

This primitive initiates a deauthentication procedure. The MLME subsequently issues a MLME-DE-
AUTHENTICATE.confirm that reflects the results.
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10.3.5.2 MLME-DEAUTHENTICATE.confirm

10.3.5.2.1 Function

This primitive reports the results of a deauthentication attempt with a specified peer MAC entity.
10.3.5.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.confirm (

PeerSTAAddress,
ResultCode
)
Name Type Valid range Description
PeerSTAAddress | MACAddress Any valid individual MAC Specifies the address of the peer MAC
address entity with which the deauthentication pro-
cess was attempted
ResultCode Enumeration SUCCESS, Indicates the result of the
INVALID_PARAMETERS, | MLME-DEAUTHENTICATE.request
TOO_MANY_SIMUL-
TANEOUS_REQUESTS

10.3.5.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-DEAUTHENTICATE .request to invali-
date the authentication relationship with a specified peer MAC entity.

10.3.5.2.4 Effect of receipt

The SME is notified of the results of the deauthentication procedure.

10.3.5.3 MLME-DEAUTHENTICATE.indication

10.3.5.3.1 Function

This primitive reports the invalidation of an authentication relationship with a specific peer MAC entity.
10.3.5.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.indication (
PeerSTAAddress,

ReasonCode

)
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Name Type Valid range Description
PeerSTAAddress MACAddress Any valid Specifies the address of the peer MAC entity with
individual MAC which the authentication relationship was
address invalidated
ReasonCode As defined in As defined in Specifies the reason the deauthentication procedure
frame format. frame format was initiated

10.3.5.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an authentication relationship
with a specific peer MAC entity.

10.3.5.3.4 Effect of receipt

The SME is notified of the invalidation of the specific authentication relationship.

10.3.6 Associate

The following primitives describe how a STA becomes associated with an access point (AP).
10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.1 Function

This primitive requests association with a specified peer MAC entity that is acting as an AP.
10.3.6.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE .request (
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
Listenlnterval
)
Name Type Valid range Description
PeerSTAAddress MACAddress Any valid individ- | Specifies the address of the peer MAC entity
ual MAC address | with which to perform the association process
AssociateFailureTimeout Integer >1 Specifies a time limit (in TU) after which the
associate procedure will be terminated
CapabilityInformation As defined in As defined in Specifies the operational capability definitions
frame format frame format to be used by the MAC entity
ListenInterval Integer >0 Specifies the number of beacon intervals that
may pass before the STA awakens and listens
for the next beacon

10.3.6.1.3 When generated

This primitive is generated by the SME when a STA wishes to establish association with an AP.
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10.3.6.1.4 Effect of receipt

This primitive initiates an association procedure. The MLME subsequently issues an MLME-ASSOCI-
ATE.confirm that reflects the results.

10.3.6.2 MLME-ASSOCIATE.confirm
10.3.6.2.1 Function

This primitive reports the results of an association attempt with a specified peer MAC entity that is acting as
an AP.

10.3.6.2.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-ASSOCIATE.confirm (
ResultCode

)

Name Type Valid range Description

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-ASSOCI-
INVALID _ ATE.request

PARAMETERS,
TIMEOUT,
REFUSED

10.3.6.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-ASSOCIATE.request to associate with a
specified peer MAC entity that is acting as an AP.

10.3.6.2.4 Effect of receipt

The SME is notified of the results of the association procedure.

10.3.6.3 MLME-ASSOCIATE.indication

10.3.6.3.1 Function

This primitive reports the establishment of an association with a specific peer MAC entity.
10.3.6.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.indication (

PeerSTAAddress
)
Name Type Valid range Description
PeerSTA Address MACAddress Any valid individual | Specifies the address of the peer MAC entity with
MAC address which the association was established
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10.3.6.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an association with a specific
peer MAC entity that resulted from an association procedure that was initiated by that specific peer MAC
entity.

10.3.6.3.4 Effect of receipt

The SME is notified of the establishment of the association.

10.3.7 Reassociate

The following primitives describe how a STA becomes associated with another AP.

10.3.7.1 MLME-REASSOCIATE.request

10.3.7.1.1 Function

This primitive requests a change in association to a specified new peer MAC entity that is acting as an AP.
10.3.7.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.request (

NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval
)
Name Type Valid range Description
NewAPAddress MACAddress Any valid indi- | Specifies the address of the peer MAC
vidual MAC entity with which to perform the
address reassociation process
ReassociateFailureTimeout Integer 21 Specifies a time limit (in TU) after which
the reassociate procedure will be
terminated
CapabilityInformation As defined in As defined in Specifies the operational capability
frame format frame format definitions to be used by the MAC entity
ListenInterval Integer 20 Specifies the number of beacon intervals
that may pass before the STA awakens and
listens for the next beacon.

10.3.7.1.3 When generated

This primitive is generated by the SME for a STA to change association to a specified new peer MAC entity
that is acting as an AP.

10.3.7.1.4 Effect of receipt

This primitive initiates a reassociation procedure. The MLME subsequently issues a MLME-REASSOCI-
ATE.confirm that reflects the results.

Copyright © 1999 IEEE. All rights reserved. 111

127



ANSV/IEEE Std 802.11, 1899 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

10.3.7.2 MLME-REASSOCIATE.confirm

10.3.7.2.1 Function

This primitive reports the results of a reassociation attempt with a specified peer MAC entity that is acting as
an AP.

10.3.7.2.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-REASSOCIATE .confirm (
ResultCode

)

Name Type Valid range Description

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-REASSOCI-
INVALID_ ATE.request

PARAMETERS,
TIMEOUT,
REFUSED

10.3.7.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-REASSOCIATE .request to reassociate
with a specified peer MAC entity that is acting as an AP.

10.3.7.2.4 Effect of receipt

The SME is notified of the results of the reassociation procedure.

10.3.7.3 MLME-REASSOCIATE.indication

10.3.7.3.1 Function

This primitive reports the establishment of a reassociation with a specified peer MAC entity.
10.3.7.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.indication  (

PeerSTAAddress
)
Name Type Valid range Description
PeerSTA Address MACAddress Any valid individual | Specifies the address of the peer MAC entity with
MAC address which the reassociation was established

10.3.7.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of a reassociation with a specific
peer MAC entity that resulted from a reassociation procedure that was initiated by that specific peer MAC

entity.
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10.3.7.3.4 Effect of receipt

The SME is notified of the establishment of the reassociation.

10.3.8 Disassociate

10.3.8.1 MLME-DISASSOCIATE.request

10.3.8.1.1 Function

This primitive requests disassociation with a specified peer MAC entity that is acting as an AP.
10.3.8.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DISASSOCIATE.request (

PeerSTAAddress,
ReasonCode
)
Name Type Valid range Description
PeerSTAAddress MACAddress | Any valid individual | Specifies the address of the peer MAC entity with
MAC address which to perform the disassociation process
ReasonCode As defined in As defined in frame Specifies the reason for initiating the disassociation
frame format format procedure

10.3.8.1.3 When generated
This primitive is generated by the SME for a STA to establish disassociation with an AP.
10.3.8.1.4 Effect of receipt

This primitive initiates a disassociation procedure. The MLME subsequently issues an MLME-DISASSO-
CIATE.confirm that reflects the results.

10.3.8.2 MLME-DISASSOCIATE.confirm
10.3.8.2.1 Function

This primitive reports the results of a disassociation procedure with a specific peer MAC entity that is acting
as an AP.

10.3.8.2.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-DISASSOCIATE.confirm (
ResultCode

)
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Name Type Valid range Description

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-DISASSOCIATE .request
INVALID
PARAMETERS,
TIMEOUT,
REFUSED

10.3.8.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-DISASSOCIATE .request to disassociate
with a specified peer MAC entity that is acting as an AP.

10.3.8.2.4 Effect of receipt

The SME is notified of the results of the disassociation procedure.
10.3.8.3 MLME-DISASSOCIATE.indication

10.3.8.3.1 Function

This primitive reports disassociation with a specific peer MAC entity.
10.3.8.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DISASSOCIATE.indication (

PeerSTAAddress,
ReasonCode
)
Name Type Valid range Description

PeerSTA Address MACAddress Any valid individual | Specifies the address of the peer MAC entity with

MAC address which the association relationship was
invalidated
ReasonCode As defined in As defined in frame | Specifies the reason the disassociation procedure
frame format format was initiated

10.3.8.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an association relationship with a
specific peer MAC entity.

10.3.8.3.4 Effect of receipt
The SME is notified of the invalidation of the specific association relationship.

10.3.9 Reset

This mechanism supports the process of resetting the MAC.
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10.3.9.1 MLME-RESET.request

10.3.9.1.1 Function

ANSI/IEEE Std 802.11, 1989 Edition

This primitive requests that the MAC entity be reset.

10.3.9.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-RESET.request (
STAAddress,
SetDefaultMIB
)
Name Type Valid range Description
STAAddress MACAGddress Any valid Specifies the MAC address that is to be used by the MAC
MAC address entity that is being reset. This value may be used to pro-
vide a locally administered STA address.
SetDefaultMIB Boolean True, false If true, all MIB attributes are set to their default values.

The default values are implementation dependent.

If false, the MAC is reset, but all MIB attributes retain the
values that were in place prior to the generation of the
MLME-RESET.request primitive.

10.3.9.1.3 When generated

This primitive is generated by the SME to reset the MAC to initial conditions. The MLME-RESET.request
primitive must be used prior to use of the MLME-START.request primitive.

10.3.9.1.4 Effect of receipt

This primitive sets the MAC to initial conditions, clearing all internal variables to the default values. MIB
attributes may be reset to their implementation-dependent default values by setting the SetDefaultMIB flag
to true. The MLME subsequently issues a MLME-RESET.confirm that reflects the results.

10.3.9.2 MLME-RESET.confirm

10.3.9.2.1 Function

This primitive reports the results of a reset procedure.

10.3.9.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-RESET.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode | Enumeration | SUCCESS Indicates the result of the MLME-RESET.request
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10.3.9.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-RESET.request to reset the MAC entity.
10.3.9.2.4 Effect of receipt

The SME is notified of the results of the reset procedure.

10.3.10 Start

This mechanism supports the process of creating a new BSS.

10.3.10.1 MLME-START.request

10.3.10.1.1 Function

This primitive requests that the MAC entity start a new BSS.

10.3.10.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-START.request (
SSID,
BSSType,
BeaconPeriod,
DTIMPeriod,
CF parameter set,
PHY parameter set,
IBSS parameter set,
ProbeDelay.
CapabilityInformation,
BSSBasicRateSet,
OperationalRateSet
)
Name Type Valid range Description
SSID Octet string 1-32 octets The SSID of the BSS
BSSType Enumeration INFRA- The type of the BSS
STRUCTURE,
INDEPEN-
DENT
Beacon Period Integer =1 The Beacon period of the BSS (in TU)
DTIM Period Integer As defined in The DTIM Period of the BSS (in beacon periods)
frame format
CF parameter set As defined in As defined in The parameter set for CF periods, if the BSS supports
frame format frame format CF mode. aCFPPeriod is modified as a side effect of
the issuance of an MLME-START.request primitive.
PHY parameter set As defined in As defined in The parameter set relevant to the PHY
frame format frame format
IBSS parameter set As defined in As defined in The parameter set for the IBSS, if BSS is an IBSS
frame format frame format
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Name Type Valid range Description
ProbeDelay Integer N/A Delay (in ps) to be used prior to transmitting a Probe
frame during active scanning
CapabilityInforma- As defined in As defined in The capabilities to be advertised for the BSS
tion frame format frame format
BSSBasicRateSet Set of integers | 2—127inclusive | The set of data rates (in units of 500 kbit/s) that must
(for each inte- be supported by all STAs to join this BSS. The STA
ger in the set) that is creating the BSS must be able to receive and
transmit at each of the data rates listed in the set.
OperationalRateSet Set of integers | 2-127inclusive | The set of data rates (in units of 500 kbit/s) that the
(for each inte- STA may use for communication within the BSS. The
ger in the set) STA must be able to receive at each of the data rates
listed in the set. The OperationalRateSet is a superset
of the BSSBasicRateSet advertised by the BSS.

10.3.10.1.3 When generated

This primitive is generated by the SME to start either an infrastructure BSS (with the MAC entity acting as
an AP), or to start an independent BSS (with the MAC entity acting as the first STA in the IBSS).

The MLME-START.request primitive must be generated after an MLME-RESET.request primitive has been
used to reset the MAC entity and before an MLME-JOIN.request primitive has been used to successfully
join an existing infrastructure BSS or independent BSS.

The MLME-START.request primitive must not be used after successful use of the MLME-START.request
primitive or successful use of the MLME-JOIN.request without generating an intervening MLME-
RESET.request primitive.

10.3.10.1.4 Effect of receipt

This primitive initiates the BSS initialization procedure once the current frame exchange sequence is com-
plete. The MLME subsequently issues an MLME-START.confirm that reflects the results of the creation
procedure.

10.3.10.2 MLME-START.confirm

10.3.10.2.1 Function

This primitive reports the results of a BSS creation procedure.

10.3.10.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-START.confirm (
ResultCode
)
Name Type Valid range resetDescription
ResultCode Enumeration | SUCCESS, Indicates the result of the MLME-

INVALID PARAMETERS, START.request

BSS_ALREADY_STARTED_

OR_JOINED
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10.3.10.2.3 When generated
This primitive is generated by the MLME as a result of an MLME-START.request to create a new BSS.
10.3.10.2.4 Effect of receipt

The SME is notified of the results of the BSS creation procedure.

10.4 PLME SAP interface

The PHY management service interface consists of the generic PLMEGET and PLMESET primitives on
PHY MIB attributes, as described previously, together with the PLME-RESET and PLME-CHARACTER-
ISTICS primitives and the following specific primitives.

10.4.1 PLME-RESET.request

10.4.1.1 Function

This primitive shall be a request by the LME to reset the PHY. The PHY shall be always reset to the receive
state to avoid accidental data transmission.

10.4.1.2 Semantics of the service primitive

The semantics of the primitive are as follows:
PLME-RESET.request ( )

There are no parameters associated with this primitive.

10.4.1.3 When generated

This primitive shall be generated at any time to reset the PHY.

10.4.1.4 Effect of receipt

Receipt of this primitive by the PHY sublayer shall cause the PHY entity to reset both the transmit and the
receive state machines and place the PHY into the receive state.

10.4.2 PLME-CHARACTERISTICS.request
10.4.2.1 Function
This primitive is a request by the LME to provide the PHY operational characteristics.
10.4.2.2 Semantics of the service primitive
The semantics of the primitive are as follows:
PLME-CHARACTERISTICS.request ( )

There are no parameters associated with this primitive.
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10.4.2.3 When generated

This primitive is generated by the LME, at initialization time, to request the PHY entity to provide its opera-
tional characteristics.

10.4.2.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity will be to generate a PLME-CHARACTERISTICS.
confirm primitive that conveys its operational characteristics.

10.4.3 PLME-CHARACTERISTICS.confirm
10.4.3.1 Function

This primitive provides the PHY operational parameters.
10.4.3.2 Semantics of the service primitive

The primitive provides the following parameters:

PLME-CHARACTERISTICS.confirm(
aSlotTime,
aSIFSTime,
aCCATime,
aRxTxTurnaroundTime,
aTxPLCPDelay,
aRxPLCPDelay,
aRxTxSwitchTime,
aTxRampOnTime,
aTxRampOffTime,
aTxRFDelay,
aRxRFDelay,
aAirPropagationTime,
aMACProcessingDelay,
aPreambleLength,
aPLCPHeaderLength,
aMPDUDurationFactor,
aMPDUMaxLength,
aCWmin,
aCWmax

)

Copyright © 1999 IEEE. All rights reserved. 119

135



ANSVI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Name Type Description

aSlotTime integer | The Slot Time (in ps) that the MAC will use for defining the PIFS and DIFS periods. See
9.2.10.

aSIFSTime integer | The nominal time (in ps) that the MAC and PHY will require to receive the last symbol of a
frame at the air interface, process the frame, and respond with the first symbol on the air
interface of the earliest possible response frame. See 9.2.10.

aCCATime integer | The minimum time (in ps) the CCA mechanism has available to assess the medium within
every time slot to determine whether the medium is busy or idle.

aRxTxTurn- integer | The maximum time (in us) that the PHY requires to change from receiving to transmit-

aroundTime ting the start of the first symbol. The following equation is used to derive the RxTxTurn-
aroundTime:
aTxPLCPDelay + aRxTxSwitchTime + aTxRampOnTime + aTxRFDelay.

aTxPLCPDelay integer | The nominal time (in ps) that the PLCP uses to deliver a symbol from the MAC interface
to the transmit data path of the PMD.

aRxPLCPDelay integer | The nominal time (in ps) that the PLCP uses to deliver a bit from the PMD receive path to
the MAC.

aRxTxSwitch- integer | The nominal time (in ps) that the PMD takes to switch from Receive to Transmit.

Time

aTxRampOnTime | integer | The maximum time (in ps) that the PMD takes to turn the Transmitter on.

aTxRampOffTime | integer | The nominal time (in ps) that the PMD takes to turn the Transmit Power Amplifier off.

aTxRFDelay integer | The nominal time (in ps) between the issuance of a PMD-DATA request to the PMD and
the start of the corresponding symbol at the air interface. The start of a symbol is defined
to be 1/2 symbol period prior to the center of the symbol for FH, or 1/2 chip period prior
to the center of the first chip of the symbol for DS, or 1/2 slot time prior to the center of
the corresponding slot for IR.

aRxRFDelay integer | The nominal time (in ps) between the end of a symbol at the air interface to the issuance
of a PMD-DATA .indicate to the PLCP. The end of a symbol is defined to be 1/2 symbol
period after the center of the symbol for FH, or 1/2 chip period after the center of the last
chip of the symbol for DS, or 1/2 slot time after the center of the corresponding slot for
IR.

aAirPropagation- integer | The anticipated time (in ps) it takes a transmitted signal to go from the transmitting sta-

Time tion to the receiving station.

aMACProcess- integer | The nominal time (in ps) that the MAC uses to process a frame and prepare a response to

ingDelay the frame.

aPreambleLength integer | The current PHY s Preamble Length (in ps). If the actual value of the length of the mod-
ulated preamble is not an integral number of microseconds, the value shall be rounded up
to the next higher value.

aPLCPHeader- integer | The current PHY’s PLCP Header Length (in ps). If the actual value of the length of the

Length modulated header is not an integral number of microseconds, the value shall be rounded
up to the next higher value.

aMPDUDuration- | integer | The overhead added by the PHY to the MPDU as it is transmitted through the wireless

Factor medium expressed as a scaling factor applied to the number of bits in the MPDU. The
value of aMPDUDurationFactor is generated by the following equation:
Truncate[((PPDUbits/PSDUbits)-1) x 10%)].
The total time to transmit a PPDU over the air is generated by the following equation
rounded up to the next integer us:
aPreambleLength + aPLCPHeaderLength + ( ( (aMPDUDurationFactor x 8 x PSDUoc-
tets) / 10%) + (8 x PSDUoctets) ) / data rate
where data rate is in Mbit/s.
The total time (in ps) to the beginning of any octet in a PPDU from the first symbol of the
preamble can be calculated using the duration factor in the following equation:
Truncate[aPreambleLength + aPLCPHeaderLength + ( ( (aMPDUDurationFactor x 8 x
N)/10%) + (8 x N) ) / data rate] + 1,
where data rate is in Mbit/s and where N counts the number of octets in the PPDU prior to
the desired octet, but does not count the number of octets in the preamble PLCP Header.

aMPDUMax- integer | The maximum number of octets in an MPDU that can be conveyed by a PLCPPDU.

Length

aCWmin integer | The minimum size of the contention window, in units of aSlotTime.

aCWmax integer | The maximum size of the contention window, in units of aSlotTime.
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10.4.3.3 When generated

This primitive will be issued by the PHY entity in response to a PLME-CHARACTERISTICS.request.

10.4.3.4 Effect of receipt

The receipt of this primitive provides the operational characteristics of the PHY entity.

10.4.4 PLME-DSSSTESTMODE.request
10.4.4.1 Function

This primitive requests that the DSSS PHY entity enter a test mode operation. The parameters associated
with this primitive are considered as recommendations and are optional in any particular implementation.

10.4.4.2 Semantics of the service primitive
The primitive parameters are as follows:

PLME-DSSSTESTMODE.request
TEST_ENABLE,
TEST_MODE,
SCRAMBLE_STATE,
SPREADING_STATE,

DATA_TYPE,
DATA_RATE;
)
Name Type Valid range Description
TEST_ENABLE Boolean True, false If true, enables the PHY test mode according to the
remaining parameters
TEST_MODE integer 15253 TEST_MODE selects one of three operational
states:
01 = transparent receive
02 = continuous transmit
03 = 50% duty cycle
SCRAMBLE_STATE Boolean True, false If true, sets the operational state of the scrambler to
ON
SPREADING_STATE Boolean True, false If true, selects the operational state of the chipping
DATA _TYPE integer 1253 Selects one of three data patterns to be used for the
transmit portions of the tests
DATA RATE integer 2,4 Selects between 1 and 2 Mbit/s operation
02 =1 Mbit/s
04 =2 Mbit/s

10.4.4.3 When generated
This primitive shall be generated at any time to enter the DSSS PHY test mode.
10.4.4.4 Effect of receipt

Receipt of this primitive by the PHY sublayer shall cause the DSSS PHY entity to enter the test mode of
operation.
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10.4.5 PLME-DSSSTESTOUTPUT.request

10.4.5.1 Function

This optional primitive shall be a request by the LME to enable selected test signals from the PHY. The
parameters associated with this primitive are considered as recommendations and are optional in any partic-
ular implementation.

10.4.5.2 Semantics of the service primitive

The primitive parameters are as follows:

PLME-DSSSTESTOUTPUT.request (
TEST_OUTPUT,

)

Name Type Valid range Description
TEST OUTPUT Boolean | True, false If true, enables the selected test signals for testing DS PHY

TEST_OUTPUT enables and disables selected signals for debugging and testing the PHY. Some signals that
may be available for output are PHY-TXSTART.request, PHY-RXSTART.indicate(RXVECTOR), PHY-
CCA.indicate, the chipping clock, the data clock, the symbol clock, TX data, and RX data.

10.4.5.3 When generated

This primitive shall be generated at any time to enable the test outputs when in the DSSS PHY test mode.

10.4.5.4 Effect of receipt

Receipt of this primitive by the DSSS PHY sublayer shall cause the DSSS PHY entity to enable the test
outputs using the modes set by the most recent PLME-DSSSTESTMODE .request primitive.
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11. MAC sublayer management entity

11.1 Synchronization

All STAs within a single BSS shall be synchronized to a common clock using the mechanisms defined
herein.

11.1.1 Basic approach

A timing synchronization function (TSF) keeps the timers for all STAs in the same BSS synchronized. All
STAs shall maintain a local TSF timer.

11.1.1.1 TSF for infrastructure networks

In an infrastructure network, the AP shall be the timing master and shall perform the TSF. The AP shall ini-
tialize its TSF timer independently of any simultaneously started APs in an effort to minimize the synchroni-
zation of the TSF timers of multiple APs. The AP shall periodically transmit special frames called beacons
that contain a copy of its TSF timer to synchronize the other STAs in a BSS. A receiving STA shall always
accept the timing information in beacons sent from the AP servicing its BSS. If a STA’s TSF timer is differ-
ent from the timestamp in the received beacon, the receiving STA shall set its local timer to the received
timestamp value.

Beacons shall be generated for transmission by the AP once every BeaconPeriod time units.
11.1.1.2TSF for an independent BSS (IBSS)

The TSF in an IBSS shall be implemented via a distributed algorithm that shall be performed by all of the
members of the BSS. Each STA in the BSS shall transmit beacons according to the algorithm described in
this clause. Each STA in an IBSS shall adopt the timing received from any beacon or probe response that has
a TSF value later than its own TSF timer.

11.1.2 Maintaining synchronization

Each STA shall maintain a TSF timer with modulus 264 counting in increments of microseconds. STAs
expect to receive beacons at a nominal rate. The interval between beacons is defined by the aBeaconPeriod
parameter of the STA. A STA sending a beacon shall set the value of the beacon’s timestamp so that it equals
the value of the STA’s TSF timer at the time that the first bit of the timestamp is transmitted to the PHY plus
the transmitting STA’s delays through its local PHY from the MAC-PHY interface to its interface with the
wireless medium (antenna, LED emission surface, etc.). The algorithms in this clause define a mechanism
that maintains the synchronization of the TSF timers in a BSS to within 4 pus plus the maximum propagation
delay of the PHY for PHY's of 1 Mbit/s, or greater.

11.1.2.1 Beacon generation in infrastructure networks

The AP shall define the timing for the entire BSS by transmitting beacons according to the aBeaconPeriod
attribute within the AP. This defines a series of TBTTs exactly aBeaconPeriod time units apart. Time zero is
defined to be a TBTT with the beacon being a DTIM and transmitted at the beginning of a CFP. At each
TBTT, the AP shall schedule a beacon as the next frame for transmission. If the medium is determined by the
carrier-sense mechanism (see 9.2.1) to be unavailable, the AP shall delay the actual transmission of a beacon
according to the basic medium access rules specified in Clause 9. The beacon period is included in Beacon
and Probe Response frames, and STAs shall adopt that beacon period when joining the BSS.
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NOTE—Though the transmission of a beacon may be delayed because of CSMA deferrals, subsequent beacons shall be
scheduled at the nominal beacon interval. This is shown in Figure 64.

_ Beacon Interval
- ~ | |
| ] [ I

Il mlmn ndlm =
LBeacon Transmissions) L Busy medium ;

Other Transmissions

Figure 64—Beacon transmission on a busy network

11.1.2.2 Beacon generation in an IBSS

Beacon generation in an IBSS is distributed. The beacon period is included in Beacon and Probe Response
frames, and STAs shall adopt that beacon period when joining the IBSS. All members of the IBSS partici-
pate in beacon generation. Each STA shall maintain its own TSF timer that is used for aBeaconPeriod
timing. The beacon interval within an IBSS is established by the STA that instantiates the IBSS. This defines
a series of TBTTs exactly aBeaconPeriod time units apart. Time zero is defined to be a TBTT. Ateach TBTT
the STA shall

a)  Suspend the decrementing of the backoff timer for any pending non-beacon or non-ad hoc traffic indica-
tion (ATIM) transmission,

b) Calculate a random delay uniformly distributed in the range between zero and twice aCWmin
X aSlotTime,

c)  Wait for the period of the random delay, decrementing the random delay timer using the same algo-
rithm as for backoff,

d) Cancel the remaining random delay and the pending beacon transmission, if a beacon arrives before
the random delay timer has expired, and the ATM backoff timer shall resume decrementing.

e) Send a beacon if the random delay has expired and no beacon has arrived during the delay period.

(See Figure 65.)

The beacon transmission shall always occur during the Awake Period of STAs that are operating in a low-
power mode. This is described in more detail in 11.2.

11.1.2.3 Beacon reception

STAs shall use information from the CF Parameter Set element of all received Beacon frames to update their
NAV as specified in 9.3.2.2.

STAs in an infrastructure network shall only use other information in received Beacon frames, if the BSSID
field is equal to the MAC address currently in use by the STA contained in the AP of the BSS.

STAs in an IBSS shall use other information in any received Beacon frame for which the IBSS subfield of
the Capability field is set to 1 and the content of the SSID element is equal to the SSID of the IBSS. Use of
this information is specified in 11.1.4.
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Figure 65—Beacon transmission in an IBSS

11.1.2.4 TSF timer accuracy

Upon receiving a Beacon frame with a valid FCS and BSSID or SSID, as described in 11.1.2.3, a STA shall
update its TSF timer according to the following algorithm: The received timestamp value shall be adjusted
by adding an amount equal to the receiving STA’s delay through its local PHY components plus the time
since the first bit of the timestamp was received at the MAC/PHY interface. In the case of an infrastructure
BSS, the STA’s TSF timer shall then be set to the adjusted value of the timestamp. In the case of an IBSS, the
STA’s TSF timer shall be set to the adjusted value of the received timestamp, if the adjusted value of the
timestamyp is later than the value of the STA’s TSF timer. The accuracy of the TSF timer shall be +0.01%.

11.1.3 Acquiring synchronization, scanning

A STA shall operate in either a Passive Scanning mode or an Active Scanning mode depending on the
current value of the ScanMode parameter of the MLME-SCAN.request primitive.

Upon receipt of the MLME-SCAN.request primitive, a STA shall perform scanning. The SSID parameter
indicates the SSID for which to scan. To become a member of a particular ESS using passive scanning, a
STA shall scan for Beacon frames containing that ESS’s SSID, returning all Beacon frames matching the
desired SSID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primitive
with the appropriate bits in the Capabilities Information field indicating whether the beacon came from an
Infrastructure BSS or IBSS. To actively scan, the STA shall transmit Probe frames containing the desired
SSID. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the
BSS information received.

Upon receipt of an MLME-JOIN .request, the STA will join a BSS by adopting the BSSID, TSF timer value,
PHY parameters, and the beacon period specified in the request.

Upon receipt of an MLME-SCAN.request with the broadcast SSID, the STA shall passively scan for any
Beacon frames, or actively transmit Probe frames containing the broadcast SSID, as appropriate depending
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upon the value of ScanMode. Upon completion of scanning, an MLME-SCAN.confirm is issued by the
MLME indicating all of the BSS information received.

If a STA’s scanning does not result in finding a BSS with the desired SSID and of the desired type, or does
not result in finding any BSS, the STA may start an IBSS upon receipt of the MLME-START.request.

A STA may start its own BSS without first scanning for a BSS to join.

When a STA starts a BSS, that STA shall determine the BSSID of the BSS. If the BSSType indicates an infra-
structure BSS, then the STA shall start an infrastructure BSS and the BSSID shall be equal to the STA’s
dot11StationID. The value of the BSSID shall remain unchanged, even if the value of dot11StationID is changed
after the completion of the MLME-Start.request. If the BSSType indicates an IBSS, the STA shall start an IBSS,
and the BSSID shall be an individual locally administered IEEE MAC address as defined in 5.2 of IEEE Std
802-1990. The remaining 46 bits of that MAC address shall be a number selected in a manner that minimizes the
probability of STAs generating the same number, even when those STAs are subjected to the same initial condi-
tions. The value SSID parameter shall be used as the SSID of the new BSS. It is important that designers recog-
nize the need for statistical independence among the random number streams among STAs.

11.1.3.1 Passive scanning

If a ScanType is passive, the STA shall listen to each channel scanned for no longer than a maximum dura-
tion defined by the ChannelTime parameter.

11.1.3.2 Active scanning

Active scanning involves the generation of Probe frames and the subsequent processing of received Probe
Response frames. The details of the active scanning procedures are as specified in the following subclauses.

11.1.3.2.1 Sending a probe response

STAs, subject to criteria below, receiving Probe Request frames shall respond with a probe response only if
the SSID in the probe request is the broadcast SSID or matches the specific SSID of the STA. Probe
Response frames shall be sent as directed frames to the address of the STA that generated the probe request.
The probe response shall be sent using normal frame transmission rules. An AP shall respond to all probe
requests meeting the above criteria. In an IBSS, the STA that generated the last beacon shall be the STA that
responds to a probe request.

In each BSS there shall be at least one STA that is awake at any given time to respond to probe requests. A
STA that sent a beacon shall remain in the Awake state and shall respond to probe requests until a Beacon
frame with the current BSS ID is received. If the STA is an AP, it shall always remain in the Awake state and
always respond to probe requests. There may be more than one STA in an IBSS that responds to any given
probe request, particularly in cases where more than one STA transmitted a Beacon frame following the
most recent TBTT, either due to not receiving successfully a previous beacon or due to collisions between
beacon transmissions.

11.1.3.2.2 Active scanning procedure

Upon receipt of the MLME-SCAN.request with ScanType indicating an active scan, a STA shall use the
following procedure:

For each channel to be scanned,

a)  Wait until the ProbeDelay time has expired or a PHYRxStart.indication has been received;
b)  Perform the Basic Access procedure as defined in 9.2.5.1;
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¢)  Send a probe with the broadcast destination, SSID, and broadcast BSSID;

d) Clear and start a ProbeTimer;

e) If PHYCCA.indication (busy) has not been detected before the ProbeTimer reaches MinChannel-
Time, then clear NAV and scan the next channel, else when ProbeTimer reaches MaxChannelTime,
process all received probe responses;

f)  Clear NAV and scan the next channel.

See Figure 66.
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Figure 66—Probe response

When all channels in the ChannelList have been scanned, the MLME shall issue an MLME-Scan.confirm
with the BSSDescriptionSet containing all of the information gathered during the scan.

11.1.3.3 Initializing a BSS
Upon receipt of an MLME-Start.request, a STA shall determine the BSS’s BSSID (as described in 11.1.3),

select channel synchronization information, select a beacon period, initialize and start its TSF timer, and
begin transmitting beacons.

11.1.3.4 Synchronizing with a BSS

Upon receipt of an MLME-Join.request, a STA shall adopt the BSSID, channel synchronization information,
and TSF timer value of the parameters in the request. Upon receipt of a Beacon frame from the BSS, the
MLME shall issue an MLME-Join.confirm indicating the operation was successful. If the JoinFailureTime-

out expires prior to the receipt of a Beacon frame from the BSS, the MLME shall issue an MLME-
Join.confirm indicating the operation was unsuccessful.

11.1.4 Adjusting STA timers

In the infrastructure network, STAs shall always adopt the timer in a beacon or probe response coming from
the AP in their BSS.

In an IBSS, a STA shall always adopt the information in the contents of a Beacon or Probe Response frame
when that frame contains a matching SSID and the value of the time stamp is later than the STA’s TSF timer.
In response to an MLME-Join.request, a STA shall initialize its TSF timer to 0 and shall not transmit a
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beacon or probe response until it hears a beacon or probe response from a member of the IBSS with a match-
ing SSID.

All Beacon and Probe Response frames carry a Timestamp field. A STA receiving such a frame from another
STA in an IBSS with the same SSID shall compare the Timestamp field with its own TSF time. If the Timestamp
field of the received frame is later than its own TSF time, the STA shall adopt all parameters contained in the
Beacon frame.

11.1.5 Timing synchronization for frequency-hopping (FH) PHYs
NOTE—This subclause pertains only to STAs using an FH PHY.

The TSF described here provides a mechanism for STAs in an FH system to synchronize their transitions
from one channel to another (their “hops™). Every STA shall maintain a table of all of the hopping sequences
that are used in the system. All of the STAs in a BSS shall use the same hopping sequence. Each beacon and
probe response includes the channel synchronization information necessary to determine the hop pattern and
timing for the BSS.

STAs shall use their TSF timer to time the aCurrentDwellTime. The aCurrentDwellTime is the length of
time that STAs shall stay on each frequency in their hopping sequence. Once STAs are synchronized, they
have the same TSF timer value.

STAs in the BSS shall issue an appropriate PLME service primitive for the PHY in use to tune to the next
frequency in the hopping sequence whenever

TSF timer MOD aCurrentDwellTime = 0

11.2 Power management
11.2.1 Power management in an infrastructure network

STAs changing Power Management mode shall inform the AP of this fact using the Power Management bits
within the Frame Control field of transmitted frames. The AP shall not arbitrarily transmit MSDUs to STAs
operating in a power-save (PS) mode, but shall buffer MSDUs and only transmit them at designated times.

The STAs that currently have buffered MSDUs within the AP are identified in a traffic indication map
(TIM), which shall be included as an element within all beacons generated by the AP. A STA shall determine
that an MSDU is buffered for it by receiving and interpreting a TIM.

STAs operating in PS modes shall periodically listen for beacons, as determined by the STA’s ListenInterval
and ReceiveDTIMs parameters of the MLME-Power-Mgt.request primitive.

In a BSS operating under the DCF, or during the contention period of a BSS using the PCF, upon determin-
ing that an MSDU is currently buffered in the AP, a STA operating in the PS mode shall transmit a short PS-
Poll frame to the AP, which shall respond with the corresponding buffered MSDU immediately, or acknowl-
edge the PS-Poll and respond with the corresponding MSDU at a later time. If the TIM indicating the buff-
ered MSDU is sent during a contention-free period (CFP), a CF-Pollable STA operating in the PS mode does
not send a PS-Poll frame, but remains active until the buffered MSDU is received (or the CFP ends). If any
STA in its BSS is in PS mode, the AP shall buffer all broadcast and multicast MSDUs and deliver them to all
STAs immediately following the next Beacon frame containing a delivery TIM (DTIM) transmission.
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A STA shall remain in its current Power Management mode until it informs the AP of a Power Management
mode change via a successful frame exchange. Power Management mode shall not change during any single
frame exchange sequence, as described in 9.7.

11.2.1.1 STA Power Management modes

A STA may be in one of two different power states:

— Awake: STA is fully powered.
— Doze: STA is not able to transmit or receive and consumes very low power.

The manner in which a STA transitions between these two power states shall be determined by the STA’s
Power Management mode. These modes are summarized in Table 23.

The Power Management mode of a STA is selected by the PowerManagementMode parameter of the
MLME-POWERMGT.request. Once the STA updates its Power Management mode, the MLME shall issue
an MLME-POWERMGT.confirm indicating the success of the operation.

Table 23—Power Management modes

Active mode or AM STA may receive frames at any time. In Active mode, a STA shall be in the
Awake state. A STA on the polling list of a PCF shall be in Active mode for
the duration of the CFP.

Power Save or PS STA listens to selected beacons (based upon the ListenInterval parameter of the

MLME-Associate.request primitive) and sends PS-Poll frames to the AP if the
TIM element in the most recent beacon indicates a directed MSDU buffered for
that STA. The AP shall transmit buffered directed MSDUs to a PS STA only in
response to a PS-Poll from that STA, or during the CFP in the case of a CF-Pol-
lable PS STA. In PS mode, a STA shall be in the Doze state and shall enter the
Awake state to receive selected beacons, to receive broadcast and multicast
transmissions following certain received beacons, to transmit, and to await
responses to transmitted PS-Poll frames or (for CF-Pollable STAs) to receive
contention-free transmissions of buffered MSDUs.

To change Power Management modes, a STA shall inform the AP through a successful frame exchange initi-
ated by the STA. The Power Management bit in the Frame Control field of the frame sent by the STA in this
exchange indicates the Power Management mode that the STA shall adopt upon successful completion of the
entire frame exchange.

A STA that is changing from Doze to Awake in order to transmit shall perform clear channel assessment
(CCA) until a frame sequence is detected by which it can correctly set its NAV, or until a period of time
equal to the ProbeDelay has transpired.

11.2.1.2 AP TIM transmissions

The TIM shall identify the STAs for which traffic is pending and buffered in the AP. This information is
coded in a partial virtual bitmap, as described in 7.3.2.6. In addition, the TIM contains an indication whether
broadcast/multicast traffic is pending. Every STA is assigned an Association ID code (AID) by the AP as
part of the association process. AID 0 (zero) is reserved to indicate the presence of buffered broadcast/multi-
cast MSDUs. The AP shall identify those STAs for which it is prepared to deliver buffered MSDUs by
setting bits in the TIM’s partial virtual bitmap that correspond to the appropriate SIDs.
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11.2.1.3TIM types

Two different TIM types are distinguished: TIM and DTIM. After a DTIM, the AP shall send out the buff-
ered broadcast/multicast MSDUs using normal frame transmission rules, before transmitting any unicast
frames.

The AP shall transmit a TIM with every beacon. Every DTIMPeriod, a TIM of type “DTIM” is transmitted
within a beacon, rather than an ordinary TIM.

Figure 67 illustrates the AP and STA activity under the assumption that a DTIM is transmitted once every
three TIMs. The top line in Figure 67 represents the time axis, with the beacon interval shown together with
a DTIM Interval of three beacon intervals. The second line depicts AP activity. The AP schedules beacons
for transmission every beacon interval, but the beacons may be delayed if there is traffic at the TBTT. This is
indicated as “busy medium” on the second line. For the purposes of this figure, the important fact about
beacons is that they contain TIMs, some of which may be DTIMs. Note that the second STA with
ReceiveDTIMs set to false does not power up its receiver for all DTIMs.

The third and fourth lines in Figure 67 depict the activity of two STAs operating with different power
management requirements. Both STAs power-on their receivers whenever they need to listen for a TIM. This
is indicated as a ramp-up of the receiver power prior to the TBTT. The first STA, for example, powers up its
receiver and receives a TIM in the first beacon; that TIM indicates the presence of a buffered MSDU for the
receiving STA. The receiving STA then generates a PS-Poll frame, which elicits the transmission of the buff-
ered data MSDU from the AP. Broadcast and multicast MSDUs are sent by the AP subsequent to the trans-
mission of a beacon containing a DTIM. The DTIM is indicated by the DTIM count field of the TIM element
having a value of 0.
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Figure 67—Infrastructure power management operation (no PCF operating)

11.2.1.4 AP operation during the contention period

APs shall maintain a Power Management status for each currently associated STA that indicates in which
Power Management mode the STA is currently operating. An AP shall, depending on the Power Manage-
ment mode of the STA, temporarily buffer the MSDU or management frame destined to the STA. No
MSDUs or management frames received for STAs operating in the Active mode shall be buffered for power
management reasons.
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a)

b)
<)

d)

g

h)

MSDUs, or management frames destined for PS STAs, shall be temporarily buffered in the AP. The
algorithm to manage this buffering is beyond the scope of this standard.

MSDUs, or management frames destined for STAs in the Active mode, shall be directly transmitted.
At every beacon interval, the AP shall assemble the partial virtual bitmap containing the buffer status
per destination for STAs in the PS mode, and shall send this out in the TIM field of the beacon. The
bit for AID 0 (zero) shall be set whenever broadcast or multicast traffic is buffered.

All broadcast/multicast MSDUs, with the Order bit in the Frame Control field clear, shall be buff-
ered if any associated STAs are in PS mode.

Immediately after every DTIM, the AP shall transmit all buffered broadcast/multicast MSDUs. The
More Data field of each broadcast/multicast frame shall be set to indicate the presence of further
buffered broadcast/multicast MSDUs. If the AP is unable to transmit all of the buffered broadcast/
multicast MSDUSs before the TBTT following the DTIM, the AP shall indicate that it will continue
to deliver the broadcast/multicast MSDUs by setting the bit for AID 0 (zero) of the TIM element of
every Beacon frame, until all buffered broadcast/multicast frames have been transmitted.

A single buffered MSDU or management frame for a STA in the PS mode shall be forwarded to the
STA after a PS-Poll has been received from that STA. The More Data field shall be set to indicate the
presence of further buffered MSDUs or management frames for the polling STA. Further PS-Poll
frames from the same STA shall be acknowledged and ignored until the MSDU or management
frame has either been successfully delivered, or presumed failed due to maximum retries being
exceeded. This prevents a retried PS-Poll from being treated as a new request to deliver a buffered
frame.

An AP shall have an aging function to delete pending traffic when it is buffered for an excessive time
pertod.

Whenever an AP is informed that a STA changes to the Active mode, then the AP shall send buffered
MSDUs and management frames (if any exist) to that STA without waiting for a PS-Poll.

11.2.1.5 AP operation during the CFP

APs shall maintain a Power Management status for each currently associated CF-Pollable STA that indicates
in which Power Management mode the STA is currently operating. An AP shall, for STAs in PS mode,
temporarily buffer the MSDU destined to the STA.

a)

b)
c)

d)

MSDUs destined for PS STAs shall be temporarily buffered in the AP. The algorithm to manage this
buffering is beyond the scope of this standard.

MSDU s destined to STAs in the Active mode shall be transmitted as defined in Clause 9.

Prior to every CFP, and at each beacon interval within the CFP, the AP shall assemble the partial
virtual bitmap containing the buffer status per destination for STAs in the PS mode, set the bits in the
partial virtual bitmap for STAs the point coordinator (PC) is intending to poll during this CFP, and
shall send this out in the TIM field of the DTIM. The bit for AID 0 (zero) shall be set whenever
broadcast or multicast traffic is buffered.

All broadcast and multicast MSDUSs, with the Order bit in the Frame Control field clear, shall be
buffered if any associated STAs are in the PS mode, whether or not those STAs are CF-Pollable.
Immediately after every DTIM (Beacon frame with DTIM Count field of the TIM element equal to
zero), the AP shall transmit all buffered broadcast and multicast frames. The More Data field shall be
set to indicate the presence of further buffered broadcast/multicast MSDUs. If the AP is unable to
transmit all of the buffered broadcast/multicast MSDUs before the TBTT following the DTIM, the
AP shall indicate that it will continue to deliver the broadcast/multicast MSDUSs by setting the bit for
AID 0 (zero) of the TIM element of every Beacon frame, until all buffered broadcast/multicast
frames have been transmitted.

Buffered MSDUs or management frames for STAs in the PS mode shall be forwarded to the CF-
Pollable STAs under control of the PC. Transmission of these buffered MSDUs or management
frames shall begin immediately after transmission of buffered broadcast and multicast frames (if
any), and shall occur in order by increasing AID of CF-Pollable STAs. A CF-Pollable STA for which
the TIM element of the most recent beacon indicated buffered MSDUs or management frames shall
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g)

h)

be in the Awake state at least until the receipt of a directed frame from the AP in which the Frame
Control field does not indicate the existence of more buffered MSDUs or management frames. After
acknowledging the last of the buffered MSDUs or management frames, the CF-Pollable STA operat-
ing in the PS mode may enter the Doze state until the next DTIM is expected.

An AP shall have an aging function to delete pending traffic buffered for an excessive time period.
The exact specification of the aging function is beyond the scope of this standard.

Whenever an AP detects that a CF-Pollable STA has changed from the PS mode to the Active mode,
then the AP shall queue any buffered frames addressed to that STA for transmission to that CF-
Pollable STA as directed by the AP’s PC function (PCF).

11.2.1.6 Receive operation for STAs in PS mode during the contention period

STAs in PS mode shall operate as follows to receive an MSDU or management frame from the AP when no
PC is operating and during the contention period when a PC is operating.

a)

b)

<)

d)

€)

STAs shall wake up early enough to be able to receive the next scheduled beacon after ListenInterval
from the last TBTT.

When a STA detects that the bit corresponding to its AID is set in the TIM, the STA shall issue a PS-
Poll to retrieve the buffered MSDU or management frame. If more than one bit is set in the TIM, the
PS-Poll shall be transmitted after a random delay uniformly distributed between zero and aCWmin.

The STA shall remain in the Awake state until it receives the response to its poll, or it receives
another beacon whose TIM indicates that the AP does not have any MSDUs or management frames
buffered for this STA. If the bit corresponding to the STA’s AID is set in the subsequent TIM, the
STA shall issue another PS-Poll to retrieve the buffered MSDU or management frame(s).

If the More Data field in the received MSDU or management frame indicates that more traffic for
that STA is buffered, the STA, at its convenience, shall Poll until no more MSDUs or management
frames are buffered for that STA.

When ReceiveDTIMs is true, the STA shall wake up early enough to be able to receive every DTIM.
A STA receiving broadcast/multicast MSDUs shall remain awake until the More Data field of the
broadcast/multicast MSDU s indicates there are no further buffered broadcast/multicast MSDUSs, or
until a TIM is received indicating there are no more buffered broadcast/multicast MSDUs.

11.2.1.7 Receive operation for STAs in PS mode during the CFP

STAs in PS mode that are associated as CF-Pollable shall operate as follows in a BSS with an active PC to
receive MSDUs or management frames from the AP during the CFP:

a)

b)

<)

d)

132

STAs shall enter the Awake state so as to receive the Beacon frame (which contains a DTIM) at the
start of each CFP.

To receive broadcast/multicast MSDUs, the STA shall wake up early enough to be able to receive
every DTIM that may be sent during the CFP. A STA receiving broadcast/multicast MSDUs shall
remain awake until the More Data field of the broadcast/multicast MSDUs indicates there are no
further buffered broadcast/multicast MSDUs, or until a TIM is received indicating there are no more
broadcast/multicast MSDUs buffered.

When a STA detects that the bit corresponding to its AID is set in the DTIM at the start of the CFP
(or in a subsequent TIM during the CFP), the STA shall remain in the Awake state for at least that
portion of the CFP through the time that the STA receives a directed MSDU or management frame
from the AP with the More Data field in the Frame Control field indicating that no further traffic is
buffered.

If the More Data field in the Frame Control field of the last MSDU or management frame received
from the AP indicates that more traffic for the STA is buffered, then, when the CFP ends, the STA
may remain in the Awake state and transmit PS-Poll frames during the contention period to request
the delivery of additional buffered MSDU or management frames, or may enter the Doze state
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during the contention period {(except at TBTTs for DTIMs expected during the contention period),
awaiting the start of the next CFP.

11.2.1.8 STAs operating in the Active mode

A STA operating in this mode shall have its receiver activated continuously; it does not need to interpret the
traffic announcement part of the beacons.

11.2.1.9 AP aging function

The AP shall have an aging function to delete buffered traffic when it has been buffered for an excessive
period of time. That function shall be based on the ListenInterval parameter of the MLME-Associate.request
primitive of the STA for which the traffic is buffered. The AP aging function shall not cause the buffered traf-
fic to be discarded after any period that is shorter than the ListenInterval of the STA for which the traffic is
buffered. The exact specification of the aging function is beyond the scope of this standard.

11.2.2 Power management in an IBSS
This subclause specifies the power management mechanism for use within an IBSS.
11.2.2.1 Basic approach

The basic approach is similar to the infrastructure case in that the STAs are synchronized, and multicast
MSDUs and those MSDUs that are to be transmitted to a power-conserving STA are first announced during
a period when all STAs are awake. The announcement is done via an ad hoc traffic indication message
(ATIM). A STA in the PS mode shall listen for these announcements to determine if it needs to remain in the
awake state.

When an MSDU is to be transmitted to a destination STA that is in a PS mode, the transmitting STA first
transmits an ATIM frame during the ATIM Window, in which all the STAs including those operating in a PS
mode are awake. The ATIM Window is defined as a specific period of time, defined by aATIMWindow,
following a TBTT, during which only Beacon or ATIM frames shall be transmitted. ATIM transmission
times are randomized, after a Beacon frame is either transmitted or received by the STA, using the backoff
procedure with the contention window equal to aCWminx. Directed ATIMs shall be acknowledged. If a STA
transmitting a directed ATIM does not receive an acknowledgment, the STA shall execute the backoff proce-
dure for retransmission of the ATIM. Multicast ATIMs shall not be acknowledged.

If a STA receives a directed ATIM frame during the ATIM Window, it shall acknowledge the directed ATIM
and stay awake for the entire beacon interval waiting for the announced MSDU(s) to be received. If a STA
does not receive an ATIM, it may enter the Doze state at the end of the ATIM Window. Transmissions of
MSDUs announced by ATIMs are randomized after the ATIM Window, using the backoff procedure
described in Clause 9.

It is possible that an ATIM may be received from more than one STA, and that a STA that receives an ATIM
may receive more than a single MSDU from the transmitting STA. ATIM frames are only addressed to the
destination STA of the MSDU.

An ATIM for a broadcast or multicast MSDU shall have a destination address identical to that of the MSDU.
After the ATIM interval, only those directed MSDUs that have been successfully announced with an
acknowledged ATIM, and broadcast/multicast MSDUs that have been announced with an ATIM, shall be

transmitted to STAs in the PS mode. Transmission of these frames shall be done using the normal DCF
access procedure.
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Figure 68 illustrates the basic power-save operation.
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Figure 68—Power management in an IBSS—Basic operation

The estimated power-saving state of another STA may be based on the power management information
transmitted by that STA and on additional information available locally, such as a history of failed transmis-
sion attempts. The use of RTS/CTS in an IBSS may reduce the number of transmissions to a STA that is in
PS mode. If an RTS is sent and a CTS is not received, the transmitting STA may assume that the destination
STA is in PS mode. The method of estimating the power management state of other STAs in the IBSS is out-
side the scope of this standard.

11.2.2.2 Initialization of power management within an IBSS

The following procedure shall be used to initialize power management within a new IBSS, or to learn about
the power management being used within an existing IBSS.

a) A STA joining an existing IBSS by the procedure in 11.1.3.3 shall update its ATIM Window with the
value contained in the ATIM Window field of the IBSS Parameter Set element within the Beacon or
Probe Response management frame received during the scan procedure.

b) A STA creating a new IBSS by the procedure in 11.1.3.3 shall set the value of the ATIM Window
field of the IBSS Parameter Set element within the Beacon management frames transmitted to the

value of its ATIM Window.
¢) The start of the ATIM Window shall be the TBTT, defined in 11.1.2.2. The end of the ATIM Window
shall be defined as
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TSF timer MOD BeaconlInterval = ATIMWindow.
d) The ATIM Window period shall be static during the lifetime of the IBSS.

e) An ATIM Window value of zero shall indicate that power management is not in use within the IBSS.
11.2.2.3 STA power state transitions

A STA may enter PS mode if and only if the value of the ATIM Window in use within the IBSS is greater
than zero. A STA shall set the Power Management subfield in the Frame Control field of MSDUs that it
transmits according to the procedure in 7.1.3.1.7.

A STA in PS mode shall transition between Awake and Doze states according to the following rules:

a) Ifa STA is operating in PS mode, it shall enter the Awake state prior to each TBTT.

b) If a STA receives a directed ATIM management frame containing its individual address, or a multi-
cast ATIM management frame during the ATIM Window it shall remain in the Awake state until the
end of the next ATIM Window.

c) Ifa STA transmits a Beacon or an ATIM management frame, it shall remain in the Awake state until the
end of the next ATIM Window regardless of whether an acknowledgment is received for the ATIM.

d) If the STA has not transmitted an ATIM and does not receive either a directed ATIM management
frame containing its individual address, or a multicast ATIM management frame during the ATIM
Window, it may return to the Doze state following the end of the current ATIM Window.

11.2.2.4 ATIM and frame transmission

If power management is in use within an IBSS, all STAs shall buffer MSDUs for STAs that are known to be
in PS mode. The algorithm used for the estimation of the power management state of STAs within the IBSS
is outside the scope of this standard. MSDUs may be sent to STAs in Active mode at any valid time.

a) Following the reception or transmission of the beacon, during the ATIM Window, the STA shall
transmit a directed ATIM management frame to each STA for which it has one or more buffered
unicast MSDUs. If the STA has one or more buffered multicast MSDUs, with the Strictly Ordered
bit clear, it shall transmit an appropriately addressed multicast ATIM frame. A STA transmitting an
ATIM management frame shall remain awake for the entire current beacon interval.

b)  All STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first ATIM fol-
lowing the beacon. All remaining ATIMs shall be transmitted using the conventional DCF access
procedure.

c) ATIM management frames shall only be transmitted during the ATIM Window.

d) A STA shall transmit no frame types other than RTS, CTS, and ACK Control frames and Beacon and
ATIM management frames during the ATIM Window.

e) Directed ATIM management frames shall be acknowledged. If no acknowledgment is received, the
ATIM shall be retransmitted using the conventional DCF access procedure. Multicast ATIM
management frames shall not be acknowledged.

f)  If a STA is unable to transmit an ATIM during the ATIM Window, for example due to contention
with other STAs, the STA shall retain the buffered MSDU(s) and attempt to transmit the ATIM
during the next ATIM Window.

g) Immediately following the ATIM Window, a STA shall begin transmission of buffered broadcast/
multicast frames for which an ATIM was previously transmitted. Following the transmission of any
broadcast/multicast frames, any MSDUs and management frames addressed to STAs for which an
acknowledgment for a previously transmitted ATIM frame was received shall be transmitted. All
STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first frame following
the ATIM Window. All remaining frames shall be transmitted using the conventional DCF access
procedure.
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h) A buffered MSDU may be transmitted using fragmentation. If an MSDU has been partially transmit-
ted when the next beacon frame is sent, the STA shall retain the buffered MSDU and announce the
remaining fragments by transmitting an ATIM during the next ATIM Window.

i)  If an STA is unable to transmit a buffered MSDU during the beacon interval in which it was
announced, for example due to contention with other STAs, the STA shall retain the buffered MSDU
and announce the MSDU again by transmitting an ATIM during the next ATIM Window.

j)  Following the transmission of all buffered MSDUs, a STA may transmit MSDUs without announce-
ment to STAs that are known to be in the Awake state for the current beacon interval due to an appro-
priate ATIM management or Beacon frame having been transmitted or received.

k) A STA may discard frames buffered for later transmission to power-saving STAs if the STA deter-
mines that the frame has been buffered for an excessive amount of time or if other conditions inter-
nal to the STA implementation make it desirable to discard buffered frames (for example, buffer
starvation). In no case shall a frame be discarded that has been buffered for less than aBeaconPeriod.
The algorithm to manage this buffering is beyond the scope of this standard.

11.3 Association and reassociation
This subclause defines how a STA associates and reassociates with an AP.
11.3.1 STA association procedures

Upon receipt of an MLME-ASSOCIATE .request, a STA shall associate with an AP via the following proce-
dure:

a) The STA shall transmit an association request to an AP with which that STA is authenticated.

b) If an Association Response frame is received with a status value of “successful,” the STA is now
associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the
successful completion of the operation.

¢) Ifan Association Response frame is received with a status value other than “successful” or the Asso-
ciateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an
MLME-ASSOCIATE.confirm indicating the failure of the operation.

11.3.2 AP association procedures
An AP shall operate as follows in order to support the association of STAs.
a)  Whenever an Association Request frame is received from a STA and the STA is authenticated, the
AP shall transmit an association response with a status code as defined in 7.3.1.9. If the status value

is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

b)  When the association response with a status value of “successful” is acknowledged by the STA, the
STA is considered to be associated with this AP.
¢) The AP shall inform the distribution system (DS) of the association and the MLME shall issue an
MLME-ASSOCIATE .indication.
11.3.3 STA reassociation procedures

Upon receipt of an MLME-REASSOCIATE .request, a STA shall reassociate with an AP via the following
procedure:

a) The STA shall transmit a Reassociation Request frame to an AP.
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b)

c)

If a Reassociation Response frame is received with a status value of “successful,” the STA is now
associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating
the successful completion of the operation.

If a Reassociation Response frame is received with a status value other than “successful” or the
ReassociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall
issue an MLME-REASSOCIATE.confirm indicating the failure of the operation.

11.3.4 AP reassociation procedures

An AP shall operate as follows in order to support the reassociation of STAs.

a)

b)

Whenever a Reassociation Request frame is received from a STA and the STA is authenticated, the
AP shall transmit a reassociation response with a status value as defined in 7.3.1.9. If the status value
is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

When the reassociation response with a status value of “successful” is acknowledged by the STA,
the STA is considered to be associated with this AP.

The AP shall inform the DS of the reassociation and the MLME shall issue an MLME-
REASSOCIATE.indication.

11.4 Management information base (MIB) definitions

The MIB comprises the managed objects, attributes, actions, and notifications required to manage a station.
The definition of these managed objects, attributes, actions, and notifications, as well as their structure, is
presented in Annex D.
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12. Physical layer (PHY) service specification

12.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC are described in this clause. Different
PHYs are defined as part of the IEEE 802.11 standard. Each PHY can consist of two protocol functions as
follows:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC sublayer
protocol data units (MPDUs) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and
receiving data through, a wireless medium (WM) between two or more STAs.

Each PMD sublayer may require the definition of a unique PLCP. If the PMD sublayer already provides the
defined PHY services, the physical layer convergence function might be null.

12.2 PHY functions

The protocol reference model for the IEEE 802.11 architecture is shown in Figure 11. Most PHY definitions
contain three functional entities: the PMD function, the physical layer convergence function, and the layer
management function.

The PHY service is provided to the MAC entity at the STA through a service access point (SAP), called the
PHY-SAP, as shown in Figure 11. A set of primitives might also be defined to describe the interface between
the physical layer convergence protocol sublayer and the PMD sublayer, called the PMD-SAP.

12.3 Detailed PHY service specifications
12.3.1 Scope and field of application

The services provided by the PHY to the IEEE 802.11 MAC are specified in this subclause. These services are
described in an abstract way and do not imply any particular implementation or exposed interface.

12.3.2 Overview of the service

The PHY function as shown in Figure 11 1s separated into two sublayers: the PLCP sublayer and the PMD
sublayer. The function of the PLCP sublayer is to provide a mechanism for transferring MPDUs between
two or more STAs over the PMD sublayer.

12.3.3 Overview of interactions

The primitives associated with communication between the IEEE 802.11 MAC sublayer and the IEEE
802.11 PHY fall into two basic categories:

a)  Service primitives that support MAC peer-to-peer interactions;
b)  Service primitives that have local significance and support sublayer-to-sublayer interactions.
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12.3.4 Basic service and options
All of the service primitives described here are considered mandatory unless otherwise specified.
12.3.4.1 PHY-SAP peer-to-peer service primitives

Table 24 indicates the primitives for peer-to-peer interactions.

Table 24—PHY-SAP peer-to-peer service primitives

Primitive Request Indicate Confirm

PHY-DATA X X X

12.3.4.2 PHY-SAP sublayer-to-sublayer service primitives

Table 25 indicates the primitives for sublayer-to-sublayer interactions.

Table 25—PHY-SAP sublayer-to-sublayer service primitives

Primitive Request Indicate Confirm
PHY-TXSTART X X
PHY-TXEND X X
PHY-CCARESET X X
PHY-CCA
PHY-RXSTART
PHY-RXEND X

12.3.4.3 PHY-SAP service primitives parameters

Table 26 shows the parameters used by one or more of the PHY-SAP service primitives.

Table 26—PHY-SAP service primitive parameters

Parameter Associated primitive Value
DATA PHY-DATA request Octet value X'00'—X'FF'
PHY-DATA .indication

TXVECTOR PHY-TXSTART.request A set of parameters

STATUS PHY-CCA .indication BUSY, IDLE

RXVECTOR PHY-RXSTART.indication A set of parameters

RXERROR PHY-RXEND.indication NoError, FormatViolation, Carrier-
Lost, UnsupportedRate
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12.3.4.4 Vector descriptions

Several service primitives include a parameter vector. This vector is a list of parameters that may vary
depending on the PHY type. Table 27 lists the parameter values required by the MAC or PHY in each of the
parameter vectors. Parameters in the vectors that are management rather than MAC may be specific to the
PHY and are listed in the clause covering that PHY.

Table 27—Vector descriptions

Parameter Associate vector Value

DATARATE TXVECTOR, RXVECTOR PHY dependent. The name of the
field used to specify the Tx data rate
and report the Rx data rate may vary
for different PHYs.

LENGTH TXVECTOR, RXVECTOR PHY dependent

12.3.5 PHY-SAP detailed service specification
The following subclause describes the services provided by each PHY sublayer primitive.
12.3.5.1 PHY-DATA.request
12.3.5.1.1 Function
This primitive defines the transfer of an octet of data from the MAC sublayer to the local PHY entity.
12.3.5.1.2 Semantics of the service primitive
The primitive provides the following parameters:
PHY-DATA .request (DATA)
The DATA parameter is an octet of value X'00' through X'FF".
12.3.5.1.3 When generated
This primitive is generated by the MAC sublayer to transfer an octet of data to the PHY entity. This primitive
can only be issued following a transmit initialization response (PHY-TXSTART.confirm) from the PHY
layer.

12.3.5.1.4 Effect of receipt

The receipt of this primitive by the PHY entity causes the PLCP transmit state machine to transmit an octet
of data. When the PHY entity receives the octet, it will issue a PHY-DATA .confirm to the MAC sublayer.

12.3.5.2 PHY-DATA.indication
12.3.5.2.1 Function

This primitive indicates the transfer of data from the PHY sublayer to the local MAC entity.

140 Copyright © 1999 IEEE. All rights reserved.

156



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edition
12.3.5.2.2 Semantics of the service primitive
The primitive provides the following parameters:
PHY-DATA .indication (DATA)
The DATA parameter is an octet of value X'00' through X'FF'.
12.3.5.2.3 When generated

The PHY-DATA .indication is generated by a receiving PHY entity to transfer the received octet of data to the
local MAC entity. The time between receipt of the last bit of the provided octet from the wireless medium
and the receipt of this primitive by the MAC entity will be the sum of aRXRFDelay + aRxPLCPDelay.

12.3.5.2.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
12.3.5.3 PHY-DATA.confirm

12.3.5.3.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm the transfer of data from the
MAC entity to the PHY sublayer.

12.3.5.3.2 Semantics of the service primitive

The semantics of the primitive are as follows:
PHY-DATA .confirm

This primitive has no parameters.

12.3.5.3.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PLCP has completed the
transfer of data from the MAC entity to the PHY sublayer. The PHY sublayer will issue this primitive in
response to every PHY-DATA .request primitive issued by the MAC sublayer.

12.3.5.3.4 Effect of receipt

The receipt of this primitive by the MAC will cause the MAC to start the next MAC entity request.
12.3.5.4 PHY-TXSTART.request

12.3.5.4.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to start the transmission of an
MPDU.

Copyright © 1999 IEEE. All rights reserved. 141

157



ANSV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

12.3.5.4.2 Semantics of the service primitive
The primitive provides the following parameters:
PHY-TXSTART.request (TXVECTOR)

The TXVECTOR represents a list of parameters that the MAC sublayer provides to the local PHY entity in
order to transmit an MPDU. This vector contains both PLCP and PHY management parameters. The
required PHY parameters are listed in 12.3.4.4.

12.3.5.4.3 When generated

This primitive will be issued by the MAC sublayer to the PHY entity whenever the MAC sublayer needs to
begin the transmission of an MPDU.

12.3.5.4.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity will be to start the local transmit state machine.
12.3.5.5 PHY-TXSTART.confirm

12.3.5.5.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm the start of a transmission.
The PHY sublayer will issue this primitive in response to every PHY-TXSTART.request primitive issued by
the MAC sublayer.

12.3.5.5.2 Semantics of the service primitive

The semantics of the primitive are as follows:
PHY-TXSTART.confirm

There are no parameters associated with this primitive.

12.3.5.5.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PHY has received a
PHY-TXSTART.request from the MAC entity and is ready to begin receiving data octets.

12.3.5.5.4 Effect of receipt

The receipt of this primitive by the MAC entity will cause the MAC to start the transfer of data octets.
12.3.5.6 PHY-TXEND.request

12.3.5.6.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity that the current transmission of the
MPDU be completed.
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12.3.5.6.2 Semantics of the service primitive
The semantics of the primitive are as follows:
PHY-TXEND.request
There are no parameters associated with this primitive.
12.3.5.6.3 When generated

This primitive will be generated whenever the MAC sublayer has received the last PHY-DATA .confirm from
the local PHY entity for the MPDU currently being transferred.

12.3.5.6.4 Effect of receipt

The effect of receipt of this primitive by the local PHY entity will be to stop the transmit state machine.
12.3.5.7 PHY-TXEND.confirm

12.3.5.7.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm the completion of a trans-
mission. The PHY sublayer issues this primitive in response to every PHY-TXEND .request primitive issued
by the MAC sublayer.

12.3.5.7.2 Semantics of the service primitive

The semantics of the primitive are as follows:
PHY-TXEND.confirm

There are no parameters associated with this primitive.

12.3.5.7.3 When generated

This primitive will be issued by the PHY sublayer to the MAC entity whenever the PHY has received a
PHY-TXEND.request immediately after transmitting the end of the last bit of the last data octet indicating
that the last data octet has been transferred.

12.3.5.7.4 Effect of receipt

The receipt of this primitive by the MAC entity provides the time reference for the contention backoff protocol.
12.3.5.8 PHY-CCARESET.request

12.3.5.8.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to reset the clear channel assessment
(CCA) state machine.

Copyright © 1999 IEEE. All rights reserved. 143

159



ANSV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

12.3.5.8.2 Semantics of the service primitive

The semantics of the primitives are as follows:
PHY-CCARESET.request

There are no parameters associated with this primitive.

12.3.5.8.3 When generated

This primitive is generated by the MAC sublayer for the local PHY entity at the end of a NAV timer. This
request can be used by some PHY implementations that may synchronize antenna diversity with slot timings.

12.3.5.8.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity is to reset the PLCP CS/CCA assessment timers to
the state appropriate for the end of a received frame.

12.3.5.9 PHY-CCARESET.confirm
12.3.5.9.1 Function

This primitive is issued by the PHY sublayer to the local MAC entity to confirm that the PHY has reset the
CCA state machine.

12.3.5.9.2 Semantics of the service primitive

The semantics of the primitives are as follows:
PHY-CCARESET.request

There are no parameters associated with this primitive.

12.3.5.9.3 When generated

This primitive is issued by the PHY sublayer to the MAC entity whenever the PHY has received a PHY-
CCARESET.request.

12.3.5.9.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
12.3.5.10 PHY-CCA.indication

12.3.5.10.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity of the current state of the
medium.

12.3.5.10.2 Semantics of the service primitive
The primitive provides the following parameter:

PHY-CCA .indication (STATE)
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The STATE parameter can be one of two values: BUSY or IDLE. The parameter value is BUSY if the chan-
nel assessment by the PHY sublayer determines that the channel is not available. Otherwise, the value of the
parameter is IDLE.

12.3.5.10.3 When generated

This primitive is generated every time the status of the channel changes from channel idle to channel busy or
from channel busy to channel idle. This includes the period of time when the PHY sublayer is receiving data.
The PHY sublayer maintains the channel busy indication until the period indicated by the length field in a
valid PLCP Header has expired.

12.3.5.10.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.

12.3.5.11 PHY-RXSTART.indication

12.3.5.11.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity that the PLCP has received a
valid start frame delimiter (SFD) and PLCP Header.

12.3.5.11.2 Semantics of the service primitive
The primitive provides the following parameter:

PHY-RXSTART.indication (RXVECTOR)
The RXVECTOR represents a list of parameters that the PHY sublayer provides the local MAC entity upon
receipt of a valid PLCP Header. This vector may contain both MAC and MAC management parameters. The
required parameters are listed in 12.3.4.4.

12.3.5.11.3 When generated

This primitive is generated by the local PHY entity to the MAC sublayer whenever the PHY has successfully
validated the PLCP Header error check CRC at the start of a new PLCP PDU.

12.3.5.11.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
12.3.5.12 PHY-RXEND.indication

12.3.5.12.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity that the MPDU currently being
received is complete.

12.3.5.12.2 Semantics of the service primitive
The primitive provides the following parameter:

PHY-RXEND.indication (RXERROR)
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The RXERROR parameter can convey one or more of the following values: NoError, FormatViolation, Car-
rierLost, or UnsupportedRate. A number of error conditions may occur after the PLCP’s receive state

machine has detected what appears to be a valid preamble and SFD. The following describes the parameter
returned for each of those error conditions.

— NoError. This value is used to indicate that no error occurred during the receive process in the PLCP.

—  FormatViolation. This value is used to indicate that the format of the received PLCPPDU was in
erTor.

— CarrierLost. This value is used to indicate that during the reception of the incoming MPDU, the
carrier was lost and no further processing of the MPDU can be accomplished.

—  UnsupportedRate. This value is used to indicate that during the reception of the incoming PLCP-
PDU, a nonsupported date rate was detected.

12.3.5.12.3 When generated

This primitive is generated by the PHY sublayer for the local MAC entity to indicate that the receive state
machine has completed a reception with or without errors.

12.3.5.12.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
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13. PHY management

The MIB comprises the managed objects, attributes, actions, and notifications required to manage a station.
The definition of these managed objects, attributes, actions, and notifications, as well as their structure, is
presented in Annex D.
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14. Frequency-Hopping spread spectrum (FHSS) PHY specification for the
2.4 GHz Industrial, Scientific, and Medical (ISM) band

14.1 Overview
14.1.1 Overview of FHSS PHY

The PHY services provided to the IEEE 802.11 wireless LAN MAC for the 2.4 GHz frequency-hopping
spread spectrum (FHSS) system are described in this clause. The FHSS PHY consists of the following two
protocol functions:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC sublayer
protocol data units (MPDUs) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and
receiving data through, a wireless medium (WM) between two or more STAs.

14.1.2 FHSS PHY functions

The 2.4 GHz FHSS PHY architecture is shown in Figure 11. The FHSS PHY contains three functional enti-
ties: the PMD function, the physical layer convergence function, and the physical layer management func-
tion. Each of these functions is described in detail in the following subclauses.

The FHSS PHY service is provided to the MAC entity at the STA through a PHY service access point (SAP)

called the PHY-SAP, as shown in Figure 11. A set of primitives might also be defined that describe the inter-
face between the physical layer convergence protocol sublayer and the PMD sublayer, called the PMD-SAP.

14.1.2.1 PLCP sublayer

To allow the IEEE 802.11 MAC to operate with minimum dependence on the PMD sublayer, a PHY conver-
gence sublayer is defined. This function simplifies provision of a PHY service interface to the IEEE 802.11
MAC services.

14.1.2.2 Physical layer management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management
entity.

14.1.2.3 PMD sublayer

The PMD sublayer provides a transmission interface used to send and receive data between two or more
STAs.

14.1.3 Service specification method and notation

The models represented by state diagrams in the following subclauses are intended as the primary specifica-
tions of the functions provided. It is important to distinguish, however, between a model and a real imple-
mentation. The models are optimized for simplicity and clarity of presentation, while any realistic

implementation may place heavier emphasis on efficiency and suitability to a particular implementation
technology.
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The service of a layer or sublayer is the set of capabilities that it offers to a user in the next higher layer (or
sublayer). Abstract services are specified here by describing the service primitives and parameters that char-
acterize each service. This definition of service is independent of any particular implementation.

14.2 FHSS PHY-specific service parameter lists
14.2.1 Overview

The architecture of the IEEE 802.11 MAC is intended to be PHY independent. Some PHY implementations
require medium management state machines running in the MAC sublayer in order to meet certain PMD
requirements. These PHY-dependent MAC state machines reside in a sublayer defined as the MAC sublayer
management entity (MLME). The MLME in certain PMD implementations may need to interact with the phys-
ical layer management entity (PLME) as part of the normal PHY-SAP primitives. These interactions are
defined by the PLME parameter list currently defined in the PHY Service Primitives as TXVECTOR and
RXVECTOR. The list of these parameters and the values they may represent are defined in the specific PHY
specifications for each PMD. This subclause addresses the TXVECTOR and RXVECTOR for the FHSS PHY.

All of the values included in the TXVECTOR or RXVECTOR described in this subclause are considered
mandatory unless otherwise specified. The 1 Mbit/s and 2 Mbit/s data rates are the only rates currently sup-
ported. Other indicated data rates are for possible future use.

14.2.2 TXVECTOR parameters

The parameters in Table 28 are defined as part of the TXVECTOR parameter list in the
PHY-TXSTART.request service primitive.

Table 28— TXVECTOR parameters

Parameter Associate primitive Value
LENGTH PHY-TXSTART.request (TXVECTOR) 1-4095
DATARATE PHY-TXSTART.request (TXVECTOR) Ly 1.5;,2;,2.5,85 3554, 455

14.2.2.1 TXVECTOR LENGTH

The LENGTH parameter has the value of 1 to 4095. This parameter is used to indicate the number of octets
in the MPDU that the MAC is currently requesting the PHY to transmit. This value is used by the PHY to
determine the number of octet transfers that will occur between the MAC and the PHY after receiving a
request to start a transmission.

14.2.2.2 TXVECTOR DATARATE

The DATARATE parameter describes the bit rate at which the PLCP should transmit the PSDU. Its value can
be any of the rates as defined in Table 28, and supported by the conformant FH PHY.
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14.2.3 RXVECTOR parameters

The parameters in Table 29 are defined as part of the RXVECTOR parameter list in the
PHY-RXSTART.indicate service primitive.

Table 29—RXVECTOR parameters

Parameter Associate primitive Value
LENGTH PHY-RXSTART.indicate (RXVECTOR) 1-4095
RSSI PHY-RXSTART.indicate (RXVECTOR) 0-RSSI Max
DATARATE PHY-RXSTART.request (RXVECTOR) 1512552525, 3;,3:5,4,4.5

14.2.3.1 TRXVECTOR LENGTH

The LENGTH parameter has the value of 1 to 4095. This parameter is used to indicate the value contained in
the LENGTH field that the PLCP has received in the PLCP Header. The MAC and PLCP will use this value
to determine the number of octet transfers that will occur between the two sublayers during the transfer of
the received PSDU.

14.2.3.2 RXVECTOR RSSI

The receive signal strength indicator (RSSI) is an optional parameter that has a value of 0 through RSSI
Max. This parameter is a measure by the PHY sublayer of the energy observed at the antenna used to receive
the current PPDU. RSSI shall be measured between the beginning of the start frame delimiter (SFD) and the
end of the PLCP header error check (HEC). RSSI is intended to be used in a relative manner. Absolute accu-
racy of the RSSI reading is not specified.

14.3 FHSS PLCP sublayer
14.3.1 Overview

This subclause provides a convergence procedure to map MPDUs into a frame format designed for FHSS
radio transceivers. The procedures for transmission, carrier sense, and reception are defined for single and
multiple antenna diversity radios.

14.3.1.1 State diagram notation

The operation of the procedures can be described by state diagrams. Each diagram represents the domain
and consists of a group of connected, mutually exclusive states. Only one state is active at any given time.
Each state is represented by a rectangle as shown in Figure 69. These are divided into two parts by a horizon-
tal line. In the upper part the state is identified by a name. The lower part contains the name of any signal that
is generated. Actions described by short phrases are enclosed in brackets.

Each permissible transition between the states is represented graphically by an arrow from the initial to the
terminal state. A transition that is global in nature (for example, an exit condition from all states to the IDLE
or RESET state) is indicated by an open arrow. Labels on transitions are qualifiers that must be fulfilled
before the transition will be taken. The label UCT designates an unconditional transition. Qualifiers
described by short phrases are enclosed in parentheses.
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<State Name>
Terms to » Terms to
enter state <Message Sent> | exit state N
<... > (condition)
[Actions taken]

Key: () = condition, for example, (if no_collision)
[] = action, for example, [resetPLSfunctions]
¥ = logical AND
G = logical OR
UCT = unconditional transition

Figure 69—State diagram notation example

State transitions and sending and receiving of messages occur instantaneously. When a state is entered and
the condition to leave that state is not immediately fulfilled, the state executes continuously, sending the
messages and executing the actions contained in the state in a continuous manner.

Some devices described in this standard are allowed to have two or more ports. State diagrams capable of
describing the operation of devices with an unspecified number of ports require qualifier notation that allows
testing for conditions at multiple ports. The notation used is a term that includes a description in parentheses
of which ports must meet the term for the qualifier to be satisfied (e.g., ANY and ALL). It is also necessary
to provide for term-assignment statements that assign a name to a port that satisfies a qualifier. The following
convention is used to describe a term-assignment statement that is associated with a transition:

a)  The character “:” (colon) is a delimiter used to denote that a term assignment statement follows.

b) The character “<” (left arrow) denotes assignment of the value following the arrow to the term
preceding the arrow.

The state diagrams contain the authoritative statement of the procedures they depict; when apparent conflicts
between descriptive text and state diagrams arise, the state diagrams are to take precedence. This does not,
however, override any explicit description in the text that has no parallel in the state diagrams.

The models presented by state diagrams are intended as the primary specifications to be provided. It is
important to distinguish, however, between a model and a real implementation. The models are optimized
for simplicity and clarity of presentation, while any realistic implementation may place heavier emphasis on
efficiency and suitability to a particular implementation technology. It is the functional behavior of any unit
that must match the standard, not its internal structure. The internal details of the model are useful only to
the extent that they specify the external behavior clearly and precisely.

14.3.2 PLCP frame format

The PLCP protocol data unit (PPDU) frame format provides for the asynchronous transfer of MAC sublayer
MPDUs from any transmitting STA to all receiving STAs within the wireless LAN’s BSS. The PPDU illus-
trated in Figure 70 consists of three parts: a PLCP Preamble, a PLCP Header, and a PSDU. The PLCP
Preamble provides a period of time for several receiver functions. These functions include antenna diversity,
clock and data recovery, and field delineation of the PLCP Header and the PSDU. The PLCP Header is used
to specify the length of the whitened PSDU field and support any PLCP management information. The
PPDU contains the PLCP Preamble, the PLCP Header, and the PSDU modified by the PPDU data whitener.
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PLCP Preamble PLCP Header
Start Frame Header Er- Whitened PSDU
Sync Delimiter PLW | PSF ror Check

80 bits 16 bits 12 bits 4 bits 16 bits Variable number of octets

Figure 70—PLCP frame format

14.3.2.1 PLCP Preamble

The PLCP Preamble contains two separate subfields; the Preamble Synchronization (SYNC) field and the
Start Frame Delimiter (SFD), to allow the PHY circuitry to reach steady-state demodulation and synchroni-
zation of bit clock and frame start.

14.3.2.1.1 Preamble SYNC field
The Preamble SYNC field is an 80-bit field containing an alternating zero-one pattern, transmitted starting
with zero and ending with one, to be used by the PHY sublayer to detect a potentially receivable signal,

select an antenna if diversity is utilized, and reach steady-state frequency offset correction and synchroniza-
tion with the received packet timing.

14.3.2.1.2 Start Frame Delimiter (SFD)

The SFD consists of the 16-bit binary pattern 0000 1100 1011 1101 (transmitted leftmost bit first). The first
bit of the SFD follows the last bit of the sync pattern. The SFD defines the frame timing.

14.3.2.2 PLCP Header field

The PLCP Header field contains three separate subfields: a 12-bit PSDU Length Word (PLW), a 4-bit PLCP
Signaling field (PSF), and a 16-bit PLCP HEC field.

14.3.2.2.1 PSDU length word

The PSDU length word (PLW) is passed from the MAC as a parameter within the PHY-TXSTART.request
primitive. The PLW specifies the number of octets contained in the PSDU. Its valid values are X'001'-
X'FFF', representing counts of one to 4095 octets. The PLW is transmitted Isb first and msb last. The PLW is

used by the receiving STA, in combination with the 32/33 coding algorithm specified in this clause, to deter-
mine the last bit in the packet.
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14.3.2.2.2 PLCP Signaling field (PSF)

The 4-bit PSF is defined in Table 30. The PSF is transmitted bit 0 first and bit 3 last.

Table 30—PSF bit descriptions

Bit Parameter name Parameter values Description

0 Reserved Default =0 Reserved

153 PLCP_BITRATE bl b2 b3 = Data Rate This field indicates the data rate of the
0 0 0 = 1.0 Mbit/s, whitened PSDU from 1 Mbit/s to
0 0 1 = 1.5 Mbit/s, 4.5 Mbit/s in 0.5 Mbit/s increments.
0 1 0 = 2.0 Mbit/s,
0 1 1 = 2.5 Mbit/s,
1 0 0 = 3.0 Mbit/s,
1 0 1 = 3.5 Mbit/s,
1 10 = 4.0 Mbit/s,
1 1 1 =4.5 Mbit/s

14.3.2.2.3 Header Error Check (HEC) field

The HEC field is a 16-bit CCITT CRC-16 error detection field. The HEC uses the CCITT CRC-16 generator
polynomial G(x) as follows:

Gx)= x5 245541
The HEC shall be the one’s complement of the sum (modulo 2) of the following:

a) The remainder of X x (x15 +ax4+ 2+l +1) divided (modulo 2) by G(x), where k is the
number of bits in the PSF and PLW fields of the PLCP Header;

b) The remainder after multiplication by x'® and then division (modulo 2) by G(x) of the content
(treated as a polynomial) of the PSF and PLW fields.

The HEC shall be transmitted with the coefficient of the highest term first.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and
is then modified by division of the PSF and PLW fields by the generator polynomial, G(x). The one’s
complement of this remainder is inserted in the HEC field with the msb transmitted first.

At the receiver, the initial remainder of the division is again preset to all ones. The division of the received
PSF, PLW, and HEC fields by the generator polynomial, G(x), results, in the absence of transmission errors,
in a unique nonzero value, which is the following polynomial R(x):

R(x)=x12+x“ +x0 483+ +xl 41
14.3.2.3 PLCP data whitener

The PLCP data whitener uses a length-127 frame-synchronous scrambler followed by a 32/33 bias-suppres-
sion encoding to randomize the data and to minimize the data dc bias and maximum run lengths. Data octets
are placed in the transmit serial bit stream Isb first and msb last. The frame synchronous scrambler uses the
generator polynomial S(x) as follows:

Sx) = x+x*+1

Copyright © 1999 IEEE. All rights reserved. 153

169



ANSVIEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

and is illustrated in Figure 71. The 127-bit sequence generated repeatedly by the scrambler is (leftmost bit
used first) 00001110 11110010 11001001 00000010 00100110 00101110 10110110 00001100 11010100
11100111 10110100 00101010 11111010 01010001 10111000 1111111. The same scrambler is used to
scramble transmit data and to descramble receive data. The data whitening starts with the first bit of the
PSDU, which follows the last bit of the PLCP Header. The specific bias suppression encoding and decoding
method used is defined in Figure 75 and Figure 80. The format of the packet after data whitening is as shown
in Figure 72.

=1

Initialize all registers with ones

Data in

A

(De-)Scrambled
Data out

Figure 71—Frame synchronous scrambler/descrambler

. PPDU .
" Preamble (" 32-symbol block ™
| Sync [ SFD | PLCP Header l | | l | | |
Stuff symbol T Stuff symbol Stuff symbol
Data Octet

Figure 72—PLCP data whitener format

14.3.3 PLCP state machines

The PLCP consists of three state machines, as illustrated in the overview diagram of Figure 73: the transmit
(TX), carrier sense/clear channel assessment (CS/CCA), and receive (RX) state machines. The three PLCP
state machines are defined in the subclauses below; Figure 73 is not a state diagram itself. Execution of the
PLCP state machines normally is initiated by the FH PLME state machine and begins at the CS/CCA state
machine. The PLCP returns to the FH PLME state machine upon interrupt to service a PLME service
request, such as PLME-SET, PLME-RESET, etc.

14.3.3.1 PLCP transmit procedure

The PLCP transmit procedure is invoked by the CS/CCA procedure immediately upon receiving a
PHY-TXSTART.request(TXVECTOR) from the MAC sublayer. The CSMA/CA protocol is performed by
the MAC with the PHY PLCP in the CS/CCA procedure prior to executing the transmit procedure.

14.3.3.1.1 Transmit state machine

The PLCP transmit state machine illustrated in Figure 74 includes functions that must be performed prior to,
during, and after PPDU data transmission. Upon entering the transmit procedure in response to a
PHY-TXSTART.request (TXVECTOR) from the MAC, the PLCP shall switch the PHY PMD circuitry from
receive to transmit state; ramp on the transmit power amplifier in the manner prescribed in 14.6; and transmit
the preamble sync pattern and SFD. The PLCP shall generate the PLCP Header as defined in 14.3.2.2 in
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Enter from FH PLME

Return to FH PLME

(on interrupt for SETFREQ,
PHY RESET, etc.)

PHY-TXSTART.request
(TXVECTOR)

CS/CCA
State Machine

PHY-RXSTART.indication
_. (RXVECTOR)

_.PHY-RXEND.indication
/ \ *.-" (RXERROR= no_error)
/ e
\ rs

Transmit
State Machine

Receive
State Machine

PHY-TXEND.confirm PHY-RXEND.indication
(STATUS) (RXERROR=type)

Figure 73—PLCP top-level state diagram

l PHY-TXSTART.req

(TXVECTOR)
Start Transmit *  Transmit PSDU
¢ PHY-TXSTART. [Process data with PSDU
confirm data whitener (see Data
Whitener Encoding
3 Procedure);

transmit whitened data]

Switch to Transmit « PHY-DATA req(DATA)

* PMD_TXRX.req » PHY-DATA.confirm
(RF_STATE=transmit) + PMD_DATA.req
[dwell] (TXD_UNIT)
! l
Ramp on Ramp down
* PMD_RAMP req * PHY-TXEND.req
(RAMP_STATE=0n) « PHY-TXEND.confirm

[dwell] * PMD_RAMP.req

(RAMP_STATE=0ff)

Wi

Transmit Preamble

[send 80 bit sync field and Switch_to_Rx

16 bit start frame delim

« PMD_DATA req : IEMO PR Teq
(TXD _UNIT). (RF_STATE=receive)

A

Go to CS/CCA Proc
Transmit Header

[combine PLW, PSF, and
HEC; calculate header
bias (see Data Whitener
Encoding Procedure);
transmit header]

* PMD_DATA.req
(TXD_UNIT)

Figure 74—Transmit state machine
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sufficient time to send the bits at their designated bit slot time. The PLCP shall add the PLCP Header to the
start of the PSDU data.

Prior to transmitting the first PSDU data bit, the PLCP shall send a PHY-TXSTART.confirm message to the
MAC indicating that the PLCP is ready to receive an MPDU data octet. The MAC will pass an MPDU data
octet to the PHY with a PHY-DATA request(DATA), which the PHY will respond to with a PHY-DATA .con-
firm. This sequence of PHY-DATA request(DATA) and PHY-DATA.confirm shall be executed until the last
data octet is passed to the PLCP. During transmission of the PSDU data, each bit of the PSDU shall be
processed by the data whitener algorithm defined in Figure 75 and described in 14.3.2.3. Each PSDU data
octet is processed and transmitted Isb first and msb last.

Data whitener encoding algorithm:

Vi If msb of stuff symbol = 1 then the next block is inverted; 0 = not inverted */
s Accumulate PLCP Header; begin stuffing on first bit of the PSDU */

freerreet Calculate number of 32-symbol BSE blocks required to send PSDU;
no padding is necessary when the number of symbaols is not a multiple of 32 ********¥/
Input parameter: number_of PSDU_octets, rate; /*rateis 1o0r2%
number_of_symbois= (number_of PSDU_octets *8) /rate;
number_of_blocks_in_packet = truncate{(number_of _symbols + 31)/ 32)};

feret Accumulate the bias in the header to use in calculating the inversion state of the first
block of PSDU data *********/
Read in header {b(1),...,b(32)}; /*b(1) is first bit in */
header_bias = Sum{weight(b(1)),...,weight(b(32))};
/* calculate bias in header; weights are defined in Table 317/
Transmit {b(1),...,b(32)}; /* no stuffing on header */
accum=header_bias; /* initialize accum */
Initialize scrambler to all ones;

[t \Whiten the PSDU data with scrambler and BSE encoder ********%/
For n = 1 to number_of_blocks_in_packet

{
b(0) = 0 for 1 Mbit/s; b(0)=00 for 2 Mbit/s; /" b(0) is the stuff symbol */
N = min(32, number_of_symbols); /* N= block size in symbols */
Read in next symbol block {b(1),...,b(N)}; /*b(n)={0,1} or {0,1,2,3};
1- 8 octets, use PHY-DATA.req(DATA), PHY-DATA.confirm for each octet™/
Scramble {b(1),...,b(N)}; /" see 14.3.2.3%
bias_next_block = Sum{weight(b(0)),...,weight(b(N))}; /* calculate bias with b(0)=0 */
/**** if accum and bias of next block has the same sign, then invert block;
if accum=0 or bias_next_block=0, don’t invert *****/
If {{accum * bias_next_block > 0] then
Invert {b(0),...,b(N)}; /* Invert deviation, or, negate msb of symbol */
bias_next_block = - bias_next_block;
}
accum = accum + bias_next_block;
transmit {b(0),...,b(N)}; /* b(0) is first symbol out */
number_of _symbols = number_of _symbols - N
}
Figure 75—Data whitener encoding procedure
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After the last MPDU octet is passed to the PLCP, the MAC will indicate the end of the frame with a
PHY-TXEND.request. After the last bit of the PSDU data has completed propagation through the radio and
been transmitted on the air, the PLCP shall complete the transmit procedure by sending a PHY-TXEND.con-
firm to the MAC sublayer, ramp off the power amplifier in the manner prescribed in 14.6, and switch the
PHY PMD circuitry from transmit to receive state. The execution shall then return to the CS/CCA proce-
dure.

The weights assigned to each value of the symbols are defined in Table 31 for the 1 Mbit/s (2GFSK) and
2 Mbit/s (4GFSK) symbols.

Table 31—PLCP field bit descriptions

2GFSK 4GFSK Weight

— 10 3

1 — 2

— 11 1
Center Center 0
— 01 -1
0 — -2
— 00 -3

14.3.3.1.2 Transmit state timing

The transmit timing illustrated in Figure 76 is defined from the instant that the PHY-TXSTART request(TXVEC-
TOR) is received from the MAC sublayer. The PLCP shall switch the PMD circuitry from receive to transmit,
turn on and settle the transmitter, and begin transmitting the first bit of the preamble at the antenna within a
maximum of 20 ps of receiving the PHY-TXSTART request(TXVECTOR). The PLCP Preamble shall be trans-
mitted at 1 Mbit/s and be completed in 96 ps. The PLCP Header shall be transmitted at 1 Mbit/s and be
completed in 32 ps. The variable length PSDU shall be transmitted at the selected data rate. After the last bit of
the PSDU data has completed propagation through the radio and been transmitted on the air, the PLCP shall
send the PHY-TXEND.confirm to the MAC sublayer. The PLCP shall tumm off the transmitter, reducing the
output energy to less than the specified off-mode transmit power within the time specified in 14.6. At the end of
the power amplifier ramp down period, the PLCP shall switch the PMD circuitry from transmit to receive.

14.3.3.2 Carrier sense/clear channel assessment (CS/CCA) procedure

The PLCP CS/CCA procedure is executed while the receiver is turned on and the STA is not currently
receiving or transmitting a packet. The CS/CCA procedure is used for two purposes: to detect the start of a
network signal that can be received (CS) and to determine whether the channel is clear prior to transmitting
a packet (CCA).

14.3.3.2.1 CS/CCA state machine

Timing for priority (PIFS, DIFS), contention backoff (slot times), and CS/CCA assessment windows is defined
relative to the end of the last bit of the last packet on the air. The CS/CCA state machine is shown in Figure 77.
The PLCP shall perform a CS/CCA assessment on a minimum of one antenna within a MAC contention back-
off slot time of 50 ps. The PLCP shall be capable of detecting within the slot time an FH PHY conformant
signal that is received at the selected antenna up to 22 ps after the start of the slot time with the synchronous
detection performance specified in 14.6.15.3. Subclause 14.6.15.3 specifies detection performance with
zero-one sync patterns and with random data patterns. If a start of a transmission is asynchronous with the BSS
and arrives after the start of the slot but at least 16 ps prior to the end of the slot, the PLCP shall indicate a busy
channel prior to the end of the slot time with the asynchronous detection performance specified in 14.6.15.3.
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The CCA indication immediately prior to transmission shall be performed on an antenna with essentially the
same free space gain and gain pattern as the antenna to be used for transmission. The method of determining
CS/CCA is unspecified except for the detection performance of a conformant method as specified in 14.6.15.3.

Start CS/CCA Procedure 1«

[set countdown_timer ]

A4
CS/CCA Assessment

[Check for
PHY-TXSTART.req or »|  Go to TX Procedure
PHY-CCARESET.req; PHY-TXSTART.req
Perform CS/CCA : (TXVECTOR) received (PRVECTOR)
Update countdown_timer;
Reset CS/CCA » Clear countdown _timer 1
Assessmem when PHY—CCARESET.req . PHY-CCARESET.confirm
countdown_timer reaches received
zero]
+ PMD _ANTSEL.req »| Check countdown_timer »| Report Channellde [——»
Channel
KB [Test countdown_timer] °°t‘i’r'::s:’:6" » PHY-CCA.ind
Channel = (STATUS=idle)
, busy countdown
_timer>0
Report Channel Busy v
* PHY-CCA.ind Report Channel Busy
(STATUS=busy} 3
« PHY-CCA.ind »
(STATUS=busy) 4
y
SFD/PLCP Header Search|
Timeout
[Wait until valid SFD and
PLCP headerdetected or Go to RX Procedure
timeout expires] Valid SFD and PLCP - PHY-RXSTART IND
headerdetected s
(RXVECTOR)

Figure 77—CS/CCA state machine

If a PHY-TXSTART request (TXVECTOR) is received, the CS/CCA procedure shall exit to the transmit
procedure within 1 ps. If a PHY-CCARESET request is received, the PLCP shall reset the CS/CCA state
machine to the state appropriate for the end of a complete received frame. This service primitive is generated
by the MAC at the end of a NAV period. The PHY shall indicate completion of the request by sending a
PHY-CCARESET. confirm to the MAC.

If a CS/CCA assessment returns a channel idle result, the PHY shall send a PHY-CCA.indicate(STA-
TUS=idle) to the MAC.

If a CS/CCA assessment returns a channel busy result, the PHY shall send a PHY-CCA.indicate(STA-
TUS=busy) to the MAC. Upon a channel busy assessment, the PLCP shall stop any antenna switching prior
to the earliest possible arrival time of the SFD and detect a valid SFD and PLCP Header if received. A valid
PLCP Header is defined as containing valid PLCP Length Word and PHY Signaling field values and a valid
HEC field. If a valid SFD/PLCP Header is detected, the CS/CCA procedure shall send a
PHY-RXSTART.indicate(RXVECTOR) message to the MAC sublayer and exit to the receive procedure.
The PLCP shall dwell and search for the SFD/PLCP Header for a minimum period longer than the latest
possible arrival time of the SFD/PLCP Header. Indication of a busy channel does not necessarily lead to the
successful reception of a frame.
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The octet/bit count remaining may be a nonzero value when returning from the receive procedure if a signal
in the process of being received was lost prior to the end as determined from the Length field of a valid
PLCP Header. The countdown timer shall be set to the octet/bit count and used to force the CS/CCA indica-
tion to remain in the BUSY state until the predicted end of the frame regardless of actual CS/CCA indica-
tions.

However, if the CS/CCA procedure indicates the start of a new frame within the countdown timer period, it
is possible to transition to the receive procedure prior to the end of the countdown timer period. If the PHY
transitions to receive under these conditions, the countdown timer shall be reset to the longer of (1) the
remaining time of the current frame or (2) the length of the new frame.

When a nonzero countdown timer reaches zero, the PLCP shall reset the CS/CCA state machine to the state
appropriate for the end of a complete received frame and the CS/CCA indication shall reflect the state of the
channel.

If the receive procedure encountered an unsupported rate error, the PLCP shall keep the CS/CCA state at
Busy for the duration of the frame by setting the countdown timer to the value corresponding to the calcu-
lated time based on the information in the PLCP Header and the 33/32 expansion factor.

14.3.3.2.2 CS/CCA state timing

Timing for priority (PIFS, DIFS), contention backoff (slot times), and CS/CCA assessment windows is
defined relative to the end of the last bit of the last packet on the air. The PLCP shall perform a CS/CCA
assessment on a minimum of one antenna within a slot time. The appropriate CS/CCA indication shall be
available prior to the end of each 50 ps slot time with the performance specified in 14.6. See Figure 78.

If a STA has not successfully received the previous packet, the perceived packet end time and slot boundary
times will have a higher uncertainty for that STA.

14.3.3.3 PLCP receive procedure

The PLCP receive procedure is invoked by the PLCP CS/CCA procedure upon detecting a portion of the
preamble sync pattern followed by a valid SFD and PLCP Header.

14.3.3.3.1 Receive state machine

The PLCP receive procedure shown in Figure 79 includes functions that must be performed while the PPDU is
being received. The PLCP receive procedure begins upon detection of a valid SFD and PLCP Header in the CS/
CCA procedure. The PLCP shall set a PPDU octet/bit counter to indicate the last bit of the packet, receive the
PPDU bits, and perform the data whitening decoding procedure shown in Figure 80 on each PPDU bit. The
PLCP shall pass correctly received data octets to the MAC with a series of PHY-DATA.indicate(DATA). After
the last PPDU bit is received and the last octet is passed to the MAC, the PLCP shall send a PHY-RXEND. indi-
cate(RXERROR=no_error) to the MAC sublayer. Upon error-free completion of a packet reception, the PLCP
shall exit the receive procedure and return to the PLCP CS/CCA procedure with the octet/bit count set to 0.

If the PLCP Header was decoded without a CRC error but encountered an unsupported rate, then the PLCP
shall immediately complete the receive procedure with a PHY-RXEND.indicate (RXERROR =
unsupported_rate) to the MAC, and return to the CS/CCA procedure with the octet/bit count remaining and
the data rate value contained in the PLCP Header.

If an error was detected during the reception of the PPDU, the PLCP shall immediately complete the receive
procedure with a PHY-RXEND.indicate(RXERROR=carrier_lost) to the MAC, and return to the CS/CCA
procedure with the octet/bit count remaining and the data rate value contained in the PLCP Header.
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v

Start Receive procedure Receive PLCPPDU

(RXVECTOR) [Load byte/bit length
counter;
RXERROR = no error]

!

Data whitener decoding
(See Data Whitener
Decoding Procedure)

+ PMD_DATA.ind
[Decode data]
error [if error detected, set
detected | RXERROR = error type]
[Passoctets up to MAC]
- PHY-DATA.ind(DATA)

v

—— | Complete RX procedure

Go to CS/CCA Proc |« * PHY-RXEND.ind
(RXERROR)

[ byte/bitcount remaining,
datarate]

Figure 79—Receive state machine

Data whitener decoding algorithm:

i If msb of stuff symbol = 1 then the next block is inverted, 0 = not inverted */
el Stuffing begins on first symbol of PLCP Header following the SFD */
i Algorithm begins after verifying validity of header with HEC */

/********* Read header *******i*/
Read in header {b(1),...,b(32)}; /* b(1) is first bit in */

Get number_of PSDU_octets, rate from header; /rrateis 1or2?%
number_of_symbols = (number_of_PSDU_octets*8)/rate
number_of_blocks_in_packet = truncate{(number_of symbols + 31) / 32};
Initialize scrambler to all ones;

/st De-whiten the PPDU data with BSE decoder and de-scrambler ********/
For n = 1 to number_of_blocks_in_packet

{

N = min(32, # of symbols remaining); /* N= block size in symbols %/

Read in next block {b(0),...,b(N)};/ *b(n) ={0,1} or {0,1,2,3} %/

If {{msb of b(0)=1] then Invert {b(1),...,b(N)}; /* if invert bit=true */

Descramble {b(1),...,b(N)}; /*see 14.3.2.3%

Send {b(1),...,b(N)} to MAC

/*1- 8 octets; use PHY-DATA.ind(DATA) for each octet. */
)
Figure 80—Data whitener decoding procedure
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14.3.3.3.2 Receive state timing

The receive state timing shown in Figure 81 is defined to begin upon detection of a valid SFD and PLCP
Header in the CS/CCA procedure. The PLCP shall begin receiving the variable length whitened PSDU
immediately after the end of the last bit of the PLCP Header. The PLCP shall send a PHY-RXEND.indi-
cate(RXERROR) after receiving the last PPDU data bit.

If any error was detected during the reception of the PPDU, the PLCP may send a PHY-RXEND.indi-
cate(RXERROR) and terminate the receive procedure before the last bit arrives.

14.4 PLME SAP layer management
14.4.1 Overview

This subclause describes the services provided by the FHSS PLME to the upper layer management entities.
The PLME/PMD services are defined in terms of service primitives. These primitives are abstract represen-
tations of the services and are not intended to restrict implementations.

14.4.2 FH PHY specific MAC sublayer management entity (MLME) procedures
14.4.2.1 Overview

The specific MAC sublayer management entity (MLME) procedures required for operating the FHSS PHY
are specified in this portion of the subclause. The relationship between the MLME and FH PLME proce-
dures is also described.

14.4.2.2 FH synchronization

The MLME of a compliant FH PHY STA shall perform the FH time synchronization procedure as defined in
11.1.5. This procedure provides for synchronized frequency hopping for all compliant FH PHY STAs within
a single BSS or ad hoc network. The FH PLME accepts PLME-SET.request commands from the MLME to
change the tune frequency at the time determined by the MLME. The tune frequency is changed by updating
any combination of the Set, Pattern, and Index PHY MIB parameters.

14.4.3 FH PHY layer management entity state machines
14.4.3.1 Overview

This portion of this subclause describes the FH PHY layer management state machines to turn the PMD on/
off, reset the PLCP state machine, and change the frequency hop channel.

14.4.3.2 PLME state machine

The PLME state machine in Figure 82 begins with a PLME-SET request (dotl ] CurrentPowerState= ON) ,
which turns on the PHY circuitry, resets the PLME and PLCP state machines, and sends a PLME-SET con-
firm. The MAC then sends a series of three PLME-SET request primitives to update the dotl 1CurrentSet,
dotl1CurrentPattern, and dotl1Currentindex PHY MIB parameters, which together tune the PMD to the
selected channel. The PLME then transfers execution to the PLCP state machine as defined in 14.3.3.

Upon receiving a PLME request from a higher-level LME, the PLCP shall return execution to the PLME
state machine and process the request. A PLME-RESET request shall cause a reset to the PLME and PLCP

state machines. A PLME-SET request updating the dotllCurrentlndex or a combination of the
dotl 1CurrentSet, dotl1CurrentPattern, and dotl 1CurrentIndex shall cause the PLCP to terminate a receive

Copyright © 1999 IEEE. All rights reserved. 163

179



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

©
£
y < /
PHY-RXEND.ind (RXERROR) ¢——  E£ 2
PHY-DATA.ind DATA) q—1—— O Te—1
PHY-DATA.ind DATA) | — A 2
PHY-DATA.ind (DATA) q—1—— E a
PHY-DATA.ind (DATA) q—1— E
PHY-DATA.ind (DATA) ¢—}— S
PHY-DATA.ind (DATA) ¢—1 a ©°
PHY-DATA.ind (DATA) ¢—1—— D 5| a
PHY-DATA.ind (DATA) q—1L— - 2| 2
PHY-DATA.ind (DATA) ¢—}— 2 £ o
PHY-DATA.ind (DATA) ¢——— L0z ;
PHY-DATA.ind (DATA) ¢—}—— é 2 2
Q
@ PHY-DATA.ind (DATA) ¢——— g | 5 =
x £ PHY-DATA.ind (DATA) ¢—— g | o B
= g PHY-DATA.ind (DATA) «—— g s 2
D0 PHY-DATA.ind (DATA) ¢——— = =
Bl PHY-DATA.ind (DATA) ¢—— g1 - g
UJ e
T PRY-RXSTARTIRG (RRXVECTORy e 5 e
82| 2 & £
33| = £ E
B 5 © 2 -
2+ 7 & S
5 = 2
SRR D §
[7p] )
s 14
o |
w -
S | = -
a o~ -
- :
o k=
g o E2| 2 ¥
© 2 &= 3
@ £ B g £5| e
< C = o [eb] -—
Q8B < 8 B
%) < “é‘ o
& OEe—— |
ar (&) 1)
= =
: = o 0 2
PHY-CCA.ind (STATUS=busy) +—— & g | o
U>)~ 0
o100 oasSAa
=<q0 o I >
164 Copyright © 1999 IEEE. All rights reserved.

180



MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edition

or CS/CCA process and change frequency before returning to the PLCP state machine. A
PLME-SET request(dot1 1 CurrentPowerState=0FF) shall cause the PLCP to terminate a receive or CS/CCA
process, power down the PMD circuitry, and return the PLME state machine to the idle state.
PLME-SET requests to any parameter other than the ones identified within this paragraph shall be executed
and control shall be returned to the PLCP state machine. The MAC should not send a PLME request while
the PLCP is in the transmit state.

ANl PLME-GET. requests shall be processed in parallel and with no interruption to the execution of any state
machine in process.

PLME-SET.req
{power_state, ON)

Power up/Reset PHY [« Idle < Power down PMD
[Power up/reset PHY] [Wait for PLME-SET.req [Power down sequence]
» PMD_PWRMGNT.req (Dot11CurrentPowerState=ON)] < PMD_PWRMGNT.req
(mode=0N} {mode=0FF)
« PLME-SET.confirm » PLME-SET.confirm
(Dot11CurrentPowerState=0ON) (Dot11CurrentPowerState=OFF)
4
v
Reset PHY
[Reset PLCP, PLME,
PMD)
» PLME-RESET.con
(status)
Y.
PLME-SET.reg{dot11CurrentSet)
v and/or
Set tune frequency aPrI;;\;I;-SET.req(doﬁ1CurrentPatlern)
+ PHY-CCA.ind PLME-SET.req(dot11Currentindex)
(STATUS=Busy)
+ PMD_FREQ.req
(CHNL_ID)
[Dwell for freq hop
settling time]
+ PLME-SET.confirm
» PHY-CCA.ind
(STATUS=Idle)
Y. Execute PLME_SET.req|
‘ [All other parameters] P
A4
PEERSigteMaghing PLME-SET.req(other parameters)
[Check for PLME |«
commands]

PLME-RESET.req

PLME-SET.reg{aCurrentPowerState=OFF)

Figure 82—PLME state machine

14.4.3.3 PLME management primitives

The FH PLME uses the generic management primitives defined in 10.2 to manage all FH PHY parameters.

Copyright © 1999 IEEE. All rights reserved. 165

181



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN
14.5 FHSS PMD sublayer services
14.5.1 Scope and field of application

The PMD services provided to the PLCP for the FHSS PHY are described in this subclause. Also defined in
this subclause are the functional, electrical, and RF characteristics required for interoperability of implemen-
tations conforming to this specification. The relationship of this specification to the entire FHSS PHY is
shown in Figure 83.

PHY PLCP
L Sublayer e
A PMD_SAP PHY
Y |  Layer
E Management
R PMD I . Entity
Sublayer

Figure 83—PMD layer reference model

14.5.2 Overview of services

In general, the FHSS PMD sublayer accepts PLCP sublayer service primitives and provides the actual means
by which the signals required by these primitives are imposed onto the medium. In the FHSS PMD sublayer
at the receiver the process is reversed. The combined function of the transmitting and receiving FHSS PMD
sublayers results in a data stream, timing information, and receive parameter information being delivered to
the receiving PLCP sublayer.

14.5.3 Overview of interactions

The primitives associated with the IEEE 802.11 PLCP sublayer to the FHSS PMD sublayer fall into the
following two basic categories:

a)  Service primitives that support PLCP peer-to-peer interactions;

b)  Service primitives that have local significance and support sublayer-to-sublayer interactions.
14.5.4 Basic service and options
All of the service primitives described in this subclause are considered mandatory unless otherwise specified.
14.5.4.1 PMD_SAP peer-to-peer service primitives

Table 32 indicates the primitives for peer-to-peer interactions.

Table 32—PMD-SAP peer-to-peer service primitives

Primitive Request Indicate Confirm Response

PMD_DATA X X — —
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14.5.4.2 PMD_SAP sublayer-to-sublayer service primitives

Table 33 indicates the primitives for sublayer-to-sublayer interactions.

Table 33—PMD_SAP sublayer-to-sublayer service primitives

Primitive Request Indicate Confirm Response
PMD_TXRX X — — —
PMD_PA_RAMP X — - —
PMD_ANTSEL X — — —
PMD_TXPWRLVL X — — —
PMD_FREQ X — - -—
PMD_RSSI — X - —
PMD_PWRMGMT X — S —

14.5.4.3 PMD_SAP service primitives parameters

Table 34 shows the parameters used by one or more of the PMD_SAP service primitives.

Table 34—L.ist of parameters for PMD primitives

Parameter Associate primitive Value

TXD_UNIT PMD_DATA request 1 Mbit/s: 0, 1

2 Mbit/s: 0,1,2,3
RXD UNIT PMD_DATA . .indicate 1 Mbit/s: 0, 1

2 Mbit/s: 0, 1,2,3
RF_STATE PMD_TXRX request TRANSMIT, RECEIVE
RAMP_STATE PMD_PA_RAMP.request ON, OFF
ANTENNA_STATE PMD_ANTSEL.request 1 to 255

TXPWR_LEVEL

PMD_TXPWRLVL.request

LEVELI], LEVEL2, LEVEL3, LEVELA4

CHNL_ID PMD_FREQ.request 2-80 inclusive
STRENGTH PMD_RSSlindicate 0 to RSSI Max
MODE PMD_PWRMGMT.request ON, OFF

14.5.5 PMD_SAP detailed service specification

This subclause describes the services provided by each PMD primitive.

14.5.5.1 PMD_DATA.request

14.5.5.1.1 Function

This primitive defines the transfer of data from the PLCP sublayer to the PMD entity.
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14.5.5.1.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_DATA .request (TXD_UNIT)

The TXD_UNIT parameter can take on one of two values: one or zero. This parameter represents a single
data bit. The effect of this parameter is that the PMD will properly modulate the medium to represent ones or
zeros as defined in the FHSS PMD modulation specifications for a given data rate.

14.5.5.1.3 When generated

This primitive is generated by the PLCP sublayer to request the transmission of a single data bit on the PMD
sublayer. The bit clock is assumed to be resident or part of the PLCP and this primitive is issued at every
clock edge once the PLCP has begun transmitting data.

14.5.5.1.4 Effect of receipt
The receipt of this primitive will cause the PMD entity to encode and transmit a single data bit.
14.5.5.2 PMD_DATA.indicate
14.5.5.2.1 Function
This primitive defines the transfer of data from the PMD entity to the PLCP sublayer.
14.5.5.2.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_DATA.indicate (RXD_UNIT)

The RXD_UNIT parameter can take on one of two values: one or zero. This parameter represents the current
state of the medium as determined by the FHSS PMD modulation specifications for a given data rate.

14.5.5.2.3 When generated

The PMD_DATA.indicate is generated to all receiving PLCP entities in the network after a
PMD_DATA request is issued.

14.5.5.2.4 Effect of receipt

The effect of receipt of this primitive by the PLCP is unspecified in this standard.
14.5.5.3 PMD_TXRX.request

14.5.5.3.1 Function

This primitive is used to place the PMD entity into the transmit or receive function.
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14.5.5.3.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_TXRX .request (RF_STATE)
The RF_STATE parameter can take on one of two values: TRANSMIT or RECEIVE. When the value of the
primitive is TRANSMIT, the RF state of the radio is transmit. If the value of the primitive is RECEIVE, the
RF state of the radio is receive.

14.5.5.3.3 When generated

This primitive is generated whenever the mode of the radio needs to be set or when changing from transmit
to receive or receive to transmit.

14.5.5.3.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the mode of the radio to be in either transmit or
receive.

14.5.5.4 PMD_PA_RAMP.request
14.5.5.4.1 Function
This primitive defines the start of the ramp up or ramp down of the radio transmitter’s power amplifier.
14.5.5.4.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_PA_RAMP.request (RAMP_STATE)
The RAMP_STATE parameter can take on one of two values: ON or OFF. When the value of the primitive is
ON, the state of the transmit power amplifier is “on.” If the value of the primitive is OFF, the state of the
transmit power amplifier is “off.”
14.5.5.4.3 When generated
This primitive is issued only during transmit and to establish the initial state. It is generated by the PLCP at
the start of the transmit function to turn the transmitter’s power amplifier “on.” A power amplifier ramp-up
period follows the change of state from “off”” to “on.” After the PLCP has transferred all required data to the
PMD entity, this primitive again will be issued by the PLCP to place the transmit power amplifier back into
the “off” state. A power amplifier ramp-down period follows the change of state from “on” to “off.”
14.5.5.4.4 Effect of receipt
The receipt of this primitive by the PMD entity will cause the transmit power amplifier to turn on or off.
14.5.5.5 PMD_ANTSEL.request
14.5.5.5.1 Function

This primitive is used to select which antenna the PMD entity will use to transmit or receive data.
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14.5.5.5.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_ANTSEL .request (ANTENNA_STATE)

The ANTENNA_STATE parameter can take on values from one to N (where N is the number of antennas
supported). When the value of the primitive is a ONE, the PMD will switch to antenna 1 for receive or trans-
mit; if the value of the primitive is TWO, the PMD entity will switch to antenna 2 for receive or transmit, etc.

14.5.5.5.3 When generated

This primitive is generated at various times by the PLCP entity to select an antenna. During receive, this
primitive can be used to manage antenna diversity. During transmit, this primitive can be use to select a
transmit antenna. This primitive will also be used during CCA.

14.5.5.5.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the radio to select the antenna specified.

14.5.5.6 PMD_TXPWRLVL.request

14.5.5.6.1 Function

This primitive defines the power level the PMD entity will use to transmit data.

14.5.5.6.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_TXPWRLVL.request (TXPOWER_LEVEL)

The TXPOWER_LEVEL parameter can be one of the values listed in Table 35.

Table 35—Transmit power levels

TXPWR_LEVEL Level description

LEVELI Defined as TxPowerLevell in MIB
LEVEL2 Defined as TxPowerLevel2 in MIB
LEVEL3 Defined as TxPowerLevel3 in MIB
LEVEL4 Defined as TxPowerLevel4 in MIB
LEVELS Defined as TxPowerLevel5 in MIB
LEVEL6 Defined as TxPowerLevel6 in MIB
LEVEL7 Defined as TxPowerLevel7 in MIB
LEVELS Defined as TxPowerLevel8 in MIB

14.5.5.6.3 When generated

This primitive is generated as part of the transmit sequence.
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14.5.5.6.4 Effect of receipt
The receipt of this primitive by the PMD entity will cause the transmit power level to be modify.
14.5.5.7 PMD_FREQ.request
14.5.5.7.1 Function
This primitive defines the frequency the PMD entity will use to receive or transmit data. Since changing the
radio frequency is not an immediate function, this primitive serves also as an indication of the start of this
process. The completion of this process is dictated by other PMD specifications.
14.5.5.7.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_FREQ.request (CHANNEL_ID)
The CHANNEL _ID parameter can be one of the values listed in Table 38, Table 39, Table 40, or Table 41.
14.5.5.7.3 When generated
This primitive is generated by the PLCP whenever a change to a new frequency is required.

14.5.5.7.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the radio to change to a new frequency defined by
the value of the CHNL _ID.

14.5.5.8 PMD_RSSl.indicate
14.5.5.8.1 Function
This primitive transfers a receiver signal strength indication of the physical medium from the PMD sublayer
to the PLCP sublayer. This value will be used by the PLCP to perform any diversity or clear channel assess-
ment functions required by the PLCP or other sublayers.
14.5.5.8.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_RSSlLindicate (STRENGTH)
The STRENGTH parameter can be a value from O to 15. This parameter is an indication by the PMD
sublayer of the magnitude of the energy observed at the selected antenna. This reported value is used to
generate the RSSI term in the PHY-RXSTART.ind(RXVECTOR) primitive and might also be used by any
diversity function. Since RSSI is only used in a relative manner by the MAC sublayer, this parameter is
defined to have no more than 16 values, ranging from 0 through RSSI_Max. The value zero is the weakest
signal strength, while RSSI_Max is the strongest signal strength.
14.5.5.8.3 When generated
This primitive is generated continually by the PMD entity to transfer a receive signal strength indication to

the PLCP.
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14.5.5.8.4 Effect of receipt
The effect of receipt of this primitive by the PLCP is unspecified in this standard.
14.5.5.9 PMD_PWRMGMT.request
14.5.5.9.1 Function
This primitive is used by the higher-layer entities to manage or control the power consumption of the PMD
when not in use. This allows higher-layer entities to put the radio into a sleep or standby mode when receipt
or sending of any data is not expected.
14.5.5.9.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_PWRMGMT.request (MODE)
The MODE parameter can have one of two values: ON or OFF. When the value of the parameter is ON, the
PMD entity will enter into a fully functional mode that allows it to send or receive data. When the value of
the parameter is OFF, the PMD entity will place itself in a standby or power-saving mode. In the low-power
mode, the PMD entity is not expected to be able to perform any request by the PLCP, nor is it expected to
indicate any change in PMD state or status.
14.5.5.9.3 When generated
This primitive is delivered by the PLCP but actually is generated by a higher-layer management entity.

14.5.5.9.4 Effect of receipt

Upon receipt of this primitive, the PMD entity will enter a fully functional or low power consumption state
depending on the value of the primitive’s parameter.

14.6 FHSS PMD sublayer, 1.0 Mbit/s
14.6.1 1 Mbit/s PMD operating specifications, general

In general, the PMD accepts convergence layer service primitives and provides the actual means by which
the signals required by these primitives are imposed on the medium. In the PMD sublayer at the receiver, the
process is reversed. The combined function of the transmitting and receiving PMD sublayers results in a data
stream, timing information, and receive parameter information being delivered to the receiving convergence
sublayer.

14.6.2 Regulatory requirements

Wireless LANs implemented in accordance with this standard are subject to equipment certification and
operating requirements established by regional and national regulatory administrations. The PMD specifica-
tion establishes minimum technical requirements for interoperability, based upon established regulations for
Europe, Japan, and North America at the time this standard was issued. These regulations are subject to revi-
sion, or may be superseded. Requirements that are subject to local geographic regulations are annotated
within the PMD specification. Regulatory requirements that do not affect interoperability are not addressed
within this standard. Implementors are referred to the following regulatory sources for further information.
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Operation in countries within Europe, or other regions outside Japan or North America, may be subject to
additional or alternative national regulations.

The documents listed below specify the current regulatory requirements for various geographic areas at the
time this standard was developed. They are provided for information only, and are subject to change or revi-
sion at any time.

Geog:ea;) e Approval standards Documents Approval authority
Europe European Telecommunications ETS 300-328, National type approval
Standards Institute (ETSI) ETS 300-339 authorities
France Reégle technique applicable aux SP/DGPT/ATAS/23, Direction Générale des Postes
équipements radioélectriques ETS 300-328, et Télécommunications
de transmission de données a ETS 300-339 (DGPT)
large bande fonctionnant dans
la bande de fréquences a 2,4
GHz et utilisant la technique
de ’étalement de spectre
(Edition février 1995)
Japan Association of Radio Industries | RCR STD-33A Ministry of Telecommunica-
and Businesses (ARIB) tions (MKK)
North America
Canada Industry Canada (IC) GL36 IC
USA Federal Communications CFR47, Part 15, Sections FCC
Commission (FCC) 15.205, 15.209, 15.247
Spain Supplemento Del Numero 164 ETS 300-328, ETS Cuadro Nacional De Atribu-
Del Boletin Oficial Del 300-339 cion De Frecuesias
Estado (Published 10 July
1991, Revised 25 June 1993)

14.6.3 Operating frequency range
A conformant PMD implementation shall be able to select the carrier frequency (F.) from the full

geographic-specific set of available carrier frequencies. Table 36 summarizes these frequencies for a number
of geographic locations.

Table 36—Operating frequency range

Lower Limit Upper limit Regulatory range Geography

2.402 GHz 2.480 GHz 2.400-2.4835 GHz North America

2.402 GHz 2.480 GHz 2.400-2.4835 GHz Europe?

2.473 GHz 2.495 GHz 2.471-2.497 GHz Japan

2.447 GHz 2.473 GHz 2.445-2.475 GHz Spain

2.448 GHz 2.482 GHz 2.4465-2.4835 GHz France
NOTE—The frequency ranges in this table are subject to the geographic-specific regulatory
authorities.

2Excluding Spain and France.
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14.6.4 Number of operating channels

The number of transmit and receive frequency channels used for operating the PMD entity is 79 for the USA
and Europe, and 23 for Japan. Table 37 summarizes these frequencies for a number of geographic locations.
This is more fully defined in Table 38 through Table 41.

Table 37—Number of operating channels

Minimum Hopping set Geography
75 79 North America
20 79 Europe?
Not applicable 23 Japan

20 21 Spain

20 35 France
NOTE—The number of required hopping channels is subject to the
geographic-specific regulatory authorities.

2Excluding Spain and France.

14.6.5 Operating channel center frequency

The channel center frequency is defined in sequential 1.0 MHz steps beginning with the first channel, chan-
nel 2.402 GHz for the USA and Europe excluding Spain and France, as listed in Table 38. The channel
centers for Japan, starting at 2.473 GHz with 1 MHz increments, are listed in Table 39. The channel centers
for Spain and France are listed in Table 40 and Table 41, respectively.

Table 38—Requirements in North America and Europe
(excluding Spain and France; values specified in GHz)

Channel # Value Channel # Value Channel # Value
2 2.402 28 2428 54 2.454
3 2.403 29 2.429 S5 2.455
4 2.404 30 2.430 56 2.456
5 2.405 31 2.431 57 2.457
6 2.406 39, 2432 58 2458
7 2.407 33 2.433 59 2.459
8 2.408 34 2.434 60 2.460
9 2.409 35 2.435 61 2.461
10 2.410 36 2.436 62 2.462
11 2411 37 2.437 63 2.463
12 2.412 38 2.438 64 2.464
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Table 38—Requirements in North America and Europe
(excluding Spain and France; values specified in GHz) (continued)

Channel # Value Channel # Value Channel # Value
13 2413 39 2.439 65 2.465
14 2414 40 2.440 66 2.466
15 2.415 41 2.441 67 2.467
16 2.416 42 2.442 68 2.468
17 2417 43 2.443 69 2.469
18 2.418 44 2.444 70 2.470
19 2419 45 2.445 71 2.471
20 2.420 46 2.446 72 2.472
21 2.421 47 2.447 73 2473
22) 2.422 48 2.448 74 2.474
23 2.423 49 2.449 75 2.475
24 2.424 50 2.450 76 2.476
25 2.425 51 2.451 77 2.477
26 2.426 52 2.452 78 2.478
2f] 2.427 53 2.453 79 2.479
— — — — 80 2.480

Table 39—Requirements in Japan
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
3 2.473 81 2.481 89 2.489
74 2.474 82 2.482 90 2.490
75 2.475 83 2.483 91 2.491
76 2.476 84 2.484 92 2.492
i, 2.477 85 2.485 93 2.493
78 2.478 86 2.486 94 2.494
79 2.479 87 2.487 95 2.495
80 2.480 88 2.488 — —
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Table 40—Requirements in Spain
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
47 2.447 56 2.456 65 2.465
48 2.448 57 2.457 66 2.466
49 2.449 58 2.458 67 2.467
50 2.450 59 2.459 68 2.468
51 2.451 60 2.460 69 2.469
52 2.452 61 2.461 70 2.470
53 2.453 62 2.462 71 2.471
54 2.454 63 2.463 72 2.472
55 2.455 64 2.464 73 2.473

Table 41—Requirements in France
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
48 2.448 60 2.460 72 2472
49 2.449 61 2.461 73] 2473
50 2.450 62 2.462 74 2.474
51 2.451 63 2.463 78 2475
52 2.452 64 2.464 76 2.476
53] 2.453 65 2.465 77 2.477
54 2.454 66 2.466 78 2478
55 2.455 67 2.467 79 2.479
56 2.456 68 2.468 80 2.480
57 2.457 69 2.469 81 2.481
58 2.458 70 2.470 82 2.482
59 2.459 71 2.471 — —

14.6.6 Occupied channel bandwidth

Occupied channel bandwidth shall meet all applicable local geographic regulations for | MHz channel spac-
ing. The rate at which the PMD entity will hop is governed by the MAC. The hop rate is an attribute with a
maximum dwell time subject to local geographic regulations.

14.6.7 Minimum hop rate

The minimum hop rate shall be governed by the regulatory authorities.
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14.6.8 Hop sequences

The hopping sequence of an individual PMD entity is used to create a pseudorandom hopping pattern utiliz-
ing uniformly the designated frequency band. Sets of hopping sequences are used to co-locate multiple PMD
entities in similar networks in the same geographic area and to enhance the overall efficiency and throughput
capacity of each individual network.

An FH pattern, F,, consists of a permutation of all frequency channels defined in Table 38 and Table 39. For
a given pattern number, x, the hopping sequence can be written as follows:

Fy={f. ), fx Q-1 (P)} 1)

where

[y (i) is the channel number (as defined in 14.6.4) for i L frequency in B hopping pattern;

p is the number of frequency channels in hopping pattern (79 for North America and most of Europe,
23 for Japan, 35 for France, 27 for Spain).

Given the hopping pattern number, x, and the index for the next frequency, i (in the range 1 to p), the channel
number shall be defined to be as follows:

(i) =1[b@)+x]mod (79) +2 in North America and most of Europe, with (i) defined in Table 42.
=[(i—1)Xxx] mod (23) + 73 in Japan.
=[b(i) + x] mod (27) + 47 in Spain with b(3) defined in Table 43.
=[b(i) + x] mod (35) + 48 in France with b(i) defined in Table 44.

Table 42—Base-Hopping sequence b(i) for North America and most of Europe

i b(i) i b(i) i b(i) i b() i 1100] i b(i) i b(i) i b(i)

1 0 11 76 21 18 31 34 41 14 51 20 61 48 71 55

2 23 12 29 22 11 32 66 42 577 52 3 62 15 72 35

3 62 13 59 23 36 33 / 43 41 53 64 63 5 73 53

4 8 14 22 24 71 34 68 44 74 54 39 64 17 74 24
5 43 15 52 25 54 38 ) 45 32 35 13 65 6 i7/5) 44
6 16 16 63 26 69 36 4 46 70 56 33 66 67 76 51
7 71 17 26 2 21 37 60 47 9 57 65 67 49 77 38
8 47 18 774 28 3 38 27 48 58 58 50 68 40 78 30
9 19 19 31 29 37 39 12 49 78 59 56 69 1 79 46

10 61 20 2 30 10 40 25 50 45 60 42 70 28 — —
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Table 43—Base-Hopping sequence b(i) for Spain

i b(i) i b(i) i b(i)
1 13 10 19 19 14
2 4 11 8 20 1
3 24 12 23 21 20
4 18 13 15 22 7
) 5 14 22 23 16
6 12 15 9 24 2
7 3 16 21 25 11
8 10 17 0 26 17
9 25 18 6 24 26

Table 44—Base-Hopping sequence b(i) for France

i b@i) i b() i b@)

1 17/ 13 31 25 15

2 S 14 20 26 3

3 18 15 29 27 11

4 32 16 22 28 30
5 23 17 12 29 24
6 7 18 6 30 9
7 16 19 28 31 27
8 4 20 14 32 19
9 13 21 25 33 2

10 33 22 0 34 21

11 26 23 8 35 34

12 10 24 1 = ==

The sequences are designed to ensure some minimum distance in frequency between contiguous hops. The
minimum hop size is 6 MHz for North America and Europe, including Spain and France, and 5 MHz for Japan.

The hopping pattern numbers x are divided into three sets. The sets are designed to avoid prolonged collision
periods between different hopping sequences in a set. Hopping sequence sets contain 26 sequences for North

America and Europe, and 4 sequences per set for Japan:

For North America and most of Europe:

x={0,3,6,9,12,15,18,21,24,27,30,33,36,39,42,45,48,51,54,57,60,63,66,69,72,75} Set 1
x={1,4,7,10,13,16,19,22,25,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,73,76} Set 2
x={2,5,8,11,14,17,20,23,26,29,32,35,38,41,44,47,50,53,56,59,62,65,68,71,74,77} Set3
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For Japan:

x={6,9,12,15}  Setl
x={7,10,13,16}  Set2
x={8,11,14,17}  Set3

For Spain:

x={0,3,6,9,12,15,18,21,24} Set 1
x={1,47,10,13,16,19,22,25}  Set2
x={2,58,11,14,17,20,2326}  Set3

For France:

x={0,3,6,9,12,15,18,21,24,27,30} Set 1
x={1,4,7,10,13,16,19,22,2528,31}  Set2
x=1{2,5,8,11,14,17,20,23,26,29,32}  Set3

The three sets of hopping sequences for North America and most of Europe, of 26 patterns each, are listed in
Tables B.1, B.2, and B.3 in Annex B. Similarly, there are three sets for Japan of four patterns each. The three
sets for Spain have nine patterns each. The three sets for France have 11 patterns each. The channel numbers
listed under each pattern refer to the actual frequency values listed in Table 38 and Table 39.

14.6.9 Unwanted emissions

Conformant PMD implementations shall limit the emissions that fall outside of the operating frequency
range, defined in Table 36, to the geographically applicable limits.

14.6.10 Modulation

The minimum set of requirements for a PMD to be compliant with the IEEE 802.11 FHSS PHY shall be as
follows.

The PMD shall be capable of operating using two-level Gaussian frequency shift key (GFSK) modulation
with a nominal bandwidth bit-period (BT)=0.5. The PMD shall accept symbols from the set {{1},{0}} from
the PLCP. The symbol {1} shall be encoded with a peak deviation of (+fy), giving a peak transmit frequency
of (F.+fy), which is greater than the carrier center frequency (F,). The symbol {0} shall be encoded with a
peak frequency deviation of (—fy), giving a peak transmit frequency of (F.—fy).

An incoming bit stream at 1 Mbit/s will be converted to symbols at Fclk=1 Msymbols/s, as shown in Table 45.

Table 45—Symbol encoding into carrier deviation (1 Mbit/s, 2-GFSK)

Symbol Carrier deviation
1 1/2 x h2 x Fclk
0 —1/2 x h2 x Fclk

NOTE—These deviation values are measured using the center sym-
bol of 7 consecutive symbols of the same value. The instantaneous
deviation will vary due to Gaussian pulse shaping.
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The deviation factor h2 for 2GFSK (measured as difference between frequencies measured in the middle of
0000 and 1111 patterns encountered in the SFD, divided by 1 MHz) will nominally be 0.32.

The minimum frequency deviation, as shown in Figure 84, shall be greater than 110 kHz relative to the
nominal center frequency F. Fq is the average center frequency of the last 8 bits of the Preamble Sync field,
measured as the deviation at the midsymbol. Midsymbol is defined as the point that is midway between the
zero crossings derived from a best fit to the last 8 bits of the Sync field. Maximum deviation is not specified,
but modulation is subject to the occupied bandwidth limits of 14.6.5.

The zero crossing error shall be less than +1/8 of a symbol period. The zero crossing error is the time differ-
ence between the ideal symbol periods and measured crossings of F,.. This is illustrated in Figure 84.

Ideal Zero Crossing

t
B iy
Min.
’ Deviation .
| . » Time
B Min. /
Deviation
F -,
e
Zero Crossing Error
Frequency -

Figure 84—Transmit modulation mask

14.6.11 Channel data rate

A compliant IEEE 802.11 FHSS PMD shall be capable of transmitting and receiving at a nominal data rate
of 1.0 Mbit/s + 50 parts per million (ppm).

14.6.12 Channel switching/settling time

The time to change from one operating channel frequency, as specified in 14.6.3, is defined as 224 ps. A
conformant PMD meets this switching time specification when the operating channel center frequency has
settled to within £60 kHz of the nominal channel center frequency as outlined in 14.6.3.

14.6.13 Receive to transmit switch time

The maximum time for a conformant PMD to switch the radio from the receive state to the transmit state and
place the start of the first bit on the air shall be 19 ps. At the end of this 19 ps, the RF carrier shall be within
the nominal transmit power level range, and within the described modulation specifications.
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14.6.14 PMD transmit specifications

The following portion of this subclause describes the transmit functions and parameters associated with the
PMD sublayer. In general, these are specified by primitives from the PLCP, and the transmit PMD entity
provides the actual means by which the signals required by the PLCP primitives are imposed onto the
medium.

14.6.14.1 Nominal transmit power

The nominal transmit power of a frame is defined as the power averaged between the start of the first symbol
in the PLCP Header to the end of the last symbol in the PLCP Header. When in the transmit state, the trans-
mit power shall be within 2 dB of the nominal transmit power from the start of the Preamble SYNC field to
the last symbol at the end of the frame.

14.6.14.2 Transmit power levels

Unless governed by more stringent local geographic regulations, the radiated emissions from compliant
devices shall meet IEEE Std C95.1-1991 limits for controlled or uncontrolled environments, in accordance
with their intended usage. In addition, all conformant PMD implementations shall support at least one power
level with a minimum equivalent isotropically radiated power (EIRP) of 10 mW.

14.6.14.3 Transmit power level control

If a conformant PMD implementation has the ability to transmit in a manner that results in the EIRP of the
transmit signal exceeding the level of 100 mW, at least one level of transmit power control shall be imple-
mented. This transmit power control shall be such that the level of the emission is reduced to a level at or
below 100 mW under the influence of said power control.

14.6.14.4 Transmit spectrum shape

Within the operational frequency band the transmitter shall pass a spectrum mask test. The duty cycle
between Tx and Rx is nominally 50% and the transmit frame length is nominally 400 ps. The adjacent chan-
nel power is defined as the sum of the power measured in a 1 MHz band. For a pseudorandom data pattern,
the adjacent channel power shall be a function of the offset between channel number N and the assigned
transmitter channel M, where M is the actual transmitted center frequency and N is a channel separated from
it by an integer number of megahertz.

Channel offset:

|IN—M|=2 20 dBm or —40 dBc, whichever is the lower power.
IN-M|>3 —40 dBm or —60 dBc, whichever is the lower power.

The levels given in dBc are measured relative to the transmitter power measured in a 1 MHz channel
centered on the transmitter center frequency. The adjacent channel power and the transmitter power for this
subclause of the specification shall be measured with a resolution bandwidth of 100 kHz, a video bandwidth
of 300 kHz, and a peak detector, and with the measurement device set to maximum hold.

For any transmit center frequency M, two exceptions to the spectrum mask requirements are permitted
within the operational frequency band, provided the exceptions are less than —50 dBc, where each offset
channel exceeded counts as a separate exception. An exception occurs when the total energy within a given
1 MHz channel as defined in 14.6.5 exceeds the levels specified above.
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14.6.14.5 Transmit center frequency tolerance

The PMD transmit center frequency shall be within +£60 kHz of the nominal center frequency as specified in
14.6.5.

14.6.14.6 Transmitter ramp periods

The transmitter shall go from off to within 2 dB of the nominal transmit power in 8 us or less. The transmit-
ter shall go from within 2 dB of the nominal transmit power to off (less than —50 dBm) in 8 us or less.

14.6.15 PMD receiver specifications

The following portion of this subclause describes the receive functions and parameters associated with the
PMD sublayer. In general, these are specified by primitives from the PLCP. The Receive PMD entity
provides the actual means by which the signals required by the PLCP primitives are recovered from the
medium. The PMD sublayer monitors signals on the medium and will return symbols from the set {{1},{0}}
to the PLCP sublayer.

14.6.15.1 Input signal range

The PMD shall be capable of recovering a conformant PMD signal from the medium, as described in related
subclauses, with a frame error ratio (FER) <3% for PSDUs of 400 octets generated with pseudorandom data,
for receiver input signal levels in the range from —20 dBm to the receiver sensitivity (as specified in
14.6.15.4), across the frequency band of operation.

14.6.15.2 Receive center frequency acceptance range

An IEEE 802.11 FHSS compliant PMD shall meet all specifications with an input signal having a center
frequency range of £60 kHz from nominal.

14.6.15.3 CCA power threshold

In the presence of any IEEE 802.11 compliant 1 Mbit/s FH PMD signal above —85 dBm that starts synchro-
nously with respect to slot times as specified in 14.3.3.2.1, the PHY shall signal busy, with a 90% probability of
detection, during the preamble within the CCA assessment window. In the presence of any IEEE 802.11 compli-
ant 1 Mbit/s FH PMD signal above —85 dBm that starts asynchronously with respect to slot times as specified in
14.3.3.2.1, the PHY shall signal busy, with a 70% probability of detection, during the preamble within the CCA
window. In the presence of any IEEE 802.11 compliant 1 Mbit/s FH PMD signal above —65 dBm, the PHY shall
signal busy, with a 70% probability of detection, during random data within the CCA window. This specification
applies to a PMD operating with a nominal EIRP of < 100 mW. A compliant PMD operating at a nominal output
power greater than 100 mW shall use the following equation to define the CCA threshold, where P, represents
transmit power.

Pt
CCA threshold (preamble) = — 85 dBm — [5 x loglo(m)] dBm
CCA threshold (random data) = CCA threshold (preamble) + 20 dB
14.6.15.4 Receiver sensitivity

The sensitivity is defined as the minimum signal level required for an FER of 3% for PSDUs of 400 octets
generated with pseudorandom data. The sensitivity shall be less than or equal to —80 dBm. The reference sensi-
tivity is defined as —80 dBm for the 1 Mbit/s FH PHY specifications.
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14.6.15.5 Intermodulation

Intermodulation protection (IMp) is defined as the ratio of the minimum amplitude of one of two equal inter-
fering signals to the desired signal amplitude, where the interfering signals are spaced 4 MHz and 8 MHz
removed from the center frequency of the desired signal, both on the same side of center frequency. The IMp
protection ratio is established at the interfering signal level that causes the FER of the receiver to be increased
to 3% for PSDUs of 400 octets generated with pseudorandom data, when the desired signal is <77 dBm. Each
interfering signal is modulated with the FH PMD modulation uncorrelated in time to each other or the desired
signal. The PMD shall have the IMp for the interfering signal at 4 MHz and 8 MHz be 230 dB.

14.6.15.6 Desensitization

Desensitization (Dp) is defined as the ratio to measured sensitivity of the minimum amplitude of an interfer-
ing signal that causes the FER at the output of the receiver to be increased to 3% for PSDUs of 400 octets
generated with pseudorandom data, when the desired signal is =77 dBm. The interfering signal shall be
modulated with the FHSS PMD modulation uncorrelated in time to the desired signal. The minimum Dp
shall be as given in Table 46. The spectral purity of the interferer shall be sufficient to ensure that the
measurement is limited by the receiver performance.

Table 46—1 Mbit/s Dp

Interferer frequency?® Dp minimum
M=Nx2 30dB
M= N=3 or more 40 dB

3Where M is the interferer frequency and N is the desired channel frequency.

14.6.15.7 Receiver radiation

The signal leakage when receiving shall not exceed —50 dBm EIRP in the operating frequency range. The
FHSS PHY shall conform with out-of-band spurious emissions by regulatory bodies.

14.6.16 Operating temperature range

Two temperature ranges for full operation compliance to the FH PHY are specified. Type 1 is defined as 0 °C
to 40 °C and is designated for office environments. Type 2 is defined as —30 °C to +70 °C and is designated
for industrial environments.

14.7 FHSS PMD sublayer, 2.0 Mbit/s
14.7.1 Overview

This subclause details the RF specification differences of the optional 2 Mbit/s operation from the baseline
1 Mbit/s PMD as contained in 14.6. Unless otherwise specified in this subclause, the compliant PMD shall
also meet all requirements of 14.6 when transmitting at 2 Mbit/s. When implementing the 2 Mbit/s option,
the preamble and PHY Header shall be transmitted at 1 Mbit/s. STAs implementing the 2 Mbit/s option shall
also be capable of transmitting and receiving PPDUs at 1 Mbit/s.
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14.7.2 Four-Level GFSK modulation

For an FHSS 2 Mbit/s PMD, the modulation scheme shall be four-level Gaussian frequency shift keying
(4GFSK), with a nominal symbol-period bandwidth product (BT) of 0.5. The four-level deviation factor,
defined as the frequency separation of adjacent symbols divided by symbol rate, h4, shall be related to the
deviation factor of the 2GFSK modulation, h2, by the following equation:

h4/h2 = 0.45 £ 0.01

An incoming bit stream at 2 Mbit/s will be converted to 2-bit words or symbols, with a rate of Fclk =
1 Msymbol/s. The first received bit will be encoded as the LMB of the symbol in Table 47. The bits will be
encoded into symbols as shown in Table 47,

Table 47—Symbol encoding into carrier deviation

1 Mbit/s, 2GFSK
Symbol Carrier deviation
1 1/2 x h2 x Fclk
0 —1/2 x h2 x Fclk
2 Mbit/s, 4GFSK
Symbol Carrier deviation
10 3/2 x h4 x Fclk
11 1/2 x h4 x Fclk
01 —1/2 xh4 x Fclk
00 —3/2 xh4 x Fclk
NOTE—These deviation values are measured using the
center symbol of 7 consecutive symbols of the same value.
The instantaneous deviation will vary due to Gaussian pulse
shaping.

The deviation factor h2 for 2GFSK (measured as the difference between frequencies measured in the middle
0of 0000 and 1111 patterns encountered in the SFD, divided by 1 MHz) will nominally be 0.32. The deviation
factor h2 will be no less than 0.30 (with maximum dictated by regulatory bandwidth requirement). Accord-
ingly, h4 (measured as a difference between the outermost frequencies, divided by 3, divided by 1 MHz) is
nominally 0.45 X 0.32 = 0.144, and it will be no less than 0.45 x 0.3 = 0.135.

The modulation error shall be less than +15 kHz at the midsymbol time for 4GFSK, from the frequency
deviations specified above, for a symbol surrounded by identical symbols, and less than +25 kHz for any
symbol. The deviation is relative to the actual center frequency of the RF carrier. For definition purposes, the
actual center frequency is the midfrequency between symbols 11 and 01. The actual center frequency shall
be within £60 kHz of the nominal channel center frequency defined in 14.6.5 and shall not vary by more
than £10 kHz/ms, from the start to end of the PPDU. The peak-to-peak variation of the actual center
frequency over the PPDU shall not exceed 15 kHz. Symbols and terms used within this subclause are illus-
trated in Figure 85.
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Figure 85—Four-Level GFSK transmit modulation

14.7.2.1 Frame structure for HS FHSS PHY

The high rate FHSS PPDU consists of PLCP Preamble, PLCP Header, and whitened PSDU. The PLCP Pre-
amble and PLCP Header format are identical to the 1 Mbit/s PHY, as described in 14.3.2. The whitened
PSDU is transmitted in 2GFSK, 4GFSK, or potentially a higher-rate format, according to the rate chosen.
The rate is indicated in a 3-bit field in a PLCP Header, having a value of 1 or 2 bits/symbol (or Mbit/second).

The PPDU is transmitted as four-level symbols, with the amount determined by number_of symbols =
(number_of PSDU_octets x 8)/rate.

The input bits are scrambled according to the method in 14.3.2.3.

The scrambled bit stream is divided into groups of rate (1 or 2) consecutive bits. The bits are mapped into
symbols according to Table 47.

A bias suppression algorithm is applied to the resulting symbol stream. The bias suppression algorithm is
defined in 14.3.2.3, Figure 72, and Figure 75. A polarity control symbol is inserted prior to each block of
32 symbols (or less for the last block). The polarity control signals are 4GFSK symbols 10 or 00. The algo-
rithm is equivalent to the case of 2GFSK, with the polarity symbol 2GFSK “1” replaced with 4GFSK
symbol “10,” and the 2GFSK polarity symbol “0” replaced with a 4GFSK symbol “00.”

14.7.3 Channel data rate
The data rate for the whitened PSDU at the optional rate shall be 2.0 Mbit/s + 50 ppm.
14.7.3.1 Input dynamic range

The PMD shall be capable of recovering a conformant PMD signal from the medium, as described in related
subclauses, with an FER <3% for PSDUs of 400 octets generated with pseudorandom data, for receiver
input signal levels in the range from —20 dBm to the receiver sensitivity (as specified in 14.7.3.2), across the
frequency band of operation.
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14.7.3.2 Receiver sensitivity

The sensitivity is defined as the minimum signal level required for an FER of 3% for PSDUs of 400 octets
generated with pseudorandom data. The sensitivity shall be less than or equal to —75 dBm. The reference
sensitivity is defined as =75 dBm for the 2 Mbit/s FH PHY specifications.

14.7.3.3 IMp

IMp is defined as the ratio to —77 dBm of the minimum amplitude of one of the two equal-level interfering
signals at 4 MHz and 8 MHz removed from center frequency, both on the same side of center frequency, that
cause the FER of the receiver to be increased to 3% for PSDUs of 400 octets generated with pseudorandom
data, when the desired signal is —72 dBm (3 dB above the specified sensitivity specified in 14.7.3.2). Each
interfering signal is modulated with the FH 1 Mbit/s PMD modulation uncorrelated in time to each other or
the desired signal. The FHSS optional 2 Mbit/s rate IMp shall be >25 dB.

14.7.3.4 Dp

Dp is defined as the ratio to measured sensitivity of the minimum amplitude of an interfering signal that
causes the FER of the receiver to be increased to 3% for PSDUs of 400 octets generated with pseudorandom
data, when the desired signal is —72 dB (3 dB above sensitivity specified in 14.7.3.2). The interfering signal
shall be modulated with the FHSS PMD modulation uncorrelated in time to the desired signal. The mini-
mum Dp shall be as given in Table 48.

Table 48—2 Mbit/s Dp

Interferer frequency® DP minimum
M=N=zx2 20dB
M = N=3 or more 30dB

3Where M is the interferer frequency and N is the desired channel frequency.

14.8 FHSS PHY management information base (MiB)
14.8.1 Overview

The following is the MIB for the FHSS PHY.
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This subclause defines the attributes for the FHSS MIB. Table 49 lists these attributes and the default values.
Following the table is a description of each attribute.

Table 49—FHSS PHY attributes

Attribute

Default value

Operational
semantics

Operational behavior

dotl IPHY Type

FHSS =X'01"

Static

Identical for all FH PHYs

dotl 1RegDomainsSupported

FCC=X'10'
IC=X"20'
ETSI=X"30'
Spain = X'31"
France = X'32'
MKK = X'40'

Static

Implementation dependent

dotl1CurrentRegDomain

X'00'

Dynamic LME

Implementation dependent

dotl 1 TempType

Type 1 = X'01'
Type 2 = X'02'
Type 3 = X'03'

Static

Implementation dependent

dotl 1SupportedDataRatesTX

1 Mbit/s = X'02' mandatory
2 Mbit/s = X'04' optional

Static

Identical for all FH PHYs

dot! 1SupportedDataRatesRX

1 Mbit/s = X'02' mandatory
2 Mbit/s = X'04' optional

Static

Identical for all FH PHYs

dotl 1SupportedTxAntennas

Ant 1 =X'01"'
Ant2=X'02'
Ant 3 = X'03'
Antn=n

Static

Implementation dependent

dotl 1CurrentTxAntenna

Ant ] = default

Dynamic LME

Implementation dependent

dot! I SupportedRxAntennas

Ant 1 =X'0I'
Ant 2 =X'02'
Ant 3 = X'03'
Antn=n

Static

Implementation dependent

dot1 1DiversitySupport

Available = X'01"
Not avail. = X'02'
Control avail. = X'03'

Static

Implementation dependent

dotl 1DiversitySelectionRx

Ant 1 =X'01'
Ant 2 =X'02'
Ant 3 =X'03'
Ant 4 =X'04'
Ant 5 = X'05'
Ant 6 = X'06'
Ant 7=X'07'
Ant 8 =X'08'

Dynamic LME

Implementation dependent

dotl1NumberSupportedPowerLevels

Lvil =X'0I'
Lvi2 =X'02'
LvI3 =X'03'
Lvi4 =X'04'
Lvl5 =X'05'
Lvl6 =X'06'
Lvl7=X'07"
Lvl§ = X'08'

Static

Implementation dependent

dotl 1 TxPowerLevell

Factory default

Static

Implementation dependent

dotl 1 TxPowerLevel2

Factory default

Static

Implementation dependent

dotl 1TxPowerLevel3

Factory default

Static

Implementation dependent
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Table 49—FHSS PHY attributes (continued)

Attribute Default value Operathnal Operational behavior
semantics
dotl 1 TxPowerLevel4 Factory def. Static Implementation dependent
dotl1TxPowerLevelS Factory def. Static Implementation dependent
dotl 1 TxPowerLevel6 Factory def. Static Implementation dependent
dotl1TxPowerLevel7 Factory def. Static Implementation dependent
dotl1TxPowerLevel8 Factory def. Static Implementation dependent
dotl 1CurrentTxPowerLevel TxPowerLevell Dynamic LME | Implementation dependent
dotl 1HopTime 224 ps Static Identical for all FH PHY's
dotl1CurrentChannelNumber X'00' Dynamic PLME
dotl IMaxDwellTime 390 TU Static Regulatory domain dependent
dotl1CurrentSet X'00' Dynamic PLME
dotl1CurrentPattern X'00' Dynamic PLME
dotl1CurrentIndex X'00 Dynamic PLME
dotl1CurrentPowerState X'01' off Dynamic LME
X'02' on

NOTE—The column titled “Operational semantics” contains two types: static and dynamic. Static MIB attributes are
fixed and cannot be modified for a given PHY implementation. MIB attributes defined as dynamic can be modified by
some management entity. Whenever an attribute is defined as dynamic, the column also shows which entity has con-
trol over the attribute. LME refers to the MAC sublayer management entity (MLME), while PHY refers to the physical
layer management entity (PLME).

14.8.2.1 FH PHY attribute definitions
14.8.2.1.1 dot11PHYType

The dotl IPHY Type is FHSS. The LME uses this attribute to determine what PLCP and PMD are providing
services to the MAC. It also is used by the MAC to determine what MAC sublayer management state
machines must be invoked to support the PHY. The value of this attribute is defined as the integer 01 to indi-
cate the FHSS PHY.

14.8.2.1.2 dot11RegDomainsSupported

Operational requirements for FHSS PHY are defined by agencies representing certain geographical regula-
tory domains. These regulatory agencies may define limits on various parameters that differ from region to
region. This parameters may include dotl 1TxPowerLevels, and dotl 1MaxDwellTime, as well as the total
number of frequencies in the hopping pattern. The values shown in Table 50 indicate regulatory agencies
supported by this document.

Since a PLCP and PMD might be designed to support operation in more than one regulatory domain, this
attribute can actually represent a list of agencies. This list can be one or more of the above agencies and must
be terminated using the null terminator. Upon activation of the PLCP and PMD, the information in this list
must be used to set the value of the dotl1CurrentRegDomain attribute.

14.8.2.1.3 dot11CurrentRegDomain

The dotl1CurrentRegDomain attribute for the FHSS PHY is defined as the regulatory domain under which

the PMD is currently operating. This value must be one of the wvalues listed in the
dot11RegDomainsSupported list. This MIB attribute is managed by the LME.
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Table 50—Regulatory domain codes

Code point Regulatory agency Region
X'10 FCC United States
X120 16 Canada
X'30' ETSI Most of Europe
X131 Spain Spain
X'32' France France
X'40' MKK Japan

14.8.2.1.4 dot11TempType

The parameter dot1 1 TempType defines the temperature range supported by the PHY. Type 1 equipment (X'01")
supports a temperature range of 0 °C to 40 °C. Type 2 equipment (X'02') supports a temperature range of —20 °C
to +55 °C. Type 3 equipment (X'03') supports a temperature range of —30 °C to +70 °C.

14.8.2.1.5 dot11CurrentPowerState

The dotl 1CurrentPowerState attribute for the FHSS PHY allows the MAC sublayer management entity to
control the power state of the PHY. This attribute can be updated using the PLMESET.request. The permissi-
ble values are ON and OFF.

14.8.2.1.6 dot11SupportedDataRatesTX

The dotl1SupportedDataRatesTX attribute for the FHSS PHY is defined as a null terminated list of supported

data rates in the transmit mode for this implementation. Table 51 shows the possible values appearing in the
list.

Table 51—Supported data rate codes (dot11SupportedDataRatesTX)

Code point Data rate
X'02' 1 Mbit/s
X'04 2 Mbit/s
X'00' Null terminator

14.8.2.1.7 dot11SupportedDataRatesRX

The dotl 1 SupportedDataRatesRX attribute for the FHSS PHY is defined as a null terminated list of supported
data rates in the receive mode for this implementation. Table 52 shows the possible values appearing in the list.

14.8.2.1.8 aMPDUMaxLength
The aMPDUMaximumLength attribute for the FHSS PHY is defined as the maximum PSDU, in octets, that
the PHY shall ever be capable of accepting. This value for the FHSS PHY is set at 4095 octets. The recom-

mended value for maximum PSDU length in an FHSS PHY system is 400 octets at 1 Mbit/s and 800 octets
at 2 Mbit/s, which corresponds to a frame duration less than 3.5 ms. These values are optimized to achieve
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Table 52—Supported data rate codes (dot11SupportedDataRatesRX)

Code point Data rate
X'02' 1 Mbit/s
X'04' 2 Mbit/s
X'00' Null terminator

high performance in a variety of RF channel conditions, particularly with respect to indoor multipath, chan-
nel stability for moving STAs, and interference in the 2.4 GHz band.

14.8.2.1.9 dot11SupportedTxAntennas
The dot11SupportedTxAntennas attribute for the FHSS PHY is defined as a null terminated list of antennas

that this implementation can use to transmit data. Table 53 shows the possible values appearing in the list,
where N < 255.

Table 53—Number of transmit antennas

Code point Antenna number
X'01' Tx Antenna 1
X'02' Tx Antenna 2
X'03 Tx Antenna 3
N Tx Antenna N
X'00' Null terminator

14.8.2.1.10 dot11CurrentTxAntenna

The dotl1CurrentTxAntenna attribute for the FHSS PHY is used to describe the current antenna the imple-
mentation is using for transmission. This value should represent one of the antennas appearing in the
dotl 1SupportedTxAntennas list.

14.8.2.1.11 dot11SupportedRxAntenna
The dot11SupportedRxAntennas attribute for the FHSS PHY is defined as a null terminated list of antennas
that this implementation can use to receive data. In the FHSS PHY primitives, one of these values is passed as

part of the PHY-RXSTART.indicate to the MAC sublayer for every received packet. Table 54 shows the possi-
ble values appearing in the list, where N < 255.
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Table 54—Number of receive antennas

Code point Antenna number
X'or Rx Antenna 1
X'02' Rx Antenna 2
X'03' Rx Antenna 3
N Rx Antenna N
X'00" Null terminator

14.8.2.1.12 dot11DiversitySupport

The dotl1DiversitySupport attribute for the FHSS PHY is used to describe the implementation’s diversity
support. Table 55 shows the possible values appearing in the list.

Table 55—Diversity support codes

Code point Diversity support
X'0r Diversity available
X'02' No diversity
X'03' Control available

The value X'01" indicates that this implementation uses two or more antennas for diversity. The value X'02'
indicates that the implementation has no diversity support. The value X'03' indicates that the choice of anten-
nas used during diversity is programmable. (See 14.8.2.1.13.)

14.8.2.1.13 dot11DiversitySelectionRx
The dotl1DiversitySelectionRx attribute for the FHSS PHY is a null terminated list describing the receive

antenna or antennas currently in use during diversity and packet reception. Table 56 shows the possible val-
ues appearing in the list, where N < 255.

Table 56—Diversity select antenna codes

Code point Antenna number
X'o1' Rx Antenna 1
X'02' Rx Antenna 2
X'03' Rx Antenna 3
N Rx Antenna N
X'00' Null terminator

The null terminated list can consist of one or more of the receive antennas listed in the
dotl 1SupportedRxAntennas attribute. This attribute can be changed dynamically by the LME.

Copyright © 1999 IEEE. All rights reserved. 191

207



ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN
14.8.2.1.14 dot11NumberSupportedPowerLevels

The dotl 1NumberSupportedPowerLevels attribute for the FHSS PHY describes the number of power levels
this implementation supports. This attribute can be an integer of value 1 through 8, inclusive.

14.8.2.1.15 dot11TxPowerlevel1-8

Some implementations may provide up to eight different transmit power levels. The dotl 1 TxPowerLevels
attribute for the FHSS PHY is a list of up to eight power levels supported. Table 57 describes the list.

Table 57—Transmit power levels

Attribute Power level
TxPowerLevell Default setting
TxPowerLevel2 Level 2
TxPowerLevel3 Level 3
TxPowerLevel4 Level 4
TxPowerLevel5 Level 5
TxPowerLevel6 Level 6
TxPowerLevel7 Level 7
TxPowerLevel8 Level 8

14.8.2.1.16 dot11CurrentTxPowerlLevel

The dotl1CurrentTxPowerLevel attribute for the FHSS PHY is defined as the current transmit output power
level. This level shall be one of the levels implemented in the list of attributes called dotl 1 TxPowerLevelV
(where N is 1-8). This MIB attribute is also used to define the sensitivity of the CCA mechanism when the
output power exceeds 100 mW. This MIB attribute is managed by the LME.

14.8.2.1.17 dot11HopTime

The dotl 1HopTime attribute for the FHSS PHY describes the time allocated for the PHY to change to a new
frequency. For the FHSS PHY, this time period is 224 ps.

14.8.2.1.18 dot11CurrentChannelNumber

The dotl1CurrentChannelNumber attribute for the FHSS PHY is defined as the current operating channel
number of the PMD. The values of this attribute correspond to the values shown in Table 38. This MIB
attribute is managed by the PLME and is updated as the result of a PLMESET.request to dotl 1CurrentSet,
dotl 1CurrentPattern, or dotl 1CurrentIndex.

14.8.2.1.19 dot11MaxDwellTime

The dotl IMaxDwellTime attribute for the FHSS PHY is defined as the maximum time the PMD can dwell
on a channel and meet the requirements of the current regulatory domain. For the FCC regulatory domain,
this number is 390 TU (FCC = 400 ms). The recommended dwell time for the FHSS PHY is 19 TU.
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14.8.2.1.20 dot11CurrentSet

The FHSS PHY contains three sets of hopping patterns. The dotl 1CurrentSet attribute for the FHSS PHY
defines what set the STA is using to determine the hopping pattern. Its value can be 1, 2, or 3. This attribute
is managed by the PLME.

14.8.2.1.21 dot11CurrentPattern
There are up to 78 patterns in each hopping set used by the FHSS PHY. The dotl1CurrentPattern attribute
for the FHSS PHY defines the x value used in Equation (1) in 14.6.8 to calculate the current channel number.

Its value has various ranges, always within the overall range of 0 to 77, depending on the
dotl1CurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.22 dot11Currentindex

The FHSS PHY addresses each channel in the selected hopping pattern through an index. The
dotl1CurrentIndex attribute for the FHSS PHY defines the i value used in the equation for f,(i) in 14.6.8 to
calculate the current channel number. Its value has various ranges, always within the overall range of 1 to 79,
depending on the dot11CurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.23 dot11CurrentPowerState

The parameter dotl 1CurrentPowerState defines the operational state of the FHSS PHY. When this attribute

has a value of X'01', the PHY is “OFF.” When this attribute has a value of X'02', the PHY is “ON.” This
attribute is managed by the PLME.
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14.9 FH PHY characteristics

Following are the static FH PHY characteristics, provided through the PLME-CHARACTERISTICS service
primitive. The definitions of these characteristics are in 10.4.3.

Table 57a—FH PHY characteristics

Characteristic Value Notes
aSlotTime 50 ps —
aSIFSTime 28 ps In order to account for variations between implementations, this

value has a tolerance as specified in 9.2.3.1.

aCCATime 27 ps This period includes the aRxRFDelay and the aRxPLCPDelay.
aRxTxTumaroundTime 20 ps —
aTxPLCPDelay 1 s Implementors may choose to increase or decrease this delay as long

as the requirements of aRxTxTurnaroundTime are met.

aRxPLCPDelay 2 ps Implementors may choose to increase or decrease this delay as long
as the requirements of aSIFSTime and aCCATime are met.

aRxTxSwitchTime 10 ps Implementors may choose to increase or decrease this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aTxRampOnTime 8 us Implementors may choose to increase or decrease this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aTxRampOffTime 8 us —

aTxRFDelay 1 ps Implementors may choose to increase or decrease this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aRxRFDelay 4 ps Implementors may choose to increase or decrease this delay as long
as the requirements of aSIFSTime and aCCATime are met.

aAirPropagationTime 1 us Variations in the actual propagation time are accounted for in the
allowable range of aSIFSTime.

aMACProcessingDelay 2 us Implementors may choose to increase or decrease this delay as long
as the requirements of aSIFSTime are met.

aPreambleLength 96 us =

aPLCPHeaderLength 32 ps —

aMPDUDurationFactor 31250000 This factor is calculated as [(33/32) —1] x 10° to account for the
expansion due to the data whitener encoding algorithm.

aMPDUMaxLength 4095 The recommended value for maximum PSDU length in an FHSS
PHY system is 400 octets at 1 Mbit/s and 800 octets at 2 Mbit/s,
which corresponds to a frame duration less than 3.5 ms. These val-
ues are optimized to achieve high performance in a variety of RF
channel conditions, particularly with respect to indoor multipath,
channel stability for moving STAs, and interference in the 2.4 GHz
band.

aCWmin 15 —

aCWmax 1023 =
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15. Direct sequence spread spectrum (DSSS) PHY specification for the
2.4 GHz band designated for ISM applications

15.1 Overview

The PHY for the direct sequence spread spectrum (DSSS) system is described in this clause. The RF LAN
system is initially aimed for the 2.4 GHz band designated for ISM applications as provided in the USA
according to FCC 15.247, in Europe by ETS 300-328, and in other countries according to 15.4.6.2.

The DSSS system provides a wireless LAN with both a 1 Mbit/s and a 2 Mbit/s data payload communication
capability. According to the FCC regulations, the DSSS system shall provide a processing gain of at least
10 dB. This shall be accomplished by chipping the baseband signal at 11 MHz with an 11-chip PN code. The
DSSS system uses baseband modulations of differential binary phase shift keying (DBPSK) and differential
quadrature phase shift keying (DQPSK) to provide the 1 Mbit/s and 2 Mbit/s data rates, respectively.

15.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the 2.4 GHz DSSS system are
described in this clause. The DSSS PHY layer consists of two protocol functions:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function shall be supported by the physical layer
convergence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC
sublayer protocol data units (MPDU) into a framing format suitable for sending and receiving user
data and management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and
receiving data through, a wireless medium (WM) between two or more STAs each using the DSSS
system.

15.1.2 DSSS PHY functions
The 2.4 GHz DSSS PHY architecture is depicted in the reference model shown in Figure 11. The DSSS
PHY contains three functional entities: the PMD function, the physical layer convergence function, and the

layer management function. Each of these functions is described in detail in the following subclauses.

The DSSS PHY service shall be provided to the MAC through the PHY service primitives described in
Clause 12.

15.1.2.1 PLCP sublayer

To allow the IEEE 802.11 MAC to operate with minimum dependence on the PMD sublayer, a physical
layer convergence sublayer is defined. This function simplifies the PHY service interface to the IEEE 802.11
MAC services.

15.1.2.2 PMD sublayer

The PMD sublayer provides a means to send and receive data between two or more STAs. This clause is
concerned with the 2.4 GHz ISM bands using direct sequence modulation.

15.1.2.3 Physical layer management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management
entity.
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15.1.3 Service specification method and notation

The models represented by figures and state diagrams are intended to be illustrations of functions provided.
It is important to distinguish between a model and a real implementation. The models are optimized for
simplicity and clarity of presentation; the actual method of implementation is left to the discretion of the
IEEE 802.11 DSSS PHY compliant developer.

The service of a layer or sublayer is a set of capabilities that it offers to a user in the next-higher layer (or
sublayer). Abstract services are specified here by describing the service primitives and parameters that char-
acterize each service. This definition is independent of any particular implementation.

15.2 DSSS PLCP sublayer
15.2.1 Overview

This clause provides a convergence procedure in which MPDUs are converted to and from PPDUs. During
transmission, the MPDU shall be prepended with a PLCP Preamble and Header to create the PPDU. At the
receiver, the PLCP Preamble and header are processed to aid in demodulation and delivery of the MPDU.

15.2.2 PLCP frame format

Figure 86 shows the format for the PPDU including the DSSS PLCP Preamble, the DSSS PLCP Header, and
the MPDU. The PLCP Preamble contains the following fields: Synchronization (Sync) and Start Frame
Delimiter (SFD). The PLCP Header contains the following fields: IEEE 802.11 Signaling (Signal), IEEE
802.11 Service (Service), LENGTH (Length), and CCITT CRC-16. Each of these fields is described in
detail in 15.2.3.

SYNC SFD SIGNAL SERVICE LENGTH CRC
128 bits 16 bits 8 bits 8 bits 16 bits 16 bits

fﬂ_ﬂ-ﬂd—

e

PLCP Preamble PLCP Header
144 bits 48 bits MR
PPDU

Figure 86—PLCP frame format

15.2.3 PLCP field definitions

The entire PLCP Preamble and Header shall be transmitted using the 1 Mbit/s DBPSK modulation described
in 15.4.7. All transmitted bits shall be scrambled using the feedthrough scrambler described in 15.2.4.

15.2.3.1 PLCP Synchronization (SYNC) field

The SYNC field shall consist of 128 bits of scrambled ones. This field shall be provided so that the receiver
can perform the necessary operations for synchronization.
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15.2.3.2 PLCP Start Frame Delimiter (SFD)

The SFD shall be provided to indicate the start of PHY-dependent parameters within the PLCP Preamble.
The SFD shall be a 16-bit field, X'F3A0' (msb to Isb). The Isb shall be transmitted first in time.

15.2.3.3 PLCP IEEE 802.11 Signal (SIGNAL) field

The 8-bit IEEE 802.11 signal field indicates to the PHY the modulation that shall be used for transmission
(and reception) of the MPDU. The data rate shall be equal to the signal field value multiplied by 100 kbit/s.
The DSSS PHY currently supports two mandatory modulation services given by the following 8-bit words,
where the Isb shall be transmitted first in time:

a) X'0A' (msb to Isb) for 1 Mbit/s DBPSK
b)  X'l14'(msb to Isb) for 2 Mbit/s DQPSK

The DSSS PHY rate change capability is described in 15.2.5. This field shall be protected by the CCITT
CRC-16 frame check sequence described in 15.2.3.6.

15.2.3.4 PLCP IEEE 802.11 Service (SERVICE) field

The 8-bit IEEE 802.11 service field shall be reserved for future use. The value of X'00' signifies IEEE 802.11
device compliance. The Isb shall be transmitted first in time. This field shall be protected by the CCITT
CRC-16 frame check sequence described in 15.2.3.6.

15.2.3.5 PLCP Length (LENGTH) field

The PLCP Length field shall be an unsigned 16-bit integer that indicates the number of microseconds (16 to
216_1 as defined by aMPDUMaxLength) required to transmit the MPDU. The transmitted value shall be
determined from the LENGTH parameter in the TXVECTOR issued with the PHY-TXSTART.request prim-
itive described in 12.3.5.4. The length field provided in the TXVECTOR is in bytes and is converted to
microseconds for inclusion in the PLCP LENGTH field. The lIsb shall be transmitted first in time. This field
shall be protected by the CCITT CRC-16 frame check sequence described in 15.2.3.6.

15.2.3.6 PLCP CRC (CCITT CRC-16) field
The IEEE 802.11 SIGNAL, IEEE 802.11 SERVICE, and LENGTH fields shall be protected with a CCITT

CRC-16 frame check sequence (FCS). The CCITT CRC-16 FCS shall be the one’s complement of the
remainder generated by the modulo 2 division of the protected PLCP fields by the polynomial:

x16+x12+x5+1

The protected bits shall be processed in transmit order. All FCS calculations shall be made prior to data
scrambling.

As an example, the SIGNAL, SERVICE, and LENGTH fields for a DBPSK signal with a packet length of
192 ps (24 bytes) would be given by the following:

0101 0000 0000 0000 0000 0011 0000 0000 (leftmost bit transmitted first in time)

The one’s complement FCS for these protected PLCP Preamble bits would be the following:
0101 1011 0101 0111 (leftmost bit transmitted first in time)

Figure 87 depicts this example.
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Transmit and Receive PLCP Header
CCITT CRC-16 Calculator

Serial Data comT Serial Data
Input CRC-16 Output
1) Preset to all ones
Preset to 2) Shift signal, service, length fields
ones Through the shift register

3) Take one's complement of remainder
4) Transmit out serial msb first

CCITT CRC-16 Polynomial: G(x) =X + X + X + 1

Serial Data Input Y. ) b4 ] 7 >
D X X X X [ Pe—x x X X X X X +4£+—XXXXX

msb Isb

Serial Data Output

ones complement

v

(msb first)

Figure 87—CCITT CRC-16 implementation

An illustrative example of the CCITT CRC-16 FCS using the information from Figure 87 follows in Figure 88.

Data CRC registers
msb Isb

11111191111111111 ; initialize preset to 1's
1110111111011111
1101111110111110
1010111101011101
0101111010111010
1011110101110100
0110101011001001
1101010110010010
1011101100000101
0110011000101011
1100110001010110
1000100010001101
0000000100111011
0000001001110110
0000010011101100
0000100111011000
0001001110110000
0010011101100000
0100111011000000
1001110110000000
0010101100100001
0101011001000010
1010110010000100
0101100100001000
1010001000110001
0101010001000011
1010100010000110
0100000100101101
1000001001011010
0001010010010101
0010100100101010
0101001001010100
1010010010101000
0101101101010111 ; one’s complement, resuit = CRC FCS parity

OO0 O0O0O0O0O0 2200000 CO00OCOOCCOO0OCOOO 200

Figure 88—Example CRC calculation
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15.2.4 PLCP/DSSS PHY data scrambler and descrambler

The polynomial G(z) = 277+ z#* + 1 shall be used to scramble all bits transmitted by the DSSS PHY. The
feedthrough configuration of the scrambler and descrambler is self-synchronizing, which requires no prior
knowledge of the transmitter initialization of the scrambler for receive processing. Figure 89 and Figure 90
show typical implementations of the data scrambler and descrambler, but other implementations are possible.

The scrambler should be initialized to any state except all ones when transmitting.

Scrambler Polynomial, G(z)=2" + Z* + 1

, Serial Data Out,
Serial Data In, L 2l 3l ey
XOR e o L e
aahl
| Bk

{XORp

Figure 89—Data scrambler

Descrambler Polynomial; G(z)=Z" + Z* + 1

Serijal Data In

y

ool ol o 22T

xork [xork

Serial Data QOut 5

Figure 90—Data descrambler

15.2.5 PLCP data modulation and modulation rate change

The PLCP Preamble shall be transmitted using the 1 Mbit/s DBPSK modulation. The IEEE 802.11 SIGNAL
field shall indicate the modulation that shall be used to transmit the MPDU. The transmitter and receiver
shall initiate the modulation indicated by the IEEE 802.11 SIGNAL field starting with the first symbol (1 bit
for DBPSK or 2 bits for DQPSK) of the MPDU. The MPDU transmission rate shall be set by the DATA-
RATE parameter in the TXVECTOR issued with the PHY-TXSTART.request primitive described in
15.4.4.1.

15.2.6 PLCP transmit procedure
The PLCP transmit procedure is shown in Figure 91.

In order to transmit data, PHY-TXSTART.request shall be enabled so that the PHY entity shall be in the
transmit state. Further, the PHY shall be set to operate at the appropriate channel through station manage-
ment via the PLME. Other transmit parameters such as DATARATE, TX antenna, and TX power are set via
the PHY-SAP with the PHY-TXSTART.request(TXVECTOR) as described in 15.4.4.2.
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PHY_TXSTART. PHY_TXSTART PHY_TXEND.req or length count met
request confirm

NMES '(TXVECTOR)T PHY_DATA.req(DATA)IT |T IT IT |T |*
! | IR

PMD_ANTSEL, PMD_RATE,

PHY PMD_TXPWRLVL, it AT PMD_TXEND
PLCP | PMD_TXSTART ] —l | "qu 1]
i g PR O O 5 2
PHY r
PMD / SYNC SFD| Signal, Service, Length| CRC MPDU \
T 4 & » F
Scramble start CRC16 CRC16 Rate change start TX Power
TX Power RAMP start end RAMP Off

Figure 91—PLCP transmit procedure

Based on the status of clear channel assessment (CCA) indicated by PHY-CCA.indicate, the MAC will assess
that the channel is clear. A clear channel shall be indicated by PHY-CCA.indicate(IDLE). If the channel is
clear, transmission of the PPDU shall be initiated by issuing the PHY-TXSTART.request (TXVECTOR) primi-
tive. The TXVECTOR elements for the PHY-TXSTART.request are the PLCP Header parameters SIGNAL
(DATARATE), SERVICE, and LENGTH, and the PMD parameters of TX_ANTENNA and TXPWR_LEVEL.
The PLCP Header parameter LENGTH is calculated from the TXVECTOR element by multiplying by 8 for
1 Mbit/s and by 4 for 2 Mbit/s.

The PLCP shall issue PMD_ANTSEL, PMD_RATE, and PMD_TXPWRLVL primitives to configure the PHY.
The PLCP shall then issue a PMD_TXSTART.request and the PHY entity shall immediately initiate data
scrambling and transmission of the PLCP Preamble based on the parameters passed in the PHY-
TXSTART.request primitive. The time required for TX power-up ramp described in 15.4.7.7 shall be included
in the PLCP synchronization field. Once the PLCP Preamble transmission is complete, data shall be exchanged
between the MAC and the PHY by a series of PHY-DATA .request(DATA) primitives issued by the MAC and
PHY-DATA .confirm primitives issued by the PHY. The modulation rate change, if any, shall be initiated with
the first data symbol of the MPDU as described in 15.2.5. The PHY proceeds with MPDU transmission
through a series of data octet transfers from the MAC. At the PMD layer, the data octets are sent in Isb to msb
order and presented to the PHY layer through PMD_DATA request primitives. Transmission can be prema-
turely terminated by the MAC through the primitive PHY-TXEND.request. PHY-TXSTART shall be disabled
by the issuance of the PHY-TXEND.request. Normal termination occurs after the transmission of the final bit
of the last MPDU octet according to the number supplied in the DSSS PHY preamble LENGTH field. The
packet transmission shall be completed and the PHY entity shall enter the receive state (i.e., PHY-TXSTART
shall be disabled). It is recommended that chipping continue during power-down. Each PHY-TXEND.request
is acknowledged with a PHY-TXEND.confirm primitive from the PHY.

A typical state machine implementation of the PLCP transmit procedure is provided in Figure 92.

15.2.7 PLCP receive procedure

The PLCP receive procedure is shown in Figure 93.

In order to receive data, PHY-TXSTART.request shall be disabled so that the PHY entity is in the receive
state. Further, through station management via the PLME, the PHY is set to the appropriate channel and the

CCA method is chosen. Other receive parameters such as receive signal strength indication (RSSI), signal
quality (SQ), and indicated DATARATE may be accessed via the PHY-SAP.
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PHY_TXSTART.request{TXVECTOR)

|

Initialize

TX MPDU OCTET

PMD_TXPWRLVL.
= = PHY_DATA.req(DATA) |

get octet from MAC
Set Octet bit count

|

PMD_ANTSEL.req

TX SYNC PATTERN TX SYMBOL
PMD_RATE. BPSK ®
BL_RATEeq B RPEK) PMD_DATA.req
PMD_TXSTART.req -
TX 128 scrambled 1's l
Decrement Bit
decrement bit count
TX PLCP DATA by bits per symbol ]
bit count <> 0
TX 16 bit SFD l bit count = 0

TX 8 bit SIGNAL

Decrement Length
TX 8 bit SERVICE 9

TX 16 bit LENGTH decrement length count
X length<>0
TX 16 bit CRC
l length =0
y

SEUPHRDN T Switch to RX STATE
if RATE = DQPSK ,_@
PMD_RATE.req (DQPSK)

set Length count

@ At any stage in the above flow diagram, if a PHY_THEND. Request is received.

Figure 92—PLCP transmit state machine

PHY_CCA.ind(BUSY) PHY_DATA.ind(DATA) PHY_RXEND.ind(RXERROR)
= PHY_CCA(IDLE)
MAC .
PHY_RXSTART.ind(RXVECTOR) T T f T T
I
PLCP | PMD_ED/ PMD_CS PMD_DATA.ind PMD_ED or
4 | PMD_CS
PHY SYNC SFD | Signal, Service, Length [CRC| MPDU
PMD )
Descramble start CRC start CRC end Rate change start
Figure 93—PLCP receive procedure
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Upon receiving the transmitted energy, according to the selected CCA mode, the PMD_ED shall be enabled
(according to 15.4.8.4) as the RSSI strength reaches the ED_THRESHOLD and/or PMD_CS shall be
enabled after code lock is established. These conditions are used to indicate activity to the MAC via PHY-
CCA .indicate according to 15.4.8.4. PHY-CCA.indicate(BUSY) shall be issued for energy detection and/or
code lock prior to correct reception of the PLCP frame. The PMD primitives PMD_SQ and PMD_RSSI are
issued to update the RSSI and SQ parameters reported to the MAC.

After PHY-CCA.indicate is issued, the PHY entity shall begin searching for the SFD field. Once the SFD
field is detected, CCITT CRC-16 processing shall be initiated and the PLCP IEEE 802.11 SIGNAL, IEEE
802.11 SERVICE and LENGTH fields are received. The CCITT CRC-16 FCS shall be processed. If the
CCITT CRC-16 FCS check fails, the PHY receiver shall return to the RX Idle state as depicted in Figure 94.
Should the status of CCA return to the IDLE state during reception prior to completion of the full PLCP
processing, the PHY receiver shall return to the RX Idle state.

If the PLCP Header reception is successful (and the SIGNAL field is completely recognizable and
supported), a PHY-RXSTART.indicate(RXVECTOR) shall be issued. The RXVECTOR associated with this
primitive includes the SIGNAL field, the SERVICE field, the MPDU length in bytes (calculated from the
LENGTH field in microseconds), the antenna used for receive (RX_ANTENNA), RSSI, and SQ.

The received MPDU bits are assembled into octets and presented to the MAC using a series of PHY-
DATA .indicate(DATA) primitive exchanges. The rate change indicated in the IEEE 802.11 SIGNAL field
shall be initiated with the first symbol of the MPDU as described in 15.2.5. The PHY proceeds with MPDU
reception. After the reception of the final bit of the last MPDU octet indicated by the PLCP Preamble
LENGTH field, the receiver shall be returned to the RX Idle state as shown in Figure 94. A PHY-
RXEND.indicate(NoError) primitive shall be issued. A PHY-CCA.indicate(IDLE) primitive shall be issued
following a change in PHYCS (PHY carrier sense) and/or PHYED (PHY energy detection) according to the
selected CCA method.

In the event that a change in PHYCS or PHYED would cause the status of CCA to return to the IDLE state
before the complete reception of the MPDU as indicated by the PLCP LENGTH field, the error condition
PHY-RXEND.indicate(CarrierLost) shall be reported to the MAC. The DSSS PHY will ensure that the CCA
will indicate a busy medium for the intended duration of the transmitted packet.

If the PLCP Header is successful, but the indicated rate in the SIGNAL field is not receivable, a PHY-
RXSTART.indicate will not be issued. The PHY shall issue the error condition PHY-RXEND.indi-
cate(UnsupportedRate). If the PLCP Header is successful, but the SERVICE field is out of IEEE 802.11
DSSS specification, a PHY-RXSTART.indicate will not be issued. The PHY shall issue the error condition
PHY-RXEND.indicate(FormatViolation). Also, in both cases, the DSSS PHY will ensure that the CCA shall
indicate a busy medium for the intended duration of the transmitted frame as indicated by the Length field.
The intended duration is indicated by the Length field (Iength x1 ps).

A typical state machine implementation of the PLCP receive procedure is provided in Figure 94.
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Figure 94—PLCP receive state machine

15.3 DSSS physical layer management entity (PLME)
15.3.1 PLME_SAP sublayer management primitives

Table 58 lists the MIB attributes that may be accessed by the PHY sublayer entities and intralayer of higher-
layer management entities (LMEs). These attributes are accessed via the PLME-GET, PLME-SET, and
PLME-RESET primitives defined in Clause 10.
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15.3.2 DSSS PHY MIB

All DSSS PHY MIB attributes are defined in Clause 12, with specific values defined in Table 58.

Table 58—MIB attribute default values/ranges

204

Managed object Default value/range osg :r::;ig::l
dot11PhyOperationComplianceGroup
dotl 1IPHY dotl 1 TempType DSSS-2.4 (02) Static
dotl 1TempType Implementation dependent Static
dotl 1RegDomainsSupported Implementation dependent Static
dot1 I CurrentRegDomain Implementation dependent Static
dot11PhyRateGroup
dot1 1SupportedDataRatesTx X'02', X'04' Static
dotl 1SupportedDataRatesRx X'02', X'04' Static
dot11PhyAntennaComplianceGroup
dotl1CurrentTxAntenna Implementation dependent Dynamic
dot1 1DiversitySupport Implementation dependent Static
dot] ICurrentRxAntenna Implementation dependent Dynamic
dot11PhyTxPowerComplianceGroup
dotl 1 NumberSupportedPowerLevels Implementation dependent Static
dotl 1 TxPowerLevell Implementation dependent Static
dotl1TxPowerLevel2 Implementation dependent Static
dotl1TxPowerLevel3 Implementation dependent Static
dotl1TxPowerLevel4 Implementation dependent Static
dotl1TxPowerLevel5 Implementation dependent Static
dotl 1 TxPowerLevel6 Implementation dependent Static
dotl1TxPowerLevel7 implementation dependent Static
dotl1TxPowerLevel8 Implementation dependent Static
dot11CurrentTxPowerLevel Implementation dependent Dynamic
dot11PhyDSSSComplianceGroup
dotl 1 CurrentChannel Implementation dependent Dynamic
dot1 ICCAModeSupported Implementation dependent Static
dotl1CurrentCCAMode Implementation dependent Dynamic
dotl 1EDThreshold Implementation dependent Dynamic
dotl1AntennasListGroup
dotl 1SupportedTxAntenna Implementation dependent Static
dotl 1SupportedRxAntenna Implementation dependent Static
dot11DiversitySelectionRx Implementation dependent Dynamic
NOTE—The column titled “Operational semantics” contains two types: static and dynamic.
Static MIB attributes are fixed and cannot be modified for a given PHY implementation.
MIB attributes defined as dynamic can be modified by some management entities.
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15.3.3 DS PHY characteristics

The static DS PHY characteristics, provided through the PLME-CHARACTERISTICS service primitive,
are shown in Table 59. The definitions of these characteristics are in 10.4.3.

Table 59—DS PHY characteristics

Characteristic Value

aSlotTime 20 ps

aSIFSTime 10 ps

aCCATime <15 us

aRxTxTurnaroundTime <5ps

aTxPLCPDelay Implementors may choose any value for this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aRxPLCPDelay Implementors may choose any value for this delay as long
as the requirements of aSIFSTime and aCCATime are met.

aRxTxSwitchTime <S s

aTxRampOnTime Implementors may choose any value for this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aTxRampOffTime Implementors may choose any value for this delay as long
as the requirements of aSIFSTime are met.

aTxRFDelay Implementors may choose any value for this delay as long
as the requirements of aRxTxTurnaroundTime are met.

aRxRFDelay Implementors may choose any value for this delay as long
as the requirements of aSIFSTime and aCCATime are met.

aAirPropagationTime 1 ps

aMACProcessingDelay 0 (not applicable)

aPreambleLength 144 ps

aPLCPHeaderLength 48 ps

aMPDUDurationFactor 0

aMPDUMaxLength 4<x< 2=

aCWmin 3

aCWmax 1023

15.4 DSSS PMD sublayer
15.4.1 Scope and field of application

This subclause describes the PMD services provided to the PLCP for the DSSS PHY. Also defined in this
subclause are the functional, electrical, and RF characteristics required for interoperability of implementa-
tions conforming to this standard. The relationship of this standard to the entire DSSS physical layer is
shown in Figure 95.
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MAC
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Figure 95—PMD layer reference model

15.4.2 Overview of service

The DSSS PMD sublayer accepts PLCP sublayer service primitives and provides the actual means by which
data shall be transmitted or received from the medium. The combined function of DSSS PMD sublayer
primitives and parameters for the receive function results in a data stream, timing information, and associ-
ated received signal parameters being delivered to the PLCP sublayer. A similar functionality shall be
provided for data transmission.

15.4.3 Overview of interactions

The primitives associated with the IEEE 802.11 PLCP sublayer to the DSSS PMD fall into two basic
categories:

a) Service primitives that support PLCP peer-to-peer interactions, and

b)  Service primitives that have local significance and that support sublayer-to-sublayer interactions.

15.4.4 Basic service and options

All of the service primitives described in this clause are considered mandatory unless otherwise specified.
15.4.4.1 PMD_SAP peer-to-peer service primitives

Table 60 indicates the primitives for peer-to-peer interactions.

Table 60—PMD_SAP peer-to-peer service primitives

Primitive Request Indicate Confirm Response
PHY-RXSTART X —-
PHY-RXEND X -
PHY-CCA X —
PHY-TXSTART X X —
PHY-TXEND X X —
PHY-DATA X X X —
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15.4.4.2 PMD_SAP peer-to-peer service primitive parameters
Several service primitives include a parameter vector. This vector shall be a list of parameters that may vary

depending on PHY type. Table 61 indicates the parameters required by the MAC or DSSS PHY in each of
the parameter vectors used for peer-to-peer interactions.

Table 61—DSSS PMD_SAP peer-to-peer service primitives

Parameter Associated primitive Value
LENGTH RXVECTOR, TXVECTOR | 0to213-1
DATARATE RXVECTOR, TXVECTOR 1, 2 Mbit/s
SERVICE RXVECTOR, TXVECTOR 1, 2 Mbit/s
TXPWR_LEVEL TXVECTOR 1, 2 Mbit/s
TX_ANTENNA TXVECTOR 1, 2 Mbit/s
RSSI RXVECTOR I, 2 Mbit/s
SQ RXVECTOR 1, 2 Mbit/s
RX_ANTENNA RXVECTOR 1, 2 Mbit/s

15.4.4.3 PMD_SAP sublayer-to-sublayer service primitives

Table 62 indicates the primitives for sublayer-to-sublayer interactions.

Table 62—PMD_SAP sublayer-to-sublayer service primitives

Primitive Request Indicate Confirm Response

PMD_TXSTART X — —
PMD_TXEND
PMD_ANTSEL
PMD_TXPWRLVL
PMD_RATE
PMD_RSSI
PMD_SQ
PMD_CS
PMD_ED X

X - —4

IR

i [ ) 52 | Bt
|
|
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15.4.4.4 PMD_SAP service primitive parameters

Table 63 indicates the parameters for the PMD primitives.

Table 63—List of parameters for the PMD primitives

Parameter Associate primitive Value
DATA PHY-DATA request Octet value: X'00'-X'FF'
PHY-DATA.indicate
TXVECTOR PHY-DATA request A set of parameters
RXVECTOR PHY-DATA .indicate A set of parameters
TXD_UNIT PMD_DATA .request One(1), Zero(0): DBPSK
dibit combinations
00,01,11,10: DQPSK
RXD _UNIT PMD_DATA .indicate One(1), Zero(0): DBPSK
dibit combinations
00,01,11,10: DQPSK
RF_STATE PMD_TXE.request Receive, Transmit
ANT_STATE PMD_ANTSEL.indicate 1to 256
PMD_ANTSEL.request
TXPWR_LEVEL PHY-TXSTART 0, 1, 2, 3 (max of 4 levels)
RATE PMD_RATE.indicate X'0A' for 1 Mbit/s DBPSK
PMD_RATE.request X'14' for 2 Mbit/s DQPSK
RSSI PMD_RSSlindicate 0-8 bits of RSSI
SQ PMD_SQ.indicate 0-8 bits of SQ

15.4.5 PMD_SAP detailed service specification

The following subclauses describe the services provided by each PMD primitive.

15.4.5.1 PMD_DATA.request

15.4.5.1.1 Function

This primitive defines the transfer of data from the PLCP sublayer to the PMD entity.

15.4.5.1.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_DATA request(TXD_UNIT)

The TXD_UNIT parameter takes on the value of either one(1) or zero(0) for DBPSK modulation or the dibit
combination 00, 01, 11, or 10 for DQPSK modulation. This parameter represents a single block of data,
which, in turn, shall be used by the PHY to be differentially encoded into a DBPSK or DQPSK transmitted
symbol. The symbol itself shall be spread by the PN code prior to transmission.
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15.4.5.1.3 When generated

This primitive shall be generated by the PLCP sublayer to request transmission of a symbol. The data clock
for this primitive shall be supplied by the PMD layer based on the PN code repetition.

15.4.5.1.4 Effect of receipt
The PMD performs the differential encoding, PN code modulation, and transmission of the data.
15.4.5.2 PMD_DATA.indicate
15.4.5.2.1 Function
This primitive defines the transfer of data from the PMD entity to the PLCP sublayer.
15.4.5.2.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_DATA .indicate(RXD_UNIT)
The RXD_UNIT parameter takes on the value of one (1) or zero (0) for DBPSK modulation or as the dibit
00, 01, 11, or 10 for DQPSK modulation. This parameter represents a single symbol that has been demodu-
lated by the PMD entity.

15.4.5.2.3 When generated

This primitive, which is generated by the PMD entity, forwards received data to the PLCP sublayer. The data
clock for this primitive shall be supplied by the PMD layer based on the PN code repetition.

15.4.5.2.4 Effect of receipt

The PLCP sublayer either interprets the bit or bits that are recovered as part of the PLCP convergence proce-
dure or passes the data to the MAC sublayer as part of the MPDU.

15.4.5.3 PMD_TXSTART.request
15.4.5.3.1 Function

This primitive, which is generated by the PHY PLCP sublayer, initiates PPDU transmission by the PMD
layer.

15.4.5.3.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_TXSTART.request
15.4.5.3.3 When generated
This primitive shall be generated by the PLCP sublayer to initiate the PMD layer transmission of the PPDU.

The PHY-DATA.request primitive shall be provided to the PLCP sublayer prior to issuing the
PMD_TXSTART command.
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15.4.5.3.4 Effect of receipt
PMD_TXSTART initiates transmission of a PPDU by the PMD sublayer.
15.4.5.4 PMD_TXEND.request
15.4.5.4.1 Function
This primitive, which is generated by the PHY PLCP sublayer, ends PPDU transmission by the PMD layer.
15.4.5.4.2 Semantics of the service primitive
The semantics of the primitive are as follows:
PMD_TXEND.request
15.4.5.4.3 When generated

This primitive shall be generated by the PLCP sublayer to terminate the PMD layer transmission of the
PPDU.

15.4.5.4.4 Effect of receipt

PMD_TXEND terminates transmission of a PPDU by the PMD sublayer.
15.4.5.5 PMD_ANTSEL.request

15.4.5.5.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the antenna used by the PHY for
transmission or reception (when diversity is disabled).

15.4.5.5.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_ANTSEL.requesttANT_STATE)

ANT_STATE selects which of the available antennas should be used for transmit. The number of available
antennas shall be determined from the MIB table parameters aSuprtRxAntennas and aSuprtTxAntennas.

15.4.5.5.3 When generated

This primitive shall be generated by the PLCP sublayer to select a specific antenna for transmission or
reception (when diversity is disabled).

15.4.5.5.4 Effect of receipt

PMD_ANTSEL immediately selects the antenna specified by ANT_STATE.
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15.4.5.6 PMD_ANTSEL.indicate
15.4.5.6.1 Function

This primitive, which is generated by the PHY PLCP sublayer, reports the antenna used by the PHY for
reception of the most recent packet.

15.4.5.6.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_ANTSEL.indicate(ANT STATE)
ANT_STATE reports which of the available antennas was used for reception of the most recent packet.
15.4.5.6.3 When generated

This primitive shall be generated by the PLCP sublayer to report the antenna used for the most recent packet
reception.

15.4.5.6.4 Effect of receipt

PMD_ANTSEL immediately reports the antenna specified by ANT_STATE.
15.4.5.7 PMD_TXPWRLVL.request

15.4.5.7.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the power level used by the PHY for
transmission.

15.4.5.7.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_TXPWRLVL.request{ TXPWR_LEVEL)

TXPWR_LEVEL selects which of the optional transmit power levels should be used for the current packet
transmission. The number of available power levels shall be determined by the MIB parameter
dot1 1NumberSupportedPowerLevels. Subclause 15.4.7.3 provides further information on the optional DSSS
PHY power-level-control capabilities.

15.4.5.7.3 When generated

This primitive shall be generated by the PLCP sublayer to select a specific transmit power. This primitive
shall be applied prior to setting PMD_TXSTART to the transmit state.

15.4.5.7 .4 Effect of receipt

PMD_TXPWRLVL immediately sets the transmit power level given by TXPWR_LEVEL.
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15.4.5.8 PMD_RATE.request
15.4.5.8.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the modulation rate that shall be used
by the DSSS PHY for transmission.

15.4.5.8.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_RATE.request(RATE)
The RATE parameter selects which of the DSSS PHY data rates shall be used for MPDU transmission. Sub-
clause 15.4.6.4 provides further information on the DSSS PHY modulation rates. The DSSS PHY rate
change capability is fully described in 15.2.

15.4.5.8.3 When generated

This primitive shall be generated by the PLCP sublayer to change or set the current DSSS PHY modulation
rate used for the MPDU portion of a PPDU.

15.4.5.8.4 Effect of receipt
The receipt of PMD_RATE selects the rate that shall be used for all subsequent MPDU transmissions. This
rate shall be used for transmission only. The DSSS PHY shall still be capable of receiving all the required
DSSS PHY modulation rates.
15.4.5.9 PMD_RATE.indicate
15.4.5.9.1 Function
This primitive, which is generated by the PMD sublayer, indicates which modulation rate was used to
receive the MPDU portion of the PPDU. The modulation shall be indicated in the PLCP Preamble IEEE
802.11 SIGNALING field.
15.4.5.9.2 Semantics of the service primitive
The primitive shall provide the following parameter:

PMD_RATE.indicate(RATE)
In receive mode, the RATE parameter informs the PLCP layer which of the DSSS PHY data rates was used
to process the MPDU portion of the PPDU. Subclause 15.4.6.4 provides further information on the DSSS
PHY modulation rates. The DSSS PHY rate change capability is fully described in 15.2.
15.4.5.9.3 When generated

This primitive shall be generated by the PMD sublayer when the PLCP Preamble IEEE 802.11 SIGNALING
field has been properly detected.

15.4.5.9.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only.
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15.4.5.10 PMD_RSSI.indicate
15.4.5.10.1 Function

This optional primitive, which is generated by the PMD sublayer, provides to the PLCP and MAC entity the
received signal strength.

15.4.5.10.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_RSSLindicate(RSSI)

The RSSI shall be a measure of the RF energy received by the DSSS PHY. RSSI indications of up to 8 bits
(256 levels) are supported.

15.4.5.10.3 When generated

This primitive shall be generated by the PMD when the DSSS PHY is in the receive state. It shall be contin-
uously available to the PLCP, which, in turn, provides the parameter to the MAC entity.

15.4.5.10.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only. The RSSI may be used in conjunc-
tion with signal quality (SQ) as part of a CCA scheme.

15.4.5.11 PMD_SQ.indicate
15.4.5.11.1 Function
This optional primitive, which is generated by the PMD sublayer, provides to the PLCP and MAC entity the
SQ of the DSSS PHY PN code correlation. The SQ shall be sampled when the DSSS PHY achieves code
lock and shall be held until the next code lock acquisition.
15.4.5.11.2 Semantics of the service primitive
The primitive shall provide the following parameter:
PMD_SQ.indicate(SQ)

The SQ shall be a measure of the PN code correlation quality received by the DSSS PHY. SQ indications of
up to 8 bits (256 levels) are supported.

15.4.5.11.3 When generated

This primitive shall be generated by the PMD when the DSSS PHY is in the receive state and code lock is
achieved. It shall be continuously available to the PLCP, which, in turn, provides the parameter to the MAC
entity.

15.4.5.11.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only. The SQ may be used in conjunc-
tion with RSSI as part of a CCA scheme.
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15.4.5.12 PMD_CS.indicate
15.4.5.12.1 Function

This primitive, which is generated by the PMD, shall indicate to the PLCP layer that the receiver has
acquired (locked) the PN code and data is being demodulated.

15.4.5.12.2 Semantics of the service primitive

The PMD_CS (carrier sense) primitive in conjunction with PMD_ED provides CCA status through the
PLCP layer PHYCCA primitive. PMD_CS indicates a binary status of ENABLED or DISABLED.
PMD_CS shall be ENABLED when the correlator SQ indicated in PMD_SQ is greater than the

CS_THRESHOLD parameter. PMD_CS shall be DISABLED when the PMD_SQ falls below the correla-
tion threshold.

15.4.5.12.3 When generated

This primitive shall be generated by the PHY sublayer when the DSSS PHY is receiving a PPDU and the PN
code has been acquired.

15.4.5.12.4 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PHYCCA indicator. This parameter shall indicate that the RF medium is busy and occupied by a
DSSS PHY signal. The DSSS PHY should not be placed into the transmit state when PMD_CS is
ENABLED.

15.4.5.13 PMD_ED.indicate

15.4.5.13.1 Function

This optional primitive, which is generated by the PMD, shall indicate to the PLCP layer that the receiver
has detected RF energy indicated by the PMD_RSSI primitive that is above a predefined threshold.

15.4.5.13.2 Semantics of the service primitive

The PMD_ED (energy detect) primitive, along with the PMD_SQ, provides CCA status at the PLCP layer
through the PHYCCA primitive. PMD_ED indicates a binary status of ENABLED or DISABLED.
PMD_ED shall be ENABLED when the RSSI indicated in PMD_RSSI is greater than the
ED_THRESHOLD parameter. PMD_ED shall be DISABLED when the PMD_RSSI falls below the energy
detect threshold.

15.4.5.13.3 When generated

This primitive shall be generated by the PHY sublayer when the PHY is receiving RF energy from any
source that exceeds the ED_THRESHOLD parameter.

15.4.5.13.4 Effect of receipt
This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PMD_ED indicator. This parameter shall indicate that the RF medium may be busy with an RF

energy source that is not DSSS PHY compliant. If a DSSS PHY source is being received, the PMD_CS
function shall be enabled shortly after the PMD_ED function is enabled.
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15.4.5.14 PMD_ED.request
15.4.5.14.1 Function

This optional primitive, which is generated by the PHY PLCP, sets the energy detect ED_ THRESHOLD
value.

15.4.5.14.2 Semantics of the service primitive
The primitive shall provide the following parameters:
PMD_ED.request(ED_THRESHOLD)
ED_THRESHOLD is the value that the RSSI indicated shall exceed for PMD_ED to be enabled.
15.4.5.14.3 When generated

This primitive shall be generated by the PLCP sublayer to change or set the current DSSS PHY energy
detect threshold.

15.4.5.14.4 Effect of receipt

The receipt of PMD_ED immediately changes the energy detection threshold as set by the
ED_THRESHOLD parameter.

15.4.5.15 PHY-CCA.indicate
15.4.5.15.1 Function

This primitive, which is generated by the PMD, indicates to the PLCP layer that the receiver has detected RF
energy that adheres to the CCA algorithm.

15.4.5.15.2 Semantics of the service primitive

The PHY-CCA primitive provides CCA status at the PLCP layer to the MAC.

15.4.5.15.3 When generated

This primitive shall be generated by the PHY sublayer when the PHY is receiving RF energy from any
source that exceeds the ED_THRESHOLD parameter (PMD_ED is active), and optionally is a valid corre-
lated DSSS PHY signal whereby PMD_CS would also be active.

15.4.5.15.4 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PHY-CCA indicator. This parameter indicates that the RF medium may be busy with an RF
energy source that may or may not be DSSS PHY compliant. If a DSSS PHY source is being received, the
PMD_CS function shall be enabled shortly after the PMD_ED function is enabled.

15.4.6 PMD operating specifications, general

The following subclauses provide general specifications for the DSSS PMD sublayer. These specifications
apply to both the Receive and the Transmit functions and general operation of a DSSS PHY.
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15.4.6.1 Operating frequency range

The DSSS PHY shall operate in the frequency range of 2.4 GHz to 2.4835 GHz as allocated by regulatory
bodies in the USA and Europe or in the 2.471 GHz to 2.497 GHz frequency band as allocated by regulatory
authority in Japan.

15.4.6.2 Number of operating channels

The channel center frequencies and CHNL_ID numbers shall be as shown in Table 64. The FCC (US), IC
(Canada), and ETSI (Europe) specify operation from 2.4 GHz to 2.4835 GHz. For MKXK (Japan), operation is
specified as 2.471 GHz to 2.497 GHz. France allows operation from 2.4465 GHz to 2.4835 GHz, and Spain
allows operation from 2.445 GHz to 2.475 GHz. For each supported regulatory domain, all channels in Table
64 marked with “X” shall be supported.

Table 64—DSSS PHY frequency channel plan

Regulatory domains

X'10' X120 X'30' X'31' X'32' X'40'

CHNL_ID Frequency FCC IC ETSI Spain France MKK
1 2412 MHz X X X — == —
2 2417 MHz X X = =1 s
3 2422 MHz X X X — — —
4 2427 MHz X X X — — —
5 2432 MHz X X X = = -
6 2437 MHz X X X — — —
7 2442 MHz X X X — -— —
8 2447 MHz X X X — — -
9 2452 MHz X X X — — —
10 2457 MHz X X X X X —
11 2462 MHz X X X X X —
12 2467 MHz — — X — X -
13 2472 MHz — — X — X —
14 2484 MHz — — — — — X

In a multiple cell network topology, overlapping and/or adjacent cells using different channels can operate
simultaneously without interference if the distance between the center frequencies is at least 30 MHz. Chan-
nel 14 shall be designated specifically for operation in Japan.

15.4.6.3 Spreading sequence

The following 11-chip Barker sequence shall be used as the PN code sequence:

+1,-1,+1,+1, -1, +1,+1,+1,-1,-1, -1
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The leftmost chip shall be output first in time. The first chip shall be aligned at the start of a transmitted
symbol. The symbol duration shall be exactly 11 chips long.

15.4.6.4 Modulation and channel data rates

Two modulation formats and data rates are specified for the DSSS PHY: a basic access rate and an enhanced
access rate. The basic access rate shall be based on 1 Mbit/s DBPSK modulation. The DBPSK encoder is
specified in Table 65. The enhanced access rate shall be based on 2 Mbit/s DQPSK. The DQPSK encoder is
specified in Table 66. (In the tables, +jw shall be defined as counterclockwise rotation.)

Table 65—1 Mbit/s DBPSK encoding table

Bit input Phase change (+jw)
0 0
1 n

Table 66—2 Mbit/s DQPSK encoding table

Dibit pattern (d0,d1)
do is first in time

Phase change (+jw)

00 0

01 n/2

11 n

10 3n/2 (-m/2)

15.4.6.5 Transmit and receive in-band and out-of-band spurious emissions

The DSSS PHY shall conform with in-band and out-of-band spurious emissions as set by regulatory bodies.
For the USA, refer to FCC 15.247, 15.205, and 15.209. For Europe, refer to ETS 300-328.

15.4.6.6 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall be less than 10 ps, including the power-down ramp specified in
15.4.7.7.

The TX-to-RX turnaround time shall be measured at the air interface from the trailing edge of the last trans-
mitted symbol to valid CCA detection of the incoming signal. The CCA should occur within 25 ps (10 ps for
turnaround time plus 15 ps for energy detect) or by the next slot boundary occurring after 25 ps has elapsed
(refer to 15.4.8.4). A receiver input signal 3 dB above the ED threshold described in 15.4.8.4 shall be present
at the receiver.

15.4.6.7 Receive-to-transmit turnaround time

The RX-to-TX turnaround time shall be measured at the MAC/PHY interface, using PHY TXSTART.request
and shall be <5 ps. This includes the transmit power-up ramp described in 15.4.7.7.
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15.4.6.8 Slot time

The slot time for the DSSS PHY shall be the sum of the RX-to-TX turnaround time (5 ps) and the energy
detect time (15 ps specified in 15.4.8.4). The propagation delay shall be regarded as being included in the
energy detect time.

15.4.6.9 Transmit and receive antenna port impedance

The impedance of the transmit and receive antenna port(s) shall be 50 Q if the port is exposed.

15.4.6.10 Transmit and receive operating temperature range

Three temperature ranges for full operation compliance to the DSSS PHY are specified in Clause 13. Type |
shall be defined as 0 °C to 40 °C, and is designated for office environments. Type 2 shall be defined as —20 °C
to +50 °C, and Type 3 shall be defined as —30 °C to +70 °C. Types 2 and 3 are designated for industrial environ-
ments.

15.4.7 PMD transmit specifications

The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.
15.4.7.1 Transmit power levels

The maximum allowable output power as measured in accordance with practices specified by the regulatory

bodies is shown in Table 67. In the USA, the radiated emissions should also conform with the IEEE uncon-
trolled radiation emission standard (IEEE Std C95.1-1991).

Table 67—Transmit power levels

Maximum output power Geographic location Compliance document

1000 mW USA FCC 15.247

100 mW (EIRP) Europe ETS 300-328

10 mW/MHz Japan MPT ordinance for Regulating Radio
Equipment, Article 49-20

15.4.7.2 Minimum transmitted power level

The minimum transmitted power shall be no less than 1 mW.

15.4.7.3 Transmit power level control

Power control shall be provided for transmitted power greater than 100 mW. A maximum of four power
levels may be provided. At a minimum, a radio capable of transmission greater than 100 mW shall be capa-
ble of switching power back to 100 mW or less.

15.4.7.4 Transmit spectrum mask

The transmitted spectral products shall be less than —30 dBr (dB relative to the SINx/x peak) for f, — 22 MHz
<f<f.—-11MHz, f. +11 MHz < f< f. + 22 MHz, —50 dBr for < f, =22 MHz, and > f_ + 22 MHz, where f,
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is the channel center frequency. The transmit spectral mask is shown in Figure 96. The measurements shall
be made using 100 kHz resolution bandwidth and a 30 kHz video bandwidth.

Transmit Spectrum Mask \ 0 dBr Unfiltered Sinx/x

<

\ -30|(dBr

i
fc-22MHz  fc -11 MHz fc fc +11 MHz fc +22 Mhz

-50 dB

Figure 96—Transmit spectrum mask

15.4.7.5 Transmit center frequency tolerance

The transmitted center frequency tolerance shall be £25 ppm maximum.

15.4.7.6 Chip clock frequency tolerance

The PN code chip clock frequency tolerance shall be better than £25 ppm maximum.
15.4.7.7 Transmit power-on and power-down ramp

The transmit power-on ramp for 10% to 90% of maximum power shall be no greater than 2 ps. The transmit
power-on ramp is shown in Figure 97.

A
Transmit Max Tx Power
Power / x
oumus 90% MAX
10% MAX
| -
0 | 1 |2 |3 | 4 Time ps

Figure 97—Transmit power-on ramp

The transmit power-down ramp for 90% to 10% maximum power shall be no greater than 2 ys. The transmit
power down ramp is shown in Figure 98.

The transmit power ramps shall be constructed such that the DSSS PHY emissions conform with the spuri-
ous frequency product specification defined in 15.4.6.5.
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A
Transmit Max TX Power
Power
it - 90% MAX
——10% MAX
| | »
0 1 2 3 4 Time ps

Figure 98—Transmit power-down ramp

15.4.7.8 RF carrier suppression

The RF carrier suppression, measured at the channel center frequency, shall be at least 15 dB below the peak
SIN(x)/x power spectrum. The RF carrier suppression shall be measured while transmitting a repetitive 01
data sequence with the scrambler disabled using DQPSK modulation. A 100 kHz resolution bandwidth shall
be used to perform this measurement.

15.4.7.9 Transmit modulation accuracy

The transmit modulation accuracy requirement for the DSSS PHY shall be based on the difference between the
actual transmitted waveform and the ideal signal waveform. Modulation accuracy shall be determined by
measuring the peak vector error magnitude measured during each chip period. Worst-case vector error magni-
tude shall not exceed 0.35 for the normalized sampled chip data. The ideal complex I and Q constellation points
associated with DQPSK modulation (0.707,0.707), (0.707, -0.707), (-0.707, 0.707), (-0.707, —0.707) shall be
used as the reference. These measurements shall be from baseband I and Q sampled data after recovery through
a reference receiver system.

Figure 99 illustrates the ideal DQPSK constellation points and range of worst-case error specified for modu-
lation accuracy.

Error vector measurement requires a reference receiver capable of carrier lock. All measurements shall be
made under carrier lock conditions. The distortion induced in the constellation by the reference receiver
shall be calibrated and measured. The test data error vectors described below shall be corrected to compen-
sate for the reference receiver distortion.

The IEEE 802.11 vendor compatible radio shall provide an exposed TX chip clock, which shall be used to
sample the T and Q outputs of the reference receiver.

The measurement shall be made under the conditions of continuous DQPSK transmission using scrambled
all 1s.

The eye pattern of the I channel shall be used to determine the / and O sampling point. The chip clock
provided by the vendor radio shall be time delayed such that the samples fall at a 1/2 chip period offset from
the mean of the zero crossing positions of the eye (see Figure 100). This is the ideal center of the eye and
may not be the point of maximum eye opening.
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Range of Worst-Case Error Ideal Constellation Point

SOoc
....... .,\ /

- Measured Point
»

\ / K / Error Vector

Figure 99—Modulation accuracy measurement example
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Figure 100—Chip clock alignment with baseband eye pattern

Using the aligned chip clock, 1000 samples of the / and Q baseband outputs from the reference receiver are
captured. The vector error magnitudes shall be calculated as follows:

Calculate the dc offsets for / and Q samples.

1000
Tnean = 3, [I(n)| /1000

n=1

1000

Qmean = Z |Q(n)|/1000

n=1
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Calculate the dc corrected 7 and Q samples for all » =1000 sample pairs.
Iqe(n)= I(n) — Imcan
Qac(m)y= O(n) — Omean
Calculate the average magnitude of / and O samples.
1000
' — Z |Idc(n)|/1000
n=1
1000
O = Z |Qdc(n)|/1000

n=1

Calculate the normalized error vector magnitude for the Iy.(n)/Qq4c(n) pairs.

N —

Verr(n) = I:% X ({|Idc(n)|/1mag}2 i+ {|Qdc(n)|/Qmag}2):| - Vcorrection

with Vorection = rror induced by the reference receiver system.

A vendor DSSS PHY implementation shall be compliant if for all » =1000 samples the following condition
is met:

Verr(r) < 0.35
15.4.8 PMD receiver specifications
The following subclauses describe the receive functions and parameters associated with the PMD sublayer.
15.4.8.1 Receiver minimum input level sensitivity
The frame error ratio (FER) shall be less than 81072 at an MPDU length of 1024 bytes for an input level of
—80 dBm measured at the antenna connector. This FER shall be specified for 2 Mbit/s DQPSK modulation.
The test for the minimum input level sensitivity shall be conducted with the energy detection threshold set
<80 dBm.

15.4.8.2 Receiver maximum input level

The receiver shall provide a maximum FER of 8x 1072 at an MPDU length of 1024 bytes for a maximum input
level of 4 dBm measured at the antenna. This FER shall be specified for 2 Mbit/s DQPSK modulation.

15.4.8.3 Receiver adjacent channel rejection

Adjacent channel rejection is defined between any two channels with >30 MHz separation in each channel
group defined in 15.4.6.2.

The adjacent channel rejection shall be > 35 dB with an FER of 8x (ge using 2 Mbit/s DQPSK modulation
described in 15.4.6.4 and an MPDU length of 1024 bytes.
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The adjacent channel rejection shall be measured using the following method:

Input a 2 Mbit/s DQPSK modulated signal at a level 6 dB greater than specified in 15.4.8.1. In an adjacent
channel (=30 MHz separation as defined by the channel numbering), input a signal modulated in a similar
fashion that adheres to the transmit mask specified in 15.4.7.4 to a level 41 dB above the level specified in
15.4.8.1. The adjacent channel signal shall be derived from a separate signal source. It cannot be a frequency
shifted version of the reference channel. Under these conditions, the FER shall be no worse than 8x 1072

15.4.8.4 CCA

The DSSS PHY shall provide the capability to perform CCA according to at least one of the following three
methods:

— CCA Mode 1: Energy above threshold. CCA shall report a busy medium upon detection of any
energy above the ED threshold.

— CCA Mode 2: Carrier sense only. CCA shall report a busy medium only upon detection of a DSSS
signal. This signal may be above or below the ED threshold.

— CCA Mode 3: Carrier sense with energy above threshold. CCA shall report a busy medium upon
detection of a DSSS signal with energy above the ED threshold.

The energy detection status shall be given by the PMD primitive, PMD_ED. The carrier sense status shall be
given by PMD_CS. The status of PMD_ED and PMD_CS is used in the PLCP convergence procedure to
indicate activity to the MAC through the PHY interface primitive PHY-CCA.indicate.

A busy channel shall be indicated by PHY-CCA..indicate of class BUSY.
A clear channel shall be indicated by PHY-CCA.indicate of class IDLE.

The PHY MIB attribute dotl 1CCAModeSupported shall indicate the appropriate operation modes. The
PHY shall be configured through the PHY MIB attribute dot11CurrentCCAMode.

The CCA shall be TRUE if there is no energy detect or carrier sense. The CCA parameters are subject to the
following criteria:

a)  The energy detection threshold shall be < —80 dBm for TX power > 100 mW, —76 dBm for 50 mW <
TX power < 100 mW, and —70 dBm for TX power < 50 mW.

b)  With a valid signal (according to the CCA mode of operation) present at the receiver antenna within
5 us of the start of a MAC slot boundary, the CCA indicator shall report channel busy before the end
of the slot time. This implies that the CCA signal is available as an exposed test point. Refer to Fig-
ure 47 for a definition of slot time boundary.

¢) Inthe event that a correct PLCP Header is received, the DSSS PHY shall hold the CCA signal inac-
tive (channel busy) for the full duration as indicated by the PLCP LENGTH field. Should a loss of
carrier sense occur in the middle of reception, the CCA shall indicate a busy medium for the
intended duration of the transmitted packet.

Conformance to DSSS PHY CCA shall be demonstrated by applying a DSSS compliant signal, above the
appropriate ED threshold a), such that all conditions described in b) and c) above are demonstrated.
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16. Infrared (IR) PHY specification

16.1 Overview

The physical layer for the infrared system is specified in this clause. The IR PHY uses near-visible light in
the 850 nm to 950 nm range for signaling. This is similar to the spectral usage of both common consumer
devices such as infrared remote controls, as well as other data communications equipment, such as Infrared
Data Association (IrDA) devices.

Unlike many other infrared devices, however, the IR PHY is not directed. That is, the receiver and transmit-
ter do not have to be aimed at each other and do not need a clear line-of-sight. This permits the construction
of a true LAN system, whereas with an aimed system, it would be difficult or impossible to install a LAN
because of physical constraints.

A pair of conformant infrared devices would be able to communicate in a typical environment at a range up
to about 10 m. This standard allows conformant devices to have more sensitive receivers, and this may
increase range up to about 20 m.

The IR PHY relies on both reflected infrared energy as well as line-of-sight infrared energy for communica-
tions. Most designs anticipate that a// of the energy at the receiver is reflected energy. This reliance on
reflected infrared energy is called diffuse infrared transmission.

This standard specifies the transmitter and receiver in such a way that a conformant design will operate well
in most environments where there is no line-of-sight path from the transmitter to the receiver. However, in an
environment that has few or no reflecting surfaces, and where there is no line-of-sight, an IR PHY system
may suffer reduced range.

The IR PHY will operate only in indoor environments. Infrared radiation does not pass through walls, and is
significantly attenuated passing through most exterior windows. This characteristic can be used to “contain”
an IR PHY in a single physical room, like a classroom or conference room. Different LANs using the IR
PHY can operate in adjacent rooms separated only by a wall without interference, and without the possibil-
ity of eavesdropping.

At the time of this standard’s preparation, the only known regulatory standards that apply to the use of infra-
red radiation are safety regulations, such as IEC 60825-1: 1998 [B2] and ANSI Z136.1-1993 [B1]. While a
conformant IR PHY device can be designed to also comply with these safety standards, conformance with
this standard does not ensure conformance with other standards.

Worldwide, there are currently no frequency allocation or bandwidth allocation regulatory restrictions on
infrared emissions.

Emitter (typically LED) and detector (typically PIN diode) devices for infrared communications are rela-
tively inexpensive at the infrared wavelengths specified in the IR PHY, and at the electrical operating fre-
quencies required by this PHY.

While many other devices in common use also use infrared emissions in the same optical band, these devices
usually transmit infrared intermittently and do not interfere with the proper operation of a compliant IR
PHY. If such a device does interfere, by transmitting continuously and with a very strong signal, it can be
physically isolated (placing it in a different room) from the IEEE 802.11 LAN.
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16.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the IR system are described in this
clause. The IR PHY layer consists of two protocol functions as follows:

a) A physical layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC sublayer
protocol data units (MPDU) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

b) A PMD system, whose function defines the characteristics of, and method of transmitting and receiv-
ing data through, the wireless medium (WM) between two or more STAs.

16.1.2 IR PHY functions

The IR PHY contains three functional entities: the PMD function, the physical layer convergence function,
and the layer management function. Each of these functions is described in detail below.

The IR PHY service is provided to the MAC entity at the STA through a service access point (SAP) as
described in Clause 12. For a visual guide to the relationship of the IR PHY to the remainder of the system,
refer to Figure 11.

16.1.2.1 PLCP sublayer

To allow the IEEE 802.11 MAC to operate with minimum dependence on the PMD sublayer, a physical
layer convergence sublayer is defined. This function simplifies the PHY service interface to the IEEE 802.11
MAC services. The PHY-specific preamble is normally associated with this convergence layer.

16.1.2.2 PMD sublayer

The PMD sublayer provides a clear channel assessment (CCA) mechanism, transmission mechanism, and
reception mechanism that are used by the MAC via the PLCP to send or receive data between two or more
STAs.

16.1.2.3 PHY management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC management
entity. Subclause 16.4 lists the MIB variables that may be accessed by the PHY sublayer entities and intra-
layer of higher-layer management entities (LMEs). These variables are accessed via the PLME-GET,
PLME-SET, and PLME-RESET primitives defined in Clause 10.

16.1.3 Service specification method and notation

The models represented by figures and state diagrams are intended as illustrations of functions provided. It is
important to distinguish between a model and a real implementation. The models are optimized for simplic-
ity and clarity of presentation; the actual method of implementation is left to the discretion of the IEEE
802.11 IR PHY compliant developer. Conformance to this standard is not dependent on following the model,
and an implementation that follows the model closely may not be conformant.

Abstract services are specified here by describing the service primitives and parameters that characterize
each service. This definition is independent of any particular implementation. In particular, the PHY-SAP

operations are defined and described as instantaneous; however, this may be difficult to achieve in an imple-
mentation.
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16.2 IR PLCP sublayer

While the PLCP sublayer and the PMD sublayer are described separately, the separation and distinction
between these sublayers is artificial, and is not meant to imply that the implementation must separate these
functions. This distinction is made primarily to provide a point of reference from which to describe certain
functional components and aspects of the PMD. The functions of the PLCP can be subsumed by a PMD sub-
layer; in this case, the PMD will incorporate the PHY-SAP as its interface, and will not offer a PMD-SAP.

16.2.1 Overview

A convergence procedure is provided by which MPDUs are converted to and from PLCPDUs. During trans-
mission, the MPDU (PLCSDU) is prepended with a PLCP Preamble and PLCP Header to create the
PLCPDU. At the receiver, the PLCP Preamble is processed and the internal data fields are processed to aid in
demodulation and delivery of the MPDU (PSDU).

16.2.2 PLCP frame format

Figure 101 shows the format for the PLCPDU including the PLCP Preamble, the PLCP Header, and the PSDU.
The PLCP Preamble contains the following fields: Synchronization (SYNC) and Start Frame Delimiter (SFD).
The PLCP Header contains the following fields: Data Rate (DR), DC Level Adjustment (DCLA), Length
(LENGTH), and Cyclic Redundancy Check (CRC). Each of these fields is described in detail in 16.2.4.

| PLCP Preamble || PLCP Header |
PSDU
SYNC SFD DR DCLA || LENGTH CRC
57~ 73 slots 4 slots 3 slots 32 slots 16 bits 16 bits variable number of octets

Figure 101—PLCPDU frame format

16.2.3 PLCP modulation and rate change

The PLCP Preambile shall be transmitted using the basic pulse defined in 16.3.3.2. The PLCSDU, LENGTH,
and CRC fields shall be transmitted using pulse position modulation (PPM). PPM maps bits in the octet into
symbols: 16-PPM maps four bits into a 16-position symbol, and 4-PPM maps two bits into a 4-position
symbol. The basic L-PPM time unit is the slot. A slot corresponds to one of the L positions of a symbol and
has a 250 ns duration. The PLCSDU, LENGTH, and CRC fields are transmitted at one of two bit rates:
1 Mbit/s or 2 Mbit/s. The Data Rate field indicates the data rate that will be used to transmit the PLCSDU,
LENGTH, and CRC fields. The 1 Mbit/s data rate uses 16-PPM (basic access rate), and the 2 Mbit/s data
rate uses 4-PPM (enhanced access rate). The transmitter and receiver will initiate the modulation or demod-
ulation indicated by the DR field starting with the first 4 bits (in 16-PPM) or 2 bits (in 4-PPM) of the
LENGTH field. The PSDU transmission rate is set by the DATARATE parameter in the PHY-
TXSTART.request primitive. Any conformant IR PHY shall be capable of receiving at 1 Mbit/s and 2 Mbit/
s. Transmission at 2 Mbit/s is optional.

A PHY-TXSTART.request that specifies a data rate that is not supported by a PHY instance will cause the
PHY to indicate an error to its MAC instance. A PHY is not permitted under any circumstance to transmit at
a different rate than the requested rate.
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16.2.4 PLCP field definitions
16.2.4.1 PLCP Synchronization (SYNC) field

The SYNC field consists of a sequence of alternated presence and absence of a pulse in consecutive slots.
The SYNC field has a minimum length of 57 L-PPM slots and a maximum length of 73 L-PPM slots and
shall terminate with the absence of a pulse in the last slot. This field is provided so that the receiver can per-
form clock recovery (slot synchronization), automatic gain control (optional), signal-to-noise ratio estima-
tion (optional), and diversity selection (optional).

The SYNC field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol. See 16.3.2.1 for legal symbols.

16.2.4.2 PLCP Start Frame Delimiter (SFD) field

The SFD field length is four L-PPM slots and consists of the binary sequence 1001, where 1 indicates a
pulse in the L-PPM slot and 0 indicates no pulse in the L-PPM slot. The leftmost bit shall be transmitted
first. The SFD field is provided to indicate the start of the PLCP Preamble and to perform bit and symbol
synchronization.

The SFD field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.3 PLCP Data Rate (DR) field

The DR field indicates to the PHY the data rate that shall be used for the transmission or reception of the
PLCSDU, LENGTH, and CRC fields. The transmitted value shall be provided by the PHY-
TXSTART.request primitive as described in Clause 12. The DR field has a length of three L-PPM slots.
The leftmost bit, as shown below, shall be transmitted first. The IR PHY currently supports two data rates
defined by the slot pattern shown for the three L-PPM slots following the SFD, where 1 indicates a pulse in
the L-PPM slot and 0 indicates no pulse in the L-PPM slot:

1 Mbit/s: 000
2 Mbit/s: 001

The DR field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constitute an illegal symbol.

16.2.4.4 PLCP DC Level Adjustment (DCLA) field

The DCLA field is required to allow the receiver to stabilize the dc level after the SYNC, SFD, and DR
fields. The leftmost bit, as shown below, shall be transmitted first. The length of the DCLA field is 32 L-PPM
slots and consists of the contents shown, where 1 indicates a pulse in the L-PPM slot and 0 indicates no
pulse in the L-PPM slot:

1 Mbit/s:  00000000100000000000000010000000
2 Mbit/s:  00100010001000100010001000100010

The DCLA field is not modulated using L-PPM, but instead consists of transitions in L-PPM slots that
would otherwise constitute an illegal symbol.
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16.2.4.5 PLCP LENGTH field

The LENGTH field is an unsigned 16-bit integer that indicates the number of octets to be transmitted in the
PSDU. The transmitted value shall be provided by the PHYTXSTART.request primitive as described in
Clause 12. The Isb shall be transmitted first. This field is modulated and sent in L-PPM format. This field is
protected by the CRC described in 16.2.4.6.

16.2.4.6 PLCP CRC field

The LENGTH field shall be protected by a 16-bit CRC-CCITT. The CRC-CCITT is the one’s complement
of the remainder generated by the modulo 2 division of the LENGTH field by the polynomial:

(. A

The protected bits will be processed in transmit order. The msb of the 16-bit CRC-CCITT shall be transmitted
first. This field shall be modulated and sent in L-PPM format. All CRC-CCITT calculations shall be made prior
to L-PPM encoding on transmission and after L-PPM decoding on reception.

16.2.4.7 PSDU field

This field is composed of a variable number of octets. The minimum is 0 (zero) and the maximum is
2500. The Isb of each octet shall be transmitted first. All the octets of this field shall be modulated and sent in
L-PPM format.

16.2.5 PLCP procedures
16.2.5.1 PLCP transmit procedure

All commands issued by the MAC require that a confirmation primitive be issued by the PHY. The confirma-
tion primitives provide flow control between the MAC and the PHY.

The transmit procedure is as follows:

a) Based on the status of CCA, the MAC shall determine whether the channel is clear.

b) Ifthe channel is clear, transmission of the PSDU shall be initiated by a PHY-TXSTART.request with
parameters LENGTH and DATARATE.

¢) The PHY entity shall immediately initiate transmission of the PLCP Preamble and PLCP Header
based on the LENGTH and DATARATE parameters passed in the PHY-TXSTART request. Once the
PLCP Preamble and PLCP Header transmission is completed, the PHY entity shall issue a PHY-
TXSTART.confirm.

d)  Each octet of the PSDU is passed from the MAC to the PHY by a single PHY-DATA .request primi-
tive. Each PHY-DATA request shall be confirmed by the PHY with a PHY-DATA..confirm before the
next request can be made.

e) At the PHY layer each PSDU octet shall be divided into symbols of 2 bits or 4 bits each. The
symbols shall be modulated using L-PPM and transmitted into the medium.

f)  Transmission is terminated by the MAC through the primitive PHY-TXEND.request. The PHY shall
confirm the resulting end of transmission with a PHY-TXEND.confirm.
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16.2.5.2 PLCP receive procedure

The receive procedure is as follows:

a)

b)

<)

d)

e)

2

CCA is provided to the MAC via the PHY-CCA .indicate primitive. When the PHY senses activity on
the medium, it shall indicate that the medium is busy with a PHY-CCA.indicate with a value of
BUSY. This will normally occur during the SYNC field of the PLCP Preamble.

The PHY entity shall begin searching for the SFD field. Once the SFD field is detected, the PHY
entity shall attempt to receive the PLCP Header. After receiving the DR and DCLA fields, the PHY
shall initiate processing of the received CRC and LENGTH fields. The data rate indicated in the DR
field applies to all symbols in the latter part of the received PHYSDU, commencing with the first
symbol of the LENGTH field. The CRC-CCITT shall be checked for correctness immediately after
its reception.

If the CRC-CCITT check fails, or the value received in the DR field is not one supported by the
PHY, then a PHY-RXSTART.indicate shall not be issued to the MAC. When the medium is again
free, the PHY shall issue a PHY-CCA .indicate with a value of IDLE.

If the PLCP Preamble and PLCP Header reception is successful, the PHY shall send a PHY-
RXSTART.indicate to the MAC; this includes the parameters DATARATE and LENGTH.

In the absence of errors, the receiving PHY shall report the same length to its local MAC, in the
RXVECTOR parameter of the PHY-RXSTART.indicate primitive, that the peer MAC presented to
its local PHY entity in the TXVECTOR parameter of its respective PHY-TXSTART.request.

The received PLCSDU L-PPM symbols shall be assembled into octets and presented to the MAC
using a series of PHY-DATA..indicate primitives, one per octet.

Reception shall be terminated after the reception of the final symbol of the last PLCSDU octet indi-
cated by the PLCP Header’s LENGTH field. After the PHY-DATA. .indicate for that octet is issued,
the PHY shall issue a PHY-RXEND.indicate primitive to its MAC.

After issuing the PHY-RXEND.indicate primitive, and when the medium is no longer busy, the PHY
shall issue a PHY-CCA .indicate primitive with a value of IDLE.

16.2.5.3 CCA procedure

CCA is provided to the MAC via the PHY-CCA .indicate primitive.

The CCA procedure is as follows:

a) When the PHY senses activity on the medium, a PHY-CCA .indicate primitive with a value of BUSY
shall be issued. This will normally occur during reception of the SYNC field of the PLCP Preamble.

b)  When the PHY senses that the medium is free, a PHY-CCA.indicate primitive with a value of IDLE
shall be issued.

c) At any time, the MAC may issue a PHY-CCARESET.request primitive, which will reset the PHY’s
internal CCA detection mechanism to the medium not-busy (IDLE) state. This primitive will be
acknowledged with a PHY-CCARESET.confirm primitive.

Copyright © 1999 IEEE. All rights reserved. 229

245



ANSV/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

16.2.5.4 PMD_SAP peer-to-peer service primitive parameters
Several service primitives include a parameter vector. This vector shall be a list of parameters that may vary

depending on PHY type. Table 68 indicates the parameters required by the MAC or IR PHY in each of the
parameter vectors used for peer-to-peer interactions.

Table 68—IR PMD_SAP peer-to-peer service primitives

Parameter Associated primitive Value
LENGTH RXVECTOR, TXVECTOR 41026 -1
DATARATE RXVECTOR, TXVECTOR PHY dependent

16.3 IR PMD sublayer

The IR PMD sublayer does not define PMD SAPs. The mechanism for communications between the PLCP
and PMD sublayers, as well as the distinction between these two sublayers, if any, 1s left to implementors. In
particular, it is possible to design and implement, in a conformant way, a single sublayer that subsumes the
functions of both the PLCP and PMD, presenting only the PHY-SAP.

16.3.1 Overview

The PMD functional, electrical, and optical characteristics required for interoperability of implementations
conforming to this specification are described in this subclause. The relationship of this specification to the
entire IR physical layer is shown in Figure 11.

16.3.2 PMD operating specifications, general

General specifications for the IR PMD sublayer are provided in this subclause. These specifications apply to
both the receive and transmit functions and general operation of a compliant IR PHY.

16.3.2.1 Modulation and channel data rates

Two modulation formats and data rates are specified for the IR PHY: a basic access rate and an enhanced
access rate. The basic access rate is based on 1 Mbit/s 16-PPM modulation. The 16-PPM encoding is speci-
fied in Table 69. Each group of 4 data bits is mapped to one of the 16-PPM symbols. The enhanced access
rate is based on 2 Mbit/s 4-PPM. The 4-PPM encoding is specified in Table 70. Each group of 2 data bits is
mapped to one of the 4-PPM symbols. Transmission order of the symbol slots is from left to right, as shown
in the table, where a 1 indicates in-band energy in the slot, and a 0 indicates the absence of in-band energy in
the slot.
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The data in Table 69 and Table 70 have been arranged (gray coded) so that a single out-of-position-by-one
error in the medium, caused, for example, by intersymbol interference, results in only a single bit error in the
received data, rather than in a multiple bit error.

Table 69—Sixteen-PPM basic rate mapping

Data 16-PPM symbol

0000 0000000000000001
0001 0000000000000010
0011 0000000000000100
0010 0000000000001000
0110 06000000000010000
O 0000000000100000
0101 0000000001000000
0100 0000000010000000
1100 0000000100000000
1101 0000001000000000
1111 0000010000000000
1110 0000100000000000
1010 0001000000000000
1011 0010000000000000
1001 0100000000000000
1000 1000000000000000

Table 70—Four-PPM enhanced rate mapping

Data 4-PPM symbol
00 0001
01 0010
11 0100
10 1000

16.3.2.2 Octet partition and PPM symbol generation procedure

Since PPM is a block modulation method, with the block size less than a full octet, octets have to be parti-
tioned prior to modulation (mapping into PPM symbols).

Octet partition depends on the PPM order being used.

Assume an octet is formed by eight bits numbered 7 6 54 3 2 1 0, where bit 0 is the Isb. Partition the octet as
follows:

For 16-PPM, create two PPM symbols:

— The symbol using bits 3 2 1 0 shall be transmitted onto the medium first.
— The symbol using bits 7 6 5 4 shall be transmitted onto the medium last.
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For 4-PPM, create four PPM symbols:

— The symbol using bits 1 0 shall be transmitted onto the medium first.

— The symbol using bits 3 2 shall be transmitted onto the medium second.

— The symbol using bits 5 4 shall be transmitted onto the medium third.

— The symbol using bits 7 6 shall be transmitted onto the medium last.
16.3.2.3 Operating environment
The IR PHY will operate only in indoor environments. IR PHY interfaces cannot be exposed to direct sun-
light. The IR PHY relies on reflected infrared energy and does not require a line-of-sight between emitter
and receiver in order to work properly. The range and bit error rate of the system may vary with the geometry
of the environment and with natural and artificial illumination conditions.

16.3.2.4 Operating temperature range

The temperature range for full operation compliance with the IR PHY is specified as 0 °C to 40 °C.
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16.3.3 PMD transmit specifications
The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.
16.3.3.1 Transmitted peak optical power

The peak optical power of an emitted pulse shall be as specified in Table 71.

Table 71—Peak optical power as a function of emitter radiation pattern mask

Emitter radiation

pattern magk Peak optical power

Mask 1 2W£20%

Mask 2 0.55 W £20%

16.3.3.2 Basic pulse shape and parameters

The basic pulse width, measured between the 50% amplitude points, shall be 250 + 10 ns. The pulse rise
time, measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The pulse fall
time, measured between the 10% and 90% amplitude points, shall be no more than 40 ns. The edge jitter,
defined as the absolute deviation of the edge from its correct position, shall be no more than 10 ns. The basic
pulse shape is shown in Figure 102.

e 250ns+10ns —— &

loie] Jitter 10 ns jev Jitter £10 ns

Figure 102—Basic pulse shape
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16.3.3.3 Emitter radiation pattern mask

The standard contains two emitter radiation pattern masks. Mask 1 is defined in Table 72 and illustrated in
Figure 103. Mask 2 is defined in Table 73 and illustrated in Figure 105.

Table 72—Definition of the emitter radiation pattern mask 1

Declination angle Normalized irradiance
o< 60° >35x% 1070
0<29° <22x 107
29° < o< 43° <-1.06% 107 +(0.44x 109 o
43 <a< ST & 1,156 1% (21 % 167 0
ST < <74 <298x10%-(3.9% 108 o
74° < 0 < 90° <405%10° - (45%x 10 a

Normalized IR-radiance, W/cm'

100 1
80+
60+

uw/em

404

20 B R R R R Y ’

0 " : ; : ; A M U - Maximum
0° 10° 20° 30° 40° 50° 60° 70° 80° 90°

Minimum

Emitting Angle, Degrees

Figure 103—Emitter radiation pattern mask 1

Following is a description of how to interpret the Mask 1 table and figure. Position the conformant Mask 1
device in its recommended attitude. Define the conformant Mask 1 device axis as the axis passing through
the emitter center and having the direction perpendicular to the floor. The mask represents the irradiance nor-
malized to the total peak emitted power, as a function of the angle between the conformant Mask 1 device
axis and the axis from the emitter center to the test receiver center (declination angle). The distance between
emitter and test receiver is 1 m. The test receiver normal is always aimed at the emitter center. The azimuth
angle is a rotation angle on the conformant device axis.

A device is conformant if for any azimuth angle its radiation pattern as a function of declination angle falls
within the pattern mask.

Figure 104 is a description of how to interpret the Mask 2 table with reference to Figure 105.
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Table 73—Definition of emitter radiation pattern mask 2

Declination angle Pitch angle Normalized irradiance

o <60 a=0 0.05+ 15%

o <90 a=0 0.025 + 15%

o =100 o=0 <0.015
0<0<60 0<a<10 0.035<1<0.055
0<o<60 10020 0.0225<1<0.05
0<a<60 o =30 <0.015

0.1 T T T T T T
E 0.075 =
®
8 om
cE,, — 0.05 —
3 Mimw
8—
0.025[~ =
0 | | | I |
0 20 40 60 80 100 120 140
Lk
deg
Declination Angie
Figure 105—Emitter radiation pattern mask 2
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Position the conformant Mask 2 device in its recommended attitude. Define the conformant Mask 2 device
axis as passing through the emitter center and having the direction relative to the device as defined by the
manufacturer. The declination angle plane is as defined by the manufacturer. The mask represents the irradi-
ance normalized to the peak emitted power on the conformant Mask 2 device axis, as a function of the angle
between the conformant device axis and the axis from the emitter center to the test receiver center (declina-
tion angle) in the declination plane. The distance between emitter and test receiver is 1 m. The test receiver
normal is always aimed at the emitter center. The pitch angle is an angle relative to the conformant device
axis which is perpendicular to the declination plane.

The device is conformant if, for a pitch angle of 0 degrees, at any declination angle from 0 to 100 degrees,
and if, for any declination angle from 0 to 60 degrees, at any pitch angle from 0 to 20 degrees, its radiation
pattern as a function of angle falls within the pattern mask.

Other radiation patterns are for future study.

16.3.3.4 Optical emitter peak wavelength

The optical emitter peak wavelength shall be between 850 nm and 950 nm.

16.3.3.5 Transmit spectrum mask

Define the transmit spectrum of a transmitter as the Fourier Transform, or equivalent, of a voltage (or cur-
rent) signal whose amplitude, as a function of time, is proportional to the transmitted optical power.

The transmit spectrum of a conformant transmitter shall be 20 dB below its maximum for all frequencies
above 15 MHz. The transmit spectrum mask is shown in Figure 106.

0dB

20 dB at 15 MHz

200B o YL .

|
0 MHz 15 MHz

Figure 106—Transmit spectrum mask

16.3.4 PMD receiver specifications

The following subclauses describe the receive functions and parameters associated with the PMD sublayer.
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16.3.4.1 Receiver sensitivity

The receiver sensitivity, defined as the minimum irradiance (in mW/cm?) at the photodetector plane required
for a frame error ratio (FER) of 4x 107> with a PLCSDU of 512 octets and with an unmodulated background
IR source between 800 nm and 1000 nm with a level of 0.1 mW/cmz, shall be

1 Mbit/s: 2 x 102 mW/cm?
2 Mbit/s: 8 x 10~ mW/cm?

16.3.4.2 Receiver dynamic range

The receiver dynamic range, defined as the ratio between the maximum and minimum irradiance at the plane
normal to the receiver axis that assures an FER lower than or equal to 4 x 1073 with a PLCSDU of 512 octets
and with an unmodulated background IR source between 800 nm and 1000 nm with a level of 0.1 mW/cm?,
shall be 230 dB.

16.3.4.3 Receiver field-of-view (FOV)

The receiver axis is defined as the direction of incidence of the optical signal at which the received optical
power is maximum.

The received optical power shall be greater than the values given in Table 74, at the angles indicated, where

“angle of incidence” is the angle of the optical signal relative to the receiver axis, and “received power” is
the received optical power as a percentage of that measured at the receiver axis.

Table 74—Definition of the receiver field of view

Angle of incidence Received power
o <20° 265%
o < 40° 255%
a<60° 235%
o < 80° 2 10%

16.3.5 Energy Detect, Carrier Sense, and CCA definitions
16.3.5.1 Energy Detect (ED) signal

The ED signal shall be set true when IR energy variations in the band between 1 MHz and 10 MHz exceed
0.001 mW/cm?.

The ED shall operate independently of the CS. The ED shall not be asserted at the minimum signal level
specified in 16.3.4.1, which is below the level specified in this subclause.

This signal is not directly available to the MAC.
16.3.5.2 Carrier Sense (CS) signal

The CS shall be asserted by the PHY when it detects and locks onto an incoming PLCP Preamble signal.
Conforming PHY's shall assert this condition within the first 12 ps of signal reception, at the minimum signal
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level equal to the receiver sensitivity specified in 16.3.4.1, with a background IR level as specified in
16.34.1.

The CS shall be deasserted by the PHY when the receiving conformant device loses carrier lock.
NOTE—The 12 ps specification is somewhat less than the minimum length of the PLCP SYNC interval, which is 14.25 ps.

The CS shall operate independently of the ED and shall not require a prior ED before the acquisition and
assertion of CS. This permits reception of signals at the minimum signal level specified in 16.3.4.1, even
though these signals fall below the ED level.

This signal is not directly available to the MAC.
16.3.5.3 CCA

CCA shall be asserted “IDLE” by the PHY when the CS and the ED are both false, or when ED has been
continuously asserted for a period of time defined by the product of dotl1CCAWatchdogTimerMax and
dot11CCAWatchdogCountMax without CS becoming active. When either CS or ED go true, CCA is indi-
cated as “BUSY” to the MAC via the primitive PHY-CCA.indicate. CS and DE behavior are defined in
16.3.5.2.

Normally, CCA will be held “BUSY” throughout the period of the PLCP Header. After receiving the last
PLCP bit and the first data octet, the PHY shall signal PHY-RXSTART.indicate with the parameters
LENGTH and RATE. CCA shall be held “BUSY” until the number of octets specified in the decoded PLCP
Header are received. At that time the PHY shall signal PHY-RXEND.indicate. The CCA may remain
“BUSY” after the end of data if some form of energy is still being detected. The PHY will signal PHY-
CCA.indicate with a value of IDLE only when the CCA goes “CLEAR.”

The transition of CCA from “BUSY” to “IDLE” is indicated to the MAC via the primitive PHY-CCA.indicate.

If CS and ED go false before the PHY signals PHY-RXSTART.indicate, CCA is set to “IDLE” and immedi-
ately signaled to the MAC via PHY-CCA.indicate with a value of IDLE. If CS and ED go false after the
PHY has signaled PHY-RXSTART.indicate, implying that the PLCP Header has been properly decoded,
then the PHY shall not signal a change in state of CCA until the proper interval has passed for the number of
octets indicated by the received PLCP LENGTH. At that time, the PHY shall signal PHY-RXEND.indicate
with an RXERROR parameter of CarrierLost followed by PHY-CCA.indicate with a value of IDLE.

The transition of CCA from “CLEAR” to “BUSY” resets the CCA watchdog timer and CCA watchdog
counter. dotl ICCAWatchdogTimerMax and dot! 1CCAWatchdogCountMax are parameters available via
MIB entries and can be read and set via the LME.

Rise and fall times of CCA relative to the OR’ing of the CS and ED signals shall be less than 30 ns. CS and
ED are both internal signals to the PHY and are not available directly to the MAC, nor are they defined at
any exposed interface.

16.3.5.4 CHNL_ID

For the IR PHY, CHNL_ID = X'01’ is defined as the baseband modulation method. All other values are not
defined.
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16.4 PHY attributes
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PHY attributes have allowed values and default values that are PHY dependent. Table 75 and Table 76 describe
those values, and further specify whether they are permitted to vary from implementation to implementation.

Table 75 does not provide the definition of the attributes, but only provides the IR PHY-specific values for
the attributes whose definitions are in Clause 13.

Table 75—IR PHY MIB attributes

PHY MIB object Default value Operanqnal Operational behavior
semantics

dot1 1CCAWatchdogTimerMax Implementation Dynamic A conformant PHY may set this via
dependent the LME

dot1 1CCAWatchdogCountMax Implementation Dynamic A conformant PHY may set this via
dependent the LME

dot1 1CCAWatchdogTimerMin 22 ps Static Identical for all conformant PHY's

dotl 1CCAWatchdogCountMin 1 Static Identical for all conformant PHY's

dot! 1SupportedDataRatesTx Implementation Static All conformant PHY's must include
dependent the value X'02' (1 Mbit/s).

dot1 ISupportedDataRatesRx Implementation Static All conformant PHY's must include
dependent the values X'02' (1 Mbit/s) and

X'04' (2 Mbit/s).
dot1 1PhyType 03 Static Identical for all conformant PHY's
dotl 1PhyTempType X0l Static Identical for all conformant PHY's
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The static IR PHY charactenistics, provided through the PLME-CHARACTERISTICS service primitive, are
shown in Table 76. The definitions of these characteristics are in 10.4.3.

Table 76—IR PHY characteristics

Characteristic Value
aSlotTime 8 us
aSIFSTime 10 us
aCCATime S s
aRxTxTumaroundTime 0 us
aTxPLCPDelay Implementors may choose any value for this delay as long as
the requirements of aRxTxTurnaroundTime are met.
aRxPLCPDelay 1 ps
aRxTxSwitchTime 0 us
aTxRampOnTime (T
aTxRampOffTime 0 ps
aTxRFDelay Implementors may choose any value for this delay as long as
the requirements of aRxTxTurnaroundTime are met.
aRxRFDelay Implementors may choose any vatue for this delay as long as
the requirements of aSIFSTime and aCCATime are met.
aAirPropagationTime 1 us
aMACProcessingDelay 2 ps
aPreambleLength 16 ps (1 Mbit/s)
20 us (2 Mbit/s)
aPLCPHeaderLength 41 ps (1 Mbit/s)
25 ps (2 Mbit/s)
aMPDUDurationFactor 0
aMPDUMaxLength 2500
aCWmin 63
aCWmax 1023
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