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Case 2:21-cv-00434-JRG Document4 Filed 11/29/21 Page 1 of 1 PagelID #: 108

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK
 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

[1 Trademarksor Patents. ( 1] the patent action involves 35 U.S.C. § 292.):

DOCKETNO.2:21-cv-434 DATEFILED 11/29/21 U.S. DISTRICT COURT

Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Bright Data Ltd. Ninja-Tech, SIA

PATENT OR ne OF PATENTTe

1 10,257,319 B2 4/9/2019 Bright Data Ltd.

2 10,484,510 B2 11/19/2019 Bright Data Ltd. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

11 Amendment 1 Answer 1 Cross Bill (1 Other Pleading

PATENT OR ne OF PATENTTRADEMARK NO. TRADEMARK HOLDER OF PATENT OR TRADEMARK

a
Bo

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JJUUDGEMENT

 
 CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon terminationof action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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ase 2:2]-cv-00225-JRG-RSP Document4 Filed O6/1G/21 Page lof l Pageib & 98

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

L] Trademarks or [MW Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

Bright Data Ltd NetNutLtd.

 

PATENT OR DATE OF PATENT

1 10,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director©Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:2)-cv-00225-URG Document4 Filed Oo/18/21 Page lofi PagelD #: 9&8

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

L] Trademarks or [MW Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

Bright Data Ltd NetNutLtd.

 

PATENT OR DATE OF PATENT

1 10,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director©Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:20-cv-00073-3RG Document 74 Filed 04/29/21 Page Loli PagelD #: 612

AO 120 (Rev. 08/10)

MailStop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATIONOF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

TO: 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court for the Eastern District of Texas on the following

_] Trademarks or [7 Patents. ( ( the patent action involves 35 U.S.C. § 292.):

DOCKE DATEFILED U.S. DISTRICT COURT
2 30.ve00073-JRG 3/5/2020 for the Eastern District of Texas

PLAINTIFF DEFENDANT

Teso LT, UAB, Metacluster LT, UAB, and Code200, UAB|Luminati Networks Ltd. and EMK Capital LLP

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 

 
 

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

Order dated April 20, 2021 dismissing all claims and counterclaims with prejudice pursuantto Joint Stipulation and
Motion to Dismiss Caseinits Entirety. 

Road A. OTscke

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Trials@uspto.gov Paper 11
571-272-7822 Entered: February 2, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

CODE200, UAB; TESO LT, UAB; METACLUSTERLT, UAB;
AND OXYSALES, UAB,

Petitioner,

V.

LUMINATI NETWORKSLTD.,
Patent Owner.

IPR2020-01358

Patent 10,484,510 B2

Before THOMASL. GIANNETTI, SHEILA F. McSHANE,and
RUSSELLE. CASS,Administrative Patent Judges.

McSHANE,Administrative Patent Judge.

DECISION

Denying Institution ofInter Partes Review
35 US.C. § 314
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IPR2020-01358

Patent 10,484,510 B2

I. INTRODUCTION

A. Background and Summary

Code200, UAB, Teso LT, UAB, Metacluster LT, UAB, and Oxysales,

UAB (“Code200”or “Petitioner”)! filed a Petition requesting inter partes

review of claims 1, 2, 6-11, 13, and 15-24 of U.S. Palent No. 10,484,510

B2 (Ex. 1001, “the ’510 patent’) pursuant to 35 U.S.C. §§ 311-319, along

with the supporting Declaration of Michael Freedman, Ph. D. Paper 5

(“Pet.”); Ex. 1009. Luminati Networks Ltd. (“Luminati” or “Patent Owner’)

filed a Preliminary Responseto the Petition. Paper 9 (Prelim. Resp.”).

Wehave authority under 35 U.S.C. § 314(a), which provides that an

inter partes review maynotbeinstituted “unless . . . the information

presented in the petition . . . showsthat there is a reasonable likelihood that

the petitioner would prevail with respect to at least 1 of the claims

challenged in the petition.”

Forthe reasons that follow, we exercise our discretion under 35

U.S.C. § 314(a) to deny institution of interpartes review.

B. Related Matters

The parties identify the related litigations, Luminati Networks Ltd. v.

Teso LT, UABetal., 2:19-cv-00395-JRG (E.D. Tex.) (“the 395 district court

case”) and Luminati Networks Ltd. v. Tefincom S.A. D/B/A NordVPN, 2:19-

cv-00414-JRG (E.D. Tex.). Pet. 2; Paper 6, 2.

The parties also note another petition has been filed in IPR2020-

01266, whichis directed to U.S. Patent No. 10,257,319, which claims the

' Petitioner additionally identifies coretech It, UAB asa real party-in-
interest. Pet. 2.
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IPR2020-01358

Patent 10,484,510 B2

benefit of the same provisional application, and is a continuation of the same

application, as the °510 patent. Pet. 2; Paper6, 2.

C. The ’510 Patent

The 510 patentis titled “System Providing Faster and More Efficient

Data Communication”and issued on November 19, 2019, from an

application filed on February 17, 2019. Ex. 1001, codes (22), (45), (54).

The application for the °510 patent is a continuation of several applications,

and other related applications include a divisional application and a

provisional application. See id., code (60). The ’510 patent is subject to a

terminal disclaimer. Jd., code (*).

The ’510 patent is directed to a system and method for increasing

network communication speed for users, while lowering network congestion

for content owners andinternet service providers (ISPs). Ex. 1001, code

(57). The system employs network elements including an acceleration

server, clients, agents, and peers, where communication requests generated

by applications are intercepted by the client on the same machine. Jd. The

IP address of the server in the communication request is transmitted to the

acceleration server, which providesa list of agents to use for this IP address.

Id.

The communication request is sent to the agents. Ex. 1001, code (57).

One or more of the agents respond withalist of peers that have previously

seen someorall of the content whichis the responseto this request (after

checking whetherthis data is still valid). Jd. The client then downloads the

data from these peers in parts and in parallel, thereby speeding up the Web

transfer, releasing congestion from the Web by fetching the information

Code200 Exhibit 1002
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IPR2020-01358

Patent 10,484,510 B2

from multiple sources, and relieving traffic from Webservers by offloading

the data transfers from them to nearby peers. Jd.

Challenged claim 1 is the only independent claim. Claim 1 of the

510 patent is reproduced below.

1. A methodfor use with a web server that responds to
Ilypertext Transfer Protocol (HTTP) requests and stores a first content
identified by a first content identifier, the method bya first client
device comprising:

establishing a Transmission Control Protocol (TCP) connection
with a secondserver;

sending, to the web serverover an Internet, the first content
identifier;

receiving, the first content from the web server overthe Internet
in responseto the sending ofthe first content identifier; and

sending the received first content, to the second server over the
established TCP connection, in response to the receiving of thefirst
content identifier.

Ex. 1001, 19:18-31.

D.—Asserted Grounds of Unpatentability

Petitioner challenges the patentability of claims of the °510 patent on

the following grounds:

Claims Challenged 35 U.S.C. § Reference(s) 
* The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125
Stat. 284, 287-88 (2011), amended 35 U.S.C.§ 103, effective March 16,
2013. Because the 510 patent claimspriority to a provisional application
that was filed before this date, with Petitioner not contesting that priority, the
pre-AIA versions of §§ 102, 103 apply. See Ex. 1001, code (60); Pet. 12.
3 Michael K. Reiter, Crowds: Anonymityfor Web Transactions, ACM
Transactions on Information and System Security, Vol. 1, No. 1, November
1998, at 66—92 (Ex. 1011).
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IPR2020-01358

Patent 10,484,510 B2

Claims Challenged | 35 U.S.C. § Reference(s)
1, 2, 6-11, 13, ;
15, 16, 18-23 103(a) Crowds, RFC 2616
2 120

1, 6, 8-11, 13, 15-20,
22-24 103(a) Border, RFC 2616
l, 2, 6-8, 13, 15, 16, «6
183 1020

\

  
  
  
  Voy8113; 1,18| rosea) MorphMix, REC 2616
Pet. 15-16.

II. DISCRETIONARY DENIAL UNDER§ 314(a)

A. Overview

Patent Ownerrequests that we exercise our discretion under 35 U.S.C.

§ 314(a) to deny the Petition under Apple Inc. v. Fintiv, Inc., IPR2020-
00019, Paper 11 (PTAB Mar. 20, 2020) (precedential) (“Fintiv”). Prelim.

Resp. 4-16.

In assessing whether to exercise such discretion, the Board weighs the

following factors:

1. whether the court granted a stay or evidence exists that one
maybe granted if a proceeding1s instituted;

2. proximity of the court’s trial date to the Board's projected
statutory deadline for a final written decision;

3. investmentin the parallel proceeding by the court and the
parties;

4 Hypertext Transfer Protocol—HTTP/1.1, Network Working Group, RFC
2616, The Internet Society, 1999 (Ex. 1018).
>U.S. Patent No. 6,795,848, issued September 21, 2004 (Ex. 1017).
6 Marc Rennhard, MorphMix—APeer-to-Peer-based System for
AnonymousInternet Access (2004) (Ph.D.dissertation, Swiss Federal
Institute of Technology) (Ex. 1013).

\
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IPR2020-01358

Patent 10,484,510 B2

4. overlap betweenissuesraised in the petition and in the
parallel proceeding;

5. whether the petitioner and the defendantin the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Fintiv at 6. Recognizing that “there is same overlap among these factors”

and that “[s]ome facts may be relevant to more than onefactor,” the Board

“takes a holistic view of whetherefficiency and integrity of the system are

best served by denying or instituting review.” Jd.

Asidentified above, the 395 district court case, which involves the

°510 patent, is pending in the Eastern District of Texas. See Pet. 2; Paper6,

2; Prelim. Resp. 4-5. The 395 district court case has a Docket Control Order

entered that set December 14, 2020,as the deadline for completing fact
discovery, January 21, 2021, as the deadline for completing expert

discovery, and May 3, 2021, for jury selection andtrial. Ex. 1004, 1,3. The

parties have advised usthat the date for jury selection has been movedto

May 10, 2021. The Court has conducted a claim construction hearing, and

on December7, 2020, issued a Claim Construction Opinion and Order.

Paper 10; Ex. 2017.

Petitioner advised us that the presiding judge in the 395 district court

case, Judge Gilstrap, has continued jury trial dates in other cases scheduled

for trial from December 2020 through February 2021, due to the COVID-19

pandemic. See Ex. 3001. We have not, however, been informed of any

change in the May 10, 2021 jury selection date in the 395 district court case.

Weaddress each Fintiv factor below.
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IPR2020-01358

Patent 10,484,510 B2

B. Factor 1 — Stay ofRelated Litigation Proceeding

Petitioner filed a motion to stay the 395 district court case, which was

denied without prejudice as premature because it was filed in advance of the

Board’s decision to institute inter partes reviews on anyofthe asserted

patents in the litigation.’ Ex. 2015, 3. Althoughthe district court denied the

~ motion without prejudice, with refiling permitted within 24 days of the

Board’s institution decisions for the asserted patents, Patent Owner argues

that the District Court has not indicated one way or the other whether a stay

is likely to be granted at that time. Prelim. Resp. 6—7.

Because the Board has previously “decline[d] to infer” how a District

Court would decide a stay motion, Petitioner asserts that this factoris

neutral. Pet. 7 (quoting Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 15

at 12 (PTAB May13, 2020) (informative)). Patent Owner argues that

becausethe District Court has not granted a stay and “would notlikely grant

a stay given the lateness of the Petition, this factor favors denial of

institution.” Prelim Resp.7.

Wedecline to speculate on the likelihood of how the District Court

may rule on a future motion to stay. Accordingly, we find that this factoris

neutral.

C. Factor 2 — Proximity ofCourt’s Trial Date

Patent Ownerarguesthat the Petition should be denied becausejury

selection in the 395 district court case is scheduled approximately nine

monthsbefore a final determination would issue in this case. Prelim. Resp.

4, 7-10.

’ Three patents, the °510 patent as well as U.S. Patent Nos. 10,469,614 and
10,257,319, are asserted in the 395 district court case. Ex. 2015, 1.

7
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IPR2020-01358

Patent 10,484,510 B2

Petitioner alleges that Patent Ownerhas previously soughtto delay

trials as the set trial date approaches. Pet. 7 (referring to Luminati Networks

Ltd. v. UAB Tesonet, No. 2:18-cv-00299-JRG (E.D. Tex.)). Petitioner

arguesthatin light of Patent Owner’s history and the potential for COVID-

related delays, Factor 2 is neutral. /d. at 8. Patent Owner respondsthat the

previouslitigation has been misrepresented by Petitioner, and instead Patent

Ownerfiled a motion to consolidate the referenced case with another case to

accelerate the date by which the ’510 patent infringement claims could be

tried. Prelim. Resp.7.

As mentioned above, Petitioner additionally brings to our attention

Judge Gilstrap’s Order to continue jury trials from December 2020 through

February of 2021, but the communication notes that Petitioner does not

know what impact the continuances may have onthetrial date in this case.

See Ex. 3001. Patent Ownerasserts that the Judge Gilstrap’s Order does not

impact the schedulefortrial in the case, and “no other facts can be inferred

from the Order.” Jd.

As Patent Ownerasserts, the related jury trial in the 395 district court

case is currently scheduled to occur approximately nine months before a

final determination would issue in this case. Although there may be a delay

in the trial date, presuming that there would be delay would be conjecture at

this time. Accordingly, this factor favors discretionary denial of inter partes

review.

D. Factor 3 — Investmentin the Parallel Proceeding

Petitioner notes that this Petition was filed less than three monthsafter

the asserted claims were disclosed in the 395 district court case. Pet. 8.

However, it is undisputed that at this time that claim construction briefing

Code200 Exhibit 1002
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IPR2020-01358

Patent 10,484,510 B2

has been completed, a Markman hearing was conducted, and a claim

construction order issued in the 395 district court case, which includes

interpretation of claim terms associated with the ’510 patent. See Ex. 2016.

Underthe Docket Control Order, fact discovery in that case was completed

on December 14, 2020, and expert discovery was completed on January 21,

2021. See Ex. 1004, 1,3. The parties have not advised us of any changes to

those dates as scheduled.

Accordingly, in view ofthe status of the progress of the 395 district

court case, we agree with Patent Ownerthat this factor favors denial of

institution of inter partes review. See Prelim. Resp. 12.

E. Factor 4 — Overlap With Issues Raised in Parallel Proceeding

Petitioner asserts that because claims 1, 2, 8-11, 13, 15, 16, 18-20,

22, and 23 are asserted in the 395 district court case, but the Petition also

challenges claims 6, 7, 17, 21, and 24 of the ?510 patent, this factor weighs

in favorof institution. Pet. 8.

Patent Ownerarguesthat the overlap ofthe issues raised in Petition

and the 395 district court case are substantial. Prelim Resp. 12. More

specifically, Patent Owner contends that the Crowds, MorphMix, Border,

and RFC 2616 priorart asserted in the challenges in this proceedingareall

identified in the invalidity contentions in the 395 district court case. Id.

(citing Ex. 2006, ff 3-4). Patent Owneralso asserts that only claim 1 of the

°510 patent is independent, and the additional claims challenged in the

Petition are all dependent. Jd. at 12-13. As such, Patent Ownerarguesthat

there is no other independent claim at issue here that is not asserted in the

district court case, and the resolution of the patentability of independent

Code200 Exhibit 1002
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IPR2020-01358

Patent 10,484,510 B2

claim 1 in the district court is also likely to have an impact on the additional

dependentclaims challenged here. Jd. at 13.

In light of the commonpriorart asserted here and in the 395 district

court case, as well as the commonchallenge to the sole independent claim of

the °510 patent, we agree with the Patent Ownerthat the overlap in issues

between the two proceedings is substantial. Accordingly, we determine that

this factor favors denial of institution of interpartes review.

F. Factor 5 — Commonality ofParties in Parallel Proceedings

Petitioner asserts that Code200 is a named petitioner here, but is not a

defendant in the 395 district court case. Pet. 9. Patent Owner arguesthat

three of the four named petitioners are also defendants in the 395 district

court case. PO Resp. 13. Patent Owneralso asserts that there is a close

corporate relationship between Code200 andthe other petitioners because

they share a commonparent company. Jd. at 14 (citing Ex. 2013, Ex. 2014).

Petitioner does not challenge this contention.

Given the commonality of most of the parties in this proceeding and

395 district court case, we find that this factor favors denial ofinstitution.

G. Factor 6 — Other Circumstances

Petitioner contends that the challenged patent is “extraordinarily

weak,” and policy favors instituting review underthese circumstances. Pet.

9. Patent Ownerdisagrees, arguing that Petitioner’s reading of the claimsis

unreasonable andtheasserted prior art is weak. Prelim. Rep. 15—16.

We have reviewed Petitioner’s unpatentability arguments and Patent

Owner’s preliminary responses, and based on the limited record before us,

we do notfind that the merits outweigh the other Fintiv factors favoring

denial of institution.

10
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IPR2020-01358

Patent 10,484,510 B2

H. Conclusion

The majority of the Fintiv factors, and particularly factor 2, the

proximity ofthetrial date in the 395 district court case, favor the denial of

institution. Thus, based on our assessmentof the Fintiv factors, we exercise

our discretion under 35 U.S.C. § 314(a) to deny interpartes review.

Ill. ORDER

Accordingly,it is:

ORDEREDthatthe Petition is denied as to all grounds andall

challenged claims of the 510 patent.

“Ul
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IPR2020-01358

Patent 10,484,510 B2

For PETITIONER:

Craig Tolliver
George Scott
CHARHON, CALLAHAN, ROBSON & GARZA, PLLC

ctolliver@tolliverlawfirm.com
jscott@ccrglaw.com

For PATENT OWNER:

Thomas Dunham

Don Livornese

RUYAKCHERIAN LLP

tomd@dunham.cc
donl@ruyakcherian.com

12
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Case 2:19-cv-00397-JRG Document4 Filed i2/og/19 Page 1ofi PagelD a 396x

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT

2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Luminati Networks Ltd BI Science (2009) Ltd. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

 CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:19-cv-00395-JRG Document 4 Filed 12/06/19 Page 1 of 1 PagelD #: 379

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKETNO. DATEFILED U.S. DISTRICT COURT

2:19-cv-395 12/06/2019 EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION
PLAINTIFF DEFENDANT

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:19-cv-00397-JRG Document 4 Filed 12/06/19 Page 1 of 1 PagelD #: 398

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT

2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Luminati Networks Ltd BI Science (2009) Ltd. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

 CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:19-cv-00414-JRG Document 4 Filed 12/31/19 Page 1of1PagelD#: 391

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ONTHE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. f 290 and/or 15 U.S.C. i 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division onthe following

CJ Trademarksor LC Patents. ( (J the patent action involves 35 U.S.C. i 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:19-cv-414 1231/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Luminati Networks Ltd. Tefincom S.A. d/b/a NordVPN

DATE INCLUDED INCLUDED BY

O Amendment CJ Answer O CrossBill C1 Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above’ entitled case, the following decision has been rendered orjudgementissued:

DECISION) UDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1° Uponinitiation of action, mail this copy to Director Copy 3° Upon termination of action, mail this copy to Director
Copy 2” Uponfiling document adding patent(s), mail this copy to Director Copy 4’ Case file copy

Code200 Exhibit 1002
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and TrademarkOffice
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKETNO. CONFIRMATIONNO.

 
16/278,107 11/19/2019 10484510 HOLA-005-US 10 4936

131926 7590 10/30/2019

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230

Ramat-Gan, 5217102
ISRAEL

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmenton the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto. gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

WEB SPARK LTD., Netanya, ISRAEL;
Derry Shribman, Tel Aviv, ISRAEL;
Ofer Vilenski, Moshav Hadar Am, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world andis an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
IR103 (Rev. 10/09) Code200 Exhibit 1002
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 16/278107
 

 

 

Filing Date 2/17/2019

First Named Inventor|Derry Shribman

Art Unit | 2459 
Examiner Name MINH~-CHAU NGUYEN 
  
Attorney Docket Number | HOLA-005-US10 

Nameof Patentee or Pages,Columns,Lines
Examiner Cite|Foreign Document

Number3

P597869

P010090562

P01 1068784

where Relevant

Passages or Relevant
Figures Appear

Applicant of cited
Document

Kind|Publication

Code?4) Date

POTStet?

05/2014

Al =

AM : elefonaktiebolaget L M
ricsson (Publ)

Al

2010-12-08

e2011-08-06 Azuki Systems, Inc

   
If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

 
Examiner] Cite

Initials*
 

Screen captures from YouTube videoclip entitle "nVpn.net | Double your Safety and use Socks5 + nVpn”"38 pages,
/M.N/ ast accessed 11/20/2018 <https:/Avww.youtube.com/watch?v=LOHct2kSnn4>
 

Screen captures from YouTube videoclip entitle "Andromeda" 47 pages, publicly known and available as ofat least
P011 <htips:/Avww.youtube.com/watch?v=yRRYpFLOKNU=

 

SpyEye, htips:/Avwww_symantec_com/secunity-center/wnteup/2010-0202 16-0135-9; http://securesq|_info/nskyclouds/
Bpyeye-user-manual; known asof at least 2010 (13 pages)

 

Screen captures from YouTubevideoclip entitle "Change Your Country IP Address & Location with Easy
ide IP Software" 9 pages, publicly known and available asof at least 2011, <https:/Awww.youtube.com/watch?
=ulwkf1sOfdA and https:/Awww.youtube.com/watch?v=iFEMT-o9DTc>

 

oralCDN (“CoralCDN’), https://pdos.csail.mit.edu/6.824/papersfreedman-coral_pdf (14 PAGES)
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number
16/278107
 

 

 

Filing Date 2/17/2019

First Named Inventor|Derry Shribman

Art Unit | 2459  Examiner Name MINH-CHAU NGUYEN  
Attorney Docket Number | HOLA-005-US10 
 

    
 
 

 
Examiner Cite|Foreign Document

Number3

pplied

aee
he
|

EFS Web2.1.17

  

 

 
Code? j

|  
01075242

Country

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
FOREIGN PATENT DOCUMENTS

   
 
 

 
Kind

Code4

Publication

Date

2E0S-16-09:

09/2009

 

|fee10/2007

/
2009-10-01

2007-11-21

Nameof Patentee or

Applicant of cited
Document

Akamai Technologies ING

Sopuch David. J

Siemens Inf &Comm

Sharp Kabushiki Kaisha
Osaka-shi

elefonaktiebolaget L M
ricsson

Merox Corporation

Corporation

icrosoft Corporation

ENGXUN SCIENCE &
ECHNOLOGY

 
 

 

 

Pages,Columns,Lines
where Relevant

Passages or Relevant
Figures Appear
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (03-15)
Approvedfor use through 07/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
 

Application Number  | 16/278107 

Filing Date
  | 2/17/2019 

INFORMATION DISCLOSURE First Named Inventor
  
Derry Shribman 

STATEMENT BY APPLICANT Ant Uninit    2453
 

( Not for submission under 37 CFR 1.99)
Examiner Name MINH-CHAU NGUYEN 
  
Attorney Docket Number | HOLA-005-US10 

 

U.S.PATENTS [Remove] 
 

 

 

Examiner] Cite

 
 
 

 
 

Issue Date

P013-07-02

P013-07-30

06/2011

Patent Number

970835

B479251

B499059

 

  

 
EFS Web 2.1.17

:

 
 

  
 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Nameof Patentee or Applicant
of cited Document

einleib et al

Owen, etal

 

 

 

 

 

ladwin, etal.

hen,

  
 

 
 

 

et al.
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Application Number 16/278107 

 

 

 

Filing Date 2/17/2019

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT Ant Uni. nit | 2455
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN   
Attorney Docket Number | HOLA-005-US10 

P014-06-05 Shribman, etal.

P015-01-12 Shribman, etal.

P018-06-05 Shribman, etal.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

 
 
 

 
 Pages,Columns,Lines where

Relevant Passages or Relevant
Figures Appear 

 
Publication i Publication

Number Date

P0080109446 DO08-05-08

P01 10066924 7D01 1-03-17
P0110128911 a

Examiner

Initial*
Nameof Patentee or Applicant
of cited Document

atrix Xin Wang

  

 
Cite No

 

P0130157699 D013-06-20

P0130326607 D013-12-05

P0030204602

OARHas Code200 Exhibit 1002
Page 25 of 459
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (02-18)
Approvedfor use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

 
  
   

Application Number | 16/278107
| o2/17/2019

Derry Shribman

2453

 

Filing Date 

First Named Inventor

Art Unit

 

 
MINH-CHAU NGUYEN Examiner Name  

Attorney Docket Number | HOLA-005-US10 

 

U.S.PATENTS [Remove]
 

  
 
 

 
Examiner] Cite

 
  

 

  

Patent Number

788378

2

8

890547

818430

per
32179

135912

 b577243

 
EFS Web 2.1.18

 Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Nameof Patentee or Applicant
of cited Document

P016-02-02

pe

 
 

Issue Date

P010-08-31

 

 

 
 
 

 

 

—_

PO00-11-28 AOHISA KAWAGUCHI

11/1996

  
  

Sherwood , etal.

Shribman, etal.

 

03/2012
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Application Number 16/278107 

Filing Date 2/17/2019 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman 
STATEMENT BY APPLICANT |,7, r2ass
( Not for submission under 37 CFR 1.99)
 

Examiner Name MINH-CHAU NGUYEN   
Attorney Docket Number | HOLA-005-US10 

P0100293555 A= DO10-15-11 EPSALAINEN;Ari M./M.N/

P0130272519 A= P013-17-10 uang; Lawrence P.

Shu Li et al.

okokawa; Takashi; etal.

 
P0030115364 Al DO03-06-19

P0090217122 = DO09-27-08

No w

=oS

P0010033583 = P001-25-10 abenko, Theodore F.; et al.

ang Matrix XIN

almon Marco et al

ohn Vert et al

Alfredo C. Issa

Olivier Chalouhiet al

No No  
P0080109446  
V0020133621 = DO02-09-19 
P0040107242 =  
P0070073878 Al DOO?-03-29

Y0090319502 A= DOO9-12-24

No wo

NoNoNo co~ao
P0060212584 A= DO06-09-21 ingjian Yu et al
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number 16/278167 

 

 

Filing Date 2/17/2019

First Named Inventor|Derry Shribman

Art Unit | 2459 
Examiner Name MINH-CHAU NGUYEN   
Attorney Docket Number | HOLA-005-US10 

P0030204602 A=
/M.N/

P0120099566 A=

P0130201316 Al

P0080125123 =

P0140301334 =

P0070239655

4 ==== ~w
=

P0070226810 =

oa P0100094970 =

P0020120874 Al

P0100115063 A=

—_ No

P0100154044 A=

  
18

Changd s) applied
toldecument

/J.-BWeb 2.1.17

10/17/2019

NadNadNadNad ooOoOoSo==SoaowoNoa OooOOo> NooNoqo©oaOoSl CoO
oO

(J
—_= >?

E—_ 65—_=
 
06/2010

udson Michael D.

aine; Tuomas ; etal.

INDER; Yehuda; etal.

Dorenbosch, Jheroen P.; et al.

P014-10-09 abranche; Miguel; etal.

- Agetsuma; Masakuni; etal.

P007-09-27 otti; Timo

P010-04-15 Yuckerman; Gal; etal.

P002-29-08 Shu, Li; etal.

b010-06-05 LADWIN; S. CHRISTOPHER;
Bt al.

anku; Tajinder
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Application Number 16/278107 

 

 

  
INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT Ant Uni- os nit 2459
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN   
HOLA-005-US10 Attorney Docket Number 

/M.N/ 990-06-26 ee, etal. MNS 970835 D01 1-06-28

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

 
 

 
  
 Publication

Number

Examiner

Initial*
  Cite No  

 Code’! Date of cited Document

been|
been|
al
oe  

G C1
M, 1. ote-NetnChak 6) applied Sbribman etal.  

 
P0120754456 isharam Zubairet al. 
P0080222291

P0100235438

P0120124239 P012-05-17 Shribmanetal.

P013-06-27 f

Rhedes, David L.

20130166768 ag

Crouache et al. | 7
Change (s) applied
toLda meni

JIMS

bower

05/2002

  SeSe oSSoao—_ Noon SoSo oSoS oOoOon~loOco w—_ Soo
Add

Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

 

 

Application Number 16278107

Filing Date 2019-02-17

First Named Inventor|Derry Shribman

Art Unit | 2459 
MINH~-CHAU NGUYEN Examiner Name  

Attorney Docket Number | HOLA-005-US10 

 
  
  

  
Publication

Number

Examiner

Initial’|Cite No

   
EFS Web 2.1.18

U.S.PATENT APPLICATION PUBLICATIONS

Kind

Code’

Publication

Date

D015-07-23

Nameof Patentee or Applicant
of cited Document

Assaf Toval

ohn Rozen

aird Alexander Popkin

 
A=

A=  
Al

= Sanny Jacobsson 
=

Al

A=  
A= D013-03-14 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, mustMay Patents Ltd. have its owncertificate of mailing or transmission.

c/o Dorit Shem-Tov Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the UnitedP.O. B. 7230 States Postal Service with sufficient postage for first class mail in an envelope

Ramat-Gan 52171 02, addressed to the Mail Stop ISSUE FEE address above, or being facsimiletransmitted to the USPTO (571) 273-2885, on the date indicated below.

 
Israel (Depositor's name)

(Signature)

(Date)

16/278,107 02/17/2019 Derry Shribman HOLA-005-US10 4936
TITLE OF INVENTION:

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$0 $0nonprovisional SMALL $500 $500 01/03/2020
EXAMINER ART UNIT CLASS-SUBCLASS

2. For printing on the patent front page,list1. Change of correspondenceaddressor indication of "Fee Address" (37
CFR 1.363).

(J Change of correspondenceaddress (or Change of Correspondence
Address form PTO/SB/122) attached.

[I "Fee Address” indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

1 May Patents Ltd. c/o Dorit Shem-Tov
 

(1) the namesof up to 3 registered patent attorneys
or agents OR,alternatively,

(2) the name ofa single firm (having as a member a 2
registered attorney or agent) and the namesof up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewillbe printed.

 

   
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation asset forth in 37 CFR 3.11. Completion of this form is NOTa substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

WEB SPARKLTD. Netanya
Israel 4250713

Please check the appropriate assignee category or categories (will not be printed on the patent) : (} individual Corporation or other private group entity (_] Government

4a. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)
[dl Issue Fee (LA check is enclosed.

(_] Publication Fee (No small entity discount permitted) (I Paymentby credit card. Form PTO-2038 is attached.
(_] Advance Order - # of Copies (I The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number _603112 (enclose an extra copy ofthis form).

5. Changein Entity Status (from status indicated above)

(J a. Applicant claims SMALL ENTITYstatus. See 37 CFR 1.27. (I b. Applicantis no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(g)(2).

  
NOTE:TheIssue Fee and Publication Fee (if required) will not be accepted from anyoneother than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown bythe records of the United States Patent and Trademark Office.

/YehudaBinder/ Date OCtober 10, 2019

Yehuda BINDER 73,612

Authorized Signature
  

 
Typed or printed name Registration No.
 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSAaspart of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record wasfiled in an application which became abandonedor in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 16278107

Filing Date: 17-Feb-2019

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Attorney Docket Number: HOLA-005-US10

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

USD(S)

Basic Filing:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Sub-Total in

Description Fee Code Quantity USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

Application Number: 16278107

International Application Number:

Confirmation Number: 4936

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ee

Paymentinformation:

2
a

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:
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File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

1 Issue Fee Payment (PTO-85B) ptol85b.pdf 297621 38e8d3d178213dele9c8c30b9d5chy
2548c

Information:

2 Fee Worksheet (SB06) fee-info.pdf 20707924074aa5823648693 261 3c452532ae
58feS

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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ges=tiex UNITED STATES PATENT AND TRADEMARKOFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and TrademarkOffice
Address; COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 

 

NOTICE OF ALLOWANCEAND FEE(S) DUE

MayPatents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

RamGat, 5217100

ISRAEL 2459

DATE MAILED:10/03/2019

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATIONNO.

16/278, 107 02/17/2019 Derry Shribman HOLA-005-US10 4936

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 01/03/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

 

THE ISSUE FEE AND PUBLICATIONFEE (IF REQUIRED) MUSTBE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN

THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW DUE.

 

HOW TO REPLYTO THIS NOTICE:

I. Review the ENTITY STATUSshownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status still applies.

If the ENTITY STATUSis the same as shown above, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUSis changed from that shown above, on PART B - FEE(S) TRANSMITTAL,complete section number5 titled
"Changein Entity Status (from status indicated above)”.

For purposesof this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amountof small entity
fees.

II. PART B - FEE(S) TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATIONFEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communicationsprior to issuance to Mail
Stop ISSUE FEEunless advisedto the contrary.

IMPORTANT REMINDER:Maintenancefeesare duein utility patents issuing on applicationsfiled on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. Moreinformationis available at
www.uspto.gov/PatentMaintenanceFees.
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PARTB - FEE(S) TRANSMITTAL

Complete and sendthis form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, sendto: Mail Stop ISSUE FEE By fax, send to:—(571)-273-2885
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATIONFEE(if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondenceincluding the Patent, advance orders and notification of maintenancefees will be mailed to the current correspondence addressas indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or(b) indicating a separate "FEE ADDRESS"for maintenancefee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address)

131926 7590 10/03/2019 Certificate of Mailing or Transmission

May Patents Ltd. c/o Dorit Shem-Tov I hereby certify that this Fee(s) Transmittal is being deposited with the UnitedStates Postal Service with sufficient postage for first class mail in an envelope
P.O.B 7230 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Ramat-Gan, 5217102 the USPTO via EFS-Weborby facsimile to (571) 273-2885, on the date below.
ISRAEL (Typed or printed name)

(Signature) (Date)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATIONNO.

16/278, 107 02/17/2019 Derry Shribman HOLA-005-US10 4936

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 01/03/2020

EXAMINER ART UNIT CLASS-SUBCLASS

NGUYEN, MINH CHAU 2459 709-202000

1. Change of correspondenceaddressor indication of "Fee Address” (37
CFR 1.363).

2. For printing on the patent front page,list
(1) The namesof up to 3 registered patent attorneys
or agents OR,alternatively, 1
(2) The nameofa single firm (having as a member a
registered attorney or agent) and the names of upto =—-_2
2 registered patent attorneys or agents. If no nameis
listed, no namewillbe printed.

 

(I Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.  

[I "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

   
PLEASE NOTE: Unlessan assigneeis identified below, no assignee data will appear on the patent. If an assigneeis identified below, the document must have been previously
recorded,orfiled for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOTa substitute for filing an assignment.

(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (LV individual LJ Corporation or other private group entity (_] Government

4a. Fees submitted: (Llissue Fee (Ipublication Fee (if required) (VAdvance Order- # of Copies
4b. Method of Payment: (Pleasefirst reapply any previously paidfee shown above)

(I Electronic Payment via EFS-Web (LI Enclosed check (LI Non-clectronic paymentby credit card (Attach form PTO-2038) (I The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any overpaymentto Deposit Account No.

5. Changein Entity Status (from status indicated above)
NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted at the risk of application abandonment.
NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE:Checking this box will be takento be a notification of loss of entitlement to small or micro
entity status, as applicable.

(I Applicantcertifying micro entity status. See 37 CFR 1.29

(I Applicantasserting small entity status. See 37 CFR 1.27  

(I Applicant changing to regular undiscounted fee status.

NOTE:This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
  

Typed or printed name Registration No.
  

Page 2 of 3 Code200 Exhibit 1002
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and TrademarkOffice
Address; COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATIONNO.

 
16/278,107 02/17/2019 Derry Shribman HOLA-005-US10 4936

MayPatents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

RamGat, 5217100
ISRAEL 2459

DATE MAILED:10/03/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA)calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustmenton the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3 Code200 Exhibit 1002
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Numberand expiration date for the
agency to display on the instrumentthat will be used to collect the information and (i) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P-O. Box 1450, Alexandria,

Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no personsare required to respond to acollection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed,as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility
to recommend improvements in records managementpractices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuantto 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routineuse, to the public if the record wasfiled
in an application which became abandonedorin which the proceedings were terminated and which application

is referenced by either a published application, an application open to public inspection oranissredpatent,
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,pagdagidlasy

enforcement agency, if the USPTO becomesawareof a violation or potential violation of law or regulation.
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. . 16/278 ,107 Shribmanetal.

MINH CHAU N NGUYEN 2459 No

-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.{¥} This communication is responsive to Amendment,filed 09/23/2019.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on .

2.() An election was madebythe applicant in responseto a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporatedinto this action.

3.4} The allowed claim(s) is/are 1-24 . As a result of the allowed claim(s), you maybeeligible to benefit from the Patent Prosecution
Highwayprogram at a participating intellectual property office for the corresponding application. For more information, please see
http:/Awww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[_) Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a) DAI b){JSome=*c) CL) Noneofthe:

1. ( Certified copies of the priority documents have been received.
2. LJ Certified copies of the priority documents have been received in Application No.

3. (J Copiesof the certified copies of the priority documents have been receivedin this national stage application from the
International Bureau (PCT Rule 17.2(a)).

“ Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file a reply complying with the requirements
noted below.Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

5.(. CORRECTED DRAWINGS(as "replacement sheets") must be submitted.
() including changes required by the attached Examiner's Amendment / Commentorin the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6.C DEPOSIT OFand/or INFORMATION aboutthe deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1.11 Notice of References Cited (PTO-892) 5. (2 Examiner's Amendment/Comment
2. Information Disclosure Statements (PTO/SB/08), 6.l¥}Examiner's Statement of Reasonsfor Allowance

PaperNo./Mail Date .
3.) Examiner's Comment Regarding Requirementfor Deposit 7. CZ Other .

of Biological Material
4.{] Interview Summary (PTO-413),

Paper No./Mail Date.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20191001
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Application/Control Number: 16/278, 107 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined underthe pre-AIAfirst to invent provisions.

Response to Amendment

Applicant’s amendment dated September 23, 2019 responding to September 17, 2019

Office Action provided in the rejection of claims 1-24. Claims 1-24 remain pending in the

application and which have been fully considered by the examiner.

The terminal disclaimer filed on September 23, 2019 had been approved.

REASONS FOR ALLOWANCE

The following is an Examiner’s statement of reasonsfor allowance:

Claims 1-24 are considered allowable since when reading the claims in light of the

specification, as per MPEP §2111.01 or Toro Co. v. White Consolidated Industries Inc., 199

F.3d 1295, 1301, 53 USPQ2d 1065, 1069 (Fed. Cir. 1999), none of the references of record alone

or in combination disclose or suggest the combination of limitations specified in independent

claim 1.

For example, the independent claims contain limitations, a first client device comprising:

receiving, from a second server over established TCP. connection, a first content identifier;

sending, to a web server over an Internet, the first content identifier; receiving, the first content

fromthe web server over the Internet in responseto the sending of the first content identifier; and

sending by the first client device the receivedfirst content back to the second server over the

established TCP connection, in response to the receiving of the first content identifier. Therefore,

the Examiner agrees that the limitations of the independent claims, within its environment, is

Code200 Exhibit 1002
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Application/Control Number: 16/278, 107 Page 3
Art Unit: 2459

allowable subject matter over the prior art, in light of the specification and in view of the

Applicant’s arguments.

Becauseclaims 2-24 depend directly or indirectly on claim 1, these claims are considered

allowable for at least the same reasons noted above with respect to claim 1.

To the extent that these features are not found in the prior art cited by Examiner, the

present caseis held allowable overthe art of record.

Any comments considered necessary by applicant must be submitted no later than the

paymentof the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance’’.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone number is

(571)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcanbe reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Code200 Exhibit 1002

Page 43 of 459



Code200 Exhibit 1002 
Page 44 of 459

Application/Control Number: 16/278, 107 Page 4
Art Unit: 2459

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (INUSA OR CANADA)or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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Application/Conirol No. Applicant(s)/Patent Under Reexamination

Search Notes 16/278,107 Shribmanetal.

| | ante _
MINH CHAU N NGUYEN 2459

CPC - Searched*

H04L41/046

H04L67/1002

CPC Combination Sets - Searched*

Symbol

US Classification - Searched*

202709 09/15/2019

* See search history printout included with this form or the SEARCH NOTESbox below to determine the scopeof the
search.

 
Search Notes

search on EAST 09/15/2019 [MN
update search on EAST, google patents 10/01/2019 [MN

Interference Search

US Class/CPC|Us subclass/CPC Group
Symbol

USPAT, Independentclaim search
USPG-Pubtext 10/01/2019
search

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
 
U.S. Patent and Trademark Office C2 Bu Por Baber her. 20
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Application/Conirol No. Applicant(s)/Patent Under Reexamination

/ssue Classification|15/978, 107

Version

2013-01-01

2013-01-04

2013-01-01

2013-01-01

2013-01-04

2013-01-04

2013-01-04

2013-01-01

2013-01-04

2013-01-01

CPC Combination Sets

 
NONE

Total Claims Allowed:

(Assistant Examiner) 24

/MINH CHAU NGUYEN/ 01 October 2019 . . wo
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No.: 20191001
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Application/Conirol No. Applicant(s)/Patent Under Reexamination

/ssue Classification|15/978, 107 Shribmanetal.

| | | iwea
MINH CHAU N NGUYEN

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4L

HO4L

HO4L =

NON-CLAIMED

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

 
NONE

Total Claims Allowed:

Assistant Examiner) (Date) 24

/MINH CHAU NGUYEN/ 01 October 2019 . . wo
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No.: 20191001
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Application/Conirol No. Applicant(s)/Patent Under Reexamination

/ssue Classification|15/978, 107

(J) Claims renumbered in the same orderas presented by applicant (J CPA T.D. C) R.1.47
CLAIMSae
Final_[Original[Final__|Original]Final__[Original[Final_[Original|Final__Original|Final__[Original[Final__|Original|Final_ [Original]
eeeeeeeeeeeeeeee
Aeeeeeeeeeeeeeeeeeee
|16|3ft8|eefsfat

paz|4ft2offs|oePf

a2eeeeeeeeeeeeeeeeeee
|20|7ft5|wePU
eeeeeeeeeeeeeeeeeee
eees

 

NONE
Total Claims Allowed:

Assistant Examiner) (Date) 24

/MINH CHAU NGUYEN/ 01 October 2019 . . wo
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure 
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No.: 20191001

Code200 Exhibit 1002

Page 3 of 3 Page 48 of 459



Code200 Exhibit 1002 
Page 49 of 459

Application/Control No. Applicant(s)/Patent Under Reexamination

Index ofClaims 16/278,107 Shribmanetal.

| | | | | nwa _
MINH CHAU N NGUYEN 2459

Rejected = Cancelled nN Non-Elected Appeal
=| Allowed = Restricted 1|interference|0) Objected

CLAIMS

D[) Claims renumberedin the same order as presented by applicant

CLAIM

Original —_ 10/01/2019

.
19

a

2
3

4
0
 
U.S. Patent and Trademark Office Part of Paper No.: 20191001

Code200 Exhibit 1002

Page 1 of 1 Page 49 of 459



Code200 Exhibit 1002 
Page 50 of 459

EASTSearch History

EAST Search History

EAST Search History (Prior Art)

 

 
     

  
  

 or ("9177157") oF
") * ("20090248793") or("20130080575") or ("20110066924")or

"20120246278") 0 r ("2004094980") or("9015335") or ("7788378") or
("20130304796") or ("20120164980") or
("20010054020") or ("20160105530") or

20070050522") or (*20090216887") or

US-PGPUB; }
TUSPAT;
WUSOCR;
FPRS; EPO; |
}JPO;
iDERWENT; |
¥IBM_TDB i

 
 
 
 

  
 
 

 

 
 

Vaasaneseen) hinaeet Rihneehand hie:

4S1 and ((servers and (peers clients))  {US-PGPUB;|
same ((content$1 document$1 page$1} JUSPAT;
with (deliver$4 quer$4 inquir$4
iretriev$4 search$4)))

 
 

  
 

 
 
 
 

  

  4S2 and (server$1 with (receiv$4 quer$4 {US-PGPUB;
\transmit$4 inquir$4 send$4) with (url$1 JUSPAT;
i((content$1 page$1 document$1) near {USOCR; i
i(identifier$1 address$2))) with (client$1 {FPRS; EPO;
peer$1 node$1 terminal$1)) LUPO;

DERWENT; }   
 

  
  

 

 
 
 
 
 
 

manne nsne ct bes cnnseesen eneesees hance cnensnnnneneneepeneneeEeESnEeESESnESESESnnaEenannsnanannsnanannspansnpspsnsspsrsnssnsnad Messansnsocsbasestsnasnsnsns Masscsssensnsseenssess:

4S3 and @ad< "20091008"

S tieweeeeeeeesd Kawaeeeeeeeeeeeeeeed Aaaeeeeeeereeseeeeeeeeeeeeeeeeeeeeeeeeeeeeseerseeeeeeeeees! eeeeeeeseeseeereeset Anereeeeeeeeeres: wwGat

4S4 and ((web near server$1) with WUS-PGPUB;|
i(respon$4 repl$3 quer$4 transmit$4— YUSPAT;
Jinquir$4 send$4) with (url$1 ¥USOCR; |
i((content$1 page$1 document$1) near FPRS; EPO;
i(identifier$1 address$2))) with (client$1 ‘JPO;
ipeer$1 node$1 terminal$1)) DERWENT;

 
 
 

  
 

 
 
 
 

 
 
 

  

 
 

12019/09/27'
17:06  

  

 
 
 
 
 

  

uS1 and (servers‘and (pert ‘client$1)
same ((cantent$1 document$1 page$1) }
dwith (deliver$4 quer$4 inquir$4
retriev$4 search$4)))

Suueeeeeeenl ceceeeeeeeeeeeeeeeeur CeceReReCeCRRCRRRRCCCECCRRCCCERCCRRCRRCECECECCCECECECECCCECECECECECECECCCECCCCCCCCCCCCCCCCCC eteeeeretcececneerercerercnt Ceceeceeeceeccccccnnce

4S6 and ((web near server$1) with {US-PGPUB; |
‘(respon$4 repl$3 quer$4 transmit$4_— {USPAT;
Jinquir$4 send$4) with (url$1 WUSOCR; |
i((content$1 page$1 document$1) near FPRS; EPO;}
¥(identifier$1 address$2))) with (client$1 LUPO; i
ipeer$1 node$1 terminal$1)) {DERWENT;

¥1BM_TDBRenee KannefannedfheTitet het haeGeet

Gode200 Exhibit 1002
Page 50 of 459

file:///C/Users/mnguyen2/Documents/e-Red%20Folder/16278 107/EASTSearchHistory. 16278 107_AccessibleVersion.htm[10/1/2019 12:08:23 AM]

 
 

  
 

 
 
 

 
 

  
 
 



Code200 Exhibit 1002 
Page 51 of 459

EASTSearch History

 
 
 
 

 
 
 

 
 
 
 

 
 

  
 

 
 
  
  
 

 

 
 
 
 

4S1 and ((web near server$1) with US-PGPUB; JOR NOFF 2019/09/27:
i(respon$4 repl$3 quer$4 transmit$4 USPAT; 417:08
Jinquir$4 send$4) with (url$1 WUSOCR; |
((content$1 page$1 document$1) near {FPRS; EPO; | \

\ i(identifier$1 address$2))) with (client$1 ‘JPO;
‘peer$1 node$1 terminal$1)) DERWENT; i

¥IBM_TDB { 

u(server$1 with (request$4 transmit$4
Yinquir$4 send$4) with (url$1
i((content$1 page$1 document$1) near
(identifier $1 address$2))) with (client$1 |
Jpeer$1 node$1 terminal$1))

: 2019/09/27'
17:10

 US-PGPUB; OR

USOCR; }
FPRS; EPO; }
JPO;
DERWENT; }

Bacnenecncceneeneneneeneneneeneneneeneneneeneneneenesensenenensenenensetesenssnenenesneneneed Revesceneretenenestenenenad isssesesessenenentenented hese seeeeneseenenennt heceseenenessenenentenenenes

4S9 and ((web near server$1) with 12019/09/273
i(respon$4 repl$3 quer$4 transmit$4 17:12 i
dinquir$4 send$4) with (url$1

i((content$1 page$1 document$1) near §
i(identifier$1 address$2))) with (client$1 {
peer$1 node$1 terminal$1))

  
 
 
 
 
 

  

 USOCR; |
FPRS; EPO; |
JPO;
DERWENT;}
IBM_TDB :Lenn) Reneehonedhetethethet Geet

4S10 and ((client$1 peer$1 node$1 US-PGPUB; JOR 12019/09/273
iterminal$1) with (respon$4 repl$3 YUSPAT; 17:14
itransmit$4 forward$4 send$4) with USOCR; i
i((inquired received returned responsed) {FPRS; EPO; }
inear1 (content$1 page$1 document$1)) |JPO;
with (server)) DERWENT;}

IBM_TDB |
(Giiand@ad-TS ‘Borgogo7
i 17:14

 
 

  
  
  

  
  
 
 

  

 
 

2

  

  

  
 
 
 

   ® nM

BnEEEEEEEEEEEEEEEEEEEEEE

1S12 and ((web near server$1) same
iserver$1 same (peer$1 client$1)) same
i((deliver$4 quer$4 inquir$4 retriev$4
‘search$4 transfer$4 provid$4 transmit$4
isend$4 forward$4) with (content$1 \
idocument$1 page$1 file$1)) \

 
 
 

  
 
 

12019/09/273
USPAT; 17:15
USOCR; |
FPRS; EPO; |
JPO; ; 
  
 
 
 

  
  
  

 

 4S13 and ((web near server$1) with
i(store$1 keep$4 kept maintain$4) with {
\(url$1 ((content$1 page$1 document$1) {USOCR; |
inear (identifier$1 address$2)))) FPRS; EPO;

iJPO;
tDERWENT;

IBM_TDBventeened beeseecteeeeeeteeeGoneeeenseeeeeeeeeeneneeeereereeeeepeeeeeeerereneeeeReneeneedaneeenenertenant bineeeneeeeGane! het

1S14 and (keep$4 with live$1) 12019/09/273
17:20

 Q ry ‘2019/09/27;
17:17  

  
  
 
 

  ® a

Ineneene) Reneeeeeeethineehanined hiefitGa!

S14 and ((web near server$1) same NOFF (2019/09/27!
yserver$1 same (peer$1 client$1) same ; 17:21
y(internet tcp))

 
 

 

  

  

 
  ® ron
 
 

 33 
8

Code200 Exhibit 1002
Page 51 of 459

file:///C/Users/mnguyen2/Documents/e-Red%20Folder/16278 107/EASTSearchHistory. 16278 107_AccessibleVersion.htm[10/1/2019 12:08:23 AM]



Code200 Exhibit 1002 
Page 52 of 459

EASTSearch History

® o

® ©

3Sey

i(HO4L67/42 HO4L41/046 HO4L67/108
4HO4L67/22 H04L67/02).CPC.

151293

3

 
{‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
;

&SB

8a

%

‘DERWENT;
IBM_TDB

4S14 and ((web near server$1) same
iserver$1 same (peer$1 client$1) same
(internet and tcp))

4S17 and (((client$1 peer$1 node$1
iterminal$1) near1 (respon$4 repl$3
itransmit$4 forward$4 send$4)) with
i((inquired received returned responsed)
inear1 (content$1 page$1 document$1))
with (server))

USOCR;
FPRS; EPO;
JPO;

4S14 and (((client$1 peer$1 node$1
iterminal$1) near1 (respon$4 repl$3
itransmit$4 forward$4 send$4)) with
i((inquired received returned responsed) |
inear1 (content$1 page$1 document$1)) }
with (server))

4S20 and ((web near server$1) same
iserver$1 same (peer$1 client$1)) same
i((deliver$4 quer$4 inquir$4 retriev$4_ \

‘Isends4 forward$4) with (content$1
ydocument$1 page$1 file$1))

1S22 and ((web near server$1) with
i(store$1 keep$4 kept maintain$4) with
(url$1 ((content$1 page$1 document$1) |
near (identifier$1 address$2))))

S23 and ((web near server$1) with
4(respon$4 repl$3 quer$4 transmit$4
dinquir$4 send$4) with (url$1
4((content$1 page$1 document$1) near |
i(identifier$1 address$2))) with (client$1
ipeer$1 node$1 terminal$1))

1$24 and ((client$1 peer$1 node$1
iterminal$1) with (respon$4 repl$3
itransmit$4 forward$4 send$4) with

‘2019/09/27
17:22

‘2019/09/27;
17:23

12019/09/27'
17:24

‘2019/09/27!
17:28

3

2019/09/27;
17:28

12019/09/27'
17:55

‘2019/09/27;
18:12

2019/09/27:
18:12

12019/09/27'
18:12

 
Code200 Exhibit 1002

Page 52 of 459

file:///C/Users/mnguyen2/Documents/e-Red%20Folder/16278 107/EASTSearchHistory. 16278 107_AccessibleVersion.htm[10/1/2019 12:08:23 AM]



Code200 Exhibit 1002 
Page 53 of 459

EASTSearch History

  
 

NSNt““——33=o=o@=oO=HOoOOoaDNx
34444

OR

OR

      

FPRS; EPO;
JPO;

US-PGPUB;
USPAT;

 

anaearereeeeety4444

DERWENT;
IBM_TDB

FPRS; EPO;
JPO;

DERWENT;
IBM_TDB

  

FPRS; EPO;

DERWENT;

US-PGPUB;
USPAT;
USOCR;

USOCR;

wJPO;

4 
‘‘

(respon$4 repl$3

((inquired received returned responsed)
near1 (content$1 page$1 document$1))
with (server))

$26 and (((client$1 peer$1 node$1

transmit$4 forward$4 send$4)) with
((inquired received returned responsed)
near1 (content$1 page$1 document$1))
with (server))

$25 and @ad< "20091008"

terminal$1) near1

  
 

nn

  
 

EENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE‘

 
EAST Search History (I nterference)

 
  

iEE5ee5a|iNNHNHN3=~=~3oo3oOoO3OD37OD3oOoO3O1O;=~=3oSi@iBaS>SHODa;Ot-woOTwoooiOoOMHODHOM;N=N=BAHOA
joA}iSa

 

Default

Operator 
DBs

USPAT

USPAT

with (content$1

client$1 peer$1(((

same server$1 same

same server$1 same

peer$1 client$1)) same ((deliver$4 quer$4

))

with (store$1 keep$4 kept

transmit$4 forward$4 send$4)) with ((inquired

respon$4 repl$3 transmit$4 forward$4

with (store$1 keep$4 kept

)) with ((inquired received returned
responsed) near1 (content$1 page$1

((content$1 page$1 document$1) near

—
(((client$1 peer$1 node$1 terminal$1)

+a3>3xQ+are©=wc@Ls+a&Oox@®#+a>©=s©L+aa>a&

inquir$4 retriev$4 search$4 transfer$4 provid$4
itransmit$4 send$4 forward$4) with (content$1$

document$1) near (identifier$1 address$2))))

epl$3 quer$4 transmit$4 inquir$4 send$4) with

identifier$1 address$2))) with (client$1 peer$1

node$1 terminal$1) nour (respon$4 repl$3

and ((web near server$1) with (respon$4

AaoO=oO<AaoO2OoTOoOEoOwn=>AACc©S_APoOoOQ

maintain$4) with (url$1 ((content$1 page$1
Y¥document$1) near (identifier$1 address$2))))

maintain$4) with (url$1 ((content$1 page$1

(((web near server$1) same server$1 same
(peer$1 client$1)) same ((deliver$4 quer$4

(((webnearserver$1)
(

(((web near server$1)

server$1)

ode$1 terminal$1

Ydocument$1 page$1 file$1)) and ((web near

n

$

idocument$1 page$1 file$1)) and ((web near
‘itransmit$4 send$4 forward$4)

iserver$1)

+AOocoow 
Code200 Exhibit 1002

Page 53 of 459

file:///C/Users/mnguyen2/Documents/e-Red%20Folder/16278 107/EASTSearchHistory. 16278 107_AccessibleVersion.htm[10/1/2019 12:08:23 AM]



Code200 Exhibit 1002 
Page 54 of 459

EASTSearch History

 

inquir$4 retriev$4 search$4 transfer$4 provid$4 } USPAT
transmit $4 send$4 forward$4) with (content$1 ; i
idocument$1 page$1 file$1)) and ((web near
iserver$1) near1 (store$1 keep$4 kept
‘imaintain$4) with (url$1 ((content$1 page$1
‘idocument$1) near (identifier$1 address$2))))
Yand ((web near server$1) near1 (respon$4
repl$3 quer$4 transmit$4 inquir$4 send$4) with}
(url$1 ((content$1 page$1 document$1) near
(identifier$1 address$2))) with (client$1 peer$1

‘inode$1 terminal$1)) and (((client$1 peer$1
‘inode$1 terminal$1) near1 (respon$4 repl$3 i
‘itransmit$4 forward$4 send$4)) with ((inquired
received returned responsed) near1 (content$1

\ Ypage$1 document$1)) with (server))).clm.
: : :anennene Lenseented ineStttnttttntantttenttaatannentnnnnennnnnenbeatenenaenened hastenented faseental banatnnntnnena 

10/1/2019 12:08:21 AM

C:\ Users\ mnguyen2\ Documents\ EAST\ Workspaces\ 16278107_01.wsp

Code200 Exhibit 1002

Page 54 of 459

file:///C/Users/mnguyen2/Documents/e-Red%20Folder/16278 107/EASTSearchHistory. 16278 107_AccessibleVersion.htm[10/1/2019 12:08:23 AM]



Code200 Exhibit 1002 
Page 55 of 459

PTO/SB/25

Doc Code: DIST.E.FILE PTO/SB/26

DocumentDescription: Electronic TerminalDisclaimer- Filed U.S. Patent and TrademarkOffice
Department of Commerce

Electronic Petition Request TERMINALDISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING
REJECTION OVER A PENDING "REFERENCE" APPLICATION

AND TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVERA

“PRIOR” PATENT

Title of Invention

SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

x Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstandingOffice Action

DX] This electronic Terminal Disclaimeris not being used for a Joint Research Agreement.

WEB SPARKLTD. 100 %

The owner(s) of percentinterest listed above in the instant application hereby disclaims, except as provided below,the terminal
part of the statutory term of any patent granted on the instant application which would extend beyond the expiration date of the
full statutory term of any patent granted on pending reference Application Number(s)

16278106 filedon 02/17/2019

as the term of any patent granted on said reference application may be shortened byany terminal disclaimerfiled prior to the
grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period thatit and any patent granted on the reference application are
commonly owned.This agreementruns with any patent granted on the instant application and is binding upon the grantee,its
successors or assigns.

In making the abovedisclaimer, the owner doesnotdisclaim the terminal part of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of any patent granted on said reference application, "as the
term of any patent granted on said reference application may be shortened by any terminal disclaimerfiled prior to the grant of
any patent on the pending reference application,” in the event that any such patent granted on the pending reference
application: expiresfor failure to pay a maintenancefee, is held unenforceable, is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, hasall claims canceled by a
reexamination certificate, is reissued, or is in any manner terminated prior to the expirationofits full statutory term as shortened
by any terminal disclaimerfiled priorto its grant.

The owner(s) with percentinterest listed above in the instant application hereby disclaims, except as provided below,the
terminal part of the statutory term of any patent granted on the instant application which would extend beyondthe expiration
date of the full statutory term of prior patent number(s) Code200 Exhibit 1002
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as the term ofsaid prior patent is presently shortened byany terminal disclaimer. The owner hereby agrees that any patentso
granted on the instant application shall be enforceable only for and during such period thatit and the prior patent are commonly
owned. This agreementruns with any patent granted on the instant application and is binding upon the grantee,its successors
or assigns.

In making the abovedisclaimer, the owner doesnotdisclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term ofsaid prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patentlater:
- expiresfor failure to pay a maintenancefee;
- is held unenforceable;

- is found invalid by a court of competentjurisdiction;
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
- has all claims canceled by a reexamination certificate;
- is reissued; or

- is in any manner terminatedprior to the expirationofits full statutory term as presently shortened by any terminal disclaimer.

@ Terminal disclaimer fee under 37 CFR 1.20(d)is included with Electronic Terminal Disclaimer request.

| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicants claims the following fee status:

@) Small Entity

© Micro Entity

© Regular Undiscounted

| hereby declare thatall statements made herein of my own knowledgeare true and thatall statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge thatwillful false statements and
the like so madeare punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETEDBY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

© An attorney or agent registered to practice before the Patent and Trademark Office whois of record in
this application

Registration Number 73612

A sole inventor

A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
powerof attorneyin the application

A joint inventor; all of whom are signing this request

Name

 
Yehuda BINDER
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*Statement under 37 CFR 3.73(b)is required if terminal disclaimeris signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

Code200 Exhibit 1002

Page 57 of 459



Code200 Exhibit 1002 
Page 58 of 459

Electronic Patent Application Fee Transmittal

Application Number: 16278107

Filing Date: 17-Feb-2019

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Attorney Docket Number: HOLA-005-US10

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

Description Fee Code Quantity USD(S)

Basic Filing:es

Pages:

pe
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Sub-Total in

Description Fee Code Quantity USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Doc Code: DISQ.E.FILE

DocumentDescription: Electronic Terminal Disclaimer — Approved

Application No.: 16278107

Filing Date: 17-Feb-2019

Applicant/Patent under Reexamination:=Shribman

Electronic Terminal Disclaimer filed on September 23, 2019

ix] APPROVED

This patentis subject to a terminal disclaimer

[] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic AcknowledgementReceipt

Application Number: 16278107

International Application Number:

Confirmation Number: 4936

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ee

Paymentinformation:

[pepotacon
a

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:
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File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf 3772cbf50a5 98fe6bb256db9ece 196 140d58
ae49e

Information:

2 Fee Worksheet (SB06) fee-info.pdf 28440029877 143e339226ec74bc 197cfdf9d9
dc27

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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IN THE UNITED STATES

  In re Application of:

 Derry Shribman et al.

Appin. No.: 16/278,107

Filed: February 17, 2019

For: System providing faster 

 and more efficient

data communication

 

 
 

  

 

PATENT AND TRADEMARK OFFICE

 

ATTY.'S DOCKET: HOLA-005-US10

) Confirmation No. 4936

Art Unit: 2459

Examiner: Nguyen, Minh Chau

Washington, D.C.
)

September 23,

RESPONSE / AMENDMENT:

 
 onorable Commissioner

U.S. Patent and Trademark Of

Randolph Building,

401 Dulany Street
Alexandria, VA 22314

 
  
   

 

Sir:

for Patents

fice

Mail Stop Amendments

 
 

17, 2019 (“Action”):

Amendments to the Claims appear in the Listing of

 Claims that begins on page 2 of

Remarks/Arguments begin on page 7 of

In response to the Of  
 

this paper.

Fice Action of

 

2019

 September

 

this paper.
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Appln. No. 16/278,107
Reply to Non-Final Office Action of September 17, 2019  

   
 

Amendments to the claims

 This listing of claims will replace all prior

 versions, and listings, of claims in the application.

Listing of claims:
 

      
  

1. (Currently amended) A method for use with a web server that

responds to Hypertext Transfer Protocol (HTTP) requests and

stores a first content identified by a first content

  identifier, the method by a first client device comprising: 
establishing a Transmission Control Protocol (TCP)

connection with a second server; 
 sending, to the web server over an ke Internet, the

 

  first content identifier;

  receiving, the first content from the web server over

   the Internet in response to the sending of the first content

 identifier; and

 sending the received first content, to the second  
server over th stablished TCP connection, in response to the
 

   receiving of the first content identifier.

 2. (Original) The method according to claim 1, further

  comprising receiving, by the first client device from the

 second server over the established TCP connection, the first

 content identifier.

3. (Original) The method according to claim 1, wherein the
 

   
 

sending of the first content identifier to the web server over

Transfer Protocol  the Internet comprises sending a Hypertext
 

  (HTTP) request that comprises the first content identifier. 
 4, (Original) The method according to claim 1, further

 comprising storing, by the first client device in response to
 

  the receiving from the web server, the first content. 
5. (Original) The method according to claim 1, wherein the

 second server is a Transmission Control Protocol/Internet
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Appin

Reply 

Protocol

based

and wherein the

No. 16/278,107
to Non-Final Of

 

Fice Act  
 

(TCP/IP)

on, Or according to,

 

 Protocol/Internet Protocol

with the second server over the

 

 

 
 
  

 
 

  

 ion of

server that communicates

(TCP/IP) 

 Internet

september 17,

 using TCP/IP protocol

client that

 

 

over the

based on,

2019

 Internet

or connection,

first client device is a Transmission Control

communicates

or according

 

 

 

 
  

 

to, TCP/IP protocol.

6. (Original) The method according to claim 1, wherein the

first client device communicates over th Internet based on, or

according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL

standards.

7. (Original) The method according to claim 1, wherein the

first content comprises web-page, audio, or video content, and

wherein the first content identifier comprises a Uniform

Resource Locator (URL).

8. (Original) The method according to claim 1, further

comprising executing, by the first client device, a web browser

application or an email application.

  

 

 

 

 

 

 

 

 

 

 

 

 

9. (Original) The method according to claim 1, for use with a

third server that comprises a web server that is Hypertext

Transfer Protocol (HTTP) server, the third server responds to

HTTP requests and stores a second content identified by a

second content identifier, the method by the first client

device further comprising:

receiving the second content identifier;

sending, to the third server over the Internet in

response to the receiving, the second content identifier; and

receiving the second content from the third server

over the Internet in response to the sending.

10. (Original) The method according to claim 9, further

comprising executing, by the first client device, a web browser

application or an email application.
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 11. (Original) The method according to claim 1, Further
 

 
comprising periodically communicating over the TCP connection

 between the second server and the first client device.

12. (Original) The method according to claim 11, wherein the

periodically communicating comprises exchanging ‘keep alive’

messages.

13. (Original) The method according to claim 1, wherein the 
 first client device is identified by a Media Access Control

   (MAC) address or a hostname, and wherein the method further 
comprising sending, by the first client device, during, as part

 
 

   
   

of, or in response to, a start-up or power-up of the first

client device, a first message to the second server, and

wherein the first messages comprises the first client IP   

address, the MAC address, or the hostname.   14. (Original) The method according to claim 13, for use with a

first application stored in the first client device and

associated with a first version number, wherein the first   
 message comprises the first version number.

15. (Original) The method according to claim 14, for use with a
   second application that is a version of the first application,

is stored in the second server, and is associated with a second

 version number, wherein the method further comprising

  receiving, by the first client device from the second server,

 in response to the first message, a second message that

comprises the second version number.

16. (Original) The method according to claim 15, wherein the

  method further comprising downloading over the Internet, by the  
 first client device from the second server, in response to the

 
    first message, the second application from the second server,
  

 and installing the second application in the first client
 

  device as a replacement for the first application.
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Appin. No. 16/278,107
Reply to Non-Final Office Action of September 17, 2019

17. (Original) The method according to claim 1, further

comprising determining, by the first client device, that the

received first content, is valid.

18. (Original) The method according to claim 17, wherein the

determining is based on the received HTTP header according to,

or based on, ETF RFC 2616.

19. (Original) The method according to claim 17, further

comprising:

sending, a message over the Internet in response to

the determining that

and

receiving,

 sending offF the message,
 

 

 

client device select

first content.

20. (Original) The

comprising storing,

system.

21. (Original)

 

 the received

the  over Internet

 from the second s

 

first content,

in

erver or

 

response

is not valid;

to the

 from a second 
 

 
 

d from a plurality of client devices, the

method according to claim 1, further

operating, or using, a client operating

The method according to

steps are sequentially executed.

 

   
   

claim 1,

 

 

wherein the

 

  

 
 

  
 

 

 

 

  
 

   
  

22. (Original) The method according to claim 1, for use with a

software application that includes computer instructions that,

when executed by a computer processor, cause the processor to

perform the sending of the Hypertext Transfer Protocol (HTTP)

request, the receiving and storing of the first content, the

receiving of the first content identifier, and the sending of

the part of, or the whole of, the stored first content, the

method is further preceded by:

downloading, by the first client device from the

Internet, the software application; and

installing, by the first client device, the
 

 

 

downloaded software application.
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23. (Original) The method according to claim 22, wherein the
 

  software application is downloaded from the second server. 
24. (Original — A non-transitory computer readable medium   
containing computer instructions that, when executed by a

 computer processor, cause the processor to perform the method

according to claim l.
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Appin. No.

Reply to Non-Final Of 

(“Action”)

rejection.

16/27 8,107 
  
 

The examiner’s

 

REMARKS / ARGUMENTS

fice Action of September 17, 2019

action dated September 17, 2019

 has been received and its contents carefully noted.

An eT  D was filed to overcome the  Double Patenting

Claim 1 is amended to overcome the objection.
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Appin. No. 16/278,107
Reply to Non-Final Office Action of September 17, 2019

The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concession of

unpatentability to the claim before its amendment.

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to

issues.

 
call undersigned counsel to reso

 Respect i

 By

lve any remaining

fully submitted,

/Yehuda Binder/ 

Yehuda

Registratio

Tel:

Fax:

Email: 

+972-5

+972-9

yehu

 

Binder

n No. 
73,612

4 — 44577

-—7442619

da@maypatents.com
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Office Action Summary Examiner Art Unit|AIA (FITF) Status
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adjustment. See 37 CFR 1.704(b).

Status

1){¥] Responsive to communication(s)filed on 17 February 2019.
C) A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2a)(] This action is FINAL. 2b))This action is non-final.

3)() An election was made bythe applicant in responseto a restriction requirementset forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4) Since this application is in condition for allowance except for formal matters, prosecution as to the meritsis
closed in accordance with the practice under Exparfe Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5) Claim(s) 1-24 is/are pending in the application.

5a) Of the above claim(s)__ is/are withdrawn from consideration.

C] Claim(s} _is/are allowed.

Claim(s) 1-24 is/are rejected.
8) ( Claim(s)__ is/are objected to.

9) (4 Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you maybeeligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

6

7

)

)

)

)

Application Papers

10)}() The specification is objected to by the Examiner.

11}(¥] The drawing(s) filed on 11 March 2019 is/are: a)(¥} accepted or b)() objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119
12) Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a)LJ All b)L) Some** c)L) Noneof the:

1.) Certified copies of the priority documents have beenreceived.

2.1) Certified copies of the priority documents have been received in Application No.

3.1) Copies of the certified copies of the priority documents have been receivedin this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action fora list of the certified copies not received.
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1) Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)
Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (7) Other:
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Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined underthe pre-AIAfirst to invent provisions.

DETAILED ACTION

This action i responsive to the application 16/278,106 filed on February 17,

2019, Claims 1-24 are pending.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obvious over, the reference

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re

Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may

be used to overcome an actualor provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned
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Page 3

with this application, or claims an invention made as a result of activities undertaken within the

scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record maysign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

Claims 1-24 (hereafter “examined claim’) are rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-29 (hereafter “patent

claim’) of U.S. Patent No. 10,257,319. Although the conflicting claims are notidentical, they

are not patentably distinct from each other becausethe claims of the instant application are

merely obvious variations of the claims in the patent 10,257,319 as outlined in the table below:

Examined claim 2

the method according to claim 1, further
comprising receiving, by the first cent
device from the second server over the

established TCP connection, the first
conte nt identifier.

Examined claim 1

Patentclaim1
A rethod for use with a web serverthat

responds fo Hypertext Transfer  Frotocol A method for use with a first client device, far

(HTTP) requests and stores a first content
ilentified by a first content identifier, the
method by a first chent device comprising:

ostablishing
Protocal (TCP) connection
Servers

a Transmission Control

with a second

use with a first server thal comprises a web
serverthat is a Hypertext Transfer Protocal
(HYP) server that responds to HTTP
requests, the first server stores a first content
identified by a first content identifier, and for
use with a second server, the methed by the
first chent device comprising:
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sending, to the web server over the
internet, the first content identifier: and

receiving, the first content from the
web server aver the Internet in response to the
serking of the frst content identifier: and

sending, the recerved frst content, to
the second server over the established TCP

comnection, in response fo the receiving of the
content identifier.

Page 4

receiving, fram the second server,
the first content identifier;

serding, {9 the first server aver the
Internet, a Hypertext Transfer Protocal
GHTPP) request that comprises that first
content identifier;

recening, the first content from the
first server over the Internet in response to the
sending of the firet content identifier, and

sending, the first content by the first
chent device to the secand server, in response
fo the recening of the content identifier.

 
Examined claim 2 is merely a broader version of patent claim 1. It would have been

obvious to broaden patent claim 1 because omitting the limitation is obvious variation.

Examined claims 3-24 recite the similar limitations of patent claims 2-29.

Claims 1-24 (hereafter “examined claim’) are provisionally rejected on the ground of

nonstatutory double patenting as being unpatentable over claims 1-24 (hereafter “copending

claim’) of copending Application 2019/0182359 (reference application 10/278,106). Although

the claims at issue are not identical, they are not patentably distinct from each other because the

claims of the instant application are merely provisionally variations of the claims in the

copending application as outlined in the table below:

Examined claim 2

the method according ta claiwn 1, further
comprising receiving, by the first client

Copending claim 2

the method according to claim i, further
comprising sending the received Erst 

device from the secamd server everthe content, by the first cHent device to
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established TCP connection, the first
conte mt identifier.

Examined claim 1

A method foruse with a wob serverthat

responds to Hypertext Transfer Protocol
(HTTP) requests and stores a first content
dlentiied by a first content identifier, fhe
roaethod by a first chent deviee comprising:

establishing a Transmission Control
Protocol (TCP) connection with a second
server;

sending, ta the web server over the
Internet, the first content identifier: and

recewing, the first content frorn the
web server aver the Internet m response to the
sending of the first content identifier; and

sending, the received first content, ie
the second server over the established TCP

connection, iiresponse to the receiving of
the content identifier,

Page 5

the second serverover the established TCP

connection, in response te the receiving of
the first conte nt ide niifle r.

Copending claim 1

A rnethad for use with a web serverthat

responds to Hypertext Pransfer Protocol
(HTTEP) reqnesis and stores a first content
iWeniitied by a first content identifier, the
method by a frst chent device comprising:

establishing a Transmission Control
Protocol (TCP) cammection with a second
servers

receiving, from the second server
over the established TCP comnection, the
first content identifier:

senting, io the web server over the
internet, the first content identifier; and

receiving, the first content from the
web server over the Internet in response to the
sending of the firet content identifier.

 
Examined claim 2 is similar version of copending claim 2. Examined claims 3-24 recite

the similar limitations of copending claims 3-24.

This is a provisional nonstatutory double patenting rejection because the patentably

indistinct claims have not in fact been patented.

Claim Objections

Claim 1 is objected to because of the following informalities: the claim recites limitation

“sending, to the web serveroverthe Internet, the first content identifier” should be changed as
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“sending, to the web server over an Internet, the first content identifier’. Appropriate correction

is required.

Correspondence liformation

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhose telephone number is

(571)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviewsare available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcanbe reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (INUSA OR CANADA)or 571-272-1000.
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/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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Application/Control No. Applicant(s)/Patent Under
16/278 ,107 Reexamination

Shribmanetal. Notice ofReferences Cited Examiner Art Unit
MINH CHAU N NGUYEN 2459 Page 1 of 1

U.S. PATENT DOCUMENTS

Document Number Date wes* 
NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

 
*A copyofthis reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYYformat are publication dates. Classifications may be US orforeign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20190915
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Application/Conirol No. Applicant(s)/Patent Under Reexamination

Search Notes 16/278,107

| | ante
MINH CHAU N NGUYEN 2459

CPC - Searched*

Shribmanetal.

Art Unit

Symbol

H04L67/42

H04L41/046

H04L67/1002

H04L67/22

H04L67/02

CPC Combination Sets - Searched*

Symbol

[bate

US Classification - Searched*

Class

709 No io) pe)

 
* See search history printout included with this form or the SEARCH NOTESbox below to determine the scopeof the
search.

Search Notes

Search Notes

search on EAST

Interference Search

US Class/CPC

Symbol
US Subclass/CPC Group

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
 
U.S. Patent and Trademark Office 2BFHSAR? 2

Page 1 of 1 Page 84 of 459



Code200 Exhibit 1002 
Page 85 of 459

Application/Control No.

Index ofClaims 16/278,107

| | | | | | nwo
MINH CHAU N NGUYEN

Applicant(s)/Patent Under Reexamination

Shribmanetal.

Art Unit

2459

Rejected = Cancelled nN Non-Elected
=| Allowed = Restricted 1|interference|

CLAIMS

[) Claims renumberedin the same order as presented by applicant

CLAIM

Original 09/15/2019

U.S. Patent and Trademark Office

Page 1 of 1

C] Tp. C) R.1.47 
Part of Paper No.: 20190915

Code200 Exhibit 1002

Page 85 of 459



Code200 Exhibit 1002 
Page 86 of 459

Doc code: IDS PTO/SB/08a (02-18)
sg. . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 6278107
po19-02-17

First Named Inventor|[Derry Shribman

Art Unit 2459

Examiner Name MINH-CHAU NGUYEN

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

  
  
Attorney Docket Number | HOLA-005-US10
 

 

U.S.PATENTS [Remove|
 

 

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Patent Number Issue Date . Relevant Passages or RelevantInitial No Code’ of cited Document .

Figures Appear

{M.N/ 0177157 D015-11-03 ehuda Binder 
If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS [Remove|

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code} Date of cited Document

 

 

  

  

Figures Appear

1 POO?-06-21 lohan Wikman
/M.N/

2 P009-10-01 Sanny Jacobsson

  

3 P013-03-28 atthew Browning Prince

  

     
5 P012-09-27 laudson F. Bornstein

 

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
 

  
FOREIGN PATENT DOCUMENTS [Remove]
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH~CHAU NGUYEN

 

    
Attorney Docket Number | HOLA-005-US10 

 
 

  

  
 
  

Nameof Patentee or Pages,Columns,Lines
Country Kind|Publication where Relevant
Cade2j Code‘) Date Applicant of cited Passages or Relevant

Document :
Figures Appear

 Examiner Cite|Foreign Document
Initial* Numbers

 

/M.N/ ONTIJN, Wilhelmus,F.,
P004094980 AQ 2004-11-04 etal

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner] Cite

Initials*|No
 

 
{MN/ 4 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/140,749

 

hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/140,785

 

hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,433

 

hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,451

 

hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,476

 

hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,496

 

hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,363
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit 2459

Examiner Name MINH-CHAU NGUYEN

 

     
Attorney Docket Number | HOLA-005-US10 

hird-party submission under 37 CFR 1.290filed on July 22, 2019 and entered in U.S. Appl. No. 16/292,364

hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,374

hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,382

hird-party submission under 37 CFR 1.290 filed on July 25, 2019 and entered in U.S. Appl. No. 16/365,250

hird-party submission under 37 CFR 1.290filed on July 25, 2019 and entered in U.S. Appl. No. 16/365,315

‘Slice Embedding Solutions for Distributed Service Architectures” - Esposito et al., Boston University, 02/12/2011
tip /Avww.cs bu_edu/techreports/pdf/201 1-025-slice-embedding pdf (Year 2011) (16 pages)

  
If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
og . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 16/278107
| 2/17/2019

Derry Shribman

2459

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

 

  Examiner Name MINH~-CHAU NGUYEN
 
 
Attorney Docket Number | HOLA-005-US10
 

 
U.S.PATENTS [Remove|
 

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Patent Number Issue Date . Relevant Passages or RelevantInitial No Code’ of cited Document :

Figures Appear

B1 P005-03-15 Mitsuhiro Watanabe

2.

 

  _
 

 

If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS [Remove]

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code’) Date of cited Document .

Figures Appear
  

/MN/ 14 P003-05-22

  

POO?-05-03

  
_ pe
_ prePO08-10-16
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Application Number 16/278107

Filing Date 2/17/2019

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2453
 

  Examiner Name MINH-CHAU NGUYEN

Attorney Docket Number | HOLA-005-US10

/M.N/ [5 P0110035503 B01 1-02-10 SAM ZAID

PM N/ Y0050097441 DO05-05-05 onathan D_ Herbach

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|

  
 

 
  
 
 

 
 

 

 

FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns, Lines
Examiner Cite|Foreign Document Country Kind|Publication Applicantof cited where Relevant
Initial* No|Number? Code? Code‘) Date PP Passages or RelevantDocument :

Figures Appear

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

 

 
 

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner] Cite 5
Initials*|No qT
  
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 16/278107

Filing Date 2/17/2019
 

 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
sg. . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 6278107
poorSSCS

2453

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

 

U.S.PATENTS [Remove|

Pages,Columns,Lines where

 

Examiner] Cite Patent Number Kind Issue Date Nameof Patentee or ApplicantInitial* No Code’ of cited Document Relevant Passagesor Relevant

9015335 B1

2

Figures Appear
 

 

P015-04-21 pamuel S. Gigliotti

788378 B P010-08-31 Ravi T. Rao

If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS [Remove|

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code} Date of cited Document

 
 

 

  

/M.N/ Steven J. Jackowski

Figures Appear

P013-11-14

  

P012-06-28

  

Brian E. BarthP001-12-20

  

Derry Shribman

 
    inh Van Phan

4 0016-04-14
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Application Number 16278107 

Filing Date 2019-02-17 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENTBY APPLICANT |

Attorney Docket Number | HOLA-005-US10

_ Art Unit
( Not for submission under 37 CFR 1.99)

PO09-08-27 AndreasHertle

 
2459
 

MINH-CHAU NGUYEN Examiner Name  
 

P0130080575 P013-03-28 atthew Browning Prince

If you wish to add additional U.S. Published Application citation information please click the Add button!

FOREIGN PATENT DOCUMENTS

Cite|Foreign Document
No

j- pode—_ “
If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

  
 

 
 

 
 
 
 

 
 

Nameof Patenteeor Pages,Columns,Lines
Country Kind|Publication where Relevant
Cade2j Code‘) Date Applicant of cited Passages or Relevant

Document :
Figures Appear

Examiner

Initial*

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner] Cite

Initials*
 

"Keep Alive” - Imperva, 2019 https:/Avww_imperva.com/learn/performance/keep-alive (2019) (3 pages)

 

hird party observation filed on June 21, 2019 in PCT Application No. PCT/IL2018/050910 (7 pages)

 

ETF named: IPv6 Tunnel Broker, Apnl 1999 - First uploaded document submitted with third party observation dated
une 21, 2019 (13 pages)
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-~CHAU NGUYEN

 

2459    
Attorney Docket Number | HOLA-005-US10  RFC 3053 (January 2001) named: IPv6 Tunnel Broker - Secod uploaded document submitted with third party

/M.N/ bbservation dated June 21, 2019 (13 pages) 
If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name MINH-CHAU NGUYEN
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
og . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 16/27B107
| 2/17/2019

Derry Shribman

2459

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

 

  Examiner Name MINH~CHAU NGUYEN
 
 
Attorney Docket Number | HOLA-005-US10
 

 
U.S.PATENTS [Remove|

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

  
 

 

 
 

 

 Examiner] Cite

 
 

  
 

 
Patent Number Name of Patentee or Applicant

of cited Document

742485 P010-06-22 Xinyan Zhang

| 831720 P010-11-09 ael Noureddine
If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS [Remove|

Issue Date
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Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
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Figures Appear
  

attiis Oskar Van Deventer/M.N/|1 P014-12-04
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Application Number 16/278107

Filing Date 2/17/2018

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |,7, Paes
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

(M.N/ 15 20150206176 7
P0170221092 7
P0070174246 7

 

    
Attorney Docket Number | HOLA-005-US10

a

_

DOO?-O7-26

 

iohann Tomas Sigurdsson

Abhishek Chauhan

Sumeet Singh Bhatia

asudevan Ramanathan

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns, Lines
Examiner Kind|Publication where Relevant

D010-10-14   
Code‘ Date Applicantof cited Passages or Relevant

Document :
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If you wish to add additional Foreign Patent Documentcitation information please click the Add button
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Application Number 16/278107 

Filing Date 2/17/2019 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10 

 

 
 

. .,_|Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ : : .
ew (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),Initials No : : .

publisher, city and/or country where published.

 
Ts

  
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 

Filing Date 
INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |...
( Not for submission under 37 CFR 1.99)

 

  Examiner Name
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Bibliographic Data

Application No: 16/278 5 107

Foreign Priority claimed: O Yes @©No

35 USC 119 (a-d) conditions met: CL Yes No CL Met After Allowance

Verified and Acknowledged: [
Examiner's Signature Initials

Title: SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA
COMMUNICATION 

FILINGor 371(c) DATE GROUP ART UNIT ATTORNEY DOCKETNO.

02/17/2019 2459 HOLA-005-US10

RULE
 

APPLICANTS

WEB SPARKLTD., Netanya, ISRAEL

INVENTORS

Derry Shribman Tel Aviv, ISRAEL

Ofer Vilenski Moshav Hadar Am, ISRAEL

CONTINUING DATA

This application is a CON of 15957945 04/20/2018 PAT 10257319

15957945 is a CON of 14025109 09/12/2013 PAT 10069936

14025109 is a DIV of 12836059 07/14/2010 PAT 8560604

12836059 has PRO of 61249624 10/08/2009

FOREIGN APPLICATIONS

IF REQUIRED, FOREIGN LICENSE GRANTED**
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STATE OR COUNTRY

ISRAEL

ADDRESS

MayPatents Ltd. c/o Dorit Shem-Tov
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Doc code: IDS PTO/SB/08a (02-18)
sg. . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 6278107
poorSSCS

2459

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

 

U.S.PATENTS [Remove|
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

 

 

Application Number 16278107

Filing Date 2019-02-17

First Named Inventor|Derry Shribman

Art Unit | 2459 
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Attorney Docket Number | HOLA-005-US10 
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Application Number 16278107 

Filing Date 2019-02-17 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman 
2459STATEMENT BY APPLICANT | Art Unit

( Not for submission under 37 CFR 1.99)
Examiner Name MINH-CHAU NGUYEN   
Attorney Docket Number | HOLA-005-US10 
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Application Number 16278107
 

Filing Date 2019-02-17
 INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
 
 
Attorney Docket Number | HOLA-005-US10

p004094980 me]2004-11-04 |FONTMN, Wilhelmus, F-.
If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

. .,_|Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ : : .
ew (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),Initials No : : .

publisher, city and/or country where published.

 

  
 

 
 

Ts

  
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name MINH-CHAU NGUYEN
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
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Application Number 16/278107

Filing Date 2/17/2019
 

 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name MINH-CHAU NGUYEN
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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.esearch.att.com/~bala/papers/wosn09pdf.

 

otice of Preliminary Rejection in KR Application No. 10-2012-7011711 dated July 15, 2016 
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eport, The Institute of Electronics, Information and Communication Engineers, May 14, 2009

 
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
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1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
sg. . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

 

U.S.PATENTS [Remove|
 

 

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Patent Number Issue Date . Relevant Passages or RelevantInitial No Code! of cited Document .
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/MN/ 5895011 D005-05-17 arold Aaron Lassers 
If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS [Remove|

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code} Date of cited Document
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3 POO3-12-11 ichael J. Daseke

  

4 P005-02-03

       
5 POO3-12-11 heron Tock

  

EFS Web 2.1.18 Code200 Exhibit 1002
Page 129 of 459



Code200 Exhibit 1002 
Page 130 of 459

 

Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT : | 2459Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

 

    
Attorney Docket Number | HOLA-005-US10

/M.N/ D0090292816 P009-11-26

/M.N/ 7 70120166582 P012-06-28 ehuda BINDER

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|

 

 
  
 
 

 
 

 

 

FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns, Lines
Examiner Cite|Foreign Document Country Kind|Publication Applicantof cited where Relevant
Initial* No|Number? Code? Code‘) Date PP Passages or RelevantDocument :

Figures Appear

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

 

 
 

. .,_|Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ : : .
ew (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),Initials No : : .

publisher, city and/or country where published.

Ts

 

eed et al, "Anonymous Connections and Onion Routing”, Naval Research Laboratory, 03/1998 https:/Avww_onion-
MN/ outer.net/Publications/JSAC-1998_pdf (Year: 1998) 
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature |]/minucuaunovren/|Date Considered [09/15/2019
*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT | 2459Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10 

ichael J. Freedman, Princeton University, “Experiences with CoralCDN:a five-year operational view’, Proceeding
SDI'10 Proceedings of the 7th USENIX conference on Networked systems design and implementation San Jose,
alifornia — April 28 - 30, 2010 (17 pages)

‘The BitTorrent Protocol Specification", Website: https:/Aveb.archive.org/web/2012051301 1037/http:Avww.bittorrent.
brg/beps/bep_0003.html describing BitTorrent dated Jan 10, 2008 downloaded using webarchive on Aug 16, 2019 (6

BitTorrent", Website: https-//en.wikipedia.org/w/index. php?title=BitTorrent&oldid=530466721 describing BitTorrent
Hated Dec 30, 2012 downloaded using Wikipedia on Aug 16, 2019 (9 pages)

'VIP SOCKS/VPN SERVICE", Website: http://vip72.com:80/?drgn=1 describing VIP72 proxy service dated Jan 2010
downloaded using VIP Technologies webpage on Aug 16, 2019 (3 pages)

"Welcome to Easy Hide IP", Website: https://web.archive.org/web/20130702093456/http-//Awww.easy-hide-ip.com:80/
describing Easy Hide IP dated June 26, 2007 downloaded using web archive on Aug 16, 2019 (2 pages)

'You makeit fun; we'll makeit run", Website: https:/Aveb.archive.orgAveb/2013072605081 O/https:/Awww.coralcdn.org
describing CoralCDN dated Jan 25, 2005 downloaded using web archive on Aug 16, 2019 (2 pages)

‘Net Transport", Website: http:/Avww_xisoft.com/default.htm describing Net Transport Overview dated 2005
downloaded using Net Transport webpage on Aug 16, 2019 (2 pages)

et Transport - Develop History, Website: http://www.xi-soft.com/download.htm describing Net Transport Download
Hated 2005 downloaded using Net Transport webpage on Aug 16, 2019 (10 pages)

et Transport FAQ, Website: http:/Avww_xi-soft.com/faq.htm describing Net Transport FAQ dated 2005 downloaded
sing Net Transport webpage on Aug 16, 2019 (4 pages)

et Transport News, Website: http:/Avww_xi-soft.com/news.htm describing Net Transport News dated 2005
downloaded using Net Transport webpage on Aug 16, 2019 (5 pages)

  
If you wish to add additional non-patentliterature documentcitation information please click the Add button
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10  EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name MINH-CHAU NGUYEN
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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P011 <htips:/Avww.youtube.com/watch?v=yRRYpFLOKNU=

 

SpyEye, htips:/Avwww_symantec_com/secunity-center/wnteup/2010-0202 16-0135-9; http://securesq|_info/nskyclouds/
Bpyeye-user-manual; known asof at least 2010 (13 pages)
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( Not for submission under 37 CFR 1.99)
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uropean Search Report for EP 14182547.1, dated July 30, 2015

R. Fielding et al, RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1, June 1999, retrieved from the Internet http://rcf-
Pditor.org [retrieved Apr. 15, 2002]

rOn the leakage of personally identifiable information via online social networks", Wills et al. AT&T, Apr. 2009 http://
research attcom/-bala/papers/wosn09_pdf*

‘Slice Embedding Solutions for Distributed Service Architectures” - Esposito et al., Boston University, Computer
Science Dept., 10/2011 http:/Avww.cs.bu_edu/techreports/pdf/2011-025-slice-embedding_pdt

ntemational Search Report of PCT/US2010/034072 dated July 01, 2010

ouTubevideo clip entitled "nVpn.net | Double your Safety and use Socks5 + nVpn”" <https://www.youtube.com/
atch?v=LOHct2kSnn4>

ouTubevideo clip entitled "Andromeda" <https:/Avwww.youtube.com/watch?v=yRRYpFLBKNU>

ouTubevideo clip entitled "Change Your Country IP Address & Location with Easy
ide IP Software" <https://Mwww.youtube.com/watch?v=ulwkf1sOfdA and https:/Avww.youtube.com/watch?v=iFEMT-
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*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
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1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.

  
EFS Web2.1.18 Code200 Exhibit 1002

Page 143 of 459



Code200 Exhibit 1002 
Page 144 of 459

 
Application Number 16/278107

Filing Date 2/17/2019
 

 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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INFORMATION DISCLOSURE
First Named Inventor|Derry Shribman 
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os Art Unit | 2459

( Not for submission under 37 CFR 1.99)
 

Examiner Name    
Attorney Docket Number | HOLA-005-US10 

 
ichael J. Freedman, Princeton University, “Experiences with CoralCDN:a five-year operational view’, Proceeding
SDI'10 Proceedings of the 7th USENIX conference on Networked systems design and implementation San Jose,
alifornia — April 28 - 30, 2010 (17 pages)

‘The BitTorrent Protocol Specification", Website: https:/Aveb.archive.org/web/2012051301 1037/http:Avww.bittorrent.
brg/beps/bep_0003.html describing BitTorrent dated Jan 10, 2008 downloaded using webarchive on Aug 16, 2019 (6

BitTorrent", Website: https-//en.wikipedia.org/w/index. php?title=BitTorrent&oldid=530466721 describing BitTorrent
Hated Dec 30, 2012 downloaded using Wikipedia on Aug 16, 2019 (9 pages)

'VIP SOCKS/VPN SERVICE", Website: http://vip72.com:80/?drgn=1 describing VIP72 proxy service dated Jan 2010
downloaded using VIP Technologies webpage on Aug 16, 2019 (3 pages)

'You makeit fun; we'll makeit run", Website: https:/Aveb.archive.orgAveb/2013072605081 O/https:/Awww.coralcdn.org
describing CoralCDN dated Jan 25, 2005 downloaded using web archive on Aug 16, 2019 (2 pages)

‘Net Transport", Website: http:/Avww_xisoft.com/default.htm describing Net Transport Overview dated 2005
downloaded using Net Transport webpage on Aug 16, 2019 (2 pages)

et Transport - Develop History, Website: http://www.xi-soft.com/download.htm describing Net Transport Download
Hated 2005 downloaded using Net Transport webpage on Aug 16, 2019 (10 pages)

et Transport FAQ, Website: http:/Avww_xi-soft.com/faq.htm describing Net Transport FAQ dated 2005 downloaded
sing Net Transport webpage on Aug 16, 2019 (4 pages)

et Transport News, Website: http:/Avww_xi-soft.com/news.htm describing Net Transport News dated 2005
downloaded using Net Transport webpage on Aug 16, 2019 (5 pages)

|

Welcome to Easy Hide IP", Website: htips://web.archive.org/web/20130702093456/http://www.easy-hide-ip.com:80/
describing Easy Hide IP dated June 26, 2007 downloaded using web archive on Aug 16, 2019 (2 pages)
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STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name  
Attorney Docket Number | HOLA-005-US10  EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name

 

  
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

  
EFS Web2.1.18 Code200 Exhibit 1002

Page 149 of 459



Code200 Exhibit 1002 
Page 150 of 459
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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OL-Net-Transport-Develop-
Non Patent Literature History.pdf a792f38e227aa84a54392d80369e6c4838,

1d92fpe
Information:

668603

NonPatentLiterature OL-Net-Transport.pdf 20639ac01f150e34dbec3862c09230155f9qSe po
Information:

215553

NonPatentLiterature OL-CoralCDN. pdf 2152ae3c634318d6a86 lecfS 1 b8ff88ce211
d1b7 po

Information:

Non PatentLiterature OL-Welcome-Easy-Hide-IP.pdf e61631001bb6d3dc0a2789519174da2c25
037d4cpe po

Information:

175276

NonPatentLiterature OL-VIP-SOCKS.pdf ceS63cada54e4eb9ad 1 8e4a0a59f077452e
aalfo po

Information:
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pe NonPatentLiterature OL-BitTorrent.pdf
Information:

NonPatentLiterature OL-BitTorrent-Protocol.pdf

Information:

1 Information Disclosure Statement(IDS) Second-OXYLABS-IDS-005-
Form (SB08) US10.pdf

Information:

TotalFiles Size (in bytes)

Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

316933

d4652b3b25a9336786b2c2a9c54863fadd1
7ca77

62077f34492d991 fec947aa0e4f93cce8da3
14d3

1035327

€487a0d69a18241 98d 56fc3ab3c599a7fb8o
tacd a

3924629

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a

If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Doc code: IDS PTO/SB/08a (02-18)
sg. . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 6278107
poorSSCS

2459

 
 

 
  
   

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

Examiner Name

 

  
  
Attorney Docket Number | HOLA-005-US10
 

 

 
U.S.PATENTS [Remove]

Examiner] Cite Kind Nameof Patentee or Applicant
Pages,Columns,Lines where

Initial* No Patent Number Code’ Issue Date of cited Document Relevant Passages or Relevant
Figures Appear

D177157 P015-11-03 ehuda Binder

If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS [Remove|

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Cite No . Relevant Passages or RelevantInitial Number Code} Date of cited Document

 

 
 

 

  
Figures Appear

|

  

2 P009-10-01 Sanny Jacobsson

  

3 P013-03-28 atthew Browning Prince

  

  
  

5 P012-09-27 laudson F. Bornstein

 

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
 

  
FOREIGN PATENT DOCUMENTS [Remove]
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name

Attorney Docket Number | HOLA-005-US10
  
 

 
 

  

  
 
  

Nameof Patentee or Pages,Columns,Lines
Country Kind|Publication where Relevant
Cade2j Code‘) Date Applicant of cited Passages or Relevant

Document :
Figures Appear

 Examiner Cite|Foreign Document
Initial* Numbers

 

ONTIJN, Wilhelmus,F.,
P004094980 AQ 2004-11-04 etal

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner] Cite

Initials*|No
 

1 hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/140,749

 

2 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/140,785

 

3 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,433

 

4 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,451

 

5 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,476

 

6 hird-party submission under 37 CFR 1.290 filed on July 23, 2019 and entered in U.S. Appl. No. 16/214,496

 

T hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,363
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

 

Examiner Name

Attorney Docket Number | HOLA-005-US10

   
 

 hird-party submission under 37 CFR 1.290filed on July 22, 2019 and entered in U.S. Appl. No. 16/292,364

hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,374

hird-party submission under 37 CFR 1.290filed on July 23, 2019 and entered in U.S. Appl. No. 16/292,382

hird-party submission under 37 CFR 1.290 filed on July 25, 2019 and entered in U.S. Appl. No. 16/365,250

hird-party submission under 37 CFR 1.290filed on July 25, 2019 and entered in U.S. Appl. No. 16/365,315

‘Slice Embedding Solutions for Distributed Service Architectures” - Esposito et al., Boston University, 02/12/2011
tip /Avww.cs bu_edu/techreports/pdf/201 1-025-slice-embedding pdf (Year 2011) (16 pages)

  
If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark here if
English language translation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name

 

  
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Electronic AcknowledgementReceipt

Application Number: 16278107

International Application Number:

Confirmation Number: 4936

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ee

Paymentinformation:

 
Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

435335

Other Reference-Patent/App/Search 16140749-Third-party-
documents submission.pdf 3d683767eb028fa7aea6bcf59843d845 bdcff

a539 
Warnings: Code200 Exhibit 1002
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Information:

pe
3°g32o3Fd

pe
3°g32o3Fd

pe
Information:

Se
Information:

Information:

pe
Information:

Information:

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

Other Reference-Patent/App/Search
documents

16140785-Third-party-
submission.pdf

16214433-Third-party-
submission.pdf

16214451-Third-party-
submission.pdf

16214476-Third-party-
submission.pdf

16214496-Third-party-
submission.pdf

16292363-Third-party-
submission.pdf

16292364-Third-party-
submission.pdf

397514

S2aeb6d4b2 1b368b9e4ef8b48 16cd34ede
858a4e

400551

dc3cd5a8fcOee6885 1c6564c91e4004d36d
b1637

413417

b6ac7ba98b0e2f1544cce389a0a1791 1b01
0310c

394016

bc41f6602e015 1 18dd9e1beSdbdc8f995dal
£d430

399422

d31d47fc339d1d6dac947988a604el df5b8;
2be81

410250

§71f452ac0b39b92f309979874d5e19926b
2fd80

374919

33866a9e474fe31 1f80c730587b9880701ea
b460
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437532

Other Reference-Patent/App/Search 16292374-Third-party-
documents submission.pdf §a8765bc7033926c22556a0201301477d2a}

d55f3

435095

Other Reference-Patent/App/Search 16292382-Third-party-
documents submission.pdf £7598bf172edfdaa05161b1 cfefdfl bbccdbe|

173

398304

Other Reference-Patent/App/Search 16365250-Third-party-
documents submission.pdf 1d 19eae24a9fc4065d7aa803a7665258029

§297e

Information:

428698

2 Other Reference-Patent/App/Search 16365315-Third-party-
documents submission.pdf e7925c770e9cca3229ce393a637ad8e77b1

3953c

Information:

1687423

13 Non PatentLiterature Slice-Embedding.pdf $fb1575caS0559d1d278d60059293a3bbad|
15fa6

Information:

879969

14 Foreign Reference WO2004094980.pdf a7e39f6bf1 cal 49cf34cc4672a914090a3d9q

Information:

1035225

15 Information Disclosure Statement(IDS) Third-party-submission-005-
Form (SB08) US10.pdf b0a4792c6aa24a51d88796a14e1 ecSbf715

A70bf

Information:

TotalFiles Size (in bytes) 8527670
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16140749

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATION| Cite No Publication Concise DescriptioneneengRelevance
Number

20090248793 Jacobssondiscloses a method of retrieving content from a network(e.g. the Internet (par19)).
The contentis identified by a content identifier (see e.g.,par.34-35). Also discloses that other
metadata may be associated with content and content sources. Jacobssondiscloses the
selection of the content source from the list of content sources. The selection process can
include a optimization/prioritization algorithm that considers the geographic location of the
content source (par 5-6, 35-36).Also discloses multiple devices, including clients (peers) and
servers that can be content sources (par 23-24,42). The various content sources are identified by
public or private IP address (par 35). Jacobsson discloses that requests for content can be sent
to any of the content sources (client devices and/or servers). Jacobsson discloses the first device
requesting and receiving the identified content (or portions thereof] from the various content
sources (web servers and/orclient devices)par 53.
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20070142036 Wikman discloses a mobile intermediate device for providing content from a geographically
proximate origin device to a geographically remote client device, the mobile intermediate
device having a mobile intermediate device address to which content requests are
communicated from the client device, and mobile intermediate device comprising an input and
an output, the output arranged to provide content to a remote client device upon receipt of a
content request at the input from the remote client device. [0020-0021]Wikman discloses a
method of providing content using a mobile intermediate device, the mobile intermediate
device for providing content from a geographically proximate origin device to a geographically
remote client device, the mobile intermediate device having a mobile intermediate device
address to which content requests are communicated from the client device. [0024]

FOREIGN PATENT DOCUMENTS

CiteNo | Foreign Document Concise Description of Relevance
Number

2004094980 Fontijn discloses a method and system of peer-to-peer content transfer over the internet(1:1-5;
2:1-8). The contentis identified by specific selection criteria entered by user and transmitted to a
server(4:10-19).

It is commonly knownin the art and disclosed in 4:14-18, that devices in P2P networks request
content, and as such, it would be understood that the devices requested the content, and such
requests would include an identification of the content and a destination identifier.
Fontijn discloses a group consisting of a plurality of P2P devices (Fig. 1; 4:32-5:3). Devices on the
network areidentified by IP address (2:12-16).
Fontijn discloses that a second device is included in the group and selected out of the devices in
the group (Fig. 1; 4:32-5:3). The Server can select the device (4:21-22). Fig 1. shows a network of
devices and a server, where the server will redirect the transfer of content to [the] device <.>

which then provide the content (4:21-22).

FINEOePATENT PUBLICATIONS——_OeConcise Description of Relevance
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Doc Code:IDS.3P

Document Description: Third-Party Submission Under 37 CFR 1.290

THIRD-PARTY

PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Application Number 16140749
SUBMISSION

UNDER 37 CFR 1.290

Cite No

EFS Web 2.1.17

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

Foreign Document Country
Nurmber3 Code?

Author(if any), title of the publication, page(s) being submitted, publication date,
publisher (where available), place of publication (where available).
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THIRD-PARTY Application Number 16140749
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16140785

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

I 4 20090248793 In Jacobsson,para. 64 discloses the relationship of client and server by virtue of computer
| programs running on the respective computers and having a client-server relationship to each
| other. Claim 9 similarly to the present invention discloses a method for providing contentina
| network: receiving, at the device and from the first server device, source information that
| identifies a selected content and obtaining the content using the received source information.
| Claim 16 further discloses sending a confirmation from the device to the first server device, the
| confirmation including information abouta result of the requests generated by the device.
| Jacobsson discloses the selection of the content source from the list of content sources. The
| selection process can include a optimization/prioritization algorithm that considers the
| geographic location of the content source (paras 5-6, 35-36). This information is sent from the
| device to the server.
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20070142036 Wikman (Claim 5, para 21; 67) discloses that a mobile intermediate device is used as a reverse
proxy. An ordinary forward proxyis an intermediate server that sits between the client and the
origin server. In order to get content from the origin server, the client sands a request to the
proxy naming the origin server as the target and the proxy then requests the content from the
origin server and returnsit to the client. The reverse proxy then decides where to send those
requests, and returns the contentasif it was itself the origin (para 68). The mobile intermediate
device address may be globally or locally unique. (para 65) discloses that the intermediate
server, is configured to act as a reverse proxy. The access request can be forwarded byusing, for
instance, any suitable near field communication technique.
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Doc Code:IDS.3P

Document Description: Third-Party Submission Under 37 CFR 1.290

THIRD-PARTY

PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Application Number 16140785
SUBMISSION

UNDER 37 CFR 1.290

Cite No

EFS Web 2.1.17

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

Foreign Document Country
Nurmber3

Author(if any), title of the publication, page(s) being submitted, publication date,
publisher (where available), place of publication (where available).
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THIRD-PARTY Application Number 16140785
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
162714433

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

14 20110066924 Dorso discloses that the user device selects at least one relay peer based on the availability and
| capabilities of the relay peers. An optimization scheme may be employed to make sucha
| selection (para 20). First user device 105 then contacts each of
| the potential peers and assesses the potential availability and capabilities of the peers (para 31).
| It should be appreciated that the factors for the optirnization scherme mayinclude, but are not
| limited to the amount of available resources of the relay peer, the historic reliability of the relay
| peer, and the length of time the relay peer has been running the protocol (para 32). Claims 3
| and 15 of Dorso discloses the computer-implementeci method wherefactors relating to said
| peer nodes comprises an amountof available resources of said peer nodes, wherein said
| resources are CPU and bandwidth.
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20130080575 Prince discloses a cloud-based proxy service provisioned through DNS. The proxy service is
available over the Internet and does not require customers to install new hardware or software
in order to support the service (para 13) (like in the specification of the present application).
The proxy server (which may be identified to the client by a DNS server (e.g., para77)) may
perform one or more actions on an incoming request received from a client device: determine
whether the request is malformed; determine the type and/orsize of the requested content;
determine whether the origin serveris offline; and determine whether the requested contentis
available in cache (paral7}. Responsive to the proxy server receiving a request (e.g., HTTP
request) from a client device on an IPv4 connection and determining that the request should be
transmitted to a destination origin server using an IPv6 connection, the proxy server transmits
that request using the [Pv6 connection,orvice versa (para 31).
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Doc Code:IDS.3P

Document Description: Third-Party Submission Under 37 CFR 1.290

THIRD-PARTY

PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Application Number 16214433
SUBMISSION

UNDER 37 CFR 1.290

Cite No

EFS Web 2.1.17

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

Foreign Document Country
Nurmber3

Author(if any), title of the publication, page(s) being submitted, publication date,
publisher (where available), place of publication (where available).
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THIRD-PARTY Application Number 16214433
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16274451

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

14 20130080575 Prince discloses a methodfor fetchingafirst content over the Internet identified bya first
| content identifier by disclosing fetching 'network resources’ from origin servers, where the
| content may include "HTML pages, images, word processing documents, PDF files, movie files,
| music files, or other computerfiles’ (paras 26, 27, 15, 17-19 (requested content’). Prince
| discloses that the contentis identified in requests from client, for instance in HTTP requests sent
| to proxy server (para 45 (client request includes parameters such as 'the type of requested
| content), paras 46, 27, 39; Fig. 1). Prince discloses sending thefirst identifier to the first server by
| disclosing the client sendsits IP address to DNS system when resolving a proxy server that will
| retrieve content from original server (paras 15, 77 (‘client device 110A requests an IPv4 address
| for example.com (thus, the client device 110A is an iPv4 enabled client)’}, par 90 (same); Figs. 5
| (step 510), 6 (step 610).

Code200 Exhibit 1002

Page 178 of 459

 



Code200 Exhibit 1002 
Page 179 of 459

20110066924

|20070142036CiteNo|Foreign Document
Number

Dorso discloses fetching content over the Internet from a first server via a group of multiple
devices.A first user device (105, see Fig. 1) can send communicationsto, or receive
communications from, a second user device (e.g., 140 in Fig. 1) and/ora third user device (e.g.,
145 in Fig. 1) (each of which could be‘a first server’) via a numberof relay peers (120, 125, 130,
135 in Fig. 1}(which could mean a group of multiple devices')(also paras 31, 33, 41). Like in the
claimed invention, Dorso discloses that the second user device can be a handheld mobile

device (paras 18, 23-24, Claim 28, 34). Discloses that each device in the group of multiple
devicesis identified in the Internet by an associated group device identifier (par30 (‘tracker peer
110 provides potential relay peers to first user device 105. E.g., tracker peer may provide data
identifying first relay peer 120, second relay peer 125, and third relay peer 130 as peers or nodes
associated with P2P computer environment’).

Wikrnan discloses a method of providing content using a mobile intermediate device, the
mobile intermediate device for providing content from a geographically proximate origin
device to a remote client device, the mobile intermediate device having a mobile intermediate
device address to which content requests are communicated from the client device (Claim 1;
para 24). Claim 5 and 6 discloses that the mobile intermediate device is arranged to function as
a reverse proxy server and such device addressis globally unique.It also discloses that content
to a remote device is delivered upon receiving a request from the client device and that
processing unit (first server’) is an actor between the client device and origin devices (‘second
server')(Claim 1). Claim 3 discloses that mobile intermediate device comprises a web server and
the mobile intermediate device addressis the web server address, and the content requestis
addressed to the web server (equal to present invention Claim 22,26)
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Doc Code:IDS.3P
O h 07/314 51-0031

Document Description: Third-Party Submission Under 37 CFR 1.290 Approved for use through 07/31/2015, OMB 0651-003
PTO/SB/429(08-1 2)

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

THIRD-PARTY Application Number 16214451
SUBMISSION

UNDER 37 CFR 1.290

Cite No

EFS Web 2.1.17

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

2007-06-21 Johan Wikman

207 1-03-17 Gregary Dorso

2013-03-28 MatthewBrowning Prince
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THIRD-PARTY

SUBMISSION

UNDER 37 CFR 1.290

Application Number 16214451

Author(if any), title of the publication, page(s) being submitted, publication date,
Cite No publisher (where available), place of publication (where available).

STATEMENTS

The party making the submission is not an individual who has a duty to disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

f] The fee set forth in 37 CFR 1.290(f}] has been submitted herewith.

The fee set forth in 37 CFR 71.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
1 22(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16214476

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

14 20110066924 Dorso discloses fetching content over the Internet via a group of devices. The ‘first user device
| 105 may use a web browserapplication to practice the present technology,’ and ‘[t]he purpose
| of tracker peer 110 is to receive a request from a user device such as first user device’(par.
| 29-30). It is implicit that the user device could use an IP address, host name,or similar identifier
| to communicate with the tracker peer. In one embodiment the user device may divide the
| communication into portions and each portionis sent via a different relay peer (par. 21-22). In
| one embodiment, a P2P computer environmentis a distributed network architecture thatis
| composed of peers that make a portion of resources available directly to their peers without
| intermediary servers (par. 25;36-37; Claim 25).
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[2 20090248793 Jacobsson discloses a method of retrieving content from a network (e.g. the Internet (par. 19)).
| The contentis identified by a content identifier (see e.g.,paras 34-35). Jacobsson teaches the
| coordinating system (.e., first server) providing the list of content sources to the client device
| (paras 36;39;52). The content source may be identified by public or private IP address (par 35).
| Jacobsson discloses the first device requesting and receiving the identified content (or portions
| thereof) from the various content sources (web servers and/orclient devices) (par 53).

20070142036 Wikrnan discloses a method of providing content using a mobile intermediate device, the
mobile intermediate device for providing content from a geographically proximate origin
device to a geographically remoteclient device, the mobile intermediate device having a
mobile intermediate device address to which content requests are communicated (Claim 1; par
24). Claim 5 and 6discloses that the mobile intermediate device is arranged to function asa
reverse proxy server and such device address is globally unique.it also discloses that content to
a remote deviceis delivered upon receiving a request from the client device and that
processing unit (first server’) is an actor between the client device and origin devices (‘second
server')(Claim 1). Claim 3 discloses that mobile intermediate device comprises a web server and
the mobile intermediate device addressis the web server address, and the content requestis
addressed to the web server(asalso recited in present invention Claim 22,26)
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Doc Code:IDS.3P PTO/SB/429(08-12}
a . oct h 07/31/2015. OMB 0651-0031

Document Description: Third-Party Submission Under 37 CFR 1.290 Approved for use through 07/31/2015, OMB 0651-003U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

THIRD-PARTY

SUBMISSION

UNDER 37 CFR 1.290

Application Number 16214476

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

2007-06-21 Johan Wikman

20090248793 2009-10-01 Sanny Jacobsson

20110066924 2071-03-17 Gregory Dorso
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THIRD-PARTY

SUBMISSION

UNDER 37 CFR 1.290

Application Number 16214476

Author(if any), title of the publication, page(s) being submitted, publication date,
Cite No publisher (where available), place of publication (where available).

STATEMENTS

The party making the submission is not an individual who has a duty to disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

f] The fee set forth in 37 CFR 1.290(f}] has been submitted herewith.

The fee set forth in 37 CFR 71.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
1 22(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16214496

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATION| Cite No Publication Concise DescriptioneneengRelevance
Number

20090248793 Jacobssondiscloses multiple devices, including clients (peers) and servers that can be content
sources (par23-24,42). The various content sourcesare identified by public or private IP address
(par35).If portions of content are being requested from multiple content sources, the request,
for example, for a client device to pravide the embedded video from a certain web page ona
server would inherently include identifying information about that server so that the client
device could provide the proper video (par 36-38)Jacobsson teaches the coordinating system (i.
e., first server) providing the list of content sources to the client device (par 36;39;52).Claims
17-18 disclose forwarding, in response to the identifier: i) source information to the device that
identifies each selected content source;ii) object information and source information the object
information describing the object and the multiple content portions, the source information
identifying each selected content source
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20110066924 Dorso discloses fetching content over the Internet via a group of devices. 'The first user device
105 may use a web browserapplication to practice the presented technology’ and ‘the purpose
of the tracker peer 110 is to receive a request from a user device such as first user device’ (par
29-30). It is implicit that the user device could use an IP address, host name,or similar identifier
to communicate with the tracker peer. In one embodimentthe user device maydivide the
cornmunication into portions and each portionis sent via a different replay peer(par. 21-22). In
one embodiment, a P2P computer environmentis a distributed network architecture thatis
composed of peers that make a portion of resources available directly to their peers without
intermediary servers (par 25; 36-37, Clairn 25).
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Doc Code:IDS.3P

Document Description: Third-Party Submission Under 37 CFR 1.290

THIRD-PARTY

PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Application Number 16214496
SUBMISSION

UNDER 37 CFR 1.290

Cite No

EFS Web 2.1.17

U.S. PATENTS

Issue Date First Named Inventor

(YYYY-MM-DD)

U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

2009-10-04

Foreign Document Country
Nurmber3

Author(if any), title of the publication, page(s) being submitted, publication date,
publisher (where available), place of publication (where available).
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THIRD-PARTY Application Number 16214496
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16292363

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

I 4 20110066924 Dorso discloses fetching content over the Internet from a first server via a group of multiple
| devices. In Dorso, a first user device (105, see Fig. 1 below) can send communicationsto, or
| receive communications from, a second user device (e.g., 140 in Fig. 1) and/ora third user
| device (e.g., 145 in Fig. 1) (each could be 'a first server’) via a numberof relay peers (126, 125,
| 130, 135 in Fig. 1) (equal to 'a group of client devices’ in present application) (par 31, 33, 41).
| The ‘first user device 105 may use a web browser application to practice the present technology’
| and '[t]he purpose of tracker peer 110 is to receive a request from a user device such as first user
| device’ (Par 29-30). It is implicit that the user device could use an IP address, host name, or
| similar identifier to communicate with the tracker peer. In one embodiment the user device may
| divide the communication into portions and each portion is sent via a different relay peer (par

21-22).
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20130080575

|20090248793CiteNo|Foreign Document
Number

Prince discloses a methodfor fetching a first content over the Internet identified by a first
contentidentifier by disclosing fetching ‘network resources’ from origin servers 130, where the
content may include "HTML pages, images, word processing documents, PDF files, moviefiles,
music files, or other computerfiles.’ par. 26, 27; 15, 17-19.
Prince discloses that the second device is included in the group and that the step of selecting
the second device out of the devices in the group by disclosing multiple proxy servers 120 and
the DNS System 140 selecting one of the proxy servers 120 based,for example, on the origin
server 130 the client device 110 is requesting to resolve. See, e.g., par. 13, 15, 23.
In the Prince, the disclosed method of fetching the content over the internet as provided in Fig.
5 corresponds to, for example, the disclosure of Fig. 5b in the present patent application. Both
disclose the same method of receiving the content thought the additional proxy.

Jacobssondiscloses multiple devices, including clients (peers) and servers that can be content
sources. par. 23-24,42. The various content sources are identified by public or private IP address
(par. 35).
Jacobsson discloses that requests for content can be sent to any of the content sources(client
devices and/or servers)(par. 36-38).
Jacobsson discloses the first device requesting and receiving the identified content (or portions
thereof) from the various content sources (web servers and/orclient devices) (par. 53).
Claim 9 of Jacobsson and its dependent claims disclose a method for providing contentina
network, the method comprising: forwarding an identifier associated with an object froma
device to a first server device in a network; receiving, at the device and from the first server
device, source information that identifies a selected content source; and obtaining the content
using the received source information.
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a . oct h 07/31/2015. OMB 0651-0031

Document Description: Third-Party Submission Under 37 CFR 1.290 Approved for use through 07/31/2015, OMB 0651-003U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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THIRD-PARTY

SUBMISSION

UNDER 37 CFR 1.290

Application Number 16292363

Author(if any), title of the publication, page(s) being submitted, publication date,
Cite No publisher (where available), place of publication (where available).

STATEMENTS

The party making the submission is not an individual who has a duty to disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

f] The fee set forth in 37 CFR 1.290(f}] has been submitted herewith.

The fee set forth in 37 CFR 71.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
1 22(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16292364

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

I 4 20090248793 identically to the present invention, the prior art describes a method for providing content ina
| network.it also discloses receiving the identifier from a device, selecting a content source in the
| network, forwarding, in response to the identifier, source information to the device (Claim 1).
| Para 0006 and Claim 3 of the prior art discloses that the optimization algorithm can be
| configured so that the at least one content source is selected according to at least one approach
| the content source, for example the content source being located in a geographic location in
| which the device is located. Prior art also discloses the use of a geographic location with which
| the content source is associated. Para 0036 and Claim 4 discloses that in some implementations
| of the invention, preference can be givento the selection of content sources associated with
| the same geographic location (e.g., country), network, and/or internet service provider as the
| client device.
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FOREIGN PATENT DOCUMENTS

CiteNo|Foreign Document Concise Description of Relevance
| Number

2004094980 Fontijn discloses a method and system of peer-to-peer content transfer over the internet. See
1:1-5; 2:1-8. The contentis identified by specific selection criteria entered by user and
transmitted to a server or device storing the content. See 4:10-19. Fontijn discloses a group
consisting of a plurality of P2P devices 12, 13, 14, 15, 16, and 17. See Fig. 1; 4:32-5:3. As in the
recited application, in Fontijn the devices on the networkare identified by IP address. See
2:12-16. Fontijn further discloses selecting the second device out of the devices in the group.
See 2:5-16. See Fig. 1; 4:9-29. Fontijn discloses thatit is known that users can select a device,
see, @.g., 2:12-16, and that the Server can select the device whenit redirects the first device. See,
@.g., 4:21-22.Fontijn discloses that the second device may be selected based on the pastactivity
of having downloadedthe content. See, e.g., 8:8-10; Fig 2 (Step 400).
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THIRD-PARTY Application Number 16292364
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.

 
EFS Web 2.1.17 Code200 Exhibit 1002

Page 201 of 459



Code200 Exhibit 1002 
Page 202 of 459

Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16292374

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATION| Cite No Publication Concise DescriptioneneengRelevance
Number

20090248793 Jacobssondiscloses a method of retrieving content from a network(e.g. the Internet (par19)).
The contentis identified by a content identifier (see e.g., par34-35). It also discloses that other
metadata may be associated with content and content sources. Jacobssondiscloses the
selection of the content source from the list of content sources. The selection process can
include a optimization/prioritization algorithm that considers the geographic location of the
content source (par 5-6,35-36). Also discloses multiple devices, including clients (peers) and
servers that can be content sources (23-24,42). The various content sourcesare identified by
public or private IP address (35). Jacobsson discloses that requests for content can be sent to
any of the content sources(client devices and/or servers). Also discloses the first device
requesting and receiving the identified content (or portions thereof] from the various content
sources (web servers and/orclient devices)(53).
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20070142036 Wikman discloses a methad for providing content to a remotely located electronic device,
which may be connectable to the Internet, by accessing content on a device (e.g. Internet
server). It discloses accessing content on an origin device using a client device via intermediate
device, with the knowledge of how to access the intermediate device, but without knowing the
specific access information of the origin device. In this way, a client device can access the
content (website, other content) contained on an origin device via intermediate device (par 19.
Para 25 explains providing user selected content from respective origin device using near field
connectivity between the intermediate device and the respective geographically proximate
origin device from which the user selected contentis sourced; and providing the content from
the origin device to the client via the intermediate device using the intermediate device as the
content source. The method may be performed using the Internet.

FOREIGN PATENT DOCUMENTS

CiteNo | Foreign Document Concise Description of Relevance
Number

2004094980 Fontijn discloses the transfer of content in P2P system. The device (first device) receives the
selection criterion which it then sends to another device (a second device) and to a server. The

said first device cannot know whether the server or another P2P device, has the requested
contentavailable. If the server has the contentsatisfying the selectioncriterion, it will provideit
to the requesting device. However, in orderto distribute network usage more efficient- if the
server knows that another peer (device) has the requested content, the server will redirect the
transfer of content to this device (p.4, lines 10-30}. Figure 2 shows a method of P2P transfer of
content. The contentis transferred among devicein the P2P network, as a starting point only
the server can provide content; later on content can be distributed to various devices. Claim 4
discloses that content can be very different: a DVD picture and soundsignal; a given digital
movie format; a given picture format.
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Document Description: Third-Party Submission Under 37 CFR 1.290

THIRD-PARTY

PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031
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THIRD-PARTY Application Number 16292374
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16292382

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATION| Cite No Publication Concise DescriptioneneengRelevance
Number

20090248793 Jacobssondiscloses that other metadata may be associated with content and content sources.
The various content sources are identified by public or private IP address (par 35). Also discloses
that requests for content can be sent to any of the content sources (client devices and/or
servers)( par 53). it discloses that anotherclient device can receive content from otherclient
devices and/or web servers. For example,if the first client device receives the second content,
thatfirst client device can become a content source for yet further client devices. Par 18 and FIG.
1 discloses a computersystem for delivering content over a network. In one embodiment, the
system can integrate with an existing web infrastructure using an existing communications
protocol such as HTTPto transfer digital content over the Internet. Many types of content can
be delivered, including, audio content, image content, video content, and application prograrn
content.
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20070142036 FIG. 1 Hlustrates an environment in which a remote

server can be accessed via an intermediate server. The electronic devices are located remote to

the electronic client device 110. All electronic devices have communication capabilities for
accessing the Internet. Electronic devices can act as Internet web servers, and thus themselves
also manage contentfor use on the Internet(par 32}. The electronic devices are capable of
transmitting and receiving data by packet switching using a standardized IP and possibly also
other protocols. The electronic devices each comprise mobile Internet web servers, each of
which can be independently remotely accessed directly by using a URL, globally unique for each
handset(par 35). The invention relates to a network system in which the handset can be used.
The network system comprises at least an intermediate device, remote origin device in its
proximity, and client device used to access the content on the remote device via intermediate
device(par 74).

FOREIGN PATENT DOCUMENTS

CiteNo | Foreign Document Concise Description of Relevance
Number

2004094980 Fontijn discloses that when any device (e.g., 12, 13, 14) supplies content, that content came
frorn the Server (8:16-19). It is commonly knownin the art and disclosed in Fontijn, that devices
in P2P networks request content, and as such, it would be understood that the devices of
Fontijn requested the content, and such requests would include an identification of the content
and a destination identifier for the request (4:14-18). Fontijn discloses that a second device (in
the present invention - selected IP address) is selected from the group (Fig. 1 (devices 13-17);
4:32-5:3). Disclases thatit is known that users can select a device (2:12-16), and that the Server

can select the device (4:21-22). Claim 1 discloses receiving and transmitting,frorn a first device
(11), a first request with a first selection criterion for a first content to a server (18); transferring
(200) the first content satisfying said first selection criterion to said first device from the server.
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PTO/SB/429(08-1 2)
Approved for use through 07/31/2015. OMB 0651-0031
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THIRD-PARTY Application Number 16292382
SUBMISSION

UNDER 37 CFR1290oo

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16365250

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
Number

I 4 20090248793 In Jacobsson,para. 64 discloses the relationship of client and server by virtue of computer
| programs running on the respective computers and having a client-server relationship to each
| other. Claim 9 similarly to the present invention discloses a method for providing contentina
| network: receiving, at the device and from the first server device, source information that
| identifies a selected content and obtaining the content using the received source information.
| Claim 16 further discloses sending a confirmation from the device to the first server device, the
| confirmation including information abouta result of the requests generated by the device.
| Jacobssondiscloses the selection of the content source from the list of content sources (paras
| 5-6, 35-36). This information is sent from the device to the server. It is known in the art, that
| different appliances connected to the Internet can be used as an intermediate devices (proxies).
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20130080575

|20070142036CiteNo|Foreign Document
Number

Prince discloses a methodfor fetching a first content over the Internet identified by a first
contentidentifier by disclosing fetching network resources from origin servers, where the
content may include HTML pages, images, or any computerfiles (paras 26-27; 15, 17-19). Further
discloses that the contentis identified in requests fromclient, for instance in HTTP requests sent
to proxy server. (Paras 45 (client request includes parameters such as the type of requested
content), 46, 27, 39; Fig. 1). Discloses sending a first request to the first server by disclosing that
client sends a request to DNS system to provide a proxy serverthat will retrieve content from
original server. (Paras 15, 77 (client device requests an iPv4 address for example.com (thus, the
client device 110A is an IPv4 enabled client), 90; Figs. 5 (step 510), 6 (step 610).

Wikrnan discloses a mobile intermediate device for providing content from a geographically
proximate origin device to a geographically remote client device, the mobile intermediate
device having a mobile intermediate device address to which content requests are
communicated from the client device, and mobile intermediate device comprising an input and
an output, the output arranged to provide content to a remote client device upon receipt of a
content request at the input from the remote client device. The mobile intermediate device may
be arranged to function as a reverse proxy server (0020-0021; 0067). Different appliances can be
understood as mobile devices and when connected to the Internet can perform a function of an
exit node.
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Document Description: Third-Party Submission Under 37 CFR 1.290 Approved for use through 07/31/2015, OMB 0651-003U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.
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Application Number 16365250

U.S. PATENTS
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U.S. PATENT APPLICATION PUBLICATIONS

Publication Date {First Named Inventor

Publication Number (YYYY-MM-DD)

2007-06-21 Johan Wikman

20130080575 2013-03-28 MatthewBrowning Prince

20090248793 2009-10-01 Sanny Jacobsson
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THIRD-PARTY

SUBMISSION

UNDER 37 CFR 1.290

Application Number 16365250

Author(if any), title of the publication, page(s) being submitted, publication date,
Cite No publisher (where available), place of publication (where available).

STATEMENTS

The party making the submission is not an individual who has a duty to disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

f] The fee set forth in 37 CFR 1.290(f}] has been submitted herewith.

The fee set forth in 37 CFR 71.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
1 22(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).
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Doc Code: 3P.RELEVANCE U.S. Patent and Trademark Office

Document Description: Concise Description of Relevance Department of Commerce

THIRD-PARTY SUBMISSION UNDER 37 CFR 1.296

CONCISE DESCRIPTION OF RELEVANCE

Application Number
16365315

U.S. PATENTS

—— Concise Description of Relevance

enneneeeeereeS. PATENT APPLICATION PUBLICATIONCite No Publication Concise DescriptioneneengRelevance
| Number

I 4 20090248793 identically to the present invention, the prior art describes a method for providing content ina
| network.it also discloses receiving the identifier from a device, selecting a content source in the
| network, forwarding, in response to the identifier, source information to the device (Claim 1).
| Par 6 and Claim 3 of the prior art discloses that the optimization algorithm can be configured sa
| that at least one content sourceis selected according to at least one approach, for example the
| content source being located in a geographic location in which the device is located. Par 36 and
| Claim 4 discloses that in some implementationsof the invention, preference can be given to the
| selection of content sources associated with the same geographic location (e.g., country),
| network, and/orinternet service provider as the client device. The content can include at least
| one content type selected from: audio content, image content, Video content, application
| program contentand combinations (par6).
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20070142036 Prior art discloses a method to access the content(e.g. website, or other content) contained on
an origin device via the intermediate device by a client device (0019;0046-56)Wikman discloses
a method for providing content to a remotely located electronic device, connectable to the
Internet, by accessing content on a device (e.g. an Internet server) located near a mobile
intermediate device by using the mobile intermediate device (another Internet server) asa
‘through conduit’. Discloses a mobile intermediate device for providing contentfrorn a
geographically proximate origin device to a geographically remote client device, the mobile
intermediate device having a mobile intermediate device address to which content requests are
communicated from the client device, and mobile intermediate device comprising an input and
an output, the output arranged to provide content to a remote client device upon receipt of a
content request at the input from the remote client device (0020-21).

FOREIGN PATENT DOCUMENTS

CiteNo | Foreign Document Concise Description of Relevance
Number

2004094980 The contentis identified by specific selection criteria entered by user and transmitted to a server
or device storing the content. See 4:10-19. Fontijn discloses a group consisting of a plurality of
P2P devices 12, 13, 14, 15, 16, and 17. See Fig. 1; 4:32-5:3. As in the recited application,in Fontijn
the devices on the network areidentified by IP address. See 2:1 2-16. Fontijn further discloses
selecting the second cevice out of the devicesin the group. See 2:5-16. See Fig. 1; 4:9-29.
Fontijn discloses that it is known that users can select a device, see, e.g. 2:12-16, and that the
Server can select the device whenit redirects the first device. See, e.g., 4:21-22.
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THIRD-PARTY Application Number 16365315
SUBMISSION

UNDER 37 CFR 1.290

STATEMENTS

The party making the submission is not an individual who has a dutyto disclose information with respect to the above-identified
application under 37 CFR 1.56.

This submission complies with the requirements of 35 U.S.C. 122(e) and 37 CFR 1.290.

P"| The fee set forth in 37 CFR 1.290(f) has been submitted herewith.

The fee set forth in 37 CFR 1.290(f) is not required because this submissionlists three or fewer total items and, to the knowledge of
the person signing the statement after making reasonable inquiry, this submissionis the first and the only submission under 35 U.S.C
122(e)filed in the above-identified application by the party making the submission or by a party in privity with the party.

This resubmission is being made responsive to a notification of non-compliance issued for an earlier filed third-party submission.
The corrections in this resubmission are limited to addressing the non-compliance. As such, the party making this resubmission: (1)
requests that the Office apply the previously-paid fee set forth in 37 CFR 1.290(f), or (2) states that no fee is required to accompany
this resubmission as the undersigned is again making the fee exemption statementset forth in 37 CFR 1.290(g).

/Jurate Breimelyte/

Registration Number
Name/Print Jurate Breimelyte {if applicable)

*EXAMINER: Signature indicates all documents listed above have been considered,except for citations through whicha line is drawn.
Draw line throughcitation if not considered. Include a copy of this form with next communication to applicant. 1. If known, enter kind of
documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16. See MPEP 901.04(a). 2. Enter the
country or patentoffice that issued the document, by two-letter code under WIPO standard ST.3. See MPEP 1851. 3. For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document. 4. If known,
enter the kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 . See MPEP 901.04{a).
5. Check mark indicates translation attached. 6. Check mark indicates evidence of publication attached.
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(57) Abstract: This invention relates to a method, a device, a server and a system of / for peer to peer transfer of content. Said
method includes the steps of receiving and transmitting, from a first device (11), a first request with a first selection criterion for a
first content to a server (18) or to a second device (12); transferring the first content satisfying said first selection criterion to said
first device from the server, when said server previously has acknowledgedsaid first device as a legal recipient of said first content
and in case said first content is available only on said server, and noting that said first device subsequently has the requested first
content available for other devices (14, 15 , 16, 17); or re-directing said first request to a third device (13) on which the server knows
that the requested first contentis still available and transferring said first content satisfying said first selection criterion to said first
device from the third device; or transferring the first content satisfying said first selection criterion to said first device from the second
device, when said first content is available on said second device, and informing the serverthat said first content has heen transferred
to said first device from said second device; and rewarding the one of said second or third device from which said first content was
transferred to said first device, when content was transferred from one of these; and charging said first device for reception of said
first content. This enables for download, upload andsharing of legally protected paid-for content.
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Peer to peer transfer of content

This invention relates to a method ofpeer to peer transfer of content.

The present invention also relates to a computer system for performing the
method.

The present invention further relates to a computer program productfor

performing the method.

This invention further relates to a device on which parts of said methodis

executed.

This invention further relates to a server on which remaining parts (not run on

the device) of said method is executed.

This invention further relates to a system on which said method is executed.

EP 1229443 discloses a system and a methodfor providing advertisements in

a peer to peer networking environment. Each of the advertisements is defined as a structured,

language neutral metadata structure. This is used to name, describe and publish an existence

of a peer to peer platform resource, such as the peeritself, a pipe or a service. The

advertisements are subsequently available to other peers in the networking environment.

From the art it is known that Peer-to-peer is a communications model in which

each party (i.e. each peer) has the same capabilities and either party can initiate a

communication session. Other models with which the pure Peer-to-peer communications

model might be contrasted include the client / server model and the master/slave model, both

also knownin the art. In some cases, peer-to-peer communications is implemented by giving

each communication node both server and client capabilities. In recent usage, peer-to-peer

has cometo describe applications in which users can use the Internet to download or upload

multimedia content or simpler content in form of files with and to each other directly or
through a mediating server.
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On the Internet, peer-to-peer (referred to as P2P) is a type of transient Internet

network that allows a group of computer users (peers) with the same networking program to

connect with each other and directly access files from one another's hard drives. Napster and

Gnutella are examples of this kind of peer-to-peer software.

Whenthe Internet P2P is applied, it is known in the art that the user mustfirst

download and execute a peer-to-peer networking program, e.g. Gnutella-net is currently one

of the most popular of these decentralized P2P programs becauseit allows users to exchange

all types offiles.

As discussedlater, it is a problem that the files may represent a stolen property

right, such as music, a movie, etc, and/or the files may have a poor quality and/ or said files

may contain virus.

After launching the program, the user enters the JP address of another

computer belonging to the network, typically, the Web page where the user obtained the

downloadwill list several IP addresses as places to begin. Once the computer finds another

network member on-line, it will connect to that user's connection, which has obtained their IP

address from a connection of another user, and so on.

It is however, a problem especially for un-experienced, unaware users that

downloadable content typically available in a peer-to-peer network may be legally protected

and thusit is illegal do downloadit and use it, i.e. play back or view said content. In other

words, many users — except for the few who know they are deliberately infringing rights of

the owner of copy protected content when downloaded — prefer to apply a method and device

where they are secure that downloaded content is legal so that they subsequently can play

back or view being sure that no rightful proprietor (of said content) is being infringed.

It is a further problem for users that downloadable available ‘for-free’ (in fact

stolen from a legal point of view) content can contain virus, i.e. when said content is

subsequently played back or viewed on the user’s device, the virus mayalso getlife, i.e. it

may be executed simultaneous with the playing back or viewing of content on the user’s

device. Said virus can then consequently harm the file or operating system of the device of

the user thus making the user device malfunction or lose previously downloaded content as

well.

It is a further problem for users that downloadable available ‘for-free’ content

may be in a poor quality, since the contentis illegal recorded during a concert, in a cinema or

recorded from the original content by means of poor quality recording equipment, thus

content in this case is in fact illegal obtained and in a poor quality.
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In other words,it is a problem that user are uncomfortable with ‘for-free’

content since it may contain virus and / or make the usera thief, if the unaware user

downloads such content.

Additionally, it is a problem that users are reluctant in sharing(i.e.

transmitting to others) copy protected content since they risk being caught in infringement of

the rightful proprietor, if sharing, especially when using Web-pages (to download content)

nottelling that eventually provided material (content) from a legal point of view is in fact a

violation of copyright laws.

It is a further problem that currently the real cost of a downloaded item of

content is not transparent to the user.

The present invention enables users to download legally protected content

whenapplying the method according to the invention and / or when using the device

according to the invention which communicates with the server in the peer-to-peer network.

Subsequently,it is legal to play it back, view it and share it with others. This is possible,

since the method (and the device and server applying the method) handles the property rights

and the payments in a legal manner, which both the users and content providers are

comfortable with, i.e. the user is assured that he does not makea thief out of himself, and the

content providers(artist, singer, movie manufacturer, etc) are assured that their content is not

being stolen, but paid for.

Further, it is assured that the downloaded content is virus-free and in an

approved quality.

Additionally, users can - when applying the method by meansoftheir device -

easily and legally share (i.e. transmit to others) copy protected content since some steps of

the methods ensure that the proprietor of content gets paid for his content, since users are

charged for downloads. Further, users (of said devices), themselves can obtain a reward for

sharing, this further expands sharing.

Further, it is an advantage of the invention that the real cost of a downloaded

item of content is transparent to the user.

Said device and server, in combination and the system provide the same

advantages and solve the same problem(s) for the same reasons as described previously in

relation to the method.
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The invention will be explained more fully below in connection with preferred

embodiments and with reference to the drawings, in which:

fig. 1 shows a network of devices and a server; and

fig. 2 shows a method ofpeerto peer transfer of content.

Throughout the drawings, the same reference numerals indicate similar or

corresponding features, functions,etc.

Figure 1 shows a network of devices and a server. Said network of devices

with the serverare illustrated by means of reference numeral 10. As will be explained more

detailed in the next figure, a first device, reference numeral 11, orits user is looking for

certain content (a video film as an example), the user will then try to find out from where the

video film can be obtained,i.e. downloaded. He will use a specific selection criterion for the

video film content. In technical terms, his device (first device) will receive the selection

criterion e.g. movie name, genre, etc, which it then will send to another device (a second

device. reference numeral 12,)) and to a server, reference numeral 18, since his own device

(said first device) cannot know whetherthe server or another peer to peer device, has the

requested content available.If the server has the content satisfying the selection criterion, it
will provide it to the requesting device,i.e. to said first device. However, in order to offload

and distribute network usage moreefficient — if the server knowsthat another peer (device)

has the requested content available, the server will redirect the transfer of content to this

device which then will provide the content satisfying the selection criterion, i.e. transfer it to

the requesting device equalling said first device. In the last case, the server is informed — by

the actual device transferring content that content has been transferred to said first device,

which then can be accordingly charged for receiving the requested content. Hereby, the first

device (and its user) is comfortable with content charged for, since it is virus free and has

been legally bought, i.e. the user is sure that he did not make a thief out of himself: further

the user can rely on that the content has an approved quality level, since it comes form the

legal owneror an administrator of network, he cantrust.

In the first case, i.e. the server supplied directly the requested content, the

server typically previously acknowledged that said first device is in fact a subscribing or

paying (or one wholater will pay) rightful recipient of the content, i.c. said video film. The
content, in general, can be uploaded to or downloaded from more devices, e.g. reference

numerals 13 and 14. In the network further devices may be present, e.g. reference numerals
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15, 16 and 17. Generally, the server has to be accessible to and in the network ofdevices,i.e.

to all devices, either for transfer of contentthefirst time, and/ or subsequently for charging

and rewarding,this is illustrated by means of the arrows connecting the server to the devices.

A requester needs not register or be registered to the server. There may be a

third party that certifies the requester to the server. The server trusts the certifier and assumes

the requester is allowed to receive. Or the requester pays ‘on-the-spot’ using virtual tokens or

a mediation service (Pay-Pal).

The network is shown forillustrative purposes, any other dynamic or static

topology or arrangement of peers or devices and one or more additionally servers may also

be applied in the present invention.

Any of said devices may be a video cassette recorder (VCR), a personaldigital

assistant (PDA), a mobile phone,a television, a radio, a DVD player, a CD player, an

information panel, a web tablet, a smart remote, a peer or a personal computer.

The device alternatives as mentioned may be understood as corresponding

peers in a peer-to-peer type of transient network similar to the type found on the Internet,that

allows a group of computer users (with access to their corresponding peers or devices) with

the same or similar networking program or protocol to connect with each other and directly
access content, e.g. in the form offiles, etc to/from one another's hard drives, memories, etc.

A peer-to-peer networkis simply a networkofpeers, the Internet, Gnutella

software, computersare all just examples of aspects of specific implementations, however the

present invention applies said server for rewarding direct peer to peer content sharing, and

said server is furthermore applied to charge peers for download of content. Since content

typically is copy protected content, at least one of said servers tracks, charges and rewards

peers (devices) for down and upload, respectively of copy protected content.

In a preferred embodimentof the invention said content comprises one or

more selected from the group:

- aDVDpicture and soundsignal;

- aCD soundsignal;

- agiven digital audio format (e.g. MP3, WMA, Real Audio, WAV,etc);

-  agiven digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video,etc);

-  agiven picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

- any such format that is capable of causing the device to emit a picture and/or sound

signal, e.g. G72x, aiff, real.
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This is possible since said device can be a CD player, a DVDplayer, a radio, a

mobile phone, etc. as discussed, accordingly content can be presented, i.e. shown and/ or

_ played back on said device.

In other words, the above content combinations are copy protected content,

which, generally, are in the form ofnumerical, textual information, picture, video, sound and

/ or any combination(s) thereof, and which, generally, also are being free from virus and in an

approved quality.

Figure 2 shows a method ofpeer to peer transfer of content. The contentis

transferred among device in the peer to peer network, in initial situations, i.e. the first times

content gets available, by meansofthe server.

Prior to the following steps, it is assumed that - as a starting point - that only

the server can provide content; later on content can be distributed (or spread) to various

devices (second,third, etc,) i.e, at later occasions these devices can provide content without

directly involving the server, however, still devices requesting and receiving content are

charged accordingly regardless from where(i.e. from the server or from the peer to peer

device) said content is being transferred.

Further, content is copy protected content, i.e. legal content being free from

virus and in an approved quality. The server is in all cases — also when content is transferred

directly between devices ~ responsible for that the copy protected content is legal, free from

virus and in the proper quality, this is possible since — from the starting point - content can

only be introduced into the network via the server. The actual (content) data does not have to

originate from the server. The server just needs to certify it. Any user may offer a piece of

content to the server for certification. On the server side the content will be checked and

whenit is found to be acceptable, the contentis certified, for download, redirection, etc. In

step 100, a first request may be received onafirst device. Therequest typically comprises a

first selection criterion for a first content, the user of the first device can e.g. key in his

selection criterion for the content by means of a keyboard or by means of any commonuser

interface know in theart, ¢.g. a GUI like windows,soft-keys, menu driven, click by means of

a mouse, etc. The content may reside on the server and / or another second device, i.e. said

second device. Therefore, subsequently the request is transmitted from thefirst device to the

server or to said second device, since said first device cannot know whetherthe server or

another peer to peer (second) device has said requested first content available.
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Said first selection criterion may be composed by meansofone or more

combinable items, e.g. program, channel, Web-site, genre, type, topic, style, start, duration,

language,title, name, hyperlink including content reference, etc.

Said first selection criterion can then be helpful for the user and to the device

from which content is requested, i.c. helpful to find and subsequently transmit content having
the first selection criterion,i.e. said selection criterion in general may reflect content

interest(s) of a specific user, the user can therefore avoid to surf through manyavailable

channels if the device is a TV, or surf through many Websites if his device is an Internet PC

or accessed via a server from a client PC in order to find his content. Theuser can apply this
step instead.

Said selection criterion can therefore be understood as the users ownprofile of
interests.

Asdiscussed, the request is transmitted to the server or to another, i.e. the

second device; in general, requests are put to the network (of devices or peers) as a whole

including the server(s) as stated in this step. Although, due to the nature of the network,the

requests will not reach all peers in the network, they shouldreach atleast one server, e.g. via

a Kazaa like super-nodethatis or knowsa server. In the beginningtheserver will only have

the content available and participate in transferring the content to the requester, here said first

device. If a certain numberofpeers have downloaded the content, the server may stop

offering it because it will be available from elsewhere, i.e. from said numberofpeers. Thisis

in fact dealt with by meansof steps 200, 300 and 400.

In step 200,the first content satisfying said first selection criterion may be

transferred to said first device from the server. This is only in the case when said server

previously has acknowledgedsaidfirst device as a legal recipient ofsaid first content, e.g.

through an eventually registration, and whensaidfirst contentis available only on said
server.

Subsequently, the server will note that said first device now has the requested

first content available for the other devices. This implies that if the same request (for content)

arrives again to the server, the first device will then be the direct content supplier instead of

the server. The latter — in fact redirecting of content- is dealt with in step 300.

Alternatively, instead of step 200, in step 300, said first request is redirected to

a third device, Said third device is knownto the server as a device in fact still having the

requested first content. Subsequently, said first content satisfying said first selection criterion

is transferred to said first device from the device re-directedto, i.e. from said third device.
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The server will currently check that said contentin fact still is on the third

device, in case the user ofthe third device removes or removedthe particular content, the

server will subsequently find out. In that case, the server must provide contentit self or

redirect the request (for content) to another fourth device (in place of said third device). In
other words, the server currently checks that contentis in fact still available on said third

device, and that said third deviceis online, if not, the requestis redirected to another, i.e. to
said fourth device,etc.

Alternatively, instead of step 200 or step 300, in step 400, first content

satisfying said first selection criterion is transferred to said first device from the second

device. This is only the case whensaid first contentis in fact available on said second device;
in that case the server is subsequently informed (by said second device) that said first content

has actually beentransferredto said first device. The reason for doing the latter is to enable

the server to chargesaid first device for receiving content, in fact requested by it self.
Conversely — as in next step - to enable the server to reward said second device for

transferring (and sharing) content.

It is assumed that when any device (secondorthird) provides or supplies

content, the content, in all cases, initially came from the serveroris at least approved from

the server to legally be available from the other device(s) (second orthird) for an eventually
subsequenttransfer. At later occasions, one of the other devices (secondorthird) devices can

provide content(originally legally approved by the server, etc) to even more devices. Further,

after reception of contenton the first device, this also can play therole of ‘content provider’,
i.e. acting in the same manner as said second and third devices; in fact when more devices

have received the same content (satisfying the same criterion) any of these - ofcourse — play
the role of ‘content provider’ in competition with other devices having the same content, this

lowers the waiting time for a requesting device and provides for an improvementin sharing
of content among devices, this in turn also offloads the server.

Generally, in step 200, 300 and 400, the server, the third device and the second

device, respectively transferred content to said first device.

In step 500, said second or third device, which in fact transferred content to

said first device, is then rewarded. However, it may be the case thatthe server transferred
contentitself; in this case none,i.e. neither the second northe third device are rewarded.

However, in the general case, the secondor third device is rewarded; conversely, the more

rare case,i.e. the server transferred content, it will not rewarditself, but it may note the

transfer primarily for statistical purposes.
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In all cases, regardless from where(server, secondorthird device) content was

transferred,i.e. in step 600, said first device is charged for reception ofsaid first content. The

charge may be dependent of a subscription fee or subscription agreements in general or ona

per transfer basis (download); it may be dependent ona file length, value or duration, and / or

combinations thereof. This is possible since content may be transferred embeddedin or by
means ofsaid file.

Optionally, said method comprises the following two steps, which deals with

the opposite situation, i.e. the server receives content:

In step 700, a second content satisfying a second selection criterion and the

second selection criterion are uploaded to the server from a fourth device. The server should

then subsequently ensure that said second contentis free for virus, has the right quality level

(sufficient high sampling rate, low noise, stereo, aliasing, etc) and, most importantly, is legal,

for the latter the ownerofthe server may have agreed contracts (e.g. through licence, partly
or in whole, an exclusive right, etc) with the original creator, owner or supplier of contentto

ensure that it can belegally distributed afterwards as discussed in the steps above. The

second selection criterion is uploaded with the corresponding second content in order to

make said second content searchable again, when requested as discussed in step 100. The
second selection criterion will be of the same nature andstructure as that ofsaid first

selection criterion.

In step 800, the fourth device is rewarded. The reward is given to the fourth

device in return for uploading said second content (with the second selection criterion) to the

server. The reward may be given in form ofcredits, rebate, discounts, etc. The reward can

then be used by said fourth device, if it later obtains a third content, etc.

Generally when the device is denoted first, second, etc device, it is to be

understood that any device can perform the mentionedtasks, i.e. even thougha first device,

only as disclosed in the above steps requests content, it - as well as the other devices - may

perform any task as reflected in the steps above.

Rewards, credits, rebate, discounts, the task of charging are generally dealt

with by the server, i.e. the server keeps a balance of in and outgoing payments for each

device up and downloading content.

Asdiscussed above, for or each item of content the device has to pay a small

fee. When a device is charged, a subsequent payment can be done ona transaction basis or

included in telecommunication fees. The latter can be in the form of an elevated rate

(price/minute) for the transfer or included in a periodic bill. Subscription is also an option.
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Part of the fee is direct payment to the content provider, which may be represented by said
server. Part of the fee is used to award a discountto the device offering the content. I.e. users
of devices can recap part of that fee by sharing desirable content.

For each piece of content that is downloaded from a device(to the server or to
another device), the device is rewarded with credits. These credits can be in the form of

rebates on the purchase of new songs, on telecommunication fees or on downloading content
from other devices. The credits can be proportional to the amount ofdata transferred, e.g. the
size ofthe file, or proportional to the value ofthe song.

The content shared by devicesis verified by the server. Devices offering non-
compliant, e.g. sub standard content can be excluded from the exchange basedon the

identification of the mobile phoneidentification,i.e. not satisfying the criterion in step 200 of
acknowledgement.

In general, according to the present invention, a service for sanctioned P2P

transfer between devices is set up. Peers or devices who wantto share contentare registered
at the server and the content they offer may indexed, e.g. the Napster model.

The server may offer a comprehensivecollection of content. This can be done

using an intuitive interface for the selection of content. The offering of content can be

enhanced by supporting information. If certain content is not offered by any peer (device),
e.g. very new content, the server may offer the content. The latter is a temporary measuretill

(enough) peers (devices) offer the content. This amountsto a transition model. Initially most
content may be hosted bythe server but few peers will use the redirection service. If the

amount of connected peers in the network grows the demand onthe redirection service will

increasebut at the same time the amountofcontent provided at the server side can decrease.

Hence,if the popularity (and therefore the use) of the system increases the server will not

have to be scaled up.

Thetransfer rate of content shared by peers is not guaranteed. This enables the

definition of a lazy transfer modeto offer unused bandwidth at reducedprice. If the premium
service of voice communication uses more ofthe networks bandwidth, the bandwidth

available to P2P transfers is reduced.

A computer readable medium may be magnetic tape, optical disc, digital

versatile disk (DVD), compact disc (CD record-able or CD write-able), mini-disc, hard disk,
floppy disk, smart card, PCMCIA card,etc.

"In the claims, any reference signs placed between parentheses shall not be
constructed as limiting the claim. The word "comprising" does not exclude the presence of
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elements or steps other than those listed in a claim. The word "a" or "an" preceding an

element does not exclude the presenceof a plurality of such elements.

The invention can be implemented by means ofhardware comprising several

distinct elements, and by meansof a suitably programmed computer. In the device claim

enumerating several means, several ofthese means can be embodied by one and the same

item of hardware. The mere fact that certain measures are recited in mutually different

dependent claims does notindicate that a combination of these measures cannot be used to

advantage.
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CLAIMS:

1. A methodofpeerto peer transfer of content, said method comprising the steps
of:

receiving and transmitting (100), fromafirst device (11), a first request with a

first selection criterion for a first content to a server (18) or to a second device (12);
transferring (200) the first content satisfying said first selection criterion to

said first device from the server, when said server previously has acknowledgedsaid first

device as a legal recipient ofsaid first content and in case said first content is available only

on said server, and noting that said first device subsequently has the requested first content

available for other devices (14, 15, 16, 17); or

re-directing (300) said first request to a third device (13) on which the server

knowsthat the requested first contentis still available and transferring said first content

satisfying said first selection criterion to said first device from the third device; or

transferring (400) the first content satisfying said first selection criterion to

said first device from the second device, when said first content is available on said second

device, and informingthe serverthat said first content has been transferred to said first device

from said second device; and

rewarding (500) the one of said secondor third device from whichsaid first

content wastransferred to said first device, when content wastransferred from one ofthese;
and

charging (600) said first device for reception ofsaid first content.

2. A method according to claim 1, said method further comprising the stepsof:

uploading (700) a second content satisfying a secondselection criterion and

the second selection criterion to the server from a fourth device; and

rewarding (800) the fourth device for uploading the second content and the

secondcriterion to the server.
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3. A method according to claim 1 or 2, characterized in that said contentis copy
protected content, such as numerical information,picture, video, sound and combinations
thereof.

4, A method accordingto any one of claims 1 through 3, characterized in that

said content comprises one or more selected from the group:

a DVD picture and soundsignal;

a CD soundsignal;

a given digital audio format (e.g. MP3, WMA,Real Audio, WAV,eic);
a given digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video, etc);

a given picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

any such format that is capable of causing the device to emit a picture and/or
sound signal, e.g. G72x,aiff, real.

5. A method according to any oneof claims 1 through 4, characterizedin that

any of said devicesis a video cassette recorder (VCR), a personal digital assistant (PDA), a
mobile phone, a television, a radio, a DVD player, a CD player, an information panel, a web
tablet, a smart remote, a peer or a personal computer.

6. A device comprising:

meansfor receiving and transmitting a first request with a first selection

criterion for a first content to a server (18) or to a second device (12);

means for receiving a redirected said first request (13) on which the server

knowsthat the requested first contentis still available on said device;

meansfor transferring the first content satisfying said first selection criterion

to a first device, when said first content is available on said device, and means for informing
the server that said first content has been transferred to said first device;

means for being rewarded for transfer of content; and

means for being charged for reception of content.

7. A device according to claim 6 further comprising:

means for uploading a second content satisfying a second selection criterion

and the second selection criterion to the server; and
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meansfor being rewarded for the upload of the second content and the second
selection criterion to the server.

8. A server comprising:

meansfor receiving a first request with a first selection criterion for a first

content;

meansfortransferring the first content satisfying said first selection criterion

to a first device, when said server previously has acknowledgedsaid first device as a legal
recipient of said first content and in case said first content is available only on said server,
and means for notingthat said first device subsequently has the requested first content
available for other devices (14 , 15 , 16, 17); and/or

means for re-directing said first request to a third device (13) on which the

server knowsthat the requested first contentis still available; and / or

meansfor being informedthatsaid first content has been transferred to said

first device from said third device;

means for rewarding the one of said second or third device from which said

first content was transferredto said first device, when content was transferred from one of
these; and

means for charging said first device for reception of said first content.

9, A server according to claim 8 further comprising:

means for being uploaded with a second content satisfying a secondselection
criterion and means for being uploaded with the secondselectioncriterion from a fourth

device; and

means for rewarding the fourth device for uploading the second content and
the second criterion.

10. A system comprising:

meansfor receiving and transmitting, from a first device (11), a first request

with a first selection criterion for a first content to a server (18) or to a second device (12);
meansfor transferring the first content satisfyingsaid first selection criterion

to said first device from the server, when said server previously has acknowledgedsaid first

device as a legal recipient of said first content and in case said first content is available only
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on said server, and noting that said first device subsequently has the requested first content

available for other devices (14 , 15 , 16, 17);

meansfor re-directing said first request to a third device (13) on which the

server knowsthat the requested first contentis still available and transferringsaidfirst

content satisfying said first selection criterion to said first device from the third device;

meansfor transferring the first content satisfying said first selection criterion

to said first device from the second device, when said first content is available on said second

device, and informing the serverthat said first content has been transferred to said first device

from said second device;

means for rewarding the one of said second or third device from which said

first content was transferred to said first device, when content was transferred from one of

these; and

meansfor charging said first device for reception of said first content.

11, A system according to claim 10 further comprising:

means for uploading a second content satisfying a second selection criterion

and the secondselection criterion to the server from a fourth device; and

means for rewarding the fourth device for uploading the second content and

the second criterion to the server.

12. A computer system for performing the method according to any one of claims

1 through 5.

13. A computer program product comprising program code meansstored on a

computer readable medium for performing the method of any one of claims 1 through 5 when

the computer program is run on a computer.
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Description

[0001] This disclosure generally relates to a tunnel bro-
ker in a service oriented architecture system.

BACKGROUND INFORMATION

[0002] A network of devices may communicate over a
network and may form part of a system that provides an
array of various services. Different devices may provide
different services at different times and the system may
need to keep track of which services are available at
which devices. When a device is added, removed, or

modified, for example, the configuration of the system
changes. In a system with a large number of devices,
this may result in frequent need for reconfiguration, which
consumes system resources. Thus, keeping track of
available servicesatdifferent devices may be a challeng-
ing task.
[0003] US 7,779,086 B1 discloses that a client calls a

service on a servervia a client handle H1 and mayre-
peatedly call the service on the service via the client han-

dle H1. Aclient, or a Cluster Name Server (CNS), may
identify a node cluster associated with the client upon

receipt of a request from the client. From the node cluster,

the CNS mayidentify the appropriate serverthat provides
the requested service.

[0004] US2002/087707 A1 discloses an extended Do-

main Name Server (eDNS) system that maps a domain
nameto a group of servers. A first server is selected and
a client device connectsto the first server.If the first serv-

er becomes unavailable, the first server sends a handoff

request to a second serveras well as a redirection notice
to the client device. The client device then establishes a
connection to the second server.

SUMMARY

[0005] The invention is defined by a method according
to claim 1. Further embodiments are set out in the de-

pendentclaims 2-7.

[0006] A possible advantage of this method is that a
client device using or accessing a service has to only

provide specifications for the service, without needing to
discover or provide a network addressfor the service in
orderto establish a communication tunnel. Another pos-

sible advantage of this methodis that if the service fails
at a first device, the second end of the tunnel is moved
to a second device that hosts the service without inter-

ruption to the client device and without the client device

discovering that the second end of the tunnel has been
moved. Another possible advantageis that the client de-
vice may not be awarethatthe client device is accessing
the service through a communication tunnel. These ad-

vantages may result in a technical effect of reducing
processing time and conserving system resources. The

method mayinclude fewer advantages,different advan-
tages, or additional advantages to the ones described
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above.

[0007] Additionally, the method may include sending
asearch query that specifies the requested service prop-
erty to a service registry, wherein the service registry
includesa list of services available in one or more nodes

of the system; receiving search results from the service
registry, wherein the search results include a list of one
or more nodes having the requested service property;

and selecting the first node in the system that hosts the
first service instance having the requested service prop-
erty may include selecting the first node from thelist of
one or more nodes having the requested service prop-

erty. Sending a search query to a service registry, and

receiving search results that include a list of one or more
nodes having the requested service property, may pro-

vide an advantage of identifying nodes that hosts serv-
ices that satisfy the requirements of the requested serv-
ice property.

[0008] Additionally, the method may include determin-
ing that the communication tunnel should be updated;
and selecting the second node in the system that hosts
the second instance having the requested service prop-
erty may be based on determining that the communica-
tion tunnel should be updated. Determining that the com-

munication tunnel should be updated, and selecting the

second node based on determining that the communica-
tion tunnel should be updated, may provide an advantage

of responding to changing conditions, thereby continuing
to provide to the client accessto the service, having the
requested service property, via the communication tun-
nel.

[0009] Additionally, determining that the communica-
tion tunnel should be updated may include re-sending
the search query to the service registry at particular in-

tervals; and receiving updated search results from the
service registry, wherein the updated search results in-

clude an indication that the first node no longerhosts the

first service instance having the requested service prop-
erty or that the first service instance no longer has the
requested service property. Re-sending the search query
to the service registry at particular intervals, and receiving

updated search results from the service registry, may

provide an advantage of keeping track of which services
are available at which nodes.

[0010] Additionally, determining that the communica-
tion tunnel should be updated mayinclude at least one

of receiving an indication from the service registry that
the first node no longer hosts thefirst service instance

having the requested service property or that the first

service instance no longer has the requested service

property; receiving a messagefrom theclient device that
the first node is unreachable; or receiving a message
from thefirst nodethat the first node is unable to provide

the first service to the client device. Receiving an indica-

tion from a service registry that a node no longer hosts
a service instance having a requested service property,
or that the service instance no longer has the requested

service property, may provide an advantage of determin-
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ing when the second end of the communication tunnel
should be moved to another node.

[0011] Additionally, determining that the communica-
tion tunnel should be updated mayinclude determining

that another node in the system is a better match for the
requested service property; and selecting the second
nodein the system that hosts the second instance having

the requested service property may be based on deter-
mining that another node in the system is a better match

for the requested service property. Determining that an-
other node in the system is a better match for the re-
quested service property, and selecting the second node

based on determining that another nodein the system is

a better match for the requested property, may provide
an advantage of managing the communication tunnelto
provide the best possible match to the requested service

property for the client device.
[0012] Additionally, determining that another node in
the system is a better match for the requested service
property may include re-sending the search query to the
service registry at particular intervals; and receiving up-

dated search results from the service registry, wherein
the updated search results include an indication that an-

other node in the system is a better match for the re-

quested service property. Re-sending the search query

to the service registry at particular intervals, and receiving

updated search results from the service registry, may
provide an advantage of keeping track of which services
are available at which nodes.

[0013] Additionally, determining that another node in

the system is a better match for the requested service
property may include receiving an indication from the
service registry that the second node hosts the second
service instance, wherein the second service instance is

a better match for the requested service property. Re-
ceiving an indication from a service registry that another

node in the system is a better match for the requested

service property may provide an advantage of enabling
the tunnel broker to determine that the second end of the
communication tunnel should be moved to another node.

[0014] Additionally, the method mayinclude determin-
ing one or more network connection metrics for a con-
nection from the client device to particular nodes of the

nodesincludedin the list of one or more nodes having
the requested service property; and selecting the first
node from the list of one or more nodes having the re-
quested service property may be based on the deter-
mined one or more network connection metrics. Deter-

mining one or more network connection metrics for a con-

nection from the client device to particular nodes may
provide an advantage of enabling the tunnel brokerto
select a nodethatwill provide a better connection to the
client device via the communication tunnel.

[0015] Additionally, moving the second end of the com-
munication tunnel from the first node to the second node

may be donetransparently with respect to the client de-

vice. Moving the second end of the communication tunnel
transparently with respect to the client device may pro-
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vide an advantageof enabling the client device to access

the service without any perceived interruptions.

[0016] Additionally, the requested service property
mayinclude one or more of a particular service interface;
a particular operating system associated with the service;
a particular processing capacity associated with the serv-
ice; a particular storage capacity associated with the
service; a particular bandwidth associated with the serv-
ice; a particular location associated with the service; a
particular codec associated with the service; a particular
domain associated with the service; or a particular secu-

rity level associated with the service. Configuring the tun-
nel broker to select a node based on these properties

may benefit the system by enabling a client device to
request a service that includes at least one of the prop-
erties.

[0017] The invention is further defined by a computer
device according to claim 8. Further embodiments are
set out in the dependentclaims 9-13.

[0018] A possible advantage of this computer device
is that a client device using or accessing a service has

to only provide specifications for the service, without
needing to discoveror provide a network addressfor the
service in order to establish a communication tunnel. An-

other possible advantage of this computerdeviceis that

if the servicefails at a first device, the tunnel broker may
move the second end of the tunnel to a second device

that hosts the service without interruption to the client

device and withoutthe client device discovering that the
second end of the tunnel has been moved. Another pos-

sible advantageis that the client device may not be aware
that the client device is accessing the service through a
communication tunnel. These advantages mayresult in

a technical effect of reducing processing time and con-
serving system resources. The computer device mayin-
clude fewer advantages,different advantages, or addi-

tional advantages to the ones described above.

[0019] Additionally, the tunnel broker may be further
configured to send a search query that specifies the re-
quested service property to a service registry, wherein

the service registry includesa list of services available
in one or more nodesof the system; receive search re-

sults from the service registry, wherein the search results
include a list of one or more nodes having the requested
service property; and wherein, when selecting the first
node in the system that hosts the first service instance
having the requested service property, the tunnel broker
may be further configured to select the first node from

the list of one or more nodes having the requested service

property. Sending a search query to a service registry,
and receiving search results that include a list of one or
more nodes having the requested service property, may

provide an advantage of identifying nodes that hosts
services that satisfy the requirements of the requested
service property.

[0020] Additionally, the tunnel broker may be further
configured to determine that the communication tunnel
should be updated; and the tunnel broker may be con-
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figured to select the second nodein the system that hosts

the second instance having the requested service prop-
erty based on determining that the communication tunnel
should be updated. Determining that the communication
tunnel should be updated, and selecting the second node
based on determining that the communication tunnel

should be updated, may provide an advantage of ena-
bling the tunnel broker to respond to changing conditions,
thereby continuing to provide to the client access to the
service, having the requested service property, via the
communication tunnel.

[0021] Additionally, when determining that the commu-
nication tunnel should be updated, the tunnel broker may

be further configured to re-send the search query to the
service registry at particular intervals; and receive updat-

ed search results from the service registry, wherein the
updated search results include an indication thatthefirst

node no longerhoststhefirst service instance having the
requested service property or that the first service in-
stance no longer has the requested service property. Re-
sending the search query to the service registry at par-
ticular intervals, and receiving updated search results

from the service registry, may provide an advantage of
enabling the tunnel broker to keeptrack of which services
are available at which nodes.

[0022] Additionally, when determining that the commu-
nication tunnel should be updated, the tunnel broker may

be further configured to at least one of receive an indi-
cation from the serviceregistry that the first node no long-
er hosts the first service instance having the requested

service property or thatthe first service instance no longer
has the requested service property; receive a message
from the client device that the first node is unreachable;

or receive a message from the first node that the first
node is unable to provide the first service to the client

device. Receiving an indication from a service registry

that a node no longer hosts a service instance having a

requested service property, or that the service instance
no longer has the requested service property, may pro-

vide an advantage of enabling the tunnel broker to de-
termine that the second end of the communication tunnel
should be moved to another node.

[0023] Additionally, when determining that the commu-
nication tunnel should be updated, the tunnel broker may

be further configured to determine that another node in
the system is a better match for the requested service
property; and the tunnel broker may be configured to se-
lect the second nodein the system that hosts the second
instance having the requested service property based on

determining that another node in the system is a better

match for the requested service property. Determining
that another node in the system is a better match for the
requested service property, and selecting the second
node based on determining that another node in the sys-

tem is a better match for the requested property, may
provide an advantage of enabling the tunnel broker to
manage the communication tunnel to provide the best

possible match to the requested service property for the
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client device.

[0024] Additionally, when determining that another
node in the system is a better match for the requested
service property, the tunnel broker may be further con-
figured to receive an indication from the service registry
that the second node hosts the secondservice instance,
wherein the second service instance is a better match

for the requested service property. Re-sending the
search query to the service registry at particularintervals,

and receiving updated search results from the service
registry, may provide an advantage ofenabling the tunnel
broker to keep track of which services are available at
which nodes.

[0025] Additionally, the tunnel broker may be config-
ured to move the second end of the communication tun-

nel from the first node to the second nodetransparently
with respect to the client device. Moving the second end

of the communication tunnel transparently with respect
to the client device may provide an advantageofenabling
the client device to access the service without any per-
ceived interruptions.

[0026] According to yet another aspect, a computer
device may include logic configured to implement a tun-
nel broker configured to receive a request from a client

device for a service in a system, the service having a

requested service property; send a search query that

specifies the requested service property to a service reg-
istry, wherein the service registry includesa list of serv-
ices available in one or more nodesofthe system; receive
search results from the service registry, wherein the

searchresults include a list of one or more nodes having
the requested service property; select a first node in the
system that hosts a first service instance having the re-
quested service property from the list of one or more
nodes having the requested service property; establish
a communication tunnel between the client device and

the selected first node, wherein the communication tun-
nel includesa first end at the client device and a second

end at the first node; determinethat the thatthe first node

no longer hosts thefirst service instance having the re-
quested service property or that the first node has be-
come unreachable; select a second nodein the system

that hosts a second service instance having the request-
ed service property, in response to determining that the

first node no longerhoststhefirst service instance having
the requested service property or that the first node has
become unreachable; and move the second end of the
communication tunnel from the first node to the second

node transparently with respectto the client device.

[0027] A possible advantage of this computer device
is that a client device using or accessing a service has

to only provide specifications for the service, without
needing to discoveror provide a network addressforthe
service in order to establish a communication tunnel. An-

other possible advantage of this computerdevice is that
if the servicefails at a first device, the tunnel broker may
move the second end of the tunnel to a second device

that hosts the service without interruption to the client
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device and withoutthe client device discovering that the

second end of the tunnel has been moved. Anotherpos-

sible advantageis that the client device may not be aware
that the client device is accessing the service through a
communication tunnel. These advantages mayresult in

a technical effect of reducing processing time and con-
serving system resources. The computer device mayin-

clude fewer advantages,different advantages, or addi-
tional advantages to the ones described above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028]

Fig. 1 is a block diagram illustrating an exemplary
environment according to one or more embodiments
described below;

Fig. 2 is a block diagram illustrating exemplary com-
ponents of a device of Fig. 1;

Fig. 3 is a block diagramillustrating exemplary func-
tional layers of a device of Fig. 1;
Fig. 4A is a block diagram illustrating exemplary

functional components of a service layerof Fig. 3;
Fig. 4B is a block diagram illustrating the functionality

of the service registry of Fig. 4A;

Fig. 4C is a block diagram illustrating exemplary
functional components ofthe service registry of Fig.
4A;

Fig. 4D is a block diagram of an exemplary property
table for a particular service that may be stored by

the service registry of Fig. 4A;
Fig. 5A is a block diagramillustrating functional com-
ponents of an overlay network layerof Fig. 3;
Fig. 5B is a block diagram of a tree of an exemplary
functional overlay network;
Fig. 6 is a block diagram illustrating functional com-

ponents of a tunnel broker;

Fig. 7A is a block diagram illustrating components

that maybestoredin the service registry of Fig. 4A;
Fig. 7B is a block diagram illustrating components

that may be stored in the tunnel databaseof Fig. 6;
Fig. 8 is a flowchart of a process for setting up and
managing a communication tunnel according to an
implementation described herein; and

Figs. 9A-9C are diagrams of exemplary scenarios of
setting up and managing a communication tunnel
according to an implementation described herein.

DETAILED DESCRIPTION OF PREFERRED EMBOD-
IMENTS

[0029] Thefollowing detailed description refers to the
accompanying drawings. The same reference numbers
in different drawings identify the same or similar ele-
ments.

[0030] A system, such as a surveillance system, may
include a large numberof devices that can provide serv-
ices. If a client device requests a particular service, a
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tunneling protocol may be used to encapsulatetraffic via
a communication tunnel between the client device and a

device providing the service. A tunnel can be set up man-
ually by the client device or by a tunnel brokerthat selects
the endpoints of the tunnel and establishes the tunnel
between the endpoints. In order to establish the tunnel,
the client device or the tunnel broker needs to know the

topology of the network. For example, the client device
may need to know the network address of the device
providing the service and will request a tunnel to be set
up between the network addressof the client device and

the network addressof the device providing the service.

Thus, the client device mayfirst need to determine the

network addressof the device providing the service. Fur-
thermore, if the device providing the service becomes
unavailable, if the service becomes unavailable, or if the

properties of the service change, the client device may
need to locate anotherdevicein the system that provides
the service, may need to determine the network address

of the new device, and may need to request the tunnel
broker to set up a New communication tunnel to the new

device. In a system with a large numberof devices with
changing service capabilities, such a process may be
slow and consume a large numberof resources. These

issues result in a technical problem in need of a solution.
[0031] Implementations described herein relate to a

tunnel broker in a system based on a service oriented

architecture (SOA). In system based on a SOA,function-
ality is discretized into services. A service is a self-con-
tained cohesiveunit of functionality. Communication with

a service is performed through a service interface that
has a defined message format. The communication proc-
ess is independent of the implementation of the service.

The service may provide end user functionality and the
service interface may be designed to be understandable
by business people. Furthermore, each service is inde-

pendentof other services and the boundaries of the serv-
ice are explicit. Thus, if one service crashes, other serv-

ices will not be affected. Therefore, each service may run
as a different process, for example.

[0032] Services provided by a node in the system are
stored in a service registry. The service registry stores
properties for each service, such as a serviceidentifier,

an operating system associated with the service, location

coordinates of the node on whichthe serviceis running,
processing capacity associated with the service, band-
width capacity associated with the service, and/or other
types of properties associated with the service. Notall
nodesin the system mayinclude a service registry. Thus,

some service registries may store services available at
other nodesin the system. Furthermore, service regis-
tries in the system may be topologically interconnected
and a second service registry may be accessible through

a first service registry.If the first service registry receives

a search query and does notidentify a match for the
search query,the first service registry may forward the
search query to the second service registry. Thus, to a
client submitting a search query to locate a service, the
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service registries in the system may appearas a single

distributed service registry.
[0033] In order to solve the technical problem de-

scribed above, the SOA system includes a tunnel broker.
The tunnelbrokeris configured to establish and manage
a communication tunnel from a client device to a service

having a requested service property. The communication

tunnel may have a first end at the client device and a
second end at a device providing the service having the
requested service property. The tunnel broker may

changethe device at the second end of the communica-
tion tunnel in a mannertransparentto the client device.

For example, instead of requesting a communication tun-
nel based on network addresses or device identifiers

(e.g., a tunnel between network address
12.11.1.43:1233 and network address

143.223.123.1:22), a client may request a communica-
tion tunnel betweena service host with a service property
VIDEO_MONITORING_SERVICE and a service host

with a service property CAMERA_FRONT_DOOR.The
tunnel broker mayidentify a device with the service prop-
erty CAMERA_FRONT_DOORand mayset up a com-
munication tunnel to the client device (e.g., the
VIDEO_MONITORING_SERVICEservice host). Thecli-

ent device may not be aware of the actual network ad-

dress or device identifier of the device providing the
CAMERA_FRONT_DOORservice. Furthermore, if the

device providing the CAMERA_FRONT_DOORservice
becomes unavailable or stops hosting the service, the

tunnel broker may identify another device in the system
that host a service with the requested

CAMERA_FRONT_DOORservice and may switch the
second end of the communication tunnel to the other de-

vice transparently with respect to the client device.

[0034] The tunnel broker may receive a request from
a client device for a service having a requested service

property and may send a search queryto a service reg-

istry for a list of system nodes that host a service with
the requested service property. The service property may

specify a particular service interface, a particular operat-
ing system, a particular processing capacity, a particular
storage capacity, a particular bandwidth and/orbitrate,
a particular location, a particular codec, a particular net-

work domain, a particular security level, and/or another

type of service property. The request may specify multi-
ple requested service properties. Thus, the phrase "re-

quested service property" may refer to multiple requested
service properties. The service registry mayreturnalist

of one or more system nodesthat hosta service instance

with the requested service property or properties and the

tunnel broker may select one of the system nodes from
the list. The system node may be selected based on the
best match to the requested service property or proper-
ties and/or based on other factors, such as connection

metrics. For example,if two nodes host a service instance

with the requested property and one of the nodes has a
higher quality connection to the client device, the tunnel
broker may select the node with the higher quality con-
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nection.

[0035] The tunnel broker may establish a communica-
tion tunnel with a first end at the client device and the

second end at the selected system node providing the

requested service. The tunnel may be set up using, for
example, Tunnel Setup Protocol (TSP). After the com-
munication tunnel is set up, the tunnel broker may deter-
mine that the communication tunnel should be updated.

Asan example, the tunnel broker may re-send the search
query to the service registry at particular intervals and

mayreceive updated searchresults from the service reg-
istry. The updated search results may indicate that the

selected system nodeis not available, that the selected

system node no longer hosts the service, that the prop-

erties of the hosted service no longer match the require-
ments of the requested service property, and/or that an-
other system node hosts a service instance that better
matches the requirements of the requested service prop-
erty.

[0036] As another example, the tunnel broker may re-
ceive an update from the service registry without re-send-
ing the search query. For example, the tunnel broker may

set up a subscription for changesto service matching the
search query and the service registry may send periodic

updates to the tunnel broker. As yet another example,

the tunnel broker may receive a message from the client
device that the selected node is not reachable via the

communication tunnel or may receive a message from
the selected node that the selected node is no longer
hosting the requested service.

[0037] In response to determining that the communi-
cation tunnel should be updated, the tunnel broker may
select another node that hosts a service instance with

the requested service property and may move the second
end of the communication tunnel from the first selected

nodeto the second selected node. The client device may

continueto use the service without detecting that the tun-
nel broker has moved the second end of the communi-
cation tunnel.

[0038] In some implementations, a one-to-many com-
munication tunnel may be established and maintained
by the tunnel broker. For example, a client device may
request a communication tunnel to a particular number

of service instances having a requested service property.
Thus, tunnel broker may set up a communication tunnel
with a first end at the client device and with multiple sec-

ond sends, each second end being connected to a par-
ticular service instance having the requested property.

[0039] Thus, the tunnel broker, as described herein,

provides a possible advantagein that a client device us-

ing or accessing a service has to only provide specifica-
tions for the service, without needing to discover or pro-
vide a network addressfor the service in order to estab-

lish a communication tunnel. Another possible advan-

tage of the tunnel brokeris that if the service fails at a
first device, the second end of the tunnel is moved to a

second device that hosts the service without interruption
to the client device and without the client device discov-
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ering that the second end of the tunnel has been moved.

Anotherpossible advantageis that the client device may
not even be awarethat the client device is accessing the
service through a communication tunnel.

[0040] Fig. is a block diagram of an exemplary envi-
ronment 100 in which the systems and/or methods de-
scribed can be implemented. As shown in the embodi-

mentof Fig. 1, environment 100 includes a network 110,
sub-networks 120-A to 120-N (referred to collectively as
"sub-networks 120" and individually as "sub-network
120"), devices 130-A-A to 130-N-K (referred to collec-
tively as "devices 130" and individually as "device 130"),
and administration device 150. Device 130-N-Krefers to

the Kth device 130 in sub-network 120-N. In this embod-

iment, the components in environment 100 form a serv-

ice-oriented architecture (SOA) system service bus 140.
[0041] Network 110 enables sub-networks 120 and/or
devices 130 to communicate with each other. Network

110 mayinclude one or more circuit-switched networks
and/or packet-switched networks. For example, in one
embodiment, network 110 includes a local area network

(LAN), a wide area network (WAN), a metropolitan area
network (MAN), a Public Switched Telephone Network
(PSTN), an ad hoc network, an intranet, the Internet, a

fiber optic-based network, a wireless network, and/or a

combination of these or other types of networks.
[0042] Sub-network 120 may include a LAN (e.g., a
Layer 2 network) and/or a private network(e.g., a Layer
3 network). Sub-network 120 may interconnect one or
more devices 130. For example, sub-network 120-A may
interconnect devices 130-A-A to 130-A-J. Device 130

may include any device configured to communicate via
SOAsystem service bus 140, for example.
[0043] Device 130 mayinclude a server computer de-
vice, such as a Hypertext Preprocessor (PHP) server de-
vice, a C program server device, a Linux server device,

a Windowsserver device, and/or anothertype of server
device; a personal computer device, such as a desktop,
laptop, tablet, a mobile communication device, and/or

anothertype of personal computer device running Win-
dows,Linux, Android, iOS, and/or another operating sys-
tem; a monitoring device, such as a visible light camera,

an infrared (IR) camera, a heat signature camera; a mi-
crophone; an alarm sensor, such as a motion sensor, a

heat sensor, a pressure sensor, and/or anothertype of
alarm sensor; a microcontroller computer device; and/or

anothertype of computer device. While devices 130 are
shown as connected to a sub-network 120, a particular

device 130 may connect directly to network 110.

[0044] In one embodiment, SOA system service bus
140 is implemented between devices 130 on top of an

existing network topology. SOA system service bus 140
may enable different types of devices 130, and/or devices
130 implemented using different platforms, to communi-

cate using a service oriented architecture. SOA system
service bus 140 may enableafirst device 130 to request
a particular service from any device 130 (e.g., itself or
anotherdevice 130). Thus, a client (e.g., itself a "service"
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or a "client service") hosted by first device 130 maycall

upon aservice hosted by a second device 130 (e.g., when
the service is not available in first device 130). A first
service (e.g., in first device 130) that requests another
service (e.g., in second device 130) is referred to as a
"client" ora "client service" as havinginitiated the request.

Thefirst service may also provide services to other serv-
ices in the network, for example.
[0045] In one embodiment, a service is accessed via

a standardized service interface. Each type of service
may be associated with a particular service interface
(e.g., a different service interface). A client requesting a

service may thus communicate with a service interface
and the client may be agnostic with respect to the actual
implementation of the service. In other words, implemen-

tations of services communicate with each other using
protocols defined by the service interfaces so that each
implementation does not have to be concerned with the

others’ implementations. A running service implementa-

tion, associated with a particular service interface, may
be referred to as a service instance. A device 130 that

includes a service host (e.g., a device that hosts a serv-
ice) may keeptrack of available service instances with a
service registry (e.g., a list or database of services). SOA

system service bus 140 may enable communication be-

tween devices 130 to locate a requested service by
searching service registries of service hosts in devices
130.

[0046] Administration device 150 may enable an ad-
ministrator to configure or otherwise manage SOA sys-
tem service bus 140. For example, administration device

150 mayinclude a portable communication device (e.g.,
amobile phone, asmart phone,a phablet device,a global

positioning system (GPS) device, and/or anothertype of
wireless device); a personal computer or workstation; a
serverdevice; a laptop, tablet, or another type of portable

computer; and/or any type of device with communication

capability.

[0047] Like network 110, sub-network 120 mayinclude
one or more circuit-switched networks and/or packet-

switched networks. For example, sub-network 120 may
include a LAN, a WAN, a MAN,a PSTN,an ad hoc net-

work, an intranet, the Internet, a fiber optic-based net-
work, a wireless network, and/or a combination of these

or other types of networks.
[0048] Although Fig. 1 shows exemplary components
of environment 100, in other implementations, environ-

ment 100 mayinclude fewer components, different com-

ponents,differently arranged components, or additional

components than depictedin Fig. 1. Additionally or alter-
natively, any one device in environment100 (or any group
of devices) may perform functions described as per-
formed by one or moreotherdevices in environment100.
[0049] ‘Fig. 2 is a block diagram illustrating exemplary

components of device 130. As shown in Fig. 2, device
130 mayinclude a bus 210, a processor 220, a memory
230, an input device 240, an output device 250, and a
communication interface 260.
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[0050] Bus 210 mayinclude a path that permits com-

munication among the components of device 130. Proc-
essor 220 may includeanytype of single-core processor,
multi-core processor, microprocessor, latch-based proc-

essor, and/or processing logic (or families of processors,
microprocessors, and/or processing logics) that inter-
prets and executesinstructions. In other embodiments,

processor 220 mayinclude an application-specific inte-
grated circuit (ASIC), a field-programmable gate array
(FPGA), and/or another type of integrated circuit or
processing logic.

[0051] Memory 230 mayinclude any type of volatile

and/or dynamic storage device that may store informa-

tion and/orinstructions, for execution by processor 220,
and/or any type of non-volatile storage device that may
store information for use by processor 220. For example,
memory 230 may include a random access memory
(RAM)or anothertype ofdynamic storage device,a read-
only memory (ROM) device or another typeofstatic stor-

age device, a content addressable memory (CAM), a
magnetic and/or optical recording memory device andits

correspondingdrive (e.g., a hard disk drive, optical drive,
etc.), and/or a removable form of memory, such as a flash
memory.

[0052] Input device 240 mayallow an operatorto input

information into device 130. Input device 240 mayin-
clude, for example, a keyboard, a mouse, a pen, a mi-
crophone, a remote control, an audio capture device, an

image and/or video capture device, a touch-screen dis-

play, and/or anothertype of input device. In one embod-

iment, device 130 may be managed remotely and may
not include input device 240. In other words, device 130

may be "headless" and may not include a keyboard, for
example.

[0053] Output device 250 may output information to an
operator of device 130. Output device 250 may include

a display, a printer, a speaker, and/or another type of

output device. For example, device 130 may include a
display, which mayinclude a liquid-crystal display (LCD)
for displaying content to the customer. In one embodi-
ment, device 130 may be managed remotely and may
not include output device 250. In other words, device 130

may be "headless" and may not include a display, for
example.

[0054] Communication interface 260 may include a
transceiver(e.g., a transmitter and/or a receiver) that en-
ables device 130 to communicate with other devices

and/or systems. Communications interface 260 may

communicate via wireless communications (e.g., radio

frequency,infrared, and/orvisual optics, etc.), wired com-
munications (e.g., conductive wire, twisted pair cable,
coaxial cable, transmission line, fiber optic cable, and/or

waveguide, etc.), or a combination of wireless and wired
communications. Communication interface 260 may in-
clude a transmitter that converts basebandsignals to ra-

dio frequency (RF) signals and/or a receiver that converts
RF signals to baseband signals. Communication inter-
face 260 may be coupled to an antenna for transmitting
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and receiving signals.

[0055] Communication interface 260 may include a
logical component that includes input and/or output ports,
input and/or output systems, and/or other input and out-
put components that facilitate the transmission of data
to other devices. For example, communication interface

260 mayinclude a networkinterface card (e.g., Ethernet

card) for wired communications and/or a wireless net-
workinterface (e.g., a WiFi) card for wireless communi-
cations. Communication interface 260 may also include
a universal serial bus (USB) port for communications
over a cable, a Bluetooth™ wireless interface, a radiof-

requency identification (RFID) interface, a near-field

communications (NFC) wireless interface, and/or any
othertype of interface that converts data from one form
to another form.

[0056] As described below, device 130 may perform
certain operations relating to a tunnel broker configured
to establish and manage a communication tunnel based

on arequested service property. Device 130 may perform
these operations in response to processor 220 executing
software instructions contained in a computer-readable

medium, such as memory 230. Acomputer-readable me-
dium includes a non-transitory memory device. A mem-

ory device may be implemented within a single physical

memory device or spread across multiple physical mem-

ory devices. The software instructions may be read into
memory 230 from another computer-readable medium
or from another device. The software instructions con-

tained in memory 230 may cause processor 220 to per-

form processes described herein. Alternatively, hard-
wired(e.g., fixed) circuitry may be used in place of, or in
combination with, software instructions to implement
processes described herein. Thus, implementations de-

scribed herein are notlimited to any specific combination
of hardwarecircuitry and software.

[0057] Although Fig. 2 shows exemplary components

of device 130, in other implementations, device 130 may
include fewer components,different components, addi-

tional components,or differently arranged components
than depicted in Fig. 2. Additionally or alternatively, one
or more components of device 130 may perform one or

more tasks described as performed by one or more other
components of device 130. Administration device 150

may be configured similarly as device 130.
[0058] Fig. 3 is a block diagram illustrating exemplary
communication layers of device 130. The functional com-
ponents of device 130 may be implemented, for example,

by processor 220 executing instructions from memory

230. Additionally or alternatively, the functional compo-
nents of device 130 may be implemented via hardwired
(e.g., fixed) circuitry of one or more ASICs. As shownin
Fig. 3, device 130 may include a service layer 310, an
overlay network layer 320, and a device layer 330.

[0059] Service layer 310, in one embodiment, enables
clients to search for service instancesofa particular serv-

ice type and enables clients to send requests to particular
service instances. A service may be accessed via a
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standardized service interface that, in one embodiment,

is agnostic to the actual implementation of the service.
Aservice instance may be associated with explicit bound-
aries. In this embodiment, a particular process running
on device 130, and/or particular data stored on device
130, either resides within the service instance or outside

of the service instance without ambiguity. A service in-
stance may be autonomouswith respect to other service
instances. For example, a particular service instance

may be modified (e.g., code may be rewritten) without
negatively impacting other service instancesinteracting
with the particular service instance. A service may share
a schema and/or a contract with other service instance

(of the sametype orof different type), but, in one em-
bodiment, does not share the service implementation. A

schema specifies the format and content of messages
sent or received bythe service interface. A contract spec-
ifies permissible sequences of messagessent or receive
by the serviceinterface.

[0060] Oneormore services may be deployed together
as a bundle. A bundle may correspond to service that

functions as a deploymentunit in the system. A node in
the system that is able to deploy a particular bundle, cor-
responding to a grouping of one or more services, func-

tions as a bundle host. A bundle repository service may

store a collection of bundlesin the system. Thus, when
service managerselect to deploy a service, the service
manager may needto locate a bundle hostthat is able
to deploy a bundle associated with the service. The serv-
ice manager may contact the service registry to locate

the bundle repository service. The service manager may

then contact the bundle repository service to identify a
bundle. The service manager may select a bundle and

may then searchthe service registry to identify a suitable
bundle host that may deploy the selected bundle. The
service manager may then contact the bundle host and

mayinstruct the bundle host to deploy the bundle asso-
ciated with the service.

[0061] Overlay network layer 320, in one embodiment,
implements an overlay network on top of an existing net-
work topology. Overlay network layer 320 may be re-
sponsible for routing traffic through firewalls and/or deal-

ing with network addresstranslation (NAT) in the under-
lying network topology. In one embodiment, the overlay

network topology (e.g., which may be different than the
underlying network topology) includes nodes organized
in atree structure. The overlay network topology logically
connects the nodes. In other embodiments, the overlay

network topology mayinclude a different type of structure

(e.g., a mesh topology). Each service host in a device
130 may correspond to a node in the overlay network
and may be assigned a node identifier (ID). As noted
above, a device 130 may include multiple service hosts
and/or multiple nodes. Device 130 may be described as
including one host that corresponds to one node. The
nodes may be connected via the network topology, such
as a routing tree, and a node may send a message to
another nodevia the routing tree. In one embodiment, a
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node may send a message to another node via the un-

derlying network topology without the messagetravers-
ing the overlay network topology. Each node maystore

information (e.g., addresses of the underlying network,
such as network110) to reach its neighborsin the overlay
network (as well as the underlying network). Overlay net-
worklayer 320 may correspond to a communication layer
between the nodes and may use multiple network topol-

ogiesto realize a particular function. For example, when
searching service registries for a particular type of serv-
ice, overlay network layer 320 may traverse edgesof a
tree of nodes while searching through service registries.

In one embodiment, when sending a message from a

first node to a second node, overlay network layer 320
may send the message directly from the first node to the
second node, rather than by following edges ofthe tree.
Overlay network layer 320 may provide node IDsto serv-
ice layer 310 and service layer 310 may send messages
to particular node IDs without needing to know the un-

derlying network topology.

[0062] In one embodiment, device layer 330 performs
device discovery duringinitial installation of SOA system
service bus 140. Device layer 330 and/or overlay network
layer 320 may also perform node discovery subsequent

to initial installation, and/or may rediscover lost nodes

that went offline and that rejoin the overlay network at a
later time. In one embodiment, overlay networklayer 320
managesa shared secret for the overlay network, such
as a certificate, that enables the nodes to verify each
other’s identity. Overlay network layer 320 may form a

topology (e.g., a routing tree or mesh) for the overlay
network based on one or more metrics of nearness. How-

ever, amessagefrom a first node to a second node need
not traverse the routing tree and may instead be sent

directly from the first node to the second node. In another
embodiment, the messagefrom thefirst nodeto the sec-

ond nodetraversesthe routing tree. Furthermore, overlay

network layer 320 may send multicast messages based
on multicast groups. Moreover, overlay networklayer 320
may provide a quality of service (QOS) guarantee to serv-
ice layer 310.
[0063] While network layer 320 generally deals with

"nodes," device layer 330 generally deals with "devices."
Device layer 330 correspondsto the lowerlevels of func-
tionality of device 130, including functionality required to
communicate using the underlying network topology

(e.g., network 110 and/or sub-network 120). For exam-
ple, in some implementations, device layer 330 may im-

plement Layers 1 through 6 of the Open SystemsInter-

connection (OSI) model (e.g. the Physical layer, Data
Link layer, Network layer, Transport layer, Sessionlayer,
and Presentation layer). Implementation of these layers
may include routing Ethernet frames, routing Internet
Protocol (IP) packets, session management, encrypting
and decrypting packets, retransmitting lost packets, etc.

[0064] Although Fig. 3 shows exemplary functional
components of device 130, in other implementations, de-

vice 130 may include fewer functional components,dif-
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ferent functional components,differently arranged func-

tional components, or additional functional components

than depicted in Fig. 3. Additionally, any one of the com-
ponents (or any group of components)ofdevice 130 may
perform functions described as performed by one or more
other functional components of device 130.

[0065] Fig. 4A is a block diagram illustrating exemplary

functional components of service layer 310. As shown in
Fig. 4A, service layer 310 includes a service host 315
Service host 315 mayinclude one or more services 410-
Ato 410-N (referred to collectively as "services 410" and
individually as "service 410"), one or more clients 420-A

to 420-K (referred to collectively as "clients 420" and in-

dividually as "client 420"), a message dispatcher 430,
and a service registry 440.
[0066] Service 410 correspondsto a service instance

associated with service host 315 of service layer 310 of
device 130. In one embodiment, service 410 includes a

service interface 412 and a service implementation 414.

Service interface 412 may include a communication pro-
tocol, such as a standardized communication protocol.
In one implementation, the communication protocol in-

cludes a unique nameandversion. Service interface 412

may be specified using a Simple Object Access Protocol

(SOAP)interface specification, a JavaScript Object No-

tation (JSON)interface specification, and/or another type
of interface specification. Service implementation 414 in-
cludes the implementation of service 410. Service imple-
mentation 414 processes requests received via service
interface 412 and/or responds to service requests

through service interface 412. Service interface 412 may
convert responsesreceived from service implementation
414 into a particular format compatible with the proper

protocol, which client 420 uses to exchange messages
with service 410.

[0067] In one embodiment,client 420 requests a serv-

ice instance of a particular service type by sending a re-

questto service registry 440. Once a service instanceis
identified and selected, client 420 may send a request to
the identified and selected particular service instance via

message dispatcher 430. As discussed above, clients
420 mayalso be services 410. The term "client" or "client

service"identifies the service as one that is requesting
anotherservice.

[0068] Message dispatcher 430 receives incoming
messages from client 420 and directs them to service
410 that is the intended recipient of the incoming mes-
sage. Furthermore, message dispatcher 430 may re-

ceive messages from a service and send the message

to a particular client 420. Ifthe destination of the incoming
message is not on the same device 130 as message
dispatcher 430, then the message maybe forwarded to
the overlay networklayer 320 for forwarding to the correct
device 130. Services 410 and clients 420 may function
as endpoints in the overlay network implemented by

overlay network layer 320. Thus, in one embodiment,
overlay network layer 320 may maintain a routing table
based on the routing tree of the overlay network. The
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routing table mayincludea list of next hop destinations

for particular node IDs. Message dispatcher 430 may
identify a next hop destination for the outgoing ID and
may provide the message to overlay network layer 320
for delivery. Thus, in this embodiment, message dis-
patcher 430 implements a request-response messaging
mechanism.

[0069] Service registry 440 maintainsa list of deployed
services 410 along with properties associated with the
deployed services (e.g., instances of services). Exem-
plary components of service registry 440 are described
in more detail below with reference to Fig. 4C. A service

410 mayregister with service registry 440 by providing

service registry 440 with a description of the service (e.g.,
including properties of the service). Because clients 420
mayalso be services 410, clients 420 may also register
with service registry 440.
[0070] Fig. 4B is a block diagram illustrating the func-
tionality of service registry 440. As shownin Fig. 4B, serv-

ice registry 440 may receive search queries from clients
420. Asearch query mayspecify a particular service type,
one or more requested properties for the particular serv-

ice type, a requested numberof hits, and/or one or more
other parameters. Service registry 440 mayidentify serv-

ices 410 that satisfy the search query.If the number of

requested hits is not satisfied by service registry 440,
service registry 440 may forward a query to another serv-
ice registry 440 (e.g., an adjacent service registry 440)
in the overlay network. In one embodiment, service reg-

istry 440 does not select a particular service instance
based on a search query. Rather, in this embodiment,

service registry 440 returns the results of the query to
client 420 and client 420, which originated the query, may
select a particular service instance from the search re-

sults. In another embodiment, service registry 440 se-
lects the particular service instance based on the search

query from the results of the query.

[0071] Although Figs. 4A and 4B show exemplary func-
tional components of service layer 310, in other imple-
mentations, service layer 310 may include fewer func-
tional components, different functional components,dif-

ferently arranged functional components, or additional

functional components than depicted in Figs. 4A and 4B.
Additionally, any one of the components (or any group
of components) of service layer 310 may perform func-
tions described as performed by one or more otherfunc-
tional components of service layer 310.
[0072] Fig. 4Cis ablock diagram illustrating exemplary

functional componentsof service registry 440. As shown

in Fig. 4C, service registry 440 may include a host service
registry database (DB) 442, a query handler 444, anda
service registry cache 446.
[0073] Host service registry DB 442 may maintain a
list of services 410 hosted by service host 315 and/or
properties of those services. An example of a service

listed in host service registry DB 442 and properties of
the service is provided below with respect to Fig. 4D.

Host service registry DB 442 may be populated by serv-
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ices 410 registering with service registry 440. Host serv-

ice registry DB 442 mayalso exposeaninterface for add-
ing or removing listed services and reading or writing

properties of the services hosted by service host 315
and/or write service properties. In one embodimentfor

example, host service registry DB 442 may maintain a
list of services 410 hosted by a service host 315 on a
different device 130. The service host 315 on the different

device maylistits services in a service registry on another

device using the exposed interface. Furthermore, host
service registry DB 442 may expose a search query serv-
ice interface accessible by other service registries. Thus,
other service registries may use the search query service

interface to determine whetherhost service registry DB
442 includes an entry that satisfies a particular query. In
one embodiment, serviceslisted in host service registry

DB 442 mayexpire (e.g., be removed from DB 442 after
a period oftime if not refreshed) to help prevent DB 442
from storing outdated information.

[0074] Host service registry 442 may receive a sub-
scription request from a service manager, maystore the
subscription request, and may forward the subscription
requestto all adjacent service registries.
[0075] Hostservice registry 442 may determine wheth-

er a service matches the subscription request and may
send a subscription notification back to a service man-

agerthat originated the subscription requestifa matching
serviceis identified. Furthermore, host service registry
442 may determine whether an updateto a stored service
is associated with a subscription. If an update is associ-

ated with a subscription, host service registry 442 may
send a subscription notification to the service manager
(or anothertype of service) that originated the subscrip-
tion request for the associated subscription.

[0076] Query handler 444 may handle queries re-
ceived from client 420. In one embodiment, given a query,

query handler 444 first searches the local host service

registry DB 442, followed by service registry cache 446.
Query handler 444 mayissue a call to other service reg-
istries if the query has not been satisfied, for example.
Service registry cache 446 maystore data from remote
service registries 440. Each service host 315 may main-

tain a local service registry 440 and services 410 that
register with service host 315 are registered in the local
service registry 440. A query from client 420 that cannot
be satisfied by the local service registry 440 may be sent
to one or more neighboring service hosts 315 to seeif
the neighboring service hosts 315 have service registries

440 that include services that satisfy the query. The re-

mote service registry 440 mayreturn results of the query
backto the local service registry 440 and the results may
be stored in service registry cache 446. In some imple-
mentations, parent nodes may cachedata for their chil-
dren nodes, while children nodes may not cache data for
their parent nodes. In one embodiment, serviceslisted

in service registry cache 446 may expire (e.g., be re-
moved from cache 446 after a period of time if not re-

freshed) to help prevent cache 446 from storing outdated
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information.

[0077] Although Fig. 4C shows exemplary functional
components of service registry 440, in other implemen-
tations, service registry 440 mayinclude fewerfunctional
components,different functional components,differently
arranged functional components,or additional functional
components than depicted in Fig. 4C. Additionally, any

one of the components (or any group of components) of
service registry 440 may perform functions described as
performed by one or more other functional components
of service registry 440.
[0078] Fig. 4Disablock diagram of an exemplary prop-

erty table 460 for a particular service that may be stored

by service registry 440. In one embodiment, an instance
of a service (e.g., each instance) is associated with a
property table, such as table 460. Host service registry
database DB 442 maystore a property table for each
service registered with the corresponding service registry
440. In one embodiment, as described above, the infor-

mation stored in any one service registry DB 442 may be
different than information stored in other service registry
databases. Exemplary property table 460 includes eight
fields: ID field 462, interface field 464, service formatfield

468, transport protocolfield 470, CPU ranking 472, disk

spacefield 474, and RAMfield 476.

[0079] Instance ID field 462 uniquely defines the in-
stance of the particular service. The instance ID (possibly
along with the node ID) may uniquely identify the service
instance from any other services (of the same type or
different type) in the network. In one embodiment, in-

stance ID field 462 is an integer. In table 460, the instance
ID is 6529 as an example.
[0080] Interface field 464 identifies the nameof the in-
terface of the service. In this case, the interface field 464

mayalsoidentify the type of service by the type ofinter-
face. For example, table 460 identifies the interface as
"STORAGE SERVICE". Service formatfield 468 identi-

fies the format used by the instance of the service. As an
example, table 460 identifies the service format as
"JSON". Transport protocol field 470 identifies the pro-

tocol used by the instanceof the service. As an example,
table 460 identifies the service format as "NODE PRO-

TOCOL".

[0081] CPU ranking field 472 identifies the perform-
ance of the CPU associated with the service instance. In

one embodiment, a scale is used (e.g., 1 to 100). Table
460 identifies the CPU ranking as 20/100 for the service
in CPU ranking field 742. RAM field 476 identifies the

amountof random-access memory available to the serv-
ice. Table 460 identifies the available RAM as 2 GB in
field 476.

[0082] Although Fig. 4D shows exemplary compo-
nents of property table 460, in other implementations,
property table 460 may include fewer components,dif-

ferent components,differently arranged components,or
additional components than depicted in Fig. 4D.

[0083] Fig. 5A is a block diagramillustrating functional
components of overlay network layer 320. As shownin
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Fig. 5A, overlay network layer 320 may include a node

manager 510, a communication manager 520, and a mul-
ticast manager 530.
[0084] Node manager 510 may provide node informa-
tion, such as a nodeID, to other nodes in the overlay

network. Furthermore, node manager 510 may maintain
alist of nodes in the overlay network. Node manager 510

may perform node discovery to identify new nodes added
to the overlay network and/or to rediscover lost nodes
that have re-joined the overlay network. Node manager

510 mayalso determine the topology of the network, as
described below (e.g., which nodes are nearest other

nodes).

[0085] Communication manager 520 may enable
nodes to communicate with each other. Communication

manager 520 may implement a mechanism to traverse
the tree of the overlay network. Tree traversal may be
performed in connection with search queries of service

registries or when a direct communication method to an-
other nodeis not available. Furthermore, communication

manager 520 may implement a direct communication
method that may enable particular nodes of the overlay
network to communicate directly without having to
traverse the tree of the overlay network.

[0086] Multicast manager 530 may implement a mul-

ticast mechanism. The multicast mechanism may be

used to send a message to the members of a multicast
group (e.g., all the members). Furthermore, the multicast
mechanism maybe used toimplementa subscribe-notify
messaging pattern. Thus, an event associated with a par-

ticular service instance maybe usedto trigger a message

sent to the nodes that have subscribed to messagesfrom
the particular service instance. Multicast manager 530
mayinclude an application layer multicast manageror a

multicast manager from lower OSI layers.
[0087] Although Fig. 5A shows exemplary functional

components of overlay network layer 320, in other im-

plementations, overlay network layer 320 may include
fewer functional components, different functional com-

ponents,differently arranged functional components, or
additional functional components than depicted in Fig.
5A. Additionally, any one of the components (or any

group of components)of overlay network layer 320 may
perform functions described as performed by one or more
other functional components of overlay network layer
320.

[0088] Fig. 5B is a block diagram of an exemplary to-
pology of an overlay network 540. As shownin the ex-

ample of Fig. 5B, overlay network 540 includes nodes

N1 to N7. Nodes N1 and N2 are in multicast group 560-1.
Node N1 includes service endpoints S1 and S3 and client
endpoint Cl. Node N3 is the parent node to nodes N1
and N2. Node N3 includes a service endpoint S7 and a
client endpoint C3.

[0089] Nodes N6 and N7are in multicast group 560-2
and node N7 includes client endpoint C2 and service
endpoints S5 and S6. Node N5is the parent node to
nodes N6 and N7 and includes service endpoint S9.
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Nodes N3 and N65 are in multicast group 560-3. Node N4

is the parent node to nodes N3 and N5 andis the root

node of overlay network 540. Furthermore, node N4is
in multicast group 560-4 and includes service endpoint
$8. Although parent nodes in the topology of network
540 have two child nodes,in other implementations, par-

ent nodes may have more than two child nodes.

[0090] Assuming each service endpoint is associated
with a service registry 440, a search query maytraverse
overlay functional network 540as follows. Assume serv-
ice endpoint S7 in node N3 executes a search query to
identify a particular service included in service endpoint

$1 and service endpoint S5 (i.e. for which $1 and S5 are

amatch). Service endpoint S7 may send the search que-
ry to its local service registry, which may result in no
matchesin the search query. The local service registry

maythen identify adjacent service registries in the over-
lay network, which mayincludea service registry in node

N1 and a service registry in node N4 (node N2 may not
include a service registry, since there are no service end-

points associated with node N2). The serviceregistry in
node N1 mayreturn a hit identifying service endpoint S
1. The service registry in node N4 mayreturn no hits and
may forward the search queryto its adjacent service reg-

istries, which in this case include service registries in

nodes N3 and N5. However, since the service registry in
node N3 has already processed the search, the search
query may only be sent to the service registry in node
N5. The service registry at node N5 may come up with

no hits and may forward the search query to a service

registry at node N7. Node N7 mayidentify service end-
point S5 as a hit and mayreturn the results of the search
query to node N4 and node N4 mayforward the search
results to service endpoint S7 in node N3.

[0091] Service endpoint S7 may then select commu-
nicate with either service endpoint S1 at node N1 or serv-

ice endpoint S5 at node N7. In some implementations,

service endpoint S7 may send amessageto service end-
point S5 via nodes N4 and N5.In other implementations,

service endpoint S7 may send amessageto service end-
point S5 by communicating directly with node N7.
[0092] As another example, service endpoint S7 may

only require the first match to the search query. Nodes
may forward search queries to other nodesin a priority
orderthatprioritizes nodesthat are further downthe tree.

Thus, node N3 would forward the search query to nodes
N 1 and N2, before sending the search query to node
N4, since nodes N1 and N2 are further down the tree

(i.e., are children of node N3), while node N4is further

up the tree (i.e., is a parent of node N3). Since node N 1
identifies a match for the search query, and service end-
point S7 only requires one match, the search may termi-
nate before the search query is sent to node N4.
[0093] Fig. 6 is a block diagram illustrating functional
components of a tunnel broker 600. Tunnel broker 600

may be configured to establish and manage a commu-
nication tunnel based on a requested service property.

As shownin Fig.6, tunnel broker 600 mayinclude a client
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interface 610, a service registry interface 620, a node

selector 630, a node interface 640, and may communi-
cate with a tunnel DB 650.

[0094] Client interface 610 may communicate with cli-
ent 420. Client interface 610 may receive a request from
client 420 for a communication tunnel to a service having
a requested service property and may send an acknowl-

edgementto client 420 that the request has been re-
ceived. Furthermore,client interface 610 may configure
client 420 for a first end of a communication tunnel. For

example,client interface 610 may configure a node(e.g.,
device 130) hosting client 420 to receive and/or send

packets, or other types of data units, encapsulated with
tunnel headers associated with a communication tunnel.

[0095] Service registry interface 620 may communi-
cate with service registry 440. For example, service reg-
istry interface 620 may generate a search query based
on a request received by client interface 610 and may
send the search query to service registry 440. Further-

more,service registry interface 620 may send a subscrip-
tion request to service registry 440 to receive updates
relating to the search query. Service registry interface
620 mayreceive search results from service registry 440
and mayprovide the search results to node selector 630.

[0096] Nodeselector 630 mayselect a particular node,

and a particular service instance hosted by the node, as
a second end of a communication tunnel. Node selector

630 may select the particular node and/or service in-
stance based on searchresults obtained by service reg-

istry interface 620. For example, node selector 630 may
rank the search results and may select a node and/or
service instance that best matches the requested service

property or properties. Additionally or alternatively, node

selector 630 may select a node based on additional cri-
teria. For example, node selector 630 may determine one
or more connection metrics for the nodesin the received

search results. A connection metric may correspond to

a measure of the quality of connection betweenclient
420 and each particular node in the received search re-

sults. A connection metric may include a total available
bandwidth; a percentage bandwidth capacity; a highest,

lowest, or averagebitrate; a highest available Quality of

Service (QOS); whetheror not the client and the particular
node are in the same domain; whether network address

translation (NAT) is required between the client and the
particular node; whether a firewall exists between the
client and the particular node; and/or based one other

types of connection metrics.

[0097] Node interface 640 may communicate with par-

ticular nodesin the system. For example, node interface
640 may configure a node (e.g., device 130) for a second
end of a communication tunnel. For example, node in-

terface 640 may configure the node to receive and/or
send packets,or other types of data units, encapsulated
with tunnel headers associated with the communication

tunnel.

[0098] Tunnel DB 650 maystore information relating
to communication tunnels managed by tunnel broker
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600. Exemplary information that may be stored in tunnel

DB 650is described below with reference to Fig. 7B.
[0099] Although Fig. 6 shows exemplary functional
components of tunnel broker 600, in other implementa-

tions, tunnel broker 600 may include fewer functional
components,different functional components,differently
arranged functional components,or additional functional

componentsthan depictedin Fig. 6. Additionally, any one
of the components (or any group of components) of tun-
nel broker 600 may perform functions described as per-
formed by one or more other functional components of
tunnel broker 600.

[0100] Fig. 7A is a block diagram illustrating compo-

nents that may be stored in service registry 440. As
shownin Fig. 7A, service registry 440 may include one
or moreservice entries 701. Each service entry 401 may
store information relating to a particular service hosted
by service host associated with service registry 440.
Service entry 401 may include a service field 710, node

field 712, properties field 714, deploymentfield 716, and
subscription field 718.

[0101] Service field 710 may identify a particular serv-
ice associated with the service entry. For example, serv-
ice field 710 may identify a service interface associated

with the particular service. Node Field 712 mayidentify

a particular node (e.g., device 130) associated with the
particular service. In some implementations,a first node

may maintain a service registry for a second node and
mayidentify services associated with the second node
in the service registry. Properties field 714 may store in-

formation identifying properties associated with the par-
ticular service. For example, properties field 714 mayin-
clude information identifying a location associated with
the service, an operating system associated with the
service, a processing load associated with the service,
a bandwidth capacity associated with the service, amem-

ory capacity associated with the service, a storage ca-

pacity associated with the service, a sub-network and/or
network domain associated with the service, a security
level associated with the service, a codec type associat-

ed with the service, and/or anothertype of property.
[0102] Deploymentfield 716 may include information

identifying whether the service is deployed or whether
the service is available for deployment. Subscription field
718 mayinclude information identifying subscriptions as-
sociated with the service. A service may be associated
with one or more subscriptions. The subscription infor-

mation may,for example, identify a particular tunnel bro-

ker 600 (e.g., based on a node ID) that has subscribed

to notifications about changesto the service. Thus, if the
service is deployed, made unavailable, if a property of
the service changes, and/orif another type of changeis
detected, a notification may be sent to tunnel broker 600.
[0103] Although Fig. 7Ashows exemplary components

of service registry 440, in other implementations, service
registry 440 may include fewer components, different
components,differently arranged components,or addi-
tional components than depicted in Fig. 7A.
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[0104] Fig. 7B is a block diagram illustrating compo-

nents that may be stored in the tunnel DB 660. Tunnel
DB 650 maystore one or more tunnel records 751. Each
tunnel record 751 maystore information relating to a par-
ticular communication tunnel managed tunnel broker

600. Tunnel record 751 mayinclude a tunnelID field 760,
a service properties field 762, a client field 764, and one
or more nodefields 770.

[0105] Tunnel ID field 760 may store an identifier that
uniquely identifies a particular communication tunnel.
Furthermore, tunnelID field 760 may store tunnel header
information (e.g., routing labels) associated with the par-
ticular communication tunnel. Service properties field

762 may store information identifying one or more re-
quested service properties, such as a particular service

interface, a particular operating system, a particular
processing capacity, a particular storage capacity, a par-
ticular bandwidth and/orbitrate, a particular location, a
particularcodec, a particular network domain,a particular

security level, and/or another type of service property.
[0106] Client field 764 may store information relating
to client 420 that madethe requestfor the communication

tunnel. For example, client ID field 764 may store a node
ID associated with client 420 in the overlay network. Fur-

thermore,client ID field 764 may store a network address

associated with client 420 in the underlying network(e.g.,
network 110, sub-network 120, etc.).
[0107] Each nodefield 760 may store information re-
lating to a particular node in the system that has been

identified as hosting a service that matches the require-
ments specified in the service properties field 762 of tun-

nel record 751. Node field 760 may include a node ID
field 772, a properties field 774, and a status field 776.

[0108] Node ID field 772 may store information identi-
fying the particular node. For example, nodeID field 764
may store a node ID associated with the particular node

in the overlay network. Furthermore, node ID field 764

may store a network address associated with the partic-

ular node in the underlying network(e.g., network 110,
sub-network 120,etc.).
[0109] Properties field 774 may store information re-
lating to the properties of a service instance, hosted by
the particular node, which matches the request associ-
ated with the communication tunnel. For example, prop-

erties field 774 may include information identifying the
service instance, information identifying the service in-
terface of the service instance, and/or one or more prop-
erties associated with the service instance. Information

in properties field 774 may be updated at particular in-

tervals. For example, tunnel broker 600 mayreceive up-
dates from service registry 440 at particular intervals
based on a subscription request submitted by tunnel-bro-

ker 600 to service registry 440.
[0110] Status field 776 may include status information
associatedwith the particular node. For example, the sta-

tus information may include a search result rank for the
particular node, whether or not a second end of a com-
munication tunnel is established for the particular node,
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one or more connection metrics associated with a con-

nection from the client to the particular node, and/or other

typesof status information associated with the particular
node.

[0111] Although Fig. 7B shows exemplary components
of capabilities DB 640, in other implementations, capa-

bilities DB 640 mayinclude fewer components,different

components,differently arranged components,or addi-
tional components than depicted in Fig. 7B.

[0112] Fig. 8 is a flowchart of a processfor setting up
and managing a communication tunnel according to an
implementation described herein. In one implementation,

the process of Fig. 8 may be performed by tunnel broker
600 in device 130. In other implementations, someorall

of the process of Fig. 8 may be performed by another
device or a groupof devices separate from and/or includ-
ing tunnel broker 600.
[0113] The process of Fig. 8 may include receiving a
request from a client for a service having a requested

service property (block 810). For example, a device 130
may include a service acting as a client that requests a

service having a particular service property. Client 420
mayfirst contact service registry 440 to request the lo-
cation of the nearest tunnel broker. Service registry 440

may return a node ID identifying tunnel broker 600 to

client 420. Client 420 may subsequently send a request
to tunnel broker 600 to establish a communication tunnel

to a service with a requested service property. The re-

quested service property may include one or more of a
particular service interface, a particular operating sys-
tem,a particular processing capacity, a particular storage
capacity, a particular bandwidth and/or bitrate, a partic-
ular location, a particular codec, a particular network do-

main, a particular security level, and/or another type of
service property.
[0114] Asearch query may be sent to aservice registry

(block 820) and search results may be received from the

service registry (block 830). For example, tunnel broker
600 mayreceive the request from client 420, may gen-
erate a search query based on the requested service
properties, and may send the generated search query to

the nearestservice registry 440. Service registry 440 may
evaluate the search query and mayreturn search results

that includesa list of one or more nodesin the system
that match the requested service property or properties.

If service registry 440 returns an emptylist, indicating
that a service with the requested property is not available
in the system, tunnel broker 600 may generate an alert

and maysendthealert to client 420 and/or to adminis-
tration device 150.

[0115] In some implementations, service registry 440
may return a list of nodes and/or service instances that
most closely matches the requirements, even though

none of the nodes and/orservice instancessatisfy all the

requirements. In such situations, tunnel broker 600 may
select the node and/or service instance that best matches

the requirements associated with the requested service

property or properties.
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[0116] In some implementations, the client may re-

quest a one-to-many communication tunnel. For exam-
ple, the client may request a communication tunnel to a

particular numberof service instances having a request-
ed property. As an example, a video monitoring service

client may request a communication tunnelto five differ-
ent video streams from camerasat a particular location.

In such implementations, tunnel broker GOO may request
a particular numberofsearch results for the search query.
[0117] A first node that hosts a first service instance

having the requested service property may be selected

based on the received search results (block 840). For

example, tunnel broker 600 may select a node, and/or
service instance hosted by the node, which best matches
the requested service property. In some implementa-

tions, tunnel broker 600 mayselectthe first node based
on additional criteria. For example, tunnel broker 600

mayselect the first node based on one or more connec-
tion metrics associated with a connection between each

particular nodein the search results and the client device.

Examples of connection metrics include a total available

bandwidth for the connection; a percentage bandwidth
capacity for the connection; a highest, lowest, or average
bitrate for the connection; a highest available Quality of

Service (QoS)for the connection; whetheror not the cli-
ent and the particular node are in the same domain;

whether network address translation (NAT) is required
between the client and the particular node; whether a

firewall exists between theclient and the particular node;

and/or based one other types of connection metrics.
[0118] In situations in which the client requests a one-

to-many communication tunnel, tunnel broker GOO may
select multiple nodes for multiple second end of the com-

munication tunnel and mayindividually set up the second
ends of the communication tunnel for each selected
node.

[0119] A communication tunnel may be established

having a first end at the client device and a second end
at the selected first node (block 850). For example, tunnel
broker 600 may use TSP,or another protocol, to set up
a communication tunnel betweenclient 420 and the se-

lected first node. For example, tunnel broker 600 may
generate one or more tunnel headers and/orlabels, may

configure device 130 hosting client 420 to encapsulate
packets, or other types of data units, with the generated
tunnel headers and/or labels, and may configure the se-
lected first node to encapsulate packets, or other types
of data units, with the generated tunnel headers and/or
labels. The communication tunnel may include a Multi-

Protocol Label Switching (MPLS)tunnel, a Generic Rout-
ing Encapsulation (GRE) tunnel, an Internet Protocol(IP)
Security (IPSec) tunnel, a Virtual Local Area Network
(VLAN) tunnel, a Virtual Private Network (VPN) tunnel,
and/or another type of communication tunnel.

[0120] A determination may be madethat the commu-
nication tunnel should be updated (block 860). As an ex-
ample, tunnel broker 600 may re-send the search query
to service registry 440 at particular intervals and may
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receive updated searchresults from service registry 440.

The updated search results may indicate that the first
node is not available, that the first node no longer hosts
the service (e.g., that the service instance is no longer
deployed), that the properties of the hosted service no
longer match the requirements of the requested service
property, and/or that another system node hosts a serv-
ice instance that better matches the requirements of the

requested service property.

[0121] As another example, tunnel broker 600 mayre-
ceive an update from service registry 440without re-
sending the search query. For example, tunnel broker

600 may set up a subscription for changes to service

matching the search query and service registry 440 may
send periodic updates to tunnel broker 600. As yet an-
other example, tunnel broker 600 may receive amessage
from client 420 that the first node is not reachable via the

established communication tunnel or may receive a mes-

sage from the first node that the first node is no longer
hosting the requested service.

[0122] The search query may bere-sentto the service
registry (block 870) and updated search results may be
received from the service registry (block 880). In situa-
tions in which the determination to update the communi-

cation tunnel was not made based on an update received

from service registry 440, tunnel broker 600 may re-send
the search query to service registry 440 and mayreceive
updated search results from service registry 440.
[0123] A second nodethat hosts a second servicein-

stance having the requested service property may be

selected based on the updated search results (block
890). For example, tunnel broker GOO may select a sec-
ond node, and/or service instance hosted by the second
node, which best matches the requested service property
based on the updates search results, and/or based on
additional criteria, such as determined connection met-

rics for the nodesincludesin the updated search results.
[0124] The second end of the communication tunnel

may be moved from thefirst node to the second node
(block 895). For example, tunnel broker GOO may use
TSP,or anotherprotocol, to end the communication tun-
nel betweenclient 420 and the first node and to set up a
communication tunnel betweenclient 420 and the select-

ed second node. For example, tunnel broker G00 may
configure the first node to stop encapsulating packets,
or other types of data units, with the generated tunnel
headers and/or labels associated with the communica-

tion tunnel and may configure the selected second node

to encapsulate packets, or other typesof data units, with

the generated tunnel headers and/or labels. Blocks 870,
880, 890, and 895 may be repeated whenever tunnel
broker 600 determined that the communication tunnel

should be updated.

[0125] Figs. 9A-9C are diagramsofexemplary scenar-

ios of setting up and managing a communication tunnel
according to an implementation described herein. Fig.

9Aillustrates an overlay network 910 that includes nodes
N1, N2, N3, N4, and N5. Node N3 includesa service S3
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corresponding to a video monitoring service client 910.

Node N4 includes a service S4 corresponding to a tunnel
brokerservice 920. Node N11 includesa service instance

$1A, corresponding to a camera service 930 and a serv-
ice instance S1B, corresponding to a camera service
940. Node N2 includes a service instance S2, corre-

sponding to a camera service 950 and Node N5 includes

a service instance S5, corresponding toa camera service
960.

[0126] Video monitoring service client 910 may require
a camera service providing a video stream from a par-
ticular location, at a particular resolution, and at a partic-

ular bitrate. Thus, video monitoring service client 910

may send a request for a communication tunnelto tunnel
broker 920 at node N4 and mayspecify the required serv-
ice properties in the request. Tunnel broker 920 may gen-
erate a search query based on the request and may sub-
mit the search query to a service registry at node N4.

The service registry at node N4 may forward the search
query to service registries at the other nodes and other

nodes may continue to forward the search query until a
required numberof search results are obtained or until

all service registries have processed the search query.
[0127] Assume cameraservices 930, 940 and 950 sat-

isfy the location and resolution requirements, but none

of the available camera services fully satisfy the bitrate
requirement. Furthermore, assumetunnelbroker 920 de-
termines that the connection from node N3 to node N1

is higher in quality than the connection from node N3 to
node N2. Thus, tunnel broker service 920 may select
node N1. Furthermore, assume camera service 930 has

a higherbitrate than camera service 940 and, therefore,
tunnel broker service 920 selects camera service 930.

Tunnel brokerservice 920 may then establish tunnel 970
betweenvideo monitoring service client 910 and camera
service 930. Video monitoring service client 910 may now

receive a streaming video signal from camera service
930 via tunnel 970.

[0128] Continuing to Fig. 9B, assume that the bitrate
associated with camera service 940 improvesas a result

of camera service 940 freeing up processing resources.
The service registry of node N1 mayinclude a subscrip-
tion from tunnel broker 920 to receive updated to service
properties associated with camera service 930 and cam-

era service 940. Thus, the service registry of node N1
may send a subscription update to tunnel broker 920.
Tunnel broker 920 may determine that camera service
940 is now a better match for the communication tunnel

and mayswitch the second end of communication tunnel
970 to camera service 940 to establish communication
tunnel 980.

[0129] Continuing to Fig. 9C, assumethat node N1 ex-
periences a nodefailure 990. Video monitoring service
client 910 may stop receiving the video stream from cam-

era service 940 and may send a messageto tunnel broker
service 920, indicating that node N1 has become una-
vailable. In response, tunnel broker service 920 may se-
lect the next best available service based on the most

10

15

20

25

30

35

40

45

50

55

16

recent search results associated with the search query

based on the communication tunnel request generated

by video monitoring service client 910. Tunnel broker
service 920 may select camera service 950 at node N2
and may move the second end of the tunnel from node
N1 to camera service 950 at node N2 to generate tunnel
995. Thus, video monitor service client 910 may continue
to receive a video stream from the specified location at
the best available bitrate and resolution.

[0130] Inthe preceding specification, various preferred
embodiments have been describedwith reference to the

accompanying drawings.It will, however, be evident that

various modifications and changes may be madethereto,
and additional embodiments may be implemented, with-

out departing from the broader scopeof the invention as
set forth in the claims that follow. The specification and

drawings are accordingly to be regardedin an illustrative
ratherthan restrictive sense.

[0131] For example, while series of blocks have been

described with respect to Fig. 8, and an orderof signal
flows have been described with respect to Figs. 9A-9C,
the order of the blocks and/orsignal flows may be mod-
ified in other implementations. Further, non-dependent

blocks and/orsignal flows may be performedin parallel.

[0132] Itwillbe apparent that systems and/or methods,

as described above, may be implemented in manydif-
ferent forms of software, firmware, and hardware in the

implementationsillustrated in the figures. The actualsoft-
ware codeor specialized control hardware used to im-

plement these systems and methodsis notlimiting of the
embodiments. Thus, the operation and behavior of the

systems and methods were described without reference
to the specific software code--it being understood that
software and control hardware can be designed to im-
plement the systems and methods based on the descrip-
tion herein.

[0133] Further, certain portions, described above, may
be implemented as a component that performs one or

more functions. A component, as used herein, may in-
clude hardware, such as a processor, an ASIC, or a FP-

GA, or a combination of hardware and software(e.g., a
processor executing software). The word "exemplary" as
used herein means “as an exampleforillustration."
[0134] It should be emphasized that the terms "com-

prises" / "comprising" when usedin this specification are
taken to specify the presence of stated features, integers,
steps or components but doesnot preclude the presence

or addition of one or more otherfeatures, integers, steps,

components or groups thereof.

[0135] The term "logic," as used herein, mayrefer to
a combination of one or more processors configured to
execute instructions stored in one or more memory de-

vices, may refer to hardwired circuitry, and/or may refer
to a combination thereof. Furthermore, a logic may be
included in a single device or may be distributed across
multiple, and possibly remote, devices.

[0136] For the purposesof describing and defining the
present invention, it is additionally noted that the term
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“substantially”is utilized herein to represent the inherent

degreeof uncertainty that may beattributed to any quan-
titative comparison, value, measurement, or other rep-
resentation.

The term “substantially” is also utilized herein to repre-
sent the degree by which a quantitative representation

may vary from a stated reference withoutresulting in a

changein the basic function of the subject matter atissue.
[0137] No element, act, or instruction used in the
present application should be construedascritical or es-

sential to the embodiments unless explicitly described
as such. Also, as used herein, the article "a" is intended

to include one or more items. Further, the phrase "based

on"is intended to mean "based, atleastin part, on" unless

explicitly stated otherwise.

Claims

1. A method, performed by a computer device (920),
comprising:

receiving, by the computer device (920), a re-
quest from a client device (910) for a service in

asystem, the service having arequested service
property;

selecting, by the computer device, a first node
(930) in the system that hostsafirst service in-
stance having the requested service property;

establishing, by the computer device (920), a

communication tunnel (970) between theclient
device (910) and the selected first node (930),
wherein the communication tunnel (970) in-
cludesa first end at the client device (910) and
a second end at the first node (930), wherein
establishing the communication tunnel (970)in-
cludes:

generating a tunnellabel;

configuring the client device (910) to encap-
sulate data units with the generated tunnel
label; and

configuring the selected first node (930) to
encapsulate data units with the generated
tunnellabel;

selecting, by the computer device (920), a sec-
ond node (940) in the system that hosts a second
service instance having the requested service

property; and

moving, by the computer device (920), the sec-
ond end of the communication tunnel (970) from
the first node (930) to the second node (940)
transparently with respect to the client device

(910), wherein moving the second end of the
communication tunnel (970) from the first node
(930) to the second node (940) includes:
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configuring the selected first node (930) to

stop encapsulating data units with the gen-
erated tunnel label; and

configuring the selected second node (940) to
encapsulate data units with the generated tun-
nel label.

2. The method of claim 1, further comprising:

sending a search query that specifies the re-
quested service property to a service registry

(440), wherein the service registry includesalist

of services available in one or more nodes (130)
of the system;
receiving search results from the service registry
(440), wherein the search results includealist
of one or more nodes (130) having the requested
service property; and

wherein selecting thefirst node (930) in the sys-
tem that hosts the first service instance having
the requested service property includes select-

ing the first node (930) from the list of one or
more nodes (130) having the requested service
property.

3. The method of claim 2, further comprising:

determining that the communication tunnel

(970) should be updated; and

wherein selecting the second node (940)in the
system that hosts the second instance having
the requested service property is based on de-

termining that the communication tunnel (970)
should be updated.

4. The method of claim 3, wherein determining that the

communication tunnel (970) should be updated in-
cludes:

re-sending the search queryto the service reg-

istry (440) at particular intervals; and

receiving updated search results from the serv-
ice registry (440), wherein the updated search
results include an indication that the first node

(930) no longer hosts thefirst service instance
having the requested service property or that
the first service instance no longer has the re-
quested service property.

5. The method of claim 3, wherein determining that the
communication tunnel (970) should be updated in-
cludesatleast oneof:

receiving an indication from the service registry
(440) that the first node (930) no longer hosts
the first service instance having the requested
service property or thatthefirst service instance
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no longer has the requested service property;

receiving a messagefrom the client device (910)
that the first node (930) is unreachable;or
receiving a message from the first node (930)
that the first node (930) is unable to provide the
first service to the client device (910).

34

erated tunnel label;

select a second node (940)in the sys-
tem that hosts a second service in-

stance having the requested service
property; and
move the second end of the communi-

cation tunnel (970) from the first node

6. The method of claim 3, wherein determining that the
communication tunnel (970) should be updatedin-
cludes: 10

(930) to the second node (940) trans-

parently with respect to the client _de-

determining that another node in the system is
a better match for the requested service prop-

erty; and

vice (910), wherein, when moving the
second end of the communication tun-

nel (970) from thefirst node (930) to the
second node (940), the logic is further
configured to:

wherein selecting the second node (940) inthe 75

system that hosts the second instance having configure the selected first_node
the requested service property is based on de- (930) to stop encapsulating data
termining that another node in the system is a units with the generated tunnella-
better match for the requested service property. bel; and

20 configure the selected second
The method of claim 2, further comprising: node (940) to encapsulate data

units with the generated tunnella-
determining one or more network connection bel.
metrics for a connection from the client device

(910) to particular nodes of the nodes included 25 The computer device of claim 8, wherein the tunnel

in the list of one or more nodes having the re- broker (600) is further configured to:
quested service property; and

wherein selecting the first node (930) from the send asearch query that specifies the requested
list of one or more nodes having the requested service property to a service registry, wherein
service property is based on the determinedone=30 the service registry includes a list of services

or more network connection metrics. available in one or more nodesof the system;
receive search results from the service registry,

8. Acomputer device comprising: wherein the search results include a list of one
or more nodes having the requested service

logic configured to implement a tunnel broker 35 property; and
(600) configured to: wherein, when selecting the first node (930) in

the system that hosts thefirst service instance

receive a requestfrom a client device (910) having the requested service property, the tun-
for a service in asystem, the service having nel broker (600) is further configured to:
a requested service property; 40
select a first node (930) in the system that select the first node (930) from thelist of
hosts a first service instance having the re- one or more nodes having the requested
quested service property; service property.

establish a communication tunnel (970) be-
tween the client device (910) and the se- 45 10. The computer device of claim 9, wherein the tunnel
lected first node (930), wherein the commu- broker (600) is further configured to:
nication tunnel (970) includesa first end at
the client device (910) and a second endat determine that the communication tunnel (970)

the first node (930), wherein, when estab- should be updated; and

lishing the communication tunnel (970), the 50 wherein the tunnel broker(600) is configured to
logic is further configured to: select the second node (940) in the system that

hosts the second instance having the requested
generate a tunnellabel: service property based on determining that the

configure the client device (910) to en- communication tunnel (970) should be updated.
capsulate data units with the generated 55
tunnel label; and 11. The computer device of claim 10, wherein when de-

configure the selected first node (930) termining that the communication tunnel (970)
to encapsulate data units with the gen- should be updated, the tunnel broker (600)is further
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configured to:

re-send the search query to the service registry
at particular intervals; and

receive updated search results from the service

registry, wherein the updated search results in-

clude an indication that the first node (930) no

longerhosts the first service instance having the
requested service property or thatthefirst serv-
ice instance no longer has the requested service
property.

12. The computer device of claim 10, wherein when de-

13.

termining that the communication tunnel (970)
should be updated, the tunnel broker (600)is further
configured to at least one of:

receive an indication from the service registry
that the first node (930) no longerhoststhefirst
service instance having the requested service

property or thatthefirst service instance nolong-
er has the requested service property;

receive a message from the client device (910)
that the first node (930) is unreachable; or

receive a messagefrom thefirst node (930) that

the first node (930) is unable to provide thefirst
service to the client device (910).

The computerdevice of claim 10, wherein, when de-

termining that the communication tunnel (970)

should be updated, the tunnel broker (600)is further
configured to:

determine that another node in the system is a

better match for the requested service property;
and

wherein the tunnel broker (600)is configured to

select the second node (940) in the system that
hosts the second instance having the requested
service property based on determining that an-

other node in the system is a better match for
the requested service property.

Patentanspriiche

1. Verfahren, ausgefuhrt von einem Computergerat
(920), Folgendes umfassend:

Empfangeneiner Anfrage von einem Clientge-
rat (910) nach einem Dienst in einem System
durch das Computergerat (920), wobei der
Dienst eine angefragte Diensteigenschaft auf-
weist,

Auswahlen eines ersten Knotens (930) im Sys-
tem, der eine erste Dienstinstanz hostet, welche

die angefragte Diensteigenschaft aufweist,
durch das Computergerat,
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Einrichten eines Kommunikationstunnels (970)

zwischen dem Clientgerat (910) und dem aus-
gewahliten Knoten (930) durch das Computer-
gerat (920), wobei der Kommunikationstunnel
(970) ein erstes Ende am Clientgerat (910) und
ein zweites Ende am ersten Knoten (930) bein-
haltet, wobei das Einrichten des Kommunikati-

onstunnels (970) Folgendes beinhaltet:

Erzeugen einer Tunnelkennzeichnung,

Konfigurieren des Clientgerats (910) daftr,
Dateneinheiten mit der erzeugten Tunnel-

kennzeichnung zu verkapseln, und

Konfigurieren des ausgewahlten ersten
Knotens (930) dafur, Dateneinheiten mit der
erzeugten Tunnelkennzeichnung zu ver-
kapseln,

Auswahleneines zweiten Knotens (940) im Sys-
tem, der eine zweite Dienstinstanz hostet, wel-

che die angefragte Diensteigenschaft aufweist,
durch das Computergerat (920) und
transparentes Bewegen des zweiten Endes des
Kommunikationstunnels (970) vom ersten Kno-

ten (930) zum zweiten Knoten (940) in Bezug

auf das Clientgerat (910), wobei das Bewegen
des zweiten Endes des Kommunikationstunnels

(970) vom ersten Knoten (930) zum zweiten
Knoten (940) Folgendes beinhaltet:

Konfigurieren des ausgewahlten ersten
Knotens (930) dafUr, das Verkapseln von
Dateneinheiten mit der erzeugten Tunnel-
kennzeichnung zu beenden, und

Konfigurieren des ausgewahlten zweiten Kno-

tens (940) dafur, Dateneinheiten mit der erzeug-

ten Tunnelkennzeichnung zu verkapseln.

Verfahren nach Anspruch 1, ferner Folgendes um-
fassend:

Senden einer Suchabfrage, welche die ange-
fragte Diensteigenschaft spezifiziert, an ein
Dienstregister (440), wobei das Dienstregister
eine Liste (130) von Diensten beinhaltet, die in
einem oder mehreren Knoten des Systemsver-
fugbarsind,

Empfangen von Suchergebnissen vom Dienst-

register (440), wobei die Suchergebnisse eine
Liste von einem oder mehreren Knoten (130)
beinhalten, welche die angefragte Diensteigen-
schaft aufweisen, und

wobei das Auswahlen des ersten Knotens (930)

im System, der die erste Dienstinstanz hostet,
welche die angefragte Diensteigenschaft auf-
weist, das Auswahlen des ersten Knotens (930)
von derListe eines oder mehrerer Knoten (130)
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beinhaltet, welche die angefragte Diensteigen-
schaft aufweisen.

3. Verfahren nach Anspruch 2, ferner Folgendes um-
fassend:

Bestimmen, dass der Kommunikationstunnel

(970) aktualisiert werdensoll, und
wobei das Auswahlen des zweiten Knotens

(940) im System, der die zweite Dienstinstanz
hostet, welche die angefragte Diensteigen-
schaft aufweist, auf der Bestimmung basiert,

dass der Kommunikationstunnel (970) aktuali-
siert werden soll.

4. Verfahren nach Anspruch 3, wobei die Bestimmung,
dass der Kommunikationstunnel (970) aktualisiert
werdensoll, Folgendes beinhaltet:

erneutes Senden der Suchabfrage an das
Dienstregister (440) in bestimmten Intervallen
und

Empfangen aktualisierter Suchergebnisse vom
Dienstregister (440), wobei die aktualisierten

Suchergebnisse einen Hinweis  beinhalten,

dass der erste Knoten (930) die erste Dienstins-
tanz, welche die angefragte Diensteigenschaft
aufweist, nicht mehr hostet oder dass die erste

Dienstinstanz nicht mehrdie angefragte Dienst-
eigenschaft aufweist.

5. Verfahren nach Anspruch 3, wobei die Bestimmung,
dass der Kommunikationstunnel (970) aktualisiert
werdensoll, mindestens eines der Folgenden bein-
haltet:

Empfangen eines Hinweises vom Dienstregis-

ter (440), dass der erste Knoten (930) die erste
Dienstinstanz, welche die angefragte Dienstei-
genschaft aufweist, nicht mehr hostet oder dass
die erste Dienstinstanz nicht mehr die angefrag-
te Diensteigenschaft aufweist,

Empfangen einer Nachricht vom Clientgerat
(910), dass der erste Knoten (930) nicht erreich-
barist, oder

Empfangen einer Nachricht vom ersten Knoten
(930), dass der erste Knoten (930) nicht in der
Lage ist, dem Clientgerat (910) den ersten

Dienst zur Verfugung zustellen.

6. Verfahren nach Anspruch 3, wobei die Bestimmung,
dass der Kommunikationstunnel (970) aktualisiert
werdensoll, Folgendes beinhaltet:

Bestimmen, dassein anderer Knotenim System
eine bessere Ubereinstimmung fir die ange-
fragte Diensteigenschaft ist, und
wobei das Auswahlen des zweiten Knotens
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(940) im System, der die zweite Instanz hostet,

welche die angefragte Diensteigenschaft auf-
weist, auf der Bestimmungbasiert, dass ein an-
derer Knoten im System eine bessere Uberein-
stimmung fir die angefragte Diensteigenschaft
ist.

Verfahren nach Anspruch 2, ferner Folgendes um-
fassend:

Bestimmen einer oder mehrerer Netzwerkver-

bindungsmetrikenfur eine Verbindung vom Cli-

entgerat (910) zu bestimmten Knoten der Kno-
ten, die in der Liste eines oder mehrerer Knoten

enthalten sind, welche die angefragte Dienstei-
genschaft aufweisen, und
wobei das Auswahlen des ersten Knotens (930)
aus derListe eines oder mehrerer Knoten, wel-

che die angefragte Diensteigenschaft aufwei-

sen, auf der Bestimmung einer oder mehrerer
Netzwerkverbindungsmetriken basiert.

Computergerat, Folgendes umfassend:

eine Logik, die dafur konfiguriert ist, einen Tun-

nelbroker (600) auszufthren,der fur Folgendes
konfiguriert ist:

EmpfangeneinerAnfrage von einem Client-
gerat (910) nach einem Dienst in einem

System, wobei der Dienst eine angefragte
Diensteigenschaft aufweist,
Auswahlen eines ersten Knotens (930) im
System, der eine erste Dienstinstanz hos-
tet, welche die angefragte Diensteigen-
schaft aufweist,
Einrichten eines Kommunikationstunnels

(970) zwischen dem Clientgerat (910) und
dem ausgewahlten Knoten (930), wobei der
Kommunikationstunnel(970) ein erstes En-
de am Clientgerat (910) und ein zweites En-
de am ersten Knoten (930) beinhaltet, wo-
bei die Logik beim Einrichten des Kommu-

nikationstunnels (970) fur Folgendes konfi-
guriertist:

ErzeugeneinerTunnelkennzeichnung,
Konfigurieren des Clientgerats (910)

dafur, Dateneinheiten mit der erzeug-

ten Tunnelkennzeichnung zu verkap-
seln, und

Konfigurieren des ausgewahlten ers-
ten Knotens (930) daftir, Dateneinhei-
ten mit der erzeugten Tunnelkenn-

zeichnung zu verkapseln,

Auswéahlen eines zweiten Knotens (940) im
System, der eine zweite Dienstinstanz hos-
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tet, welche die angefragte Diensteigen-
schaft aufweist, und

transparentes Bewegen des zweiten Endes

des Kommunikationstunnels (970) vom ers-
ten Knoten (930) zum zweiten Knoten (940)
in Bezug auf das Clientgerat (910), wobei
die Logik beim Bewegendes zweiten Endes

des Kommunikationstunnels (970) vom ers-
ten Knoten (930) zum zweiten Knoten (940)
fur Folgendes konfiguriertist:

Konfigurieren des ausgewahlten ers-

ten Knotens (930) dafur, das Verkap-
seln von Dateneinheiten mit der er-

zeugten Tunnelkennzeichnung zu be-
enden, und

Konfigurieren des ausgewahlten zwei-
ten Knotens (940) daftr, Dateneinhei-
ten mit der erzeugten Tunnelkenn-

zeichnung zu verkapseln.

9. Computergerat nach Anspruch 8, wobei der Tun-
nelbroker (600) ferner fur Folgendes konfiguriertist:

Senden einer Suchabfrage, welche die ange-

fragte Diensteigenschaft spezifiziert, an ein
Dienstregister, wobei das Dienstregister eine
Liste von Diensten beinhaltet, die in einem oder

mehreren Knoten des Systems verfligbarsind,
Empfangen von Suchergebnissen vom Dienst-

register, wobei die Suchergebnisse eine Liste
von einem oder mehreren Knoten beinhalten,

welche die angefragte Diensteigenschaft auf-
weisen, und

wobei derTunnelbroker (600) beim Auswahlen
des ersten Knotens (930) im System, der die

erste Dienstinstanzhostet, welche die angefrag-

te Diensteigenschaft aufweist, ferner fur Folgen-
des konfiguriert ist:

Auswahlen des ersten Knotens (930) von
der Liste eines oder mehrerer Knoten, wel-

che die angefragte Diensteigenschaft auf-
weisen.

10. Computergerat nach Anspruch 9, wobei der Tun-
nelbroker (600) ferner fur Folgendes konfiguriertist:

Bestimmen, dass der Kommunikationstunnel

(970) aktualisiert werdensoll, und
wobei der Tunnelbroker (600) dafur konfiguriert
ist, basierend auf der Bestimmung, dass der
Kommunikationstunnel (970) aktualisiert wer-
den soll, den zweiten Knotens (940) im System
auszuwahlen,der die zweite Dienstinstanz hos-

tet, welche die angefragte Diensteigenschaft
aufweist.
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11.

12.

13.

40

Computergerat nach Anspruch 10, wobei der Tun-

nelbroker (600) bei der Bestimmung, dass der Kom-
munikationstunnel (970) aktualisiert werdensoll, fer-
ner fur Folgendes konfiguriert ist:

erneutes Senden der Suchabfrage an das
Dienstregister in bestimmten Intervallen und

Empfangenaktualisierter Suchergebnisse vom
Dienstregister, wobei die aktualisierten Sucher-
gebnisse einen Hinweis beinhalten, dass der

erste Knoten (930) die erste Dienstinstanz, wel-
che die angefragte Diensteigenschaft aufweist,
nicht mehr hostet oder dassdie erste Dienstins-

tanz nicht mehr die angefragte Diensteigen-
schaft aufweist.

Computergerat nach Anspruch 10, wobei der Tun-
nelbroker (600) bei der Bestimmung, dass der Kom-
munikationstunnel (970) aktualisiert werden soll, fer-

ner fur mindestens eines des Folgenden konfiguriert
ist:

Empfangen eines Hinweises vom Dienstregis-
ter, dass der erste Knoten (930) die erste

Dienstinstanz, welche die angefragte Dienstei-

genschaft aufweist, nicht mehr hostet oder dass
die erste Dienstinstanz nicht mehr die angefrag-
te Diensteigenschaft aufweist,
Empfangen einer Nachricht vom Clientgerat
(910), dass der erste Knoten (930) nicht erreich-
bar ist, oder

Empfangeneiner Nachricht vom ersten Knoten
(930), dass der erste Knoten (930) nicht in der
Lage ist, dem Clientgerat (910) den ersten
Dienst zur Verfdgung zu stellen.

Computergerat nach Anspruch 10, wobei der Tun-

nelbroker (600) bei der Bestimmung, dass der Kom-
munikationstunnel (970) aktualisiert werden soll, fer-
ner fur Folgendes konfiguriert ist:

Bestimmen, dass ein anderer Knoten im System
eine bessere Ubereinstimmung fir die ange-
fragte Diensteigenschaft ist, und
wobei der Tunnelbroker (600) daftr konfiguriert
ist, basierend auf der Bestimmung, dass ein an-
derer Knoten im System eine bessere Uberein-
stimmungfur die angefragte Diensteigenschaft

ist, den zweiten Knoten (940) im System auszu-
wahlen, der die zweite Instanz hostet, welche

die angefragte Diensteigenschaft aufweist.

Revendications

1. Procédé, effectué par un dispositif informatique

(920), comprenant:
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la réception, parle dispositif informatique (920),

d’une demande en provenance d’un dispositif

client (910) pour un service dans un systeme,
le service comprenantune propriété de service

42

systéme;

la réception de résultats de recherche provenant

du registre de services (440), dans lequelles
résultats de recherche comprennent uneliste

demandée; 5 d’un ou plusieurs noeuds (130) comprenantla
la sélection, par le dispositif informatique, d’un propriété de service demandée; et

premier noeud (930) dans le systéme qui héber- dans lequel la sélection du premier noeud (930)

ge une premiére instance de service compre- dans le systeme qui héberge la premiére instan-
nant la propriété de service demandeée; ce de service comprenantla propriété de service
létablissement, par le dispositif informatique 12 demandée comprend la sélection du premier

(920), d’un tunnel de communication (970) entre noeud (930) dans la liste d’un ou plusieurs
le dispositif client (910) et le premier noeud sé- noeuds (130) comprenantla propriété de servi-

lectionné (930), dans lequel le tunnel de com- ce demandée.

munication (970) comprend une premiére extré-
mité au dispositif client (910) et une deuxieme 15 Procédé selon la revendication 2, comprenant en
extrémité au premier noeud (930), dans lequel outre :
Pétablissement du tunnel de communication

(970) comprend: la détermination que le tunnel de communica-
tion (970) doit étre mis a jour ; et

la génération d’une étiquette de tunnel; 20 dans lequel la sélection du deuxiéme noeud
la configuration du dispositif client (910) (940) dans le systéme qui héberge la deuxiéme
pour encapsuler des unités de données instance comprenantla propriété de service de-

avec l’étiquette de tunnel générée; et mandéeest basée sur la détermination que le
la configuration du premier noeud sélection- tunnel de communication (970) doit étre mis a

né (930) pour encapsulerdesunitésdedon- 25 jour.

nées avec l’étiquette de tunnel générée;
4. Procédeéselon la revendication 3, dans lequella dé-

la sélection, parle dispositif informatique (920), termination que le tunnel de communication (970)
d’un deuxiéme noeud (940) dansle systeme qui doit 6tre mis a jour comprend:
héberge une deuxiéme instance de service 30

comprenantla propriété de service demandée; le renvoi de Pinterrogation de recherche au re-
et gistre de services (440) a des_intervalles
le déplacement, par le dispositif informatique particuliers ; et

(920), de la deuxiéme extrémité du tunnel de la réception de résultats de recherche mis a jour
communication (970) du premier noeud (930) 35 en provenance du registre de services (440),
au deuxiéme noeud (940) de maniére transpa- danslequel les résultats de recherche mis a jour

rente par rapport au dispositif client (910), dans comprennent une indication que le premier

lequel le déplacement de la deuxiéme extremité noeud (930) n’hébergeplus la premiére instan-
du tunnel de communication (970) du premier ce de service comprenantla propriété de service
noeud (930) au deuxiéme noeud (940) 40 demandée ou que la premiére instance de ser-
comprend: vice ne comprendplus la propriété de service

demandeée.

la configuration du premier noeud sélection-
né (930) pour arréter l’encapsulation d’uni- Procédé selon la revendication 3, dans lequel la dé-
tés de données avec l’étiquette de tunnel 45 termination que le tunnel de communication (970)
générée ; et doit 6tre mis a jour comprend au moins lune de :
la configuration du deuxiéme noeud sélec-
tionné (940) pour encapsuler des unités de la réception d’une indication en provenance du

donnéesavec étiquette de tunnel générée. registre de services (440) que le premier noeud

50 (930) n’héberge plus la premiére instance de
Procédé selon la revendication 1, comprenant en service comprenantla propriété de service de-
outre : mandée ou quela premiére instance de service

ne comprend plus la propriété de service

Penvoi d’une interrogation de recherchequi spé- demandée;

cifie la propriété de service demandée a un re- 55 la réception d’un message en provenance du
gistre de services (440), dans lequelle registre dispositif client (910) que le premier noeud (930)
de services comprend uneliste de servicesdis- est injoignable ; ou

ponibles dans un ou plusieurs noeuds (130) du la réception d’un message en provenance du
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premier noeud (930) que le premier noeud (930)

est incapable de fournir le premier service au

dispositif client (910).

44

la génération d’une étiquette de tunnel;

la configuration du dispositif client (910)
pour encapsuler des unités de données

avec l’étiquette de tunnel générée; et
la configuration du premier noeud sélection-
né (930) pour encapsulerdes unités de don-
nées avec Il’étiquette de tunnel générée ;

6. Procédé selon la revendication 3, dans lequelladé- 5

termination que le tunnel de communication (970)
doit étre mis a jour comprend :

la détermination qu’un autre noeud dansle sys-
la sélection d’un deuxiéme noeud (940)
dans le systéme qui héberge une deuxiéme

téme est une meilleure correspondance pourla 10 instance de service com prenantla propriété
propriété de service demandée; et de service demandée; et
dans lequel la sélection du deuxiéme noeud le déplacement de la deuxiéme extrémité

(940) dans le systeme qui héberge la deuxieme du tunnel de communication (970) du pre-

instance comprenantla propriété de service de- mier noeud (930) au deuxieéme noeud (940)15
mandée est basée sur la détermination qu’un

autre noeud dansle systeme est une meilleure
correspondance pour la propriété de service de-
mandée.

de maniére transparente par rapport au dis-

positif client (910), dans lequel, lors du dé-
placement de la deuxiéme extrémité du tun-

nel de communication (970) du premier
noeud (930) au deuxiéme noeud (940), la

7. Procédé selon la revendication 2, comprenant en 20 logique est en outre configurée pour
outre : effectuer:

la détermination d’une ou plusieurs métriques
de connexion de réseau pour une connexion du

dispositif client (910) a des noeuds particuliers 25
parmi les noeuds inclus dansla liste d’un ou

plusieurs noeuds comprenant la propriété de
service demandée; et

danslequel la sélection du premier noeud (930)
dansla liste d’un ou plusieurs noeuds compre-=30

nant la propriété de service demandéeest ba-
sée sur Pune ou plusieurs métriques de con- 9. Dispositifinformatique selon la revendication 8, dans

nexion de réseau déterminées. lequel le courtier de tunnel (600) est en ocutre confi-
guré pour effectuer:

la configuration du premier noeud sé-
lectionné (930) pour arréter lencapsu-
lation dunités de données avec léti-

quette de tunnel générée; et
la configuration du deuxiéme noeud sé-
lectionné (940) pour encapsuler des
unités de données avec l’étiquette de

tunnel générée.

8. Dispositif informatique comprenant: 35

une logique configurée pour mettre en oeuvre

un courtier de tunnel (600) configuré pour
effectuer:

l'envoi d’une interrogation de recherche qui spé-

cifie la propriété de service demandée a un re-

gistre de services, dans lequelle registre de ser-
vices comprend une liste de services disponi-

40 bles dans un ou plusieurs noeuds du systeme;
la réception d’une demande en provenance la réception de résultats de recherche provenant

d'un dispositif client (910) pour un service du registre de services, dans lequelles résultats

dans un systeme, le service comprenant de recherche comprennent uneliste d’un ou plu-
une propriété de service demandée; sieurs noeuds comprenantla propriété de ser-

la sélection d’un premier noeud (930) dans 45 vice demandée; et
le systéme qui héberge une premiéreins- dans lequel, lors de la sélection du premier
tance de service comprenant la propriété noeud (930) dans le systéme quihébergela pre-
de service demandée; miére instance de service comprenantla pro-

létablissement d’un tunnel de communica- priété de service demandée, le courtier de tun-

tion (970) entre le dispositif client (910) et 50 nel (600) est en outre configuré pour effectuer:
le premier noeud sélectionné (930),

la sélection du premier noeud (930) dansla
dans lequel le tunnel de communication (970) liste d’un ou plusieurs noeuds comprenant
comprend une premiére extrémité au dispositif la propriété de service demandée.

client (910) et une deuxiéme extrémité au pre- 55
mier noeud (930), dans lequel, lors de I’établis- 10. Dispositif informatique selon la revendication 9, dans
sement du tunnel de communication (970), la lequel le courtier de tunnel (600) est en outre confi-
logique est en outre configurée pour effectuer: guré pour effectuer:
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11.

12.

13.

45 EP 2 922 275 B1

la détermination que le tunnel de communica-

tion (970) doit 6tre mis a jour; et
dans lequel le courtier de tunnel (600) est con-
figuré pour effectuer la sélection du deuxieme
noeud (940) dans le systeme qui héberge la
deuxiéme instance comprenantla propriété de
service demandéesurla base de la détermina-

tion que le tunnel de communication (970) doit
étre mis a jour.

Dispositif informatique selon la revendication 10,
dans lequel, lors de la détermination que le tunnel

de communication (970) doit é6tre mis a jour, le cour-

tier de tunnel (600) est en outre configuré pour
effectuer:

le renvoi de Pinterrogation de recherche au re-

gistre de services a desintervalles particuliers ;
et

la réception de résultats de recherche mis a jour
en provenance du registre de service, dansle-

quel les résultats de recherche mis a jour com-
prennent une indication que le premier noeud

(930) n’héberge plus la premiére instance de

service comprenantla propriété de service de-
mandée ou que la premiére instance de service
ne comprend plus la propriété de service de-
mandée.

Dispositif informatique selon la revendication 10,

dans lequel, lors de la détermination que le tunnel

de communication (970) doit étre mis a jour, le cour-
tier de tunnel (600) est en outre configuré pouref-
fectuer au moins Pune de :

la réception d’une indication en provenance du

registre de services que le premier noeud (930)

n’héberge plus la premiére instance de service
comprenantla propriété de service demandée
ou que la premiére instance de service ne com-
prend plus la propriété de service demandée;

la réception d’un message en provenance du

dispositif client (910) que le premier noeud (930)
est injoignable ; ou

la réception d’un message en provenance du
premier noeud (930) que le premier noeud (930)
est incapable de fournir le premier service au

dispositif client (910).

Dispositif informatique selon la revendication 10,
dans lequel, lors de la détermination que le tunnel

de communication (970) doit étre mis a jour, le cour-
tier de tunnel (600) est en outre configuré pour
effectuer:

la détermination qu’un autre noeud dansle sys-
téme est une meilleure correspondance pour la
propriété de service demandée; et
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danslequel le courtier de tunnel (600) est con-

figuré pour effectuer la sélection du deuxieme
noeud (940) dans le systeme qui héberge la
deuxiéme instance comprenantla propriété de
service demandéesur la base de la détermina-

tion qu’un autre noeud dansle systéme est une
meilleure correspondance pour la propriété de
service demandée.
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Citation # 1(Other) (# uploaded documents:1):
Identification of Document: Publication Date:

the Internet Engineering Task Force draft 02 Apr 1999 (02/04/1999)
documents IPv6 Tunnel Broker

Link to document:

https://datatracker.ietf.org/doc/html/draft-etf-ngtrans-broker-00. txt

Most relevant passages or drawings: Relevant to Claims:

Appendix section A.3 User, Tunnel and Tunnel 1-15

Server management
Brief explanation of relevance:

We believe that the Claims 1-15 madein this patent application are identical and/or obvious

consequencesofcertain prior art which wewill further present. The main source ofprior art wewill

use further is an identical setup described in the Internet Engineering Task Force draft documents “

IPv6 Tunnel Broker” which had6 versions officially released starting from the version 00 dated April

1999 and which later became RFC 3053 dated January 2001. As the draft language evolved certain
items which were too obvious were removed from it and new ideas were addedto it so we will use

several versions of this document which webelieve bestillustrate the prior art relevant to specific

claims of this patent application.

Draft O describes the “tunnel server database” (Appendix section A.3 “User, Tunnel and Tunnel

Server management”). This part of the prior art documents is relevant to the Claims 2-15. In Claim 2

as filed, the method of sending, receiving information between tunnel devices is disclosed. However

, the same method wasalready described in the relevantprior art. Analyzing this claim and already

having

established that tunnel broker (hereinafter - TB) acts asfirst server and tunnel server (hereinafter

referred as TS) acts as tunnel device it becomes obvious that the main idea of this claim is identical

to the information contained in prior art document's Appendix section A.3:

«"The Tunnel Server database has one entry for each Tunnel Server; each entry has the following
fields:

IPv4

* The TB managesthe service updating these databases”.

As the TB and TS have been used for quite some time, the actual means howinformation about

tunnel devicesis obtained is irrelevant. It is obvious for a person skilled in the art, that sending and

receiving a message with tunnel devices' data is a very straightforward wayto get that information.

The same section of the mentioned prior art source is relevant to Claims 3-15. The Appendix

section A.3 “User, Tunnel and Tunnel Server management”indicates someof the possible fields

which maybe stored in tunnel server database about each tunnel server (Same to Claim 3, 8, 10 of

the present patent application). Claim 14 is obvious and does not constitute any practical addition to

Claim 1. If the first and second messages would not contain a content identifier the tunnel device

would not be able to identify the web server to which it needs to send an information request.

Claims 4-7, 9, 11-13, 15 are obvious and dependent from the other, not new and obvious, claims.

They do not create any novelty or inventive step that could get patent protection.
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Citation # 2(Other) (# uploaded documents:1):
Identification of Document: Publication Date:

the Internet Engineering Task Force draft Jan 2001 (01/2001)

documents IPv6 Tunnel Broker (version RFC

3053)
Link to document:

https://datatracker.ietf.org/doc/html/rfc3053

Most relevant passages or drawings: Relevant to Claims:

Section 2-4 1-15

Brief explanation of relevance:

Claim 1 should not be accepted becauseit is not new and is obvious compared to the relevant prior

art. The prior art document Internet Engineering Task Force draft documents IPv6 Tunnel Broker(

version RFC 3053) [hereinafter - RFC 3053) describes the general operation of “Tunnel broker”(

hereinafter referred as TB)infrastructure.

When comparing TB description to the elements in the prior art and Claim 1 of the present patent

application, it is clear that both documents describe the sameinvention. In the prior art document,

the TB acts as thefirst server (see section 2.1 “Tunnel Broker”), dual-stack node acts as a second

server, tunnel server(hereinafter - TS) acts as a tunnel device (see section 2.2 “Tunnel server’).

According to section 2.3 of the prior art document, the client can function as a standalone host or

router. In the latter case, it is obvious for a person skilled in the art that client device according to

this claim is any device connected to a standalonerouter.

Analyzing all the steps of the claim in such setup the following conclusions can be drawn:

* Itis obvious that the client device sends a request message to the second serverwith the identifier
of the content whichit receives.

« The second server sendsthefirst message to the first server whichit receives (first part of section

2.3 “Using the Tunnel Broker: ...it should provide at least the following information...”)
* Thefirst server selects a tunnel device from the list of tunnel devices and sends a second

message using the selected IP address of the selected tunnel device which it receives (described in

the second part of section 2.3 “Using the Tunnel Broker: The TB managesthe client requests as

follows”)

« The remaining steps are not described in the RFCin details but are obvious from figure 1 of

the prior art source “Figure 1: The Tunnel Broker model” and the purposeof the tunnel itself (a

reference in section 2 “Tunnel broker model”). Prior art document describes: "Tunnel brokers can be

seen asvirtual IPv6 ISPs, providing IPv6 connectivity to users already connected to the IPv4

Internet". Another relevant section is 4 “Use of the tunnel broker conceptin other areas”, which

describes "The Tunnel Broker approach might be efficiently exploited also to automatically set-up

and manage anyotherkind of tunnel)”.

Claims 2-15 are dependent claims. They do not create any novelty or inventive step that could get

patent protection. Therefore, at least the claims 1-15 should be rejected as not novel and obvious.

 
Citation # 3 (Patent/utility model) (# uploaded documents: 1):
Country code: Publication number: Documentkind code:

US 20130080575 Al

Patent Applicant/Patent Owner: Title of invention:

Cloudflare Inc. Distributing transmission of requests across multiple

ip addresses of a proxy serverin a cloud-base
Link to document:

Publication Date: Filing Date: Priority Date:

28 Mar 2013 (28/03/2013)—|27 Sep 2011 (27/09/2011)
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Mostrelevant passages or drawings: Relevantto Claims:

Paras. 15, 16-20, 26-28, 39, 46, 77, 90, 29-31, 73-75, 85- 1, 2-6, 14 87, 98, 99, Fig. 1 and 5, Claims.
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Brief explanation of relevance:

The claims of the current patent application are not new neitherinvolve an inventive step. Identical

methodfor content fetching is disclosed in the patent application US20130080575(A1) (hereinafter-

'575). The publication discloses a method forfetching a first content overthe Internet identified by a

first content identifier by disclosing fetching “network resources” from origin servers, where the

content may include “HTML pages, images, word processing documents, PDF files, moviefiles,

music files, or other computerfiles.” See, e.g., "575 publication, JJ] 26, 27; see also id. ff] 15, 17 (“

requested content’), 18 (same), 19, also Claim 1. The 575 publication discloses the content is

identified in requests from client, for instance in HTTP requests sent to proxy server. See id.f[Jj 45 (

client request includes parameters such as “the type of requested content’), 46, 27, 39; Fig. 1.

Identical content fetching method is disclosed in the current patent application claim 1.

The ’575 publication discloses sendingthefirst identifier to the first server by disclosing that client

sendsits IP address to DNS system whenresolving a proxy serverthat will retrieve content from

the original server. See, e.g., °575 publication, Jf 15, 77 (“client device requests an IPv4 addressfor

example.com (thus, the client device is an IPv4 enabled client)”), 90 (Same); Figs. 5 (step 510), 6 (

step 610).

The ’575 publication discloses sendingafirst request to the first server by disclosing that client

sends a request to DNS system to provide a proxy serverthat will retrieve content from original

server. See, e.g., 575 publication, Tf} 15, 77 (“client device 110A requests an IPv4 address for

example.com’), 90 (same); Figs. 5 (step 510), 6 (step 610).

The ’575 publication discloses receiving the second identifier from the first server by disclosing

that client receives an IP address of server from DNS system in responseto client’s request for an

addressof a proxy. See, e.g., 575 publication, Jf 15, 28 77 (“DNS system 140 returns to the client

device 110A an |IPv4 addressthat is mapped to the record for the requested domain. The IPv4

addressis an address of the proxy server 120.”), 90 (same); Figs. 5 (step 512), 6 (step 612).

The ’575 publication discloses sending a second request to the second device using the second

identifier, the second requestincludingthefirst content identifier and the third identifier, by

disclosing client sends a request to proxy server identified by DNS system. The request includes

identification of the content type and the domain of origin server. See, e.g., 575 publication, ff 15,

28, 37, 45 (“a proxy server receives an incoming request from a client device and extracts a set of

one or more parameters related to the request. For example, the set of parameters mayinclude one

or more ofthe following: the source IP address of the incoming request, the requested domain (e.g.,

as indicated in the Host header of an HTTP request) of the incoming request, the source port of the

incoming request, cookie(s) of the incoming request, session identifier(s) of the incoming request(if

different than the cookie(s)), the type of requested content (e.g., HTML, image, video, etc.), or any

combination thereof.”) (emphasis added), 78, 91 (same); Figs. 5 (Step 514), 6 (step 614).

614). Prior art ‘575 [in Claim 1] discloses selecting a first one of a plurality of IP addresses of a
same

protocol type of the proxy server for use as a source IP address for a second packetthat carries an

outgoing request, and transmitting a second packet that hosts the identified resource. A similar

message are described in claim 14 comprising the content identifiers of the present application.

The ’575 publication discloses the feature or receiving content, by disclosing that the selected proxy

server sends the content retrieved from origin server in response to the requesting client. See, e.g.,

*575 publication, Jf] 16-20, 29-31, 73-75, 85-87, 98, 99; Figs. 5 (step 530), 6 (Step 630).

And similarly to Claim 5 of the present application, '575 discloses [para. 78, 81, 88, 94, 100] that the

IPv4 TCP connection mayalready be established between the proxy serverand the origin server(

e.g., if a single TCP connection is used for multiple requests, which may be sent from multiple,

different, client devices). In Such cases, the operation may be skipped andthe existing IPv4 TCP

connection may be used. '575 teaches about using TCP connection: para. 78, 81, 88, 94, 100] "the

client device and the proxy server establish a TCP connection. This TCP connection is referred
herein as an |Pv4 TCP connection since the client device initiates the TCP connection with the IPv4

addressof the proxy server. After the TCP connection is established, at operation, the client device

transmits an IPv4 packet that includes a resource request (e¢.g.an HTTP request) to the IPv4

addressof the proxy server. 
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Citation # 4 (Patent/utility model) (# uploaded documents: 1):
Country code: Publication number: Documentkind code:

US 7788378 B2

Patent Applicant/Patent Owner: Title of invention:

Microsoft Technology Licensing LLC Apparatus and method for community relay node

discovery
Link to document:

Publication Date: Filing Date: Priority Date:

26 Oct 2006 (26/10/2006) _|22 Apr 2005 (22/04/2005)

Mostrelevant passages or drawings: Relevantto Claims:

claim 1, col 1, In 45-60; 1,5,9

 
 

Brief explanation of relevance:

US7788378B2 discloses[col 1, In 45-60] a method of discovering a community relay node within a

network community wherein the community relay nodeis operatively coupled to an

access-protected client and adapted to facilitate communication between the access-protected

client and a requesting client. It teaches about receiving a request message from a requesting client

relating to a request for a community relay node, associating the request message with a serverless

nameresolution protocol name, selecting a community relay node from amonga list of community

relay nodes based onthe serverless name resolution protocol name, wherein the list of community

relay nodes comprisesat least one internet protocol address associated with a community relay

node, and returning an internet protocol address of the selected community relay node to the

requestingclient.

US7788378B2 teaches in claim 1, about the request message sent and received by

the client, selecting a community relay node, returning an internet protocol addressto the

requesting client. That is identical to Claim 1 in the present application. US7788378B2 teaches that

by establishing a connection betweenthe twoclients, the community relay node may subsequently

relay communications betweenthefirst and second clients. Similarly, already established

communication is described in Claim 5 of the present application. 
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Citation # 5 (Patent/utility model) (# uploaded documents: 1):
Country code: Publication number: Documentkind code:

US 20090216887 Al

Patent Applicant/Patent Owner: Title of invention:

Alcatel Lucent SAS Method of establishing a connection
Link to document:
 

Publication Date: Filing Date: Priority Date:

27 Aug 2009 (27/08/2009) 09 Dec 2008 (09/12/2008) 13 Dec 2007 (13/12/2007)

Mostrelevant passages or drawings: Relevant to Claims:

Claims 5 and 7

 
 

Brief explanation of relevance:

US20090216887A1 teaches in Claim 5, that when choosing a relay candidate establishing a

connection betweena first peer in a P2P network, one or more direct connections that are already

established in the peer-to-peer network can be re-used for the relayed connection betweenthefirst

peer and the second peer. A use of already established communication is described in Claim 11 of

the current application.

US20090216887A1 in Claim 7 teaches about method of establishing a connection, comprising the

step of: sending, by thefirst peer, a relay discovered message comprising a peeridentifier of the

relay peerto the second peer;

sending, by the second peer, a relayed connection request comprising connection information of the

second peerto the relay peer;

sending, by the relay peer, a relayed connection response comprising connection information of the

relay peer to the second peer; and

establishing a direct connection between the second peerandthe relay peerif no direct connection

between the second peerand the relay peeris already established. 
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provisions of Section 16 of RFC?ZOOG.

This document is an Internet-Draft. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas, and
its working groups. Note that other groups may also distribute working
documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months

and may be updated, replaced, or obsoleted by other documents at any
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Abstract

The IPv6 global Internet as of today is mostly build using tunnels over
the existing IPv4 infrastructure. Those tunnels are difficult to
configure and maintain in a large scale environment. The 6bone has
proven that large sites and ISPs can do it, but this process is too
complex for the isolated end user who already has an IPv4 connection and
would Like to enter the IPv6 world. The motivation for the development
of the tunnel broker model is to help the early IPv6 adopters to hook up
to the 6Gbone and to provide them stable, permanent IPv6 addresses and
DNS names. The concept of the tunnel broker was first presented at
Orlando's IETF in December 1998. Two implementations were demonstrated
in Grenoble IPng & NGtrans interim meeting.
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i. Introduction

The growth of IPv6 networks started mainly using the transport
facilities offered by the current Internet. This fact brought to the
development of several techniques to manage IPv6 over IPv4 tunnels. At
present most of the 6bone networks is built using manual tunneling over
the Internet. The main drawback of this approach is the overwhelming
management Load for network administrators, who have to perform heavy
configuration operations for each tunnel. Several attempts to reduce
this management overhead have been proposed [1-3]. Nevertheless all of
them present drawbacks that prevent from wide usage:
- [i] was introduced to use automatic tunnels with IPv4 compatible

addresses. This approach does not solve the address exhaustion
problem of IPv4. Also there is a great fear to include the complete
IPv4 routing table in the IPv6 one and just making the routing
table size problem worse by multiplying it by 5.

- [2] is the 6over4 mechanism. This is a site local mechanism to use
IPv4 multicast as a layer 2 media. It does not solve the problem to
connect an isolated user to the global IPv6 Internet.

- [3] is the 6to4 mechanism to embed IPv4 tunnel addresses into IPv6
prefixes to automatically discover tunnel endpoints. Some important
technical issues such as source address selection and global
routing are currently debated in the IETF. But the main difference
are in the premises of the two approaches: 6to04 consider that
isolated sites are to be dynamically connected in the absence of
native IPv6é infrastructure and tunnel brokers consider the pre-
existence of a Large IPv6 global network.

This document presents an alternative approach based on the provision of
Tunnel Brokers (TBs) to automatically manage tunnel requests coming from
the users. This approach is expected to be useful to stimulate the
growth of IPv6 interconnected hosts and to allow to early IPv6 network
providers the provision of easy access to their IPv6 networks.
section < provides an overall description of the Tunnel Broker Model;
section 3 reports known Limitations to the model; section 4 addresses
security issues. A first implementation of the Tunnel Broker service is
described in Appendix to this document.

2. Tunnel Broker Model

Tunnel brokers can be seen as virtual IPv6 ISP, providing IPv6
connectivity to users already connected to the IPv4 Internet. In the
global IPv6é Internet it is expected that many tunnel brokers will be
available and the user will just have to pick one. The List of the
tunnel brokers should be referenced on a "well known" web page on
http: //www.ipvG.org to allow users to choose the "closest" one, the
"cheapest" one, or any other one.

The tunnel broker model is based on a set of functional elements

depicted in figure 1.
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IPv6 over IPv4 tunnel

Figure 1: the Tunnel Broker model

2.1 Tunnel Broker

The TB is a place where users connect to register and activate tunnels.
The TB manages tunnels creation, modification and deletion on behalf of
the users. It shares the Load of tunnel end-points on the network side
among potentially several tunnel servers. It sends configuration orders
to the relevant tunnel server when tunnels are to be created or

modified. The TB also register the user in the DNS.

2.2 Tunnel server

A tunnel server is a dual stack (IPv4 & IPv6) router connected to the
global Internet. Upon configuration order from the tunnel broker, it
creates, modifies or deletes the half part of the tunnel toward the
user. It can also maintain some statistics on the usage of the tunnels.

2.3 Using the Tunnel Broker

The client of the service is a dual-stack IPv6 node (host or router)
connected to Internet. Approaching the TB, the client must provide the
following information:

- the IPv4 address of the client side of the tunnel

- a nickname to be used for the registration in the DNS of the global
IPv6 addresses assigned to both sides of the tunnel

- the client function (i.e. standalone host or router)
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Besides, if the client machine is an IPv6 router willing to provide
geographical connectivity to several IPv6 hosts, the client should be
required to provide also some information about the amount of IPv6
addresses required. This allows the TB to allocate to the client an IPv6
subnet well fit to his needs instead of a single IPv6 address. Otherwise
an IPv6 prefix of pre-defined Length should be assigned to any client
acting as an IPv6 router. The TB manages the client requests as follows:

- it first designates (e.g. according to some Load sharing criteria
defined by the network administrator) a Tunnel Server to be used as
the actual tunnel end-point at the network side;

- it chooses the IPv6 prefix (/64 or /48) to be used;
- it fixes a Lifetime for the tunnel;
- it configures the network side of the tunnel;
- it registers tunnel end-points addresses in the DNS;
- it prepares activation and de-activation scripts to be run on the

client machine for easy configuration of the client side.

Then the TB sends back configuration information to the user, including
tunnel parameters and DNS names. The Lifetime of the IPv6 addresses are
supposed to be relatively Long and potentially Longer than the Lifetime
of the IPv4 connection of the user. This will allow the user to get
semipermanent IPv6 addresses and associated DNS names even though he is
connected to the Internet via a dial-up Link and get dynamically his
IPv4 addresses by DHCP.

There are many technical alternatives to realize the interactions among
the various entities in the tunnel broker model. The communication

protocol used between the TB and the user could be based on SNMP, on an
extension of DHCPv6, on an ad-hoc protocol or even on just some web
forms filled up by the user. In a similar way, the communication
protocol used between the TB and the tunnel servers is also
implementation dependant. It could be some simple RSH commands, SNMP or
an ad-hoc protocol specially designed or something else. Finally the
Dynamic DNS Update protocol [4] should be used for automatic DNS update
(i.e. to add or delete AAAA, A6 and PTR records from the DNS zone
reserved for tunnel broker users) controlled by the TB. A simple
alternative would be for the TB to use a small set of RSH commands to

dynamically update the direct and inverse databases on the authoritative
DNS server for the tunnel broker users zone (e.g. broker.isp-name.com).

2.4 Open issues

Real usage of the TB service may require to introduce accounting/
billing functions.

3. Known limitations

This mechanism may not work if the user is using private IPv4 addresses
behind a NAT box.
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4. Security Considerations

The TB service raises several security issues. All interactions between
the functional elements of the proposed architecture need to be secured,
i.e.:

- the interaction between the client and TB;
- the interaction between the TB and the Tunnel Server;
- the interaction between the TB and the DNS.

Furthermore, if the client chooses to run the configuration scripts
provided by TB, these scripts must be executed as root. The security
techniques adopted for each of the required interaction is dependent on
the implementation choices. For the client - TB interaction, the usage
of http allows the exploitation of standard secure http features (SSL,
S- HTTP). If e-mail exchanges are used standard mechanisms to secure
e-mail can be used (PGP, PEM). For the interactions that use SNMP, the
security issues are basically the same as those of securing SNMP.
Otherwise if RSH commands are used standard IPsec mechanisms may apply.
If the TB - DNS server interaction is a dynamic DNS update procedure,
the security issues are the same discussed in [5]
Finally TBs may face denial of service attack. They must implement some
sort of protection against this.
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Appendix
implementation Example

This appendix describes an early implementation of the TB service
developed at CSELT, based on widely available communication tools. The
basic communications between the clients and the TB run over http. The
client uses a browser and can access a WWW Server providing the TB
service interface. This interface offers two different hyperlinks, one
for the new users and another for the registered users.

The new user has to provide some identification data (Name, Company and
e-mail address) and a nickname to be used as:

- the username to Login as registered user
- the name identifying the user in the DNS database

This information is submitted to the TB with a POST method. The TB

starts the user configuration procedure and sends back an e-mail to the
user providing a password for accessing the registered user pages and
the name registered in the DNS database.

The registered user has the possibility to create a new tunnel, to view
tunnel information, to change tunnel parameters and to remove an
established tunnel (Conly one active tunnel per user is allowed). To
create a new tunnel, the user has to provide some additional
information:

- the IPv4 address of the user-side tunnel end-point (the TB pre-fill
this field using http carried browser information);

- the 0.8./IPv6 implementation used;
- if the user end-point of the tunnel will be on a host or router.

If the user requests to use a router as tunnel end-point a new form is
pushed to the user asking:

- motivation;
- life-time.

Then the user submit this information to the TB and the tunnel

configuration procedure takes place.

A registered user who has already set-up a tunnel can view a display of
the following tunnel parameters:

- Server IPv4 Address
- Server IPv6é Address

- Server IPv6 Link Local Addr
- Client IPv4 Address
- Client IPv6 Address
- Client IPv6 Link Local Addr

- Expiration Date

The user can also modify the Client IPv4 Address if this is changed, can

  Exp  
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extend the tunnel Life-time a day before the Expiration date and can
delete the tunnel anytime. The communication between the client and the
TB may be secured using SSL (access to the TB using the https scheme).

o -i User configuration procedure

When the TB receives a request of registration by a new user, it
operates as follows:
- uses the nickname to build a name identifying that user in the

DNS system;
- updates an internal user database;
- sends an e-mail back to the user.

o -2 Tunnel configuration procedure

Once a registered user asked for the creation of a tunnel providing all
the required information the TB first checks if the user requested to
terminate the tunnel on a router or on a host. If the user choice was a

router the request is put in a pending state and managed
administratively: the administrator of the TB has the possibility to
accept or refuse the motivations and Lifetime indicated by the user. If
the user choice was a host the TB acts automatically as follows:

1) verifies if resources are available to set-up a new tunnel
(otherwise puts the user request in a pending state and go to
step viii);

ii) selects a Tunnel Server from the List of available Tunnel
Servers on the basis of simple number-of-tunnels balancing
criteria;

iii) selects an IPv6 prefix to be used for assigning IPv6 addresses
to the tunnel end-points;

iv) sets an Expiration Date for the tunnel (default 7 days);
v) configures the Tunnel Server;
vi) updates the DNS server;
vii) prepares activation and de-activation scripts for tunnel

configuration on the user side;
viii) pushes to the user browser a new page displaying the results

of the tunnel request: if OK the new page displays tunnel
parameters and hyperlinks to the activation and de-activation
scripts.

The user who receives positive acknowledgment can then execute
(downloading the scripts or not) the activation script to configure the
user side of the tunnel. There is still the possibility for a user that
do not want to run the configuration scripts or that has an IPv6
implementation not supported by the TB to set up his/her end-point of
the tunnel manually. At the end of this procedure the user is IPv6
connected and identified by his/her own name in the DNS.

A similar procedure is performed when the user selected a router as
tunnel end-point and the Administrator accepted the request.
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&.3 User, Tunnel and Tunnel Server management

The TB maintains three databases, one for users, one for active tunnels
and the last one for Tunnel Servers. The User database has one entry for
each user of the service; each entry has the following fields:

- Username
- Password

- DNS entry
- Firstname
- Lastname

- Company
- Country
- E-Mail

- Has Tunnel (yes/not for active tunnel)
- Tunnel Count Cnumber of tunnel creation performed by the user)

The Tunnel database has one entry for each active tunnel; each entry has
the following fields:

- Identifier
- Owner
- User IPv4 Address
- Server IPv4 Address
- User Global IPv6 Address
- Server Global IPv6 Address

- User Link Local Address
- Server Link Local Address

- User OS Type
- Creation Date

- Expiration Date
- Standalone
- Manual

The Tunnel Server database has one entry for each Tunnel Server; each
entry has the following fields:

- Identifier
- IPv4
- IPv6

- Os
- Use TBSP
- Used Standalone Tunnels
- Max Standalone Tunnels
- Used Router Tunnels
- Max Router Tunnels

The TB manages the service updating these databases. An Administrator
Interface gives to the TB manager a full control (add, modify and remove
any time) over users, tunnels and Tunnel Servers.

In order to access to the administrative web pages, the TB administrator
has to log as Registered User using the administrative username and
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password. The page presented to the administrator contains hyperlinks to
the following sections:

- Administrator Profile Change
- User Administration
- Tunnel Server Administration
- Tunnel Administration

The Administrator Profile Change lets the administrator to change his
password.

The User Administration section, once selected, allows the administrator
to interact with the User database in order to List the database content

or delete an entry in the database. If the administration deletes an
entry with an associated tunnel, the tunnel is released.

The Tunnel Server Administration section allows the administrator to

manage the data contained in the Tunnel Server database. The page
presented to the TB superuser contains hyperlinks to the following
subsections:

- Tunnel Server List (the content of the Tunnel Server database is
displayed with the relevant informations);

- Add Tunnel Server (this hyperlink allows the insertion of a new
Tunnel Server; the administrator is asked for the Tunnel Server
informations as described in the previous section);

- Modify Tunnel Server (this subsection is used by the administrator
to change the information of a Tunnel Server, e.g. Max Standalone
Tunnels);

- Delete Tunnel Server (causes the removal of the selected Tunnel
Server entry from the Tunnel Server database; the tunnels managed
by this Tunnel Server are released).

The Tunnel Administration section is used to perform tunnel management.
The page presented to the administrator contains hyperlinks to the
following subsections:

- Tunnel List (the content of the Tunnel database is displayed to
the administrator)

- Manual Setup Callows the TB superuser to setup manually a tunnel)
- Release (causes the release of the selected tunnel)
- Change Parameters Callows the update of the data associated to

a tunnel)
- Pending Router Request (displays the List of the user requests

for a tunnel towards a router; two hyperlinks are associated to
each entry allowing the administrator to accept or refuse the
request).

a.&4 Modularity

The Tunnel Broker implements a plugin-lLike mechanism for adding support
for new Tunnel Servers or client operating systems without modifying the
TB scripts or breaking the service. To achieve this result the scripts
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has to follow a predefined template and are kept in a plugin directory
checked at every request for a new tunnel. This implies that the List of
supported Tunnel Servers and client OSs is built dynamically, based on
the content of the plugin directory.

A.4.41 Script directory structure

The scripts for interacting with users, Tunnel Servers and DNS are
stored in a plugin directory structured as following:

<TB plugin home directory>
|
+--- script

|
+--- dns

|
+--- server

| |
| +--- Local
| | |
| | +--- act
| | |
| | +--- deact
| |
| +--- remote
| |
| +--- act
| |
| +--- deact
|
+--- client

|
+--- act

|
+--- deact

The scripts have to be inserted in the proper subdirectory accordingly
with their functionality (eg. a Tunnel Server activation script for a
remote Tunnel Server in inserted in directory
<TB home>/script/server/remote/act).

This tree is scanned by the CGI program every time a user requests
scripts for tunnel activation/deactivation and at the insertion of a new
Tunnel Server for building the appropriate List of supported OSes.

A.4.2 Client scripts

Client scripts are used to help a TB user to configure his/her own host.
In order to support a new client architecture, a TB adminstrator has to
provide both activation and deactivation scripts for the selected
configuration. These scripts must include the following keywords, that
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Scripts follow a naming convention:

- activation and deactivation scripts must ave the same name
- scripts filename has the structure <OS-StackType>.<extension>

Ceg. PERL scripts for FreeBSD hosts using INRIA IPv6
implementation could have as filename FreeBSD-INRIA. pl); the
<OS-StackType> name is used as the name displayed in the
user interface selection List.

will be replaced with proper values for the specific user request:

_ipv4client_ for the client IPv4 address;
_ipv4server_ for server IPv4 address;

- _ipv6client_ for the client global IPv6 address;
_ipv6server_ for the server global IPv6 address;
_ipv6Llclient_ for the client Link Local address;
_ipv6lLlserver_ for the server Link Local address.

Every time a TB user interacts with the TB web pages in order to
download the activation/deactivation scripts, the CGI provides keywords
substitution with the correct values stored in the TB database.

&.4.3 Server scripts

Server scripts are used to both setup and release an IPv6 over IPv4
tunnel on a tunnel server. In order to support a new Tunnel Server, a TB
administrator has to provide both activation adn deactivation script for
the new platform. These scripts are invoked by the CGI program at every
tunnel setup or release. The following parameters are passed to the
script

<tunnel type> Ccould assume the values 'standalone' or 'router')
<client IPv4 address>
<server IPv4 address>

<cLlient global IPv6 address>
<server global IPv6 address>
<client local Link address>
<server Local Link address>.

The executed script has to return the value @ on success and -1 on
failure.

A.4.4 DNS scripts

DNS scripts are used to interact with the DNS in order to update its
resolution tables. ALL parameters specific to the DNS CIP address,
software, file structure, etc.) and the interaction mode between the TB
and the DNS are embedded within the DNS scripts and do not affect other
TB scripts. The TB uses a script called 'dns_act' to add a new entry in
the DNS database and a script named 'dns_deact' to remove a host entry
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from the DNS tables. Both scripts are invoked by passing two parameters:

<host name>

<global IPv6 address>.

The executed script has to return the value @ on success and -1 on
failure.

&.5 CSELT's Tunnel Broker location 

The TB service is up and running at:
https: //earmen cselt it/ipvetp  

The software implementing the TB is freely available at:
http //capmen.cselt.pt/ipvs/download
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Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (02-18)
Approvedfor use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number   feaSCS 

Filing Date 

First Named Inventor

Art Unit

 Derry Shribman

 
 

 

  
 

feoSCSCSCS

  Examiner Name
  
Attorney Docket Number | HOLA-005-US10
 

 

 
U.S.PATENTS

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
Initial* No Patent Number Code’ Issue Date Relevant Passages or Relevant

6895011 PO05-05-17 
If you wish to add additional U.S. Patent citation information pleaseclick the Add button. Add

of cited Document

arold Aaron Lassers
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |...
( Not for submission under 37 CFR 1.99)

 

  Examiner Name

Attorney Docket Number | HOLA-005-US10

Y0090297816 DOO9-11-26

  
 

 P0120166582 D012-06-28 ehuda BINDER

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|

  
 
 

 
 

 

 
 

FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns, Lines
Examiner Cite|Foreign Document Country Kind|Publication Applicantof cited where Relevant
Initial* No|Number? Code? Code‘) Date PP Passages or RelevantDocument :

Figures Appear

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

. .,_|Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ : : .
ew (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),Initials No : : .

publisher, city and/or country where published.

 
Ts

 

eed et al, "Anonymous Connections and Onion Routing”, Naval Research Laboratory, 03/1998 https:/Avww_onion-
outer.net/Publications/JSAC-1998_pdf (Year: 1998) 

 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered[
*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

  

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |...
( Not for submission under 37 CFR 1.99)

 

  Examiner Name
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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Electronic AcknowledgementReceipt

Application Number: 16278107

International Application Number:

Confirmation Number: 4936

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ee

Paymentinformation:

 
Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

1034794

Information Disclosure Statement(IDS)
Form (SB08) IDS6.paf a0847d276775efa4d3ae43fSed680e8b3a6q 
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Information:

1365617

003-Anonymous-Connections.Non Patent Literature
pdf 3ebfldc9eafeef33782fd6e2f09d81 69dc346

320

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Doc code: IDS PTO/SB/08a (02-18)
og . . . Approvedfor use through 11/30/2020. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 6278107
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Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

 

 
Examiner Name  
 
 
Attorney Docket Number | HOLA-005-US10
 

 
U.S.PATENTS [Remove|
 

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae ie Patent Number Issue Date . Relevant Passages or RelevantInitial No Code’ of cited Document :
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

 

Application Number 16278107

Filing Date 2019-02-17

First Named Inventor|Derry Shribman 

Art Unit |  Examiner Name  
Attorney Docket Number | HOLA-005-US10 
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INFORMATION DISCLOSURE

Application Number 16278107

Filing Date 2019-02-17

First Named Inventor|Derry Shribman 

STATEMENT BY APPLICANT
Art Unit | 

( Not for submission under 37 CFR 1.99)  Examiner Name  
Attorney Docket Number | HOLA-005-US10 
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7P013-03-28 atthew Browning Prince
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Application Number 16278107
 
Filing Date 2019-02-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 
First Named Inventor|Derry Shribman

Art Unit |
 

 
Examiner Name  
 
 
Attorney Docket Number | HOLA-005-US10

p004094980 me]2004-11-04 |FONTMN, Wilhelmus, F-.
If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

. .,_|Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ : : .
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),No : : .
publisher, city and/or country where published.

 

  
 

 
 

5
Initials* qT
  
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered[
*EXAMINER:Initialif reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

  

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP $01.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the documentunder WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English languagetranslation is attached.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE First Named Inventor|Derry Shribman
STATEMENT BY APPLICANT |...
( Not for submission under 37 CFR 1.99)

 

  Examiner Name
  
Attorney Docket Number | HOLA-005-US10
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[-] any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attachedcertification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware ofa violation or potential violation of law or regulation.
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2004/094980A2IIIIIIIINNINIINIATTYTTRIUM

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY(PCT)

(19) World Intellectual Property
Organization

International Bureau

(43) International Publication Date
4 November 2004 (04.11.2004) PCT

(51) International Patent Classification’: GO01M 11/00

(21) International Application Number:
PCT/IB2004/05049 1

(22) International Filing Date: 22 April 2004 (22.04.2004)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
03101131.5 24 April 2003 (24.04.2003) EP

(71) Applicant (for all designated States except US): KONIN-
KLIJKE PHILIPS ELECTRONICS N.V. [NL/NL];
Groenewoudseweg 1, NL-5621 BA Eindhoven (NL).

(72) Inventors; and
(75) Inventors/Applicants (for US only): FONTIJN, Wil-

helmus, F., J. [NL/NL]; c/o Prof. Holstlaan 6, NL-5656
AA Eindhoven (NL). LAMBERT,Nicolaas [NL/NL]; c/o
Prof. Holstlaan 6, NL-5656 AA Eindhoven (NL).

(74) Agent: GROENENDAAL,Antonius, W., M.; Prof. Hol-
stlaan 6, NL-5656 AA Eindhoven (NL).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

(54) Title: PEER TO PEER TRANSFER OF CONTENT

  

 

(84)

(10) International Publication Number

WO 2004/094980 A2

AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU,ID,IL,IN,IS, JP, KE,
KG,KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM,PG,
PH,PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro-
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR,
GB, GR, HU,IE, IT, LU, MC, NL, PL, PT, RO, SE,ST, SK,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:

as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii)) for the following designations AE,
AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ,
CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE,
EG, ES, Fi, GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS,
JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM,

[Continued on next page]

 

 
 

  
 
 

(57) Abstract: This invention relates to a method, a device, a server and a system of / for peer to peer transfer of content. Said
method includes the steps of receiving and transmitting, from a first device (11), a first request with a first selection criterion for a
first content to a server (18) or to a second device (12); transferring the first content satisfying said first selection criterion to said
first device from the server, when said server previously has acknowledgedsaid first device as a legal recipient of said first content
and in case said first content is available only on said server, and noting that said first device subsequently has the requested first
content available for other devices (14, 15 , 16, 17); or re-directing said first request to a third device (13) on which the server knows
that the requested first contentis still available and transferring said first content satisfying said first selection criterion to said first
device from the third device; or transferring the first content satisfying said first selection criterion to said first device from the second
device, when said first content is available on said second device, and informing the serverthat said first content has heen transferred
to said first device from said second device; and rewarding the one of said second or third device from which said first content was
transferred to said first device, when content was transferred from one of these; and charging said first device for reception of said
first content. This enables for download, upload andsharing of legally protected paid-for content.
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Peer to peer transfer of content

This invention relates to a method ofpeer to peer transfer of content.

The present invention also relates to a computer system for performing the
method.

The present invention further relates to a computer program productfor

performing the method.

This invention further relates to a device on which parts of said methodis

executed.

This invention further relates to a server on which remaining parts (not run on

the device) of said method is executed.

This invention further relates to a system on which said method is executed.

EP 1229443 discloses a system and a methodfor providing advertisements in

a peer to peer networking environment. Each of the advertisements is defined as a structured,

language neutral metadata structure. This is used to name, describe and publish an existence

of a peer to peer platform resource, such as the peeritself, a pipe or a service. The

advertisements are subsequently available to other peers in the networking environment.

From the art it is known that Peer-to-peer is a communications model in which

each party (i.e. each peer) has the same capabilities and either party can initiate a

communication session. Other models with which the pure Peer-to-peer communications

model might be contrasted include the client / server model and the master/slave model, both

also knownin the art. In some cases, peer-to-peer communications is implemented by giving

each communication node both server and client capabilities. In recent usage, peer-to-peer

has cometo describe applications in which users can use the Internet to download or upload

multimedia content or simpler content in form of files with and to each other directly or
through a mediating server.
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On the Internet, peer-to-peer (referred to as P2P) is a type of transient Internet

network that allows a group of computer users (peers) with the same networking program to

connect with each other and directly access files from one another's hard drives. Napster and

Gnutella are examples of this kind of peer-to-peer software.

Whenthe Internet P2P is applied, it is known in the art that the user mustfirst

download and execute a peer-to-peer networking program, e.g. Gnutella-net is currently one

of the most popular of these decentralized P2P programs becauseit allows users to exchange

all types offiles.

As discussedlater, it is a problem that the files may represent a stolen property

right, such as music, a movie, etc, and/or the files may have a poor quality and/ or said files

may contain virus.

After launching the program, the user enters the JP address of another

computer belonging to the network, typically, the Web page where the user obtained the

downloadwill list several IP addresses as places to begin. Once the computer finds another

network member on-line, it will connect to that user's connection, which has obtained their IP

address from a connection of another user, and so on.

It is however, a problem especially for un-experienced, unaware users that

downloadable content typically available in a peer-to-peer network may be legally protected

and thusit is illegal do downloadit and use it, i.e. play back or view said content. In other

words, many users — except for the few who know they are deliberately infringing rights of

the owner of copy protected content when downloaded — prefer to apply a method and device

where they are secure that downloaded content is legal so that they subsequently can play

back or view being sure that no rightful proprietor (of said content) is being infringed.

It is a further problem for users that downloadable available ‘for-free’ (in fact

stolen from a legal point of view) content can contain virus, i.e. when said content is

subsequently played back or viewed on the user’s device, the virus mayalso getlife, i.e. it

may be executed simultaneous with the playing back or viewing of content on the user’s

device. Said virus can then consequently harm the file or operating system of the device of

the user thus making the user device malfunction or lose previously downloaded content as

well.

It is a further problem for users that downloadable available ‘for-free’ content

may be in a poor quality, since the contentis illegal recorded during a concert, in a cinema or

recorded from the original content by means of poor quality recording equipment, thus

content in this case is in fact illegal obtained and in a poor quality.
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In other words,it is a problem that user are uncomfortable with ‘for-free’

content since it may contain virus and / or make the usera thief, if the unaware user

downloads such content.

Additionally, it is a problem that users are reluctant in sharing(i.e.

transmitting to others) copy protected content since they risk being caught in infringement of

the rightful proprietor, if sharing, especially when using Web-pages (to download content)

nottelling that eventually provided material (content) from a legal point of view is in fact a

violation of copyright laws.

It is a further problem that currently the real cost of a downloaded item of

content is not transparent to the user.

The present invention enables users to download legally protected content

whenapplying the method according to the invention and / or when using the device

according to the invention which communicates with the server in the peer-to-peer network.

Subsequently,it is legal to play it back, view it and share it with others. This is possible,

since the method (and the device and server applying the method) handles the property rights

and the payments in a legal manner, which both the users and content providers are

comfortable with, i.e. the user is assured that he does not makea thief out of himself, and the

content providers(artist, singer, movie manufacturer, etc) are assured that their content is not

being stolen, but paid for.

Further, it is assured that the downloaded content is virus-free and in an

approved quality.

Additionally, users can - when applying the method by meansoftheir device -

easily and legally share (i.e. transmit to others) copy protected content since some steps of

the methods ensure that the proprietor of content gets paid for his content, since users are

charged for downloads. Further, users (of said devices), themselves can obtain a reward for

sharing, this further expands sharing.

Further, it is an advantage of the invention that the real cost of a downloaded

item of content is transparent to the user.

Said device and server, in combination and the system provide the same

advantages and solve the same problem(s) for the same reasons as described previously in

relation to the method.
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The invention will be explained more fully below in connection with preferred

embodiments and with reference to the drawings, in which:

fig. 1 shows a network of devices and a server; and

fig. 2 shows a method ofpeerto peer transfer of content.

Throughout the drawings, the same reference numerals indicate similar or

corresponding features, functions,etc.

Figure 1 shows a network of devices and a server. Said network of devices

with the serverare illustrated by means of reference numeral 10. As will be explained more

detailed in the next figure, a first device, reference numeral 11, orits user is looking for

certain content (a video film as an example), the user will then try to find out from where the

video film can be obtained,i.e. downloaded. He will use a specific selection criterion for the

video film content. In technical terms, his device (first device) will receive the selection

criterion e.g. movie name, genre, etc, which it then will send to another device (a second

device. reference numeral 12,)) and to a server, reference numeral 18, since his own device

(said first device) cannot know whetherthe server or another peer to peer device, has the

requested content available.If the server has the content satisfying the selection criterion, it
will provide it to the requesting device,i.e. to said first device. However, in order to offload

and distribute network usage moreefficient — if the server knowsthat another peer (device)

has the requested content available, the server will redirect the transfer of content to this

device which then will provide the content satisfying the selection criterion, i.e. transfer it to

the requesting device equalling said first device. In the last case, the server is informed — by

the actual device transferring content that content has been transferred to said first device,

which then can be accordingly charged for receiving the requested content. Hereby, the first

device (and its user) is comfortable with content charged for, since it is virus free and has

been legally bought, i.e. the user is sure that he did not make a thief out of himself: further

the user can rely on that the content has an approved quality level, since it comes form the

legal owneror an administrator of network, he cantrust.

In the first case, i.e. the server supplied directly the requested content, the

server typically previously acknowledged that said first device is in fact a subscribing or

paying (or one wholater will pay) rightful recipient of the content, i.c. said video film. The
content, in general, can be uploaded to or downloaded from more devices, e.g. reference

numerals 13 and 14. In the network further devices may be present, e.g. reference numerals
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15, 16 and 17. Generally, the server has to be accessible to and in the network ofdevices,i.e.

to all devices, either for transfer of contentthefirst time, and/ or subsequently for charging

and rewarding,this is illustrated by means of the arrows connecting the server to the devices.

A requester needs not register or be registered to the server. There may be a

third party that certifies the requester to the server. The server trusts the certifier and assumes

the requester is allowed to receive. Or the requester pays ‘on-the-spot’ using virtual tokens or

a mediation service (Pay-Pal).

The network is shown forillustrative purposes, any other dynamic or static

topology or arrangement of peers or devices and one or more additionally servers may also

be applied in the present invention.

Any of said devices may be a video cassette recorder (VCR), a personaldigital

assistant (PDA), a mobile phone,a television, a radio, a DVD player, a CD player, an

information panel, a web tablet, a smart remote, a peer or a personal computer.

The device alternatives as mentioned may be understood as corresponding

peers in a peer-to-peer type of transient network similar to the type found on the Internet,that

allows a group of computer users (with access to their corresponding peers or devices) with

the same or similar networking program or protocol to connect with each other and directly
access content, e.g. in the form offiles, etc to/from one another's hard drives, memories, etc.

A peer-to-peer networkis simply a networkofpeers, the Internet, Gnutella

software, computersare all just examples of aspects of specific implementations, however the

present invention applies said server for rewarding direct peer to peer content sharing, and

said server is furthermore applied to charge peers for download of content. Since content

typically is copy protected content, at least one of said servers tracks, charges and rewards

peers (devices) for down and upload, respectively of copy protected content.

In a preferred embodimentof the invention said content comprises one or

more selected from the group:

- aDVDpicture and soundsignal;

- aCD soundsignal;

- agiven digital audio format (e.g. MP3, WMA, Real Audio, WAV,etc);

-  agiven digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video,etc);

-  agiven picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

- any such format that is capable of causing the device to emit a picture and/or sound

signal, e.g. G72x, aiff, real.
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This is possible since said device can be a CD player, a DVDplayer, a radio, a

mobile phone, etc. as discussed, accordingly content can be presented, i.e. shown and/ or

_ played back on said device.

In other words, the above content combinations are copy protected content,

which, generally, are in the form ofnumerical, textual information, picture, video, sound and

/ or any combination(s) thereof, and which, generally, also are being free from virus and in an

approved quality.

Figure 2 shows a method ofpeer to peer transfer of content. The contentis

transferred among device in the peer to peer network, in initial situations, i.e. the first times

content gets available, by meansofthe server.

Prior to the following steps, it is assumed that - as a starting point - that only

the server can provide content; later on content can be distributed (or spread) to various

devices (second,third, etc,) i.e, at later occasions these devices can provide content without

directly involving the server, however, still devices requesting and receiving content are

charged accordingly regardless from where(i.e. from the server or from the peer to peer

device) said content is being transferred.

Further, content is copy protected content, i.e. legal content being free from

virus and in an approved quality. The server is in all cases — also when content is transferred

directly between devices ~ responsible for that the copy protected content is legal, free from

virus and in the proper quality, this is possible since — from the starting point - content can

only be introduced into the network via the server. The actual (content) data does not have to

originate from the server. The server just needs to certify it. Any user may offer a piece of

content to the server for certification. On the server side the content will be checked and

whenit is found to be acceptable, the contentis certified, for download, redirection, etc. In

step 100, a first request may be received onafirst device. Therequest typically comprises a

first selection criterion for a first content, the user of the first device can e.g. key in his

selection criterion for the content by means of a keyboard or by means of any commonuser

interface know in theart, ¢.g. a GUI like windows,soft-keys, menu driven, click by means of

a mouse, etc. The content may reside on the server and / or another second device, i.e. said

second device. Therefore, subsequently the request is transmitted from thefirst device to the

server or to said second device, since said first device cannot know whetherthe server or

another peer to peer (second) device has said requested first content available.
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Said first selection criterion may be composed by meansofone or more

combinable items, e.g. program, channel, Web-site, genre, type, topic, style, start, duration,

language,title, name, hyperlink including content reference, etc.

Said first selection criterion can then be helpful for the user and to the device

from which content is requested, i.c. helpful to find and subsequently transmit content having
the first selection criterion,i.e. said selection criterion in general may reflect content

interest(s) of a specific user, the user can therefore avoid to surf through manyavailable

channels if the device is a TV, or surf through many Websites if his device is an Internet PC

or accessed via a server from a client PC in order to find his content. Theuser can apply this
step instead.

Said selection criterion can therefore be understood as the users ownprofile of
interests.

Asdiscussed, the request is transmitted to the server or to another, i.e. the

second device; in general, requests are put to the network (of devices or peers) as a whole

including the server(s) as stated in this step. Although, due to the nature of the network,the

requests will not reach all peers in the network, they shouldreach atleast one server, e.g. via

a Kazaa like super-nodethatis or knowsa server. In the beginningtheserver will only have

the content available and participate in transferring the content to the requester, here said first

device. If a certain numberofpeers have downloaded the content, the server may stop

offering it because it will be available from elsewhere, i.e. from said numberofpeers. Thisis

in fact dealt with by meansof steps 200, 300 and 400.

In step 200,the first content satisfying said first selection criterion may be

transferred to said first device from the server. This is only in the case when said server

previously has acknowledgedsaidfirst device as a legal recipient ofsaid first content, e.g.

through an eventually registration, and whensaidfirst contentis available only on said
server.

Subsequently, the server will note that said first device now has the requested

first content available for the other devices. This implies that if the same request (for content)

arrives again to the server, the first device will then be the direct content supplier instead of

the server. The latter — in fact redirecting of content- is dealt with in step 300.

Alternatively, instead of step 200, in step 300, said first request is redirected to

a third device, Said third device is knownto the server as a device in fact still having the

requested first content. Subsequently, said first content satisfying said first selection criterion

is transferred to said first device from the device re-directedto, i.e. from said third device.
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The server will currently check that said contentin fact still is on the third

device, in case the user ofthe third device removes or removedthe particular content, the

server will subsequently find out. In that case, the server must provide contentit self or

redirect the request (for content) to another fourth device (in place of said third device). In
other words, the server currently checks that contentis in fact still available on said third

device, and that said third deviceis online, if not, the requestis redirected to another, i.e. to
said fourth device,etc.

Alternatively, instead of step 200 or step 300, in step 400, first content

satisfying said first selection criterion is transferred to said first device from the second

device. This is only the case whensaid first contentis in fact available on said second device;
in that case the server is subsequently informed (by said second device) that said first content

has actually beentransferredto said first device. The reason for doing the latter is to enable

the server to chargesaid first device for receiving content, in fact requested by it self.
Conversely — as in next step - to enable the server to reward said second device for

transferring (and sharing) content.

It is assumed that when any device (secondorthird) provides or supplies

content, the content, in all cases, initially came from the serveroris at least approved from

the server to legally be available from the other device(s) (second orthird) for an eventually
subsequenttransfer. At later occasions, one of the other devices (secondorthird) devices can

provide content(originally legally approved by the server, etc) to even more devices. Further,

after reception of contenton the first device, this also can play therole of ‘content provider’,
i.e. acting in the same manner as said second and third devices; in fact when more devices

have received the same content (satisfying the same criterion) any of these - ofcourse — play
the role of ‘content provider’ in competition with other devices having the same content, this

lowers the waiting time for a requesting device and provides for an improvementin sharing
of content among devices, this in turn also offloads the server.

Generally, in step 200, 300 and 400, the server, the third device and the second

device, respectively transferred content to said first device.

In step 500, said second or third device, which in fact transferred content to

said first device, is then rewarded. However, it may be the case thatthe server transferred
contentitself; in this case none,i.e. neither the second northe third device are rewarded.

However, in the general case, the secondor third device is rewarded; conversely, the more

rare case,i.e. the server transferred content, it will not rewarditself, but it may note the

transfer primarily for statistical purposes.

Code200 Exhibit 1002

Page 332 of 459



Code200 Exhibit 1002 
Page 333 of 459

10

15

20

25

30

WO 2004/094980 PCT/IB2004/050491

9

In all cases, regardless from where(server, secondorthird device) content was

transferred,i.e. in step 600, said first device is charged for reception ofsaid first content. The

charge may be dependent of a subscription fee or subscription agreements in general or ona

per transfer basis (download); it may be dependent ona file length, value or duration, and / or

combinations thereof. This is possible since content may be transferred embeddedin or by
means ofsaid file.

Optionally, said method comprises the following two steps, which deals with

the opposite situation, i.e. the server receives content:

In step 700, a second content satisfying a second selection criterion and the

second selection criterion are uploaded to the server from a fourth device. The server should

then subsequently ensure that said second contentis free for virus, has the right quality level

(sufficient high sampling rate, low noise, stereo, aliasing, etc) and, most importantly, is legal,

for the latter the ownerofthe server may have agreed contracts (e.g. through licence, partly
or in whole, an exclusive right, etc) with the original creator, owner or supplier of contentto

ensure that it can belegally distributed afterwards as discussed in the steps above. The

second selection criterion is uploaded with the corresponding second content in order to

make said second content searchable again, when requested as discussed in step 100. The
second selection criterion will be of the same nature andstructure as that ofsaid first

selection criterion.

In step 800, the fourth device is rewarded. The reward is given to the fourth

device in return for uploading said second content (with the second selection criterion) to the

server. The reward may be given in form ofcredits, rebate, discounts, etc. The reward can

then be used by said fourth device, if it later obtains a third content, etc.

Generally when the device is denoted first, second, etc device, it is to be

understood that any device can perform the mentionedtasks, i.e. even thougha first device,

only as disclosed in the above steps requests content, it - as well as the other devices - may

perform any task as reflected in the steps above.

Rewards, credits, rebate, discounts, the task of charging are generally dealt

with by the server, i.e. the server keeps a balance of in and outgoing payments for each

device up and downloading content.

Asdiscussed above, for or each item of content the device has to pay a small

fee. When a device is charged, a subsequent payment can be done ona transaction basis or

included in telecommunication fees. The latter can be in the form of an elevated rate

(price/minute) for the transfer or included in a periodic bill. Subscription is also an option.
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Part of the fee is direct payment to the content provider, which may be represented by said
server. Part of the fee is used to award a discountto the device offering the content. I.e. users
of devices can recap part of that fee by sharing desirable content.

For each piece of content that is downloaded from a device(to the server or to
another device), the device is rewarded with credits. These credits can be in the form of

rebates on the purchase of new songs, on telecommunication fees or on downloading content
from other devices. The credits can be proportional to the amount ofdata transferred, e.g. the
size ofthe file, or proportional to the value ofthe song.

The content shared by devicesis verified by the server. Devices offering non-
compliant, e.g. sub standard content can be excluded from the exchange basedon the

identification of the mobile phoneidentification,i.e. not satisfying the criterion in step 200 of
acknowledgement.

In general, according to the present invention, a service for sanctioned P2P

transfer between devices is set up. Peers or devices who wantto share contentare registered
at the server and the content they offer may indexed, e.g. the Napster model.

The server may offer a comprehensivecollection of content. This can be done

using an intuitive interface for the selection of content. The offering of content can be

enhanced by supporting information. If certain content is not offered by any peer (device),
e.g. very new content, the server may offer the content. The latter is a temporary measuretill

(enough) peers (devices) offer the content. This amountsto a transition model. Initially most
content may be hosted bythe server but few peers will use the redirection service. If the

amount of connected peers in the network grows the demand onthe redirection service will

increasebut at the same time the amountofcontent provided at the server side can decrease.

Hence,if the popularity (and therefore the use) of the system increases the server will not

have to be scaled up.

Thetransfer rate of content shared by peers is not guaranteed. This enables the

definition of a lazy transfer modeto offer unused bandwidth at reducedprice. If the premium
service of voice communication uses more ofthe networks bandwidth, the bandwidth

available to P2P transfers is reduced.

A computer readable medium may be magnetic tape, optical disc, digital

versatile disk (DVD), compact disc (CD record-able or CD write-able), mini-disc, hard disk,
floppy disk, smart card, PCMCIA card,etc.

"In the claims, any reference signs placed between parentheses shall not be
constructed as limiting the claim. The word "comprising" does not exclude the presence of
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elements or steps other than those listed in a claim. The word "a" or "an" preceding an

element does not exclude the presenceof a plurality of such elements.

The invention can be implemented by means ofhardware comprising several

distinct elements, and by meansof a suitably programmed computer. In the device claim

enumerating several means, several ofthese means can be embodied by one and the same

item of hardware. The mere fact that certain measures are recited in mutually different

dependent claims does notindicate that a combination of these measures cannot be used to

advantage.
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CLAIMS:

1. A methodofpeerto peer transfer of content, said method comprising the steps
of:

receiving and transmitting (100), fromafirst device (11), a first request with a

first selection criterion for a first content to a server (18) or to a second device (12);
transferring (200) the first content satisfying said first selection criterion to

said first device from the server, when said server previously has acknowledgedsaid first

device as a legal recipient ofsaid first content and in case said first content is available only

on said server, and noting that said first device subsequently has the requested first content

available for other devices (14, 15, 16, 17); or

re-directing (300) said first request to a third device (13) on which the server

knowsthat the requested first contentis still available and transferring said first content

satisfying said first selection criterion to said first device from the third device; or

transferring (400) the first content satisfying said first selection criterion to

said first device from the second device, when said first content is available on said second

device, and informingthe serverthat said first content has been transferred to said first device

from said second device; and

rewarding (500) the one of said secondor third device from whichsaid first

content wastransferred to said first device, when content wastransferred from one ofthese;
and

charging (600) said first device for reception ofsaid first content.

2. A method according to claim 1, said method further comprising the stepsof:

uploading (700) a second content satisfying a secondselection criterion and

the second selection criterion to the server from a fourth device; and

rewarding (800) the fourth device for uploading the second content and the

secondcriterion to the server.

Code200 Exhibit 1002

Page 336 of 459



Code200 Exhibit 1002 
Page 337 of 459

10

15

20

25

30

WO 2004/094980 PCT/IB2004/050491

13

3. A method according to claim 1 or 2, characterized in that said contentis copy
protected content, such as numerical information,picture, video, sound and combinations
thereof.

4, A method accordingto any one of claims 1 through 3, characterized in that

said content comprises one or more selected from the group:

a DVD picture and soundsignal;

a CD soundsignal;

a given digital audio format (e.g. MP3, WMA,Real Audio, WAV,eic);
a given digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video, etc);

a given picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

any such format that is capable of causing the device to emit a picture and/or
sound signal, e.g. G72x,aiff, real.

5. A method according to any oneof claims 1 through 4, characterizedin that

any of said devicesis a video cassette recorder (VCR), a personal digital assistant (PDA), a
mobile phone, a television, a radio, a DVD player, a CD player, an information panel, a web
tablet, a smart remote, a peer or a personal computer.

6. A device comprising:

meansfor receiving and transmitting a first request with a first selection

criterion for a first content to a server (18) or to a second device (12);

means for receiving a redirected said first request (13) on which the server

knowsthat the requested first contentis still available on said device;

meansfor transferring the first content satisfying said first selection criterion

to a first device, when said first content is available on said device, and means for informing
the server that said first content has been transferred to said first device;

means for being rewarded for transfer of content; and

means for being charged for reception of content.

7. A device according to claim 6 further comprising:

means for uploading a second content satisfying a second selection criterion

and the second selection criterion to the server; and
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meansfor being rewarded for the upload of the second content and the second
selection criterion to the server.

8. A server comprising:

meansfor receiving a first request with a first selection criterion for a first

content;

meansfortransferring the first content satisfying said first selection criterion

to a first device, when said server previously has acknowledgedsaid first device as a legal
recipient of said first content and in case said first content is available only on said server,
and means for notingthat said first device subsequently has the requested first content
available for other devices (14 , 15 , 16, 17); and/or

means for re-directing said first request to a third device (13) on which the

server knowsthat the requested first contentis still available; and / or

meansfor being informedthatsaid first content has been transferred to said

first device from said third device;

means for rewarding the one of said second or third device from which said

first content was transferredto said first device, when content was transferred from one of
these; and

means for charging said first device for reception of said first content.

9, A server according to claim 8 further comprising:

means for being uploaded with a second content satisfying a secondselection
criterion and means for being uploaded with the secondselectioncriterion from a fourth

device; and

means for rewarding the fourth device for uploading the second content and
the second criterion.

10. A system comprising:

meansfor receiving and transmitting, from a first device (11), a first request

with a first selection criterion for a first content to a server (18) or to a second device (12);
meansfor transferring the first content satisfyingsaid first selection criterion

to said first device from the server, when said server previously has acknowledgedsaid first

device as a legal recipient of said first content and in case said first content is available only
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on said server, and noting that said first device subsequently has the requested first content

available for other devices (14 , 15 , 16, 17);

meansfor re-directing said first request to a third device (13) on which the

server knowsthat the requested first contentis still available and transferringsaidfirst

content satisfying said first selection criterion to said first device from the third device;

meansfor transferring the first content satisfying said first selection criterion

to said first device from the second device, when said first content is available on said second

device, and informing the serverthat said first content has been transferred to said first device

from said second device;

means for rewarding the one of said second or third device from which said

first content was transferred to said first device, when content was transferred from one of

these; and

meansfor charging said first device for reception of said first content.

11, A system according to claim 10 further comprising:

means for uploading a second content satisfying a second selection criterion

and the secondselection criterion to the server from a fourth device; and

means for rewarding the fourth device for uploading the second content and

the second criterion to the server.

12. A computer system for performing the method according to any one of claims

1 through 5.

13. A computer program product comprising program code meansstored on a

computer readable medium for performing the method of any one of claims 1 through 5 when

the computer program is run on a computer.
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401 Dulany Street
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Amendments to the drawings

Submitted herewith is Figure 7 wherein the line quality has

been improved.

No new matter was added.

 Respectfully submitted,

  
By / Yehuda Binder /

Yehuda Binder

Registration No. 73,612 
 

Tel: +972-54- 44577

Fax: +972-9-7442619

e-mail: yehuda@maypatents.com
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patent" and doesnoteliminate the needof applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents”(specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http://“www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on how to protectintellectual property in specific
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page 2 of 3

Code200 Exhibit 1002

Page 347of 459



Code200 Exhibit 1002 
Page 348 of 459

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
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The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote andfacilitate business investment. SelectUSAprovides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
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attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.
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February 15, 2019

U.S. Patent and Trademark Office (USPTO)
Customer Service Window

Mail Stop Patent Application

401 Dulany Street

Alexandria, VA 22314

Re: New Utility Patent Application in U.S.
Applicant(s): WEB SPARK LTD.
Title: SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA

COMMUNICATION

Attorney Docket No.: HOLA-005-U10

Sir/Madam,

Attached herewithis the above-identified application for Letters Patent including:

vkwnbP
Applicant asserts small entity status. See 37 CFR 1.27.

Application Data Sheet (PTO/AIA/14);

Specification (33 pages), Claims 1-24 (4 pages) and abstract (1 page).

Fifteen (15) sheets of Drawings (Figures 1-15).

Declaration

[X] Newly executed  [ ] Copy from prior application no.

Assignment submitted through EPAS

[X] Newly executed [ ] Copy from prior application no.

Powerof Attorney

Information Disclosure Statement (PTO/SB/08).

Certain documents were previously filed or cited to the USPTO in the prior

application 15/957,945, whichis relied upon under 35 U.S.C. § 120.

Applicant(s) identify these documents by attaching an Information Disclosure

Statementlisting these documents and request that they be considered and

made of record in accordance with 37 CFR § 1.98(d). Per Section 1.98(d),

copies of these documents need notbefiled in the application.
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9. Electronic Payment in the amount of USS 985 _is being made by deposit

account no. 506726 to cover filing fee calculated as follows:

Application as Filed Fee (USS)

Basic Filing Fee 75.00
 Search Fee 330.00

Examination Fee 380.00

TotalSheets|ExtraSheets||Rate,|
54/100 po00.00 |
  Total Claims 1-24 4 50.00 200.00

Independent Claims|3|S|280.00|
Multiple Dependent Claim|41000|£-|

Total Filing Fee 985.00
 

1. As inthe prior application 15/957,945, please associate the above referenced

application with Customer No. 131926.

2. The Correspondence Address associated with Customer No. 131926.

Submitted by,

MayPatentsLtd.

By: /Yehuda Binder/
Yehuda Binder

Registration No. 73,612
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