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Abstract

This paper proposes a method to embed and extract the digital watermark into and from digital compressed 
audio. The watermark is embedded in partially uncompressed domain and the embedding scheme is high related 
to audio content. The watermark content contains owner and user identifications and the watermark embedding 
and detection can be done very fast to ensure on-line transactions and distributions. The experimental results 
illustrate that the embedded watermark not only does not affect the audio quality in audibility as well as change 
the bit rates in compressed domain, but also can survive common signal processing methods such as D/A and 
A/D conversions, adding noise, filtering, re-sampling, and especially the decoding and re-encoding process. The 
proposed method is very useful and effective for copyright protection, trace of illegal distributions and other 
applications.

1. Introduction

Today as the development of Internet technology, audio coding technique and digital signal processing 
techniques, digital compressed audio distribution through the Internet gets faster and more convenient. 
Compression algorithms for digital audio can preserve audio quality as well as reduce bit rate 
dramatically, increase network bandwidth, and save density storage of audio content. Among various 
kinds of compressed digital audio currently used, MP3 is the most popular one and gets more and 
more welcomed by music users. MP3 audio compression is based on psycho-acoustic models of 
human auditory system (HAS). It is an ideal format for distributing high-quality sound files online 
because it can offer near-CD quality at the compression ratio of 11 to 1 (128kb/s).

However, the open environment of Internet causes a problem of illegal distribution of privately owned 
digital audio and other multimedia products. To prevent digital media from illegal distribution, there is 
a demand for the copyright protection and trace of illegal distribution sources. Digital watermarking is 
one of the emerging technologies to solve these problems. It directly embeds the copyright information 
and user identification into the original audio and keeps the information present in the audio after all 
kinds of manipulations. Generally, a watermark inside the audio should be inaudible and robust to 
different kinds of attacks and collusion. Watermark detection must unambiguously identify the 
ownership and find the illegal distribution sources.

Currently digital audio watermarking techniques mainly focus on uncompressed audio. The methods 
can be classified into time domain based techniques (Pitas, 1996; Wolfgang & Delp 1996), frequency 
domain based techniques (Cox et al, 1995; Swanson et al, 1996), and time-frequency domain based 
techniques (Swanson et al, 1998). Some of these watermarking techniques can survive compression- 
decompression-recompression processing. Therefore, one possible method to protect compressed 
audio is to decompress it first, then embed watermark into decompressed audio, and finally recompress 
the watermarked decompressed audio. This can probably ensure the robustness of the watermark, but it 
is too time-consuming because the compression process will take a long time. For example, it will take 
more than 30 minutes to compress a five to six minute audio of WAV format to MP3 format with the 
bit rate of 128k/sec. So it is not suitable for on-line transaction and distribution. In order to improve
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the embedding speed as well as maintain the robustness of watermark, fast and robust embedding 
schemes for compressed audio must be taken into consideration. But according to our searching, there 
are so fewer prior watermarking methods related to compressed audio. In (Sandford et al, 1997), the 
auxiliary information is embedded as a watermark into the host signal created by a lossy compression 
technique. Obviously, this method has low robustness since the watermark can be removed easily 
without affecting the quality of the host audio signal by decompress the compressed audio. In 
(Petitcolas, 1999), a watermarking method (MP3Stego) for MP3 files is proposed. MP3Stego hides 
information in MP3 files during the compression process. The watermark data is first compressed, 
encrypted and then hidden in the MP3 bit stream. The hiding process takes place at the heart of the 
Layer III encoding process namely in the innerjoop. The inner loop quantizes the input data and 
increases the quantizer step size until the quantized data can be coded with the available number of 
bits. Another loop checks that the distortions introduced by the quantization do not exceed the 
threshold defined by the psychoacoustic model. The part2_3_length variable contains the number of 
main_data bits used for scalefactors and Huffman code data in the MP3 bit stream. The bits were 
encoded by changing the end loop condition of the inner loop. Only randomly chosen part2_3_length 
values were modified and the selection was done by using a pseudo random bit generator based on 
SHA-1. This scheme is very weak in robustness. The author acknowledged that any attacker could 
remove the hidden watermark information by uncompressing the bit stream and recompressing it. On 
the other hand, MP3Stego does not directly embed watermark in compressed domain. The processed 
object is PCM audio and the ..watermark is embedded during the compress process, so it is time- 
consuming.

This paper provides an effective method to protect copyright and trace illegal distributions for digital 
compressed audio by embedding digital watermark in partially uncompressed domain. The 
watermarked audio is robust to various kinds of manipulations and attacks. In the meantime, the 
embedded information will not affect the audio quality in audibility. The watermark embedding and 
detection can be done very fast. The detected watermark information can provide proofs of copyright 
and distribution sources. For copyright protection, the watermark content must contain the owner 
identification information which is identical in each audio content. For tracing illegal distributions, the 
watermark content must contain the user identification which is different for each audio transaction. In 
order to balance the optimality between the audibility and robustness, a content-adaptive embedding 
method based on human auditory system is proposed. By use of this method, the watermark is high 
related to the audio content and it tightly follows the masking threshold of the human auditory system. 
Watermark embedding increases the data rate very little so that it will not cause perceptible distortion 
in audibility. Any attempt to remove or distort it, including re-encoding the audio content, will lead to 
perceptible distortion of the original audio content. Since the watermark is embedded in partially 
uncompressed domain, it will make the embedding speed very fast.

2. Watermarking Scheme

2.1 Generic Embedding Scheme

Usually, there are three generic watermark embedding scheme as shown in Figure 1, Figure2 and 
Figure3. Figure 1 illustrates the generic procedure of watermark embedding in uncompressed domain. 
The ideal case is the plain audio (PCM format) is embedded with watermark before compression. In 
this scheme, the content of the watermark only includes the copyright information because we can not 
get any user information before distribution. This scheme can not trace illegal distribution of the audio 
content. Actually in most cases, a lot of compressed audio contents without watermarks are existing in 
the music server and other media for on-line distributions. Figure2 and Figure3 illustrate two 
watermark embedding schemes to embed the watermark into compressed audio. The scheme of 
Figure2 is to directly embed the watermark in compressed domain. This can make watermark 
embedding very fast, but the robustness of the watermark is weak. Any decompression-recompression 
process can easily remove the watermark. In order to improve the robustness of the watermark, 
Figure3 illustrate another embedding scheme. According to this scheme, the compressed audio is first 
decompressed, then the watermark is embedded in uncompressed domain, and finally the watermarked
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content is recompressed to generate the watermarked compressed audio. This scheme can improve the 
robustness of watermark, but it is not suitable for on-line distribution because the compression process 
is time-consuming. To protect the copyright of these contents and trace illegal distributions as well as 
ensure on-line transactions, we proposed a novel content-based embedding scheme in this paper. Our 
scheme fully considers the audio coding algorithms and is high related to audio content so that it can 
get an optimal balance between audio quality and robustness of the embedded watermark and ensure 
the embedding speed suitable for on-line distribution.
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2.2 Content-Based Embedding Scheme

In order to improve the robustness of the watermark embedded into the compressed audio as well as 
ensure the embedding speed, a content-based watermark embedding scheme is proposed in this 
section. According to this scheme the watermark will be embedded in partially uncompressed domain 
and the embedding scheme is high related to audio content. Figure4 illustrates the block diagram of the 
content-based watermark embedding scheme in partially uncompressed domain.

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Compressed
Audio

Frame
Segmentation

Non-embedded
Frames
(Coded)

Watermarked 
Compressed Audio

< ---------

Frame ̂
Decode -1

Frame 2

Frame n

>

>  Decode -

Decode J

Feature
Extraction

Psychoacoustic 
Model

Filter Bank

Frame
Reconstruction

Embedded
Frames
(Coded)

K

Embedded
Frames

(Decoded)
Re-Encode <■

\r >r

Selected
Frames

(Decoded)

Embedding
Scheme

TWatermark

Figure4: Content-Based Watermark Embedding Scheme

The incoming compressed audio is first segmented into frames according to the coding algorithm. All 
the frames are decoded from compressed domain to uncompressed domain. Then the feature extraction 
model and the psychoacoustic model are applied to each decoded frame to calculate the features of the 
audio content and masking threshold in each frame. According to the features and masking threshold, a 
pre-designed filter bank is used to select the candidate frames suitable for embedding watermark. The 
watermark will be embedded into these selected frames using an adaptive multiple bit hopping and 
hiding scheme depicted in Figure5. The embedded frames will be re-encoded to generate the coded 
frames using the coding algorithm. Finally, The re-encoded frames and the non-embedded frames will 
be reconstructed to generate the watermarked compressed audio. Compared with the embedded 
scheme in wholly uncompressed domain, this scheme can not oniy get the same performance in 
audibility and robustness but also embed the watermark much faster. It is suitable for on-line 
embedding and distribution.

Figure5 illustrates the block diagram of detailed watermark embedding scheme for decoded frames 
from the compressed audio. Since audio coding is a lossy processing, the embedded watermark must 
exist after audio compression. Furthermore, the embedded watermark must not affect the audio quality 
perceptually. In order to satisfy these requirements, the embedding scheme fully considers the human 
auditory system and the features of audio content. For the decoded frames from the original 
compressed audio which will be selected to embed watermark, feature parameters are extracted from 
each selected frame to represent the characteristics of the audio content in that frame. In the meantime, 
each selected frame will pass through a psychoacoustic model to determine the ratio of the signal 
energy to the masking threshold. Based on the feature parameters and masking threshold, the 
embedding scheme for each selected frame is designed. The watermark is embedded into these frames 
using a multiple-bit hopping and hiding method. The watermarked audio frame will be compressed to 
generate the compressed audio frame.
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In order to correctly detected the watermark from a compressed audio, the frames embedded 
watermark must be extracted at first. Figure6 illustrates how to extracted the frames including 
watermark from a compressed audio. This process is similar to the watermark embedding scheme to 
select candidate frames to embed watermark. The watermarked compressed audio is first segmented 
into frames according to the coding algorithm. These frames are decoded and each decoded frame is 
analyzed by the feature extraction model and the psychoacoustic model. According to the calculated 
feature parameters and masking threshold, a filter bank is applied to select the frames including 
watermark information. The watermark will be detected from these frames using the extraction scheme 
depicted as Figure7.

Figure7 illustrate the block diagram of watermark extraction from the selected frames. For each 
incoming frame, we examined the magnitude (at relevant locations in each audio frame) of the 
autocorrelation of the embedded signal’s cepstrum. From the diagram of autocorrelation of the 
cepstrum, the bits of a watermark in each frame can be found according to a “power spike" at each 
delay of the embedded bits. Since we use multiple-bit hopping method to embed the bits into the 
frames, for detected bits in each frame, they will pass through a matched filter bank that can map the 
bits into the actual code (1 or 0). Finally, the watermark is recovered by correlate the detected codes 
with the original watermark.

Figureó: Frames and Watermark Extraction Scheme
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