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Managing Copyright
in Open Networks

Integrating cryptography with watermarking technologies

can provide intellectual property rights protection in an open

network environment such as the Internet.

Despite the ease with which digital
data owners can now transfer
multimedia documents across the

Internet, current technology does not let
them protect their rights to the works. In
fact, although the Internet permits wide-
spread dissemination of interactive ser-
vices such as remote database access,
archival browsing, and electronic com-
merce, the easy-to-copy nature of digital
data limits data owners’ willingness to
distribute their documents electronically.
Thus, the need for an electronic copyright
management system (ECMS) that protects
intellectual property rights (IPR) in open-
network environments continues to grow. 

Network security issues are classically
handled through cryptography;1 howev-
er, cryptography ensures confidentiality,
authenticity, and integrity only when a
message is transmitted through a public
channel, such as an open network. It
does not protect against unauthorized
copying after the message has been suc-
cessfully transmitted. 

Digital watermarking is an effective
way to protect copyright of multimedia
data even after its transmission.2,3 A
watermark, embedded in the data, can
uniquely identify the document’s owner
or authorized user. The main problem
with using watermark technology for IPR
protection, however, is its reversibility.
Anyone who can read or detect the
watermark can also remove it by invert-
ing the watermark process. Our open-net-
work ECMS combines watermarking with
cryptography to achieve reliable copy-
right protection while satisfying two con-
trasting requirements:

■ Actors in ECMS transactions must be
able to verify that the watermark
granting their rights is truly embed-
ded in the multimedia document.

■ Actors (other than the author) must
not be able to remove the watermark.

In this article, we discuss digital water-
marking and describe our integrated ECMS
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approach. We also introduce our prototype system,
available at http://lorenzo.det.unifi.it, to show the
approach’s viability. The sidebar, “Electronic Copy-
right Management Systems,” discusses current tech-
nologies for IPR management over open networks.

Digital Watermarking
In digital watermarking, a digital code, or water-
mark, is embedded into a document so that a
given piece of information, such as the owner’s or
authorized consumer’s identity, is indissolubly tied
to the data. This information can later prove own-
ership, identify a misappropriating person, trace
the marked document’s dissemination through the
network, or simply inform users about the rights-
holder or the permitted use of the data. 

Watermarking does not solve all IPR problems,
however,4,5 and most researchers agree that the
technology is less mature than cryptography. Still,
its potential to provide reliable protection is
already attracting copyright holders. 

Watermarking Algorithms
Several watermarking schemes have been intro-
duced, and a great deal of research has sought to

develop data-labeling techniques that are robust
against the most common attacks and multimedia
processing manipulations. Little attention has been
given to protocol-level analysis, however. The
sidebar, “Related Copy-Deterrence Protocols,”on
page 20, discusses some work in this area.

Because how a watermarking algorithm recov-
ers the watermark from the data determines which
technique will be used in a given situation, we
classify digital watermarking techniques by their
decoding processes.

■ Blind versus not blind. A watermarking algo-
rithm is blind if it does not need to compare the
marked and unmarked documents to recover
the watermark. Conversely, a watermarking
algorithm is not blind if it needs the original
data to extract the information from the water-
mark. Blind techniques are sometimes referred
to as oblivious or private.

■ Private versus public. A watermark is private if
only authorized readers can detect it. Not-blind
techniques are private because only authorized
users can access the original data needed for
watermark reading. We extend the concept of
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Electronic Copyright Management Systems

Electronic copyright management systems
automatically manage issues related to trad-
ing multimedia documents through open
communication networks. An ECMS can be
considered an ensemble of services, con-
nected through a network environment,
cooperating to allow intellectual property
rights (IPR) protection of multimedia data.

Several projects are under way to devel-
op ECMSs.The most recent MPEG stan-
dardization effort (MPEG-21), for example,
aims to establish rules and protocols for
permitting the legal and reliable exchange
of IPR-sensible multimedia documents.

We distinguish two approaches to
designing effective ECMSs:

■ preventing copyright violations (IBM’s
Cryptolope,www-3.ibm.com/software/
security/cryptolope, for example)

■ tracking copyright violations (the EC-
funded Imprimatur,www.imprimatur.net,
for example).

Both approaches require authoring tools

to properly prepare multimedia documents
before distributing them.

Cryptography-based ECMSs
In a cryptography-based ECMS, the author
wraps the digital object in an encrypted
system and integrates it with an application
(the reader). Because users cannot access
the content without the proper application,
the owner can control how the document
is used—for example, a user can display the
images but not print them, or play the
audio files but not save them.

The main disadvantage of this approach
is the difficulty of establishing a standard for
embedded applications. Moreover, when a
multimedia document finally reaches the end
user (for example, it appears on a PC screen
or is played by a digital recorder), it can still
be captured and copied without constraint.
Liquid Audio (www.liquidaudio.com) is an
example commercial system.

Watermark-based ECMS
A watermark-based ECMS tightly and

robustly embeds IPR-related information
into purchased digital objects (the hidden
data can be the name of the copyright
owner or a unique code identifying the
document).Watermarking can also be used
to hide the identification of the authorized
distributor or buyer (the more correct
term for this is fingerprinting) inside the
document. It is thus always possible to
check the document’s legal status, and to
track the path IPR-infringing material fol-
lows through the network.

A main limitation of current water-
marking technologies is their reversibili-
ty; that is, anyone who can read or detect
a watermark can remove it. Only the
effective development of asymmetric
watermarking methods, which still seem
far off, will overcome this intrinsic limita-
tion. On the other hand, watermark-
based IPR management does not require
users to adopt a particular format for the
watermarked multimedia content, be-
cause IPR data are directly injected into
the content itself.
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privateness to techniques using any mechanism
to prevent unauthorized personnel from
extracting the watermark. If anyone can read
the watermark, we call it public.

■ Readable versus detectable. We also distinguish
between algorithms that embed a code users
can read without knowing the content in
advance, and those that insert a mark that can
only be detected — that is, a user can only ver-
ify that a given code is in the document. Water-
marks that are encrypted before they are
embedded are even harder to detect. Detectable
watermarking is sometimes referred to as 1-bit
watermarking because the detector output is
just “yes” or “no.”

Not-blind methods are more robust to attacks than
blind methods, because the original content can be
used in detection to estimate possible modifica-
tions introduced by an attacker to remove the
watermark or make it unreadable. Very often, how-
ever, the original document is not available, mak-
ing not-blind algorithms unsuitable for many
practical applications. Moreover, private mecha-
nisms tend to be significantly more robust than
public ones: an attacker can easily remove or make
unreadable a known watermark. Because de-
tectable watermarks are intrinsically private, it fol-
lows that blind, detectable systems are more robust
than other schemes. 

Reversibility
A watermark is reversible if, once read or detected,
it can be removed from the document, or at least
made unreadable or undetectable. Virtually all

existing techniques are potentially reversible.
Indeed, because watermarks must be invisible, the
modification introduced by the watermarking
process is very small and thus linearizable and con-
sequently invertible. Therefore, anyone who can
read or detect the watermark can also remove it. 

This conflicts with our requirement that a legal
buyer have the right to check that his or her name
is truly embedded in the multimedia document.
Watermark reversibility allows a buyer who can
check for watermark presence to also remove it,
and possibly reuse the document illegally by
embedding a forged watermark. 

An asymmetric watermarking algorithm might
overcome reversibility issues.6 In asymmetric
watermarking, watermark detection and decoding
reveals only part of the secret used to embed the
watermark (the public key); the private key
remains hidden. Requiring the private key for
watermark removal prevents reversibility prob-
lems. Asymmetric watermarking is a very imma-
ture field, however, and researchers are still not
sure whether it can be used for secure public
watermark detection. Moreover, asymmetric
schemes embed a very small amount of informa-
tion into a document and thus are not suited for
complex ECMS applications. Rather, we expect
they will be used to manage document copies,
where a lower capacity is required.

The ECMS presented in this article is explicitly
designed to overcome the problems deriving from
watermark reversibility. We assume the use of a
detectable watermarking scheme because such
techniques are more robust and reliable than read-
able schemes.
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Related Copy-Deterrence Protocols

Various copy-deterrence protocols com-
bining watermarking and cryptography
have been proposed.Lintian Qiao and Klara
Nahrstedt propose an owner-customer
watermarking protocol, in which a cus-
tomer sends the owner an encrypted ver-
sion of a predetermined code.1 After
receiving the code, the owner embeds the
encrypted sequence into a copy of the
image as a watermark and transmits the
copy to the buyer. Because no one else
knows the decryption key, the buyer can
prove legitimate ownership of the copy.
The protocol does not link the customer
to the purchased copy, however, so unau-

thorized copies cannot be traced. In fact, a
counterfeiter can claim that an unautho-
rized copy was created by the seller or
caused by a security leak in the system.

Nasir Memon and Ping Wah Wong pro-
pose a buyer-seller protocol in which the
seller does not know the buyer’s water-
mark, and so, cannot create copies of the
image containing it.2 The watermarking
protocol is based on public key cryptogra-
phy and requires a watermark certification
authority. This model does not let the
buyer verify that a watermark proving
ownership is truly embedded in the copy.

These models do not allow each actor

to check that the data exchange was car-
ried out correctly and, at the same time,
verify that the current holder is using the
data legally.This is the main novelty of our
proposed approach.
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An Integrated Approach
to IPR Protection
We have developed a watermark-based ECMS that
integrates cryptography to compensate for the
weaknesses of watermarking schemes and to
achieve reliable copyright protection. 

Trading multimedia documents in an open-net-
work environment involves many actors — the
document author or authors, an editor, a media
distributor, buyers, and so on. It also involves
electronic payment issues, such as information
security and customer privacy. To simplify our
presentation, we limit the number of actors and
do not address payment or privacy issues here.

Transaction Model
Figure 1 shows a simplified trading model. Annie,
the author of a multimedia document, registers her
document and deposits a copy of it with a collect-
ing society. She then contacts a media distributor,
McDarrel, who makes her document available on
the network, where Peter accesses and buys it. For
simplicity, we assume the CS is a trusted third
party that will ensure that the protected docu-
ments are traded correctly. Note that the transac-
tion between the buyer and the media distributor
also involves an exchange of data with the CS.

In our approach, the document is self-con-
tained. At any given instant it contains all the
information needed to verify whether the current
holder is using the data legally. No attempt is
made to trace the document history, however,
either by watermarking the document each time
the owner changes, or by recording transaction
details in a register. We take particular care to
allow each actor to check that the data exchange
was carried out correctly.

The basic principle underlying our ECMS
strategy is that the data holder’s name must be
watermarked into the data to prove legal owner-
ship. To ensure that a document is being used
legally, any authorized person can check the
watermark field the holder’s name is written in.
We also envision a protocol-level mechanism
that addresses the reversibility problem by pre-
venting data holders or counterfeiters from ben-
efiting from watermark removal: at no step of
the transaction can a counterfeiter insert a fake
watermark, so a counterfeiter cannot prove doc-
ument ownership. To keep misappropriating per-
sons from writing their names into the data, the
ECMS assumes that the seller (or the author
when a media distributor sells the document)
embeds the watermark.

Verifying Ownership Rights 
As Figure 2 shows, the document contains three
watermarks embedded into the data at different
times. We use blind, detectable watermarking and
reversible watermarks. Although similar water-
marking algorithms could be used to implement
the proposed ECMS, it is beyond the scope of this
article to investigate them. A companion article in
IC Online (www.computer.org/internet/v6n3/
ecms.htm) details the watermarking method used
to implement our prototype ECMS. Figure 3 (next
page) illustrates the transactions involved in sell-
ing a multimedia document.

Author identifier. When Annie registers a docu-
ment in the CS, she also embeds into the data a cre-
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Author
(Annie)

Media
distributor
(McDarrel)

Buyer
(Peter)

1

2

3 (3)

(3)

Collecting
society

Figure 1. A simplified transaction model. (1) An author registers a new
document with a collecting society. (2) The author sends a copy of the
document to a media distributor for dissemination. (3) A buyer contacts
the media distributor and purchases a digital copy of the document.

Document with embedded watermarks

1st watermark

2nd watermark

3rd watermark Purchaser's PIN

Media distributor's PIN

Creation unique number Embedded at 
creation time

Embedded
before selling

Embedded
while selling

Figure 2.A document with embedded watermarks. Our ECMS uses
three watermarks: the first refers to the creation identity; the second
contains the media distributor’s personal identification number
(PIN); and the third identifies the buyer.
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ation-unique number (CUN), which unambiguous-
ly identifies her document. To prevent anyone from
reading the watermark with the CUN and exploit-
ing watermark reversibility to remove it, Annie
encrypts the CUN before casting. We use symmet-
ric key encryption, but we could also use an asym-
metric scheme (for example, we could use the same
private key used for the second watermark) at this
stage. Annie then deposits a copy of the water-
marked document into the CS archive. Figure 3a
shows the steps involved in this transaction.

The first watermark will allow a trusted control
authority to verify the original owner of a multi-
media document. We assume that the document can
be identified as belonging to Annie in some other
way (by visual inspection, for example), given that
a detectable watermark only allows the control
authority (CA) to check for the CUN, not to guess it.

Distributor personal identifier. If Annie wants to
sell copies of her document through a media dis-
tributor, she embeds a second watermark into the
document. This watermark contains a personal
identification number (PIN) identifying the media
distributor, McDarrel, and the document’s CUN.
Annie encrypts the watermark string with her pri-
vate key and a copy of the encrypted string, which
McDarrel can use to verify that Annie really insert-
ed his name into the document. McDarrel can use
Annie’s public key to read the encrypted string,
and watermark detection software to verify it.
(Unlike with the first watermark, only an asym-
metric cryptography scheme can be used here.)
Figure 3b illustrates this transaction. Note that
because McDarrel knows the watermark content,
he can use detectable watermarking. 

Watermark reversibility is not a problem here: if
McDarrel erases the watermark from the document,
he cannot prove his right to sell it. In addition,
because Annie encrypted McDarrel’s name with her
private key, no one can counterfeit the second
watermark. Moreover, inserting the CUN into the
second watermark prevents McDarrel from embed-
ding the encrypted string into other documents of
Annie’s he does not have permission to sell. To
prove his right to sell the document, McDarrel must
demonstrate that the CUN contained in the second
watermark matches the CUN in the first. 

Of course McDarrel could embed another CUN
on behalf of a fake author into the document. To
get the new CUN, he must deposit a copy of the
newly watermarked document at the CS. Because
this new CUN would be issued after the original
one, time ordering would allow Annie to prove
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1st watermark

Protected documentCreation-unique number (CUN)

Annie’s secret key

b)

McDarrel's PIN

+

2nd watermark

To McDarrel

1st watermark

Protected documentCreation-unique number (CUN)

Annie’s secret key

a)

1st watermark

Protected documentCreation-unique number (CUN)

CS private key

c)

Peter's PIN

+

2nd watermark

To Peter

3rd watermark

Hash function

CS private key

Encrypted digest

CS

CS

A

A

Figure 3.Transactions involved in selling a multimedia document. (a)
The document author, Annie, embeds the first watermark, contain-
ing a creation-unique number encrypted with her secret key. (b)
Annie embeds the second watermark, which contains the CUN and
the media distributor’s personal identifier encrypted with her private
key. (c) The media distributor inserts the third watermark, which con-
tains the document CUN and the buyer’s PIN encrypted with the
collecting society’s private key.
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