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Description 

FIELD 

taining a redirection address contained in tl1at response; 
a step of creating and a step of sending a substitution 
request to that redirection address; a step of receiving 
the response to that substitution request; and a step of 

[0001] niis technology generally relates to web con- 5 transmitting ti1at response to the user station. US patent 
tent optimization apparatuses and, more particularly, to application n. 2004/0215717 discloses a method for 
methods and systems for reducing latency in network 
connections using automatic redirects in web content op
timization apparatuses. 

BACKGROUND 

[0002] When a client device connects to a server (e.g., 
a wE;b server, or a content server) to gE,t a network re-

prefetdiing of structured data between a client device 
and a server device adapted to acl11eve more efficient 
data transmission, in particular transmission of struc-

10 lured data, such as web pages, in a system comprising 
a server means and a client means which are intercon
nected via a plurality of proxy means, including a server 
proxy means and a client proxy means. 

source using a network protocol, e.g., the Hyper-text 15 SUMMARY 
Transfer protocol (HTTP), thE; server responds by sEmd-· 
ing the network resource or by sending a redirect mes
sage back 1o tfie cli,mt device over a communication 
channel. If the client device receives a redirect message, 

[0005] A method for reducing latency in network con
nections include,s recE;iving at an optimization apparatus 
a request from one of one or more client devices for net-

it will need to send a new request to the server based 20 workcontenthostedatoneofoneormoreserverdevices. 
upon t11e redirect message, and Hie se,rver will again re
spond with a redirect or a real resource. This communi
cation proce,ss betweEm Hie c!i,mt dEivice and the server 
repeats until the client device is able to get the resource, 

Tl1e optimization apparatus determines whether an au
tomatic redirect parameter is enabled for the request 
The request from one proxy procE,ssin\J device, acting as 
t11e requesting one of the ciient devices witl1in the opti-

if available. 
[0003] However, when the client device, e.g., a cell 
phone using a radio network, or a computer having a 
slow Internet connection, requests a network resource 
and has to perform more than one redirects to obtain the 

25 mization apparatus is sent to another proxy processing 
device within Hie optimization apparatus when Hie auto
matic redirect parameter is determined to be enabled. 
One or more redirect messages with one or more opti-

network resource, the client device wi!i experience sub- 30 

stantial delay and will spend a considerable amount of 
time to E;xecutE; the whole promss be,fore finally be,infl 
provided with the network resource. The delay can occur, 
for example, because of a large time to establish a con-

mized cookies associated with the requested network 
resource are obtained from the one or more server de
vices at the other proxy processing device within t11e web 
content optimization apparatus. The last of thE; onE; or 
more redirects messages with the one or more optimized 
cookies when the requested network resource is located 

neclion and send tl1e HTTP request, also referred lo as 35 is sent from Hie other proxy processing device wiHiin t11e 
latency time of radio nei'Norks or other slow nel\,vork con- optimization apparatus to the one proxy processing de-
nections (e.g., ln1erm,1 via a dial-up connection). Unfor
tunately, tl1is delay can often lead to tl1e client device not 
being able 1o obtain Hie m,1work rE;source at all, or Hie 
client device giving up or relinquishing attempts to obtain 40 

the network resource under time constraints. 
[0004] One conventional solution built to obtain faster 
HTTP responses for slow connection networks utilizes 
one or more proxy server devices (e.g., web proxy serv
ers). Another conventional solution utilizes telephone 45 

carrier data centers that handle the network traffic for 
each client device by handling one or more requests 
whEm Hie c:liEmt device is a mobile telephone,, or a mobile 
personal digital assistant (PD/.\) device, for example. Un-
fortunately, the above-noted conventional solutions do 50 

vice witfiin the optimization apparatus. The las1 of Hie 
one or more redirect messages with the one or more 
optimized cookies associatE;d with Hie requested network 
resource is sent from the optimization apparatus to tl1e 
requE,stin\J onE; of the one or more of cliE;nt devices. 
[0006] A non-transitory computer readable medium 
having stored thereon instructions for reducing !atency 
in ner.ivork connections comprises macl1ine executable 
code which when executed by at least one processor, 
causes the processor to perform steps including receiv-
ing a request from one of one or more client devices for 
ne,twork content fios1ed at one of one or rnorE, server 
devices. f.\ determination is made whether an automatic 
redirect parameter is enabled for the request. The re
quest from one proxy processing device acting as the 
requesting one of the client devices within an optimization 
apparatus is sent to another proxy processing device 
within the optimization apparatus when the automatic re-

not resolve the redirection problem associated witti net
work resources stored on the servers since the redirect 
messages are forwarded on to ti1e client devices for han
dling resulting in multiple back and forth communication 
betwe,en the client dE;vices and Hie servers. US pat,mt 
application n. 2008i0195696 discloses a redirection re
quest inte,rce,ption rneH10d includes: a step of receiving 
an HTTP response sent to a user station; a step of ob-

55 direct pararrn~tE;r is dE,1ermined to be, enablE,d. One or 
more redirect messages with one or more optimized 
cookiE,s associated wiHi 1hE, rE;queste,d nel\vork resourcE, 
is obtained from the one or more server devices at tl1e 
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oiher proxy processing device within the optrnization ap

paratus. The last of the one or more redirects messages 
with the one or more optimized cookies when tt1e requesi

ed network resource is located is sent from the other 
proxy processing device witi1in ihe optimization appara- 5 

tus to the one proxy processing device within the optimi
zation apparatus. The last of the one or more redirect 

messages with the one or more optimized cookies asso

ciated with the requested nei'vVork resource is sent to the 
requesiing one of tt1e one or more of ciieni devices. 10 

[0007] An apparatus configured to reduce latency in 
neiwork connections comprising one or more processors 
and a memory coupled to the one or more processors 

confifiured to execute pro;iramrrn,d instructions stomd in 
the memory including receiving a requesi from one of 15 

one, or morn ciiE;nt de,vice,s for network content r1oste,d at 

one of one or more server devices. A determination is 
made, whE;thm an automatic redirnct pararm;ter is ena-

bled for the request. The request from one proxy process-
ing device acting as the reque,sting one of the, client de- 20 

vices within an optimization apparatus is sent to anoiher 

proxy processing device within the optimization appara-
tus wh,m the automatic rndirect pararm;ter is determined 

to be enabled. One or more redirect messages wiil1 one 
or more optimized cookies associated with the requested 25 

neiwork resource is obtained from ihe one or more server 
de,vices at the other proxy processing device within the 

optimization apparaius. The last of tt1e one or more re
dirncts message,s with the one or mom optimized cookie,s 
when ti1e reque,sted network resource is located is sent 30 

FIG. 1 is a block diagram of an exemplary neiwork 

environment with a web content optimization appa
ratus interposed betwe,en client devices and server 

devices; 

FIG. 2 is a flow chart of a method for processing an 
exemplary sequence of HTTP mquesis and re

sponses between one of the client devices and il1e 
server de,vices hosting example.com and sam

ple.com; 

FIG. 3 is a flow chart of a mett1od for processing an 
exe,mplary sequence of HTTP requests and re

sponse,s betwe,m a cli,mt de,vice, and the, we,b con-· 

tent optimization apparatus; and 

FIG. 4 is a tlow chart of a method for processing an 
exe,mplar1 sequ,mce, of HTTP reque,sts and m-· 

sponses bei'vVeen a client device and the web con

tent optimization apparatus when auto redirect is en
able,d; and 

FIG. 5 is a flowchart of an e,xemplary rm;thod for 

reducing latency in network connections by optimiz

ing network msource using automatic redirection of 
redirect response messages at tt1e web content op
timization apparatus. 

DETAILED DESCRIPTION 

from the other proxy processing device within the opti- [0010] An exemplary environment 10 ill whicl1 a web 
mization apparatus to the, one, proxy processing de,vice, 

within ihe optimization apparatus. The last of the one or 

more redimct messages with the one or more optimized 
cookies associate,d wiih Hie requested neiwork resource 
is se,nt to the requesting one of the one or more of ciie,nt 
de,vice,s. 

[0008] This iechnology provides a number of advan-

content optimization apparatus 12 is optimized for rE;duc-• 

ing latency in network connections is illustrated in FIG. 
1. The exemplary environment 10 includes the web con-

35 tent optimization apparatus 12, client devices 14(1)-

14(n), server devices 16(1)-16(n), and communication 
networks 18(1)-18(2), althougf1 other numbe,rs and type,s 

of systems, devices, and/or elements ill other configura-
tage,s includin;J providin\J a metf1od, computer madable lions and environments witr1 othe,r communication ne,t
med1um and apparatus that efficienily manages the 40 work topologies can be used. This technology provides 
wr10IE; redimct d1ain on bE;f1alf of thE; clie,nt de,vicE; by op

timizing at least a portion of redirect messages automat

ically within a web content optimization apparatus. Since 
at least a portion of ti1e redirect d1ain associaied with 
locating and obtaining the ne,twork resource is handled 45 

internally by separate processing devices witi1in ii1e web 

content optimization apparatus, network communica
tions be,twE;e,n the, client de,vice,s and the, serJE;rs for net-· 
work resources are spe,d up. This technology exploits the 
faster internal processing of redirect messages in one or 50 

more redirect d1ains by the web content optimization ap
paratus, as compared to slower communication spe,eds 
beiween ciie,ni device and ti1e servers. 

a numbe,r of advanta\JE;s including providin;J a metf1od, 
computer readable medium, and an apparaius that re
duces latency in network connections, for example,, HT

TP connections. 
[0011 J Referring more specifically to FIG. 1, the web 
content optimizaiion apparatus 12 manages handling of 

redirect messages or red1rection responses from the 
se,rve,r de,vice,s 16(1 )-16(n) for and/or on be,half of re

questing clie,ntdevice,s 14(1 )-14(n) and provide,s updaied 
cookie information to the client devices 14(1)-14(n) for 
future requests for network resources from ti1e client de-
vices 14(1)-14(n), although the, web content optimization 

apparatus 12 can provide other numbers and types oi 
functions and other types of processing devices can be 

BRIEF DESCRIPTION OF THE DRAWINGS 55 usE;d. /.\ltf1ougr1 one we,b content optimization apparatus 

12 is shown, other numbers and types of optimization 
[0009] de,vice,s and syst,m1s can be use,d. 

[0012] The web content optimization apparatus 12 in-
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eludes central processing units (CPU) or processors 
13( 1) and 13(2), a memory 15, and an interface system 

network, an Internet connection, a wired cable network, 
or combinaiions thereof, well known to one of ordinary 
skill in ttie art reading this disclosure. 
[0015] Each of the client devices 14(1)-14(n) enables 

17 whicti are coupled together by a bus 19 or other link, 
although other numbers and types of components, paris, 
devices, systems, and elements in ottier configurations 
and locations can be used. The processors 13(1) and 
13(2) in ti1e web content optimization apparatus 12 exe
cutes a program of stored instructions to carry out or per
form one or more aspects of the present invention as 
described and illustrated by way of the embodiments 
herein, although oiher numbers of processors can be 
used and one or more of ii1e processors could execute 
other numbers and types of programmed instruciions. 
[0013] The memory 15 in the web contEmt optimization 
apparatus 12 stores il1ese programmed instructions for 
one or mom aspects of the, pres,mt invEmtion as d,, .. 
scribed and illustrated herein, although some or aii of the 
prowamrm;d instructions could bE; stored andior e,xecut-

5 a user to mquesi, obtain, and interact witti one or more 

network resources, e.g., web pages from one or more 
web sites, tiosted by server devices 15(1 )-16(n) through 
the web content optimization apparatus 12 via one or 
more communication networks (e.g., communication net-

10 work 18(1 )), although one or more of Hie client device,s 
14(1)-14(11) could access content and uiilize other types 
and numbers of applications from oUier SOLJrCBS and 
could provide a wide variety of other functions for ihe 
usE,r. Al though multiple, client de,vice,s 14(1 )--14(n) are 

15 sl1own, other numbers and types of user computing sys-

ed elsewhere. A variety of different types of memory stor-
age devices, such as a random access memory (RAM) 20 

or a read only memory (ROM) in the system or a floppy 
disk, hard disk, CD ROM, DVD ROM, or other computer 
re,adable medium which is read from andior writt,m to by 
a magnetic, optical, or other reading and/or wnting sys-
tem that is coupled io the processors 13(1) and 13(2), 25 

can be use,d for the memo;y 15 in ttie web content opti
mization apparatus 12. In these embodiments, the mem-
ory 15 includes a core module 21 and a redirect module 
23 which store programmed insiructions for one or more 
aspe,cts of the, present invention as described and illus- 30 

!rated herein, although the memory can compnse oil1er 
types and numbers of syste,ms, devices, and ele,m,mts 
in other configurations wl1ich store otl1er data. 
[0014] The interface system 17 in ihe web content op
timization apparatus 12 is used to operative,ly couple, and 35 

communicate between the web content optimization ap
paratus 12 and the cliemt de,vice,s 14(1)--14(n) and the, 
server devices 16(1)-·16(n) via the communication net
works 18(1) and 18(2), alttiouiJh o1hmtypesand numbers 
of communication networks with other types and num- 40 

bers of conm;c1ions and configurations can be use,d. By 
way of example only, the commurncation networks 18(1) 
and 18(2) can use TCPilP over Ethernet and industry
standard protocols, including HTTP, HTTPS, WAP, and 

te,ms could bE; used. In one example, 1hB cli,mt dE,vices 
·14(1)-14(n) comprise mobile devices with Internet ac
cess that permit a wE;bsi te, form page or other re,trieve,d 
data that is a part of a requested network resource lo be 
displayed, although each of the client devices 14( 1 )-14(n) 
can conne,ct to server devices 16(1 )-1fi(n) via othe,rtypes 
of network connections d1rectly or indirectly, depending 
upon specific sc,marios, as can be, contemplatE,d by one 
of ordinary skill in the art, after reading this disclosure. 
By way of example only, one or more of the client devices 
14(1)-14(n) can comprise smart phone,s, personal digital 
assistants, computers, or other computing devices. 
[0016] Each of client devices 14(1 )-14(n) in this exam
ple is a computing device that includes a central process
ing unit (CPU) or processor 20, a memo;y 22, user input 
device 24, a display 26, and an interface system 28, and 
whidi am couple,d to;iether by a bus 30 or other link, 
although one or more of client devices 14(1)-14(n) can 
include other numbers and types of components, parts, 
devices, systems, and elements in ottier configurations. 
The processor 20 in each of clieni devices 14(1)-14(11) 
exE;cutes a program of stomd instructions for aidinfl one 
or more aspects of the present invention as described 
and i!!ustrated hmE,in, althouiJh 1hB processor could ex
ecute oil1er numbers and types of programmed instruc
tions. 
[0017] Tl1e memory 22 in each of the client devices 
14(1)-14(11) stores these programmed instruciions for 
one or more aspects of Hie present invention as de-

SOAP, although other types and numbers of communi- 45 scribed and illustrated herein as well as other daia, such 
cation networks, such as a direct connection, a local area 
network, a wide area network, modems and phone lines, 
e--mail, and wimless and riardwire communication tedi-
nology, e,acl1 having their own communications proto
cols, can be used. In one exemplary embodiment, one 
of communication networks 18(1) and 18(2) can be, op
erating over one or more low-speed connections ( e.g., a 
dial-up connection) while the, other one of the communi
cation networks 18(1) and 18(2) can be operating over 
a hi;Jh speed, hiflh bandwidth connection (e.g., optical 
fiber based communication network). In yet another ex
emplary embodiment, one or more of communication net-· 
works 18(1) and 18(2) can be a radio network, a sateliiie 

as updated cookies associated with a network msource 
and received as part of one or more redirect cl1ains for
warded by web content optimization apparatus 12, al
though some or all of the programmed instructions could 

50 be stored and/or executed elsewhere. A variety of differ
ent type,s of memory storage devices, sucl1 as a random 
access memory (RAM) or a read only memory (ROM) in 
the system or a floppy disk, hard disk, CD ROM, or other 
computer readable medium which is read from and/or 

55 written 1o by a maw;etic, optical, or other mading and/or 
wnting system t11at is coupled lo processor 20 can be 
used for the memory 22 in each of the, client dE,vices 
·14(1)-14(n). 
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[0018] The user input device 24 in each of the ciient 
devices 14(1)-14(n) is used to input selections, such as 

requests fora network resource, e.g., a particular website 
form page or to enter data in fields of a form page, al
though ti1e user input device could be used to input other 

types of data and interact with other elements of exem
plary environment 10. The user input device 24 can in

clude keypads, touch screens, and/or vocal input 

processing systems, although other types and numbers 
of user input devices can be used. 
[0019] The display 26 in each of the ciient devices 
14(1 )-14(n) is used to show data and information to the 

user, such as requested website page byway of example 
only. ThE; display in E;,Kr1 of the client dEivicE;s 14(1 ) .. 14(n) 

is a mobile phone screen display, althougl1 other types 
and numbers of displays could be used dep,mding on 

the particular type of client device, as can be contemplat
ed by one of ordinary skill in thE; art, after reading this 

disclosure. 

in each of the server devices 16(1)-16(11) executes a pro

gram of stored instructions one or more aspects of the 
present invention as described and illustrated by way oi 
the embodiments herein, although the processor could 

5 execute oti1er numbers and types of programme,d in
structions. When one of the server devices 16( 1 )-16(n) 

does not store the requested content, Hie server device 

may respond by sending a redirect message to the web 

content optimization apparatus 12. 
10 [0023] The memory in each of Hie server devices 

16(1)-16(11) stores these programmed instructions for 
one or more aspe,cts of Hie present invention as de

scribed and illustrated by way of the embodiments, al-
1hougfi somE, or all of thE; programmed instructions could 

15 be stored and/or executed elsewhere. A variety of differ
E;nt types of rm;mory storage d,,vice,s, such as a random 

access memory (RAM) or a read only memory (ROM) in 
1hE, system or a floppy disk, hard disk, CD ROM, DVD 

[0020] The interface system 28 in each of the ciient 20 

ROM, or other computer readable medium whicl1 is read 

from and/or written to by a magnetic, optical, or other 
reading and/or writing syste,m ii1at is coupled to the proc-devices 14(1)-14(n) is used to operatively couple and 

communicate between the client devices ·14( 1 )-14(n) and 
the web content optimization apparatus 12 and server 
devices 16(1)-16(11) over the communication networks 

18( 1) and 18(2), although other types and numbers of 25 

communication networks witi1 other types and numbers 
of connections and configurations can be used. 
[0021] n1e server devices 16(1)-16(n) provide one or 
more pages from one or more web sites for use by one 
or more of the client devices 14(1 )-14(n) via the web con- 30 

tent optimization apparatus 12, although the server de
vice,s 16(1)--16(n) can provide other numbE;rs and types 

of applications and/or content and can have provide other 

numbers and types of functions. Although server devices 
16(1 )-16(n) am shown for ease, of illustration and discus- 35 

sion, other numbers and types of server systems, for ex-
ample, web servers, and dEivices can be usE,d. In om, 

example, server devices 16(1 )-16(n) can be web servers 
fiaving de,dicatE;d fiardware with software execu1infl on 
the dedicated hardware to facilitate the web content op- 40 

timization apparatus 12 and c:liEmt devices 14(1)-14(n) in 

their functiornng. In anotl1er example, server devices 
16(1)-16(n) can be content ser,1ers that are configured 
to deliver network msources stored thereupon using the 
HTTP protocol, or other network protocols for example. 45 

Conte,nt stored on server devices 16(1)-16(n) that can 

be part of the network resources requested by client de
vices 14(1 ) .. 14(n) can bE; web pagE;s, E;lectronic filE;s and 

documents, configuration data, me,tadata, or oii1er net
work data and files, by way of example only and not by 50 

way of limitation. 

essor, can be used for the memory in each of the server 
devices 16(1 ) .. 16(n). 
[0024] The interface system in each of the server de

vices 16(1 )-16(n) is used to operatively couple and com
municate betwee,n the server devices 16(1)-16(n) and 

the web content optimization apparatus 12 and the client 
devices 14(1)-14(n) via communication networks 18(1) 
and 18(2), although other types and numbers of commu
nication networks witi1 othe,r types and numbers of con

nections and configurations can be used. 
[0025] Altr10ugh embodiments of the web cont,mt op-

timization apparatus 12, the client devices 14(1)-14(n), 
and the server devices 16(1)-16(n), are described and 
illustrated he,rein, ead1 of the client devices 14(1 )-14(n), 

the web content optimization apparatus 12, and the serv-
er devices 16(1 )--16(n), can bE; implemented on any suit-

able computer system or computing device. It iS to be 
unde,rstood that 1hH de,vicE,s and systE,ms of thE; ernbod

rnents described herein are for exemplary purposes, as 
many variations of thE, specific hardware~ and software 

used to implement the embodiments are possible, as will 

be appreciated by those skilled in the relevant art(s). 
[0026] Furttiermore, each of ttie systems of ttie em
bodiments may be convenient!y implemented using one 
or more general purpose compute,r systems tiaving non-

transitory computer readable medium, microprocessors, 
di;Jital siiJnal proce,ssors, and microcontroi!ers, pro
grammed according to Hie teachings of ti1e embodi

ments, as described and illustrated herein, and as will be 
appreciated by those ordinary skill in the art. 
[0027] In addition, two or more computing systems or 
de,vices can be substituted for any one of the systems in 
any embodiment of the embodiments, Accordingly, prin-

[0022] Each of the server devices 16(1)-16(n) include 
a central processing unit (CPU) or processor, a memory, 

and an interface system which are coupled together by 
a bus or other !ink, although each of the se,rver dE;vices 
16(1 )-16(n) could have other numbers and types of com
ponents, parts, devices, systems, and elE;rmmts in othE,r 

configurations and locations can be used. The processor 

55 Gip!E:;s and advan1:afJes of distribute3d processing 1 such c3s 

redundancy and replication also can be implemented, as 
de,sired, to increase 1hE, robustness and performance, of 
the devices and systems of the embodiments. The em-
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bodiments may also be implemented on computer sys

tem or systems that extend across any suitable network 
using any suitable interface mechanisms and communi

cations technologies, inciuding by way of example only 
telecommunications in any suitable form ( e.g., voice and 

modem), wireless communications media, wireless com
munications networks, cellular communications net

works, G3 communications networks, Public Switcl1ed 

Telephone Network (PST!'Js), Packet Data Networks 
(PD!'Js), the Internet, intranets, and combinations Uiere
of. 
[0028] The embodiments may also be embodied as 
non-transitory computer readable medium having in

structions stomd tfiereon for one~ or more aspects of thE, 

present invention as descnbed and illustrated by way of 
thE, embodiments herein, as de,scr!bE,d rierein, which 

wl1en executed by a processor, cause the processor to 
carry ou1 the steps necessary 1o imple,memt thE, me,thods 

of the embodiments, as described and illustrated herein. 
[0029] Referring to FIG. 2, an exemplary method 200 
ior processing an exemplary sequence of HTTP requests 

and responses between one of the client devices 14(1)-
14(n) and the server dE,vices 16(1 )-16(n) hosting e,xarn

ple.com and sample.com without a the web content op-

16(n) hosting the URL l1tip://www.sample.com/B.l1tml. 

[0034] In step 208, the requesting one of the client de
vices 14(1)-14(n) gets a response from the one of the 
server devices 16(1)-16(n) that was previously hosting 

5 the network resource, in this example Hie requested page 

B.html. The response includes another temporary redi
rect message, "Moved Temporarily" to a different URL 

http://example.com/C.html along with a "Set-Cookie" in

cluding a cookie named "LANG" set to value "EN". 
10 [0035] In step 210, the requesting one of ti1e client de

vices 14(1 )-14(n) processes the response and sends an

other new HTTP request to the one of the server devices 
16(1)-16(n) hosting the URL http:i/www.exam

ple.com/C.html. 
15 [0036] In step 212, the requesting one of the client de

vice,s 14(1)--14(n) iiets a response from thE, om; of thE, 
server devices 16(1 )-16(n) hosting the network resource 

with a status identifier messaiie shown as status code 
200 set to "OK" and the network resource can now be 

20 retrieved. Although exemplary steps 202-212 are shown, 
a higher or a lower number of redirections may be re

quired by a particular request. 
[0037] RE,ferring to FIG. 3, a ilow chart of a method for 

processing an exemplary sequence of HTTP requests 
timization apparatus is illustrated. It is to be noted that 25 and responses ber,veen one of t11e client devices 14(1 )-
ti1e sequence of steps for the meUiod 200 is only exem

plary and one of ordinary skill in the art, after reading this 
disclosure, can contemplate alternative sequences of 
steps that achieve substantially the same result. 
[0030] More specifically, at step 202 one of ti1e client 30 

devices 14(1)-14(n) ( e.g., a mobile device) sends an HT-
TP requE;st: GET/AJi1ml HTTP/1. 1 fora network resourcE, 

al a Uniform Resource Locator (URL) http://ww\l\/.exam

ple.com/A.html, although other types of requests for oth-
er types of network resources may be sent. Although in 35 

this example one of the client devices 14(1 )-14(n) via a 

wE,b browser requE,sts a pafie Ahtml a1 1hE, URL, 
"www.example.com" as shown, by way of example only, 
client de,vicE,s 14(1 )-14(n) may send a re,quest for a net-· 
work shared data file using a file transfer protocol instead 40 

of a URL using the HTTP protocol. 
[0031] In step 204, the requesting one of the client de

vices 14(1)-14(11) gets a response from the one of the 
server devices 15(1)-16(n) trial was previously hosting 
the net\A1ork resource; in this examp!e the requested page 45 

A.html. The response includes a temporary redirect mes

sage (shown as an exemplary status code 302 with a 
rm;ssaiie "Moved Te,mporarily") to a diff,mrnt URL ht-· 
ip://sarnple.mm/B.html along with a "Set-Cookie" includ-
ing a cookie named "SESSION" set to value "1234". 50 

[0032] Generally, the cookie is a string formed by the 

pair "name=value" (e.g., "SESSION=1234", followed by 
optional attributes. Although one illustrative example is 
described herein, this technology can be used with spec-

ifications for a!! cookies. 55 

[0033] In step 206, the requesting one of the client de
vices 14(1 )-14(n) processes the response and sends a 
new HTTP request to il1e one of the server devices 16( 1 )-

14(n) and Hie web content optimization apparatus 12 is 
illustrated. In step 302, one of the client devices 14(1)-
14(n) makes a request for i1ttp:i/m.acme.com/m/exam
ple.com/A.html which is received by the web content op
timization apparatus 12. 

[0038] In step 304, the web content optimization ap
paratus 12 iJenerates a re~quest for /.\.fitrnl at exam-
pie.com whicl1 is transmitted to the one of the server de
vices 16(1 )-16(11) thought to host the network resource. 

[0039] In step 306, the web content optimization ap
paratus 12 receives a redirect response from the one of 
1hE, server devicE,s 16(1 )··16(n) to http:/isarn-

ple.com/B.html and setting the cookie SESSION=1234 
wriich is provided to the reques1infJ one of thE, client de
vices 14(1)-14(n). 
[0040] In ste,p 308, triis re~direct msponse is optirnizE,d 

by the web content optimization apparatus 12 into a re

direct to http://m.acme.com/m/sample.com/B.html with 
optimized version cookie SESSION+exarn

ple.com+%2F=1234 in this example and transmitted to 
the requesting one ornie client devices 14(1)-14(n). 

[0041] In step 310, the requesting one of the client de
vice,s 14(1 )-14(n) makE,s 1he m,xt re~quest for http:i/m.ac

me.com/m/sample.corn/B.html based on the received 
optimized redirect response. This request is received by 
the web content optimization apparatus 12. 
[0042] In step 312 the web content optimization appa
ratus 12 generates a request for document B.i1tml on 
sample.com which is transmitted to the one of the server 

devices 16(1 )-16(n) triouiJht to currently host the m,1work 
resource. 
[0043] In stE,p 314, the web cont,rnt optimization ap

paratus 12 receives a redirect response from the one of 
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the server devices 16( 1 )-16(n) to http://exam
ple.com/C.html setting the cookie LANG=EN. 
[0044] In step 316, this redirect response is optimized 

[0051] In step 404c, based on the red1rect response 
the processor 13(1) in the web content optimization ap
paratus 12 acting as the requesting client device sends 
an updated HTTP request to the processor 13(2) in the by the web content optimization apparatus 12 into a re

direct to tittp://m.acme.mm/m/example.com/C.titml with 
optimized version cookie LANG+sample.com+%2F=EN 
whidi is transmitted to ii1e requesting one of ttie ciient 
devices 14('1)-14(11). 

5 web content optimization apparatus 12 acting as the 
proxy server device. The processor 13(2) in the web con-
tent optimization apparatus 12 sends ii1e updated re
quest to the one of the server devices 16(1)-16(11) iden-
tified as hosting the network resource. [0045] In step 318, the one of the client devices 14(1)-

14(n) makes the next request for i1ttp:i/m.ac
me.com/m/example.com/C.html which is received by the 
web content optimization apparatus 12. 

10 [0052] In step 404d, ttie processor 13(2) in ttie web 

[0046] In step 320 the web content optimization appa
ratus 12 flEir;eratE;s a mquest for documEmt C.html on 
example.com passing the matching cookie SES- 15 

SION=1234 to thE; one, of 1hB serJE;r deviCBS 16(1 )-16(n) 
thought to currently host the network resource. 
[0047] In ste,p 322, gets a re~sponse from the one of 
the server devices ·16(1 )-16(n) with a status identifier 
message shown as status code 200 set to "OK" indicating 20 

ii1e ne,twork resource tias been found. In step 324, the 
web content optimization apparatus 12 provides this re
sponse to the re~questing one of1hE, client dBvicE;s 14(1)-
14(n) to retrieve the located network resource. 
[0048] Referring to FIG. 4, an exemplary method 400 25 

ior processing an exemplary sequence of HTTP requests 

content optimization apparatus 12 gets a redirect re
sponse from Hie one of the server devices 16(1)-16(11) 
identified as hosting the network resource based on the 
updated requE;s1. ThE; processor 13(2) in the web content 
optimization apparatus 12 optimizes the redirect re
sponse to h1tp://m.acme,/m/sample.com/C.html, and thE, 
cookie LANG+sample.com+%2F=EN, which is provided 
1o the, procE;ssor 13(1) in tfie wE;b content optimization 
apparatus 12 acting as the requesting client device. 
[0053] In step 404e, based on the last redirect re
sponse ttie processor 13(1) in ttie web content optimiza
tion apparatus 12 acting as the requesting client device 
sends anotrier updated HTTP request to tfie proce,ssor 
13(2) in t11e web content optimization apparatus 12 acting 
as the proxy ser,1er device. The processor 13(2) in the 
web content optimization apparatus 12 sends the updat
ed request to the one of the server devices 16(1 )-16(11) 
identified as currently tiosting the network resource. 
[0054] In step404f, the processor 13(2) in the web con-

and responses between one of t11e dent devices 14( 1 )-
14(n) and the web content optimization apparatus 12 
when auto redirect is enabled. In step 402, one of the 
client devices 14(1 )-14(n), whidi in this example is a mo
bile device, makes a new request for the URL: m.ac
me.com/m/example.com/A.html whidi is receivE,d by thE, 
web content optimization apparatus 12. 

30 tent optimization apparatus 12 gets a response from the 

[0049] In step 404, the web content optimization ap-

one of the server devices 16(1 )-16(n) with a status iden
tifier me,ssa\JE; sfiown as status code 200 set to "OK" 
indicating the network resource has been found. 
[0055] In step 406, when the processor 13(1) in the 

paratus 12 processes the request utilizing processors 35 web content optimization apparatus 12 gets the tit-
13(1) and 13(2) which act as both the requesting client tp:/im.acrne.corn/rn/example.com/C.html response that 
devicE, and the, proxy server devim as E;xplaim;d in great
er detail below. 
MorE; spE;dfically, in step 404a one of the, procE;ssors 
13(1) in the web content optimization apparatus 12 acting 40 

as the cli,mt device, sends a request for /m/e,xarn
ple.com/A.html to another one of the processors 13(2) m 
the web content optimization apparatus 12. The auto re
direct between the processors 13(1) and 13(2) in the web 
content optimization apparatus 12 is turned off. 45 

[0050] In step 404b, Hie ottier one of the processors 
13(2) in the web content optimization apparatus 12 sends 
thE; rE;quest to one of the server devices 16(1 )··16(n) cur-• 
rently identified as hosting the requested resource. The 
processor 13(2) in the web content optimization appara- 50 

!s a 200 (i.B. a mal re~source), thEm it cmates the http 
response tor t11e requesting one of the client devices 
14(1)-14(n) trial is a mdirect to ri1tp://m.acmB.com/m/ex
ample.com/C.html with the two collected cookies from 
steps 404b and 404d. 
[0056] Referring to FIG. 5, an exemplary method for 
reducing latency in network connections between re
questing client devices 14(1)-14(n) and content tiosting 
server devices 16(1)-16(11) is described using flowchart 
500 witi1 reference back to FIGS. 1 and 3-4. More spe-
cifically, details of operation of web content optimization 
apparatus 12 witri mspect 1o optimization of re~direct 
chain 300 and 400 using core module 21 and redirect 
module 23 are described. Redirect module 23 is part of 
a web content optimization system (referred to as 
"WCOS," not shown) implemented in web content opti
mization apparatus 12 that is responsible for handling 
multiple content server redirect response messages from 

tus 12 gets a redirect response from one of the server 
devices 16(1 )-16(n) thought to store the network re
source. The processor 13(2) in ttie web content optimi
zation apparatus 12 optimizes the redirect response to 
h11p://m.acmE,/m/sample.com/B.html, and cookie, to 
SESSION+example.com+%2F=1234, which is provided 
to the processor 13(1) in tfie wE;b content optimization 
apparatus 12 acting as the requesting client device. 

55 server devices 16(1)-16(n) and sending thern to client 
devices ·14(1 )-14(n) that originally made the HTTP re
quest (e,g., as shown in stE,ps 202 and 302). In one ex
ample, only the last URL of the redirect chain 300 is han-
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died by the redirect module 23. Core module 21 and re
direci module 23 reside as part of WCOS on hardware 
of memory 15. Alternatively, core module 21 and 23 may 
be implemented at least pariially in software residing on 
a l1ardware portion of memory 15. The embodiment de
scribed in FIG. 5 adds an additional layer of optimizaiion 
to handling redirect d1ains 300 and 400 by operating up
on prior already optimized requests. 
[0057] The method offlowchart 500 begins in step 502 
where redirect module 23 inside web content optimiza
tion apparatus 12 receives a requesi from core module 
21, whid1 received request was a part of a request orig
inally received by the web content optimization apparatus 
12 from 1hH reques1infJ om; of the client devices 14(1)-
14(n) (e.g., from a web browser on one of the client de
vices 14(1}-14(n)). 
[0058] In step 504, redirect module 23 determines 
wr1ether an automatic-rE;dire~ct id,mtifier or flag is enabled 
and was received as part of the original request for tl1e 
network resource by the requesting one of the client de
vices 14(1)-14(n). The automatic-redirect, also referred 
to as "auto-redirect" herein, is a programming instruction 
that is used to decide which HTTP rnquests from c!i,mt 
devices 16(1)-16(n) should be optimized for handling by 
the web content optimization apparaius 12, in accord
ance with the redirnct chain 400 described by FIG. 4, and 
which requests should be handled directly by the requesi
ing client devices 14(1 )-14(n) dirnctly, as sl1own by FIG. 
2 with minimum processing by the web content optimi
zation apparatus 12, althougl1 ott1eroptions could be pro
vided such as tl1e exemplary redirect illustrated and de
scribe,d witr1 refer.mm 1o FIG. 3. The auto-rndirect 
flag/identifier adds an additional level of optimization be
cause automatic redirection by web content optimizaiion 

quest to l1ttp://example.com/Ahtml getting a redirect to 
http://sample.com/8.html with SESSION=1234 cookie 
(as shown, for example, in FIG. 2). Accordingly, m.ac
me.com will send response to ihe client device with a 

5 redirect to http://m.acme.com/sample.com/B.html with 
cookie modified to SESSION+exam
ple.com+%2F==1234. Modification of the cookie is ex
plained in more detail, by way of example only, in U.S. 
Pateni Application Serial No. 12/660,637, filed March 2, 

10 2010, entitled "Mett1od for Optimizing a Web Content 
Proxy Server and Devices Thereof". When core module 
21 and redirect module 23 receive a request for t1t
_!p://m.acme.com/sample.com/B.html from ihe client de
vice (H.g., client device 14(1 )), a rnquest to http://sam-· 

15 ple.com/B.html is sent and then a red1rect to http://exam
ple.com/C.h1ml with LANG=EN cookiE; is recE;!ved tf1a1 
will be transformed in a redirect response to http://m.ac
me,.com/e,xample.com/CJ11ml witr1 L.ANG+sam-· 
ple.com+%2F=EN cookie, to be sent to tl1e client web 

20 browser of the client device. 
[0060] In ano1hHr E;xemplary scenar!o, automatic-mdi
rect is enabled for first request for http://m.acme.com/ex
amplE;.com/A.htrnl. Since automatic-rndirect is e;nabled, 
t11e redirect module 23 will decide to follow the redirect 

25 chain 300 making il1e HTTP requests iniernally to itself 
witt1in the web content optimization apparatus 12, includ
ing all the intermediate redirection requests. Accordingly, 
redirect module 23 will make HTTP request to t1ttp//m.ac
me.com/example.com/Ahtml with auto redirect disa-

30 bled. This way, corrnct optimized cookies will be collected 
by redirect module 23 and WCOS redirects will be tol
lowE;d. Wh,m all the re~direci d1ain 400 !s collected as 
illustrated and descnbed with reference to FIG. 4, a re
direct response to http://m.acme.com/exam-

apparatus 12 is use,d only whe,n nee,ded and when cho- 35 ple.com/C.html will be se,nt to the clie,nt browse,r having 
sen by ihe programmer or administrator of the web con- new cookies set to SESSION+example.com+%2F=1234 
tE;nt optimization apparatus 12. If the auto-rndirect 
flag/identifier is not enabled or set to a value "false" set 
programmatically by a WCOS programmer, 1hH No 

and L.ANG+sample.com+%2F=EN tr1at are, valid cookies 
form.acme.com domain. 
[0061] In step 508, the, HTTP rE;sponse, is rece,ived by 

branch is taken 1n step 504, where tl1e request is returned 40 core module 21. Sending HTTP requests back to core 
to com module, 21 by rndirect module 23, as shown in 
step 5"18. In step 518, the web content optimization ap-

module 21 of WCOS inste,ad of to hosting one, of tr1e 
server devices 16("1 )-16(n) enables the WCOS to opti-

paratus 12 can process the requesi from the requesiing mize the redirect chain 400 of already optimized HTTP 
one of U1e client devices 14(1 )-14(n), send a request to responses, although again other optimized redirect 
one of ihe server devices 16(1 )-16(n), and then optimize 45 chains can be used as illusirated and described with ref-
the response wt1ich is sent back to the requesting one of 
the client devices 14(1)-14(n). 
[0059] However, if the auto--redirE;ct flag/parame,.
ter/identifier is set to a value "true," the Yes branch is 
iaken and ihe flow proceeds to step 506. In siep 506, the 
same HTTP request is sent back to the core module 21 
in WCOS with its "auto-redirect"flag setto a value "false." 
By way of example only, m.acme.com is tt1e t1ost name 
associated with the web content optimization system re
siding in memory 15 of the, wE;b cont,mt optimization ap
paratus 12. When the auto-redirect parameter is disabled 
and m.acme,.com rE;ceive,s an HxE;mplary re~quesi hi-· 
tp://m.acme.com/example.com/A.html, it sends a re-

ernnce to FIG. 3 by way of example. In some example,s, 
core module 21 of WCOS can create longer redirect 
d1ains than original contE;nt site,. Byway of examplE; only, 
the web content optimization system adds new redirect 

50 chains to the original server request-response flow. For 
example, wt1en the web content optimization system has 
to simulate a complex JavaScript behavior ihat is avail
able on the original web site page for JavaScript enabled 
browsers, on iis server side JavaScript emulator. Using 

55 1he, auto mdireci module, 23 ovE;r almady optimize,d 
WCOS pages can advantageously improve the VVCOS 
pe,rformance, in the, we,b content optimization apparatus 
·12. 
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[0062] In step 510, if the response from the redirect 
module 23 in WCOS optimization system is a redirect 
response message, then Hie Yes branch is taken to step 
512. 
[0063] In step 512, a nevv HTTP request is created for s 
the redirect URL and the auto-redirect fiag is set to a 
value "false." Fwther, by way of example only, cookies 
in the header field are the result of merging the cookies 
set by the redirect responses with the cookies passed to 
the first HTTP request. 10 

[0064] In step 514, the core module 21 will then create 
ii1e appropriate HTTP response to be sent to ti1e redirect 
module 23. If the HTTP response from the redirect mod-
ule, 23 is a mdirect response, 1hE, pre,vious ste,ps 510--514 
will be repeated one or more times. 15 

[0065] Howeve,r, in stE,p 510, if the, re,sponse is a mal 
resource, then tl1e No branch is taken to step 5·16 where 
the, last redire,ct responsE; couple,d wi1h collE,ctE,d re
sponse cookies in the header fields are sent back to tl1e 
core module 21. By way of example only, the method of 20 

ilowdiart 500 is use,d wtien ti1e requesting one of the 
client devices 14('1)-H(n) is a mobile client device, for 
examplE,, a cellular tE;le,pfione. 
[0066] Accordingly, as illustrated and described herem 
this technology provides a number of advantages includ- 25 

ing providing a method, computer readable medium and 
an apparatus that reduces latency in ner,vork connec
tions, for example, by managing handling ofredirect me,s
sages from server devices 16(1)-16(n) substantially at 
web content optimization apparatus 12 interposed be- 30 

tween the client devices ·14(1)-14(n) and server devices 
16(1 )-16(n) on whidi various m,1work resourcE,s arE, 
stored, which network resources are requested by ciient 
devices 14(1)-14(n). With this technology, the web con-
tent optimization apparatus 12 optimizes network re- 35 

source provisioning by returning only the last redirect 
me,ssage, alon;J with all cookie,s collE;cted from intE,rme
diate redirect messages from a cl1ain of redirect messag-
e,s from server de,vice,s 16( 1 )-·16(n) 1o client de,vice,s 
14(1 )-14(n) for a particular network resource, thereby re- 40 

ducin\J lat,rncy in network connE,ctions be,twE,Hn cli,rnt de
vices and server devices. 

Claims 

1. A method for reducing latency in network connec
tions, the method comprising: 

receiving, at an optimization apparatus ( 12), a 
reque,st, from one, of one or more clie,nt devices 
(14(1)-14(n)), for a network resource hosted at 
one of one or more server devices (16(1 )-16(11)); 
determining, at the optimization apparatus (12), 
whether an automatic redirect parameter is en
able,d for the request; 
sending the request from one proxy processing 
de,vice, actin;J as tfie mque,sting one, of tfie one, 
or more client devices ('14(1)-14(n)) within the 
optimization apparatus (12) to another proxy 
processing device within the optimization appa
ratus (12) wr1e,n thE, automatic rndirect pararm,-
ter is determined to be enabled; 
repeatedly obtaining, at the another proxy 
processing device within the, optimization appa
ratus (12), a redirect message with one or more 
optirnizE,d cookie,s associate,d with 1hE, re,quest-
ed network resource from the one or more server 
devices (16(1)-16(n)),, sending the redirect 
message and ttie one or more optimized cookies 
from the another proxy processing device within 
Hie optimization apparatus (12) to Hie one proxy 
processing device within the optimization appa
ratus (12), sending from the one, proxy process
ing device back to the another proxy processing 
de,vice, a new requE,s1: for tr1e requested m,twork 
resource using the redirect message until the 
requested network resource is located; and 
forwarding, whe,n the requested network re
source is located, from the one proxy processing 
de,vice, to 1:he, mquesting one, of 1hE, one, or rnore, 
client devices (14(1)-'14(n)), only a last of the 
ob1aine,d mdirect me,ssage,s with thE, one or 
more optimized cookies associated with the re
quE,s1ed ne,twork rE,SOlJrCH. 

[0067] Having thus described the basic concept of the 2. The method as set forth in claim 1 wherein the de
termining at the, optimization apparatus ( 12) whether 
the automatic redirect parameter is enabled for the 
request is based on information contained in the re
quest. 

invention, it will be rather apparent to ii1ose skilled in the 
art that the foregoing detailed disclosure is intended to 45 

be, prese,nted by way of example only, and is not limiting. 
Various alterations, improvements, and modificationswiii 
occur and are, intended to those skilled in the art, 1houfih 
not expressly state,d tierein. These alterations, improve- 3. The, method as set forth in any of claims 1 to 2 fwttier 
ments, and modifications are intended to be suggested 50 comprising disabling the automatic redirect param-
hereby as weli. 
[0068] Additionally, the recited order of processing el
ements or sequences, or the use of numbers, letters, or 
other designations therefore, is not intended to limit the 
claime3d processes to any order except as rnay be spec- 55 
ified in the ciaims. Accordingly, the invention iS limited 
only by 1hE, fol!owin\J claims. 

eter wtien the request is sent from ti1e one proxy 
processing device acting as the requesting one of 
ti1e one or more client devices (14(1)-14(n)) within 
the optimization apparatus (12) to the another proxy 
proce,ssing de,vice, within U1e, optimization apparatus 
(12). 

4. The method as set fort11 in any of claims 1 to 3 further 
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comprising: 

processing at U1e optimization apparatus (12) a 
revised request for the requested network re-
source from tt1e requesting one of the one or 5 

more client devices (14(1)-14(n)) based on the 
last of tt1e obtained redirect messages wiU1 the 
one or more optimized cookies; 
obtaining network content at the optimization 
apparatus ( 12) from one ofihe one or more serv- 10 

er devices (16(1)-16(n)) based on the revised 
request; 
optimizing at the optimization apparatus (12) the 
obtained network content at the optimization ap
paratus (12) for the requesting one of the one 15 

or more client d,wice,s (14(1 )--14(n)); and 
forwarding from the optimization apparatus (12) 
the, optimize,d obtained network cont,mi to the, 
requesting one of the one or more client devices 
(14(1)-14(n)). 20 

5. The method asset forth in any of claims 1 to 4, where
in ihE, rece,ivin;J fur1hBr comprise,s mceiving at the, 
optimization apparatus (12) tl1e request from the one 
of the one or more client devices ( 14(1)-14(n)) com- 25 

prising a mobile device configured to display the ob
tained nel\,vork content on a browser of the mobile 
device. 

6. Tl1e mett1od assetfortl1 in any of claims 2to5, where- 30 

in the information contained in the request comprises 
a Uniform Resource ld,mtif;er (URI). 

7. Themetl1odassetforthinanyofclaims 1 to6,where
in U1e network resource comprises one or more web 35 

device acting as the requesting one of the client 
devices (14(1 )-14(n)) to another proxy process
ing device within the optimization apparatus (12) 
when the automatic redirect parameter is deter
mined to be enabled; 
repeatedly obtaining at the another proxy 
processing device a redirect message with one 
or more optimized cookies associated with tl1e 
requested network resource from the one or 
more server devices (16(1)-16(n)), sending the 
redirect message and the one or more optimized 
cookies from the another proxy processing de
vice to the one proxy processing device, and 
s,mdinfl from tf1e one proxy proce,ssin\J device 
back to the another proxy processing device a 
m;w reque,st for the mquested network resource, 
using the redirect message until t11e requested 
netv,;ork msource is localed ; and 
forwarding, when the requested network re
source is located, from the one proxy processing 
device to tt1e requesting one of the one or more 
client devices (14(1)-14(n)), only a last of tl1e 
obtaim;d redimct me;ssa;ies witr1 the one or 
more optimized cookies associated with tl1e re
quested network resource. 

10. The apparatus as set forth in claim 9 wherein the 
one or more processors (13) is furU1er configured to 
execute programmed instructions stored in the 
memory (15) for the determining further comprising 
determining at the optimization apparatus (12) 
whetr1er the automatic redirect pararne;ier is ,mable,d 
for the request based on information contained in 
the request. 

pages. 11. The apparatus as set forth in any of claims 9 to 10 

8. A computer readable medium having stored thereon 
instructions for reducing latency in network connec-
tions comprises machine executable code whicl1 40 

wf1en exe;cuted by a1 least om, proce;ssor, causes 
the processor to perform t11e steps of the method 
according to claims 1 to 7. 

9. An optimization apparatus ( 12) configured to reduce 45 

latency in netv,;ork connections comprisin;J one or 
more processors (13) acting as proxy processing de
vice,s and a memory (15) coupled to the one or more 
processors ( 13) configured to execute programmed 
instructions stored in the memory (15) comprising: 50 

receiving a request from one of one or more cli
ent devices (14(1 )-14(n)) for a network resource 
hosted at one of one or more server devices 
(16(1)-16(n)); 55 

determining whether an automatic redirect pa
ramete,r is enabled for Hie reque,st; 
sending the request from one proxy processmg 

10 

wh,m,in 1hB om; or more proce,ssors (13) is furihe,r 
configured to execute programmed instructions 
stored in the rne;mory (15) further cornprisinfl disa
bling the automatic redirect parameter when the re
quest is semi from Hie one; prox:y processinii device 
acting as the requesting one ofihe one or more client 
devices (14(1)-14(n)) within the optimization appa
ratus (12) to the anott1er proxy processing device 
within the optimization apparatus (12). 

12. The apparatus as set fo1ih in any of claims 9 to 11 
wf1erein the one or mom processors (13) is furtr1er 
configured to execute programmed instructions 
stored in the memory (15) further comprising: 

processing a revised request for the requested 
network resource from the requesting one of the 
one or more client devices (14(1)-14(11)) based 
on the, last of the obtaine;d mdimct rnessage,s 
with the one or more optimized cookies; 
obtaining ne,twork contE;nt from one of the one; 
or more server devices (16(1)-16(11)) based on 
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the revised request; 

opiimizing the obtained network content at ihe 
optimization apparatus ( 12) for the requesting 
one of the one or more client devices (14(1)-

Nachricht und des einen oder der mehreren op
timierten Cookies der anderen Proxy-Verarbei
lungs-Vorrid1tung innerl1alb der Optimierungs-

14(n)); and 5 

vorrichtung (12) zu der einen Proxy-Verarbei
tungsvorricl1tung innerl1alb der Optirnierungs

vorrichtung (12), Zurucksenden einerneuen An-forwarding the optimized obtained network con-

tent to the requesting one of the one or more 
client devices (14(1)-14(n)). 

frage fur die angefragte Netzwerk-Ressource 

von der einen Proxy-Verarbe1tungsvorrichtung 

13. The apparatus as set fortt1 in any of claims 9 to 12, 10 

wherein the one or more processors (13) is further 
configured to execute programmed instructions 

stored in ihe memory (15) for the receiving furiher 
comprising receiving tr1e reques1 from 1hE, one ofihE, 

an die andere Pmxy-\/erarbeitungseinrichtung 
unter Verwendung der Redirect-Nad1ricl1t, so
lange bis die angefragte Netzwerkressource lo-

kalisiert wurde; und 
- Weiterleiten, wenn die angefragte Netzwer

kressourcE, lokalisieri is1, nur einer IE;iztEm dE,r 
erhaltenen Redirect-Nachrichten mil einem 
oder rm;hremm optirniE,rt,m Cookies, die rnit der 

one or more client devices (14(1)-14(11)) comprising 15 

a mobile, device, configured to display 1hH obtaim,d 

network content on a browser of the mobile device. nachgefragten Netzwerkressource verbunden 
sind, von de,r ei nen Proxy-VerarbE,itungsvorrid1-
tung zu der Antragenden der einen oder meh-14. The apparatus as set forth 1n any of ciaims 1 0 to 13, 

wherein the information contained in the request 
comprises a Uniform Resource Identifier (URI). 

15. The apparatus as SE,1 fortf1 in any of claims 9 to 14, 

wherein the network resource comprises one or 

more web pages. 

Patentanspruche 

20 reren Client-Vorricl1tungen ((14(1)-14(n)). 

2. Ve1iahren nach Anspruch 1, wobei das Erkennen an 
dm OptirniEmmgsvorrichtung (12), ob der au1orna1i-· 
sche Redirect-Parameter treigeschaltet ist fC1r die 

25 Anfrage basierend auf lnformationen, die in der An
frage entha!len sind. 

3. Verfat1ren nach einem der f\nspr0che 1 bis 2, weiter 
aufvveisend, Deaktivieren des automatischen Redi

1. Verfat1ren zum Reduzieren von Ver:zogerungen in 30 rect-Parameters, werm die Anfrage von der einen 
F'roxy-Verarbeitungsvorrichtung, die als die Anfra
gEmde dE,r ein,m oder rm;hremm Client-Vorrichiun-
gen (14(1)-14(n)) innerhalb der Optim1erungsvor

richtung (12) agiert, zu der anderen Proxy-Verarbei-

Netzwerkverbindungen, wobei das Verfahren aut
weist: 

- Erhalten einer Anfrage an einer Optimierungs
vorrichtung (12) von einer von einer oder rneh
reren Client-Vorrichiungen (14(1)-14(n)) fur ei

nE, NE,1zwE,rkressourcE,, die auf E,iner von einer 
oder mehreren Server-Vorricl1tungen (16(1)-
16(n)) gehostE,t ist; 

- Erkennen an der Optimierungsvorrichtung 
(12), ob E,in automatischE,r Re,direct--Pararneier 

fur die Antrage frei geschaltet ist; 
- Versenden der Anfrage von einer Proxy-Ver
arbeitungseinl1eit, die als die f.\nfragende der ei
nen oder mehreren Cl ient-Vorrichtungen ( 14( 1 )-

14(n)) innerf1alb der Opiimie,runfisvorrichtunfl 
('12) agiert, zu einer anderen Proxy-Verarbei

tuniiseinrid1tung innerhalb de,r OptirniEmmgs-

vorrichtung (12), werm der automatisd1e Redi
rect-Parameter als freigeschaiten erkannt wur
de; 
- Wiederholtes Erhalien an der anderen Pmxy
Verarbeitungseinrichtung in der Optirnierungs
vorricl1tung (12) einer Redirect-Nachricht mil ei

nE,rn oder rnefmmm optirnierien Cookies, die mit 

der angetragten Netzwerkressource der einen 
oder me,hreren SE,rvHr-Vorrid1tungEm (16(1 )·· 

16(n)) verbunden sind, Versenden der Redirect-

35 tungsvorrichtung innerf1alb der Optimierungsvor-

40 

richiung (12) versendet wird. 

4. Verfahren nach einem der f.\nspruche 1 bis 3 weiter 
aufweisEmd: 

- VerarbE,iien in dE,r OptimierungsvorrichiuniJ 
( 12) einer 0berarbeiteten f.\nfrage tor die von der 
Anfragenden der einen oder mehreren Ciieni
Vorrichlungen (14(1)-14(n)) angefragten Netz-

45 werkressource basierend auf der leizten erhal
tenen Redirect-Nachricht mit einem oder rneh

reren optimierten Cookies; 
-· ErhaltEm von Netzwerkinhalt an der Optirnie

rungsvorrid1tung (12) von einer der einen oder 
50 mehreren Server-Vorrichtungen (16(1)-16(n)), 

basierend auf der uberarbeiteten f.\nfrage; 
- Optimieren des an der Optimierungsvorrlch
lung (12) erhaltenen Netzwerkinf1alts in der Op
timierungsvorrichtung (12) fl.ir die Anfragende 

55 der einen odE,r me,hreren CliE;nt-Vorrid11ungEm 

(14(1)-14(11)); und 

11 

-· We,itE,rleiten durch diE, Op1imi,mmiisvorrich

tung (12) des erl1altenen optimie1ien Netz-
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werksinhalis an die Anfragende der einen oder 
mel1reren Client-Vorricl1tungen (14(1 )-14(n)). 

5. Verfahren nach einem der Ansprliche 1 bis 4, wobei 
das Eri1alien weiter das Erhalten der Anirage der 5 

einen der einen oder mehreren Ciieni-Vorrichtungen 
(14(1 )-14(n)) an der Optimierungsvorrid1tung (12) 
au1\llfeist, welche eine Mobilvorrichiung aufweist, die 
ausgebildet isi, den erhaltenen Netzwerkinhait in ei
nem Browser der Mobilevorrichtung anzuzeigen. 

6. Verfat1ren nach einern der AnsprOche 2 bis 5, wobei 
die in der Anfrage entl1altene Information einen Uni
form Ressource ldEmtifier (URI) aufweist. 

7. Verfatmm nad1 ein,m1 der Anspr(khe 1 bis 6, wobei 
die Netzwerkressource eine oder mehrere Websei
t,m aufweisL 

10 

15 

8. Computerlesbares Medium auf dem lnstruktionen 20 

zum Reduzieren von Verzi:igerungen in Netzwerk
verbindungen gespeichert sind, aufweisend Maschi
nenausflif1runfiscode, der, w,mn durch zurnindest 
einen Prozessor ausgefuhrt, den Prozessor veran
lasst, die Scl1ritte des Verfahrens gemaf?, den An- 25 

sprud1en 1 bis 7 auszuflihren. 

9. Optimierungsvorrichtung (12), ausgebildet zum Re
duzieren von Verzogerungen in Netzwerkverbindun
gen, aufweisend einen oder mei1rere Prozessoren 30 

(13), die als ProxyVerarbeitungsvorrichtungen agie-
ren sowie einen Speiche,r (15), der rnit e,im,m oder 
mehreren Prozessoren (13) verbunden isl, die aus
gebildet sind, urn programmierte lnstruktionen, die 
in dem Speid1er ( 15) gespeicheri sind, auszufuhren, 35 

aufweisend: 

- Erhalten einer Anfrage fur eine Netzwerkres
source, diE; auf E;inem von eine,r odE,r mehmmn 
Servervorrichtungen (16(1 )-16(n)) gehostet isl, 40 

von E;iner von einer oder mehmmn Clien1--Vor,
nchtungen (14( 1)-14(n)); 
- Erkennen, ob ein autornatischer Redirect-Pa
rarnete,r fur die Anfrage fmigeschaltel ist; 
- Versenden der Anfrage der einen Proxy-Ver- 45 

arbei1uniJsvorrichtun;J, die als die f\nfra;iendE, 
der Client-Vorrichtungen ( 14(1 )-14(n)) agiert, zu 
E,im;r weitE;ren Proxy-VerarbE;i1ungsvorrich1ung 
in der Optimierungsvorrichtung (12), werrn der 
automatische Redirect-Parameter als freige- 50 

schaltel erkanni ist; 
- Wiederholtes Erhalten an der weiteren Proxy
Verarbe,itungsvorrichtung eine,r Redirect-Nach
richt mil einem oder rnehreren optirnierten 
Cookies, diB rni1 de3r von der einen oder mBhre.- 55 
ren Server-Vorrichtungen (16(1 )-16(11)) ange
frafiten NE,1zwmkressourcE, w;rbunden sind, 
Senden der Redirect-Nachricht und des einen 

12 

oder mel1reren optimierten Cookies der anderen 
Proxy-Verarbeiiungsvorrichiung zu der einen 
Proxy-Verarbeitungsvorrid1tung und ZurOck
senden von der einen Proxy-Verarbeitungsvor
richtung zu der anderen Proxy-Verarbeitungs
vorrichtung einer neuen Anfrage fur die ange
fragte Netzwerkressource unter Verwendung 
der Redirect-Nachricht, solange bis die ange
fragte Netzwerkressource lokalisiert ist; und 
- Weiterleiten, wenn die angefragte Netzwer
kressource lokalisieri isl, nur einer leizten der 
eri1alienen Redirect-Nachrichten rnit einern 
oder rnehreren optirnierten Cookies, die rnit der 
nach\JE;fragt,m Netzwerkmssource verbundEm 
sind, von dereinen Proxy-Verarbeitungsvorrich-
1ung zu dm Anfragenden der E;inen odm mE,h,
reren Client-\/orrichtungen (14(1)-14(n)). 

10. \/omchtung nach Anspruch 9, wobei der eine oder 
mel1rere Prozessor ( 13) weiter ausgebildet ist, urn 
prograrnmie,rte lnslruktionen, die, in dBm Speicher 
(15) zum Erkennen gespeichert sind, aufweisend 
wei1er E,in Erkennen an der Optimierungsvorrich1uniJ 
(12), ob der automatische Redirect-Parameter trei
geschaltet ist flir die Anfrage, die auf Information ba
sieri, die in de,r Anfrage enthalten sind. 

11. Vorrid1tung nach eine,m der Ansprud1e 9 bis 10, wo
bei dereine oder mehrere Prozessor (13) weiteraus
gebildei sind, um programrnierle lnslruktionen, die 
in dern Speicher (15) gespeicl1ert sind, auszufuhren, 
aufwE,!send weite,r ein Abschalten des au1oma1!-· 
schen Redirect-Parameters, wenn die Anfrage von 
der einen Proxy-Verarbeitungs-Vorrichtung, die als 
die Anfragende, der einen oder rnehreren Clienl-Vor
richiungen (14(1 )-14(11)) innerhalb der Optimie
runfisvorrichtung (12) agier1, zu dE;r and,mrn Prox:y-
\/erarbeiiungsvorrichiung innerhalb der Optimie
rungsvorrich1uniJ (12) ;ies,mdet wird. 

12. Vorrichtung nad1 einen der AnsprOche 9 bis 11, wo-
bei der eine oder die mehreren Prozessoren (13) 
weiierausgebildet sind, um programmierie lnstrukii
onen, die in dem Speicher (15) gespeicherl sind, 
auszuflihren weiter aufvveisend: 

- Verarbeiten einer uberarbeiteten Anfrage mr 
,fa; an;Jefra;JtE; Netzwerkre~ssource der Anfra
genden der einen oder rnehreren Clieni-Vorrich
tungen (14(1)-14(11)), basierend auf der letzien 
der eri1alienen Redirect-Nachrid1ten rnit einem 
oder mehreren optimierten Cookies; 
- Erhalten von Netzwerkint1alt van einer der ei
nen oder mehreren Server-Vorrichtungen 
(16(1 )··16(n)) bas!erend auf de,r iJberarbeitelEm 
Anfrage; 
-· Optirn!,mm;J des E;rhaltEmen Netzwerkinhalts 
in der Optimierungsvorrichtung (12) rnr die An-
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fragende der einen oder mehreren Client-Vor
richtungen (14( 1)-14(11) ); und 
- Weiterleiten des opiimierten ert1altenen Netz
werkinl1alts zu der Anfragenden der einen oder 
mehreren Client-Vorrichtungen (14(1 )-14(n)). 5 

13. Vorrid1tung nach einem der Ansprud1e 9 bis 12, wo-
bei der eine oder die mehreren Prozessoren (13) 
weiier ausgebildet sind, urn programmierte lnstruk
tionen, die in dern Speid1er (15) fOr das Eri1alien 10 

gespeichert sind, auszufuhren, aufweisend weiier 
ein Erhalten der Anfrage von der einen der einen 
oder mehreren Client-Vorrichtungen (14(1 )-14(n)), 
die eine mobile, Vorrichtun;J aufweis1, diE; ausgebildet 
isi, um den erhaltenen Netzwerkinhalt auf einem 15 

BrowsE;r der mobil,m Vorrichtun;J anzuzei;Jen. 

positit de traiiement de serveur rnandataire au 
sein de i'appareil d'optimisation (12) au un dis
positif de traitement de serveur mandataire au 
sein de l'appareii d'optimisation (12), l'envoi en 
retour depuis le un dispositif de traitement de 
serveurmandataire vers l'autre dispositif de irai
lement de serveur rnandataire d'une nouveile 
dernande pour la ressource de reseau dernan
dee a l'aide du message de redirection jusqu'a 
ce que la ressource de reseau demandee soil 
localisee ; et 
le reacheminernenl, lorsque la ressource de re
seau demandee est localisee, depuis le un dis
positif de traitemen1 dE; serveur mandataim vers 
le demandeur des un ou plusieurs disposiiifs 
clients (14(1 )--14(n)), uniquernent d'un de,rnier 
des messages de redirection obtenus avec les 

14. Vorrichtun;J nad1 ein,m1 der AnsprOd1e 10 bis 13, un ou plusieurs temoins optimises associes ,'i la 
wobei die in der Anfrage enihaliene Information ei- ressource de reseau demandee. 
nen Uniform Ressource ldentifier(URI) auf,veist 20 

15. Vorrichtung nach einem der Anspruche 9 bis 14, wo
bei die Netzwerkre~ssource eine odE;r mehmm 
Webseiten aufv11e1st. 

Revendications 

1. Procede de reduction de la latence dans des con-

25 

nexions de reseau, le procede comprenant : 30 

la re§ception, au nive,au ,fun apparE;il d'op1imisa
tion (12), d'une demande, en provenance d'un 

2. Procede selon la revendication 1, dans lequel le faii 
de determiner au niveau de l'appareil d'optimisation 
(12) si le pararnetre dE; mdirection au1oma1ique ,,st 
aciive pour la demande est base sur des informa
tions contenues dans la demande. 

3. Procede selon l'une quelconque des revendications 
1 ,'l 2, cornprenani en outre la desactivation du pa
rarnetre de redirection auiomatique lorsque la de
mande est envoyee du un disposi tif de traiternenl de 
serveur mandataire agissant cornme le demandeur 
de,s un ou plusieurs dispositifs cli,mts (14(1)--14(n)) 
au sein de l'appareil d'optimisation (12) vers l'autre 
disposiiif de iraitement de serveur mandataire au ou de plusieurs dispositifs clients (14(1)-14(11)), 

pour une ressource de reseau hebergee au ni
veau d'un parrni un ou plusieurs dispositifs ser
veurs (16(1)-16(n)); 

35 sein de l'appareil d'optirnisation (12). 

le fail de determiner, au niveau de l'appareil 
d'op1imisation (12), si un param,'itm de redirec--
tion automatique est active pour la demande ; 40 

l'envoi de, la demande, dE;puis un disposi1if dE; 
traitement de serveur mandaia1re agissant com-
me celui demandant l'un parrni les un ou plu
sieurs dispositifs clients (14(1 )-14(n)) au sein de 
l'appareil d'optimisation (12) a un autre dispositif 45 

de lraitement de serveur mandataire au sein de 
l'appareil d'opiirnisation (12) lorsque le parame-
tre de redimction automatique est determine 
comme etant aciive ; 
l'obtention de maniere repeiee, au niveau de 50 

l'auire disposilif de irailement de serveur man
daiaire au sein de l'appareil d'optimisation (12), 
d'un message de redirection avec un ou plu
sieurs temoins optimises associes a la ressour-
ce de reseau dernand0B .ft partir dBs un ou p!u- 55 

sieurs dispositifs serveurs (16(1)-"16(n)), l'envoi 
du message, dE; redirE;ction et des un ou plu-
sieurs temoins optimises a partir de l'autre dis-

13 

4. Procede selon l'une quelconque, dE;s mvendications 
1 a 3, cornprenant en ouire : 

le traitemeni au rnveau de l'appareil d'optirnisa
tion (12) d'une dE;mande r{,visee pour la re~ssour-
ce de reseau demandee a pa1iir du dernandeur 
des un ou plusieurs dispositifs clients (14(1)-
14(n)) en se basantsur le dernierdes messages 
de redirection obtenus avec les un ou plusieurs 
temoins optimises ; 
l'obtention d'un contenu de reseau au niveau de 
!'appareil d'optimisation (12) ~; partir dE; !'un des 
un ou plusieurs dispositiis serveurs (16(1 )-
16(11)) en se basant sur la demande revisee ; 
l'optimisaiion au niveau de l'appareil d'optimisa
tion ( 12) du contenu de reseau obtenu au niveau 
de l'appareil d'oplimisation (12) pour le deman
deur des un ou plusieurs dispositifs clients 
(14(1)--14(n)); et 
le reacherninement depuis l'appare11 d'optim1sa-
1ion (12) du contenu de rese,au ob1enu optimisE'; 
vers le demandeur des un ou plusieurs dispos1-
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tifs clients (14(1 )-14(n)). 

5. Procede selon !'une quelconque des revendications 
1 a 4, dans lequel la reception comprend en ouire la 
reception au niveau de l'appareil d'optimisation (12) 5 

de la dernande depuis le un des un ou plusieurs dis
positifs ciienls (14(1)-14(n)) comprenant un disposi-
tif mobile configure pour afficher le contenu de re
seau obienu sur un navigateur du dispositif mobile. 

6. Procede selon !'une quelconque des revendications 
2 ,) 5, clans lequel les informations contenues dans 
la demande cornprennent un identifiant de ressource 
uniforme (URI). 

7. Procede se,lon !'une quelconquE, dE,s rE,vendications 
1 a 6, dans lequel la ressource de reseau comprend 
um, OU plusiE;urs pagE,S WE,b. 

10 

15 

sieurs iemoins optimises depuis l'autre dispositif 
de traiternent de serveur mandataire vers un dis
positif de traiternent de serveur mandataire, el 
l'envoi en retour depuis le un dispositif de trai
ternent de serveur mandataire vers l'auire dis
positif de traitement de serveur mandaiaire 
d'une nouvelle dernande pour la ressource de 
reseau demandee a !'aide du message de redi
rection jusqu'a ce que la ressource de reseau 
dernandee soil localisee ; et 
le reacheminernent, lorsque la ressource de re
seau demandee est localisee, depuis le un dis
positif de traiternent de serveur rnandatai revers 
IE, demande,ur dE,s un ou plusiE,urs disposiiifs 
clients (14(1 )-14(n)), uniquement d'un dernier 
dE,s rnessage,s de redirnction obte,nus avE,c les 
un ou plusieurs ternoins optimises associes a la 
ressourcE; dE, r{,seau dernand{,e. 

8. Support lisible par ordinateur sur lequel sont sloe- 20 10. Appareil selon la revendication 9, dans lequel les un 
kees des instructions perrnettant de reduire la laien-
ce dans des connexions de reseau comprenant un 
code, E,xecutable par machine qui, lorsqu'il est E,xe
cute par au mains un processeur, amene le proces
seur a realiser les eiapes du procede selon les re- 25 

vendications 1 a 7. 

9. f.\ppareil d'optirnisation ( 12) configure pour reduire 
la latence dans des connexions de reseau compre
nant un ou plusieurs processeurs (13) agissant com- 30 

me des disposilifs de traiternent de serveur manda
taire, et une rnernoire (15) coupleE, aux: un ou plu
sieurs processeurs (13) configures pour executer 
des instructions programmees siockees dans la me
moire (15) cornprenant : 

la r{,ception d'um; demandE; provenan1: d'un par,
mi un ou plus1eurs dispositifs clients (14(1)-
14(n)) pour une ressourcE, de, re§seau f1eberg{,e 

35 

au niveau de l'un des un ou plusieurs disposiiifs 40 

serveurs (16(1)-16(n)); 
le fail de determiner si un parametre de redirec-
tion autornatique est active pour la demande ; 
l'envoi de la demande depuis un dispositif de 
traitement de serveur n1andataire agissant com- 45 

rne le demandeur d'un des disposilifs clients 
('14(1)-14(n)) a un autre d1spositif de traitement 
de serveur mandataire au SE,in de l'appareil 
d'opiirnisation ( 12) lorsque le parametre de re
direction automatique est deierrnine cornme 50 

etant active : 
l'obiention de maniere repeiee au niveau de 
l'autre dispositif de traiternent de serveur rnan
dataire d'un message de redirection avec un ou 
p!usieurs 1:0rnoins optimist§s associ€;s ii !a rBs,- ss 
source de reseau dernandee a partir des un ou 
plusiE,urs dispositifs serveurs (16(1 )--16(n)), l'en-· 
voi du message de redirection et des un ou plu-

14 

ou plusieurs processeurs (13) sont en outre confi
gures pour executer des instructions programmees 
stock{;e,s dans la rnernoire (15) pour la det,mnination 
cornprenant en outre le fail de determiner au niveau 
de l'appareil d'optimisation (12) si le pararnetre de 
redirection autornalique est active pour la dernande 
en se basant sur des informations conienues dans 
la dernande. 

11. f.\ppareil selon l'une quelconque des revendications 
9 a 10, dans lequel les un ou plusieurs processeurs 
(13) sont en outrn confifiures pour E,xecuter de,s ins-· 
!ructions programrnees stockees dans la memoire 
(15) cornprenant en outre la desactivation du para
metre de redirection automaiique lorsque la dernan
de est envoyee depuis le un disposiiif de traitemeni 
dE, se,rve,ur mandataire agissant cornrrn, le, de,rnan-· 
deur des un ou plusieurs dispositifs clients (14(1)-
14(n)) au sein de, l'appamil d'optirnisa1:ion (12) ve,rs 
l'autre dispositif de traiiement de serveur mandataire 
au SE,in de, l'appamil d'op1irnisation ( 12). 

12. Appareil selon l'une quelconque des revendications 
9 a 11, dans lequel les un ou plusieurs processeurs 
(13) sont en outre configures pour executer des ins
tructions prograrnrnees stockees dans la mernoire 
(15) cornprenant en outre: 

le traiternent d'une dernande revisee pour la res
source de reseau demandee a partir du dernan
deur des un ou plusieurs dispositifs clients 
(14(1)-14(11)) en se basant sur le dernier des 
messages de redirection obtenus avec les un 
ou plusieurs ternoins optimises ; 
I 'obtEm tion d' un contEmu de, rese,au ,'i partir de, 
l'un des un ou plusieurs d1sposiiifs serveurs 
(16(1)-16(n)) Em se basant sur la dernandE; 
revisee; 
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l'opiirnisation du contenu de reseau obtenu au 
niveau de l'appareil d'optirnisation (12) pour le 
dernandeur des un ou plusieurs disposiiifs 
clients (14(1)-14(n)); et 
le read1eminernenl du contenu de reseau obie- 5 

nu optimise vers le demandeur des un ou plu
sieurs dispositifs clients (14(1)-14(n)). 

13. Appareil selon l"une quelconque des revendications 
9 a 12, dans lequel les un ou plusieurs processeurs 10 

(13) son! en outre configures pour executer des ins
tructions prograrnmees stockees dans la rnernoire 
( 15) pour la reception comprenani en outre la recep-
tion de la dE;rncmde provenant dE; l'un des un ou plu,
sieurs dispositifs clients (14(1 )-14(n)) cornprenant 15 

un dispositif mobile, confifiur,§ pour affiche,r le, conlfr· 
nu de reseau obtenu sur un navigateur du dispositif 
mobile. 

14. Appareil selon l'une quelconque des revendications 20 

10 a 13, clans lequel les informations conlenues dans 
la dernande cornprennent un identifiant de res source 
uniforrne (URI). 

15. Appareil selon l'une quelconque des revendications 25 

9 a 14, dans lequel la ressource de reseau corn pr end 
une ou plusieurs pages Web. 

30 

35 
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/ 200 

GET /A.html HTTP/1.1 
_,.,,.--202 

Host: example.com 
Accept:*/* 

' 204 . :.,....-. 
HHP/1-1 302 Moved Temporarily 
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Set-Cookie: SESSION= 1234 

t 
206 :.,..,-. 

GET /B.html HTTP/1. 1 
Host: sample.com 
Accept:*/* 

t 
208 .~. 

HTTP/1-1 302 Moved Temporarily 
location: http://exarnple.com/C.htrnl 
Set-Cookie: LANG= EN 

f 
210 ~. 

GET JC.html HTTP/1. 1 
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HTTP/1-1 200 OK 

FIG. 2 
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300 

" 
302 304 

\ J . 
GH/rn/example.corn/A.html HHP/1.1 GET/A.html HTTP/1.1 
Host: m.acrne.com Host: example.com 
Accept:*/* Accept:*/* 

:-JOB .'306 
\ J . 
HITP/1-1 302 Moved Temporarily HTTP/1-1 302 Moved Temporarily 
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l\i1ETHODS .FOR E1\1AILING LABELS AS PORTABLE DATA 
:FILES AND DEVICES THEREOF' 

.FIELD 

[0001] This technology relates to methods for emailing labels as portable 

5 data files and devices thereof. 

BACKGROUND 

[0002] Some Web based applications, usually developed for desktop 

browsers, provide the functionality of printing labels, such as bar codes, proof of 

insurance, medical records, or bank statements. All these documents have a well--

10 defined printing format, can include personal information and usually are 

generated from password protected \Veb content. 

15 

[0003] A desktop b1wwser can easily exploit this type of plinting 

functionalities. Unfortunately, mobile browsers do not have the same capability 

since they usually lack of a direct connection with a printing device. 

SUMMARY 

[0004] A method for emailing a label as a portable data file to destination 

information associated with a mobile computing device includes obtaining at a 

proxy server device a web page with a label from a web server device in response 

to a request from a mobile computing device. The proxy server device obtains 

20 destination information for the label associated with the requesting mobile 

computing device. The proxy server device converts the label into a portable data 

file and transmits the portable data file using the destination inforrnation for the 

label associated with the requesting mobile computing device. 

[0005] A non-transitory computer readable medium having stored thereon 

25 instructions for emailing a label as a portable data file to destination infom1ation 

associated with a mobile computing device comprising machine executable code 

vvhich when executed by at least one processor, causes the processor to perfonn 

steps including obtaining a web page with a label from a web server device in 
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response to a request from a mobile computing device. Destination information 

for the label associated with the requesting mobile computing device is obtained. 

The label is converted into a portable data file and then is transmitted using the 

destination information for the label associated with the requesting mobile 

5 computing device. 

f0006] A proxy server device includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including obtaining a web page 

with a label from a ,veb server device in response to a request from a mobile 

10 computing device. Destination information for the label associated with the 

requesting mobile computing device is obtained. The label is converted into a 

portable data file and then is transmitted using the destination infom1ation fi.1r the 

label associated with the requesting mobile computing device. 

[0007] This technology provides a number of advantages including 

15 providing a method, computer readable medium and an apparatus that enables a 

mobile computing device to create a portable data file of one or rnore labels and 

send the p01i.able data file, along with custom infi.)rmation, such as descriptions 

and logos, to a designated email address associated with the mobile computing 

device. Accordingly, with this technology data files that are not viewable on 

20 mobile computing devices can be do\Jimloaded and printed. 

BRH~.F DESCRIPTION O.F TR.E'. DRAWINGS 

[0008] HG. 1 is a block diagram of an exemplary environment with an 

exemplary proxy server device; 

[0009] FIG. 2 is a screen shot of an exemplary confimiation page with 

25 entry fields fr.)r data to generate and send a portable data file; and 

[OOOlO] FIG. 3 :is a flow chart of an exemplary method for generating and 

emailing labels as portable data files and devices thereof. 
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DETAILED DESCRIPTION 

[00011] An exemplary environment 10 with a proxy server device 12 

configured to enable one of the mobile computing devices 14(1 )-14(n) to 

download a printable version of a label that was converted into PDF format is 

5 illustrated in FIG. 1. The exemplary environment 10 includes the proxy server 

device 12, mobile computing devices 14(1)-14(n), web content server devices 

16(1 }-l 6(n), and communication networks 18(1 )--18(2), although other numbers 

and types of systems, devices, and/or elements in other configurations and 

environments with other communication network topologies can be used. This 

10 technology provides a number of advantages including providing a method, 

computer readable medium and an apparatus that enables a mobile computing 

device to create a portable data file of one or rnore labels and send the portable 

data file, along with custom infonnation, such as descriptions and logos, to a 

designated email address associated with a mobile computing device. 

15 [00012] Referring more specifically to FlCi. 1, the proxy server device 12 

is a web content optimization device confip1red to execute the exernplary 

methods and other technology illustrated and desc1ibed herein, although the proxy 

server can comprise other types of computing devices configured to execute the 

exemplary methods illustrated and described herein. This exemplary proxy server 

20 device 12 includes a central processing unit (CPU) or processor 13, a memory 15, 

and an interface system 17 ·which are coupled together by a bus 19 or other link, 

although other numbers and types of components, parts, devices, systems, and 

elements in other configurations and locations can be m,ed. The processor 13 in 

the proxy server device 12 executes a program of stored instructions one or more 

25 aspects of the present invention as described and illustrated by way of the 

embodiments herein, although the processor could execute other numbers and 

types of pro1:,rramrned instrnctions. 

[00013] The memory 15 in the proxy server device 12 stores these 

programmed instructions for one or more aspects of the present invention as 

30 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 
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types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or writing system that is 

5 coupled to the processor 13, can be used for the memory 15 in the proxy server 

device 12. 

[00014] The interface system 17 in the proxy server device 12 is used to 

operatively couple and communicate between the proxy server device 12 and the 

mobile computing devices 14(1 )-14(n), and the web content server devices 16(1 )-

10 l 6(n) via the communication networks 18( l )-18(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. By \Vay of example only, the communication 

networks 18(1 )-18(2) can use TCP /lP over Ethernet and industry-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

15 numbers of communication nehvorks, such as a direct connection, a local area 

netvvork, a wide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

Each of the mobile computing devices 14(1)-14(n) enables a user 

20 to request, get and interact vvith documents and other files from one or more web 

sites hosted by the web content server devices 16( 1)-16(n) through the proxy 

server device 12 via one or more communication networks, although one or more 

of the mobile computing devices 14(1)-14(n) could access content and utilize 

other types and numbers of applications from other sources and could provide a 

25 wide variety of other functions for the user. Although multiple mobile computing 

devices 14(1)-14(n) are shown, other numbers and types of user computing 

systems could be used. 

[00016] Each of mobile computing devices 14(1)-14(n) in this example is a 

computing device that includes a central processing unit (CPU) or processor 20, a 

30 memory 22, user input device 24, a display 26, and an interface system 28, and 

which are coupled together by a bus 30 or other link, although one or more of 
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mobile computing devices 14( 1 )-14( n) can include other numbers and types of 

components, paiis, devices, systems, and elements in other configurations. The 

processor 20 in each of mobile computing devices 14(1 }- l 4(n) can execute a 

program of stored instrnctions for one or more aspects of the present invention as 

5 described and illustrated herein, although the processor could execute other 

numbers and t}1Jes of programmed instrnctions. 

[00017] The memory 22 in each of the mobile computing devices 14(1)--

14(n) stores these programmed instructions for one or more aspects of the present 

invention as described and illustrated herein, although some or all of the 

10 programmed instructions could be stored and/or executed elsewhere. A variety of 

difforcnt types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

to by a magnetic, optical, or other reading and/or writing system that is coupled to 

15 processor 20 can be used for the memory 22 in each of the mobile computing 

devices 14(1)-14(n). 

[00018] The user input device 24 in each of the mobile computing devices 

14(1 )-14(n) is used to input request, selections and other data, although the user 

input device could provide other functions and interact with other elements. The 

20 user input device can include keypads, touch screens, and/or vocal input 

processing systems although other types and numbers of user input devices can be 

used. 

[00019] The display 26 in each of the mobile computing devices 14(1 )-

14(n) is used to show data and infom1ation to the user, such as a website page 

25 optimized for viewing on a mobile computing device by way of example only. 

The display in each of the mobile computing devices 14( 1 )-l 4(n) is a computer 

screen display, although other types and numbers of displays could be used 

depending on the particular type of mobile device. 

[00020] The interface system 28 in each of the mobile computing devices 

30 14(1)-14(n) is used to operatively couple and communicate between the mobile 
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computing devices 14(1)-14(n) and the proxy server device 12, and the web 

content server devices 16( 1 )-l 6(n) over the communication networks 18( 1 )-18(2), 

although other types and numbers of communication networks with other types 

and numbers of connections and configurations can be used. 

[00021] The web content server devices 16(1 )-l 6(n) provide one or more 

pages from one or more vveb sites., although the web content server devices 16( l )

l 6(n) can provide other numbers and types of applications and/or content and can 

have provide other numbers and types of functions. Although web content server 

devices 16(1 )- l 6(n) are shov,rn for ease of illustration and discussion, other 

10 numbers and types of web server systems and devices can be used. 

l00022J Each of the web content server devices 16( l )- l 6(n) include a 

central _processing unit (CPU) or processor, a memory, and an interface system 

which arc coupled together by a bus or other link, although each of the web 

content server devices 16(1 )-16(n) could have other numbers and types of 

15 components, parts, devices, systems, and elements in other configurations and 

locations can be used. The processor in each of the web content server devices 

16(1 )-16(n) executes a program of stored instmctions one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, 

although the processor could execute other numbers and types of programmed 

20 instructions. 

[00023] The memory in each of the vveb content server devices 16(] )-16(n) 

stores these programmed instrnctions for one or more aspects of the present 

invention as described and illustrated by way of the embodiments, although some 

or all of the programmed instructions could be stored and/or executed elsewhere. 

25 A variety of different types of memory storage devices, such as a random access 

memory (l<.z\M) or a read only memory (ROM) in the system or a floppy disk, 

hard disk, CD ROM, DVD ROM, or other computer readable medium which is 

read from and/or written to by a magnetic, optical, or other reading and/or writing 

system that is coupled to the processor, can be used for the memory in each of the 

30 web content server devices l6(1)-16(n). 
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f00024] The interface system in each of the web content server devices 

16(1)-16(n) is used to operatively couple and communicate between the web 

content server devices 16(1)--16(n) and the proxy server device 12, the mobile 

computing devices 14(1)-14(n), and the client computing devices 15(1)-15(n) via 

5 communication networks 18( 1)-18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. 

[00025] Although embodiments of the proxy server device 12, the mobile 

computing devices 14( l)-l 4(n ), and the vveb content server devices 16( l )-16(n), 

10 are described and illustrated herein, each can be implemented on any suitable 

computer system or computing device. It is to be understood that the devices and 

systems of the embodiments described herein are for exemplary purposes, as 

many variations of the specific hardware and software used to implement the 

embodiments are possible, as will be appreciated by those skilled in the relevant 

15 art(s). 

[00026] Furthennore, each of the systems of the embodiments may be 

conveniently implemented using one or more general pmJiose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the ernbodiments, as described and illustrated herein, 

20 and as will be appreciated by those ordinary skill in the art 

[00027] Jn addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

25 robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable fom1 (e.g., voice and modem), wireless 

30 communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 
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Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

1000281 The embodirnents may also be embodied as non-transitory 

computer readable medium having instructions stored thereon for one or more 

5 aspects of the _present invention as described and illustrated by way of the 

embodiments herein, as described herein, which vvhen executed by a processor, 

cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

[00029] An exemplary method for emailing labels as portable data files and 

10 devices thereofvvill now be described with reference to FIGS. 1-3. Retlming 

more specifically to FIG. 2, in step l 00 the proxy server device 12 receives an 

HTTP request for a web page from one of the mobile computing devices 1491 )

l 4(n ). The proxy server device 12 transmits the request to one of the web server 

devices 16( l )- l 6(n) hosting the vvcbsite with the requested content. 

l00030J ln step 102, the proxy server device 12 receives the requested 

content, such as a web page including a printable label from the one of the web 

server devices l 6(1 )-l 6(n) hosting the website with the requested content. The 

printable label can comprise a variety of different printable content vvhich is not 

viewable on the requesting one of the mobile computing devices 14(1 )-14(n), such 

20 as a bar code, proof of insurance, medical record, or bank statement by way of 

example. 

[00031] 1n step I 04, the proxy server device 12 detennines whether the 

web page with the printable label from the one of the web server devices 16(1)-

16(11) is optimized for printing. If in step 104, the proxy server device 12 

25 determines the web page with the printable label is not optimized for printing, 

then the No branch is taken to step 106. In step 106, the proxy server device 12 

extracts and/or optimizes the printable label for printing and then proceeds to step 

l 08. If in step l 04, the proxy server device 12 determines the web page with the 

printable label is optimized for printing, then the"{ es branch is taken to step 108. 
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f00032] In step 108, the proxy server device 12 determines whether a user 

at the requesting one of the mobile computing devices 14(1 )-14(n) has provided 

notes and/or logos as well as an email address to receive the generate portable data 

file, although other types of data and destination information could be used. If in 

5 step 108 the proxy server device 12 determines the user at the requesting one of 

the mobile computing devices 14(1 )-14(n) has not provided any notes and/or 

logos as well as an email address associated with the requesting one of the mobile 

computing devices 14( l )-l 4(n ), then the No branch is taken to step l J 0. Tn step 

110, the proxy server device 12 transmits a ,vcb page, such as the one shown in 

10 FIG. 2, to the requesting one of the mobile computing devices 14(1)-14(n) to 

obtain notes and/or logos as well as an email address associated with the 

requesting one of the mobile computing devices 14( 1 )-14(n) to receive the label, 

although other manners of obtaining customizing and addressing information 

relating to the label could be used. The proxy server device 12 adds the obtained 

15 notes and/or logos or other data from entries in the fields shown in FIG. 2 to 

customize the label and then proceeds to step 112. 

[00033] If in step l 08 the proxy server device 12 determines the user at 

the requesting one of the mobile computing devices 14(1)-14(n) has not added 

notes and/or logos frlr the label and already has provided an email address, then 

20 the Yes branch is taken to step 112. In step 112, the proxy server device 12 

converis the customized label into a PDF file, although the label can be converted 

in other numbers and types of portable data files for transmission. 

[00034] In step 114, the proxy server device 12 transmits the generated 

label to the email address associated with the requesting one of the mobile 

25 computing devices 14(1)-14(n). The proxy server device 12 may optionally send 

a confim1ation to the requesting one of the mobile computing devices 14(1)-14(n) 

that the PDF or other portable data file has been sent. The user associated with 

the requesting one of the mobile computing devices 14(1)-14(n) can later access 

the email account through for example a desktop computing device connected to a 

30 printer to print the customized label which was not viewable on the requesting one 

of the mobile computing devices 14(1}-14(n). 
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f00035] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that enables a mobile computing device to 

create a portable data file of one or more labels and send the portable data file, 

5 along with custom infonnation, such as descriptions and logos, to a designated 

email address associated Yvith the mobile computing device. One of the 

advantages of this technology is that mobile computing devices can now obtain 

labels that were not viewable on the mobile computing device. 

[00036] Having thus described the basic concept of the invention, it will be 

10 rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

15 within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the fi.Jllowing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for emailing a label as a portable data file to 

destination infonnation associated with a mobile computing device, the method 

5 compnsmg: 

obtaining at a _proxy server device a web page with a label 

from a web server device in response to a request from a mobile computing 

device; 

obtaining with the proxy server device destination 

10 information fr)r the label associated with the requesting mobile computing device: 

converting with the proxy server device the label into a 

portable data file; and 

transmitting with the proxy server device the portable data 

file using the destination information for the label associated with the requesting 

15 mobile computing device. 

2. The method as set fo1ih in claim 1 f111iher comprising: 

determining \vith the proxy server device whether the web 

page with the label is optirnized for printing; and 

20 extracting and optimizing with the proxy server device the 

25 

label for printing \vhen the determining indicates the web page and label are not 

optimized for printing. 

3. The method as set forth in claim 1 further comprising: 

determining with the proxy server device whether the 

requesting mobile computing device has provided at least one of notes and a logo 

to customize the label; and 

customzing with the proxy server device the label when the 

requesting mobile computing device has provided at least one of the notes and the 

30 logo. 
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4. The method as set forth in claim 1 wherein the portable data 

file i.s a PDF file. 

5. The method as set forth in claim 1 wherein the obtained 

5 destination infixmation comprises an email address. 

6. A non-transitory computer readable medium having stored 

thereon instrnctions for emailing a label as a portable data file to destination 

information associated with a mobile computing device comprising machine 

10 executable code which when executed by at least one processor, causes the 

processor to perfonn steps comprising: 

obtaining a vveb page with a label from a vveb server device 

in response to a request from a mobile computing device; 

obtaining destination infixmation for the label associated 

15 with the requesting mobile computing device; 

20 

converting the label into a portable data file; and 

transmitting the portable data file using the destination information 

fiJr the label associated vvith the requesting mobile computing device. 

7. The medium as set forth in claim 6 further comprising: 

determining whether the web page v,,ith the label is 

optimized for printing; and 

extracting and optimizing the label for printing when the 

determining indicates the web page and label are not optimized for printing. 

25 

8. The medium as set forth in claim 6 further comprising: 

determining whether the requesting mobile computing 

device has provided at least one of notes and a logo to customize the label; and 

customzing the label when the requesting mobile 

30 computing device has provided at least one of the notes and the logo. 

9. The medium as set forth in claim 6 wherein the portable 

data file is a PDF file. 
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10. The medium as set forth in claim 6 wherein the obtained 

destination information comprises an email address. 

11. A proxy server device comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the memory comprising: 

obtaining a web page \vith a label from a \veb server 

device in response to a request from a mobile computing device: 

10 obtaining destination infommtion for the label 

associated with the requesting mobile computing device: 

converting the label into a portable data file; and 

transmitting the portable data file using the 

destination infonnation fr:,r the label associated with the requesting mobile 

15 computing device. 

12. The device as set forth in claim 11 wherein the one or more 

processors is further configured to execute programrned instructions stored in the 

memory further comprising: 

20 detem1ining whether the web page with the label is 

25 

30 

optimized for printing; and 

extracting and optimizing the label for printing when the 

determining indicates the web page and label are not optimized for printing. 

13. The device as set fbrth in claim l 1 vvherein the one or more 

processors is further eonfigi1red to execute programmed instructions stored in the 

memory further comprising: 

determining whether the requesting mobile computing 

device has provided at least one of notes and a logo to customize the label: and 

customzing the label when the requesting mobile 

computing device has provided at least one of the notes and the logo. 
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14. The device as set forth in claim 11 wherein the portable 

data file is a PDF file. 

15. The device as set forth in claim 11 wherein the obtained 

5 destination infixmation comprises an email address. 
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Description 

FIELD 

many times il1e client has inieracted with the server for 
the operation. PCT application WO2011035944 disc!os
es a meti1od for managing application state information, 
which is represented by a substring of a Uniform Re-

[0001] n1is tedmology generally relates to methods 5 source Identifier (URI), whid1 identifies a resource in a 
for processing web application content and, more partic- network. The substring comprises a plurality of nested 
ularly, lo methods for making an asynchronous JavaS
cnpi and extensible mark-up language (AJAX) applica-

data arrays. A URI parser and a URI generator converi 
the application state information between an object rep-

tion content state bookmarkable and crawlable and de- resentation and a URI string representation. Preferably, 
vices H1ereof. 10 the URI is a Uniform Resource Locator (URL), Hie appli-

BACKGROUND 

[0002] An asynchronous JavaScript and ex:tensiblE, 
mark-up language (AJAX) web application uses AJAX to 
communicatE, wi1h a se,rver to load data or paiie frag-
ments. Programming with AJAX offers benefits in the 
conte,xt of we,b application developrrnm1. For example, 
AJAX offers site developers an additional level of inno
vation that may make a site easier to use for all visitors. 
AJAX may also be utili;rnd to fJiVE; users the sense that 
a web application is more responsive than a traditional 
vve3b site. 
[0003] However, with the use of AJAX to manipulate 
web page content, an issue arises with regard to provid
ing bookmarkability of conteni that may be dynamic ratti
er tllan static during a user session. For example, while 
a we,b page, may have a single non-d1anging uniform 
resource locator (URL) stored in tile web browser, tile 

cation state information is provided by a web application, 
and ti1e URI string representation uses a JavaScript Ob
ject Notation (JSON). An object of the present invention 
is how 1o bookmark dynamic web pa\JE;s mom effectively 

15 with respect to the methods known 1n the art, in order io 
allow users to restom tr1e dynamic wE,b pafies to a spe.
cific content state. 

20 

SUMMARY 

[0005] An exemplary meihod for making an asynchro
nous JavaScript and extensible mark-up language 
(A.JAX) app!ication contEmt statE, bookmarkable and 
crawlable includes receiving at a web application 

25 processing server device a Hyper Text Transfer Protocol 
(HTTP) mquest inciuding an HTTP requesi uniform re
source locator (URL) representing a current application 
content siatH. \M1en Hie HTTP request URL contains a 
first reference substring, a second substring based upon 

conienl in many AJAX web sites is asynchronously 30 the first reference substring is e,xtracted from the, HTTP 
cl1anged and replaced. Accordingly, when a user sets a 
bookmark, he may only be, ablE, to capture 1hE, startinfl 
URL of ihe web site instead of the exact content state l1e 
is currently viewing. Users therefore will want a way to 

requesi URL with ille web application processing server 
device. Based at IE,ast in part on 1hE, E,xtracted sE;cond 
substring, a modified URL represeniing the current ap-

bookmark a dynamic we,b page in a way U1at al!ows ti1em 35 

to restore a specific content state. 

plication content state is generated by the web applica
tion processing server device. 
[0006] An exemplary computer-readable storage me
dium havinfl stored thereon instructions for mak1nfl an 
AJAX applicaiion content state bookmarkable and craw
lable. n1e instructions include mad1ine, ex:ecutab!e codE; 

[0004] One common solution is to chaniie the hasr1 
part of t11e URL, since doing so does not activate any 
actions, sud1 as loading a new page on thE; browsE;r side,. 
However, this approach yields yet another issue as io 40 whicl1, when executed by at least one processor, causes 

1hE, procE,ssor to pmforrn stE,ps includinfl rE;ceiving a HT-· 
TP request including an HTTP request urnform resource 
iocator (URL) representing a current application content 
state. When the HTTP request URL contains a firsi ref-

how a web crawlm or wE,b robot can acce,ss that URL. 
Even if the hash part of t11e URL contains all of the infor
mation needed to fetch correct data using AJAX tecllnol
ogy, Hie web crawler will not be able to access it since 
web crawlers are not able to execute .JavaScript code 45 erence substring, a second substring based upon the 

first reference substring is extracted from U1e HTTP re-inside the, wE,b pafies 1hE,y download. ExarnplE;s of prior 
art methods are described in il1e following documents: 
PCT application \NO2009076187/.\ disclose,s a rm;1hod 
performed by a server for maintaining staie in a stateless 
server environment, comprising receiving a request for 
performance of an operation by an application from a 
client wherein tile request includes a first universal re
source, locator (URL). f\ first set of state information may 
be extracted from tile first URL and evaluated, a second 
SE,t of statE; information associated with thE; operation is 
assembled, said second set of state information contain
ing at IE;ast tf1e c!ient idm1tification information, tf1e app!i-· 
cation informaiion, and a counter to keep track of how 

quest URL. Based at least in part on the extracted second 
substrinfJ, a modifiE;d URL. rE;pmsEmting 1hE, current ap
plication conienl state is generated. 

50 [0007] An exemplary web application processing serv
er device including one or more processors and a mem
ory coupled to the one or more processors wllich are 
configured io execute programmed instructions stored in 
the memory, the programmed instructions including re-

55 ceiving a HTTP rE;quest 1ncludinfJ an HTTP mquest uni-· 
form resource locator (URL) representing a current ap
plication contEmt state. Wf1en thE; HTTP requE;st URL con
tains a first reference substring, a second substring 
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based upon the first reference substring is extracted from 

the HTTP request URL. Based at least in part on the 
extracted second substring, a modified URL representing 
the current application content state is generated. 
[0008] n1is technology provides effective and efficient 

methods and devices for creating a concise URL repre
senting a specific AJ/\X web application page or content 

state, wl1ich thereby aiiows generic web crawlers or ro

bots to index the page or content state thus represented. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] 

FIG. ·1 is a block diagram of a network environment 
witr1 an exE,mplary wE;b application processing serv-· 

er device; and 

FIG. 2 is a flowchart of an exemplary method tor 
making an AJAX application content state book-

markable and crawlable. 

DETAILED DESCRIPTION 

server, or any ot11er type of proxy server. For example, 
the web application processing ser,1er device 12 may 
manage the handling of redirect messages or redirection 

responses from the one or more web server devices 16 
5 for and/or on bet1alf of requesting client devices 14(1 )-

14(11) and/or requesting web crawling devices 40(1 )-
40(n), although the web application processing server 

device 12 may provide other numbers and types offunc

tions. 
10 [0013] In other examples, the web application process

ing server device 12 may itself be a web server device. 
For example, the web application processing server de
vice 12 may be contained in or identical to web server 
device 16. In such examplE;s, Hie wE,b application 

15 processing server device 12 may host one or more AJAX 
wE,b applications and stom associated web cont,mt in 
memory ·15. 
[0014] RE,ferring mom specifically to FIG. 1, thE; wE,b 

application processing server device 12 may mclude a 
20 central processing unit (CPU) or processor 13, a memory 

15, and an interface system 17whid1 are coupled togeth

er by a bus 19 or other link, altl1ough otl1er numbers and 
types of components, parts, d,wices, systems, and elfr· 
ments in other configurations and locations can be used. 

[001 OJ A network environment 10 with an exemplary 25 The processor 13 in the web application processing serv-

web application processing server device 12 is illustrated 
in FIG. 1. The environment 10 may include the web ap
plication processing server device 12, client computing 
devices 14(1)-14(n), web crawling devices 40(1)-40(n), 
a web server device 16, and communication networks 

18(1 )-18(2), althougl1 other numbers and types of sys
tE;ms, devicE,s, serv,m,, and/or elermmts in other config-

urations can be used. This technology provides effective 

er device i 2 may execute a program of stored instruc

tions one or more aspects of the present technoiogy as 
described and illustrated by way of the examples i1erein, 
including methods for making an asynchronous AJfv< 

30 application content state bookmarkable and crawlable, 

although t11e processor could execute other numbers and 
types of pro;irammE,d instructions. 

and efficient metllods and devices for creating a concise 
URL representing a specific AJ/\X. web application page 35 

[0015] Tl1e memory 15 1n the web application process
ing server device 12 may store these programmed in
structions for one or more aspects of U1e present tech

nology as described and iilustrated llerein, although or content state, whicll thereby allows generic web crawl

ers or robots to index thE, pa\JE; or content state thus mp
resented. 
[0011] This technolo;JY is directed to methods, devic--
es, and computer-readable storage media for making an 40 

sorne or a!! of tf1e programmed instructions could be 
stored andior executed elsewhere. A variety of different 
types of memory' storage devicE,s, such as a random ac-

cess memory (RAM) or a read only memory (ROM) in 
thE, system or a floppy disk, hard disk, CD ROM, DVD asynd1ronous JavaScript and ext,msible mark-up lan-

guage (AJAX) application content state bookmarkable 

and crawlable. In this example, tile web application 
processing server device 12 receives a HyperText Trans-
fer Protocol (HTTP) request including an HTTP request 45 

ROM, or other computer readable medium whicl1 is read 

from and/or written to by a magnetic, optical, or otller 
reading and/or writing system ii1at is coupled to the proc
essor 13, may be used for the memo1y 15 in tile web 
application processing server device 12. In some of ti1ese uniform resource locator (URL) repmsEmlin\J a cummt 

application content state; extracts, from the HTTP re
quest URL., a second substr!ng based upon a first refer-• 

ence substring, wt1en U1e HTTP request URL contains 
the first reference substring; and generates a modified 
URL based at least in pa;t on U1e extracted second sub

string, wherein tile modified URL represents tile current 
application content state. Alii1ougt1 one web application 
processing server device 12 is sllown, otller numbers 
and typE,s of web application processing ser-mr systems 

can be used. 
[0012] In sorm; examples, the wE;b application 

processing server device 12 may be a web content proxy 

examples, the memory 15 may include a core module 
21, a URL. construction module 23, and a rnernory cachE; 
25 wt1ich may store programmed instructions for one or 

50 more aspects of the present technology as described and 

illustrated herein, althougi1 the memory may comprise 
other types and numbers of systems, devices, and ele
ments in ott1er configurations whid1 may store other data. 
[0016] The interface device 17 in the web application 

55 processin;J sE;rvE,r device 12 may be used to operatively 

couple and communicate between the web application 
promssing smver device 12 and thE; cli,mt computing 
devices 14(1)-14(n), web crawling devices 40(1)-40(n), 
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and the web server device 16 via the communication net
works 18(1) and 18(2), altl1ough other types and numbers 
of communication networks witt1 other types and num
bers of connections and configurations can be used. By 
way of example only, Hie communication networks 18( 1) 
and 18(2) may use TCP/IP over Ethernet and industry
standard protocols, including HTTP, HTTPS, WAP, and 
SOAP, althougl1 other types and numbers of communi
cation networks, such as a direct connection, a local area 
network, a wide area network, moderns and pi1one lines, 
e-mail, and wireless and hardwire communication tech
nology, eacl1 having their own communications proto
cols, may be used. 
[0017] Each of 1hE, ciiE;nt cornpu1infl dElViCE,S 14(1)-
14(n) may enable a user to access content and utilize 
one or more app!ications from thE, web SE,rve,r device 16 
through the web application processing server device 12 
througf1 one or more communication ne,tworks, althougr1 
one or more of tl1e client computing devices 14(1 )-14(n) 
could acce,ss content and utilize other types and numbers 
of applications from other sources and could provide a 
wide variety of other functions for the user. Although mul
tiple clim1t computing devices 14(1)--14(n) am shown, 
other numbers and types of user computing systems 
could be used. In this example, the client computing de
vices 14(1 )-14(n) comprise devices with lnte,rnet access 
that permit a website page or other retrieved data to be 
displayed. By way of example only, one or more of the 
client computing devices 14(1)-14(11) may comprise 
smart phones, personal digital assistants, or desktop 
computers using visual or voice browsers. 
[0018] Each of client computing de,vicE,s 14(1 )··14(n) 
may include a central processing unit (CPU) or processor 
20, a memory 22, use,r input device 24, a display 26, and 
an interface system 28, and which are coupled together 
by a bus 30 or other link, although one or more of client 
computing dE,vices 14(1)-14(n) may include, o1hm num
bers and types of components, parts, devices, systems, 
and E,l,m1ents in 0H1er confifiurations. Tf1e procE,ssor 20 

[0020] Tl1e user input device 24 in each of the client 
computing devices 14(1)-14(11) may be used to input se
lections, such as requests for a particular website page, 
although the user input device could be use,d to input 

5 other type,s of data and interact with other elements. The 
user input device may include keypads, touch screens, 
and/or vocal input proce,ssing systems altt1ough other 
types and numbers of user input devices can be used. 
[0021] The display 26 in each of the, client computing 

10 devices 14(1)-14(n) may be used lo show data and in
formation to the user, such as a we,bsite page by way of 
example only. The display in eaci1 of ti1e clie,nt computing 
devices 14(1)-14(n) may be a phone semen display, al-
1hougf1 other type,s and numbers of displays could be 

15 used. 
[0022] n1e interface, syste,m 28 in each of thE, cli,mt 
computing devices 14(1)-'14(n) may be used to opera-
1ively couplE, and cornmunicatE; bE,1wE,en 1hE, ciiEmt corn-
puling devices 14('1 )-14(11) and t11e web application 

20 proce,ssing server device 12 and web server device 16 
over tt1e communication networks 18(1) and 18(2), al
though other types and numbers of commurncation net
works witf1 othE,r types and nurnbE,rs of connections and 
configurations may be used. 

25 [0023] The web server device 16 may provide one or 
more web software applications for use by one or more 
of the client computing devices 14(1 )-14(n), although the 
web server device 16 can provide other numbers and 
types of applications and/or content and can have pro-

30 vide oii1er numbers and types of functions. Although one 
web server device 16 is shown for ease of iilustration and 
discussion, other numb,m; and typE,s of web servE,r sys-
terns and devices can be used. 
[0024] The web server device 16 may include a central 

35 processing unit (CPU) or processor, a memory, and an 
interface system which are coupled together by a bus or 
otr1er link, altf1ougr1 Hie web server d,,vicE, 16 may have 
other numbers and types of components, parts, devices, 

in each of client computing devices 14(1)-·14(n) may ex- 40 

sys1ems, and elE,m,mts !n o1hm confiiJurations and loca
tions may be used. The processor in tl1e web server de
vice 16 may exE,cute a program of s1ored instructions for ecute, a prowarn of stomd instructions for om, or mom 

aspects of the present technology as described and 11-
lustrate,d herein, although the proce,ssor could execute 
other numbers and types of prograrnme,d instructions. 
[0019] The memory 22 in each of the, client computing 
devices 14(1)-14(n) may store these, programmed in
structions for one or more aspects of the present tecl1-
nology as de,scr!bed and illustratE,d herein, al1houfih 
some or all of tt1e programmed instructions could be 
stored and/or executed elsewhere. A variety of diffemnt 
types of memory storage, de,vices, such as a random ac
cess memory (RAM) or a read only memory (ROM) in 
ii1e system or a floppy disk, i1ard disk, CD ROM, or other 
compute,r madable me,dium which is read from and/or 

one or more aspects of the present technology as de
scribed and illustrated by way of the examples herein, 
including managing application functionality, alU1ough 

45 the processor could execute other numbers and types of 
programmed instructions. 
[0025] Tl1e memory in the web server device 16 may 
stom the,se programmed instructions for one, or morE, as,
pe,cts of the pmsent ledmology as described and illus-

50 !rated by way of the examples herein including managing 
application functionality, allhougi1 some, or all of U1e pro
grammed instructions could be stored and/or exe,cuted 
elsewhere. A variety of different types of memory storage 

wri1tE;n to by a rnafinetic, optical, or o1hHr readin\J and/or 55 

writing system that is coupled to processor 20 may be 

devices, such as a random access memory (RAM) or a 
read only mE,mory (ROM) in thE, system; or a floppy d!sk, 
hard disk, CD ROM, DVD ROM, or other computer read-

usE,d for 1hH memory 22 in E,ad1 of the cli,mt computing 
devices 14('1)-14(n). 

4 

able medium wr1ich is read from and/or writt,m to by a 
magneiic, optical, or other reading and/or writing system 
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that iS coupled to t11e processor, may be used for il1e 

memory in eacll of the web server device 16. 

200 for making an AJAX application content state book
markable and crawlable will now be described. In step 
210, ti1e web application processing se,rver device 12 

receives an HTTP request whicll includes an HTTP re-

[0026] The inierface system in Hie web server device 

16 may be used to operaiively couple and communicate 
between the web server device 16 and the web applica
tion processing server device 12, tile ciient compuiing 
devices 14(1)-14(n), and web crawling devices 40(1)-

40(n) via communication networks 18(1) and 18(2), al

ihough oil1er types and numbers of communication nei
works with other types and numbers of connections and 

configurations can be used. 

5 que,st URL represeniing a curreni application content 

state. In other examples, such as where the HTTP re
quest originated from a client compuiing device 14, ihe 
HTTP request URL may correspond io a bookmark. 

[0032] In step 220, tile web application processing 

[0027] Alttiough examples of the web application 
processing server device 12, tile ciient computing devic

es 14(1)--14(n), web crawlin\J dEivices 40(1)-A0(n), and 
the web server device 16, are described and illustraied 
fierein, each of the, client computing d,,vice,s 14(1 )-14(n), 

web crawling devices 40(1)-40(n), il1e web application 
processing server dEivice 12, and the web server de,vicE, 

16, may be implemented on any suitable computer sys-

10 server de,vice 12 determines whe,ther the HTTP request 
contains a first reference substring. If in step 220 the 
HTTP request URL contains Hie first refernnce, substring 
in step 220, then the Yes branch is taken to step 230. 

[0033] In ste,p 230, the web application processin\J 
15 server device 12 extracts a second subsinng from the 

HTTP re,quest URL based upon the first refomncE, sub

string. In some examples, the second subsinng may fol
low the first reference substrinfi. In some of these exam-· 

tern or computing device. It is io be understood that ihe 20 

devices and systems of the examples described herein 

are for exemplary purposes, as many variations of the 
specific riardwarE, and softwam used to implement 1hE, 

examples are possible, as will be appreciated by those 
skilled in the relevant art(s). 25 

[0028] Furthe,rmore, ead1 of the sysiems of the exam-

ples may be conveniently implemented using one or 
more general purpose computer systems, microproces
sors, digital signal processors, and micro-controllers, 
programmed according to ti1e teadiings of ttie examples, 30 

as described and illustrated herein, and as will be appre
ciated by thosE; ordinary skill in the art. 

[0029] In addition, two or more computing systems or 

devices can be substituted for any one of the systems in 
any ernbodi rne,nt of the example,s. 1\ccordi ngly, princi pies 35 

and advaniages of distribuied processing, such as re
dundancy and replication also can bE, implE,m,mted, as 

des1red, to increase il1e robustness and performance of 

pies, the second subsiring may include all of the text im

mediately following the first reference substring. 
[0034] In step 240, the web application processing 

server device 12 generates a modified URL representing 
thE, current application content state basE,d at le,ast in part 

on the extracted second substring. The modified URL 

may, for example, be generated by the URL construction 
module 23 of ihe web application processing server de-
vice 12. 
[0035] In ste,p 242, Hie web application processing 
server device 12 determines if tile source of the HTTP 
requesi is one of the, web crawling device 40( 1 )-40(n) 

based upon a header in t11e HTTP request, alil1ough other 
manners for dE;termininfl an identity of Hie source can be 
used. If m siep 242 il1e web application processing server 
device 12 determines the source of ihe HTTP request is 
not one of ti1e web crawling device 40(1 )-40(n), then the 

No branch is taken to step 244. In siep 244, the web 

application procE,ssin;J smve,r device 12 providE,s Hie 
modified URL to the appropriate web server device 16. 

1hE, devices and systE,rns of Hie examplE,s. Tfie E,xamples Based on the modified URL, the, we,b serVE,r device 16 
may also be implemented on computer system or sys- 40 generates a response to ihe HTTP request which is then 
tE;ms that E,xtend across any suitable network using any 

suitable 1nierface mechanisms and communications 

tecllnologies, inciuding by way of example only telecom
munications in any suiiable form (e.g., voice and mo
dem), wireless communications media, wireless commu- 45 

nications networks, cellular communications m,tworks, 

G3 communications networks, Public Swiiched Tele
phom, Network (PSTNs), Packet Data Networks (PDNs), 

ii1e lniernei, intranets, and combinations Uiereof. 
[0030] Tile examples may also be embodied as a com- 50 

puter readable medium having instructions stored iher-

eon for one or more aspects of tile present technology 
as described and illustrated by way ofii1e e,xamples he,re-

cornmunicatE,d to the sourcE, of the, request (E,.g., one of 

t11e client computing devices 14(1)-14(n)), and then the 

metllod ends. In some embodimenis, the response gen
erated by ttie web server device 15 may include the cur

rent application content state corresponding to ihe mod
ified URL 

[0036] If in step 242 il1e web application processing 
SE,rve,r device 12 det,mnim,s the sourcE; of thE, HTTP re

quest is one, of the web crawling devices 40(1)-40(n), 

then the Yes branch is taken to step 246. In step 246, 
the web application processing server device 12 returns 
the modif1ed URL as an HTTP redirect response to the 
identified one of the, one of the web crawling device 40(1 )-

40(n). The web application processing server device 12 in, as described llerein, which when executed by a proc
essor, cause, the, proce,ssor to carry out the stE,ps neces

sary to implement the methods of the examples, as de
scribed and illustrated herein. 

55 also rnay store1h€3 default URL.at a location {e.f~., in rnBrr1-· 
ory 15) associated with il1e HTTP redirect response. After 
step 246, tfiis rm;thod ,rnds. 

[0031] Referring to FIGS. 1-2, an exemplary metl1od [0037] If back in step 220, the received HTTP requesi 

5 
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URL does not contain the first reference substring in siep 

220, then the No branch is taken to step 222. 
[0038] In step 222, Hie web application processing 
server device 12 determines based upon a header in the 
HTTP request if ti1e source of ti1e HTTP request is one 
of the web crawling devices 40(1 )-40(n), although other 

manners for determining the source can be used. If in 

step 222 the web application processing server device 

12 determines the source of the HTTP request is not one 
of ihe web crawling devices 40(1)-40(n), ihen the No 

branch is taken to step 224. In step 224, the web appli
cation processing server device 12 provides a default 
URL to the appropriate web server device 16. Based on 
the default URL, thE; wE;b server de,vicE, 16 fieneratE,s a 

response io the HTTP requesi which is then communi
cate,d 1o 1hH requestinfl one of the c!i,mt computing dE,-· 
vices 14(1)-14(n), and then the method ends, althougl1 

function and iis dependencies (e.g., data siructures or 

utiiity functions). Thus, a simple implementation of the 
JavaScript inte,rpreter may be, hoste,d on the web appli

cation processing server device 12, and the mapping 
5 function may be e,xecute,d lo obtain ihe URL being used 

by the web application AJAX engine. For example, in 
ste,p 240, URL construction module, 23 of web application 

processing server device 12 may, upon receiving such 

an identifier or second substring as an input (e.g., 
10 "2234"), generaie the, corresponding modified or proc

essed URL associated with that identifier. 
[0041] In another embodiment uiilizing the exemplary 
method 200, an HTTP request URL may contain the first 
reference substring "isf1areCode--" in ste,p 220. In some 

15 of these examples, the substnng following "/shareCode-" 

may bE, E,xtracted in stE,p 230 and passed alonii to thE, 
URL consiruclion module 23 of ihe web application 

othE;r typE;s of dE;vices and systems could be the sourcE, processinfJ servE;r de,vicE, 12. In step 240, URL construc--

oti11e request. In some embodiments, the response gen- lion module 23 may then map this extracied second sub-
erated by the web server device 16 may include the cur- 20 string or identifier to a corresponding modified URL rep

rent application conteni siate corresponding to the de

tauli URL. 

resenting tt1e current application conienl state. If, on ihe 

otl1er hand, the HTTP request URL does not contain il1e 
first mference substring "/shareCode,--" in step 220, 1hEm 

a default URL (e.g., a default siartup URL) may be pro-
[0039] If in ste,p 222 Hie web application processinfl 
server device ·12 determines the source of the HTTP re

quest is one of the web crawling devices 40(1 )-40(n), 

ti1en the Yes brand1 is taken to step 226. In step 226, 
the web application processing server device 12 returns 
the default URL as an HTTP redirect response to ihe 
identified one of the web crawling devices 40(1 )-40(n) 
ti1al was ti1e source of the HTTP request The web ap

plicaiion processing server device 12 also may store the 
default URL at a location (e.ir, in me,mory 15) associated 
with the HTTP redirect response. After step 226 this 

method ends. 

25 vided to the source of the HTTP request, as described 

in step 224 or step 226. 
[0042] For example, consider an embodiment in which 
the HTTP request URL contains the patt1 "/stiareCode-
2234". In step 230, the web application processing server 

30 device 12 extracts the ideniifier or second substring 

"2234" and passes it to the URL construction moduie 23, 
whid1 rE;1ums the URL "/products/pdp.jsp?id=2234" in 
step 240. If, on ihe other hand, the URL path iS equal io 

"/index.html", a default URL (e.g., ''iwelcome.html") may 
[0040] In an embodiment utilizing the exemplary meth

od 200, a web application located at W\","N.exam
ple,.com/index.html may load the, fragment welcome.html 

when starting up. This web applicaiion may also load 

35 be returned in step 224 or step 225. 

product description paiies idEmtifie,d by such links as 
/products/pdp.isp?id=2234. The exemplary method 200 40 

also may be utilizE;d to addrE;ss tf1e problem; of creatinfl 
a URL representing an AJAX web applicaiion page or 
content state. One concept associated with exemplary 
method 200 is tt1at relevant web pages (e.g., pages 
whose URLs will likely be saved or shared) may be a 45 

small portion of Hie entire, web application. Momover, 

such relevant web pages may often be identified by a 
small se,t of identifiE;rs com;sponding to keys in catalog 

daiabases or specific evenis (e.g., dales, 11ight numbers, 
etcc). For example, the URL /products/pdp.jsp7id=2234 50 

[0043] Beneficially, this approach results in short and 

concise URL.s repmsentinfJ web application pagE,s. 
Moreover, relevant data is in il1e URL path component 
such that it is uniw;rsally mcoiJniz:ed as a URL portion to 
keep. (Some web crawler devices, for example, will re
move the, r1asr1 portion of tr1e URL wh,m indexing.) /.\d-· 

dit1onally, since only key information from the URL used 

by the AJAX call is used in the URL representing the web 
application content staie, any marginal changes to ihe 
AJAX call URL will not invalidate the web application URL 
being save,d, shamd, or indexE,d. 

[0044] In another embodiment uiilizing exempiary 
method 200, one of tf1e we,b crawling de,vicE,s 40( 1 )--40(n) 

may send an HTTP request to ihe web application 
processing server device 12" The web application 
processing server device 12 may recognize U1at the HT-

TP request originated from one of the web crawling de
vices 40(1)-40(n) by analyzing a t1eader (e.g., the User

Agent HTTP request header) in the HTTP request. In 

may be represented by ihe identifier "2234". Therefore, 
in some examples, the AJAX web application JavaScript 
code may contain a function that creates a mapping be
i'Neen such an identifier and its corresponding URL. In 
some, of 1he,se E;xamplE,s, a standard filename may bE, 

established for ihe portion of the JavaScript code con
taining tr1is mapping function. ThE, resultinfJ JavaScript 
file contairnng thisfunciion may be limited to this mapping 

55 some examples, if 1hE, header valuE; is included in a list 

of supported or recognized web crawi1ng devices, exem
plary me,thod 200 will be e;,mcuted. 

[0045] In some of il1ese examples, if, in step 220, il1e 

ACCESSIBE LTD EXHIBIT 1004 
Page 1682 of 2149



11 EP 2 724 251 81 12 

HTTP request URL does not contain the first reference 

substring (e.g., "ishareCode-"), the web application 
processing server device 12 may provide to Hie one of 
the web crawling devices 40(1 )-40(n) an HTTP redirect 
response containing ttie web application main HTML file 5 

(or any other suitable default URL) as content in step 226. 

[0046] Otherwise, if the HTTP request URL does con-

tam the first reference substring (e.g., "ishareCode-") in 

step 220, then, in some examples, the substring foiiowing 
"/shareCode-" may be extracted in step 230 and passed 10 

to the URL construction module 23. In steps 240, 242, 
and 246, ti1e URL construction module 23 may generate 

and return the corresponding modified URL as an HTTP 

re~direct responsE, to one of the, web crawlinfJ dE,vices 
40(1 )-40(n). In this way, the one of the web crawling de- 15 

vices 40(1 )-40(n) may accE;ss the, URL. of1hE, HTML pafie 
containing the relevant information to be indexed. 

URL comprises t11e first reference substring: 

extracting, by Hie web application process
ing server device (12), a second substring 
from ttie HTTP request URL based upon 
the firs! reference substring; mapping by the 
web application processing server device 
the extracted second substring to a modi

fied URL representing the current applica
tion content state; and 
returning, by the web application process
ing server device (12), Uie modified URL 
and determining when the HTTP request is 
from a wE,b crawler, wh,m,in the modifiE,d 
URL is returned as an HTTP redirect re
sponse wrien the det,mnining indica1es tfiat 

the HTTP request is from the web crawler. 

2. The meil1od according to clam i fu1iher comprising: 

[0047] Beneficially, this approach allows any of thE, 
web crawling devices 40(1)-40(n) to access AJAX web 

application pages or content states without a need to 
execute JavaScript code to emulate ti1e AJAX web ap

plication behavior. Additionally, tl1ere is no need to add 

20 providing by the web application processing server 

new standards or protocols to instruct wE,b serw;r dE,vices 

device (12) a default URL when ii1e HTTP request 

URL does not contain the first reference substring. 

and/or web crawling devices how to share information 3. The method according to claim i, wherein the sec-

about AJAX web application pages. 25 ond substring follows the first reference substring. 

[0048] Having thus described ti1e basic concept of the 
invention, it will be rather apparent to those skiiled in the 4. The method according to claim 1, wherein the HTTP 
art that ti1e foregoing detailed disclosure is intended to 

be presented by way of example only, and is not limiting. 
request URL corresponds to a bookmark 

Various alterations, improvements, and modifications will 30 5. The method according to claim 1 further comprising: 

occur and are intended to those skilled in the a1i, thougl1 identifying, by the web application processing server 
not E,xpressly stated h,m,in. TriesE, alterations, improve

ments, and modifications are intended to be suggested 

hereby as well. Additionally, the recited orderof process-
ing elements or sequences, or ti1e use of numbers, lei- 35 

ters, or other designations therefore, is not intended to 
lirni1 the claimed processe,s to any order E,xcept as may 

dEivicE,, when 1hE, HTTP reque,st is from a we,b crawlE,r 

based upon a l1eader in the HTTP request. 

6. The method according to claim 1 further comprising: 
storing by the web application processing server de
vicE, (12) Hie modified URL a1 a location assoc!atE,d 

with the HTTP redirect response. be specified in the claims. Accordmgly, the invention is 
limite,d only by the followinfJ claims and equivalents 1hmE,-· 
to. 

Claims 

40 7. A computer readable medium l1aving stored thereon 

instructions for making an asynchronous JavaScript 
and extensible mark-up language, AJAX, application 

content state bookmarkabie or crawlabie comprising 

1. A method for making an asynchronous JavaScript 45 

and extensible mark-up language, AJAX, application 

content state bookmarkable and crawlable, il1e 
method comprisinii: 

receiving by a web application processing serv- 50 

er device (12) a HyperText Transfer Protocol, 

HTTP, request comprising an HTTP request uni
form resource locator, URL., representing a cur-
rent application content state; 

dE;termininfJ, by the, wE,b application process!nfl 55 

server device (12), when the HTTP request URL 
comprises a first ref,mmce substrinfJ and whEm 
the determining indicates that the HTTP request 

7 

mad1ine executable code whidi when executed by 
at least one processor, causes the processor to per
form the steps of the method according to any of 

claims from 1 to 6. 

8. A web application processing server device (12) for 
making an asynchronous JavaScript and extensible 
mark-up language, AJAX, application content state 
bookmarkable and crawlable, the device comprising: 

one or more processors (13); and 
a mE,mory (15) coupled to Hie one or more proc-

essors (13)which are configured to execute pro
warnme,d instructions stored in the me,mory 

(15), t11e programmed instructions comprising 
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the steps of the method according to any of 
claims from 1 to 6. 

4. \/erfahren nach Anspruch 1, 
wobei der URL der HTTP-Anfrage einem Lesezei
d1en entsprid1t. 

Patentanspruche s 5. Verfat1ren nach Anspruch 1, das ferner umfasst, 
dass: 

1. \/erfat1ren, um einen Content-Zustand einer Anwen
dung mit einem asynchronen JavaScnpi und mit ei-
ner erweiierbaren Markierungssprache, AJAX-An
wendung, lesezeichenfi:ihig und fOr Suchmaschinen 10 

durcl1suchbar zu rnacl1en, wobei das \/erfahren urn-
fasst, dass: 

von der Webanwendungsverarbeitungs-Serve;vor
richiung auf der Grundlage eines Headers in der 
HTTP-Anfrage erkannt wird, ob die HTTP-Anfrage 
von einem Web-Crawler siarnmi. 

6. \/erfahren nach Ansprud1 1, das ferner umfasst, 
dass: 
von der Webanwendungsverarbeitun;is--Se,rvervor--von e,im,r WE,banw,mdun;isve,rarbeitunflS··SE,r-

vervorrichtung ( 12) eine Hypertexttransferpro
tokoll-Anfra;ie, HTTP--Anfra;Je, E,mpfangEm 
wird, welcl1e einen Uniform Resource Locator, 
URL, dm HTTP--Anfrage; urnfasst, der einen ak-

15 richtung (12) der moditizierte URL an einer Steile 
;iespeid1ert wird, die der HTTP--Umlei1uniisantv,;or1 
zugeordnet isl. 

tuellen Content-Zustand der Anwendung repra- 7. Computerlesbares Medium, in dem Anweisungen 
sentiert; 20 gespeichert sind, um den Conteni-Zusiand einer An-
von dm Webanwendungsverarbe;i1ungs-Ser-
vervorrichiung (12) ermittelt wird, ob der URL 
de;r HTTP--Anfrage, e;inen E,rst,m Ref,mmz-Teil
string umfassi, und wenn das Ermitteln anzeigt, 
class der URL der HTTP-Anfrage den ersten Re- 25 

fe,renz-Te,ilstring umfasst: 

von der \Nebanwendungsverarbeitungs
Servervorrichtung (12) ein zweiter Teilst-

we,ndung mil eine,m asynchronen JavaScript und mii 
ei ner erweiterbaren Markierungssprache, AJAX-An
wendun;J, lesezE,ich,mfiihi;J oder fiJr Sud1masd1i-
nen durchsuchbar zu machen, das mascl1inenaus
fuhrbaren Code urnfasst, welcher, wenn er von rnin
desiens einem Prozessor ausgefOhrt wird, ve,ran
lasst, dass der Prozessor die Schritte des Verfah
mns nach e,inem der AnspriJd1e 1 bis 6 ausfut1rt. 

ring aus dern URL de,r HTTP-f\nfrage auf 30 8. 
der Grundlage des ersten Reterenz-Teilsi-

We,banwe,ndungsve,rarbeitungs-Se,rve,rvorrichtung 
(12), um den Conient-Zustand einer Anwendung mii 
einern asynchromm JavaScrip1 und mil E,ine;r e;rm,i-
terbaren Markierungssprache, AJAX-Anwendung, 
lesezeichenfahig und flir Suchmaschinen durch
suchbar zu mache,n, wobe,i die Vorrichiung umfasst: 

rings ex:traf1iert wird; 
von der Webanwendungsverarbeitungs
Servervorrichtung der extrahierte zweite 
Teilstring e,inem modifizierte,n URL zuge- 35 

ordnet wird, der den akiuellen Content-Zu
stand de,r AnwEmdun;J re,pras,mtier1; und 
von der Webanwendungsverarbeitungs
Se,rvervorrid11ung (12) der modifizie,rie 
URL zuruckgegeben wird und erm1tteltwird, 40 

ob die; HTTP--/.\nfragE, von E,ine;m WE,b
Crawler stammt, wobei der modifiz1erte 
URL als HTTP-Urnleitungsantwori ZLll'Lick
gegeben wird, we,nn das Ermitieln anzeigt, 
dass die HTTP-Anfrage von dern Web- 45 

Crawlm s1amrni. 

2. Verfatmm nach Anspruch 1, das feme,r urnfasst, 
dass: 
von der Webanwendungsverarbeitungs-Servervor- 50 

richtung (12) ein Standard-URL bereilge,ste!!i wird, 
wenn der URL der HTTP-Anfrage den ersien Refe
renz-Te,ilstring nid1t e,nti1ali. 

3. VE,rfahren nach Anspruch 1, 55 

wobei der zweite Teilstring auf den ersten Referenz
Te,ilstrinfl fol\Jl. 

8 

e;inen ode;r mehmre; Prozessoren (13); und 
einen Speicl1er (15), der mit dem e1nen oder den 
mE,hreren Prozessoren (13) gekoppelt ist, wel
che ausgestaliet sind, um programmierte An
we,isung,m auszufi.Hmm, die in dem Spe;ichE,r 
(15) gespeichert sind, wobei die programmier
ten Anweisungen die Schritte des \/erfahren 
nach e,ine,m der AnspriJd1e 1 bis 6 umfassen. 

Revendications 

1. Procede de realisation d'un etat de contenu d'appli
cation de langage JavaScript et de baiisage exten
sible, asynchrones, AJAX, pouvant etre mis en si
gnets et pouvant etre parcouru, le procede compre
nant les etapes consistant ,) : 

recEivoir, via un dispositif serveur de 1rai1ement 
d'applicaiion Web, une demande de protocole 
de; transfert hyper1ex:1e, HTTP, compmnant un 
localisateur uniforme de ressources, URL, de 
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demande HTTP, representallt ull etat de conte
llU d'applicatioll en cours; 

sage extensible asynchrones, AJAX, pouvant etre 
mis en signet ou rami fi able comprenant un code 
executable qui, execute par au moills un processeur, 
provoque les etapes du procede selon l'une quel-

determiner, via le dispositif serveur de traite
ment d'application web (12), lorsque l'URL de 
demande HTTP comprend une premiere sous
cl1a1ne de reference, et lorsque la determination 
indique que l'URL de dernande HTTP corn pr end 
la premiere sous-chaine de reference : 

5 conque des revendications 1 a 6. 

exlraire, via le dispositif serveur de traite- 10 

meni d'application web (12), une seconde 
sous-d1aine a partir de l'URL de requete 
HTTP sur la base de la premiere sous-cha1-
ne de ref{mmce ; 
mapper, via le dispositif serveur de traite- 15 

rmmt d'application WE,b, la SE,condE, SOUS·· 

chaille extraite a un URL modifie represen-
tant l'e§ta1 de cont,mu d'application en 
cours; et 
renvoyer, via le dispositif serveur de traiie- 20 

ment d'application web (12), l'UR.L modifie 
et determiner quand la demande HTTP pro
viEmt d'un robot d'exploration Web, dans le
quel l'URL modifie est renvoye comme re
ponse de redirection HTTP lorsque la de- 25 

termination indique que la demande HTTP 
provient du robot d'exploration Web. 

2. Procede selon la revendication 1, comprenant en 
outre: 30 

La fourrnture, via le dispositif serveur de traitement 
d'application web (12), d'un URL. par dMaut lorsquE, 
l'URL de demande HTTP Ile contient pas la premiere 
sous-chaine de reference. 

3. Procede selon la revendication 1, dans lequel lase
conde sous--d1aine suit la premiere sous--d1ainE, dE, 
reference. 

35 

4. Procede selon la revelldication 1, dans lequel l'URL 40 

de demande HTTP cormspond a un signet. 

5. Procede selon la revendication 1, comprenant en 
outre l'etape consistant a : 
identifier, via le dispositif serveur de traitement d'ap- 45 

plication Web, lorsque la demande HTTP provient 
d'un robot d'exploration Web sur la base d'un en-
te1e dans la mqu,%, HTTP. 

6. Proc8d8 selon la revendication 1, comprenant en so 
outre: 
le stockage, via le dispositif serveur de traitement 
d'app!ication web (i2), de l'UR.L modifie ii un empla
cement associe a la reponse de redirection HTTP. 

7. Support lisible par ordinateur sur lequel sont stoc
k{;es des instructions pour realiser un etat de con\Ei-· 
nu d'application d'un langage JavaScript et de bali-

55 

8. Dispositif serveur de traitement d'application web 
( 12) pour faire LIil langage JavaScript asyncl1rone et 
de balisage extensible, AJAX, eiat de contenu d'ap
plication pouvanl etre mis en signet et pouvant etre 
parcouru, le dispositif comprenant: 

un ou plusieurs processeurs ( 13) ; et 
um; m,§moire (i 5) coupleE, aux un ou plusieurs 
processeurs ( 13) qui sont configures pour exe
cuter des instructions prowarnm{,es stockees 
dans la memoire (15), les instructions program
rneE,s compmnant les {;tapes du proc{;de selon 
l'une quelconque des revendications 1 a 6. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1685 of 2149



... 0 

20
 

I 
14

(1
) 

I 
22

 

2
4

 

20
 

2
4

 

C
L

IE
N

T
 C

O
M

P
U

T
IN

G
 D

E
V

IC
E

 

C
P

U
 

-
-
. .

....
....

. M
E

M
O

R
Y

 

IN
P

U
T

 
D

E
V

IC
E

 I 
1
1 

I D
IS

P
L

A
Y

 

30
-

• • • 
14

(n
) 

C
L

IE
N

T
 C

O
M

P
U

T
IN

G
 D

E
V

IC
E

 

C
P

U
 

--
--

.-
--

1
 M

E
M

O
R

Y
 

IN
P

U
T

 
D

E
V

IC
E

 I 
I 

I 
I D

IS
P

L
A

Y
 

30
 

26
 

I 
10

 

M
M

U
N

I 

2
6

 
N

E
T

W
, 

4
0

(1
) 

W
E

B
 C

R
A

W
U

N
G

 D
E

V
IC

E
 

• • • 
4

0
(n

) 

W
E

B
 C

R
A

W
L

IN
G

 D
E

V
IC

E
 

F
IG

 1
 

15
 \ 

12
 

W
E

B
 A

P
P

L
IC

A
T

IO
N

 P
R

O
C

E
S

S
IN

G
 

S
E

R
V

E
R

 D
E

V
IC

E
 

C
O

R
E

 M
O

D
U

L
E

 

23
 

U
R

L
 

C
O

N
S

T
R

U
C

T
IO

N
 

M
O

D
U

L
E

 

M
E

M
O

R
Y

 C
A

C
H

E
 

25
 

18
(2

) 

~

- U
N

IC
A

T
IO

N
~

 
_ 

T
W

O
R

K
/ 

16
 

W
E

B
 

S
E

R
V

E
R

 
D

E
V

IC
E

 

19
 

13
 

I 17
 

m
 

'1
J 

I'
,,

) 

--
.I 

I'
,)

 
.i:

,. 
I'

,)
 

U
I .....
 

Il
l .....
 

ACCESSIBE LTD EXHIBIT 1004 
Page 1686 of 2149



EP 2 724 251 81 

200 

~ 

NO 

224 
YES 

226 

PROVIDE RETURN A DEFAULT 
A DEFAULT URL AS AN HTTP 

URL REDIRECT RESPONSE 
TO THE WEB CRAWLING 

DEVICE 

END 

246 

RETURN THE MODiFIED 
URL AS AN HTTP 

REDIRECT RESPONSE 
TO THE WEB CRAWLING 

DEVICE 

FIG. 2 

NO 

YES 

END 

11 

START 

RECEIVE AN HTTP REQUEST 
INCLUDING AN HTTP REQUEST 

URL REPRESENTING A CURRENT 
APPLICATION CONTENT STATE 

YES 

EXTRACT A SECOND SUBSTRING 
FROM THE HTTP REQUEST URL, 

BASED UPON THE FIRST 
REFERENCE SUBSTRING 

BASED AT LEAST IN PART ON 
THE EXTRACTED SECOND 
SUBSTRING, GENERATE A 

MODIFIED URL REPRESENTING 
THE CURRENT APPLICATION 

CONTENT STATE 

NO 

PROVIDE THE MODIF!ED URL 

210 

230 

240 

244 

ACCESSIBE LTD EXHIBIT 1004 
Page 1687 of 2149



EP 2 724 251 81 

REFERENCES CITED IN THE DESCRIPTION 

This list of references cited by the applicant is for the reac/er's convenience only. It does not form part of the European 
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be 
exciuded and the EPO disclaims all liability in this regard. 

Patent documents cited in the description 

WO 2009076187 A [0004] INO 201 i 035944 A [0004] 

12 

ACCESSIBE LTD EXHIBIT 1004 
Page 1688 of 2149



(78) 

l:uriopiiisdies 
Pateiit:amt 

[1Jrape~n 
Patent Office 

Offlcie e~ro;:cSef! 
dt!i breveb 

(ii) Veroffentlichungsnummer: 

(ii) Publication number: EP 2 724 253 AO 
(ii) Numern de publication: 

Internationale Anmeldung veroftentlicht durch die 

Weltorganisation fur geistiges Eigentum unter der Nummer: 

WO 2013/003455 (Art. 153(3) EPU). 

International application published by the World 

Intellectual Property Organization under number: 

WO 2013/003455 (Art. 153(3) EPC). 

Demande internationale publiee par l'Organisation 

Mondiale de la Propriete lntellectuelle sous le numero: 

WO 2013/003455 (art. 153(3) CBE). 

ACCESSIBE LTD EXHIBIT 1004 
Page 1689 of 2149



--;;;;;;;;;;;; -= 
;;;;;;;;;;;; 

= -

-;;;;;;;;;;;; = 

(12) INTERNATIONAL APPLICATION PUBLISHED UKHER THE PATENT COOPERATI0-"1 TREATY (PCT) 

(19) World Intellectual Property 
Org:mization 

internatinna1 Buxeau 

(43) International Publication Date 
3 January 2013 (03.01.2013) 

(51) International Patent Classification: Not classified 

(21) International Application Number: 

(22) International .Filing Date: 

(25) Hiing Language: 

(26) Publication L:mguage: 

(.\0) Priority ])ata: 

PCT/US2012/044395 

27 Jtme 2012 (27.06.2012) 

English 

English 

61/501,391 27 Ju..rie 2011 (27.06.2011) us 
(71) Applicant (for all designated States except US): US

Al:H .. ENET INC. [US/US]; 28 W. 23rd St., 6th Floor, 
New York, NY 10010 (US). 

(72) inventors; and 
(75) lnventors/Applicams (for US onfv): SCODA, Endco 

ffflITJ; Via Cividrna 416/3, I-33035 Manignacco (ud) 
(ff). BRONDAl'(I, Marco [IT;ITJ; Via Paniae 24, 33010 
ColloredD Di Monte Albano, Udine tIT). 

(74) Agents: GOLI).\1AN, l\lichael, L. e1 al.; Ledainyan, A 
Professional Corporation, 70 Linden Oaks, Suite 210, 
Rochester, l'<Y 14625 (US). 

11111111!11111 I! 1111!1 l!III 111111!1111111 I Ii !I! 11!1! 11!11 !1!111111! 1111111111!111!1 IIII !1111111 

(Hl) International Publication Number 

W() 2013/003455 A2 

(81) Designated States (unless otherwise indicated, for everv 
k-ind al national protection available): AE, AG, AL, AM, 
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ. 
CA. CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO, 
DZ, EC, EE, ECi, ES, FI, GB, GD, GE, GH, GM, GT, HN, 
HR, HU, ID, IL, JN, IS, JP, KE, KG, KM:, KN, KP, KR, 
KL., LA, LC, LK, LH., LS, LT, LU, LY, MA, MD, ME, 
MG, MK, .MN, MW, MX, l\1Y, MZ, NA, NG, NJ, NO, NZ, 
OM, Pb, P(j, Pl-l, PL, PT, QA, RO, RS, RU, R\V, SC, SD, 
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, 
TT, TZ, U/\, UG, US, UZ, VC, VN, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, for eve1y 
A.ind o.l reginna! protPrrion available): ARJPO (B\V, GJi, 
Glv1, KE, LR, LS, :MW, MZ, NA, RW, SD, SL, SZ, TZ, 
UG, ZM, Z\V), Eurasian (AJvf, AZ, BY, KG, KZ, RU, TJ. 
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, 
EE, ES, Ff, FR, GB, GR, HR, HU, IE, rs, IT, LT, LU, LV, 
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SJ, SK, SM, 
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, 
ML.. NJ:R, NE. SN, TD. TG). 

Published: 

'Without inrernationai search report and to be republished 
upon recei]_,.,t o.(that report (Rule 48.2(g)) 

(54) Title: METHODS FOR IMPLEMENTING WEB :SERVICES Al'JTJ DEVICES THEREOF 

(57) A!Jstract: A method, non-transi1ory comp1iter readable medium, and apparatus tha1 determines when a JavaScript file is associ
ated with a received web service request A JayaScript environment i, emulated when the determining indicate, the JavaScript file i:; 
associated with the received web service request. A JavaScript object including one or more parameters of the received web :;er\'ice 
requesl is created. TI1e .TavaScripl iile a,socialed wilh lhe received web service requesl is executed in lbe emulated JavaScript envir
onment usi,.rig 1he the JavaScript object./\ web service response is constructed based on 1he JavaScript object as popula1ed based on 
the executing. The constmcted web service response is provided to a source of the received weh service request. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1690 of 2149



WO 2013/003455 PCT/US2012/044395 

lVIETHODS FOR IlV(PLEl\'IENTING ,vEB SERVICES AND 
DEVICES THEREOl~' 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims the benefit of U.S. Provisional Patent 

5 Application Serial No. 61/501,391, filed June 27, 2011, which is hereby 

incorporated by reference in its entirety. 

BACKGROUND 

[0002] Web services provide a standardized way of integrating web-based 

applications using eXtensible Iv1arkup Language (XIv1L), SOAP, Web Services 

10 Description Language (WSDL), and/or Universal Description Discovery and 

Integration (UDDl) standards over an Internet Protocol (lP) backbone. XML can 

be used to tag data used by a web service, SOAP can be used to transfer the data, 

WSDL can be used for describing the web services available and UDDI can be 

used for listing the available web services. Web services allow different 

15 applications located at different sources to communicate \vith each other 

efficiently and without custom coding \vhich can require a significant amount of 

resources. Additionally, because communications are in XML, web services are 

not tied to any operating system or programming language. 

[0003] Unlike traditional client/server models, web services do not 

20 provide an end user with a graphical user interface (GUI). Instead, web services 

share data and processes through an application interface across a network These 

application interfaces are invoked and used to interpret any resulting data. 

[0004] With the growing market for applications, web senrices are 

increasingly popular since it is easy to integrate them into applications to extend 

25 the features offered to the end user. Unfotiunately, there are limitations on the 

ability of mobile computing devices to effectively utilize web services integrated 

into such applications including, for example, with respect to the execution of 

functionality implemented using JavaScript code. 
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SlJM1'\1ARY 

[0005] A method fi)r implementing a web service includes detem1ining 

with a 'vveb content proxy server when a JavaScript file is associated with a 

received web service request. A JavaScript environment is emulated with the web 

5 content proxy server when the determining indicates the JavaScript file is 

associated with the received web service request. A JavaScript object including 

one or more parameters of the received web service request is created with the 

web content proxy server. The JavaScript file associated with the received web 

service request is executed with the web conknt proxy server in the emulated 

10 JavaScript environment using the the JavaScript object. The emulated JavaScript 

environment is capable of facilitating execution of web transactions including one 

or more pages. A web service response is constructed with the web content proxy 

server ba:-,ed on the JavaScript object as populated based on the executing. The 

constmcted web service response is provided 'vvith the web content proxy server to 

15 a source of the received web service request. 

[0006] A non-transitory computer readable medium having stored thereon 

instructions fi.1r implementing a web service comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps including detennining v,hether a JavaScript file is associated 'vvith a received 

20 web service request A JavaScript environment is emulated when it is determined 

that there is a JavaScrip1 file associated with the received web service request A 

JavaScript object including one or more parameters of the received web service 

request is created. The JavaScript file associated with the received web service 

request is executed in the emulated JavaScript environment using the the 

25 JavaScript object The emulated JavaScript environment is capable of facilitating 

execution of web transactions including one or more pages. A web service 

response is constructed based on the JavaScript object as populated based on the 

executing. The constmcted web service response is provided to a source of the 

received web service request. 

30 [0007] A web content proxy server includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 
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programmed instructions stored in the memory including determining whether a 

JavaScript file is associated with a received web service request. A JavaScript 

environment is emulated when it is detennined that there is a JavaScript file 

associated with the received web service request A JavaScript object including 

5 one or more parameters of the received web service request is created. The 

.JavaScript file associated with the received web service request is executed in the 

emulated JavaScript environment using fhe the JavaScript object. The emulated 

JavaScript environment is capable of facilitating execution of web transactions 

including one or more pages. A ,,veb service response is constructed based on the 

10 .JavaScript object as populated based on the executing. The constructed web 

service response is provided io a source of the received web service request. 

room~1 This technology provides a number of advantages including 

providing methods and devices for more easily implementing web services with a 

web content proxy server executing a web service automator module and 

15 JavaScript environment emulator. With this technology, web services can be 

more effectively extended and utilized by mobile computing devices that may not 

othenvise be capable of exploiting such functionality. 

BRIEF DESCRIPTION HF THE DH.A WINGS 

[0009] FlG. 1 is a block diagram of an environment with an exemplary 

20 web content proxy server ,vith a web content optimization module, web service 

automator module, and a JavaScript environment emulator; 

25 

[001()] FIG. 2 is an exemplary login page, such as may be located at a 

*.login.html web address, and its hypertext markup language (HTML) source 

code; 

100111 FIG. 3 is an exemplary successful login page including a welcome 

message and a list of links to access different functionalities and logout and its 

HTML source code: 

f0012] FTG. 4 is a t1ow chart of an exemplary method for implementing 

web services; and 
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[0013] FIG. 5 is exemplary JavaScript code for implementing a function 

facilitating generation of a web service response. 

DETAILED llF~SCRIPTION 

[0014] An exemplary environment 10 with client devices 12( l )-12( n ), 

5 server devices 14(1)-14(n). and web content proxy server 16. including a web 

service autornator module l 8, a JavaScript environment emulator 20, and a web 

content optimization module 22, coupled to communication networks 24(1)-24(2) 

is illustrakd in FIG. l. Other numbers and types of syskms, devices, and/or 

elements in other configurations and environments with other communication 

10 network topologies can also be used. By way of example only, the web service 

automator module 18, JavaScript environment emulator 20, and/or web content 

optimization module 22 can be implemented as an executable module of 

programmed instmctions for one or more of the methods described herein which 

is stored in a memory 26 and executed by one or more processors or CPlJs 28 in 

15 the web content proxy server 16. This technology provides a number of 

advantages including providing methods, non-transitory computer readable 

medium, and devices for more easily and effectively implementing web services 

on behalf of mobile computing devices. 

[0015] Referring more specifically to FIG. I, the web content proxy server 

20 16 includes a central processing unit (CPTJ) 28 or processor, a memory 26, and an 

interface system 30 which are coupled together by a bus 32 or other lin..1(, although 

other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can be used. The processor 28 in the web 

content proxy server 16 executes a program of stored instructions one or more 

25 aspects of the present invention as described and illustrated by ,vay of the 

embodiments herein, although the processor 28 could execute other numbers and 

types of programmed instmctions. 

[OOHi] The memory 26 in the web content proxy server 16 stores these 

programmed instrnctions for one or more aspects of the present invention as 

30 described and illustrated herein, although some or all oftbe programmed 
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instrnctions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RJ\M) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

5 written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 28, can be used for the memory 26 in the vveb content 

proxy server 16. Tn some embodiments, the memory 26 includes a web service 

automator module l 8, a JavaScript environment emulator 20, and a vveb content 

optimization module 22 comprising programmed instructions and/or configurable 

10 hardware logic for one or more aspects of the present invention a~ described and 

illustrated herein, although the memory 26 can comprise other types and numbers 

of systems, devices, and clements in other configurations which store other data. 

[0017] The web service automator module 18 can include programmed 

instructions and/or logic configured to facilitate one or more of the methods 

15 described and illustrated in detail below including receiving a web service request 

from one of the client devices 12(1 )-12(11) and providing a web service response. 

The JavaScript environment emulator 20 can include programmed instrnctions 

and/or logic configured to simulate a JavaScript environment for executing one or 

more JavaScript files, as described and illustrated in more detail below. The web 

20 content optimization module can include programmed instructions and/or logic 

configured to extract content relevant to a requesting client device 12(1}-12(n) and 

adapt, transform, or otherwise modify this extracted content to fit tbe 

specifications of the requesting client device 12(1)-12(n). One or more of the web 

service automator module 18, the JavaScript environment emulator 20, or the vveb 

25 content optimization module 22 can also have other types and numbers of 

functions as described and illustrated herein. Additionally, one or more of the 

web service automator module 18, the JavaScript environment emulator 20, or the 

·web content optimization module 22 can be stored at and/or implemented by a 

separate device coupled to the web content proxy server l 6 by one or more of the 

30 communication networks 24(1 )-24(2), for example. 

[0018] The interface system 30 in the web content proxy server 16 is used 

to operatively couple and communicate between the web content proxy server l 6, 
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the client devices 12(1)-12(n) and the server devices 14(l)-14(n) via the 

communication networks 24( 1 )-24(2), although other types and numbers of 

communication networks 24(1)-24(2) vvith other types and numbers of 

connections and configurations can be used. Additionally, one or more of the 

5 communication networks 24( 1 )-24(2) can include one or more networks, such as 

one or more local area networks (LANs) and/or wide area networks (WANs). By 

'Nay of example only, the communication networks can use TCP/lP over Ethernet 

and industry-standard protocols, including hypertext transfer protocol (HTTP), 

secure HTTP (HTTPS), wireless application protocol (WAP), and/or SOAP, 

10 although other types and numbers of communication network:-., :-.uch a:-. a direct 

connection, modems and phone lines, e--mail, and wireless and hardwire 

communication technology, each having their mvn communications protocols, can 

be used. 

[0019] The client devices l 2(1 )- l2(n) enable a user to request, receive, 

15 and interact with applications, web services, and content hosted by the server 

devices 14(1 )-14(n) through the web content proxy server 16 via one or more 

communication networks 24(1), although one or more of the client devices 12( l )-

12(n) could access content and utilize other types and numbers of applications 

from other sources and could provide a vvidc variety of other functions for the 

20 user. In some examples, the client devices 12(1}-12(n) comprise mobile 

computing devices with Internet access that enable one or more web services to be 

accessed. By way of example only, the client devices 12(1 )-12(n) can be smart 

phones, personal digital assistants, or computers. 

[0020] In some examples, the client devices 12(1 )-12(n) include a central 

25 processing unit (CPU) or processor, a memory, a user input device, a display, and 

an interface system, vvhich are coupled together by a bus or other link, although 

one or more of client devices 12(1 )-12(n) can include other numbers and tyl)es of 

components, pa11s, devices, systems, and elements in other configurations. The 

processor in the client devices 12(1 )-12(n) can execute a program ofinstructiom, 

30 stored in the memory of the client device 12(l)-12(n) for one or more aspects of 

the present invention as described and illustrated herein, although the processor 

could execute other numbers and t11Jes of programmed instructions. 
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[0021] The user input device in the client devices 12(1)-12(n) can be used 

to input selections, such as a request for a particular web service, although the user 

input device could be used to input other types of requests and data and interact 

with other elements. The user input device can include keypads, touch screens, 

5 and/or vocal input processing systems although other types and numbers of user 

input devices can be used. 

[0022] The display the client device can be used to show data and 

information to the user, such as a response to the web service request by way of 

example only. The display in the client device is a phone screen display, although 

10 other types and numbers of displays could be used depending on the particular 

t)pe of client device. 

[0023] The interface system in the client devices 12(1 )- l 2(n) can be used 

to operatively couple and communicate bel'vveen the client devices 12(1)-12(11), 

the web content proxy server 16, and the server devices l 4( 1 )-14(11) over the 

15 communication networks 24(l )-24(2). 

20 

[0024] The server devices 14(1 )-14(n) provide content including web 

pages for use by one or more ofthe client devices 12(] )-12(n) via the web content 

proxy server 16, although the server devices 14( 1 )-14(n) can provide other 

numbers and types of functions. 

[0025] Each of the server devices 14(1}-14(n) can include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

14(1)-14(11) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations. The processor in 

25 each of the server devices l4(1)-l4(n) executes a program of instructions stored in 

the memory of the server devices 14(1 )-l 4(n) for one or more aspects of the 

present invention as described and illustrated by ,vay of the embodiments herein, 

although the processor could execute other numbers and types of programmed 

instructions. 
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[0026] The interface system in each of the server devices 14(1)-l4(n) is 

used to operatively couple and communicate between the server devices 14(1 )

l 4(n), the web content proxy server 16, and the client devices 12( 1 )-12(n) via 

communication networks 24( i )-24(2). 

5 [0027] Although embodiments web content proxy server 16, the client 

devices 12(1 )-12(n), and the server devices 14( 1 )- l 4(n), are described and 

illustrated herein, each of the web content proxy server 16, the client devices 

12(1)--12(11), and the server devices 14(1)-14(n), can be implemented on any 

suitable computer apparatus or computing device. It is to be understood that the 

10 apparatm;es and clevices of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will be appreciated by those skilled 

in the relevant art(S). 

[0028] Furthermore, each of the devices of the embodiments may be 

15 conveniently implemented using one or more general purpose computers, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art 

[0029] ln addition, two or more computing apparatuses or devices can be 

20 substituted for any one of the devices in auy embodiment described herein. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices of the embodiments. The 

embodiments may also be implemented on computer apparatuses or devices that 

25 extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable form ( e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

30 Telephone Network (PSTNs), Packet Data Networks (PDNs), the internet, 

intranets, and combinations thereof. 
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[0030] The embodiments may also be embodied as one or more non-

transitory computer readable n1edium having instructions stored thereon for one or 

more aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

5 cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

[0031 l An exemplary method for implementing web services will now be 

described below. This technology defines methods, non--transitory computer 

readable medium, and devices to implement web services using web siie(s) and/or 

10 web page(s), and associated content and/or source code as the source data, to 

produce results including one or more \veb service responses. Additionally, as 

many web sites depend on web cookies as a way to store and keep the state of a 

transaction or session, web services implemented as described wi!h this 

technology can extend the standard ,veb service definition to include web cookies 

15 to keep the mapping between web services and a web site data source. 

[0032] This technology also utilizes a JavaScript environment emulator 20 

configured to make as3mchronous JavaScript and XML (Ajax) calls and to execute 

web site transactions corresponding to the functionality implemented by web 

services. By way of example only, a JavaScript environment emulator 20 in a 

20 web content proxy server 16 is illustrated and described in U.S. Patent Application 

Serial No. l 2/802,670 eniifled, "Methods For Utilizing A JavaScript Emulator In 

A Web content proxy Server And Devices Thereof' which is herein incorporated 

by reference in its entirety. 

[0033] As illustrated in FIG. 1, the web service automator module 18 can 

25 be an application comprising programmed instructions as described and illustrated 

herein and executed by the web content proxy server 16 that interacts vvith one of 

the client devices 12(l)-12(n) making a web service request and server device(s) 

14(1 )-14(n) acting as the source data for the web service, although other 

configurations can be used. By way of example, the web service automator 

30 module 18 can be a module in memory 26 executed by the web content proxy 

server l 6. Optionally, the web content proxy server 16 can further execute the 
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web content optimization module 22 which can be used as a "preprocessor" that 

modifies web content before the content is passed to the web service automator 

module 18. 

[0034] Referring to FIG. 2, a diagram of an exemplary login page 200, 

5 such as may be located at a *login.html uniform resource locator (lJR L) or web 

address, \vhere "*" is a wild card refe!Ting to a host name and/or one or more 

higher level domains, for example, and its HTML source code 202, is shO\vn. The 

HTML source code 202 includes a form pointing to a /login.do script and having a 

"se:-.sionid" hidden field, "u:-.er" and "passwd" text field:-. for receiving inserted 

10 login credentials. and a submit button labeled "Login". 

[0035] \Vhen a user of one of the client devices 12(1)-12(n) submits valid 

login credentials and engages the ''Login" submit button on the web page 200 

with a user input device, the user can receive a web page, such as the exemplary 

web page 300 shown in FIG. 3. The web page 300 includes a welcome message 

15 and a list of links to access different functionalities and logout. 

[003(i] Fm1her illustrated in FIG. 3 is the HTML source code 302 

associated with the successful login web page 300. Upon submission of the form, 

the submitted values for the "user'' and "passwd" fields will be communicated 

along with the value for tbe hidden "sessionid" field. Optionally, the responding 

20 device, such as one of the server devices 14(1)-l4(n), can use a set--cookie header 

populated with the "sessionid" field value (e.g. sessionid=dhfomsn3942b) as a 

cookie to store identification information for the session. Accordingly, in this 

example, an expected web service response for a submission including a valid 

username and password is XML data that can be rendered in a browser of the 

25 client device 12(1)-12(n) and which includes a welcome message for the validated 

user such as "<message>welcome message ... </message>". 

[0037] Referring to FIG. 4, an exemplary method for implementing a ,veb 

service is illustrated. In step 400, the \veb content proxy server 16 executing the 

web service automator module 18 receives a web service request from one of the 

30 client devices 12(1)-12(11). Referring to a web service implementation of the login 
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process illustrated in FIGS. 2 and 3, the received web service request can be 

associated with a URL such as 

"https://processor.com/ws/samplesite/login?username=jake&password=l23", 

where processor.com is the web site hosting the web service, /ws/ is a web 

5 application nmning a web service engine, samplesite/login is a lJRL substring 

identifying the web service, and the username aod password are the two 

parameters offhe web service. While the usemame and password are shovvn in 

this exemplary URL, the user name and password parameter values can he hidden 

using techniques that are weU.-known in the art. 

10 [0038] ln step 402, the web content proxy server 16 executing the web 

service automator module 18 determines whether there is a JavaScript file 

corresponding to the web service. Accordingly, in the above example, the web 

content proxy server 16 execu!ing !he web service au!oma!or module 18 

determines whether there is a project in the memory called "samplesite" which 

15 contains a JavaScript file called "login.js". If the web content proxy server 16 

executing the ,veb service automator module 18 determines that the identified 

JavaScript file does not exist, then a No branch is taken to step 404. Tn step 404, 

the web content proxy server 16 executing the web service autornator module 18 

sends an error page web service response to the requesting one of the client 

20 devices l2(1}-12(n) indicating the web service is not available. 

[0039] ff the web content proxy server 16 executing the web service 

automator module 18 determines that the identified JavaScript file does exist, then 

a Yes branch is taken to step 406. In step 406, the web content proxy server 16 

executing the web service automator module 18 communicates with the JavaScipt 

25 environment emulator 20 in order to genera!e a JavaScript environmen!, such as 

illustrated and described by way of example only in U.S. Patent Application Serial 

No. 12/802,670 which is herein incorporated by reference in its entirety. 

[0040] ln step 408, the web content proxy server 16 executing the web 

service automator module l 8 creates a favaScript object representing the web 

30 service, although the object can be generated in other manners. With reference to 

FIG. 5, in ,vhich JavaScript code 500 for implementing a function facilitating 
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generation of a web service response is shown, the JavaScript object can be named 

"webService", although other names can also be used. In this example, the 

created JavaScript object contains the parameters of the web service request (e.g. 

user name and passv.rord values), as retrieved from the URL and/or through HTTP 

5 GET and/or POST commands, for example. 

[0041] ln step 410, the web content proxy server 16 executing the 

.JavaScript environment emulator 20 executes a function in the matching 

JavaScript file identified in step 402. In the example shown in FIG. 5, the 

function is named "service", although other function~ and/or names, the identity 

10 of which is known by the web content proxy server 16, can also be used. The 

function is executed using the environment generated in step 406 and the created 

web service object as an input parameter. Tn this example, the "service" function 

uses a library, :-,uch as jQuery, that simplifies !he use of Ajax in:--ide the JavaScript 

environment in the JavaScript environment emulator 20 of the web content proxy 

15 server 16, although any other functions or libraries can also be used. The 

executed function is responsible for populating the created ,veb service object 

( e.g. the "webService'' object)_ with the necessary data to construct a web service 

response. 

f0042] The exemplary "service" function shown in the JavaScript code of 

20 FIG. 5 retrieves the login.html page from the responding one of the server devices 

14(1}-14(n). Next, the "service" function fills the login.html form text fields witb 

the parameters passed to the function as contained by the web service object input 

parameter (e.g. "webService"). Once filled, the ·'service" function submits the 

form data to the "login.do" script indicated by the form action in the HTML 

25 source code 202, simulating submission of the form by the requesting one of the 

client devices 12(1 )-12(n). The "login.do" script can, for example, validate the 

user name and password parameter values, although any other functionality can 

also be provided. 

[0043] In step 412, the web content proxy server 16 executing the web 

30 service automator module 18 generates a web service response based on the input 

web service object, as modified by the executed function. Accordingly, in the 
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example shown in FIG. 5, the "service" function further sets a "response" property 

of the ''-webService" web service object to include "<message>" and 

"</message>" XJ\1L tags with a text message (e.g. "Hi Jake, welcome back!") 

inserted between the tags. Any other XML tags, or any other code capable of 

5 being interpreted by the web service automator module 18, and/or the browser of 

the requesting one of the client devices 12(1 )- l 2(n), can be used to populate the 

'Web service object. Additionally, any other vveb service functionality can be 

provided by the JavaScript code 500. Accordingly, the web content proxy server 

16 executing the web service automator module 18 inspects the web service object 

10 returned from, and as modified by, the JavaScript environment emulator 20, and 

generates the web service response. 

!0044] In step 414, the web content proxy server 16 executing the web 

service automator module 18 provides the generated web service response to the 

requesting one of the client devices 12(1 )-12(n). The response is in a fom1 that 

15 can be rendered by the requesting one of the client devices 12(] )-12(n). 

Optionally, the web content proxy server 16 executing the web service automator 

module 18 includes a cookie, such as a cookie including the sessionid infonnation 

in this example, in order to maintain the state of the session between the 

requesting one of client devices 12(l)-l2(n) and the responding one of the server 

20 devices 14( 1 )- l 4(n). 

[0045] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing methods, norHransitory 

computer readable medium, and devices for more easily implementing web 

services with a web content proxy server. \Vith this technology, a web content 

25 proxy server can implement a web service thereby allowing mobile computing 

devices to send and receive web service requests and responses even though the 

devices may not be capable ofperfom1ing such functionality. Thereby, web 

services can be more effectively extended and utilized by mobile computing 

devices_ 

30 [0046] Having thus described the basic concept of the invention, it wi11 be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 
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intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

5 within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

vVhat is claimed is: 

1. A method for implementing a web service, the method 

compnsmg: 

determining with a web content proxy server when a 

JavaScript file is associated with a received web service request; 

emulating with the web content proxy server a JavaScript 

environment when the detemrining indicates the JavaScript file is associated with 

the received web service request; 

creating with the web content proxy server a JavaScript 

object including one or more parameters of the received web service request; 

executing with the web content proxy server the JavaScript 

file associated with the received web service request in the emulated JavaScript 

environment using the the JavaScript object; 

15 constrncting with the web content proxy server a web 

20 

25 

30 

service response based on the JavaScript object as populated based on the 

executing; and 

providing with the web content proxy server the constructed 

web service response to a source of the received web service request. 

2. The rne!l10d as set forth in claim i further comprising 

setting with the web content proxy server one or more cookies based on the 

constructed web service response. 

3. The method as set forth in claim 1 further comprising 

providing with the web content proxy server an error message to the source of the 

received web service request as a web service response when there is no 

determined JavaScript file associated with the received web service request. 

4. The method as set forth in claim l wherein the web content 

proxy server comprises at least one of a web service autornator module, a web 

content optimization module, or a JavaScript environment emulator. 
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5. The method as set forth in clairn 4 wherein the JavaScript 

environment emulator is configured to make asynchronous JavaScript and XML 

(AjaxJ calls and execute web site transactions corresponding to functionality 

5 implemented by one or more \Neb services. 

10 

15 

20 

6. The method as set forth in claim l wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

HTTP request, a PUT HTTP request, or a DELETE HTTP request. 

7. The method as set forth in claim 1 wherein the received 

web service request and the eonstrneted web service response contain cookie and 

set-cookie headers, respectively. 

8. The method as set ft)rth in claim l wherein the constructed 

·web service response comprises one of a hypertext markup language (HTML), 

.JavaScript Object Notation (.JSON), or eXtensible Markup Language (XML) 

response. 

9. A non-transitory computer readable medium having stored 

thereon instructions for implementing a ,:veb service comprising machine 

executable code which when executed by ai least one processor, causes the 

processor to perform steps comprising: 

25 determining when a JavaScript file is associated with a 

received web service request; 

emulating a JavaScript environment when the determining 

indicates the JavaScript file is associated with the received web service request; 

creating a JavaScript object including one or more 

30 parameters of the received web service request; 

executing the JavaScript file associated with the received 

web service request in the emulated favaScript environment using the the 

JavaScript object; 
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constructing a web service response based on the JavaScript 

object as populated based on ihe executing; and 

providing the constructed 'vveb service response to a source 

of the received web service request 

10. The medium as set forth in claim 9 further having stored 

thereon machine executable code that when executed by the at least one processor 

cause the processor to perfon:o steps fu1iher comprising setting one or more 

cookies based on the constructed web service response. 

11. The medium as set forth in claim 9 ii.,rther having stored 

thereon machine executable code that when executed by the at least one processor 

cause the processor to perform steps further comprising providing an error 

message to the source of the received web service request as a web service 

15 response when there is no detennined JavaScript file associated with the received 

'Neb service request. 

12. The medium as set forth in claim 9 wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

20 HTTP request, a PUT HTTP request or a DELETE HTTP request. 

25 

30 

13. The medium as set forth in claim 9 \vherein the received 

web service request and the constructed web service response contain cookie and 

set--cookie headers, respectively. 

14. The medium as set forth in claim 9 wherein the constructed 

web service response comprises one of a hypertext markup language (EITML ), 

.JavaScript Object Notation (JSON), or eXtensible Markup Language (XML) 

response. 

15. A web content proxy server, comprising: 

one or more processors; and 
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a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

deiennining when a JavaScript file is associated with 

a received web service request; 

emulating a JavaScript environment when the 

determining indicates the JavaScript file is associated with the received web 

service request; 

creating a JavaScript object including one or more 

parameters of the received '-Veb service request; 

10 executing the JavaScript file as~ociated with tbe 

15 

received web service request in the emulated JavaScript environment using the the 

JavaScript object; 

constructing a web service response based on the 

JavaScript object as populated based on the executing; and 

providing the constructed web service response to a 

source of the received web service request. 

16. The apparatus as set forth in claim 15 wherein the one or 

more processors are further configured to execute programmed instructions stored 

20 in the memory further comprising setting one or more cookies based on the 

constructed web service response. 

I7. The apparatus as set forth in claim l 5 wherein tbe one or 

more processors are further configured to execute programmed instructions stored 

25 in the memory further comprising providing with the web content proxy server an 

error message to the source of the received web service request as a web service 

response when there i:s no determined JavaScript file associated with the received 

web service request. 

30 18. The apparatus as set forth in claim 15 further comprising at 

least one of a web service automator module, a web content optimization module, 

or a JavaScript environment emulator. 
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19. The apparatus as set forth in claim 18 wherein the 

JavaScript environment emulator is configured to make asynchronous JavaScript 

and Xl'vfL (Ajax) calls and execute web site transactions corresponding to 

functionality implemented by one or more web services. 

20. The apparatus as set fmih in claim 15 wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

HTTP request, a PlJT HTTP request, or a DELETE HTTP request. 

21. The apparatus as set forth in claim 15 vvherein the received 

web service request and the constructed web service response contain cookie and 

set-cookie headers, respectively. 

22. The apparatus as set forth in claim l 5 wherein the 

15 constructed web service response comprises one of a hypertext markup lan1:,--uage 

(HTML), JavaScript Object Notation (.TSON), or eXtensible Markup Language 

(XML) response. 
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MF~THODS ~'OR F'ACIU.TATI.NG WEB PAGE IMAGE HOTSPOTS AND DF~VICES 
THEREOF 

lOOOlj This application claims the benefit of U.S. Provisional Patent Application 

Serial No. 61/698,948, filed September 10, 20 l 2, which is hereby incorporated by reference 

5 in its entirety. 

HELD 

[0002] This technology generally relates to web page image hotspots and, more 

particularly, to methods, non-transitory computer readable medium, apparatuses that 

10 facilitate establishing and interacting with web page image hotspots. 

BACKGROUND 

[0003] Images have become increasingly pervasive across the Internet, particularly 

with respect to social media and retail web sites for example, although many different types 

of web sites host images. Hotspots, or identified regions of images, are often established in 

15 order for users to associate metadata or other information with the images. For example, a 

host of an image on a social media web site can establish a hotspot (often rcfcncd to as 

''tagging") to indicate another user present in the image. Upon selection of the hotspot, the 

other user's name and a link to the other user's profile can be displayed, for example. On a 

retail web site, a host may identify a region of an image including an item for sale as a 

20 hotspot Upon selection of the hotspot by a user, content regarding the item can be 

displayed, often with a link to a more detailed description of the item. 

[0004] However, web browsers generally prohibit communication across domains 

based on a same origin policy. Accordingly, the available content for a user to associate with 

a web page image hotspot is generally limited to content hosted by a web server in the same 

25 domain as the web page that includes the image. Additionally, web services hosted by web 

servers, and configured to identify content to be associated with a hotspot, are often 

developed for a single domain. Accordingly, such web services do not provide an interface 
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or structure common to any other web service configured to provide similar functionality but 

associated with a different domain. 

SUMMARY 

5 [0005] A method for facilitating interaction with a web page image hotspot includes 

receiving, by a hotspot rnanagement computing apparatus, a JavaScript Object Notation with 

Padding (.JSONP) request from a client computing device, wherein the .JSONP request 

comprises an identifier associated with a selected hotspot associated with an image of a first 

\Veb page. A HyperText Markup Language (HTML) fragment is generated, by the hotspot 

l O management computing apparatus, based on the identifier, wherein the HTML fragment 

defines a first description associated with the hotspot and an input element associated with a 

Uniform Resource Locator (URL) of a second web page including a second description 

associated with the hotspot. The HTML fragment is sent, by the hotspot management 

computing apparatus, to the requesting client computing device. 

15 [0006] A computer readable medium having stored thereon instructions for 

fiicilitating interaction with a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

receiving a JSONP request from a client computing device, wherein the .JSONP request 

comprises an identifier associated with a selected hotspot associated with an image of a first 

20 web page. An HTML fragment is generated based on the identifier, wherein the HTML 

fragment defines a first description associated with the hotspot and an input element 

associated with a URL of a second web page including a second description associated with 

the hotspot. The HTML fragment is sent to the requesting client computing device. 

[0007] A hotspot management computing apparatus includes a memory coupled to a 

25 processor which is configured to execute programmed instmctions stored in the memory 

comprising receiving a JSONP request from a client computing device, wherein the JSONP 

request comprises an identifier associated with a selected hotspot associated with an image of 

a first V-ieb page. An HTML fragment is generated based on the identifier, ,vhercin the 

HTML fragment defines a first description associated with the hotspot and an input element 
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associated with a URL of a second web page including a second description associated with 

the hotspot. The HTML fragment is sent to the requesting client computing device. 

[0008] A method for generating a web page image hotspot includes receiving, with a 

hotspot management computing apparatus, a JSONP request comprising search criteria. 

5 Content satisfying the search criteria is identified by the hotspot management computing 

apparatus. An HTML fragment defining an input element associated with each of one or 

more search results and an identifier is generated by the hotspot management computing 

apparatus, wherein each of the one or more search results includes at least a portion of the 

identified content. The HTML fragment is sent to the requesting client computing device by 

10 the hotspot management computing apparatus. 

[0009] A computer readable medium having stored thereon instructions frir 

facilitating generation of a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

receiving a JSONP request comprising search criteria. Content satisfying the search criteria 

15 is identified. An HTML fragment defining an input clement associated vvith each of one or 

more search results and an identifier is generated, wherein each of the one or more search 

results includes at least a portion of the identified content. The HTML fragment is sent to the 

requesting client computing device. 

[0010] A hotspot management computing apparatus includes a memory coupled to 

20 one or more processors which are configured to execute programmed instructions stored in 

the memory including receiving a JSONP request comprising search criteria. Content 

satisfying the search criteria is identified. An HTML fragment defining an input element 

associated with eacb of one or more search results and an identifier is generated, wherein 

each of the one or more search results includes at least a portion of the identified content. 

25 The 1-rnvlL fragment is sent to the requesting client computing device. 

A method for generating a web page image hotspot includes generating, by a 

client computing device, a search panel in response to a user identifying a region of an image 

rendered on a web page as a hotspot, the search panel comprising one or more input fields. A 
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JSONP request is sent, by the client computing device, based on interaction with the input 

element of the search panel, to a hotspot management computing apparatus, wherein the 

JSONP request comprises search criteria entered in the one or more input fields. An HTML 

fragment received from the hotspot management computing apparatus is rendered, by the 

5 client computing device, in a results panel, the HTML fragment defining an input element 

associated with each of one or more search results, wherein each input element is associated 

with an identifier of one of the search results. The identifier associated with a selected one of 

the input elements is sent, by the client computing device, to the hotspot management 

computing apparatus. 

10 [0012] A non-transitory computer readable medium having stored thereon 

instructions for generating a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

generating a search panel in response to a user identifying a region of an image rendered on a 

web page as a hotspot, the search panel comprising one or more input fields. A JSONP 

15 request is sent based on interaction with the input element of the search panel, to a hotspot 

management computing apparatus, wherein the JSONP request comprises search criteria 

entered in the one or more input fields. An HTML fragment received from the hotspot 

management computing apparatus is rendered in a results panel, the HTML fragment 

defining an input element associated with each of one or more search results, wherein each 

20 input element is associated \Vith an identifier of one of the search results. The identifier 

associated with a selected one of the input elements is sent to the hotspot management 

computing apparatus. 

[0013] A client computing device includes a memory coupled to a processor which is 

configured to execute programmed instructions stored in the memory including generating a 

25 search panel in response to a user identifying a region of an image rendered on a web page as 

a hotspot, the search panel comprising one or more input fields. A JSONP request is sent 

based on interaction with the input element of the search panel, to a hotspot management 

computing apparatus, wherein the JSONP request comprises search criteria entered in the one 

or more input fields. An HTML fragment received from the hotspot management computing 
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apparatus is rendered in a results panel, the HTML fragment defining an input element 

associated with each of one or more search results, wherein each input element is associated 

with an identifier of one of the search results. The identifier associated with a sdected one of 

the input elements is sent to the hotspot management computing apparatus. 

5 [0014] A method for interacting with a v,reb page image hotspot includes displaying, 

with a client computing device, one or more hotspots of an image included on a first web 

page. A JSONP request is sent, \vith the client computing device, to a hotspot management 

computing apparatus in response to user interaction with one of the one or more hotspots, 

wherein the JSONP request comprises an identifier associated with the one hotspot. An 

10 HTML fragment received from the hotspot management computing apparatus is rendered, 

vvith the client computing device, in a previevv panel, wherein the HTML fragment is based 

on the iLlentifier and defines a first Llescription associated with the one hotspot and an input 

element associated with a URL of a second web page including a second description 

associated with the one hotspot. The second web page is displayed, with the client 

15 computing device, in response to user interaction with the input element of the previevv 

panel. 

[0015] A non-transitory computer readable medium having stored thereon 

instructions for interacting with a web page image hotspot comprising machine executable 

code which when executed by a processor, causes the processor to perform steps including 

20 displaying one or more hotspots of an image included on a first web page. A JSONP request 

is sent, with the client computing device, to a hotspot management computing apparatus in 

response w user interaction \vith one of the one or more hotspots, wherein the JSONP request 

comprises an identifier associated with the one hotspot. An HTJ\1L fragment received from 

the hotspot management computing apparatus is rendered, with the client computing device, 

25 in a preview panel, wherein the iITML fragment is based on the identifier and defines a first 

description associated \Vith the one hotspot and an input element associated with a URL of a 

second web page including a second description associated with the one hotspot. The second 

web page is displayed, with the client computing device, in response to user interaction with 

the input element of the preview panel. 
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[0016] A client computing device including a memory coupled to a processor which 

is configured to execute programmed instructions stored in the memory including displaying 

one or more hotspots of an image included on a first web page, A JSONP request is sent, 

with the client computing device, to a hotspot management computing apparatus in response 

5 to user interaction with one of the one or more hotspots, wherein the JSONP request 

comprises an identifier associated with the one hotspot. An HTML fragment received from 

the hotspot management computing apparatus is rendered, with the client computing device, 

in a preview panel, wherein the HTML fragment is based on the identifier and defines a first 

description associated with the one hotspot and an input element associated with a lJRL of a 

10 second web page including a second description associated with the one hotspot. The second 

web page is displayed, with the client computing device, in response to user interaction with 

the input element of the preview panel. 

[0017] This technology provides a number of advantagc;s including methods., non-

transitory computer readable medium, and apparatuses that facilitate establishing web page 

15 image hotspots using a plug-in sent along vvith a web page. The plug-in can obtain data to be 

associated with the hotspot from a web service hosted by a different domain using JSONP. 

This technology also facilitates user interaction ,vith web page image hotspots using a plug

in configured to communicate using JSONP with a vveb service, which can also be hosted by 

a different domain. 

20 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FlG. 1 is a block diagram of a network environment which incorporates an 

exemplary hotspot management computing apparan1s; 

[0019] 

hotspot; 

[0020] 

FlG. 2 is a flowchart of an exemplary method of inserting a web page image 

FlG. 3 is a f1owcha1i of ;an exemplary method of facilitating the association of 

a web page image hotspot with content; 
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hotspot; 

[0022] 

PCT/lJS2U13iU59087 

FIG. 4 is a flowchart of an exemplary method of displaying a web page image 

FIG. 5 is a flowchart of an exemplary method of facilitating the display of a 

web page image hotspot; 

5 [0023] FIG. 6 is an exemplary web page including an image and a plurality of 

hotspots associated with the image; 

[0024] FIG. 7 is an exemplary search panel for obtaining search criteria for content to 

be associated with a web page image hotspot; 

[0025] FIG. 8 is an exemplary search results panel including identified content to be 

10 associated with a web page image hotspot; and 

[0026] FIG. 9 is an exemplary web page including a plurality of hotspots and an 

exemplary preview panel associated with one of the hotspots. 

DETAILED DESCRIPTION 

[0027] An exemplary neti.vork environment 10 is illustrated in FIG. 1 as including an 

15 exemplary hotspot management computing apparatus 12. In this example, the hotspot 

management computing apparatus 12 is coupled to a content server computing apparatus 14 

and a client computing device 16 by local area networks (LANs) 18(1) and 18(2) and a wide 

area network (WAN) 20, although other types and numbers of devices, components, and 

elements in other topologies could be used. This technology provides a number of 

20 advantages including methods, non .. transitory computer readable medium, and apparatuses 

for more easily and effectively generating and viewing web page image hotspots across 

domains and sources of content associated with the hotspots. 

[0028] Referring more specifically to FIG. 1, the hotspot management computing 

apparatus l 2 includes at least one processor or CPU 22, a memory 24, and an interface 

25 device 26, which are coupled together by a bus 28 or other link, although other numbers and 

types of components, parts, devices, systems, and elements in other configurations and 
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locations can be used. The processor 22 of the hotspot management computing apparatus 12 

may execute one or more stored programmed instructions for one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, although 

the processor 22 could execute other numbers and t)1Jes of programmed instructions. 

5 [0029] The memory 24 of the hotpot management computing apparatus 12 stores 

these programmed instrnctions for one or more aspects of the present invention, as described 

and illustrated herein, although some or an of the programmed instructions could be stored 

and/or executed elsewhere. The memory 24 of the hotspot management computing apparatus 

12 may include one or more tangible storage media and/or devices, such as RAM, ROM, 

10 flash memory, CD-ROM, floppy disk, hard disk drive(s), solid state memory, DVD, or any 

other memory storage types or devices, including combinations thereof: which are known to 

those of ordinary skill in the art. 

[0030] In this example, the memory 24 of the hotpot management computing 

apparatus 12 includes an item search web service 30 and an item preview web service 32 

15 including JavaScript instructions, for example, for one or more aspects of the present 

invention as described and illustrated herein, although the memory 24 can include other types 

and numbers of systems, devices, and elements in other configurations. 

[0031 l The interface device 26 in the hotspot management computing apparatus 12 is 

used to operatively couple and communicate between the hotspot management computing 

20 apparatus 12 and the client computing device 16 via LAN 18(1) and WAN 20, although other 

types and rmmbers of communication netv.rorks or systems with other types and numbers of 

connections and configurations to other devices and elements can also be used. The LANs 

18(1) and 18(2) and WAN 20 can use TCP/JP over Ethernet and industry-standard protocols, 

including NFS. ClfS, SOAP, XML, LDAP, and SNMP. for example, although other types 

25 and numbers of communication net\vorks can also be used. 

f0032] Generally, the content server computing apparatus 14 processes requests for 

web pages 34 received from the client computing device l 6 via LAN 18(2) and WAN 20 

according to the HTTP-based protocol, for example. The content server computing apparatus 
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14 includes at least one processor or CPU 36, a memory 38, and an interface device 40, 

which are coupled together by a bus 42 or other link, although other numbers and types of 

components, parts, devices, systems, and elements in other configurations and locations can 

also be used. The processor 36 in the content server computing apparatus 14 executes a 

5 program of stored instructions for one or more aspects of the present invention, as described 

and illustrated by ,vay of the embodiments herein, although the processor 36 could execute 

other numbers and types of programmed instructions. 

[0033] The memory 38 in the content serYer computing apparatus 14 stores these 

programmed instructions for one or more aspects of the present invention, as described and 

10 illustrated herein, although some or all of the programmed instrnctions could be stored and/or 

executed elsewhere. A variety of different types of memory storage devices, such as a 

ramlom access memory (10\M) or a read only tnemory (ROM) in the system or a floppy 

disk, hard disk, CD ROM, DVD ROM, or other non-transitory cm:nputer readable medium 

which is read from and/or written to by a magnetic, optical, or other reading and/or writing 

15 system that is coupled to the processor 36, can be used f\x the memory 38 in the content 

server computing apparatus 14. 

[0034] In this example, the memory 38 includes a hotspot editor plug-in 44 and a 

hotspot viewer plug--in 46 including JavaScript instructions, for example, configured to be 

included in any of the \veb pages stored by the memory and provided in response to a client 

20 computing device request. The memory 38 can futiher include other types and numbers of 

systems, devices, and elements in other configurations which store other data. 

[0035] The interface device 40 in the content server computing apparatus 14 is used 

to operatively couple and communicate between the content server computing apparatus 14 

and the client computing device 16 via LAN 18(2) and WAN 20, although other types and 

25 numbers of communication networks with other types and numbers of connections and 

configurations can be used. The content server computing apparatus 14 may be hardware or 

software or may represent a system with multiple content server computing apparatuses in a 

pool, which may include internal or external networks. In this example the content server 
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computing apparatus 14 may be any version of MicrosoftID TIS server or Apache"ID server, 

although other types of content server computing apparatus 14 may be used. 

[0036] The client computing device 16 enables a user to request, receive and interact 

with services and content hosted by the content server computing apparatus 14 and hotspot 

5 management computing apparatus 12 via the LANs 18(1) and 18(2) and WAN 20, although 

the client computing device 16 could access content and utilize other types and numbers of 

content or applications from other sources and could provide a wide variety of other 

functions for a user. By way of example only, the client computing device 16 can be a 

mobile computing device, smart phone, personal digital assistant, or computer, for example. 

10 [0037] In this example, the client computing device 16 includes at least one processor 

or CPU 48, a memory 50, and an interface device 52, and which are coupled together by a 

bus 54 or other i ink, although the client computing device 16 can include other numbers and 

types of components, parts, devices, systems, and elements in other configurations. The 

processor 48 in the client computing device 16 executes a program of stored instrnctions for 

15 one or more aspects of the present invention as described and illustrated herein, although the 

processor 48 could execute other numbers and types of programmed instructions. 

[0038] The memory 50 in the client computing device 16 stores these programmed 

instructions for one or more aspects of the present invention as described and illustrated 

herein, although some or all of the programmed instructions could be stored and/or executed 

20 elsewhere. A variety of different types of memory storage devices, such as a RAJ\1 or a 

ROM in the system or a floppy disk, hard disk, CD ROrv1, or other non-transitory computer 

readable medium vvhich is read from and/or written to by a magnetic, optical, or other 

reading and/or writing system that is coup]ed to processor 48 can be used for the memory 50 

in the client computing device 16. ln this example, the client computing device 16 is 

25 configmed to access vveb services and web content through a vveb browser 56 stored in the 

memory 50. 

[0039] The interface device 52 in the client computing device 16 is used to 

operatively couple and communicate between the client computing device 16 and the content 
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server computing apparatus 14 and the hotspot management computing apparatus 12 via the 

LANs 18(1) and 18(2) and the WAN 20, although other types and numbers of 

communication networks with other types and numbers of connections and configurations 

can be used. 

5 [0040] Although embodiments of the hotspot management computing apparatus 12, 

content server computing apparatus 14, and client computing device 16 are described and 

illustrated herein, each of these devices can be implemented on any suitable computer system 

or computing device. It is to be understood that the devices and systems of the embodiments 

described herein are for exemplary purposes, as many variations of the specific hardware and 

10 sottware used to implement the embodiments are possible, as will be appreciated by those 

skilled in the relevant art(s ). Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors. digital signal processors, and micro-controllers, programmed according to 

the teachings offhe embodiments, as described and illustrated herein, and as will be 

15 appreciated by those ordinary skill in the art. 

[0041] In addition, two or more computing systems or devices can be substituted for 

any one of the devices in any embodiment Accordingly, principles and advantages of 

distributed processing, such as redundancy and replication also can be implemented, as 

desired, to increase the robustness and perfonnance of the devices and systems of the 

20 embodiments. The embodiments may also be implemented on computer system(s) that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by \Vay of example only telecommunications in any 

suitable form (e.g .. , voice and modem), wireless communications media, ,:vireless 

communications networks, cellular communications networks, G3 communications 

25 networks, Public Svvitched Telephone Network (PSTNs), Packet Data Networks (PDNs), the 

1ntemet, intranets, and combinations thereof. 

[0042] The examples may also be embodied as a non-transitory computer readable 

medium having instrnctions stored thereon for one or more aspects of the present technology 

as described and illustrated by way of the examples herein, as described herein, which when 
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executed by a processor, cause the processor to carry out the steps necessary to implement 

the methods of the examples, as described and illustrated herein. 

[0043] An exemplary method for facilitating web page image hotspots will now be 

described with reference to FIGS. 1-9. Referring specifically to FlG. 2, an exemplary 

5 method of inserting a web page image hotspot ,vill now be described. In this example in step 

200, a user of the client computing device J 6 requests and obtains, using the web browser 56, 

one of the \Veb pages 34 hosted by the content server computing apparatus 14 and including 

one or more images. An exemplary one of the web pages 34 stored in the memory 24 of the 

content server computing apparatus 14 is iUustrated in F1G. 6 as web page 600, which 

10 includes an image 602. 

[0044] In this example, along with sending the requested web page 600 to the client 

computing device 16, the content server computing apparatus 14 sends the hotspot editor 

plug-in 44. The content server computing apparatus 14 can send the hotspot editor plug-in 

44 by inserting the JavaScript code of the plug-in 44 into the source code of the requested 

15 web page 600. ln another example, the content server computing apparatus 14 provides the 

hotspot editor plug-in 44 along with the requested web page 600 as a bookmarklet. In yet 

another example, the hotspot editor plug-in 44 can be integrated within a platform, such as a 

blog engine or a social network platform, for example. Other methods of providing the 

hotspot editor plug-in 44 can also be used. Upon receiving the requested web page 600, the 

20 web browser 52 of the client computing device 16 attempts to render the requested web page 

on a display of the client computing device l 6. 

[0045] fn step 202, while rendering the web page 600, and upon encountering fhe 

JavaScript code of the hotspot editor plug-in 44, the web browser 52 of the client computing 

device 16 executes the code to generate a hotspot identification interface. The interface is 

25 configmed to facilitate identifying a region of the image 602 of the requested web page 600 

as a hotspot. The interface can be presented visually by the web brovvser 5 2, such as in an 

overlay, new panel, or new window, for example, which allows selection of the hotspot 

features ( e.g. size or representation style) by the user. Alternatively, the interface can be mn 
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in the background without a graphical interface ,vhile still allowing the user to select regions 

of the image 602 of the web page 600 to be identified as hotspots. 

[0046] In step 204, the web browser 52 of the client computing device 16 executing 

the hotspot editor plug-in 44 generates a search panel. In this example, the web browser 52 

5 generates the search panel in response to a user of the client computing device 16 identifying 

a region of the image 602 of the requested web page 600 as a hotspot using the interface 

generated in step 202. An exemplary identified hotspot of the image 602 of the '-Neb page 

600 is illustrated as hotspot 604 in FIG. 6. Referring to FIG. 7, an exemplary search panel 

700 generated by the web browser 52 of the client computing device 16 in response to the 

10 user identifying a region of the image 602 as hotspot 604 is illustrated. The search panel 700 

includes one or more input fields, such as the search text field 702, a source selector element 

704, and an input element, such as the search button 706, although other types and number of 

input fields and elements can also be used. 

[0047] In this example, the source selector element 704 is a drop-down menu 

15 identifying a plurality of optional sources selectable by the user. Each source is associated 

by the hotspot editor plug-in 44 with a lJnifrmn Resource Locator (lJRL) of an item search 

web service, such as the item search web service 30 stored in the memory 24 of the hotspot 

management computing apparatus 12, as described and illustrated in more detail below. The 

source selector element 704 can be populated with sources, and associated lJRLs, based on 

20 an identifier associated with the user sent to the content server computing apparatus 12 

during an initialization or registration process. In another example, the source selector 

element 704 can be populated with sources, and associated URLs, based on a hardcoding by 

an administrator or developer of the hotspot editor plug-in 44. Other methods for populating 

the source selector element can also be used" 

25 In step 206, the 'Neb browser 52 of the client computing device 16 executing 

the hotspot editor plug-in 44 sends, upon user interaction with the input element 706 of the 

search panel 700, a JavaScript Object Notation with Padding (.JSONP) request to the item 

search web service 30 of the hotspot management computing apparatus 12. In this example, 

the JSONP request includes search criteria input using the input field 702 of the search panel 
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700 and is sent to the item search vveb service 30 located at the URL associated with the 

source selected by the user in the source selector element 704. Exemplary sources identified 

using the source selector clement can be a product catalog, a blog post or a social network 

teed, although any other t)1Jes of sources can also be used. 

5 [0049] Each source and/or item search web service 30 can be located on the same or 

different hotspot management computing apparatus 12. The search criteria input by the user 

is used by the item search web service 30 to locate content that can be presented to and 

identified by the user as associated with the hotspot 604. Optionally, the JSONP request 

further includes an attribute indicating a layout to be used as described and illustrated in 

10 more detail below. The layout can be a default layout included in the JavaScript code of the 

hotspot editor plug-in 44, for example, although other methods of indicating a layout can also 

be used. 

[0050] Tn this example, the JSONP request is sent to a URL endpoint associated 

with the selected source. Additionally. the JSONP request identifies the item search web 

15 service 30 hosted by a hotspot management computing apparatus 12. By using the JSONP 

protocol, the hotspot editor plug-in 44 can advantageously communicate with an item search 

web service 30 that is cross-domain or located at a URL including a different domain, host, 

port, and/or application layer protocol than a URL of the content serYer computing apparatus 

14 storing the web page 600 and the hotspot editor plug-in 44. 

20 [0051] Accordingly, with this example of the technology, the hotspot editor plug-in 

44 and itern search web service 30 are decoupled such tbat tbe plug-in 44 can be included 

with or inserted into the source code of any of the web pages 34 and the item search web 

service 30 can be located on any server computing device despite web browser enforcement 

of a same origin policy. The URL of the item search web service 30 can be included in the 

25 hotspot editor plug-in 44 such that user interaction with the input element 706 of the search 

panel 700 initiates the JSONP request to the item search ,veb service 30 located at the URL. 

[0052] In step 208, the web browser 52 of the client computing device 16 executing 

the hotspot editor plug-in 44 renders a HyperText Markup Language (HTML) fragment The 
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HTl'vIL fragment is received by the web browser 52 of the client computing device from, and 

is generated by, the item search web service 30, as described in more detail below. The 

HTML fragment, when rendered, is configured to display a results panel 800, such as the 

results panel 800 illustrated in FIG. 8, for example. The content of the results panel 800 can 

5 also be output to a display of the client computing device 16 in the form of a nevv window or 

overlay, for example, although any other form of display can also be used. 

[0053] Optionally, the item search web service 30 can generate the HTML fragment 

according to a layout attribute value received in the JSONP request sent by the client 

computing device 16 in step 206. Referring more specifically to FIG. 8, in this example, the 

10 HTML fragment defines results panel input elements 802(1) and 802(2), each of which is 

associated with one of the search results 804(1) and 804(2). Additionally, each of the results 

panel input elements 802( 1) and 802(2) is associated with an attribute having a value of an 

identifier of an associated one of the search results 804(1) and 804(2). Accordingly, in this 

example, the item search web service 30 processes the search criteria sent in the JSONP 

15 request in step 206 and sends a response with search results 804(]) and 804(2) and including 

an HTML fragment defining the display of those search results 804(1) and 804(2). 

[0054] Referring back to FIG. 2, in step 210, the client computing device 16 

executing the hotspot editor plug--in 44 stores the identifier associated with one of the results 

panel input elements 802(]) and 802(2) selected by a user to be associated with the identified 

20 hotspot 604. For example, the hotspot editor plug-in 400 can be configured to send the 

association information to the hotspot management computing apparatus 12 for storage in the 

memory 24. Thereby, the hotspot 604 of the image 602 of the web page 600 will be 

associated with tbe content of one of the search results 804(1) and 804(2) corresponding to 

the selected one of the results panel input elements 802(1) and 802(2). Accordingly, the 

25 content of the one of the search results 804(1) and 804(2) can be displayed by a web browser 

of another client computing device upon subsequent retrieval of the web page 600 and 

selection of the hotspot 604 by a user of the other client computing device, as described and 

illustrated in more detail below. 
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[0055] Referring more specifically to FIG. 3, an exemplary method of facilitating the 

association of a web page image hotspot with content is illustrated. In this example, in step 

300, the hotspot management computing apparatus 12 implementing the item search 'Neb 

service 30 receives a JSONP request from a hotspot editor plug-in 44, such as the JSONP 

5 request sent in step 206. As discussed above, the item search web service 30 of the hotspot 

management computing apparatus 12 can be located at a different domain, host, port, and/or 

application layer protocol than a URL of the content server computing apparatus 14 that 

provided the hotspot editor plug-in 44 that originated the JSONP request. The JSONP 

request includes search criteria submitted by a user of the client computing device 16 using 

10 the search results panel 700, such as a source of the content to be associated with the hotspot 

and text search terms for the content. 

[0056] In step 302, the hotspot management computing apparatus 12 implementing 

the item search web service 30 identifies content satisfying the search criteria to generate 

search result(s). Accordingly, the source and text inputs, for example, can be used by the 

15 item search \Neb service 30 to locate possible content that the user of the client computing 

device l 6 may want to associate with an identified hotspot, such as hotspot 604 of the image 

602 on the web page 600, for example, as illustrated in FIG. 6. 

[0057] In step 304, the hotspot management computing apparatus 12 implementing 

the item search web service 30 generates an HTIVLL fragment defining an input element 

20 associated with each search result, such as input elements 802(1) and 802(2) associated \Vith 

search result 804(1) and 804(2), respectively, illustrated in FIG. 8. Additionally, an identifier 

of each search result 804(1) and 804(2) is associated by the item search web service 30 with 

each input element 802(1) and 802(2.) by the HTML fragment. Optionally, the JSONP 

request further includes an indication of a layout to be used for presenting the search results 

25 804( l) and 804(2) and the HTIVfL fragment can be generated according to the layout. 

[0058] In step 306, the hotspot management computing apparatus l 2 implementing 

the item search web service 30 sends the HTML fragment to the requesting hotspot editor 

plug-in 44 executed by the web browser 52 of the client computing device 16. The results 
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panel 800 shown in FIG. 8 is an example of a rendering by the vveb browser 52 of the client 

computing device 16 of the HTML fragment generated in step 306. 

[0059] Referring more specifically to FIG. 4, an exemplary method of displaying a 

web page image hotspot is shmvn. In this example, in step 400, a user of the client 

5 computing device 16 requests and obtains, using the web browser 52, one of the web pages 

34 hosted by the content server computing apparatus 14 and including one or more images, 

such as the exemplary web page 600 illustrated in FIG. 6 which includes the image 602. 

Along with sending the requested web page 600 to the client computing device 16, the 

content server computing apparatus 14 sends the hotspot viewer plug-in 46, such as by 

10 inserting the JavaScript code of the hotspot viewer plug-in 46 into the source code of the 

requested web page 600, although other methods of providing the hotspot viewer plug-in can 

also be used. The web browser 52 of the client computing Lkvice 16 ihen attempts to render 

tbe requested web page 600 on a display of the client computing device 16. 

[0060] While rendering the web page 600, and upon encountering the JavaScript code 

15 of the hotspot viewer plug-in 46, in step 402, the web browser 52 of the client computing 

device 16 executes the code to display the hotspot(s) of the image(s) included in the 

requested web page, such as the hotspot 604 of the image 602 of the web page 600 illustrated 

in FIG. 6. The hotspot 604 can be inserted into the image 602 of the web page 600 as 

described and illustrated above with respect to FIGS. 2-3, for example, although otber 

20 methods of insetiing the hotspot 604 can be used. 

[0061 l In step 404, the web browser 52 of the client computing ckvicc; 16 executing 

the hotspot viewer plug-in 46 sends a .JSONP request to the item preview web service 32 of 

the hotspot management computing apparatus 12 in response to a user interaction vvith one of 

the hotspots, such as hotspot 604. ln this example, the JSONP request includes an identifier 

25 associated with the hotspot 604. The identifier can be the identifier stored as described with 

respect to the step 210, for example. Accordingly. the web page 600 obtained from the 

content server computing apparatus 14 in step 400 can include one of the stored identifiers as 

associated with each hotspot 604. Upon user interaction with the hotspot 604 of the image 
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602 of the web page 600, the JSONP request including the identifier is generated and sent to 

the item preview web service 32. 

[0062] Optionally, the JSONP request further includes an attribute indicating a layout 

to be used, as described and illustrated in more detail below. The layout can be a default 

5 layout included in JavaScript code of the hotspot viev,rer plug-in 46, for example, although 

other methods of indicating a layout can also be used. Also optionally, the JSONP request 

can further include tracking information associated \vith the client computing device 16 

executing the hotspot viewer plug--in 46. 

[0063] The item preview web service 32 can be located at a URL including a 

10 different domain, host, port, or application layer protocol than the URL of the content server 

computing apparatus 14 from which the web page 600 ,,,,-as obtained in the step 400. The 

URL of the item preview web service 32 can be included in the hotspot viewer plug-in 44 

such that user interaction with the hotspot 604 initiates the JSONP request to the item 

preview web service 46 located at the URL 

15 [0064] In step 406, the web browser 52 of the client computing device 16 executing 

the hotspot viewer plug--in 46 renders an HTML fragment received from and generated by the 

item preview web service 32, as described and illustrated in more detail below. The HTML 

fragment defines a preview panel, such as the exemplary preview panel 900 illustrated in 

FIG. 9. The content of the preview panel 900 can also be output to a display of the client 

20 computing device 16 in the form of a new window or overlay, for example, although any 

other form of display can also be used. 

l0065J The HTML fragment is generated based on the identifier and defines at least a 

first, generally shorter, description associated with the hotspot and an input element, such as 

the input element 904 illustrated in FIG. 9, Accordingly, based on the identifier, the item 

25 preview web service 32 can obtain the content associated with the hotspot 604, such as the 

content associated with the selected search result 804(1). Upon obtaining the content, the 

item preview web service 32 can generate the HTI'v1L fragment according to the layout 

attribute value received in the JSONP request or a default layout, for example. Tn some 
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example, the input element 902 of the preview panel 900 is associated with a URL of a 

second vveb page including a second, generally longer, description associated with the 

hotspot 604, such as the remaining pmiion(s) of the content not displayed in the preview 

panel 900. 

5 [0066] In step 408, the ,veb browser 52 of the client computing device 16 executing 

the hotspot viewer plug-in 46 displays the second web page in response to a user interaction 

with the input element 904 of the preview panel 900. Optionally, the input element of the 

preview panel 900 is further associated with a viewer attribute. The viewer attribute can 

indicate the behavior to be used to generate the second web page (e.g. in a nev-/ panel or in a 

10 new window). Accordingly, in this example, the second web page is displayed on a display 

of the client computing device 16 according to the viewer attribute. 

[0067] Referring to FTG. 5, an exemplary method of facilitating the display of a web 

page image hotspot is illustrated. Tn this example, in step 500, the hotspot management 

computing apparatus 12 implementing the item previev>' ,veb service 32 receives a JSONP 

15 request from the hotspot viewer plug-in 46, such as the JSONP request sent in the step 404, 

fi.)r example. The JSONP request includes at least an identifier associated with a selected web 

page image hotspot, such as the hotspot 604 of the image 602 of the web page 600, for 

example. The item preview web service 32 of the hotspot management computing apparatus 

12 can be located at a different domain, host, port, and/or application layer protocol than a 

20 URL of the content server computing apparatus 12 that provided the hotspot viewer plug-in 

46 that originated the JSONP request. 

[0068] fn step 502, the hotspot management computing apparatus l 2 implementing 

the item preview web service 32 generates an HTML fragment based on the identifier 

associated with the hotspot 604 sent along \vith the JSONP request. The HTML fragment 

25 defines a description associated with the hotspot 604, such the description associated with the 

content of the search result 804(1), as well as an input element 902, as described above. 

Additionally, in this example, the input element 902 is associated with a URL of a second 

web page including a second description associated with the selected hotspot 604 of the 

image 602 of the web page 600. 
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[0069] Optionally, the JSONP request further includes an indication of a layout to be 

used for presenting the preview content and the HTML fragment is generated according to 

the layout. Also optionally, the JSONP request includes tracking information associated with 

the client computing device 16 executing the hotspot viewer plug-in 46. The tracking 

5 information can be stored in the memory 24 of the hotspot management computing apparatus 

12 for subsequent retrieval by an administrator, for example, although the tracking 

information can also be sent and/or stored elsewhere. 

[0070] In step 504, the hotspot management computing apparatus 12 implementing 

the item preview web service 32 sends the HTML fragment to the requesting hotspot vie,ver 

10 plug-in 46 executed by the web browser 52 of the client computing device 16. The preview 

panel 900 shown in FTG. 9 is an example of a rendering by the web browser 52 of the client 

computing device 16 of the HTML fragment generated in step 504. 

[0071] Accordingly, as illustrated and described herein this technology provides a 

number of advantages including improved methods, non-transitory computer readable 

15 medium, and devices fix establishing and generating web page image hotspots. With this 

technology, inse1iing or editing an image hotspot of a web page can be facilitated by a 

.JavaScript plug-in sent along with the web page. The JavaScript plug-in communicates with 

a JavaScript web service configured to locate content that can be associated with the hotspot. 

The JavaScript web service can be hosted by a hotspot management computing apparatus 

20 outside the domain of the content server apparatus hosting the web page. 

[0072] Additionally, viewing irnage hotspots of a web page can be facilitated by a 

.JavaScript plug-in sent along with the web page. The JavaScript plug-in communicates with 

a JavaScript web service configured to generate a previevv panel to be displayed upon 

selection of one of the hotspots. The JavaScript web service can also be hosted by a hotspot 

25 management computing apparatus outside the domain of the content server apparatus hosting 

the web page. 

[0073] Having thus described the basic concept of the invention, it ,vill be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 
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presented by '\,Vay of example only, and is not limiting. Various alterations, improvements, 

and modifications will occur and are intended to those skilled in the art, though not expressly 

stated herein. These alterations, improvements, and modifications are intended to be 

suggested hereby, and are within the spirit and scope of the invention. Additionally, the 

5 recited order of processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to lirnit the claimed processes to any order except as 

may be specified in the claims. Accordingly, the invention is limited only by the following 

claims and equivalents thereto. 
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CLAIMS 

\Vhat is claimed is: 

1. A method for facilitating interaction with a web page image hotspot, 

5 the method comprising: 

receiving, by a hotspot management computing apparatus, a JavaScript 

Object Notation with Padding (JSONP) request from a client computing device, wherein the 

JSONP request comprises an identifier associated with a selected hotspot associated with an 

image of a first web page; 

10 generating, by the hotspot management computing apparatus, a 

15 

HyperText Markup Language (HTML) fragrnent based on the identifier, wherein the HTML 

fragment defines a first description associated with the hotspot and an input element 

associated with a Unifom1 Resource Locator (URL) of a second web page including a second 

description associated with the hotspot; and 

sending, by the hotspot management computing apparatus, the HTML 

fragment to the requesting client computing device. 

2. The method as set forth in claim 1, vvherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

20 layout, and the HT1vlL fragment is generated according to the layout. 

3. The method as set forth in claim 1, wherein the JSONP request further 

comprises tracking information associated with the client computing device and the method 

further comprises storing, with the hotspot management computing apparatus, the tracking 

25 information as associated with the client computing device. 

4. The method as set fr1rtb i D claim 1, wherein one or more of the steps 

are performed by an item preview web service. 

30 
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A computer readable mediurn having stored thereon instructions for 

facilitating interaction with a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) request 

5 from a client computing device, wherein the JSONP request comprises an identifier 

associated with a selected hotspot associated with an image of a first web page; 

generating a HyperText Mark-up Language (HTML) fragment based on 

the identifier, wherein the HTML fragment defines a first description associated with the 

hotspot and an input element associated with a Uniform Resource Locator (URL) of a second 

l O web page including a second description associated with the hotspot; and 

sending the HTML fragment to the requesting client computing 

device. 

6. The medium as set forth in claim 5, wherein the client computing 

15 device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is generated according to the layout 

7. The medium as set forth in claim 5, wherein the JSONP request further 

comprises tracking information associated with the client computing device and the medium 

20 further has stored thereon instructions comprising machine executable code which when 

executed by the processor cases the processor to perform steps further comprising storing the 

tracking information as associated \Vith the client computing device. 

8. The medium as set forth in claim 5, v,rherein one or more of the steps 

25 are performed by an item preview web service. 

30 

9. A hotspot management computing apparatus, comprising: 

a memory coupled to a processor which is configured to execute 

programmed instructions stored in the memory comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) 
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request from a client computing device, wherein the JSONP request comprises an identifier 

associated with a selected hotspot associated with an image of a first web page; 

generating a HyperText Markup Language (HTML) fragment 

based on the identifier, wherein the HTML fragment defines a first description associated 

5 vvith the hotspot and an input element associated with a Uniform Resource Locator (URL) of 

a second web page including a second description associated with the hotspot; and 

sending the HTML fragment to the requesting client computing 

device. 

10. The apparatus as set forth in claim 9, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is generated according to the layout. 

11. The apparatus as set forth in claim 9, wherein the JSONP request 

15 further comprises tracking infrirrnation associated with the client computing device and the 

processor is further configured to execute programmed instructions stored in the memory 

further comprising storing the tracking information as associated with the client computing 

device. 

20 

25 

12, The apparatus as set forth in claim 9, wherein one or more of the steps 

are performed by an item preview web service. 

13. A method for interacting with a web page image hotspot, the method 

compnsmg: 

displaying, with a client computing device, one or more hotspots of an 

image included on a first web page; 

sending, with the client computing device, a JavaScript Object 

Notation with Padding (JSONP) request to a hotspot management computing apparatus in 

response to user interaction with one of the one or more hotspots, wherein the JSONP request 

30 comprises an identifier associated with the one hotspot; 
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rendering, with the client computing device, a HyperText 1/farkup 

Language (HTML) fragment received from the hotspot management computing apparatus in 

a preview panel, wherein the HTML fragment is based on the identifier and defines a first 

description associated with the one hotspot and an input element associated with a Uniform 

5 Resource Locator (URL) of a second web page including a second description associated 

with the one hotspot; and 

displaying, with the client computing device, the second web page in 

response to user interaction with the input element of the preview panel. 

14. The method as set forth in claim 13, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 

15. The method as set forth in claim 13, wherein the JSONP request 

15 further comprises tracking infrirrnation associated with the client computing device. 

16. The method as set fi)lih in claim 13, wherein the client computing 

device is a mobile computing device, the input clement of the preview panel is further 

associated with a viewer attribute, and the second web page is displayed according to the 

20 viewer attribute. 

25 

17. The method as set forth in claim 13, wherein the JSONP request is sent 

to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 

18. A non-transitory computer readable medium having stored thereon 

instrnctions for interacting with a ,veb page image hotspot comprising machine executable 

code which when executed by a processor, causes the processor to perform steps comprising: 

displaying one or more hotspots of an image included on a first web 

30 page; 
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sending a JavaScript Object Notation with Padding (JSONP) request to 

a hotspot management computing apparatus in response to user interaction with one of the 

one or more hotspots, ,vherein the JSONP request comprises an identifier associated with the 

one hotspot; 

rendering a HyperText Markup Language (HTML) fragment received 

from the hotspot management computing apparatus in a preview panel, wherein the HTML 

fragment is based on the identifier and defines a first description associated with the one 

hotspot and an input element associated with a Uniform Resource Locator (URL) of a second 

web page including a second description associated with the one hotspot; and 

10 displaying the second web page in response to user interaction with the 

input element of the preview panel. 

19. The medium as set forth in claim 18, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

15 layout, and the HTr,,;lL fragment is rendered according to the layout 

20 

25 

30 

20. The medium as set forth in claim 18, wherein the JSONP request 

further comprises tracking information associated \vith the client computing device. 

21. The medium as set forth in claim 18, wherein the client computing 

device is a mobile computing device, the input element of the previev,' panel is further 

associated with a viewer attribute, and the second web page is displayed according to the 

viewer attribute. 

22. The medium as set forth in claim 18, wherein the .JSONP request is 

sent to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 
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23. A client computing device, comprising: 

a memory coupled to a processor which is configured to execute 

prognimmed instructions stored in the memory comprising: 

displaying one or more hotspots of an image included on a first 

5 vveb page; 

15 

sending a JavaScript Object Notation with Padding (JSONP) 

request to a hotspot management computing apparatus in response to user interaction with 

one of the one or more hotspots, wherein the JSONP request comprises an identifier 

associated with the one hotspot; 

rendering a HyperText Markup Language (HD,,1L) fragment 

received from the hotspot management computing apparatus in a preview panel, wherein the 

HTML fragment is based on the identifier and defines a first description associated with the 

one hotspot and an input element associated with a Uniform Resource Locator (URL) of a 

second web page including a second description associated with the one hotspot; and 

displaying the second web page in response to user interaction 

with the input element of the preview panel. 

24. The device as set forth in claim 23, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

20 layout, and the HTML fragment is rendered according to the layout. 

25 

30 

25. The device as set forth in claim 23, wherein the JSONP request farther 

comprises tracking information associated with the client computing device. 

26. The device as set forth in claim 23, wherein the client computing 

device is a mobile computing device, the input element of the preview panel is further 

associated with a viewer attribute, and the second web page is displayed according to the 

viewer attribute. 
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27. The device as set forth in claim 23, wherein the JSONP request is sent 

to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 

28. A method for generating a web page image hotspot, the method 

compnsmg: 

receiving, with a hotspot management computing apparatus, a 

JavaScript Object Notation with Padding (JSONP) request from a client computing device, 

the JSONP request comprising search criteria; 

identifying, by the hotspot management computing apparatus, one or 

more search results satisfying the search criteria; 

generating, by the hotspot management computing apparatus, a 

HyperText Markup Language (HTML) fragment defining an input element associated with 

each of the one or more search results and an identifier, wherein each of the one or more 

15 search results includes content to be associated with a web page image hotspot when an 

20 

associated one of the input elements is selected by a user of the client computing device; and 

sending, by the hotspot management computing apparatus, the HTML 

fragment to the client computing device. 

29, The method as set forth in claim 28, ,vherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the Hn .. 1JL fragment is generated according to the layout. 

30. The method as set fr1rth in claim 28, wherein one or more of the steps 

25 are performed by an item search web service and the JSONP request is received from a 

hotspot editor plug-in retrieved by the client computing device from a content server 

computing apparatus located in a different domain than the item search \veb service. 

31. ./\ cornputer readable n1ediu1n having stored thereon instructions for 

30 facilitating generation of a \Veb page image hotspot comprising machine executable code 
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which when executed by a processor, causes the processor to perform steps comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) request 

from a client computing device, the JSONP request comprising search criteria; 

5 

identifying one or more search results satisfying the search criteria; 

generating a HyperText Markup Language (HTML) fragment defining 

an input element associated with each of the one or more search results and an identifier, 

wherein each of the one or more search results includes content to be associated with a web 

page image hotspot when an associated one of the input elements is selected by a user of the 

client computing device; and 

sending the HTML fragment to the requesting client computing 

device. 

32. The medium as set forth in claim 31, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

15 layout, and the HTr,,;lL fragment is generated according to the layout. 

33. The medium as set forth in claim 31, wherein one or more ofthe steps 

arc performed by an item search web service and the JSONP request is received from a 

hotspot editor plug-in retrieved by the client computing device from a content server 

20 computing apparatus located in a different domain than the item search web service .. 

34. A hotspot management computing apparatus, comprising: 

a memory coupled to one or more processors which are configured to 

execute programmed instructions stored in the memory comprising: 

25 receiving a JavaScript Object Notation with Padding (.JSONP) 

request from a client computing device, the JSONP request comprising search criteria; 

identifying one or more search results satisfying the search 

criteria; 

generating a HyperText Markup Language (HTML) fragment 

30 defining an input element associated \vith each of the one or more search results and an 
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identifier, wherein each of the one or more search results includes content to be associated 

with a web page image hotspot when an associated one of the input elements is selected by a 

user of the client computing device; and 

sending the HTML fragment to the requesting client computing 

5 device. 

15 

35. The apparatus as set forth in claim 34, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is generated according to the layout. 

36. The apparatus as set forth in claim 34, wherein one or more of the 

steps are performed by an item search web service and the JSONP request is received from a 

hotspot editor plug-in retrieved by the client computing device from a content server 

computing apparatus located in a different domain than the item search web service. 

37. A method for generating a web page image hotspot, the method 

compnsmg: 

generating, by a client computing dcv ice, a search panel in response to 

a user identifying a region of an image rendered on a web page as a hotspot, the search panel 

20 comprising one or more input fields; 

25 

sending, by the client computing device, based on interaction with the 

input element of the search panel, a JavaScript Object Notation with Padding (JSONP) 

request to a hotspot management computing apparatus, wherein the JSONP request 

comprises search criteria entered in the one or more input fields; 

receiving, by the client computing device, a Hy1JerText Markup 

Language (HTML) fragment from the hotspot management computing apparatus in response 

to the JSONP request; 

rendering, by the client computing device, the HTML fragment in a 

results panel, the HTML fragment defining an input element associated ,vith each of one or 

30 more search results, ,vherein each input element is associated \vith an identifier of one of the 
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search results; and 

sending, by the client computing device, the identifier associated with 

a selected one of the input elements to the hotspot management computing apparatus. 

38. The method as set forth in claim 37, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTrvlL fragment is rendered according to the layout 

39. The method as set fo1ih in claim 37, wherein the JSONP request is sent 

10 to an item search web service of the hotspot management computing apparatus by a hotspot 

editor plug--in retrieved from a content server computing apparatus located in a different 

domain than the item search web service. 

40. A non-transitory computer readable medium having stored thereon 

15 instructions for generating a web page image hotspot cornprising machine executable code 

20 

which when executed by a processor, causes the processor to perform steps comprising: 

generating a search panel in response to a user identifying a region of 

an image rendered on a web page as a hotspot, the search panel comprising one or more input 

fields; 

sending based on interaction with the input element of the search panel 

a JavaScript Object Notation with Padding (JSONP) request to a hotspot management 

computing apparatus, wherein the JSONP request comprises search criteria entered in the one 

or more input fields; 

receiving, by the client computing device, a HyperText Markup 

25 Language (HTML) fragment from the hotspot management computing apparatus in response 

to the JSONP request; 

30 

rendering the flTML fragment in a results panel, the HTML fragment 

defining an input element associated with each of one or more search results, wherein each 

input element is associated with an identifier of one of the search results; and 

sending the identifier associated with a selected one of the input 
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elements to the hotspot management computing apparatus. 

41. The medium as set forth in claim 40, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

5 layout, and the HTML fragment is rendered according to the layout. 

42. The medium as set forth in claim 40, wherein the JSONP request is 

sent to an item search web service of the hotspot management computing apparatus by a 

hotspot editor plug-in retrieved from a content server computing apparatus located in a 

10 different domain than the item search web service. 

43. A client computing device, comprising: 

a memory coupled to a processor which is configured to execute 

programmed instructions stored in the memory comprising: 

1 S generating a search panel in response to a user identifying a 

region of an image rendered on a web page as a hotspot, the search panel comprising one or 

more input fields; 

sending based on interaction with the input clement of the 

search panel a JavaScript Object Notation with Padding (JSONP) request to a hotspot 

20 management computing apparatus, wherein the JSONP request comprises search criteria 

entered in the one or more input fields; 

25 

30 

receiving, by the client computing device, a HyperText Markup 

Language (HTML) fragment from the hotspot management computing apparatus in response 

to the JSONP request; 

rendering the HTML fragment in a results panel, the HTML 

fragment defining an input element associated with each of one or more search results, 

wherein each input element is associated with an identifier of one of the search results; and 

sending the identifier associated with a selected one of the 

input elements to the hotspot management computing apparatus. 
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44. The device as set forth in claim 43, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 

5 45. The device as set forth in claim 43, wherein the JSONP request is sent 

to an item search web service of the hotspot management computing apparatus by a hotspot 

editor plug-in retrieved from a content server computing apparatus located in a different 

domain than the item search web service. 
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including 
One or More Images 200 

Generate an Interface Configured to Facilitate Identifying a Region of One of the 
Images as a Hotspot 202 

Generate a Search Panel in Response to a User Identifying the Region as a Hotspot 
204 

Send a JavaScript Object Notation with Padding (JSONP) Request to an Item Search 
Web Service 206 

Render a HyperText Markup Language (HTML) Fragment Received from the Item 
Search Web Service in a Results Panel 208 

Store an Identifier Associated with an Input Element of the Results Panel Selected 
by a lJ ser as Associated with the Identified Hotspot 210 

FIG. 2 

Receive a JavaScript Object Notation with Padding (JSONP) Request from a 
Hotspot Editor Plugin 300 

Identify Content Satisfying Search Criteria of the Request to Generate Search 
Result(s) 302 

Generate a HyperText Markup Language (HTML) Fragment Defining an Intput 
Element Associated with Each Search Result 304 

Send the HTML Fragment to the Requesting Hotspot Editor Plugin 306 

FIG. 3 
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including 
One or More Images 400 

Display Hotspot(s) of One of the Images Included on the Web Page 
402 

Send a JavaScript Object Notation with Padding (JSONP) Request to an Item 
Preview Web Service in Response to a User Interaction ,vith One of the Hotspots 

404 
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Description 

FIELD 

Any responsive web search suggestion entries to the re
ceived at least a partial eniry are provided in the field of 
the web page from a web search suggestion fi!e stored 
in a web browser of ihe client compuiing device. 

[0001] n1is teclmology generally relates to methods 5 [0007] Acomputingdeviceincludesamemorycoupled 
and devices for assisting web searching and, more par- to one or more processors which are configured to exe-
ticularly, to methods for using local storage in a browser 
at a client computing device for providing one or more 
web search suggesiions and devices thereat 

cute programmed instructions stored in the memory in
cluding receiving at least a partial entry 1n field of a web 
page. Any responsive web search suggestion eniries to 

BACKGROUND 

[0002] Web sites improve the user experience around 
"search item" funciionalitiE,s by predictin\J a word or a 
phrase when a user at a ciient computing device sta1is 
typing. By way of examplE,, whEm the user at tf1e client 
computing device starts typing the beginning of the word, 
such as "New" for a city, an airport, or a rail station, tr1en 
the Web content provider could provide suggestions, 

10 the received al least a partial entry are provided in the 
field of the web page from a web search suggestion file 
stored in a web browser of a client computing device. 
[0008] This iechnology provides a number of advan-
1afies includin\J providing mE,thods, non-transitory corn-· 

15 puter readable medium, and devices that more quickly 
and effectively provide wE,b seard1 su;Jgestions. In par
ticular, with for example HTML5, this technology can uti
iize local storage witf1in a browser 1o store a web sE;arch 
suggestion file for use in providing web searcl1 sugges-

such as "New York" and "New Heaven". In anoil1er ex- 20 lions. As a result, in environmenis where the iniernet con-
ample, when ti1e user at the client computing device 
starts typing "soc", then tl1e Web content provider could 
provide SUflQE,stions, such as "socks 15" and "soccer 3" 
where the numbers indicate the number of items in tl1e 
catalog including the suggested words. 25 

[0003] This searci1 suggestion functionality is a com
mon user interface feature that is usually implemented 
wiU1 Ajax technology at U1e client computing device. 
When a user at ihe client computing device types in a 
text field, the JavaScript engine in the client computing 30 

devices sends a request to a Web content provider. This 
WE,b content provider re,turns a data set, such as .JSON 
data set, that the JavaScript at the client computing de-
vice will use to display results as a list of suggestions. 
[0004] When U1e internet connection for the client com- 35 

puiing device is fast, i.e. low latency, this search sugges-
tion functiona!i1y works pretty well. However when ihE, 
internet connection for the client computing device is slow 
or int,mnitt,rnt, such as wh,rn browsing 1hE, WE,b from a 
mobile computing device, then the pe1iormance of this 40 

SE,arch sug;Jes1ion SE,rvice, often detmioraies. 

SUMMARY 

[0005] A method using local storage in a browser to 45 

provide one or more wE,b seard1 sug;Jes1ions includes 
receiving by a client computing device at least a partial 
,miry in fiE;ld of a web pa;Je. /.,ny responsivE, web SE,arch 
suggestion entrie,s to the received at le,ast a partial entry 
are provided by the client computing device in ihe field 50 

of the web page from a web seard1 suggestion file stored 
in a web browser of the client compuiing device. 
[0006] A non-transito;y computer readable medium 
having stored thereon instructions for providing one or 
more wE,b search sumJE,s1ions comprising machine E,xe-- 55 

cutable code which when executed by at least one proc
essor, causes Hie processor to perform steps comprising 
receiving at least a partial entry 1n field of a web page. 

2 

ne,ction is slower, i.H. has higher latency, this technology 
is able to more quickly provide web search suggestions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] 

FIG. 1 is a block diagram of an environment with a 
client compuiing device which uses local storage in 
a browser to facilitate providing web searcl1 sugges
tions 

FIG. 2 is a flow chart of an example of a method for 
using local storage in a browser to provide one or 
more web search suggestions; 

FIG. 3A is a scrE,en shot of an E,xample, of a wE,b 
page for ACME airlines wiih two entry fields for a 
fli;Jht mser✓a1ion; and 

FIG. 3B is a semen sf1ot of an e,xample ofwe,b SE,arch 
suggestions provided from t11e web search sugges
tion file in local storage in the browser of the client 
computing device. 

DETAILED DESCRIPTION 

[001 OJ An e;,mmplary environment 10 with a cliEmt com
puting device 12 whid1 uses local storage in a browser 
to faciliiate providing web search suggestions is illustrat
ed in FIG. 1. In ti1is example,, the client computing device 
12 is coupled to one or more server devices 14(1 )-14(n) 
by a communication network 16, altt1ough other types 
and numbers of systems, devices, components, and/or 
elermmts in otf1er topolo;iies could bE, used. n1is ted1-
nology provides a number of advantages including pro
viding rm;ihods, non--transitory computer readablE, me,di
um, and devices that more quickly and effeciively provide 
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web search suggestions. 

[0011] Referring more specifically io FIG. 1, the ciient 
computing device 12 is a mobile pt1one, altt1ough oti1er 
iypes and numbers of client computing devices may be 
used, such as computer tablets, laptop computers and 
desktop computers by way of example only. In this ex
ample, the client computing device 12 includes at least 
one processor or central processing unit (CPU) 18, a 

memory 20 with a browser 21, a network interface 22, a 
user input device 24, and a display device 25 whid1 are 
coupled together by a bus 28 or other link, although other 
numbers and types of components, parts, devices, sys
iems, and elements in other configurations and locations 
can also be, used. Generally, ihE; ciien1 computin\J de,vicE, 

12 may for example request and receive web pages and 
other web content from one or mom of tf1e se,rver devices 
14(1 )-14(n) via the communication network 16 according 

to the HTTP-based protocol, for examplE;, al1hOUflh ihE, 
client computing device 12 can have and provide other 
types and numbers of functions and oiher operations. 
The processor 18 in the client computing device 12 may 

execute a program of stored instructions one or more 
aspects of the pmsent invention, as dE,scr!bed and illus

trated by way of the embodiments herein, althougl1 il1e 

interact with other elements. The user input device in the 

client computing device 12 can inciude a keypad, touch 
screen, and/or vocal input processing system, alU1ough 
other types and numbers of user input devices can also 

s be used. 
[0015] The display device 26 in the dent computing 
device 12 can be used lo show data and other information 

to the user, such as a requested web page by way of 

example only. The display device 26 in in ihe client com-
10 puting device 12 can be an LCD, LED, or OLED display, 

for example, although other types and numbers of dis
plays could be used depending on the particular type oi 
client computing device 12. 
[0016] ThE, communication m;1work 16 can include one 

15 or more netv11orks, such as one or more wide area net

works (INANs), for example the lntmnet, and/or one or 
more local area networks (LANs). By way of example 
only, ihE, communication network i6 can use TCP/IP ovE,r 

Eil1emet and industry-standard protocols, including Hy-
20 pertext transfer protocol (HTTP), secure HTTP (HTTPS), 

wireless application protocol (WAP), and/or SOAP, al

though other types and numbers of commurncation net
works having their own communications protocols, can 
also be used. 

processor 18 could execute other numbers and types of 25 [0017] The server devices 14(1)-14(11) may each one 

programmed instructions. or more i1ost applications, web services, and/or other da
ta and content which may be requested and retrieved by 
the c!ient computing device 12 via the communication 
network 16, alihough the server devices could each pro-

[0012] The memory 20 in the client computing device 
12 stores these programmed instructions for one or more 
aspects of the present invention as described and iilus
irated t1erein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. 

30 vide a wide variety of other types of functions and other 

operations. 
A varie,ty of different types of memory storage devices, 

such as a RAM or a ROM in the system or a floppy disk, 

hard disk, CD ROM, DVD ROM, or other non-iransitory 
computer readable medium whid1 is read from and/or 35 

written to by a magnetic, optical, or other reading and/or 

wri1infl system 1ha1 is couple,d 1o the, processor 18, can 
be used for the memory 20 in the client computmg device 
12. In this examplE;, the, me,mory includE;s 1hE, browse,r 21 
wl11ch may comprise any application configured lo for 40 

examplE, retrieve, prnsen1 and/or travmse, information re

sources and other content on t11e world wide web. With 

HTML 5, daia, such as a web search suggestion file, can 
be locally stored within tt1e browser 21, alU1ough other 
manners of obtaining local storage with the browser could 45 

be used. 

[0013] The network interface 22 in the client computing 
device 12 is usE;d to operatively couple and communicate 

between the client computing device 12 and ti1e server 
devices 14(1)-14(11) via the communication network 16, 50 

althougt1 0U1er types and numbers of networks with other 

types and numbers of connections and configurations 
can also be used. 

[0018] In this examplE;, each of ihE; serw;r device,s 

14(1)-14(n) includes al least one processor or a CPU, a 

memory, and a netvvork interface, which are coupled to
gether by a bus or other link, although one or more oi 
server devices 14(1)-14(11) can include other numbers 

and types of systems, dEivices, compon,mis, or o1hm E,1-· 

emenis in other configurations. The processor in each of 
tr1e servE;r devices 14(1)-14(n) can E,xecutE; a prowam 

of instructions stored in the memorJ of each of the server 
devices 14(1)-14(n) for one or more~ aspects of U1e 

present invention as described and illustrated l1erein, al

though the processor could execute other numbers and 
types of programmed instructions. 
[0019] The memory in each of the server devices 
14(1)-14(11) stores these programmed instructions for 

one or more aspects of the present invention, as de
scribe,d and illustratE,d hernin, althouiih some or all of ihE; 

programmed instructions could be stored andior execut
ed elsewhere. A variety of different types of memory stor
age devices, such as a RAM or a ROM in the system or 
a floppy disk, hard disk, CD ROM, or other non-transitory 
computer readable medium wt1ich is read from and/or 

written to by a magnetic, optical, or other reading and/or [0014] The user input device 24 in the client computing 
devicE, 12 can be used to input SE,lections, sud1 as a 

request for a particular web page or to enter data into a 
field of a web pa\JE;, althougr1 the, user input de,vicE, could 

be used to input other types of requests and data and 

55 writing systE,m 1ha1 is coupled to procE,ssor can be usE,d 
foril1e memory 111 each of the server devices 14(1)-14(11). 
[0020] n1e network interfacE, in e,ach of the, sE;rvm de

vices 14(1 )-14(n) is used to operatively couple and com-

3 
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[0025] In step 104, the requesting client computing de
vice 12 determines whether the browser has local stor
age for the received version of the web seardi suggestion 
file. In this example, with HTML 5 the browser 21 in the 

municate between each ottheserverdev1ces 14(1 )-14(n) 
and the client computing device 12 via the communica
tion network 16, althougl1 oUier types and numbers of 
communication networks with other types and numbers 
of connections and configurations can be used. 
[0021] Altl1ough embodiments of tl1e dent computing 
device 12 and server devices 14(1 )-14(n) are described 
and illustrated herein, each of the ciientcomputing device 
12 and the server devices 14( 1)-14(n) can be implement
ed on any suitable computer apparatus or computing de
vice. It is to be understood that the apparatuses and de
vices of Hie embodiments described l1erein are for ex
emplary purposes, as many variations of the specific 
hardware and software usE;d to impl,mien1 Hie embodi,
ments are possible, asw1II be appreciated by those skilled 
in the mlevant ar1(s). Furthermore, each of 1hH devices 
of the embodiments may be conveniently implemented 
using one or more, fieneral purpose compute,rs, micn}
processors, digital signal processors, and micro-control-

5 requesting computing device 12 can provide local stor
age so the Yes branch is taken to step 106. In step 106, 
the received version of the web search suggestion file is 
stored locally within the browser 2·1 of the ciient comput
ing device 12 and in this example without the use of a 

10 cookie, alttiough other manners of storing locally within 
the browser 21 can be used. More specifically and by 
way of example only, once the web seardi suggestion 
file is downloaded to the client computing device 12, a 
set of mcords can be inserted in 1:o one or more tables 

15 in a database in browser 21 to assist witl1 future queries, 
although other manners for organizing and locally s1oring 
the web search suggestion file can be used. If in step 
104, the mquesting computing device 12 can no1 provide 
local storage, then the No branch is taken to step 120 

lers, programmed according to the teachings of tl1e em- 20 where the user of the client computing device 12 can 
bodiments, as described and iliustrated l1erein, and as 
will be appreciated by those ordinarJ skill in the art. 
[0022] In addition, two or mcm; compu1ing apparatuses 
or devices can be substituted for any one of the devices 

continue with any viewing or other interaction witti the 
received web page. 
[0026] In s1:E;p 108, Hie reques1infl clien1 compu1:in;J de,-
vice 12 may optionaily determine whether to update any 

in any embodiment described herein. Accordingly, prin- 25 stored version of a web search suggestion file. By way 
ciples and advantages of distributed processing, such as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance of 
the devices of the embodiments. The embodiments may 

of example only, the requesting client computing device 
12 may adhere to a predefined and stored synchroniza
tion protocol for updating any stored version of a web 
search suggestion file, although other manners for main-

also be implemented on computer apparatuses or devic- 30 taining updates of any locally stored web search sugges
tion file at t11e requesting one of the client computing de-
vices can be used. 
[0027] If in step ·108 the requesting client computing 
device 12 determines to update any stored version of a 

es that extend across any suitable network using any 
sui1able interface medianisms and communications 
technologies, inciuding by way of example only telecom
munications in any suitable form (e.g., voice and mo
dern), wireless communications media, wireless commu
nications nei'Norks, cellular communications networks, 
G3 communica1ions networks, Public Switche,d Te,le
phone Network (PSTNs), Packet Data Networks (PDNs), 

35 web search suggestion file, ttien the Yes branch is taken 
to step 110. In step 110, the client computing device 12 

thE; lnterm;t, in1rane,1:s, and combinations tfiereof. 
[0023] The examples may also be embodied as a non- 40 

transitory' computE;r rE;adable, rm;dium havinfl instructions 
stored thereon for one or more aspects of the present 
technology as described and illustrated by way of the 
examples tierein, as described herein, wl1ich when exe
cuted by a processor, cause the processor to carry out 45 

the ste,ps nece,ssary to impl,mient the, rm;thods of the, 
examples, as described and illustrated herein. 
[0024] An exe,mplary me,thod for usin\J local storage, in 
a client computing device 12 for one or more web search 
suggestions will now be described with reference to 50 

FIGS. 1-38. In step 100, the client computing device 12 
requests a web page of a web site from one of the ser,1er 
devices 14(1)-14(n), although other types of content 
could be request. The one of the web content ser,1er de
vice,s 14(1 )-14(n) whidi hosts the we,b site msponds witri 55 

the requested web page as well as a current version of 
web sE;arch sug;Jestion file, for the, wE;b site which is m-
ceived by the client computing device 12 in step 102. 

4 

wil! request and recE;ive from Hie one of thE; smve,r de,-
vices 14(1 )-14(n) the updated web search suggestion tile 
wriich is stored locally within 1:he, browser 21 in the cli,mt 
computing device 12. If in step 108 ihe requesting clieni 
computin;J device 12 determines not 1:o update any stomd 
version of a web search suggestion file, then the No 
branch is taken to step 112" 
[0028] In addition to any optional periodic syndironi
zation, anytime the client computing device 12 submits 
another request for a web page of the web site, the client 
computing device 12 may optionally perform a version 
dieck to comparE; tfie current locally stored ve,rsion of 
the web search suggestion file for Hie web site against 
the version of the web search suggestion file for the web 
site at the one of i11e web content server devices 14(1 )-
14(11) which hosts the web site" If the versions do not 
matcl1, tl1en Hie new web seardi suggestion file may be 
requested and downloaded from the one of the web con-
1en1: server devices 14(1)··14(n) to the cliE;nt cornputinii 
device 12 updating tl1e locally stored database instance 
in brovvsBr 21. 
[0029] In step 112, text may be typed into a text field 
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of a received web page using user input device 24, al
though other manners for making an entry in other loca

tions of a web page could be used. By way of example 
only, the text of "New" is typed into a "From" text field 
202(1) witti a currently empty "To" text field 202(2) of a 

received web page 200 for "ACME Airlines" for making 
flight reservations as illustrated in FIG. 3/\. 

[0030] In step 1 ·14, when text is entered 1nio a field of 

a received web page on display device 26 of the ciient 
computing device 12, such as Hie text of "New" in the 
"From" text field 202( 1 ), then in this example a JavaScript 
code executes in ti1e client computing device 12 lo de
termine if a database instance of the web search sug

gestion file is in the local stora;ie within browser 21, al
though other types of processes could be used. If in step 
114, the client compu1infl de,vicE, 12 det,mnim,s a data-

base instance of the web search suggestion file is not 
stomd in Hie local s1orafie in browser 21, Hien Hie No 
branch is taken to step 120 as descnbed earlier. If in step 

at the client computing device ·12 especially when applied 

to large catalogs or other data. 
[0033] In step 118, the client computing device 12 pro
vides the suggestions identified from the locally stored 

5 web search suggestion file for the text field 202(1) as 

illustrated in FIG. 38 in this example, although other man
ne,rs for providing ti1e suggestions could be used. In step 

·120, il1e client computing device 12 can continue to view 

and interact with the web page on the display device 26. 
10 [0034] Accordingly, as illustrated and described wiii1 

the examples herein this technology provides methods, 
non-transitory computer readable medium, and devices 
that more quickly and effectively provide web search sug

iies1ions. In thesE, examples 1his technology use,s the lo--
15 cal storage capabilities provided by HTML5 at il1e client 

computing dEivice. Witfi this tedrnolOflY, ihE, process of 
predicting words or phrases can be applied directly and 
efflc!enily in 1hH browser of the cli,rnt computin;J device. 
[0035] Having thus described the basic concept of the 

114, the client computing device 12 determines a data- 20 invention, it will be rather apparent to those skilled in the 
base instance of the web searci1 suggestion file is stored 

in the local storage 1n browser 21, then the Yes brancl1 

is takErn to step 116. 
[0031] In step 116, in tl1is example the client computing 

art that ii1e foregoing detailed disclosure is intended to 

be presented by way of example only, and is not Ii miting. 
Various alterations, improvements, and modifications will 

occur and are intended to those skilled in the art, though 
device 12 executes an SQL query to retrieve all the rows 25 not expressly stated herein. These alterations, improve-
from the stored a database instance of the web search 

suggestion file within browser 21 containing the text that 
was entered, although ottier manners for querying the 
locally stored web search suggestion file could be used. 
More specifically, in this particular illustrative example 

two types of queries could be performed by the client 
computing device 12, altfiough oHier types and numbers 
of queries could be utilized. One type of query retrieves 

menis, and modifications are intended to be suggested 
hereby, and are within the spirit and scope of the inven
tion. Additionally, the recited order of processing ele

ments or sequences, or the use of numbers, letters, or 
30 other designations ttierefore, is not intended to limit the 

claimed processes lo any order except as may be spec
ified in Hie claims. Accordin;Jly, the invEmtion is limitE,d 
only by the following claims and equivalents thereto. 

all rows that include all words entered by the user at the 
client computing device 12 in the version of the web 35 

search suggestion file stored by utilizing HTML 5 func- Claims 
tionaliiies. This is a simplE, query and can be usE,d wrien 

the number of results is not high. For example, given il1e 
,miry of the word "New" entered in the text fiE;ld 202(1) 

in FIG.3/\, the client computing device 12 would retneve 
or su;JgE,st all text containing triis string, whidi in this 
particular example might suggest for the text "New" in 

the text field 202(1) in the web page "New York", "New 
Haven", or "New PlymouUi" as illustrated in FIG. 3B by 

40 

1. A method for providing one or more web search sug
;iesiions, the rm,1hod cornprisin;i: 

recE,ivin;J, by a cli,rnt computin\J device,, at least 
a partial entry 1n field of a web page; 

way of example only 45 

providing, by the client computing device, in the 
field of the web page any responsive web search 
suggestion entries to the received at least a par
tial entry from a web search suggestion file 

stored in a web browser of the client computing 
de;vice. 

[0032] Another type of optional query retrieves all rows 

that include the string entered by the user at the client 
compu1in;J de,vicE, 12. Accordinfily, tfiis type; of query m-
irieves records ttiat include the entered string entered in 

the version of the web search suggestion file stored at 
the client computing device 12 by utilizing HTML 5 func

tionalities. For example, given a string "soc" entered in 
a text field wl1ich is searched, i11e client computing device 

12 might retrieve, group and suggest items, such as "soc-

50 2. The method of claim 1 further comprising determin

ing, by tl1e client computing device, whether the web 

ce3r'1 (2) or ''socks'' {8) 1 whBr€3 thB nurnbe3r in pare3nthesis 55 

search suggestion file is stored in the web browser 
of the client computing device, wherein the providing 
in the field of the web page any responsive web 
search su;ige,stion entrie,s occurs whE;n 1:he, de;ier-· 

mining indicates tl1e web search suggestion file is 
stored in the wE,b browser of 1hE, cli,rni computing 

device. 

represents the number of records including the previous 
string. This te;chnique is more CPU intensive and time 

consuming, however it provides a better user experience 

5 
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3. The method as set forth in claim 2 further comprising: 

determining, by the ciient computing device, 
whether the web search suggestion file stored 
in the web browser f1as an updated version; and 5 

obiaining and storing, by the ciient compuiing 
device, tt1e updated version in U1e web browser 

at the client computing device when the deter-

determining whether the web searcl1 suggestion 
file siored in the web browser has an updated 

version; and 
obtaining and storing the updated version in ihe 
web browser at the client computing device 
when the determining indicates the update ver
sion is available. 

mining indicaies the update version is available. 9. The medium as set forth in claim 6 further comprising 
10 utilizing HTML5 to store the web search suggestion 

4. The method as seiforth in claim 1 further comprising 

utilizing, by tt1e client computing device, HTML5 to 
store the web search suggestion file in the web 
browsE;r of the ciient computing device. 

5. The me,thod as set forth in claim i wf1erein Hie pro-• 

Viding further comprises: 

15 

obtaining, by t11e client computing device, any 
responsive web search suggesiion entries to the 20 

al least a partial entry from U1e web search sug

gestion tile; 
groupinfJ, by 1hE, client computing device,, any of 
the obtained responsive web search suggestion 
eniries based on at least one common charac- 25 

teristic; and 
providing, by the client compuiing device, the 
grouped responsive web search suggestion en
tries with a number in each group corresponding 
to a number of ti1e responsive web search sug- 30 

gestion entnes. 

6. A non-transitory computer readable medium having 

stored thereon instructions for providing one or more 
web seard1 suggestions comprising maci1ine exe- 35 

cutable code which when executed by ai least one 

processor, causes the processor to perform steps 
comprising: 

receiving at least a partial entry in field of a web 40 

paiie; and 
providing in the field of the web page any re

sponsive web search suggesiion entries io ihe 
received at least a partial entry from a web 
search suggestion file stored in a web browser 45 

of 1hE, client computinfJ de,vicE;. 

7. The rm;dium of claim 6 furthe,r comprising determin-· 

ing whether ti1e web seard1 suggestion file is stored 
in the web browser of the client computing device, 50 

wf1erein ti1e providing in the field of ti1e web page 

file in the web browserofihe client computing device. 

10. The medium as set forth in claim 6 wherein the pro

viding further comprises: 

obtaining any rE;sponsive web se,arch suimes
tion entries to the at least a partial entry from tl1e 
we,b seardi suime,stion file; 
grouping any of the obtained responsive web 
search suggesiion entries based on ai least one 
common characteristic; and 

providing the grouped responsive web search 
sumiestion ,mtries with a number in E,ach group 
corresponding to a number of the responsive 

web search suggestion entries. 

11. A computing device comprising: 

one or more processors; 
a memory coupled to the one or more proces

sors whicl1 are configured to execute pro
grammed instructions stomd in the, memory' 

comprising: 

receiving at least a partial entry in field of a 

web page; and 

providing in the field of the wE,b pa\JE; any 
responsive web search suggestion entries 
to Hie receivE;d at IE,ast a partial entry from 

a web search suggestion file stored in a web 
browsm of the client computing dE;vice. 

12. The device as set forth in claim 11 wherein the mem
ory coupled to the one or more processors is fu;ther 

configured to execuie programmed instructions 
stored in the memory further comprising determining 

whether the web search suggestion file is stored in 
thE; web browser of 1hE, client computing dE;vice, 

wf1erein ti1e providing in the field of ti1e web page 

any responsive web search suggestion entries oc
curs when the determining indicates the web searci1 

suggestion file is stored in the web browser of the 
client computing device. 

any responsive web search suggestion entries oc
curs wt1en the determining indicates the web search 
suggestion file is stored in the web browser of the 
cli,mt computing device. 

8. The me,dium as set forth in claim 7 fur1hE;r compris-• 

ing: 

55 13. Tf1e devim as set forth in claim 12 wh,m,in Hie rrnmi-• 

ory coupled to the one or more processors is furtl1er 
configured to ex:ecute prowammE,d instructions 
stored in tl1e memory further compnsing: 
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deiermining wheil1erthe web search suggesiion 

file stored in the web browser has an updaied 
version; and 
obtaining and sioring ihe updated version in the 
web browser ai U1e client compuiing device 5 

when the deiermining indicates the update ver
sion is available. 

14. The device as set forth in claim 11 wherein the mem-
ory coupled to the one or more processors is further 10 

configured to execuie programmed instructions 
stored in the rnernory furtt1er comprising utilizing 
HTML5 to store the web search suggestion file in the 
web browse,r of the client computing dEivice. 

15. The device as set fortr1 in claim 11 whE,min the rrnm1-

or1 coupled io the one or more processors iS furil1er 
confiiJured to ex:e,cute prowarnme,d instructions 
stored in il1e memory for the providing further com-

15 

prises: 20 

obtaining any responsive web search sugges
tion en1riE,s 1o tf1e a1 least a partial Emtry from 1hE, 

web searcl1 suggesiion file; 
grouping any of the obtained responsive web 25 

se,arch suggestion e,ntries based on ai least one 

common characieristic; and 
providing tt1e grouped responsive web search 
suggestion entries with a number in each group 
corresponding to a number of the msponsive 30 

web search suggestion entnes. 

35 
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Description 

FIELD OF THE INVENTION 

set of the one or more fragments or the one or more 
words is generated with the menu management comput
ing apparatus. A modified menu is generated by the menu 
management computing apparatus by replacing each oc-

[0001 J niis technology generally relates to methods, 5 currence of eacti of the al least a subset of the one or 
non-transitory computer readable medium, and appara- more fragments and the one or more words of the original 
!uses for compressing source code defining web page 
menus and, more particularly, for reducing the amount 

menu with a rnrresponding one of Hie unique indices. 
The modified menu and the at least one dictionary are 

of time required to send, and the amount of memory re- sent with the menu management computing apparatus 
quired to store, source code defining web page menus. 10 lo the client computing device. 

BACKGROUND 

[0002] Manywe,b sites, inc!uding particularly retail web 
sites, have a large numberofweb pages organized based 
of categorie,s and subcatE,gories of content. In order to 
present a user with information regarding the organiza
tion of tfie we,b site, thesE; web pages often inciude a 
hierarchical menu. The hierarchical menu allows a user 

[0006] A non-transitory computer readable medium 
having stored thereon instructions for compressing men
us inciudes machine executable code which when exe-
cute,d by a processor, causes the, processor to pe,rform 

15 steps including obtaining an original menu associated 
with a we,b page mquested by a cli,mt compu1infJ dE,vice. 
The original menu comprises at least a plurality of URLs, 
each comprising one or more fragments, and a plurality 

to browse the categories and subcategories without leav- 20 

of titles, each c.omprising one or more words. A unique 
index for one occurrence of each of at least a subset of 
the one or more fragments and the one or more words ing the, curr,mt wE,b page. 

[0003] While a l11erarchical menu enhances the user 
experience, including a himarchical rm;nu increases thE, 
size of the web pages. The increased size is due lo il1e 

is generated. At least one dictionary comprising the gen
eratE,d indices associated wi1h a correspondinfJ one, of 
t11e subset of the one or more fragments or the one or 

information, including category and subcategory titles 25 more words is generated. A modified menu is generated 
and hyperlink addresses, required lo present ttie tiierar
chical menu. Due to the increased size, web pages with 
menus require an increased amount of time to retrieve 
from a server. 
[0004] To reduce ti1e time required lo retrieve each 
web page, some web site hosts store the menu source 
code in an external file, separatE; from the web paiies. 
Tl1e external file is downloaded one time at a client device 
and is referenced by the web pages when the menu is 
rendered by a web browser of the client device. Whi!e 
the web pages might be retrieved relatively quickly, the 
initial download of this e,xtE,mal file, can require a signifi
cant amount of time. Additionally, il1is external file stored 

by replacing each occurrence of each of the at least a 
subset of the one or more fragments and the one or more 
words of the original menu with a corresponding one of 
the unique indices. The modified menu and the at least 

30 one dictionary are sent to the client computing device. 
[0007] A menu management computing apparatus in
cludes a memory and a processor coupled 1o thE, rrn,m-· 
ory. The processor iS configured to execute programmed 
instructions stored in the memory including obtaining an 

35 original menu associated with a web page requested by 
a client computing device. The original menu comprises 
at IE;ast a plurality of URLs, eadi comprising one or more 
fragments, and a plurality of titles, each comprising one 

at 1hH cli,mt device, can mquim a sifJnificant amount of 
memory. In many client devices, particularly mobile de- 40 

or mom words. /1.. unique index for onE, occurrence of 
each of at least a subset of the one or more fragments 
and thE, om; or mom words is iieneratHd. /1..t least one vice,s, such as smart phom;s, memory is a limited re

source and utilizing a s1gnif1cant amount of memory to 
store this external file defining a menu is not desirable. 

SUMMARY OF THE INVENTION 

[0005] A method for compressing menus includes ob
taining, with a m,mu mana\JE,rm;nt computing apparatus, 
an original menu associated witti a web page requested 

dictionary comprising the generated indices associated 
with a corresponding one of the subset of the one or more 
fragments or the one or more words is generated. f\ mod-

45 ified menu is generated by rep!acing each occurrence of 
ead1 of ttie at least a subset of Hie one or more fragments 

by a client computing device. The originai menu compris- 50 

es at least a plurality of uniform resource locators (URLs), 

and the one or more words of the original menu witl1 a 
correspondinfJ one, of tfie unique indices. The modified 
menu and the at least one dictionary are sent to ti1e client 
computing device. 
[0008] This technology provides a number of advan
tages inc!uding methods, non-transitory computer read
able medium, and apparatuses Hiat reduce the amount 
of resources required to send and store web page menus. 

each comprising one or more fragments, and a plurality 
of titles, eadi comprising one or more words. A unique 
index for one occurrence of each of at least a subset of 
the one or morE, frafimemts and the one, or more words 
is generated with the menu management computing ap
paratus. /1..t least one dictionary cornprisinfl thE, fJeneratE,d 
indices associated with a corresponding one of the sub-

55 With this technology, a we,b pagE, menu is parsed at a 
menu management computing apparatus and modified 
to replace URL fraiiments and words in category and 
subcategory titles with unique indices. A dictionary is 

2 
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generated to store each of ihe fragments and words and 

corresponding indices. The modified original menu and 
ii1e dictionary, wi1ich together require less time io send 

and less memory to store than the original menu, are 

lions. 
[0012] The memory 20 in the menu management com

puting apparatus 12 stores ii1ese programmed instruc
tions for one or more aspects of the present invention as 

then sent to a client computing device that requesied ihe 5 described and illustrated herein, altf1ough some or all of 

web page having the associated original menu. the programmed instructions could be stored and/or ex-

BRIEF DESCRIPTION OF THE DRAWINGS 
ecuted elsewf1ere. A variety of differeni types of memory 

storage devices, such as a RAM or a ROM in the system 

or a floppy disk, hard disk, CD ROM, DVD ROM, or other 
[0009] 

FIG. 1 is a block diagram of a network environment 
which incorporates an exemplary menu manage

ment computing apparatus; 

10 non-transitory computer readable medium whid1 is read 

from and/or written to by a magnetic, optical, or other 
reading and/or writing system ii1ai is coupled to the proc
essor 18, can be used for the memory 20 in the menu 

mana;iermmt computinfl apparatus 12. 

FIG. 2 is a flowchart of an e,xemplary rm,thod for 

compressing a web page menu; 

15 [0013] Tl1e network interface 22 in t11e menu manage

ment computin;J apparatus 12 is used to operatively cou
ple and communicate between the menu managemeni 
computin;J apparatus 12 and the client dE,vices 14(1 )-· 

FIG. 3 iS an exemplary original web page menu; and 

FIG. 4 is tr1e exE;mplary original web page, menu of 

FIG. 3 modified according to the exemplary metl1od 
of FIG. 2. 

20 

14(11) via the communication network 16, altl1ough oiher 
types and numbers of networks with othertypes and num
bers of connections and configurations can also be used. 

The menu managemeni computing apparatus 12 may 
be a se,r-mr computing devicE,, sud1 as any version of 
Microsoft@ !IS server or Apache® server, alil1ough oil1er 

DETAILED DESCRIPTION OF THE INVENTION 25 types of servers may be used, or a web content proxy 

server, for example. 
[0014] The communication network 16 can include one 
or more networks, sud1 as one or more local area net
works (LANs) and/or wide area networks (WANs) such 

[0010] An exemplary network environment 10 is illus
trated in FIG. 1 as inciuding an exemplary menu man
agement computing apparatus 12. In this example, the 
menu management computing apparatus 12 is coupled 30 as the Internet. By way of example only, the communi

cation neiwork 16 can use TCPilP over Ethernet and io a plurality of client compuiing devices 14(1)-14(n) by 
communication network 16, althougf1 otf1er types and 
numbers of devices, components, and elements in other 

topologies could be used. This technology provides a 
number of advantages including meii1ods, non-transitory 35 

computer readable medium, and apparatuses that com
press web page m,mus and reduce the, amount of re-

sources required to send and store web page menus. 
[0011] Re,ferring more spE,cifically to FIG. 1, the menu 
management computing apparatus ·12 includes at least 40 

one processor or cEmtral processing unit (CPU) 18, a 

memory 20, and a network interface 22, whicl1 are cou-

industry--standard protocols, includinfl Hype,rtext transfor 
protocol (HTTP), secure HTTP (HTTPS), wireless appli

cation protoco! (WAP), and/or SOAP, although other 
types and numbers of communication neiworks having 
their own communications protocols, can also be used. 
[0015] ThE, cliEmt cornputinfl de,vicE,s 14(1)-14(n) ,ma-

ble a user to request, receive, and inieract with applica
tions, web services, and contEmt hoste,d by the, mEmu 

managemeni computing apparatus 12 via the commurn
cation network 16, although one or mom of tr1e client 

computing devices 14(1 )-14(n) could access content and 
utiiize other types and numbers of applications from other 
sources and could provide a wide variety of other func

tions for the user. By way of examp!e only, the client 

cornputin;J dE,vices 14(1 )··14(n) can be mobile computin\J 
devices, smart phones, personal digital assisiants, or 
compute,rs. 

[0016] In this example, each of ihe clieni computing 
devices 14( 1)-14(n) includes at !east one processor or a 
CPU, a memory, a network interface, a user input device, 
and a display, which are coup!ed together by a bus or 
other link, although one or more of client computing de
vices 14(1)-14(11) can include other numbers and types 

pled together by a bus 24 or other link, although other 
numbers and types of components, parts, devices, sys
tems, and elements in other configurations and locations 45 

can also be used. GE,m,rally, the menu manage,rrnmt 
computing apparatus ·12 processes requests for web 
pa;ies and othe,r wE,b contEmt recE,ived from tr1e client 

computing devices 14(1)-14(n) via ihe communication 
nei'Nork 16 according to the HTTP-based protocol, for 50 

example, altf1ough the menu management compuiing 
apparatus 12 can also provide other numbers and types 
offunctions. Tt1e processor 18 in ihe menu management 
computing apparatus 12 may execute a program of 
stomd instructions om, or more, aspects of tf1e pres,mt 
invention, as described and illusirated by way of the em
bodirrnmts h,m,in, althou;Jh thE, procE;ssor 18 could exfr· 

cute other numbers and types of programmed instruc-

55 of cornponBnts 1 parts, dBvice3s, systBrris 1 and €3!ernen1:s 
in other configurations. The processor in eacl1 of the client 

3 

computing dEivices 14(1)-14(n) can e,xecutE, a prowam 

of instructions stored in the memory of each of the clieni 
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computing devices 14('1)-14(n) for one or more aspects 
of the present invention as described and illustrated here
in, although ttie processor could execute ottier numbers 
and types of programmed instructions. 

mented using one or more general purpose computers, 
microprocessors, digital signal processors, and micro
controllers, programmed according lo the teachings oi 
the embodiments, as described and illustrated herein, 

[0017] nie memory in each of the client computing de
vices 14(1 )-14(n) stores these programmed instructions 
ior one or more aspects of the present invention, as de
scribed and illustrated herein, although some or all of the 
programmed instructions could be stored and/or execut-

5 and as will be appreciated by those ordinary skill in the art 
[0022] In addition, two or more computing apparatuses 
or devices can be substituted for any one of the devices 
1n any embodiment described herein. Accordingly, prin
ciples and advantages of distributed processing, such as 

ed elsewhere. A variety of different types of memory stor- 10 redundancy and replication also can be implemented, as 
age devices, such as a RAM or a ROM in the system or desired, to increase the robustness and performance of 

the devices of the embodiments. The embodiments may 
also be implemented on computer apparatuses or devic-

a floppy disk, tiard disk, CD ROM, or other non-transitory 
computer readable medium which is read from and/or 
wri1tE;n to by a mafinetic, optical, or othe,r readin\J and/or 
writing system that is coupled to processor can be used 
for Hie rm;mory in each of thE; cliEmt computinfJ devices 

es trial E;xtend across any suitable, network using any 
15 suitable inte1iace mecl1arnsms and communications 

14(1 )-14(n). Each of t11e client computing devices 14(1)-
14(n) can be, configumd to acce,ss wE;b sE;rvices and con-
tent t11rough a web browser stored 1n the memory. 
[0018] The network interface in each of the client com- 20 

puling devices 14(1 )-14(n) is used to operatively couple 
and communicate between each of the client computmg 
devicE,s 14(1 H 4(n) and the, rm;nu manafir:irrient comput-
ing apparatus 12 via the communication network 16, al
though other types and numbers of communication net- 25 

works witti oii1er types and numbers of connections and 
configurations can be used. 
[0019] nie user input device in eadi of the client com
puting devices 14(1)-14(n) can be used to input selec
tions, sudi as a request for a particular web page, al- 30 

though the user input device could be used to input ot11er 
types of requE;sts and data and interact with other E,le
ments. The user input device in each of the client com
puting devices 14(1 )-14(n) can include a keypad, touch 
screen, and/or vocal input processing system, although 35 

other types and numbers of user input devices can also 
be used. 
[0020] The display 1n eacl1 of the client computing de
vices 14(1 )-·14(n) can be used to sr10w data and informa-• 
lion to the user, such as a requested web page by way 40 

of E;xamplE, only. Tfie display in each of thE, cliEmt com
puting devices ·14(1)-14(n) can be an LCD, LED, orOLED 
display, for example, although other types and numbers 
of displays could be used depending on Hie particular 
type of client computing device 14( 1)-14(11). 45 

[0021] Alihougi1 embodiments of the menu manage
ment computing apparatus 12 and client computing de
vices 14(1)-·14(n) are describe,d and illustrated hE;rein, 

tE,chnolcJ\JiE;s, including by way of E;xample, only tele,com
munications in any suitable form (e.g., voice and mo
dem), wirE;less communications me,dia, wimless commu-· 
nications networks, cellular communications networks, 
G3 communications networks, Pubiic Switched Tele
ptione Network (PSTNs), Packet Data Networks (PDNs), 
the Internet, intranets, and combinations thereof. 
[0023] ThE, examples may also be E,mbodied as a non-· 
transitory computer readable medium having instructions 
stored thereon for one or more aspects of the present 
technology as described and illustrated by way of the 
examples herein, as described herein, which when exe
cuted by a processor, cause the processor to carry out 
the steps necessary to implement the methods of the 
examples, as described and illustrated herein. 
[0024] An exemplary method for compressing an orig
inal rm;nu will now be describE,d with refHrEmcE, to FIGS. 
1-4. Referring more specifically to FIG. 2, 1n step 200 the 
menu management computing apparatus 12 receives a 
request for a web page, such as a hypertext transfer pro
tocol (HTTP) request, from one of the client computing 
dev!ces 14(1 )-14(n). In ste,p 202, thE, rm;nu manaiiement 
computing apparatus 12 obtains the requested web page 
frorn om, oftrie rrnmu manaiJerm;ntcomputing apparatus 
·12. 
[0025] In ste,p 204, the rnenu rnanagernent computin\J 
apparatus 12 determines wheil1er the web page has an 
associated original menu. The associated original menu 
can be any menu, although tiierarchical menus w!ih cat
egories and subcategories may have repeated content 
allow!ng for reiatively significant compression, as de
scribed and illustrated in more detail later. In some ex
amples, thE; orifJinal m,mu is inciude,d in the source codE; 

ead1 of Uie menu management computing apparatus 12, for ti1e web page and, in other examples, Hie web page 
and client computing devices 14(1 )-14(n) can be imple- 50 source code references a separate external file, such as 
mented on any suitable computer apparatus or comput
ing device. It is to be understood that the apparatuses 
and devices of ti1e embodiments described herein are 
for exemplary purposes, as many variations of the spe-

a JavaScript file, which !ncludes the original menu. 
[0026] In examples in which the original menu is de
fined in a separate file, the init!ally-requested web page 
source code may cause a web browser of the requesting 

cific hardware and softwam used to irnplE;rm;nt thE, em- 55 one, of the, client comput!ng dev!ce 14(1 )-·14(n) to submit 
bodiments are possible, as will be appreciated by those a request for the file. The menu management computing 
skilled in thE, rele,vant art(s). Fur1h,mnore, E,ach of Hie 
devices of the embodiments may be conveniently 1mple-

4 

apparatus 12 can parse trie web pa;ie or fi!e obtained 
from the one of the menu management computing ap-
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paratus ·12 io identify any key words or patterns repre

senting a menu (e.g. alternating plan text titles and URL 

f1yperlinks), for example, alti1ougf10U1er meihods of iden
tifying an original menu associated with the requested 
web page can also be used. 
[0027] If the menu management computing apparatus 
12 deiermines in siep 204 tf1ai the requested web page 

does not have an associated original menu, then the No 
branch is taken to step 200 and another request is re
ceived from one of Hie client computing devices 14(1)-

14(n). If the menu management computing apparatus 12 
deiermines in step 204 U1at tt1e requested web page does 
have an associated original menu, then the Yes branch 

is takEm to step 206. 
[0028] Opiionally, in step 206, the menu management 
compu1infJ apparatus 12 det,mnine,s wf1ethE;r tf1e rE;-
questing one of the client computing devices ·14(1 )-14(n) 

is a device, havinfJ relatively limited storaiie capabi!i1ies, 
referred to l1erein as a mobile computing device. Tl1e 

nies," respectively. In this example, each of the "Acces
sories" category and the four subcategories has an as

sociated URL of a web page having content associaied 
with the respective category or subcategory title. 

5 [0032] Referring back to FIG. 2, in step 208, only one 
index is generated for multiple occurrences of the same 
fragment and/or word in tf1e original menu 300. In this 

example, only one index is generated tor the title word 

"Shoes" in the source code 300 even though the word 
10 appears in more tf1an one iitle. Addiiionally, only one in

dex is generated for the key/value pair fragment 
"sort:==price" even though the fragment appears in all oi 
the URLs. The menu management computing apparatus 

12 can be confiiJured to parse thE; original rm;nu 300 to 
15 identify title words and URL fragments based on an es

tablisr1ed configuration in ordm to iieneratE, the indirns. 

[0033] The menu management compuiing apparatus 
12 parses some or all of the title,s of the orifJinal menu 
300 and generaies an index for some or all words or 

menu management computing apparatus 12 can deter- 20 combination of words in each of the titles. Words can be 

mine wheU1er the requesting one of ti1e client computing 

devices 14(1)-'14(n) is a mobile computing device based 
on a user agEmt hE,ader inc!uded in one or mom of thE, 

packets associated witl1 the HTTP request received m 
step 200, for example, although other methods of iden- 25 

iifying mobile computing devices can also be used. 
[0029] If the menu management computing apparatus 
12 determines that tf1e requesting one of tf1e clieni com
puting devices 14(1)-14(11) is not a mobile computing de
vice, ti1en the No branch is iaken to step 200 and another 30 

request is received from one of the client compuiing de
vice,s 14(1 )-14(n). AccordinfJly, in some E;xamplE,s, steps 
208-220 are only performed for mobile computing devic-

es which have relatively limited storage capabilities and 
can ti1ereiore benefit most from the compression method 35 

described and illustrated herein. 

[0030] lftr1e menu management compulin\J apparatus 
12 determines in siep 206 that il1e requesting one of il1e 
client computinfJ dE;vices 14(1)--14(n) is a mobile cornput-· 
ing device, then the Yes branch is taken to step 208. In 40 

ste,p 208, thE, menu manaiiement compu1infl appara1us 
12 parses il1e original menu and generates a unique in-

dex for at least a subset of the fragments and/or words 
of the original menu. The original menu can include a 

any sequence of characters and numbers separated by 

a space (e.g. "Men" and "Shoes"). In one exemplary con
figuration, Hie menu manaiiement cornput!ng apparatus 
12 generaies an index for every encountered word in a 

title. Words included in titles may be repeated as the title 
in a lower caiegory in a hierard1ical menu is likely to 
share word(s) with the title in a higher category, while 

adding word(s) to be more specific. 
[0034] The menu management computing apparatus 
12 also parses some or all of the URLs of the original 

menu 300 and generates an index for some or all frag

mEmts or combination offrafimemts in Hach of the, URLs. 
In one exemplary configuraiion, the menu management 

computing apparatus 12 only generates an index upon 
encountering a URL fragment more ti1an once or a pre

determined number of times, although indices can also 

be gEmerated by 1hE, menu manafiement cornput!ng ap-· 
paratus 12 upon initially encountering a fragment 
[0035] In the, E,xemplary original rmmu 300 illustrated 

1n FIG. 3, in this example, the menu management com
puting apparatus 12 will only gE,m;rate a uniquE; !ndex for 

t11e multiple occurrences of the "sort=price" key/value 

pair fragment upon encountering it a second time in the 
URL associated with the "Women Shoes" subcategory. 

plurality of titles, each including one or more words, and 45 The menu management computing apparatus 12 can 
a plurality of URLs, each including one or more frag

ments. Exemplary URL fragments include an entire URL, 
a prefix, a pa1h, one or more words of a pa1h, a quE;ry, a 

key/value pair of a query, a key of a query, a value of a 
query, or combinations thereof, for example, although 
oti1er URL fragments can also be used. 

[0031] Referring to FIG. 3, an exemplary original menu 
300 associated witf1 a web page is illustrated. In this ex
ample, the original menu 300 defines a hierarchical menu 

vvith cc3t€3~Jories hc3vin~J titles of ''Shoes,'' 11AccBssoriE:;s,'1 

and "Dresses." Tl1e "Sl1oes" and "Dresses" categories 
each havE; 1wo sub--cateiior!es w!th titles of "MEm Shoes" 
and "Women Shoes" and "Long Dresses" and "Ceremo-

parse the original menu 300 and maintain a list of previ

ously encountered fragments and/or words which is used 
to dE,terrnine whE,the,r an associated !ndex sf1ould be, or 

has previously been, generated. 
50 [0036] In another example, the menu management 

computing apparatus 12 can be configured to parse each 
URL to identify the prefix (e.g. "http://www.ac
me.com/catalog"), path (e.g. "Men Shoes/products"), 
and/or query fragments (e.g. "plp_i=2354&sort=price") 

55 1ha1: are likB!y 1:o bE:; repea1ed in o1h€3r UR Ls of 1:hB source 
code 300. Althougl1 one example is illustrated and de
scribe,d hE;re, othE;r rm;thods and configurations can bE; 

used to parse the URLs and titles of the original menu 

5 
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300. 
[0037] Opiionally, the generated indices include one 
or more digits in base 52 format with ead1 digit being an 
ASCII lowercase letier, uppercase letter, ornumberfrom 
0-9. In one example, Hie menu management computing 
apparatus 12 uses two base 62 digits which allows ihe 
menu management computing apparatus 12 to represent 
620 or 3844 numbers, although ot11er numbers of digits 
and bases can also be used. 
[0038] In step 210, ti1e menu management computing 
apparatus 12 generates ai least one dictionary including 
ii1e generated indices associated wiHi a corresponding 
one of the fragments or words or combinations of frag-

menu management computing apparatus ·12 can deter
mine whether the requesting one of ihe client computing 
devices 14(1 )-14(n) is a mobile computing device, as de
scribed and iiiustrated earlier in siep 206, and only com-

5 press al least a po;tion of one or more of the dictionaries 
when it is determined that the requesting one of the client 
computing devices 14(1 )-14(n) is a mobile computing de
vice. Accordingly, in some examples, step 2·12 is only 
pe1formed for mobile computing devices which have rel-

10 atively limited storage capabilities and can therefore ben
efit most from a second level of compression as de
scribed and illustrated herein. 
[0042] In the exemplary original menu 300 illustraied 

rnen1s or words. In tfiis E;xamplE,, Hie menu rnanage,rrnmt in FIG. 3, in om; ex:ample, the words dictionary inc!udes 
computing apparatus 12 generates a words dictionary 15 an entry of "01 :Accessories/Products" whicl1 establishes 
for storin;J the gem,ratE;d unique indice,s for occurrnnces 
of a word, URL, patl1, or word of a path, and a parameters 
dictionary for storin;J thE, ;ienerate,d unique indices for 
occurrences of a query, key/value pair of a query, key of 
a que1y, or value of a query for example. Other numbers 20 

of dictionaries storing oti1er fragments and/or words can 

an assoc!ation of Hie base, 62 number "01" with the "Ac
cessories/Products" path fragment. In !his example, tl1e 
mEmu management computing apparatus 12 can corn-· 
press the dictionary by replacing "Accessories/Products" 
in the diciionary eniry associated with the "01" index wiih 
indices generated in step 208 for portions of ti1e fragment 
(e.g. "Accessories" and "Products"). In !his example, "Ac-also be used. 

[0039] An E;xemplary words dictionary fJeneratE,d in cessories" is associated witfi the, 02 indE;x and "Products" 
step 210 for the source code 300 is illustrated in Table 1. is associated with the 00 index in the dictionary. Accord-

25 ingly, ihe menu management computing apparatus 12 
Table 1 can replace the "01 :Accessories/Products" entry using 

Index Fragmenttv\ford 

00 products 

01 02! 00 

02 Accessories 

03 Shoes 

04 Men 

05 Women 

06 price 

07 Dresses 

08 Long 

09 Ce3re;rnonie;s 

[0040] An exemplary parameiers dictionary for the 
source code 300 is illus1rntE;d in Table 2. 

Table 2 

Index: Frawnent/Word 

00 sort=price 

01 plp_i 

02 so;t 

[0041] Optionally, in stE,p 212, the, menu rnanage,rrnmt 
computing apparatus 12 compresses at least a portion 
of one or more of the dictionaries. Also optionally, ihe 

the indices generated in step 208 (e.g. "00:02/ 00"). 
[0043] Alternatively, in examples in which indices were 
not generated for prniions of a fragment in step 208, the 

30 menu management computing apparatus 12 can gener
ate indices m step 212, store the generated indices and 
associations in thE, dictionary, and mplace thE; fragment 
as described and illustrated earlier. In some examples, 
the menu management computing apparatus 12 can 

35 compress the dictionary for fragments and/or words hav
ing a threshold number of characters or a ihreshold 
number of portions sriared with o1hHr fragments and/or 
words in the dictionary. By establishing a threshold, the 
incrE;asE,d timE, requimd 1o compress the dictionary can 

40 be balanced with the reduced size of the compressed 
dictionary. Otrier mE,thods of compmssing the dictionary' 
can also be used. 

45 

50 

[0044] In step 214, the menu management computing 
apparatus 12 generates a modified menu by replacing 
occurrence(s) of the fragments and/or words in the orig-
inal menu 300 witi1 a corresponding one of the indices 
generated m step 208. In one example, tl1e modifications 
to the ori\Jinal menu 300 occur durin;J an initial parsing 
of the original menu 300 and while the dictionary is being 
generated by ihe menu management computing appa
ratus 12. In another example, the menu management 
computing apparatus 12 parses the original menu 300 a 
second time, subsequent to generating the dictionary, 
and uses the dictionary to determine which fragments 

55 and/or \Vords ar€; 1:o b€; re3placed. 
[0045] Optionaily, the fragments and/or words in the 
original menu 300 are re,placed by 1hE, lon\JE;s1 (e.g. larg
est number of successive characters) corresponding 
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fragment and/or word in the dictionary. For example, il1e 

path fragmeni ( e.g. "Men_Shoesiproducts") of a URL as
sociated wiUi a subcategory is repeated several times in 

ihe original menu 300. Based on the configuration of the 
menu management computing apparatus 12, ttie path 
fragment may be included in the dictionary associaied 
with an index. In Hiis example, occurrences of the path 
of the URL are replaced by the corresponding index even 

when indices were generated, in step 208, and associ
aied in ihe dictionary, in step 210, with one or more words 
of the path (e.g. "Men," "Shoes," or "products"). In this 
example, the dictionary entry ior the patti fragment can 
opiionally be compressed using the entries of the words 
of Hie patfi, as described and illustratE,d earlier with re,f
erence to step 212, and paih fragment in ihe original 
rm;nu 300 will be replaced with a reducE,d numbm of in-· 

dices. 
[0046] Ref,minfl to FIG. 4, an exemplary modified 
menu 400 generated in step 214 is illustraied. In this ex

ample, ihe modified menu 400 includes "0403" in place 
of the "l'vfon Shoes" subcategory title included in ttie orig

inal menu 300. As indicated in the exemplary words dic
tionary shown in Table 1, thE, basE, 62 index "04" was 

generated by the menu management computing appa-

titles are replaced by a corresponding two digit base 62 

index generated in step 208, the spaces or other standard 
separaior in the titles can be removed. In this example, 
every two digits in a title represenis a word of the title so 

5 the separators do not need to be included and can be 

removed to reduce the size of the modified menu 300. 
In ttie modified menu 400, the space beiween indices 

that replaced the words in the "Men Shoes," "Women 

Shoes," and "Long Dresses" titles is removed. 
10 [0049] In examples in which some fragments of a URL 

(e.g. words of a path) are not be replaced by an index, 
the menu management compuiing apparatus 12 can in
sert a space before and/or after any sei of two or more 
sequEmtial indicE,s in the URL. By inserting a spam, which 

15 is not a valid character inside a URL, any valid cl1aracters 

and/or fra;iments not mplaced can bE; diffemmtiated from 
any indices that replaced fragments included in the orig
inal menu 300. Other invalid charactE;rs can also be usE,d 

to differeniiate indices that replaced fragments in t11e orig-
20 inal menu 300. 

[0050] Additionally, in examples in wtiich all key/value 

pair fragments are converted, a"&" or other special cl1ar
acter SE,parating sequential kE;y/value pairs can be m-· 

moved by the menu management computing apparatus 
ratus 12, in step 208, and associated with the word "Men" 25 12. lnsiead, in these examples, the"&" character can be 

in the dictionary, in step 210. Similarly, ii1e base 62 index 
"03" was generaied by the menu management compui
ing apparatus 12, in step 208, and associaied witti ihe 
word "Shoes" in the dictionary, in step 210. Other indices 
and dictionary entries can also be used. 30 

inserted by the menu management computing apparatus 
12 before andior after any value fragment of a query frag
ment for any of ttie UR.Ls. By inserting ttie "&" charac
ter(s), the value can be differentiated from any indices 
that replaced fragments included in the original menu 

300. [0047] The source code 400 further includes "0403/ 
00?01 &2354&00" in place of Hie "http://www.ac
me.com/caialog/Men __ Shoes/prod

ucts?plp_i=2354&sort=price" URL associated with ihe 

[0051] In tfie modified rrnmu 400, tfie value fragment 
"2354" of the URL associated with il1e "Men Shoes" sub

category is preceded and followed by a "&" character, 
"Men Shoes" subcategory. The "Men Si10es" portion of 35 which differentiates Hie "2354" value fragment from ihe 

ihe path in the URL associated with ihe "Men Shoes" 

subcate;iory is replaced witfi "0403" which am the indices 
associated with the "fvlen" and "Shoes" words, respec
tively, in the words dictionary. f\dditionally, tfie "products" 

portion of the path and "plp _ _i" key fragmeni in the URL 
associatE,d wiHi thE, "Men Shm,s" subcatE,gory are re
placed with "00" and "0·1," respectively, which are il1e 

indices associaied with the "products" poriion of the path 
and the "pip i" key fragment in ii1e words and parameters 
dictionaries, respectively. Finally, the "sort=price" 
key/value pair fragment in Hie URL associated witi1 the 

"Men Shoes" subcategory is repiaced with "00," which is 
thE, index associated with tfie "sort=pricE;'' kE,y/valuE, pair 

fragment in the parameters dictionary. The other titles 
and URLs in the source code 300 are similarly modified 
as illustrated in the modified menu 400. 

[0048] In step 216, the menu management cornpuiing 
apparatus 12 optionally applies one or more rules to re
move and/or insert spaces andior special characters in 
the modified rnenu 400, for exarnplE,, so that the titles 

and URLs can be properly interpreted and decom
pmssE,d at tfie requestinfl one of the client computing 
device 14(1)-14(n). In one example in whicl1 all words in 

"01" and "00" indices ihai precede and follow, respec

tively, Hie "2354" value fra;irnen1. Other spE,cial charac-
ters can also be used to differentiaie indices that re pi aced 
fragmEmts in thE, original menu 300. 

40 [0052] Because all of the URLs have the same prefix 

frawnent of "http://www.acme.com/catalog" in Hie orifii-· 
nal menu 300, the prefix fragment iS removed and re

placed by a space in the modified menu 400. The prefix 
fragment could also be replaced by an index value or a 

45 special character, for example. Additionally, the "_" spe
cial character can be removed from any orn1e UR Ls since 

two indices ( e.g. "0403") representing two words of a pail1 
fragmEmt are always separatE,d by thE, " __ " character as 

a space is an invalid diaracter in a URL and ii1e words 
50 wou!d be represented by only one index if there were no 

" "diaracter ber.,veen them. 
[0053] Other characters (e.g. "t and "7") are not re
moved from the URL.sin ti1is example since ti1ey are valid 

characters and are noi digits in the base 62 format used 
55 for thE, indices. Otfier rules for modifying titles and/or URL 

fragments with respect to spaces and special cl1aracters 
can also bE; used. 

[0054] Referring back to FIG. 2, in step 218, tl1e menu 

7 
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lion. Additionally, il1e recited order of processing ele
ments or sequences, or the use of numbers, letters, or 
other designations ttierefore, is not intended to limit ihe 
claimed processes to any order except as may be spec-

managemeni computing apparatus 12 sends the modi
fied menu 400 and the dictiona1y to the requesting one 
of ttie c!ient computing devices 14(1 )-14(n). In step 220, 
the menu management computing apparatus 12 sends 
decompression source code io the requesiing one of ihe 
client computing devices 14(1 )-14(n). The decompres
sion source code, when executed by the requesting one 
of the client compuiing devices 14(1)-·14(n), converts the 
modified menu 400 into the original menu 300 using the 

s ified in the c!airns. /\ccordingiy, the invention is iirnited 
only by the following claims and equivalents thereto. 

Claims 
dictionaries generated in siep 210, and sent to ii1e re- 10 

questing one of the client computing devices 14(1 )-14(n) 1. A method for compressing menus, the method com-
in step 218, and based on the rules applied in step 21fi. 
[0055] Accordingly, the decompression source code, 
sEmt by Hie menu management compulin\J apparatus 12 
with the dictionaries and the modified menu 400, is con- 15 

f;gurE;d to parse the modified mEmu 400, rnplace Emcoun-· 
iered indices with corresponding URL fragments and/or 
title, words in the, dictionaries, and reverse thE; msults of 
the rules applied in step 216. For example, ihe decom
pression source code can be configured to inset a space 20 

ioilowing eaci1 word in a title that is converted. In anothe,r 
example, a"__" special character in a path fragment of a 
URL is insE;rtE,d by tfie menu manage,rrnmt computinfl 
apparatus 12 following any each word of the path that is 
converted. 25 

[0056] The decompression source code can be con
figured to reverse the result of applying one or more other 
rules and/or perform other functions in order to convert 
the modified menu 400 into the original menu 300. Ad
ditionally, the de,compression source code can be stomd 30 

in the memory 20 of the menu management computing 
apparatus 12 and sEmt to a requE;stin;J om; of the c!i,mt 
computing devices 14(1)-14(n) following, or along with, 
the modified menu 400 and the dictionaries. 
[0057] Accordingly, as illustrate,d and describe,d he,rein 35 

this technology provides a number of advantages includ-
in;J methods, non-transitory computer rE;adable me,dium, 
and apparaiuses il1ai reduce the storage requirements 
for, and time required 1o retrieve,, wE,b page menus. With 
ih1s iechnology, a web page menu 1s compressed using 40 

at least one, dictionary to stom indices cormspondinfl to 2. 
word(s) in menu titles and/or fragmeni(s) in URLs of il1e 
menu. The compressed menu is sent to a requesting 
clieni computing device, along wiii1 ihe dictionaries and 
decompression source code configured to convert the 45 

modified menu into the original me,nu. Advantageously, 3. 

the modified menu, dictionaries, and decompression 
source, code can be s,mt in le,ss time, and are sma!ler in 
size ihan ti1e original menu. 
[0058] Having thus described the basic concept of the 50 

invention, it will be rattier apparent to those, skilled in ihe, 
art that the foregoing detailed disclosure is intended to 
be presented by way of example only, and is not limiting. 

prising: 

obtainin;J, with a menu manafiement computin\J 
apparatus, an original menu associated wiil1 a 
web page requE;sted by a ciiEmt computin;J de
vice, ihe original menu comprising at least a plu
rality of uniform rnsource locators (URl.s), each 
comprising one or more fragments, and a plu
rality of titles, each comprising one or more 
,,vords; 
generating, wiih the menu management com
putin\J apparatus, a uniquE, index for one, occur-· 
rence of each of ai least a subset of the one or 
more fragments and the one or more words; 
generating, wiih the menu management com
puting apparatus, at least one dictionary com
prising ttie generated indices associated with a 
corresponding one of the subset of the one or 
mom fragme,nts or the one or more words; 
generating, wiih the menu management com
putin\J apparatus, a modified m,mu by replacin\J 
each occurrence of each of the ai least a subset 
of the one or more fragments and the one or 
mom words of the original menu with a corre
sponding one of the unique indices; and 
s,mdinfl, wi1h U1e m,mu mana;iernent computin\J 
apparatus, the modified menu and the at least 
one dictionary to Hie client computing device. 

Tfie method of claim 1, whE,rnin 1hE, om, or more frafi·· 
ments comprise one or more of a URL, prefix, path, 
word of a path, que1y, key/value pair of a query, key 
of a query, or value of a query. 

Tfie method of claim 1, wherein the at least one dic
tionary comprises a words dictionary for storing the 
;ieneratE,d unique indicE,s for occurmncE,s of a word, 
URL, prefix, path, or word of a path and a parameters 
dictionary for storing the generated unique indices 
foroccurrence,s of a que,ry, key/value pair of a query, 
key of a query, or value of a query, 

Various alterations, improvements, and modifications will 4. The method of claim 1, further comprising: 
occur and arE; intm1ded to those, skillE,d in 1hH art, thougr1 55 

not expressiy stated herein. These alterations, improve- compressing, with the menu management com-
rmmts, and modifications are intende,d to bE; su;ige,stE,d 
hereby, and are witl1in the spin! and scope of the 1nven-

8 

puling apparatus, at IE,ast a portion of the at IE,ast 
one dictionary; and 
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sending, with il1e menu managemenicompuiing 
apparatus, to ihe client computing device, 
source code configured to convert tf1e modified 
source code inio the original source code using 

one of the unique indices; and 
sending the modified menu and the at least one 
dictionary to the client computing device. 

the ai least one dictionary. 5 10. Tf1e medium of claim 9, wl1erein the one or more 
fragments comprise one or more of a URL, prefix, 
patt1, word ofa path, query, key/value pairof a query, 
key of a query, or value of a query. 

5. Tl1e metf1od of claim 1, wt1erein tt1e subset of the 
one or more fragments includes only one or more of 
the fragments occurring more than once in the plu
rality of URLs. 

6. Tl1e method of claim 1, wherein tl1e unique indices 
comprise one or more digits in base 62 format 

10 11. Tf1e medium of claim 9, wl1erein the at least one dic
tionary comprises a words dictionary for storing the 
generated unique indices for occurrences of a word, 
URL, prefix, path, or word of a path and a parameters 

7. The method of claim 1, wherein the modifying further 15 

com prisE,s: 

rE;movinfJ any SE,parator bE,1we,m words for any 
of the plurality of lilies comprising two or more 
words; 
inserti nfl a space befom or aftE,r any two or more 
sequential indices for any of the URLs; and 
inse,rting a special charactE,r beforE, or after any 
value of a query for any of the URLs. 

8. Tl1e method of claim 1, further comprising: 

deiermining, witf1 tf1e menu management com
puiing apparaius, whether the ciient compuiing 

20 

25 

dictionary for storin\J 1hE, fJeneratE,d unique, indice,s 
foroccurrences of a query, key/value pair of a query, 
key of a query, or value of a query. 

12. Tf1e rm,dium of claim 9, furthE,r comprising machine 
execuiable code wl1ich, when executed by the proc
essor, causes the processor to perform steps further 
comprising: 

cornpmssing at IE,ast a portion of the at least one 
dictionary; and 
sending to the client computing device source 
code configured to convert tl1e modified source 
code into the original source code using ihe ai 
least one dictionary. 

device is a mobile compuiing device; and 30 13. The medium of claim 9, wherein Hie subsei of ihe 
only performing the generating and sendmg one or more fragments includes only one or more of 
stE;ps wf1en it is dE;termined that tf1e client corn
puiing device is a mobile computing device. 

the frawrnmts occurring morE, than once in thE, plu-· 
rality of URLs. 

9. f\ non-transitory computer readable medium having 35 14. The medium of claim 9, wl1erein U1e unique indices 
stored thereon instructions for compressing menus comprise one or more digits in base 62 format. 
comprising machine exe,cutable code wr1ich wr1en 
executed by a processor, causes ihe processor to 
pe,rform steps comprising: 

40 

obtaining an orifJinal rm;nu associated with a 
web page requested by a client computing de
vice, the original menu comprising at least a plu
rality of uniform resource locators (URLs), each 
comprising one or more fragments, and a plu- 45 

rali1y of titles, each comprisinfl one or morE, 
words; 
fJeneratinfJ a unique inde,x for one, occurremce 
of each of ai least a subset of the one or more 
fragments and the one or more words; 
generating at least one dictionary comprising 
the generated indices associaied with a corre
sponding one of the subset of the one or more 
fragments or the one or more words; 

50 

gEmerating a modifie,d rm;nu by mplacinfl ead1 55 

occurrence of each of t11e at least a subset of 
the om, or morE, fragments and 1hE, one or more 
words of the onginal menu with a correspondmg 

15. The medium of claim 9, wherein the modifying furtl1er 
comprises: 

removing any separator between words for any 
of the pluraliiy of titles comprising iwo or more 
words; 
inserting a space before or after any two or more 
sequential indices for any of ihe URLs; and 
inserting a special cl1aracter before or after any 
value of a query for any of the URLs. 

16. The medium of claim 9, further comprising machine 
executable code which, when executed by ihe proc
essor, causes the processor lo perform steps furiher 
comprising: 

determining whether the client computing de
vim is a mobile computinfJ devicE,; and 
only performing the generaiing and sending 
stE;ps wf1en it is determined that tf1e client com
puting device is a mobile computing device. 
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17. A menu management compuiing apparatus, com
prising: 

a memory; and 
a processor coupled to the memory and config- 5 

21. The apparatus of claim 17, wherein the subsei of the 
one or more fragments includes only one or more of 
ti1e fragments occurring more U1an once in the plu
rality of URLs. 

ured to execute programmed instructions stored 22. The apparatus of claim 17 wherein the unique indi-
in the memory, comprising: ces comprise one or more digits in base fi2 format. 

obtaining an original menu associated with 23. The apparatus of claim 17, wherein the modifying 
a web page requested by a client compuiing 10 fu;ther comprises: 
device, the original menu comprising at 
leasi a plurality of uniform resource locators 
(URLs), each comprising one or more frag
ments, and a plurality of titlE,s, each com-
prising one or more words; 15 

;ienerating a uniquE; indE,x for one occur-• 
rence of each of ai least a subset of the one 
or more frafimemts and tr1e om; or mom 
words; 

removing any separator between words for any 
of the plurality of titles comprising two or more 
words; 
inserting a space before or after any two or more 
sequEmtial indices for any of thE, URLs; and 
inse1iing a special character before or after any 
valuE, of a que,ry for any of tf1e URL.s. 

generating at least one dictionary compris- 20 24. The apparatus of claim 17, wherein the processor is 
ing U1e generated indices associated with a 
corresponding one of t11e subsei of t11e one 
or more fragmEmts or thE, onE, or mom 
words; 
generating a modified menu by replacing 25 

furiher configured lo execuie programmed instruc
tions stored in the memory furt11er comprising: 

determining whether t11e clieni computing de
vice is a mobile computing device; and 

ead1 occurrence of eacl1 of the at least a only performing the generating and sending 
subset of the one or more fragments and steps when it is determined that the ciient com-
the one or more words of tt1e original menu puling device is a mobile computing device. 
with a corresponding one of the unique in-
dices; and 30 

sending the modified menu and the ai least 
one dictionary to the, client computinfl de
vice. 

18. Ti1e apparatus of claim 17, wt1erein the one or more 35 

fragments comprise one or more of a URL, prefix, 
patf1, word of a path, qumy, keyivalue, pair of a quE,ry, 
key of a querJ, or value of a query. 

19. The apparatus of claim 17 wherem the at least one 40 

dictionary comprisE,s a words dictionary for s1orinfl 
the generated unique indices for occurrences of a 
word, URL, prefix, path, or word of a path and a pa
rameters dictionary for storing U1e generated unique 
indices for occurrences of a query, keyivalue pair of 45 

a query, key of a query, or value of a query. 

20. The apparatus of claim 17, wr1erein thE, procE;ssor is 
further configured to execute programmed instruc-
tions stored in the memory further comprising: 50 

compressing at least a portion of the at least one 
dictionary; and 
sending to the client computing device source 
code configured to convmt the rnodifie,d sourcE, 55 

code into the original source code using ihe at 
IE;ast one dictionary. 

10 
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Description 

FIELD 

an established value with the web content proxy server. 
A transformation function for the CSS property is applied 
witti the web content proxy server, when it is determined 
that the prefix of the CSS property matches the estab-

[0001 J niis technology generally relates to methods, 5 lished value. Ti1e transformation function is configured 
non-transitory computer readable medium, and appara- to modify the web page to replace the CSS property 
!uses for processing cascading style sfieets (CSSs) in
cluded in web pages and, more particularly, for reducing 
the amount of code required to define CSSs. 

BACKGROUND 

[0002] Cascading style sheets (CSSs) are used by 
softwam devE,lopers to definE, the format, appearance, 
and/or layout of web pages or to define media associated 
with web pagE,s, sudi as animations. nie interpretation 
of the properties of CSS code is browser-specific. For 
compatibility, developers often inciude multiples of eadi 
property and il1e rendering web browser utilizes only il1e 

based on Hie identified type of browser and the name oi 
the CSS property. The modified web page is sent with 
the web content proxy server to the requesting client com-

10 puting device. 
[0005] A non-transitory computer readable medium 
having stored thereon instructions ior processing cas
cading style sheets including machine executable code 
whidi wrien executed by a procE,ssor, causes the proc-• 

15 essor to perform steps including receiving an HTTP re
quest for a web paiie from a cli,mi computing device. /., 
type of browser from which the HTTP request originated 
is identified based on a usm afient fieadm includE,d in 
t11e HTTP request. At least one cascading style sheet 

properties it recognizes. An exemplary CSS code frag- 20 (CSS) associated with the requested web page is ob-
men! 300 is illustrated in FIG. 3 as including six CSS 
properties 302(1)-302(6). The CSS prope1iies 302(1)-
302(4) are used by WE,bKit-based web browsE,rs, ihE, 
CSS property 302(5) is used by Mozilla Firefox'M web 
browsers, and the CSS property 302(6) is used by stand
ards-compliant web browsers to define the 
"rounded_border" ciass attribute. US patent number 
6589291 discloses a method, system, and computer
readable code for dynamically determining the most ap
propriate location ior applying style sheets. US patent 
number 7574486 discloses a system, a metl1od, and a 
computer readable medium for mformatting web cont,mt 
into a format readable on one or more mobile devices. 

tained. nie at least one CSS including a CSS property 
comprising at least a prefix followed by a name. A deter
mination is made whE,ihE,r trie prE,fix of the CSS property 
matches an esiablisl1ed value. A transformation function 

25 for the CSS property is applied, when it is determined 
that the prefix of the CSS property matches the estab
lished value. The transformation function is configured 
lo modify Hie web page to replace the CSS property 
based on the identified type of browser and the name of 

30 the CSS property. The modified web page is sent to the 
requesting client computing device. 
[0006] A wE,b cont,mt proxy server apparatus includes 
a memorJ coupled lo a processor which is configured lo 

US patent number 7134073 discloses an apparatus and execute programmed instructions stored in the memory 
a meHiod for enabling composite style stieet application 35 comprising receiving as HTTP request for a web page 
to multi-part electronic documents. 
[0003] DuE, to thE, multiple properties, defininfl CSSs 
can require a large amount of code, whicl1 may be com
plex and/or difficult to maintain. Communicating and ren--

from a client computing device. A type of browser from 
whidi the HTTP mquesi oriiJinatE,d is id,mtified based on 
a user agent header included in the HTTP request. At 

dering web pages wiil1 CSSs can also require a relatively 40 

least one cascading style shE;et (CSS) associated with 
the requested web page iS obtained. The al least one 
CSSincluding a CSS property comprising atlE,asta pmfix largE, amount of msources and timE,. f\dditionally, ihE, im

plementations required for compatibility are exposed to 
the client computing devices, which may not be desirable. 

SUMMARY 

[0004] A method for processing cascading style sheets 
includes mcE,ivinfl at a wE,b content proxy servE,r a Hy-
pertext Transfer Protocol (HTTP) request for a web page 

followed by a name. A determination is made wl1eiher 
the prefix of the CSS property matches an estabiished 
value. A transformation function for the CSS property is 

45 applied, \A/hen it is determined that the prefix of the CSS 
property matches the establisi1ed value. The transforma
tion function is configured lo modify the web page to re
placE; Hie CSS property based on thE, id,mtified type of 
browser and the name oflhe CSS property. nie modified 

from a client computing device. A type of browser from 50 web page is sent to the requesting client computing de-
which the HTTP request originated is identified with the vice. 
web content proxy server based on a user agent header 
included in the HTTP request. At least one cascading 
style sheet (CSS) associated with the requested web 
page is obtained witfi the web cont,mi proxy server. ThE, 
al least one CSS including a CSS properly comprising 
at least a prefix followE,d by a name. A determination is 
made whether the prefix of il1e CSS property matches 

[0007] This technology provides a number of advan
tages including methods, non-transitory computer read
able medium, and apparatuses that reduce the amount 

55 and complexity of code requimd to define web pafie 
CSSs. With this technology, developers can include a 
prefix to indicatE, tfiat a CSS properly should be trans
formed server-side to be compatible with a web browser 

2 

ACCESSIBE LTD EXHIBIT 1004 
Page 1786 of 2149



3 EP 2 778 976 81 4 

of a client computing device that originated tl1e request 

for the web page with the CSS. Accordingly, CSS code 
can be optimized and web pages with CSSs can be com
municated relatively quickly to requesting client comput
ing devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] 

properties of the CSS for compatibility. 

[0010] Referring more specifically to FIG. 1, the web 
content proxy server 12 includes at least one processor 
or central processing unit (CPU) 20, a memrny 22, and 

5 a network interface 24, which are coupled togeU1er by a 

bus 26 or other link, although other numbers and types 
of components, parts, devices, systems, and elements 

1n other configurations and locations can also be used. 

The processor 20 in the web content proxy server 12 may 
10 execute a program of stored instructions one or more 

FIG. 1 is a block diagram of a netvvork environment aspects of the present invention, as described and illus-
which incorporates an exemplary web content proxy 
server; 

!rated by way of the embodiments t1erein, althougl1 the 

processor 20 could execute other numbers and types of 

programmed instructions. 
FIG. 2 is a flowchart of an exemplary method tor 15 [0011] Tl1e memory 22 in the web content proxy server 

proce,ssin\J a cascadin;J style shE;et (CSS) includE,d 
in a web page; 

FIG. 3 is an exemplary cascading style sheet (CSS) 

code fragment defining a class attribute for a plurality 

of web browsers; 

FIG. 4 is an exe,mplary CSS code, fragment defininfl 
the class attribute of FIG. 3 and including a CSS 

property with an exemplary prefix indicating that the 
property requires transformation; 

FIG. 5 is an exemplary CSS code fragment defining 
the class attribute of FIG. 3 and including the CSS 
property of FIG. 4 transformed for a standards-com

pliant web browser; 

FIG. 6 is an exemplar/ CSS code fragment defining 

the class attribute of FIG. 3 and including the CSS 
property of FIG. 4 transformed for a Mozilla Firefox"'' 
web browser; and 

FIG. 7 is an exemplar/ CSS code fragment defining 
the ciass attributE, of FIG. 3 and including thE, CSS 

property of FIG. 4 transformed for a WebKit-based 
wBb brovvsBr. 

DETAILED DESCRIPTION 

12 stores thE;se prowamrm;d instructions for one or mom 

aspects of the present invention as described and illus-
1ra1ed r1erein, althou;Jh some or all of 1hE, prowamrm,d 
instructions could be stored and/or executed elsewhere. 

20 A variety of different types of memo1y storage devices, 

such as a RAM or a ROM in the system or a floppy disk, 

hard disk, CD ROM, DVD ROM, or other non-transitory 
computer rE;adablE, rm;dium which is read from and/or 

wntten to by a magnetic, optical, or other reading and/or 
25 writing system that is coupled to the processor 20, can 

be used for the memory 22 in the web content proxy 
server 12. 
[0012] The network interface 24 in the web content 
proxy server 12 is used to operatively couple and com-

30 municate between the web content proxy server 12 and 

the client devices 16('1)-16(n) and server devices 14(1 )-
14(n) via the communication networks 24(1) and 24(2), 

although other types and numbers of networks with other 

types and numbers of connections and configurations 
35 can also be used. For example, one or more of the com

munication networks 24( 1) and 24(2) can include one or 
mcm; networks, such as one or more local area networks 

(LANs) and/or wide area networks (WANs) such as the 
lnterm,L Byway ofexample only, the communication net-

40 works can use TCP/IP over Ethernet and industry-stand

ard protocols, including Hype,rtext transfer protocol (HT-· 
TP), secure HTTP (HTTPS), wireless application proto
col (WAP), and/or SOAP, although other types and num-

[0009] An exemplary network environment 10 is illus- 45 

bers of communication networks t1aving their own com

munications protocols, can also be used. 
trate,d in FIG. 1 as including an E;xemplary web cont,mt 

proxy server 12. In tl1is example, the web content proxy 
server 12 is couplE;d 1o a plurality of SE,rvm computing 

devices 14(1)-14(n) and a plurality of client computing 
devices 16(1)-16(n) by communication networks 18(1) 50 

[0013] Generally, U1e server computing devices 14(1 )-

14(n) process requests tor web pages and other web 
cont,mt mcE,ived from the client compu1in;J devices 16(1 )-

1fi(n) via the communication networks 18(1) and 18(2) 
according to the HTTP-based protocol, for example, al
thougt1 the server computing devices 14(1 )-14(n) can al-
so provide other numbers and types of functions, Each 
of the server computing devices 14(1 )-14(n) can include 

a at least one processor or CPU, a memory, and a net-

and 18(2), although other types and numbers of devices, 
components, and elements in other topologies could be 
used. This teclrnology provides a number of advantages 
including methods, non-transitory computer readable 

medium, and apparatusE,s for morE; E,fficiEmtly processinfl 
cascading style sheets (CSSs) of a web page based on 
thE; web browsE;r originating U1e rnquest for thE; web pa fie 
and without requiring that the web page include multiple 

55 work interface, which am coupled togE,the,r by a bus or 

other link, although each of the server computing devices 
14(1)-14(n) could r1ave other numbers and types of com

ponents, parts, devices, systems, and elements in other 
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in, although the processor could execute other numbers 
and types of programmed instructions. 
[0018] The memory in each of the client computing de
vices 16(1 )-16(n) stores these; programmed instructions 

configurations. The processor in eacl1 of the server com
puting devices 14(1 )-14(n) executes a program of stored 
instructions for one or more aspects of ttie present in
vention, as described and illustrated by way of the em
bodiments herein, alttiough t11e processor could execute 
other numbers and types of programmed instructions. 
[0014] The memory in each of Hie server computing 
devices 14(1)-14(n) stores t11ese programmed instruc
tions for one or more aspects of the present invention, 

5 for one or more aspects of the present invention, as de
scribed and illustrated herein, although some or an of the; 
programmed instructions could be stored and/or execut
ed elsewhere. A variety of different types of memory stor-

as described and illustrated herein, although some or an 10 

of the programmed instructions could be stored and/or 
executed elsewl1ere. A variety of different types of mem
ory storage devices, such as a RAM or a ROM in the 
system or a floppy disk, hard disk, CD ROM, DVD ROM, 
or other non-transitory computer readable medium which 15 

is mad from and/or writt,m to by a maiJnetic, optical, or 
other reading and/or wnting system that is coupled to the 
processor, can be, used for Hie me,mory in E,adi of the, 
server computing devices ·14(1 )-14(n). 
[0015] The network inte,rface in e,ach of the server com- 20 

puling devices 14(1 )-14(n) is used to operative,ly couple 
and communicate betv11een the server computing devices 
14(1)-14(n) and Hie we;b conte;nt proxy server 12 and 
client computing devices ·16(1)-16(n) via the communi
cation ner,vorks 24(1) and 24(2), although other types 25 

age devices, such as a RAM or a ROM in the system or 
a floppy disk, hard disk, CD ROM, or other non-transitory 
computer readable medium which is read from and/or 
written to by a magnetic, optical, or other reading and/or 
writing system that is coupled to processor can be used 
for Hie rm,mory in each of the; clie;nt computin;J devims 
16(1)-16(n). Each of the client computing devices 16(1 )-
16(n) can be configumd to acce,ss we,b se;rvice,s and con-
tent through a web browser stored in the memory. 
[0019] The, ne;twork interface, in e;ach of the cli,mt corn-· 
puling devices 16("1)-16(n) is used to operatively couple 
and communicate; be;tween each of the ciie;nt computing 
devices 16(1 )-16(n) and the web content proxy server 12 
and server computing devices ·12(1)-12(n) via the com
munication m,tworks 18(1) and 18(2), a!though othe,r 
types and numbers of communication networks with oth
e;r types and numbers of connections and configurations 
can be used. 
[0020] The user input device in each of the client com
puting devices 16(1)-16(n) can be used to input selec
tions, such as a request for a particular web page, al-

and numbers of communication networks with other 
types and numbers of connections and configurations 
can be used. Eadi of the server computing devices 16(1 )-
16(n) may be hardware or sofr,vare; or may represent a 
system wit11 multiple servers in a pool, which may include 
internal or external networks. In il1is example the eacl1 
of the, SElr✓Elr computing devices 16(1 )-16(n) may be; any 
version of Microsoft@ I IS server or Apache@ server, al-

30 though tl1e user input device could be used lo input other 
types of requests and data and interact with other ele
m,mts. The, user input de;vice; in eadi of tfie; client corn-· 
puling devices 16(1)-16(n) can include a keypad, toucl1 

though other types of servers may be used. 
[0016] The client computing devices 12(1)-12(n) ena- 35 

ble a user to reque;st, receive;, and inte;ract with applica
tions, we,b smvices, and cont,mt hosted by the, server 
computing devices 14( 1 )-14(n) through the web content 
proxy se;rve;r 12 via Hie communication m;tworks 24(1) 
and 24(2), although one or more of the client computing 40 

device,s 12(1 }-12(n) could access content and utilize oth-
er types and numbers of applications from other sources 
and could provide a wide variety of other functions for 
t11e user. By way of example only, the client computing 
devices 12(1)-12(n) can be smart phones, personal dig- 45 

ital assistants, or computers. 
[0017] In this example, each of t11e client computing 
cfovices 16(1 )··16(n) inclu,fos at least one processor or a 
CPU, a memory, a network interface, a user input device, 
and a display, which are; coupled together by a bus or 50 

ot11er link, although one or more of client computing de
vices 16(1 )-16(n) can include; othe;r numbers and types 
of components, parts, devices, systems, and elements 

screen, and/or vocal input processing syste;m, although 
other types and numbers of user input devices can also 
be used. 
[0021 J The, display in e,ach of the, cliE;nt computing de,-
vices 16( 1)-·16(n) can be used to show data and informa
tion to the; user, such as a reque,ste;d web pa\JEl by way 
of example only. The display in eacl1 of the client com
puting devices 16(1}-16(n)can bean LCD, LED, orOLED 
display, tor example, although other types and numbers 
of displays could be used depending on the particular 
type of client computing device 16(1)-16(n). 
[0022] Although embodiments of the web content 
proxy server 12, client computing devices 1fi(1)-i6(n), 
and server computing devices 14(1 )-14(n) are described 
and illustrate;d fierein, each ornie web content proxy se;rv
er 12, client computing devices 16(1)-ifi(n), and server 
computing devices 14(1)-14(n) can be implemented on 
any suitable computer apparatus or computing device. It 
is to be understood that the apparatuses and devices of 
the embodiments described l1erein are for exemplary 
purposes, as many variations of the spe;cific hardware in othe;rconfigurations. The; processor in e;ach of the client 

computing de,vice;s 16(1)-16(n) can e,xe;cute, a pro;irarn 
of instructions stored in the memorJ of each of the client 
computin;J device,s 16(1)-16(n) for one or mom aspe;cts 

55 and software use,d to irnple,m,mt trie ernbodirnents are 
possible, as will be appreciated by those skilled in the 

of the present invention as described and illustrated here-

4 

mlevant art(s). Furthe;miore, each of the, devices of the; 
embodiments may be conveniently implemented using 
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one or more general purpose computers, microproces
sors, digital signal processors, and micro-controllers, 
programmed according to ttie teachings of the embodi
ments, as described and illustrated herein, and as will be 
appreciated by those ordinary ski!i in the art 
[0023] In addition, two or more computing apparatuses 
or devices can be substituted for any one of the devices 
in any embodiment described herein. Accordingly, prin
ciples and advantages of distributed processing, such as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance of 
U1e devices of Hie embodiments. Ti1e embodiments may 
also be implemented on computer apparatuses or devic
es that ext,rnd across any suitable network usinfl any 
suitable interface mechanisms and communications 
technolofjies, inciudinfJ by way of example only telecom-· 
murncations in any suitable form (e.g., voice and mo
d,mi), wirelE;ss communications media, wirelE;ss comrrm
nications networks, cellular commurncations networks, 
G3 communications networks, Public Switched Tele
phone Network (PSTNs), Packet Data Networks (PDNs), 
the Internet, intranets, and combinations thereof. 
[0024] The E;xample,s may also be, embodiE;d as a non
transitory computer readable medium l1aving instructions 
stored thereon for one or more aspects of the present 
tedrnology as de,scribed and illustrated by way of the 
examples herein, as described herein, which when exe
cuted by a processor, cause the processor to carry out 
the steps necessary to implement the methods of the 
examples, as described and illustrated fierein. 
[0025] An exemplary method for processing cascading 
style sfiee,ts (CSSs) include,d in a web page, will now be, 
described with reference to FIGS. 1-7. Referring specif-
ica!iy to FIG. 2, in step 200, the web content proxy ser,1er 

server 12 can parse the web page or the file retrieved 
from the one of the server computing devices 14(1 )-14(n) 
to identify character strings associated with a CSS in
cluded therein, for example, although other methods of 

5 determining wfieti1er the web page has an associated 
CSS can also be used. 
[0028] If ti1e web mntent proxy server 12 determines 
that the retrieved web page does not have an associated 
CSS, then the No branch is taken to step 208. In step 

10 208, the retrieved web page is sent to ti1e requesting one 
of the client computing devices 16(1)-16(11). Optionally, 
the web content proxy server 12 can perform otfier opti
mizations on the web page prior to forwarding the web 
paiie to Hie rE;que,stiniJ one of the, cli,rnt computing de,--

15 vices 16(1)-16(n), such as optimizing the web page for 
display on a mobile, computing device, for example,. 
[0029] Referring back to step 206, it the web content 
proxy server 12 de,termim;s that thE; mtrie,ved we,b pafie 
does have an associated CSS, then the Yes branch is 

20 taken to step 210. In step 210, the web content proxy 
server 12 determines whether a prefix of one of the CSS 
properties of the CSS matches an established value. Tl1e 
established value can be, set by an adminis1rntor and 
stored in the memory 22 of the web content proxy server 

25 12, for example. The established value can also be 
shared witi1 web page developers. If ti1e web content 
proxy ser,1er 12 determines that the prefix of the CSS 
property does matci1 the established value, then the Yes 
branch is taken to step 212. 

30 [0030] Referring to FIG. 4, an exemplary CSS code 
fragment 400 detinmg the "rounded __ border" class at
tribute, of FIG. 3 is illustrated. In this e,xample, the, CSS 
code fragment 400 includes a CSS prope1iy 402 with a 

12 receives a Hypertext Transfer Protocol (HTTP) re- 35 

"-u-" prefix. In this example, the "-u-" prefix matches the 
established value, alUiough ti1e establistied value can be 
any value that does not match a prefix used by a web quest for a web page from one of the client computing 

d,wice,s 16(1)--16(n) via the communication nel\vork 
18(1 ). 
[0026] In step 202, thE; web cont,rnt proxy server 12 
identifies a type of web browser from which the HTTP 40 

re,quest rE;ceived in ste,p 200 orifJinated. In this example, 
the HTTP request can include a user agent header which 
inciudes information regarding the originating web 

brovvse3r (e.fJ. ''•-webkit--'' or ''--rnoz--'1
). 

[0031] Referring back to FIG. 2, in step 2·12, t11e web 
cont,mt proxy servE;r 12 det,mnines whE;thm a transfor
mation function is stored in the memory 22 for the CSS 
propmty based on thE; type of web browser iderntifie,d in 
step 202 and a name of the CSS property (e.g. "border
radius" of the CSS property 402). In this example, the 

browser including at least the type of tfie web browser. web content proxy server 12 can store transformation 
In step 204, the web content proxy server 12 retrieves 45 functions for a plurality of CSS properties and a plurality 
the requested web page from one of the server computing 
devices 14(1)-14(n), altl1ough the web page could be re
triE;ved from othE;r typE;s of computing devices. 
[0027] In step 206, the web content proxy server 12 

of web browsers. The transformation functions are con
figured to modify the web page to replace a CSS property 
with one or morn CSS properties that are recognized by 
the web browser of the requesting one of ti1e client corn-

determines whether the retrieved web page has an as- 50 puling devices 16(1)-16(n) and that provide equivaient 
sociated CSS. In Hiis example the CSS is included in the functionality. If the web content proxy server 12 deter-
source code for the web page. However, in other exam
ples, ttie web page source code references a separate 
external file which inciudes a CSS. In examples in which 
a CSS is defim;d in a separatE; file, the initially-mquested 55 

web page source code may cause a web browser of tl1e 
reque,stin\J one of Hie client computin\J dE;vice 16(1 )-16(n) 
to submit a request for the file. The web content proxy 

5 

mines that there is a transformation function for the CSS 
property and ti1e identified type of web browser, then the 
Yes branch is taken to step 214. 
[0032] In step 214, the, web cont,rnt proxy server 12 
applies the transformation function to the CSS property 
of the, web pa\JE;. ReferrinfJ to FIGS. 5-7, e,xemplary CSS 
code fragments 500, 600, and 700 defining tl1e 
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"rounded _border" class attribute of FIG. 3 are illustrated. 

The CSS code fragments 500, 600, and 700 include the 
CSS property 402 of FIG. 4 transformed for a standards
compliant, Mozii!a Firefox"', and WebKit-based type of 
web browser, respectively, into the CSS properties 502, 
602, and 702. Although one example of a transformation 
and web browser is illustrated and described here, other 

types of transformations and other types web browsers 

can also be used. 
[0033] In theexamplessi1own in FIGS. 5-7, the applied 
transformations replace the prefix of the CSS property, 
but in anoti1er example one or more of the CSS property 
prefix, name, or value (e.g. "5px 1 0px 15px 20px" of the 
CSS property 402) can be rE;moved, mp lace, or modified. 

Additionally, the CSS property 402 is an example of a 
CSS rule, but the CSS property can also be a CSS ex-· 
tension function or any other type of CSS statement or 
declaration. 
[0034] In step 216, the web content proxy server 12 

tneved web page. Since the CSS property includes a 
prefix matching an established value and that the web 
browser of the requesting one of the client computing 
devices 16(1)-16(11) will not recognize, the CSS property 

5 wil! not be interpreted by Hie web browser and can be 

removed. Once removed, the web content proxy server 
12 determines, in step 216, whether Hie CSS includes 

an additional CSS property, as described and illustrated 

earlier. 
10 [0039] Accordingly, as illustrated and described herein 

this technology provides a number of advantages includ
ing improved meti10ds, non-transitory computer readable 
medium, and apparatuses for reducing the amount of 

code requimd to define web pa\JE; CSSs. With this ted1-• 
15 nology, developers can indicate, using an establisl1ed 

prefix valuE;, CSS prope,rties tha1 arE; to be, transformed 

to be compliant with a web browser from which a request 
for the wE;b page included the, CSS originated. Tliereby, 

developers can define web page CSSs using less and 
determines whether there is an additional CSS property 20 simpler code, which can advantageously be optimized 

server-side for eadi requesting web browser. 

[0040] Having thus described the basic concept of tl1e 
invEmtion, it will be, ra1hHr apparernt to those ski!!ed in tr1e 

art that the foregoing detailed disclosure is intended to 

included in the CSS. For example, Uie CSS can include 

multiple class attributes having at least one CSS property 
and/or one or more~ class attr!butes with multiple, CSS 
properties. If the web content proxy server ·12 determines 

that the CSS includes an additional CSS property, then 
ii1e Yes branch is taken to step 210. Optionally, in Uiis 

example steps 210-214 would be repeated for each CSS 
property included in the CSS. 

25 be presented by way of example only, and is not Ii miting. 
Various alte,ralions, improvements, and modifications wi!I 

occur and are intended to those skilled in the art, though 
not expressly slated lierein. These alterations, improve
ments, and modifications are intended to be suggested [0035] If in step 216 the web content proxy server 12 

determines Hiat Uiere is no additional CSS property, then 

the No branch is taken to step 218. In step 218, the web 
cont,rnt proxy server 12 dHtE;m1ines wliethE;rthe, retrieved 

web page includes an additional CSS. If the web content 

proxy serv'er 12 determines that there is an additional 
CSS, ii1en the Yes brand1 is taken to step 210. Optionally, 
in this example steps 210-216 would again be repeated 
for each additional CSS included in the rE;1ri,,ved web 

30 hereby, and are within the scope of Hie invention as 

claimed. Additionally, tl1e recited order of processing el
ements or se,quences, or the use of numbe,rs, letters, or 

other designations therefore, is not intended to limit the 

claimed processes to any order except as may be spec-
35 ified in the ciaims. Accordingly, tlie invention is limited 

only by the following claims and equivalents thereto. 

page. 
[0036] If, in step 218, tlie web content proxy se,rve,r 12 Claims 
determines t11ere is no additional CSS, then the No 40 

branch is taken to step 208. In s1ep 208, the we,b pa;Je, 
which may have come from step 206 or may have been 

modified based on any transformation functions applied 
in step 214, is sent to the requesting one of the client 
computing devices 16( 1 )-16( n). 45 

[0037] Referring back to step 210, if Hie web content 

proxy server 12 determines that the prefix of the CSS 
prope,rty does not match the es1ablishe,d value, tlien tr1e 

No branch is taken lo step 216. In step 216, ttie web 
content proxy server 12 determines whether the CSS 50 

inciudes an additional CSS property, as described and 
illustrated earlier. 
[0038] Additionally, referring back lo step 212, if the 
web content proxy server 12 determines that there is not 
a transformation function for the CSS property and the, 55 

identitied type of web browser, tl1en the No branch is 
opt!onally taken to step 220. In step 220, the web content 
proxy server 12 removes the CSS property from the re-

1. f\ method for proce,ssin;J cascadin;J style sheE;ts, 
comprising: 

receiving by a web content proxy server a Hy
pertext Transfer Protocol (HTTP) request for a 
web page from a client computing device; 

identifying by the web content proxy server a 
1ype of a browser e,xecutin\J on 1:he, cli,rnt com

puting device from wliich tlie HTTP request orig
inated based on a user agent header included 
in the HTTP request: 
obtaining by the web content proxy server at 
least one cascading style sheet (CSS) associ
ated with the requested web page, the at least 

om; CSS includinfl a CSS property, tr1e CSS 
property comprising at least a prefix followed by 
a name; 
determining by t11e web content proxy serv'er and 
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subsequent to obtairnng the CSS when the pre
fix of the CSS property included in the CSS 
matches an established value; 
applying by the web content proxy server a 
transformation function for ttie CSS property, 5 

the transformation function configured to modify 
ttie previously obtained CSS to replace Hie CSS 
property based on the identified type of browser 
and the name of the CSS property, when the 
prefix of the CSS property is determined to 10 

match the established value; and 
sending by the web content proxy server the 
modified CSS to the requesting client computing 
dE;vice to be mndered by Hie browser execu1infl 
on the client computing device. 15 

2. The method as set fortl1 in claim 1, furil1er compris
ing: 

determining by the web content proxy server 20 

wtien Uiere is a transformation function ior the 
CSS property based on the identified type of 
browser and the name of Hie CSS propE;rty, 
when the prefix of the CSS property is deter
mined to match the established value; and 
removing by the web content proxy server the 
CSS property, when the determining indicates 
there is not a transformation function for the CSS 
property. 

25 

3. The meil1od as set forth in claim 1, wl1erein the CSS 
propE;rty fur1hm comprises a1 least one value follow
ing il1e name of the CSS properly and the transfor
mation function is further configured to replace the 
prefix or the value, of the CSS prope,rty. 

4. The metfiod as set fortri in c!aim 1, furHier compris
ing: 

30 

35 

determining by the web content proxy server 40 

wh,m Hie at least one CSS includE,s one or mom 
other CSS properties; and 
repeating by the web content proxy server the 
dete,rmining wl1en the prefix of Hie one, or more 
other CSS properties matches the established 45 

which when executed by a processor, causes the 
processor to perform steps comprising: 

receiving a Hypertext Transfer Protocol (HTTP) 
request for a web page from a client computing 
device; 
identifying a type of a browser executing on the 
client computing device from which the HTTP 
request originated based on a user agent header 
included in ii1e HTTP request; 
obtaining at least one cascading style sheet 
(CSS) associated with Hie requested web page, 
the at least one CSS inciuding a CSS property, 
Hie CSS properly comprisin;J at IE;ast a pre,fix 
followed by a name; 
dE;1ermininfl subsequent to obtainin\J the CSS 
when the prefix of the CSS property included in 
Hie CSS rnc3tches an estab!ishE:;d vc3luB; 
applying a transformation function for the CSS 
property, the transformation function configured 
lo modify the previously obtained CSS to replace 
the CSS property based on il1e identified type 
of browser and the name of the CSS properly, 
when the prefix of the CSS property is deter
mined to match the established value; and 
sending ttie modified CSS to Hie requesting cli
ent computing device to be rendered by the 
browser executing on the client computing de
vice. 

7. The medium as set forth in clam 6, further l1aving 
storE,d tfiereon instructions comprisin\J madiine, ex-· 
ecutable code which when executed by the proces
sor causes the processor to perform steps further 
comprising: 

detmmining wh,m Hi ere is a 1ransforma1ion func-• 
lion for the CSS property based on t11e identified 
1ype of browser and Hie name of Hie CSS prop
erty, when the prefix of the CSS property is de
t,mnine,d to match 1hH es1ablishe,d value; and 
removing the CSS property, when the determin
ing indicates there is not a transformation func
tion for tl1e CSS property. 

value and the, applying thE; transformation func- 8. Ttie medium as setfortti in claim 6, whemin Hie CSS 
property further comprises at least one value follow
ing 1hE; name of the CSS property and the transfor
mation function is further configured lo replace the 
prefix or the value of the CSS property. 

lion for the CSS properly for each of the one or 
more other CSS properties prior to sendin;J Hie 
modified CSS to the, reque,sting client computing 
device 1 when the at least one CSS is determined so 

to include the one or more other CSS properties. 

5. Tl1e method as set forth in claim 1, wherein the CSS 
property is a CSS rule or a CSS extension function. 

6. A non-transitory computer readable medium having 
stcm;d the,mon instructions for processing cascading 
style sl1eets comprising machine executable code 

9. The medium as set forth in claim 6, further having 
stored themon instructions comprising machine ex
ecutable code which when executed by the proces-

55 sor causes tbe processor to perforrn steps furthe3r 

comprising: 

determining wl1en the at least one CSS includes 

7 
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one or more other CSS properties; and 
repeating the determining when the prefix of ihe 
one or more oi11er CSS properties matches the 
established value and the applying the transfor-
mation function for ttie CSS prope1ty for eadi of 5 

!ermined io maich the established value; and 
removing the CSS property, when the determin
ing indicates Hiere is not a transformation func
tion for the CSS property. 

the one or more other CSS properties prior to 13. The apparatus as set forth in claim 11, wherein the 
sending the modified CSS to the requesting cii
ent compuiing device, when the at least one 
CSS is determined to include the one or more 
oUier CSS properties. 10 

10. Tl1e medium as set fortti in claim 6, wherein the CSS 
property is a CSS rule or a CSS extension function. 

11. A web content proxy server apparatus, compnsing: 15 

a memory coupled to a processor whicl1 is con
figumd to exE;cutE, programmed instructions 
stored 1n the memory comprising: 

receiving a HypertE;xt Transfor Protocol 
(HTTP) request for a web page from a client 
computing device; 
identifying a type of a browser executing on 

20 

the client computing device from which ihe 25 

HTTP request originated based on a user 
agent header included in the HTTP request; 
obtaining at least one cascading style sheet 
(CSS) associaied with the requested web 
page, tl1e at least one CSS including a CSS 30 

property, the CSS prope1iy comprising at 
least a prE;fix followed by a name; 
determirnng subsequent to obtaining il1e 

CSS properly further comprises at leasi one value 
foilowing t11e name of t11e CSS property and il1e 
transformation funciion is further configured to re
place the prefix or the value of the CSS properiy. 

14. The apparatus as set fortti in claim 11, wherein ihe 
processor is further configured to execute pro
grammed instructions stored in the rnernory furthE,r 
comprising: 

determining wl1en the at least one CSS includes 
om; or mom othE,r CSS properties; and 
repeaiing the determining when the prefix of the 
one or more other CSS properties matches the 
establisl1ed value and the applying Hie transfor
mation function for the CSS property tor each of 
Hie one or rnore other CSS properties prior to 
sending the modified CSS to the requesting cli
ent computing device, when the at least one 
CSS is determined to include the one or more 
other CSS properties. 

15. The apparatus as set forth in claim 11, wherein the 
CSS property is a CSS rule or a CSS extension func
tion. 

CSS when the prefix of the CSS property Patentanspri.iche 
included in the CSS rnatcl1es an esiablished 35 

va!ue; 
applying a transformation function for thE, 
CSS properiy, the iransformaiion funciion 
configurE;d to modify 1hE, pmviously ob-· 
iained CSS to replace the CSS property 40 

basE;d on the id,rntified 1ype of browser and 
the name of the CSS property, when il1e 
prefix of the CSS property is determined to 
match the established value; and 
sending the modified CSS to the requesting 45 

cliE;nt computin;J device to be mndered by 
the browser executing on the client comput-
ing dE;vice. 

12. The apparatus as set forth in claim 11, wherein the 50 

processor is furi11er configured to execute pro
grammed instructions stored in the memory further 
comprising: 

dE;termininfl wfien thE;re is a transformation func- 55 

lion for the CSS property based on the identified 
typE; of browser and thE; narm, of thE; CSS prop-· 
erty, when t11e prefix of the CSS property is de-

8 

1. Verfal1ren zum Verarbeiten von Cascading Style 
ShE,ets, wobei das \/erfahren umfasst, dass: 

durd1 eim;n Proxy--Server flir WebinhaltE, E,inE; 
Hypertext-Transfer-Protokoll-Anfrage (HTTP
AnfragE,) nach einer Webseite von einer C!i,rnt-· 
Rechenvorrichtung empfangen wird; 
durch den Proxy-Server fur Webinhalte ein Typ 
eines Browsers, der gerade auf der Client-Re
cl1envorrichiung ausgefuhrt wird, von der die 
HTTP-Anfrage stammte, auf der Grundlage ei
nes User-Ageni-Headers, der in der HTTP-An
fragE, enthaltE;n ist, id,rntifiziert wird; 
durch den Proxy-ServerfOrWebinl1alie mindes
tens ein Cascading Style Sheet (CSS), das der 
angefragien Webseite zugeordnel isl, besdiaift 
wird, wobei das mindestens eine CSS eine CSS
Eigenschafi enttialt, wobei die CSS-Eigenschafi 
mindestens einen \/orspann gefolgt von einem 
Narrnrn umfasst; 
durcl1 den Proxy-Server fur Webinhalte und im 
Ansdiluss an das Beschaff,rn des CSS festfie
stelli w1rd, ob der \/orspann der CSS-Eigen-
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schaft, die in dem CSS enthalten ist, mit einem 
festgelegten Wert libereinstimmt; 

tens eine CSS die eine oder die mel1reren an
deren CSS-Eigenschaften enthalt 

5. Verfal1ren nach Anspruch 1, 
durch den Proxy-Server mr \Nebinhalte eine 
Transformationsfunktion fur die CSS-Eigen
schaft angewendet wird, wobei die Transforrna
tionsfunktion ausgestaltet isl, um das zuvor be
sd1aifte CSS zu rnodifizieren, indern sie die 
CSS-Eigenschafi auf der Grundlage des 1denti
fizierien Typs des Browsers und des Namens 

5 wobei die CSS-Eigenschaft eine CSS-Regel oder ei-
ne CSS-ErNeiterungsfunkiion ist. 

6. Nicht vorubergel1endes computerlesbares Medium 
mit darin gespeicherten Anweisungen zum Verar-

der CSS-Eigensd1afl erselzt, wenn festgestellt 
wird, dass der Vorspann der CSS-Eigenschafi 

10 beiten von Cascading Style St1eets, wobei die An-

mil dem festgelegten Wert ubereinslimrnt; und 
durch den Proxy-Server fur Webinhaile das mo
difizierte CSS an die anfraiiendE, Cli,rnt-RE,chEm
vorrichtung zurWiedergabe durch den Browser, 15 

der \JEm=;de auf der C!ient--Rech,rnvorrich1uniJ 
ausgefC1hrt wird, gesendei wird. 

2. Ve1iahren nach Anspruch 1, das ferner umfasst, 
d~: m 

durcl1 den Proxy-Server fur Webinhalie auf der 
Grundlaiie des id,rntifiz.ierten Typs des Brow
sers und des Namens der CSS-Eigenschafi 
festgestelli wird, ob es eine Transformations- 25 

funkiion rnr die CSS-Eigenschaft gibl, werm 
festgestellt wird, dass der Vorspann der CSS
Eigensd1afi mil dern festgelegten Wert Oberein
stimmi; und 
durch den Proxy-Server fur \Nebinhalte die 30 

CSS-Eigenschafi entfernt wird, wenn die Fesi
ste;!lunii anzeiiJt, dass es ke;ine; Transformati
onsfunktion fur die CSS-Eigenschaft g1bi. 

3. Verfat1ren nad1 Ansprud1 1, 
wobei die CSS-Eigenscl1aft ferner mi ndestens einen 
Wert umfasst, dE,r dE,m Nam,rn derCSS-Ei1Jensd1aft 
folgt, und wobei die Transformationstunktion ferner 
ausgestal1et ist, urn den Vorspann ode;r dEm Wert 

35 

der CSS-Eigenschatt zu ersetzen. 40 

4. Ve1iahren nach Anspruch 1, das ferner umfasst, 
dass: 

durch den Proxy-Server fiJr Webinl1alte fesige- 45 

ste;!lt wird, ob das rnindestens eine CSS eine 
oder mehrere andere CSS-Eigenschafien ent
r1i:ilt; und 
durch den Proxy-Server fur \Nebinhalte; das 

weisungen einen maschinenausfuhrbaren Code 
umfassen, welcher, wenn e;r van eine;m Prozessor 
ausgeflihrt wird, veranlasst, dass der Prozessor 
Schritte ausf(jhrt, die umfassen, dass: 

eine Hypertext-Transfor-Protokoll--Anfrage; 
(HTTP-Antrage) nach einer Webseite von einer 
Cli,rnt-Re;chEmvorr!chtunii empfangEm wird; 
ein Typ eines Browsers, der gerade auf der Cli
ent-Rechenvorrichtung ausgefuhrt wird, von 
weld1er die HTTP-Anirage starnmt, auf der 
Grundlage eines User-Agent-Headers, der in 
der HTTP--Anfrage enthal1en isl, id,rntifiziert 
wird; 
mindestens ein Cascading Style Sheet (CSS) 
be;schafft wird, das der angefragten Webseite; 
zugeordnei isl, wobei das mindestens eine CSS 
e;ine CSS-Eigenschaft enlhall, wobei die CSS
Eigenschaft mindestens einen Vorspann gefolgt 
van einem Namen urnfasst; 
im Anschluss an das Beschaffen des CSS fest
gestellt wird, ob der Vorspann der CSS--Eiiien-· 
schaft, die in dem CSS enthalten isi, mil einem 
festgelegten Wert ubereinstimmt; 
eine Transforrnalionsfunktion fOr die; CSS-Ei
genschafi angewendet wird, wobei die Trans
formationsfunktion ausiies1altet is1, um das zu-
vor beschaffte CSS zu modifizieren, 1ndem sie 
die; CSS--EifJenschaft auf der Grundlafie des 
idenlifizierien Typs des Browsers und des Na
mens der CSS-Ei1Jensd1aft ersetz.t, werm fest-· 
gestellt w1rd, dass der Vorspann der CSS-Ei
genscl1aft mii dem festgelegten Wert Oberein
stirnmt; und 
das modifizierte CSS an die anfragende Client
Rechenvorrichlung zur Wiedergabe durch den 
Browser, der gerade auf der Client-Rechenvor
richtung aus\JElfiJr1rt wird, gesEmdet wird. 

Fesisteiien, ob der Vorspann der einen oder der 50 7. tvledium nach Anspruch 6, 
mehreren anderen CSS-Eige;nsd1afien mil dem 
festgelegten Wert ubereinstimmt, und das An
wenden der Transforrnationsfunkiion fOr die 
CSS-Eigenschafi fur jede der einen oder der 
mBhreren anderBn CSS-EifJenschaften vor dBrn 55 

Senden des mod1fizierien CSS an die anfragen-
de Client--Rechenvorrid1tung wiederhol1 wer-• 
den, wenn testgestellt w1rd, dass das m1ndes-

in dern femer Anweisungen gespe;iche;;t sind, die ei
nen maschinenausfuhrbaren Code umfassen, wel
d1er, wenn er van dern Prozessor ausgeflihrt wird, 
veranlasst, dass der Prozessor Schritte ausfuhrt, die 
forner urnfassen, dass: 

auf der GrundiaiJe dE,s iden1ifiziE,rlEm Typs des 
Browsers und des Namens der CSS-Eigen-
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schaft fesigestellt wird, ob es eine Transforma
tionsfunktion fur die CSS-Eigenschaft gibt, 
wenn festgestelit wird, dass der Vorspann der 
CSS-Eigenschafi mil dem festgelegten Wert 
Ubereinstirnrnt; und s 
die CSS-Eigenschaft entfernt wird, wenn das 
Fesiste!ien anzeigl, class es keine Transforrna
tionstunktion rnr die CSS-Eigenscl1aft gibt. 

8. Medium nad1 Anspruch 6, 10 

wobei die CSS-Eigenschafi ferner mi ndestens einen 
Wert umfasst, der dem Na mender CSS-Eigenschaft 
folgt, und wobei die Transforrnationsfunktion ferner 
ausiies1alte1: isl, um d,m \/orspann oder den Wert 
der CSS-Eigenschaft zu ersetzen. 15 

9. Medium nach Anspruch 6, 
in dE;m forner AnwE;isung,m gespeicher1 sind, die ei-
nen masch1nenausfuhrbaren Code umfassen, wel
cher, wenn er von dem Prozessor ausgeflihrt wird, 20 

veranlassl, dass der Prozessor Schrilte ausfuh;t, die 
ferner umfassen, dass: 

festgestellt wird, ob das mindestens eine CSS 
eine oder rnehrere andere CSS-Eigenschafien 25 

entt1i!!I t; und 
das Feststellen, ob der Vorspann der einen oder 
der met1reren anderen CSS-Eigenschaften rnit 
dern festgelegten Wert Obereinstimrnt, und das 
Anwenden der Transforrnalionsfunktion fur die 
CSS-Eigenschafi fur jede der einen oder der 
rnehreren anderen CSS--EifJenschaft,m wiede,r
l1olt werden, bevor das moditizierte CSS an die 
anfragende Client-Rechenvorrichtung gesen-

30 

det wird, wenn festgesiellt wird, dass das min- 35 

destens eine CSS die eine oder die mehreren 
anderen CSS-Ei1Jensd1aften en1h~ilL 

10. Medium nach Anspruch 6, 
wobei die CSS-E1genschaft eine CSS-Regel oder ei- 40 

ne CSS-Erweite,rungsfunktion is1. 

11. Proxy-Servervorrichtung flir Webinhalte, urnfas
send: 

einen Speicher, dermiteinem Prozessorgekop-
pelt isl, welcher ausgestaltet isl, urn prograrn
rnierte Anweisunfien auszuf(jhren, ,fa; in dem 
Speicher gespeici1ert sind, welche umfassen, 

45 

dass: 50 

eine Hypertext-Transfer-Protokoll-Anfrage 
(HTTP-Anfrage) nad1 einer Webseite von 
einer Client-Rechenvorrichtung empfan-

der Grundlage eines User-Agent-Headers, 
der in der HTTP-Anfrage enthailen isl, iden
tifiziert vvird; 
mindestens ein Cascading Style Sheet 
(CSS) be,schaffi wird, das der angefragte,n 
Webseite zugeordnei isl, wobei das rnin
destens eine, CSS eine CSS-Eigenschafi 
enthalt, wobe1 die CSS-Eigenschaft min
destens einen Vorspann gefolgt von einem 
Narnen umfasst; 
nach dem Beschaffen des CSS festgestellt 
wird, ob der Vorspann der CSS-Eige,n
schaft, die in dem CSS enthalten isl, mii ei
nern festiJelegt,m \Nert i.ibereinstirnrn1; 
eine Transforrnationsfunktion fur die CSS
Eigenschaf1: anf~evve3r.det wird, vvobe;i die; 
Transforrnationsfunktion ausgestaltet isl, 
urn das zuvor beschaffa, CSS zu rnodifizie,.
ren, 1ndem s1e die CSS-Eigenschaft aufder 
Grundlage des identifizierten Typs des 
Browse,rs und des Narnens der CSS-Eige,n
schaft ersetzt, wenn testgestellt wird, dass 
derVorspann derCSS--Eiiienschaft rni1 dern 
testgelegten Wert Obereinstimmt; und 
das modifizierte CSS an die anfragende Cli
ent-Red1envorrid1tung zur Wiedergabe 
durch den Browser, der gerade auf der Cli
eni-Rechenvorrichiung ausgeflii1ri wird, 
gesendet wird. 

12. Vorrichtung nach Anspruch 1 ·1, 
wobei der Prozessor ferner ausgestaltet ist, urn pro-
grammierie Anweisungen auszufuhren, die in dem 
Speicher gespeicl1ert sind, die ferner umfassen, 
dass: 

auf dE;r Grundlage des idemtifizier1en Typs des 
Browsers und des Namens der CSS-Eigen
schaft fes1gE;s1:ellt wird, ob es E;ine Transforrna
tionsfunktion fur die CSS-Eigenschatt gibt, 
w,mn festiiestellt wird, dass der Vorspann de,r 
CSS-Eigenschafi mit dem festgelegten Wert 
Obereinstimrnt; und 
die CSS-Eigensd1ait entfe,rnl wird, we,nn das 
Festsieilen anzeigt, dass es keine Transforrna
tionsfunktion mr die CSS-Eigenschaft gibt. 

13. Vorrichtunii nad1 f\nspruch 11, 
wobei die CSS-Eigensd1afi ierner rninde,stens einen 
Wert urnfassi, der dern Narnen der CSS-Eigenschafi 
folgt, und wobei die Transforrnalionsfunktion ferne,r 
ausgestaltet isi, um den \/orspann oder den Wert 
der CSS-Eigenschaft zu ersetzen. 

g,m wird; 55 14. Vorrichtung nach /.\nsprud1 1 i, 
ein Typ eines Browsers, der gerade auf der wobei der Prozessor temer ausgestaltet isl, um pro-
Clien1--Rech,mvorrich1unii ausgefiJr1rt wird, 
von welcherdie HTTP-Anfrage stammt, auf 

10 

iiramrnier\E; Anweisungen auszuflirmm, die, in demi 
Speicher gespe1chert sind, die temer umfassen, 
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dass: 

festgestellt wird, ob das mindesiens eine CSS 

demandeur pour un rendu par le navigaieur 
s'executant sur le dispositif informatique clieni. 

eine oder mehrere andere CSS-Eigenscl1aften 2. Procede selon la revendication 1, comprenant en 
enihait; und 5 outre les etapes consistant a : 
das Feststellen, ob der Vorspann dereinen oder 
der mehreren anderen CSS-Eigensd1aften mil 
dem festgelegten We1i ubereinstimmt, und das 
Anwenden der Transformationsfunktion fur die 
CSS-Eigenschaft rnr jede der einen oder der 10 

mel1reren anderen CSS-Eigenschaften wieder-
holt werden, bevor das modifizierte CSS an die 
anfragende Client-Recl1envorricl1tung gesen-
dE;1 wird, wEmn festge,s\E,!!i wird, dass das rnin
destens eine CSS die eine oder die mehreren 15 

and,mrn CSS--Eig,rnschaftEm Emthal t. 

15. Vorrichtun;J nach /\nspruch i 1, 

determiner, par le serveur proxy de contenus 
Web, lorsqu'il existe une fonction de transfor
mation pour la propriete de CSS sur la base du 
type de navigateur identifie et du nom de la pro
priete de CSS, lorsque le prefix;, de la proprieie 
de CSS esi determine pour correspondre a la 
valeur etablie ; et 
supprirner, par IB sE;rvE;iJr proxy de conte,nus 
Web, la propnete de CSS, lorsque la determi
nation indique, qu'il n'y a pas de fonc1ion dE; 
transformation pour la propriete de CSS. 

wobei die CSS-Eigenschafi eine CSS-Regel oder ei- 3. Procede selon la revendication i, dans lequel la pro
priete de CSS comprend en ouire au moins une va
leur suivant le nom de la proprieie de CSS, et la 
fonction de transformation est en outre configuree 
pour rE;rnplacE,r IE; pr{,fixE; ou la vale,ur dE; la propriete 
de CSS. 

ne CSS-E1weiterungsfunktion isi. 20 

Revendications 

1. Procede de traitement de feuilles de style en casca- 25 

de, comprenant les etapes consisiani a: 

recevoir, par un serveur proxy de cont en us Web, 
une demande de Protocole de Transfert Hyper
texlB (HTTP) pour une page, We,b ii partir d'un 30 

disposilif informatique Client ; 
idEmtifa,r, par IE, serveur proxy de contEmus We,b, 
un type de navigateur s'executant sur le dispo-
sitif informaiique client d'ou la demande de 
HTTP esi originaire sur la base d'un en-tete 35 

d'agent utilisateur inclus clans la demande de 
HTTP; 
obienir, par le serveur proxy de conienus Web, 
au rnoins une fouillE, dE; stylE, en cascade, (CSS) 
associee a la page Web demandee, la au moins 40 

une, CSS incluant um, propriete de, CSS, la pro
priete de CSS comprenant au moins un prefixe 
suivi d'un nom ; 

4. Procede selon la revendication 1, comprenanl en 
outre les etapes consistani a : 

determiner, par le serveur proxy de, contenus 
Web, lorsque la au rnoins une CSS comprend 
une ou plusieurs autres proprietes de CSS ; et 
rep,§tE,r, par le se,rveur proxy dB contEmus Web, 
la determination lorsque le pretixe des une ou 
plusieurs autres proprietes de CSS correspond 
ii la valeur etablie, et appliquer la fonction de 
transformation pour la propriete de CSS pour 
chacune, dE,s une ou plusieurs autres propriet{,s 
de CSS avant d'envoyer la CSS moditiee au dis
positif inforrna1ique, client de,mandeur, lorsquE; 
la au moins une CSS est determmee pour inclu
re IE,s une ou plusie,urs autres propriete§s de, 
CSS. 

determinBr, par le serveur proxy de contenus 5. Procede selon la revendication 1, dans lequel la pro
priete de CSS est une, reg le de CSS ou une fonction 
d'extension de CSS. 

Web et apres l'obtention de la CSS, lorsque le 45 

prefix:B de !a propri0te3 de CSS inc!usB dans !a 
CSS correspond a une valeur etablie ; 
applique,r, par IB sE,rvBur proxy de, cont,rnus 
Web, unefonciion de transformation pour la pro
prieie de CSS, la fonction de transformation 50 

etant configuree pour modifier la CSS prece
demment obtenue, pour remplace,r la propriete 
de CSS sur la base du type de navigateur iden-
tifie et du nom de la propriete de CSS, lorsque 
le pr{;flxe d€; !a proprie§U; dt3 CSS est de§te;rrnin{3 55 
pour correspondre a la valeur etablie ; ei 
Emvoyer, par le se,rve,Lir proxy de cont,rnus Web, 
la CSS modifiee au disposiiif informatique client 

11 

6. Support lisible, par ordinate,ur non 1rnnsi1oire, sur le
quel sont stockees des instructions pour trailer des 
feuilles de style en cascade, comprenant un code 
execuiable parune machine qui, lorsqu'il estexecuie 
par un processeur, amen;, le processeur a e,ffeciuer 
des etapes consistant a : 

recEivoir um; de,rnande dE, ProtocolE, de, Trans-· 
fert hypertexte (HTTP) pour une page Web a 
partir d'un dispositif inforrna1ique, cli,rnt; 
identifier un type de navigateur s'executant sur 
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le dispositif 1ntorrnatique client d'ou la demande 
de HTTP est originaire sur la base d'un en-tete 
d'agent utilisateur inclus dans la dernande de 
HTTP; 
obtenirau rnoins une reuii!e de style en cascade s 
associee a la page Web dernandee, la au rnoins 
une CSS incluani une propriete de CSS, la pro
pneie de CSS comprenant au mrnns un prefixe 
suivi d'un nom ; 
determiner apres l'obtention de la CSS lorsque 10 

le prefixe de la propriete de CSS incluse dans 
la CSS correspond a une valeur etablie ; 
appliquer une fonction de transformation pour 
la propr!et{, de CSS, la fonc1ion de transforma-
tion eiant configuree pour modifier la CSS pre- 15 

c{,dE,mment obtEmue pour mrnplacer la propri{;--
te de CSS en fonction du type de navigaieur 
idEmliM et du nom de la propriet{, dE, CSS, lors-
que le prefixe de la propriete de CSS est deter-
mine pour correspondre a la valeur etablie ; et 20 

envoyer la CSS modifiee au dispositif informa
tique client dernandeur pour un rendu par le na
vigateur s'E;xecutant sur le dispositif informati-
que client. 

7. Support selon la revendication 5, cornportant en 
outre des instructions stockees sur celui-ci compre
nant un code executable par une rnacl1ine qui, lors-

25 

qu'il est execute par le processeur, amene le pro
cesseur a effectuer des etapes suivanies consistant 30 

a: 

determiner quand ii existe une tonct1on de trans
formation pour la propriete de CSS sur la base 
du type de navigateur identifie et du nom de la 35 

propriete de CSS, lorsque le prefixe de la pro
pr!,§t{, de CSS est determine pour cormspondm 
a la valeur etablie ; et 
supprirner la propri{;1e de CSS, lorsque la deter-• 
mination ind1que qu'il n'y a pas de fonction de 40 

transformation pour la propriete de CSS. 

8. Support selon la revendication 6, dans lequel la pro
priete de CSS comprend en outre au rnoins une va-
leur suivant le norn de la propriete de CSS, et la 45 

fonction de transformation est en outre configuree 
pour remplacer le prefixe ou la valeur de la propriete 
de, CSS. 

9. Support se!on la revendication 6, cornprenant en so 
outre des instructions stockees sur celui-ci cornpre
nant un code executable par une machine qui, lors-
qu'il est execute par le processeur, arnene le, pro
cesseur a effectuer des etapes consistant en outre 
c): 

det,mninm quand la au mains une CSS corn-
prend une ou plusieurs autres proprietes de 

55 

12 

CSS; et 
repeter la determination lorsque le prefixe des 
une ou plusieurs autms proprietes de, CSS cor
respond a la valeur etablie, et appliquer la fonc
tion de transformation pour la propriete de CSS 
pour chacune des une ou plusieurs autres pro
prietes de CSS avant d' envoyer la CSS modifiee 
au dispositif 1nforrnatique client demandeur, 
lorsque la au mains une CSS est determinee 
pour incl um les une ou plusie,urs autres proprie
tes de CSS, 

10. Support selon la revendication 6, dans lequel la pro
priet{, dE, CSS est une r,'iglE, dE, CSS ou une, fonction 
d'extension de CSS, 

11. Appareil de serveur proxy de contenus Web, 
comprenant : 

une rnemoire couplee a un processeur qui est 
configure pour executer des instructions pro
gramrnees stockees dans la memoire, compre
nan1 les etape,s consistant ,'i : 

recevoir une demande de Protocole de 
Transfer! t1yperiexte (HTTP) pour une page 
Web a partir d'un dispositif inforrnatique 
client; 
identifier un type de navigateur s'executant 
sur le disposiiif inforrnatique client d'ou la 
demande de HTTP est originaire sur la base 
d'un Em-iete d'ag,mt utilisate,ur inc!us dans 
la demande de HTTP ; 
obtenir au moins unefeuille de style en cas
cade (CSS) associee a la page Web de
rnandee, la au moins une CSS incluant une 
propriet{, de CSS, la propriete dE, CSS corn-· 
prenantau rnoins un prefixe suivi d'un nom ; 
de§tE,rrr1inE,r, apres !'obteniion dE, la CSS, 
lorsque le prefixe de la propnete de CSS 
incluse dans la CSS correspond a une, va-
leur eiabiie ; 
appliquer une fonction de transformation 
pour la propriete de CSS, la fonction de 
transformation etant configuree pour modi
fier la CSS precedemme,nt obtenue pour 
remplacer la propriete de CSS en fonction 
du type de, naviiJa1eur id,mtifie E,1 du nom dE, 
la propriete de, css, lorsque le prefixe de 
la propriete de css est determine pour cor
respondre ,) la valeur eiablie ; et 
envoyer la CSS modifiee au dispositif infor
matique client dernandeur pour un rendu 
par le navigateur s'executant sur le dispo
si1if inforrnatiquE; client. 

12. /.\pparE,il se,lon la rE;vendication 11, dans lequel IE, 
processeur est en outre configure pour executer des 
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instructions programmees stockees dans la memoi

re, comprenant en outre les etapes consistant a : 

determiner quand ii exisie une fonction de trans
formation pour la propriele de CSS sur la base 5 

du type de navigateur identifie ei du nom de la 
propriete de CSS, lorsque le prefixe de la pro

pneie de CSS est determine pour correspondre 
a la valeur etablie ; et 
supprimer la propriete de CSS, lorsque la deter- 10 

mination indique qu'il n'y a pas de fonction de 
transformation pour la propriete de CSS. 

13. ApparE;il selon la rE;vendication 11, dans lequel la 
propriete de CSS comprend en outre au moins une 15 

valeur suivant le norn de la propriMe dE, CSS, et la 

fonction de transformation est en outre configuree 
pour mrnplacer le prefixe ou la valeur de la proprie§t{, 

de CSS. 

14. 1\ppareil selon la revendication 11, dans lequel le 

processeur est en outre configure pour executer des 
instructions prograrnrneE;s stockee,s dans la rnernoi

re, comprenant en outre les etapes cons1stant a : 

dete,rrniner quand la au rnoins une CSS com

prend une ou plusieurs autres proprietes de 
CSS; Bl 
repeier la dete,rminaiion lorsque le prefixe de,s 

20 

25 

une ou plusieurs autres proprietes de CSS cor- 30 

respond a la valeur etablie, et appl1quer la fonc-
tion dE, transformation pour la proprie§t{; dE; CSS 

pour chacune des une ou plusieurs autres pro
prietes de, CSS avant d'envoyer la CSS modifiee 
au disposiiif inforrnatique client demandeur, 35 

lorsque la au mains un CSS e,st deierminee pour 

inclurE; le,s une ou plusieurs autres propr!et{,s dE, 

CSS. 

15. Appare1I selon la revendication ·11, dans lequel la 40 

propr!et{, de CSS e,st une n3fjle de CSS ou une foric-
tion d'extension de CSS. 

45 

50 

55 

13 

24 
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Receive a Hypertext Transfer Protocol (HTTP) Request for a Web Page from a 
Client Computing Device 200 

Identify a Type of Browser from which the HTTP Request Originated 202 

Retrieve the Requested Web Page from a Server Computing Device 204 

Remove 
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property 
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Web 
Page 220 
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(54) Methods for optimizing a web content proxy server and devices thereof 

(57) A method, non-transitory computer readable 
medium, and apparatus that includes obtaining content 
with an original server cookie comprising a name and a 
value in rE,sponse, to a cli,mt request. WhE,the,r thE, value 
includes one or more of an established set of cl1aracters 
is dE;termined. A ne,w value is fieneralE,d based on 1hE, 
value of the onginal server cookie and a URL encoding 
of the, one or more of the e,stablished se,t of characters 
and any percent cl1aracters included in the value of the 

original server cookie prefixed by a first indicator char
acter, when ii is determined that tt1e value includes one 
or more of the established set of characters. A web op
timized c!i,mt cookie, comprising the new value and 1hE, 
name of the original server cookie concatenated with a 
domain attribute and path attribu\E; associatE,d with U1e 
content is generated. The web optimized client cookie is 
providE,d to U1e cli,m1. 
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Description 

FIELD OF THE INVENTION 

dicates the value of the original server cookie inciudes 
one or more of the established set of characters. A web 
optimized client cookie including Hie new value and a 
new name with at least the name of the original server 

[0001] niis invention genera!iy relates to proxy servers 5 cookie concatenated witi1 at least a portion of a domain 
and, more particularly, methods for optimizing web con- attribute and a path attribute associated with the obtained 
lent proxy servers and apparatuses thereof. 

BACKGROUND 

[0002] A web content proxy server optimizes web pag
es obtained from remote web servers for client devices 
with special requirements, such as mobile phones, 
PDAs, and smartphom,s. Every time a client device, re
quests a web page, the web content proxy server down
loads the, ori;Jinal pa;ie from a mmote we,b smvm, applies 
some customized rules to extract relevant content, and 
adapts it to fit thE, m,eds of Hie requE;stin;J cliEmt dEivice. 
By way of example, the web content proxy server may 

content is generated at ti1e web content proxy server. Ai 
least the web optimized client cookie is provided by il1e 
web content proxy server to the requesting client device. 

10 [0006] A non-transitory computer readable medium 
having stored thereon instructions for optimizing a web 
content proxy server comprising machine executable 
code which when executed by a processor, causes the 
processor to perform steps includinfl obtaininii content 

15 with an original server cookie compnsing al least a name 
and a valuE; from a contEml serw;r in msponse to a rnquest 
from a client device for the content. A determination is 
made whe,ther thE, value of tfie ori;Jinal SE,rvm cookie in-· 
eludes one or more of an establisl1ed set of characters. 

remove JavaScript, linearize content, and adapt the orig- 20 A new value is generated based on the value of the orig-
inal page to a smaller screen layout for the requesting 
client device. 
[0003] In computing, a cookie, such as a tracking cook
ie, browser cookie, and HTTP cookie, is a small piece of 

inal server cookie and a uniform resource locator (URL) 

encoding of at least the one or more of the established 
set of characters and any percent charac\E;rs included in 
t11e value of il1e origmal server cookie prefixed by a first 

text stored by a web browser on the ciient device. A cook- 25 indicator character, when the determination indicates the 
ie includes one or more name-value pairs containing da
ta, such as user preferences, shopping ca1i contents, the 
identifier for a server-based session, or other data used 
by websites. 
[0004] Web content proxy servers need to save cook- 30 

ies to enable the client devices to interact with the original 
wE,bsite at the remote wE,b servers in the, com;ct way. 
Acc.ordingly, web content proxy servers store these cook-
ies in an internal memory and associate them with the 
corresponding session from each client device so that 35 

when the same client device sends a request for a new 
page,, the, web content proxy SE,rve,rwill load the matchinfl 
cookies and send il1em lo the remote web server to get 
thE, page, to process. Unfortunately, storing the, cookies 
tor il1ese client devices causes problems with scalability, 40 

SE,curity, and privacy of tfie web conlEmt proxy servers. 

SUMMARY OF THE INVENTION 

value of the original server cookie includes one or more 
of the established set of characters. A web optimized 
client cookie including ii1e new value and a new name 
with at least the name of the original server cookie con
catenated witti at least a portion of a domain attribute 
and a patl1 attribute associated with the obtained content 
is ge,m,ra1ed. At least Hie web optimized client cookie, is 
provided to il1e requesting client device. 
[0007] A web content proxy server apparatus, compris
ing a memory and a processor coupled to Hie memory 
and configured to execute programmed instructions 

stored in trie memory inc!uding obtaininii cont,mt with an 
original server cookie comprising at least a name and a 
vaiuE; from a cont,mt server in rE,sponse, 1o a requE;st from 
a client device for the content. A determination iS made 
whE,1hm thE, value of 1hE, original server cookiE, inc!udes 
one or more of an established set of characters. A new 
value is generated based on the value oft11e original serv-
er cookie and a uniform resource locator (URL) encoding 

[0005] A method for optimizing a web content proxy 45 of at least the one or more of the established set of char
server includes obtaining at a web content proxy server 

content wiil1 an original server cookie comprising at least 
a name and a value from a content server in re,sponse 

acters and any percent diaracters included in ttie value 

of the original server c.ookie prefixed by a first indicator 
diaracte,r, whEm the det,mnination indicates tfie value of 
the original server cookie includes one or more of the 
established set of characters. A web optimized client 
cookie including the new value and a new name with at 
least the name of the original server cookie concatenated 
witti at least a portion of a domain attribute and a path 
attribute associated with the obtained content is gener-

to a request from a client device for the content. A deter
mination is made whether the value of the original server 50 

cookie includes one or more of an establistied set of char
acters at the web content proxy server. A new value is 
generated at the web content proxy server based on the 
value of the original server cookie and a uniform resource 
locator (URL) encodin;J of at IE;ast thE, one or morn of thE, 
established set of characters and any percent characters 
included in the, value of tfie original smve,rcookiE, prnfixE,d 

55 ate3d. ,\t le3ast 1h€3 vveb optimizBd c!iBnt cookie is provide3d 
to tl1e requesting client device. 

by a first indicator character, wl1en the determination in-

2 

[0008] niis technology providE,s a number of advan
tages including providing a method, non-transitory com-
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puter readable medium and an apparatus that optimizes 

implementation of a web content proxy server for inter
actions involving cookies between client devices and re

mote web servers. With this technology, original server 

get request; 

cookies are transformed by the web content proxy server 5 

FIG. 3 is a flow chart of an example of a method for 
generating a web optimized client cookie from an 
original server cookie to optimize implementation of 

a web content proxy server; and to web optimized ciient cookies which are transmitted to 
U1e client devices requesting tt1e web pages for storage 

and use witl1 subsequent requests. 

[0009] This technology provides greater scalability be
cause the web optimized client cookies are stored in the 10 

web browser at the client device, not in memory at the 

FIG. 4 is a flow cl1art of an example of a method tor 

transforming a web optimized client cookie back to 
an original server cookie to optimize implementation 
of a web content proxy server. 

web content proxy server. f\s a result, the web content 
proxy server does not face any issues with respect to 
memory storagE; capacity due to the number of sessions 

DETAILED DESCRJPTION OF THE INVENTION 

with cookies for client devices. Tl1e web content proxy 15 [0012] An exemplary environment 10 in which a web 
server can use the same, memory whe,ther thE;re am 100 

or 1,000,000 or more client devices engaged in sessions 
with thE, remote wE;b servers through thE, web cont,mt 

proxy server. 

[001 OJ Additionally, this technology provides greater 
security and privacy be,cause tt1eweb content proxy serv

er does not contain a centralized database of original 
smve,r cookiE;s wf1ich contain sE;ssion information from 

client devices browsing pages of web sites. Instead, 

cont,mt proxy server 12 is optimized is illustrated in FIG. 
·1. The exemplary environment 10 includes a web content 
proxy server or apparatus 12, client device,s 14(1)-14(n), 
web server devices ·16(1 )-16(n), and commurncation net-

20 works 18(1 )-18(2), although otl1ernumbers and types of 

systems, devices, and/or elements in other configura
tions and environments with other communication net

work topologies can be, used. This technolo;JY provide,s 
a number of advantages including providing a method, 

these original server cookies are translated into web op- 25 computer readable medium and an apparatus that opti-
timized client cookies which are U1en dispersed out 

among the client devices. As a result, the web content 
proxy server does not have any stored cookies from in
teractions between client devices and remote web serv
ers that could be used to steal identity or oti1er confiden

tial information of these client devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] 

FIG. 1 is a block diawam of an E;xemplary environ
ment witl1 an optimized web content proxy server; 

mizes implementation of a web content proxy server for 
interactions involving cookies between client devices and 
remote web servers. 
[0013] Referring more specifically to FIG. 1, the web 

30 content proxy server 12 optimizes the i1andling of original 

server cookies from t11e web server devices 16(1)-16(11) 

forrequE;stin;J client devices 14(1 )-14(n) and the, handlinii 
of web optimized client cookies, although the web content 

proxy server 12 can provide other numbers and types of 
35 functions. AIU1ough one web content proxy server 12 is 

shown, other numbers and types of web content proxy 
devices and systems can be, used. 

[0014] Tl1e web content proxy server 12 includes a 
cEmtral promssing unit (CPU) or procE;ssor 13, a me,mory 

FIG. 2A 1s an example of a HTTP request for a web 40 ·15, and an inte1iace system 17 wl1ich are coupled togetl1-

pafie from a remote, wE;b server; 

FIG. 2B is an example of a HTTP response with an 

er by a bus 19 or other link, altr10u1Jh otr1er numbers and 
types of components, parts, devices, systems, and ele

ments in other configurations and locations can be used. 
original server cookie from a remote web server to Ti1e processor 13 in ti1e web content proxy server 12 
a HTTP request; 45 executes a program of stored instructions one or more 

FIG. 2C is an example of a HTTP response contain
infl Hie web optimized client cookie fieneratE;d from 
the original server cookie received si1own in FIG. 28; 

FIG. 2D is an example of anoti1er HTTP request with 
the web optimized client cookie shown in FIG. 2C 
for a web page from a remote web server. 

FIG. 2E is an example of the anothe,r HTTP mquest 

witl1 tl1e web optimized client cookie shown in FIG. 
2D translated into U1e original server cookie for trans-· 

mission to the remote web server witl1 t11e anotl1er 

aspects of the present invention as described and illus

trated by way of tl1e embodiments herein, although the 
processor could e,xecutE, other numbE;rs and types ofpm

grammed instructions. 
50 [0015] The memory 15 in the web content proxy server 

12 stores these programmed instructions for one or more 

aspects of the present invention as described and illus
trated herein, altt1ough some or all of the programmed 
instructions could be stored andior executed elsewhere. 

55 A variety of diffe3re;nt 1ypBs of me3mory storage; dBvice3s, 
such as a random access memory (RAM) or a read only 
memory (ROM) in thE, system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medi-

3 
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um wl11ch is read from and/or written io by a magnetic, 
optical, orother reading and/or writing system that is cou
pled to ti1e processor 13, can be used for tt1e memory 15 
in the web content proxy server 12. In these embodi-

include other numbers and types of components, parts, 
devices, systems, and elements in other configurations. 
Tl1e processor 20 in each of C!ieni devices 14(1)-14(11) 
executes a program of stored instructions for one or more 

ments, tt1e memory 15 includes a core module 21 and a 5 aspects of the present invention as described and illus-
cookie module 23 which store programmed instructions trated herein, although the processor could execute other 
ior one or more aspects of ihe preseni invention as de
scribed and illustrated herein, although the memory can 
comprise other types and numbers of systems, devices, 
and elements in other configurations whid1 siore other 
data. The cookie module 23 includes programmed in
structions and/or logic configured io translate an original 
server cookie into a web optimized client cookie and to 
extract the ori;Jinal sE;rvm cookie wf1en a web optimized 
client cookie iS received, althougl1 the cookie module 23 
can havE, othm types and numbers of functions as dE;-• 
scribed and illustrated herein. 
[0016] The interface systE;m 17 in the wE;b cont,mt 
proxy server 12 is used to operaiively couple and com
municate between the web content proxy server 12 and 
i11e client devices 14(1 )-14(n) and the web server devices 
16(1 )-16(n) via the communication networks 18(1) and 
18(2), althou;Jh other typE;s and numbers of communica
tion networks wiil1 other types and numbers of connec-

numbers and types of programmed insiructions. 
[0019] The memory 22 1n each of the client devices 
14(1)-14(n) stores these programmed instructions for 

10 one or more aspects of the present invention as de
scribed and illustrated herein as well as the web opti
mized clieni cookies, although some or all of the pro
grammed instructions could be stored and/or executed 
elsE;whmE;. A varie,ty of diffemmt types of memory storafie 

15 devices, sucl1 as a random access memory (RArvl) or a 
mad only memory (ROM) in the system or a floppy disk, 
hard disk, CD ROM, or other computer readable medium 
whid1 is read from and/or writt,m to by a maiinetic, optical, 
or other reading and/or writing system that is coupled io 

20 processor 20 can be used for the memory 22 in each of 
the client devices 14(1)-14(n. 
[0020] The user input device 24 in each of the clieni 
devices 14(1 H 4(n) is used to input sE;lections, such as 
requests for a particular websiie form page or to enter 

tions and configurations can be used. By way of example 25 data in fields of a form page, although the user input 
only, tt1e communication networks 18(1) and 18(2) can device could be used to input ott1er types of data and 
use TCP/IP over Ethernet and industry-standard proto
cols, including HTTP, HTTPS, W/\P, and SOAP, al
though other types and numbers of communication net-

interact with other elements. The user input device can 
!nclude keypads, touch screens, and/or vocal !nput 
processing systems aithough other types and numbers 

works, such as a direct connection, a local area network, 30 of user !nput devices can be used. 
a wide area network, modems and phone lines, e-mail, [0021] The display 26 in each of the clieni devices 
and wireless and hardwire communication tE,chnolo\JY, 
each having their own communications protocols, can be 
used. 
[0017] Eacl1 of tt1e client devices 14(1 )-14(n) enables 35 

a user to request, get and interact with web pages from 
one or more web sites hosted by tf1e web server dE;vices 
16(1 )-16(n) through the web conient proxy server 12 via 
one or rnorE; cornmunicat!on ne,tworks, although om, or 
more of the client devices 14(1)-'14(n) could access con- 40 

tE;nt and utilize otr1er types and nurnbE;rs of applications 
from other sources and could provide a wide variety of 
other functions for the user. Although multiple client de
vices 14(1)-14(n) are st1own, 0U1er numbers and types 
of user computing systems could be used. In this exam- 45 

pie, the client devices 14(1)-14(n) comprise mobile de
vices with I ntemet access that permit a website form page 
or otr1er retriE;ved data to be displayed, altf1ougr1 each of 
i11e client dev!ces 14(1)-14(n). By way of example only, 

14(1)··14(n) is used to show data and information to tr1e 
user, such as website page by way of example only. The 
display in each of the client devices 14(1)-14(n) is a 
pt1one screen display, alU1ough other types and numbers 
of displays could be used depending on the particular 
type, of cliE;nt dev!ce. 
[0022] Tl1e interface system 28 in each of the client 
de,vicE,s 14(1 )--14(n) !s usE,d to opmatively couple and 
communicaie bel:\lveen the client devices 14(1 )-14(n) and 
thE, web content proxy servE;r 12 and wE,b SE,rve,r devices 
16(1)-16(11) over the commurncation nel:\lvorks 18(1) and 
18(2), although other types and numbers of communica
tion networks w!th other types and numbers of connec
tions and configurations can be used. 
[0023] The web server dev!ces 16(1)-16(n) provide 
one or more pages from one or more web sites tor use 
by one or mom of the client device,s 14(1 )-14(n) via thE, 
web content proxy server 12, although the web server 

one or more of the client devices 14(1 )-14(n) can com- 50 devices 16(1 )-16(n) can provide other numbers and 
prise smart pt1ones, personal digital assistants, or com
puters. 
[0018] Each of client devices 14(1)-14(n) in U1is exam
ple is a computing device that includes a central process
in;J unit (CPU) or processor 20, a rm;mory 22, usE;r input 
device 24, a display 26, and an interface system 28, and 
which are, couplE;d to;iethE;r by a bus 30 or otr1er link, 
although one or more of client devices 14(1)-14(11) can 

types of applications and/or content and can t1ave pro
vide other numbers and types offunctions. Although web 
server devices 16(1)-ifi(n) are sl1own for ease of illus
tration and discussion, other numbers and types of web 

55 server systerns and dBvic€;s can be us€;d, 

4 

[0024] Eacl1 of the web server devices 16(1 )-16(n) in
cludE; a central processinfl unit (CPU) or proce,ssor, a 
memory, and an interface system which are coupled io-
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gether by a bus or other link, although each of the web 
server devices 16(1)-16(n) could have other numbers 

and types of components, parts, devices, systems, and 
elements in other configurations and locations can be 
used. The processor in ead1 of tf1e web server devices 
16(1)-16(n) executes a program of stored instructions 

one or more aspects of the present invention as de

scribed and illustrated byway of the embodiments herein, 

although the processor could execute other numbers and 
types of programmed instructions. 
[0025] The memory in each of the web server devices 
16(1 )-16(n) stores these programmed instructions for 
one or more aspects of the present invention as de
scribE,d and i!!ustrated by way of the embodiments, al

though some or all of the programmed instructions could 
be stored and/or E,xecutE,d elsewriere. /\ variE,ty of differ-• 

ent types of memory storage devices, such as a random 
access memory (RAM) or a re,ad only memory (ROM) in 

the system or a floppy disk, hard disk, CD ROM, DVD 

ROM, or other computer readable medium which is read 
from and/or written to by a magnetic, optical, or other 

reading and/orwnting system that iS coupled to the proc
essor, can be used for Hie mE,mory in each of Hie web 
server devices 16( 1 )-16( n). 

bodiments may also be implemented on computer sys

tem or systems that extend across any suitable network 
using any suitable interface medianisms and communi

cations technologies, including by way of example only 
5 telecommunications in any suitable form (e.g., voice and 

modem), wireless communications media, wireless com
munications networks, cellular communications net

works, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks 
10 (PDNs), ti1e Internet, intranets, and combinations there

of. 
[0030] The embodiments may also be embodied as a 
computer readable medium having instructions stored 
1hmE,on for one or mom aspects of the, present invEmtion 

15 as described and illustrated by way of tl1e embodiments 
he,min, as dE;scribed hernin, which wf1en E,xecuted by a 

processor, cause the processor to carry out the steps 
necessary 1o implement the metf1ods of Hie E,mbodi-· 

ments, as described and illustrated l1erein. 
20 [0031 J An exemplary method for generating a web op

timized client cookie from an original server cookie to 

optimize implementation of tl1e web content proxy server 
12 will now be described with refemnce to FIGS. i-2C 

[0026] The interface system in each of the web server 25 

and 3. In step 50, in this example one of the client devices 
14(1)-14(n) via a web browser requests a page A.html 
at the website, "www .example.com" as sf1own in one ex-
ample in FIG. 2/\. This rnquest is transmitted to the, web 
content proxy se,rver 12 whid1 processes and transmits 
the request to the one of the web servers 16(1)-16(n) 

devices 16(1)-1fi(n) is used to operatively couple and 
communicate between the web server devices 16(1)-

16(n) and the web content proxy server 12 and tf1e c!ient 
devices 14(1)-14(n) via communication networks 18(1) 
and 18(2), a!lhougi1 oti1er types and numbers of commu

nication networks with other types and numbers of con
nections and confi;Jurations can be used. 

30 hosting ii1e website "www.examplH.com." 

[0032] The hosting one of the web servers 16(1 )-16(n) 
provides a msponse, in this example for the requE,slE,d 

page A.html which also contains an original server cookie 
"SESSION" to the web content proxy server 12 as shown 

[0027] Although embodiments of the web content 

proxy server 12, the ciient devices 14(1 )-14(n), and the 
web server de,vices 16(1 )-16(n), are described and illus

trated herein, each of the client devices 14(1)-14(n), the 
wE,b contm1t proxy servE,r 12, and the web server dE,vices 

16(1 )-16(n), can be implemented on any suitable com
puter system; or computinfl dEivice. It is to be understood 

35 in FIG. 2B. In ii1is e,xample,, SESSION has a value equal 

to "1234", the domain attribute is equal to ".example.com" 
and Hie patri attribulE, is equal to "i". This rE,sponse, uses 
t11e HTTP header Field "Set-Cookie". The cookie is a 

that tl1e devices and systems of the embodiments de- 40 

scribE,d hemin arE, for exE,mplary purposE,s, as many var,

iations of the specific hardware and software used to im

plement the embodiments are possible, as will be appre-

strinfl formed by 1hE, pair "name=value", followe,d by op
tional attributes, like those in this example indicating tl1e 
server domain attribute and path attribute accE;pting tf1is 

cookie. Although one illustrative example iS described 

herein, this technology can be used with specifications 
ciate,d by ti1ose skil!ed in ti1e relevant art(s). for all cookies. 
[0028] Furthermore, each of the systems of the em- 45 [0033] Next, in step 52 the web content proxy server 
bodiments may be conveniently imple,mented using one 

or more general purpose computer systems, microproc
essors, di;Jital signal procE,ssors, and micro-controllers, 
programmed according to ttie teachings of the, embodi
n1ents; as described and illustrated herein; and as vvill be so 
appreciated by those, ordinary ski!i in the art. 

[0029] In addition, two or more computing systems or 
devices can be substituted for any one of ti1e syste,rns in 

12 determines wi1ether tf1e original server cookie in

cludes tl1e domain attribute tor the requested web page 
providE,d by the, f1osting om, of thE, wE,b serw,rs 16(1 )-

1fi(n). If in step 52 the web content proxy server 12 de
termines the original server cookie does not include the 
domain attribute, Hien the, No brand1 is taken to step 54. 

In step 54, the web content proxy server 12 extracts the 
domain attribute from the mquested web page provided 
by the hosting one of the web servers 16(1)-16(11). If in any embodiment of the embodiments. Accordingly, prin

ciples and advantage,;; of distr!buted processinfl, such as 
redundancy and replication also can be implemented, as 
desired, to incre,ase, the robustness and performance of 

55 step 52 the wBb conten1 proxy server 12 dete3nnine3s the 
original server cookie does include the domain attribute, 
trien the YE,s branch is taken to ste,p 56. 

the devices and systems of the embodiments. The em- [0034] In step 56, the web content proxy server 12 de-

5 

ACCESSIBE LTD EXHIBIT 1004 
Page 1806 of 2149



9 EP 2 787 454 A1 10 

!ermines whether the original server cookie includes il1e 

path attribuie for ihe requested web page provided by 
i11e l1osting one of the web servers i 6(1 )-16(n). If in step 

56 the web content proxy server 12 determines the orig
inal server cookie does noi include Hie path attribute, 
then the No branch is taken to step 58. In step 58, the 
web content proxy server i 2 exiracts the path attribute 

from the requested web page provided by the hosting 
one of tl1e web servers 16(1)-16(n). If in step 56 the web 

[0038] Subsequeni to the encoding in step 62 or, if the 

web content proxy server 12 determines, in step 60, that 
the domain attribute and pai11 attribuies associaied with 
the content do not contain any characters in the estab-

5 iished sei or any percent, first, or second d1aracters, and 

the No branch is taken, the web content proxy server 12 
generates a name for a new web optimized client cookie 
in step 64. The web conient proxy server 12 generates 

the name for the new web optimized client cookie by con-
content proxy server 12 deiermines the original server 10 catenating the original name and the original domain ai

cookie does include the path attribute, then the Yes tribute and/or the path attribute, or the new domain at-
brand1 is iaken io step 60. 
[0035] In step 60, the web content proxy server 12 de
tE;rmim,s whe,ther tf1e domain attribute or the path at

tribute contains any characters in an esiabiisl1ed set or 
a p,m:,mt, a first, or a s,,cond character. In this e,xamplH, 
ihe established set of characters includes a control char

acter, a double quote characte,r, a space charactm, a 
comma character, a semicolon character, a backslash 

character, or one or more reserved characters identified 
in Request for Comment No. 6265 ("RFC6265"). In tt1is 

example, ihe first character is a plus sign character and 
the second charactE;r is an e,qual sign character, althougr1 

oiher characters can also be used in the established set 

or as the first or second character. 
[0036] If the web content proxy server 12 determines 
that the domain attribute or the path attribute associated 
wiU1 ihe conient contains any d1araciers in the estab

lished set or a percent, a first, or a second character, 
i11en tl1e Yes brancl1 is taken to step 62. In step 62, the 

web conteni proxy server 12 generates a new domain 
at1ribute and/or a ne,w path attr!bute by pe,rformin;J a uni
form resource locator (URL) encoding of any characters 

in the established set and any percent, first, or second 
characters in the domain altribuie and/or path ailribute. 
Since the domain attribute and path attribute in this ex
ample arE; incorporate,d into a narm; of a web optimized 

client cookie, as descnbed and illustrated in more detail 

tribuie and/or the new paU1 attribute generated in siep 
62, each separated by the plus character, although other 

manners for fien,mitin\J tf1e new name, can be use,d. 
15 [0039] Tl1e resulting new name is "urnversal resource 

locator ,mcode,d" to kee,p conformance, to the, cookiE; 

specification. Addiiionally, the resuliing new name is 
unique, evE;n ifdiff,mmt domain attributes contain cookie,s 

with the same name. This new name contains all the 
20 information necessary for the web content proxy server 

12 to extract U1e original server cookie later, as described 

in greaier detail by reference to FIG. 4. 
[0040] In ste,p 66, the web content prm<y server 12 de,-

termines wl1ether ihe value of the original server cookie 
25 indudes one or more of an estabiished set of characters. 

Optionally, the established set of characters is the same 
set of characters used in step 60, although a different set 
of d1araciers can also be used. If ihe web content proxy 
server 12 determines that the value oft11e original server 

30 cookie includes one or more of tl1e established set oi 

characters, then the Yes branch is taken to step 68. 
[0041] In step 68, the, we,b content proxy server ;ien-· 
erates a new value based on the value of the original 
server cookie and a URL encoding of any characters in-

35 eluded in the established set of characters, as well as 

any percent characters. Since the new value must com

ply with RFC 6265 but it is not iiuaranteed that original 
server cookie value is compliant, tl1e onginal sever cookie 

below, the, domain attribute and path attribute, must be 
converted to conform to cookie name specifications set 40 

valuE; must be conve,rted to comply with cookiEHJctet 

specifications 
forth in RFC6265. 

[0037] Addiiionally, the plus sign character is used to 

separate the name of the original server cookie from a 
domain attribuie and a path attribute in a new name for 

[0042] Additionally, instances oftr1e percent characte,r 

in the value musi also be URL encoded to distinguisl1 the 

instances with a percent character introduced by a URL 
encoding of another cl1aracter in U1e value. In ihis exam-

the web optimized client cookie, as described and illus- 45 pie, the generated new value is further prefixed by a first 

trated in detail below. The equal sign character is used 

to separaie the new name from a new value in the web 
optimized cli,mt cookie, also as de,scribE;d and illustrate,d 

in deiail below. Other characters can also be used as 
separators and corresponding first and second charac

ters. Since, in this example, some character(s) of ihe 
domain attribute and/or the path attribute may be URL 
encoded, instances of the percent d1aracier in U1e do

main attribute and path attribute must also be URL en-

indicator d1aracter sud1 as "e" in i11is example, a!lhougl1 

other characters can be used for the first indicator char

acter. 

[0043] Referring back io step 66, if ihe web conteni 
50 proxy server 12 determines that the value of the original 

server cookie does noi include any oftt1e established set 

of characters, then the No branch is taken to step 70. In 
step 70, ihe web content proxy server 12 optiona!iy gen
erates a new value based on the value of the original 

coded to distiniJu!sh !nstanms of the, percent d1aracter 55 server cook!e pmfixe,d by a second !ndicator characte,r 

from a percent characier introduced by a URL encoding such as "n" in this example, although other cl1aracters 
of anotr1er d1aracter in the, domain a1tribute or path at-· 

iribute. 

can be used for thE; second indicator charactHr. In other 

examples, il1e first indicator character is used to deter-

ACCESSIBE LTD EXHIBIT 1004 
Page 1807 of 2149



11 EP 2 787 454 A1 12 

mine wheil1er the value has been encoded, as described 

and iliustrated in greater deiail with reference to FIG. 4, 
and a second indicator character is not used. 

[0044] In step 72, the web content proxy server 12 
forms a new web optimized ciieni cookie tiaving the new 
name generated in step 64 and new value generated in 
step 68 or step 70. In ii1is example, ti1e domain attribuie 

in the web optimized client cookie is not specified, and 

the path attribute is associated with a value "f'. Other 
values can be used, sudi as one for the paih attribute 
that corresponds to a prefix associated with this optimi
zation meihod (by way of example only "/mt('). 
[0045] By way of example only, when the web content 

proxy server i 2 receivE;s a msponse witri thE; orifiinal 
server cookie as shown in FIG. 2B, the web content proxy 
server 12 g,merates a web optimize,d ciiEmt cookie, as 

sl1own in FIG. 2C. More specifically, the original server 
cookie,: SESSION=1234; domain attributE;=.e,xarn

ple.com; and path attribute=/ iS transformed by the web 
content proxy server 12 to a web optimized client cookie: 
SESSION+.example.com+/:==n1234; path aitribute==/mt/. 

Accordingly, in this illusirative example the new web op
timized client cookie, name, repmsents the concat,mation 

of the original server cookie name, original domain at

tribute, and original path attribute each separated by the 
plus sign diaracter. Additionally, in this example, Hie new 
web optimized client cookie value represents the original 
se,rver cookie, value prefixed by an indicator diaracier 
indicating wlletller the original server cookie value is en-

tent from il1e web content proxy server 12 to the requesi
ing one of tile client devices 14(1 )-14(n). The web brows
er at the, mquesting one, of Uie ciieni devices 14( 1 )-14(n) 

receives and saves the web optimized client cookie in 
5 the, memory 22 at Uie requesting one of ttie clie,nt devices 

14(1)-14(n). 
[0049] Accordingly, in this illustrative e,xample, the web 

optimized client cookie shown in FIG. 2C is stored 1n il1e 

memory 22 at the requesting one of the client devices 
10 14(1)-14(n) and is not stored by ihe we,b content proxy 

server 12. Wllile conformance with cookie name speci
fications could be maintained by URL encoding ail char

acters, or all special cllaracters, of tile domain attribute, 
path attribute, and valuE; of 1he, original se,r-mr cookie, in 

15 tl1is example, only a limiied number of characters are 
URL EmcodE;d, thereby reducing thE; sizE; of 1hH we,b op

timized client cookie. By reducing the size of the web 
optimized client cookie,, IE;ss spam in the memory 22 of 

t11e requesting one of the client devices 14(1)-14(n) is 
20 utilized and tile web optimized client cookie can be sent 

to the requesting one of the, client devices 14(1)-14(n) in 

less time. 
[0050] Re,ferring now to FIGS. i, 2D--2E, and 4, an ex-

emplary method for translating a web optimized client 
25 cookie back to an original server cookie to optimize the 

impleme,ntation of ti1e web content proxy server 12 wi!I 

now be described. In step 100, in this example one of 
the, clieni devices 14(1 )-14(n) via a web browser submits 
anotller request to the web content proxy server 12 for 

coded. 30 page BJitml al Uie website, '\11,ww.example.com" as 

[0046] In this example, the original domain attribute shown in one example in FIG. 2D. This request includes 
and orifiinal path attribute arE; use,d because, nonE; of thE; 

characters of the original domain aitribute and original 

path attribute were included in the establislled set of cl1ar
acters or matched Uie first or second diaraclers (plus 35 

sign and equal sign, respectively, in this example). Oiller 

orde,rs and manne,rs for forminfJ 1he, name of the, web 

optimized client cookie can also be used. In this example, 
thE; valuE; of the web optimized cli,mt cookiE; is pmfixe,d 
with an "n" character indicating that the value of the orig- 40 

inal server cookie, did not include, any charactE;rs in the, 

established sei of characters and, therefore, was not URL 

encoded. Additionally, in this example, the new patll at
iribute, corresponds to a prefix "fmtr' associated wiih Uiis 
optimization method. 45 

[0047] Next, in siep 74 Uie web conieni proxy server 

12 copies the remairnng attribuies in tl1e original server 
cookie, such as an expiration dale for thE; orifJinal sE;rve,r 
cookie by way of example, in the web optimized client 

a web optimize,d ciiEmt cookiE;, whidi in this example, corn-

prises a name/value pair: SESSION+.exam
ple.com+/=n1234. 

[0051] In step 102, the web content proxy server 12 
extracts the original server cookie name and the encoded 
domain attribute, and path attributes frorn the, name, of Hie 

web optimized client cookie. In ihis illustrative example, 
trie original SHM~r cookie name and tfie domain attributE; 

and path attributes are extracted by the web conteni 
proxy server from thE; name: SESSION+.exarn-

ple.com+/. The domain aitribute can be extracted based 

on the characters following the first plus sign character 
se,paraiing the domain attribute from ii1e original server 

cookie name and the path attribute can be extracted 
based on the d1araclers following the second plus sign 

cl1aracter separating the domain aitribute from the paih 
attribute. Additionally, the value can be e,xtracted based 
on the diaraciers of the we,b optimize,d client cookie fol-

cookie, although other amounts of the remaining at- 50 lowing tile equal sign character. Tile web content proxy 
tributes could be copied and other information aiso could 

be appended. 
[0048] In ste,p 76, ti1e original server cookie, whidi has 

been translated into the web optimized client cookie is 
now provide,d to 1he, corn module 21 in the web cont,mt 

proxy server 12. The core module 21 includes pro
iirarnrm,d instructions and/or logic 1o manaiie 1he, trans-
mission of il1e web optimized client cookie and the con-

server 12 furti1erperforms a URL de,coding of the domain 

attribute and path attributes. In this example, no cllarac
te,rs of the domain attribute and path aitribute were en

coded in step 62 and the extracted domain attribute and 
55 path attribute mpres,mt thE; orifiinal domain attribute and 

patl1 attributes as included 1n the original server cookie. 
[0052] In ste,p 104, Hie web content proxy sE;rvE;r 12 

determines whether the extracted domain attribute and 
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path attnbute identify a web optimized Client cookie that 
is a match to a universal resource locator for the request
ed web page. If in step 104 the web content proxy server 
12 determines the extracted domain attribute and path 
attributes identify a web optimized c!ient cookie that is 
not a match, then the No branch is taken to step 106. In 
step 106, tt1e web content proxy server 12 submits the 
requestto the hosting one of the web servers ·16(1 )-16(n) 
hosting the request page without an original server cook
ie. In ii1is illustrative example, the requested page is 
"8.htmL" If in step 104 the web content proxy server 12 
determines the extracted domain attribute and path at
tributes identify a web optimized client cookie that is a 

of the web servers 16( 1 )-16(n) hosting the requested web 
page. In this illustrative example, the extracted name 
SESSION is associated with the value 1234. 
[0057] In step 116, the web content proxy server 12 

5 submits the request witt1 the reconstituted original server 
cookie to the one of the web servers 16(1 H 6(11) hosting 
the requested page. In U1is illustrative example, the re
quest with the reconstituted original server cookie as 
shown in FIG. 2E is transmitted to the one of the web 

10 servers 16(1)-1fi(n) t1osting the requested web page 
8.html. 
[0058] Accordingly, as illustrated and described t1erein 
this technology provides a number of advantages includ-

matd1, thE;n tf1e Yes branch is tak,m to step 108. ing providing a me,thod, computE;r re~adable rnediurn and 
[0053] In step 108, the web content proxy server 12 15 an apparatus that optimizes implementation of a web 
determines wh,,thm the, we,b optimize,d client cookie in-
eluded in the request received in step 100 includes a 
valuE;, pmfixe,d with the, first indicator charactE;r or the, 
second indicator character. If the web content proxy serv
er 12 determines that the value of the web optimized 
client cookie is prefixed by tt1e first indicator character, 
then the Yes branch is taken to step 110. 
[0054] In ste,p 110, U1e web content proxy sE;rve,r 12 
generates a decoded value by performing a URL decod
ing of any characters following the first indicator character 
in the value, of the, web optimized client cookie extracte,d 
in step 102. Referring back to step 108, if the web content 
proxy server 12 determines that the value of the web 
optimized ciient cookie is prefixed by the second char
acter, then tt1e No brand1 is taken to step 112. In exam
ples in which tl1e second indicator is not used, and op
tional ste,p 70 is not performe,d, the No branch is taken 
by web content proxy server 12 when the web content 
proxy sever 12 determines the extracted value is not pre
fixed by the first indicator ci1aracter. 
[0055] In step 112, the web content proxy ser,1er 12 
geme,rates a decode,d value, inc!uding thE; characte,rs fol
lowing the second indicator character in the value of tl1e 

cont,mt proxy server for inte,ractions involvin;J cookies 
between ciient devices and remote web ser,1ers. With 
this te,chnolO\JY, the web content proxy serJE;r is much 
more scalable because of the reduced memory storage 

20 demands and the web content proxy server poses a much 
lower security and privacy risk to information provided 
by the client devices ·14(1)-14(n). Additionally, the size 
of the cookies, and associated time mquirE;d to send 
cookies to client devices and storage requirements on 

25 the client devices, is advantageously reduced while con
formance wiii1 cookie, name specifications is maintained. 
[0059] Having thus described the basic concept of the 
invention, it will be, rather apparent to those skilled in the 
art that the foregoing detailed disclosure is intended to 

30 be presented by way of example only, and is not limiting. 
Various alterations, improvements, and modificationswiil 
occur and am intendE;d to those skilled in tr1e art, thoufih 
not expressly stated herein. Tl1ese alterations, improve
ments, and modifications are intended to be suggested 

35 hereby, and am witt1in ti1e spirit and scope of tt1e inve,n
tion. Additionally, the recited order of processing ele
m,mts or sequences, or the, use of numbers, !ett,m;, or 
other designations therefore, is not intended to limit the 

web optimized client cookiE; extracted in step 102. In ex-· 
amples in which the second indicator character is not 40 

claime,d processes to any order except as may be, spec .. 
ified in the ciaims. Accordingly, the invention iS limited 
only by the, foilowing c!aims and equiva!ents thereto. used, the va!ue, of thE; we,b optimized cli,mt cookie ex

tracted in step 102 is used as the decoded value. Since, 
in the examp!e illustrated in FIG. 2D, the value 111234 is 
prefixed with an "n", Hie No branch is taken from ste,p Claims 
108 and the decoded value generated in step 112 is 1234. 45 

Aco:mlingly, one of the indicator d1aracters is inserted 
by the web content proxy ser,1er 12 to indicate to the web 
content proxy smve,r 12 whE;the,r thE; value included in a 
subseque,nt request including a web optimized client has 
been URL encoded, as described and illustrated earlier 
wiU1 refe,rence to step 68. 
[0056] In step 114, the web content proxy server 12 
create,s a new cookie by associating the name extracte,d 
from the web optimized client cookie in step 102 with the 
valuE; for U1e orifiinal server cookie, decoded in stE;p 110 
or 1 ·12. The extracted name and decoded value comprise 
thE; orifiinal server cookie which is appe;nded to the, HTTP 
cookie header fields of the request to be sent to tl1e one 

1. f\ method for optimizing a web content proxy server, 
the method comprising: 

obtaining at a web content proxy serve,r content 
50 with an origina! server cookie comprising at least 

a name and a value from a content server in 
response to a request from a client device for 
the content; 
determining at the web content proxy server 

55 whetf1er tf1e value of the, original servE;r cookie 
mcludes one or more of an established set of 
charactE;rs; 
generating with the web content proxy server a 
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new value based on t11e value of ihe original 
server cookie and a uniform resource locaior 
(URL) encoding of at least the one or more of 
the established set of characters and any per-
cent characters included in the value of the orig- 5 

inal server cookie prefixed by a first indicaior 
cliaracter, wtien the determining indicates the 
value of the original server cookie includes one 

generating with the web content proxy server 
the new domain attribute or tile new patll at
lribu te based on a domain attribute or a path 
attribute of a network address of the obtained 
content, wtien it is determined that the original 
server cookie does not inciude the domain at
tribute or ttie path attribute. 

5. The method as set forth in ciaim 3, wllerein the first or more of the estabiished set of characters; 
generating at the web conienl proxy server a 
web optimized ciient cookie comprising the new 
value and a new name comprising al least the 
name of the original server cookie concatenated 

10 character is a plus ci1aracter and the seo:md char
acter is an equal character and the established set 

with at least a portion of a domain attribute and 
a path attnbute assoc1aied with ihe obtained 15 

cont,mt; and 
providing witll the web content proxy server at 
least tfie web optimizE;d client cookie to the re
questing client device. 

20 

2. Ti1e mettiod as sei iorih in claim 1, further comprising 
generaiing with the web content proxy server a new 
value comprising tfie value of the original server 
cookie prefixed by a second indicator character, 
when it is determined that the value of the original 25 

server cookie does not include one or more of the 
establislled set of characters. 

3. The method as set forth in claim 1, further compris
ing: 

gEmerating with the, wE;b content prox:y server a 

30 

new domain aitribute or a new path attribute 
based on the domain attribute or the path at
tribute associated with the content and a URL 35 

encoding of at least any percent character, first 
charactE;r, or second charactE;r of tfie domain 
attribute or the path attri buie associated with il1e 
cont,mt; and 

of characters further comprises one or more of a con
trol character, a double quote character, a space 
charactm, a comma character, a semicolon charac-
ter, a backslash character, the plus character, the 
e,qual charactBr, or onE; or more rese,rve,d characters 
identified in Request tor Comment No. 6265. 

6. The method of clarn 1, further comprismg: 

processing witti the web content proxy server a 
subsequent request from the client device by 
reconsmuting thE; or!;Jinal sE;rvm cookie using a 
web optimized client cookie included 1n il1e sub
sequent request, the reconstituting comprising: 

determining whether the web optimized cli
eni cookie included in the subsequent re
quest includes a value prefixed witll the first 
indicator character; and 
generating a URL decoding of a plurality of 
characters following the first indicator diar-· 
acter included in the web optimized client 
cookie included in the subsequent request, 
when it is determined ii1ai ti1eweb optimized 
client cookie included in tile subsequent re
quest includes a value prefixed with the first 
indicator characier. 

wherein the domain aitributeorthe path attribute 40 7. The method as set tortl1 in claim 6, wherein il1e 
of the wE;b optimized cli,mt cookie comprisE;s the, 
new domam aitribute or the new path attribute 
and tile new path attribute and tile new value 
are separated by the second cliaracter. 

4. The mettiod as sei forth in ciaim 3, further compris
ing: 

45 

determining at the web conient proxy server 
whether tile original server cookie includes a do- 50 

main attribute or a patti attribute; 
generating witll the web content proxy server 
ttie new domain attribuie or the new paih ai-

proce,ssing furthe,r compr!ses: 

determining whether a domain attribute and a 
path aitribute of ti1e reconslituied original server 
cookie correspond with a network address of tile 
subsequent request; and 
providmg the subsequent requesi wiil1 the re
constitutE;d original server cookie to Hie cont,mt 
server, when it is determined ti1ai ti1e domain 
attribute and the path attribute of the reconsti
tuted original server cookie correspond witti the 
network address of tile subsequent request 

tribute based on the domain attribute ortl1e patll 8. The method as set fortll in claim 1, wherein tile pro-
attributE; inc!uded in the orifiinal sE;rve,r cookie, 55 viding furthE;r comprise,s providin;J the, obtained con-· 
when it iS determined that the original server tent and tl1e web opiimized client cookie to the client 
cookie, include,s Hie domain attributE; or thE; path 
attribute; and 

device without storing the, original serw;r cookie or 
the web optimized client cookie. 
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9. The method as set fo1ih in ciaim 1, wherein the gen
erating the web optimized client cookie further com
prises appending one or more original attributes of 
the original server cookie to the web optimized client 
cookie. 5 

10. f\ non-transitory computer readable medium having 
stored thereon instructions for optimizing a web con-
tent proxy server comprising machine executable 
code which when executed by a processor, causes 10 

the processor to perform steps of the method ac
cording to any of claims from 1 to 9. 

11. /\ web conlEml proxy server apparatus, comprising: 

a rrnm1ory; and 
a processor coupled to t11e memory, and config
ured to exE,cute programmed instructions stored 
in the memory and comprising the steps of tl1e 

15 

method according to any of claims from 1 to 9. 20 

25 
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GET /A.html HTTPIU 
Host: www.example.com 
Accept: *r 
User-Agent: 11y~mobile-browser 1.0 

HHP/U 200 OK 
Co11tent·l~le: texVhtml; charset = UTF~8 
Gontent~L 
Set~Co ok ie: SESSION= 1234; do ma in;:-:::: .example. com; path= i 

FJC;{P 2B 

HHP/1.1100 DK 
C111tenM:n1e: text/html; charset= UTF·8 
Ca 11tel'rt~Lemrt~: 5300 
Set-Cookie: SESSION+.examp!e.com+/=n1234; path=mt/ 

GET /mVwww.example.com/B.html HTTP/I. 1 
User-Ag-ent: my-mobile-browser 1.0 
Host: 11.proxy .com 
Accept:"'/* 

Cookie: SESSION+.example.com+/=n1234 

GET /B.html HITP/U 
User-Agent: rny-mobi le-browser 1.0 
Host: www.example.com 
Accept: *l* 
Cookie: SESSION= 1234 

12 
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Receive Original Server Cookie from Core Module 50 

---- --- fi - 1 • " •b ') --i -- GetDomain rom -=------ Jomam1,.ttn ute, ~ _....--~-......... 
---- ---- Request Page 1.JRL 54 -------- ~---,---------' 

y1------------------' 

------------ ----------- N ~- Path Attribute? 56 ___::::::--" ---- ----
--- ---------- --

Get Path from Request 
Pa0 e URL 58 b ..... . 

--- ------------------- Domain or Path Contain Characters ---------<__ in Established Set or"%", First, or 
y 

--------- Second Characters? 60 ---------------------- ---- ..-------~-----, 
---- -------- Encode Domain or Path 

N,__ ________ _, 62 

Generate a New Name by Concatenating the 1\ame, Domain, and Path Attributes ft:f 

Generate a New Value Based on the Cookie Value Prefixed by 
a Second Indicator Character 70 

Generate a N evv 
Value Based on the 

Cookie Value and an 
Encoding of 

Characters in the 
Establi.,hed Set 

Prefixed by a First 
Indicator Character 

2li 

Construct an Optimized Client Cookie by Coupling the New Name and New Value 72 

Append Remaining Original Cookie Attributes to the Optimized Client Cookie 74 

Send the Optimized Client Cookie to the Core I\fodule .7.9... 

FIG. 3 

13 
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Receive Web Optimized Client Cookie 100 

Extract a Name, Path, Domain, and Value from the Web Optimized Client Cookie and 
Decode Path and Domain 1:o Determine Original Path and Domain 102 

N 

~-
~ Value Prefixed with ~ y 
~c First lndicator _.--:::,.....-.i 

-..___ Character? 108 ~ 
~ ~-

-------
Generate a Decoded Value lncluding 

Characters Following Second Indicator 
Character 112 

Return to Core Module 106 

Generate a Decoded Value by 
Decoding Characters Following 

First Indicator Character 
110 

Create a New Cookie TJsing Extracted and Decoded Name and Generated Decoded 
Value 1_14 

Send the New Cookie to the Core Module 116 

14 
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FIG.2 

(57) Ahstrnct: A m,,thod, cornpuler readable rnediurn 
and apparatus for 1:ramfo1ming a request for v,eb con -
tent inc1ndes obtaining at a vveb content opt1111]zmio11 
compu1ing appam1us a hypertext trnnsfor pro1oco1 
(HTTP) reques1 for a web page frorn at least one client 
compu1ing device. An eXtensihle Markup Language 
(XML) document including ,i representation of the 
HTTP req1iest is generated wi1h the web content optim -
ization con1pnting apparatlls. AJ least one n11e docu
ment associated with the HTTP request is identified 
with the web conten1 opti1nization compn1ixtg apparn1-
us. The iden1ified at least one mle document is trans
fo1med wi1h tht: web content optin1ization con1p11ting 
apparatus into an eXtensible Stylesheet Language 
(XSL) document including one or more templates. One 
or more of the templates of 1he XSL document are ap
plied with the web content optimization compu1ing ap
paratus 1o transform the XML document. 11,e 1rans
formed XML document is provided by the web content 
optimization computing apparatus, 
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1\'lETHODS f1~OR TRANSF'ORMlNG REQlJESTS F'OR \VEB 

CONTENl' AND DEVICES 1'HEREO_F 

[0001 l This application claims the benefit of U.S. Patent Application 

Serial No. 13/360,357, filed January 27, 2012, which is hereby incorporated by 

5 reference in its entirety. 

FJELD 

[0002] This technology generally relates to methods and devices for 

transforming requests for web content and, more particularly, for extending the 

extensible stylesheet language (XSL) in order to manage hype1iext transfer 

10 protocol (HTTP) requests for web pages. 

BACKGROtTND 

!0003! The introduction of extensible markup language (XML) and the 

extensible styksheet language (XSL) specifications has provided an easy way to 

trnnsfom1 documents between various formats. This functionality has been 

15 included in web development frameworks, giving them the ability to 

automatically transfonn an XML document into a document with a different 

format, such as hypertext markup language (HTML) or extensible hypertext 

rnarkup language (XBTML), integrating the original data vvith graphic layout and 

user interface components. The XSL specifications are based on special 

20 constructs called templates that match a single element or a set of similar elements 

and rew1ite them and their content based on instructions defined in the template. 

[0004] Unfortunately, there is currently no effective way to define actions 

to take, based on attributes of a hypertext transfer protocol (HTTP) request, or 

othenvise to alter or control the flow of a web application and/or transaction 

25 processing the HTTP request. Attributes of the HTTP request can include HTTP 

header values and/or names of query or post parameters that correspond with vveb 

page user interface functionality, such as a submit or purchase button, for 

exarnple. While XSL has been utilized to transform the format of web content 

provided in response to an HTTP request resulting from engagement vvith such 
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5 

user interface functionality, there is no effective method or device that is capable 

of manipulating an HTTP request based on the engaged functionality, on the type 

of request, or on any other attribute of the request, in order to communicate with a 

web application or otherwise affect the flow and/or processing of the request. 

SUMMARY 

[0005] A method for transforming a request fi.)r web content includes 

obtaining at a web content optimization computing apparatus a hypertext transfer 

protocol (HTTP) request for a web page from at least one client computing device. 

An extensible markup language (XML) document including a representation of 

10 the HTTP request is generated with the web content optimization computing 

apparatus. At least one rnle document associated with the HTTP request is 

identified with the web content optimization computing apparatus. The identified 

at least one rule document is transformed with the web content optimization 

computing apparatus into an extensible stylesheet language (XSL) document 

15 including one or more templates. One or more of the templates of the XSL 

document are applied with the web content optimization computing apparatus to 

transfom1 the XML document. The transformed XML document is provided by 

the web content optimization computing apparatus. 

l0006J A computer readable medium having stored thereon instrnctions 

20 fix transforming a request for web content comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps including obtaining an HTTP request for a web page from at least one client 

computing device. An XML document including a representation of the HTTP 

request is generated. At least one rnle document associated with the HTTP 

25 request is identified. The identified at least one rule document is transfom1ed into 

an XSL document including one or more templates. One or more of the templates 

of the XSL document are applied to transform the XML docmnent. The 

transformed XML document is provided. 

[0007] A web content optimization computing apparatus fi.)r transforming 

30 a request for web content includes one or more processors and a memory coupled 

90.52706-3 
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to the one or more processors vv'hich are configured to execute programmed 

instrnctions stored in the memory including obtaining an HTTP request for a web 

page from at least one client computing device. An X!v1L document including a 

representation of the HTTP request is generated. At least one rule document 

5 associated with the HTTP request is identified. The identified at least one rule 

document is transformed into an XSL document including one or more templates. 

One or more of the templates of the XSL document are applied to transfi.mn the 

XML document. The transfi.)m1ed XML document is provided. 

[0008] This technology provides a number of advantages including 

10 providing a method, a computer readable medium, and an apparatus that 

transforms requests for web content by utilizing XSL to manipulate an HTTP 

request for the content. More specifically, examples of this technology generate 

an Xiv1L document representing an HTTP request and apply one or more rules to 

the Xlv1L document, the rules being predefined and represented in one or more 

15 templates of an XSL document. With this technology, the applied rules can 

manipulate one or more HTTP request headers or request parameters and/or the 

actions responsive to the HTTP request and/or flow of the application and/or web 

transaction configured to process the HTTP request. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

!0009] FIG. 1 is a block diagram of an exemplary environment with a web 

content optimization computing apparatus configured to transfom1 a request for 

web content; 

[0010] FlG. 2 is a flow chart of an exemplary method transforming a 

request for web content; 

25 FIG. 3 is an exemplary hypertext transfer protocol (HTTP) request; 

l0011J FIG. 4 is an exemplary extensible markup language (XML) 

document including a representation of the HTTP request of FIG. 3; 

[0012] FIG. 5 is an exemplary mle document; 

90.52706-3 
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[0013] FiG. 6 is an exemplary extensible stylesheet language (XSL) 

document including a plurality of exemplary templates and resulting from an 

exemplary transformation of the rule document of FIG. 5: and 

l0014J FIG. 7 is an exemplary XML document transformed according to 

5 an exemplary application of the templates of the XSL document of FIG. 6. 

DETAILED DESCRIPTION 

[0015] An exemplary environment 10 with a web content optimization 

computing apparatus 12 configured to transfonn requests for web content is 

illustrated in FIG. 1, although this technology can be implemented on other types 

10 of devices, such as one of the web server devices 16(1)-16(n), or any other server 

computing apparatus configured to receive and process hypertext transfer protocol 

(HTTP) requests, by way of example only. The exemplary environment 10 

:includes the web content optimization computing apparatus 12, client devices 

14( l )-14(n), the web server devices 16(1 )-16(n), and communication networks 

15 18( l )-18(2), although other numbers and types of systems, devices, and/or 

elements in other configurations and environments with other communication 

netvvork topologies can be used. This technology provides a number of 

advantages including providing a method, computer readable medium and an 

apparatus that transforms HTTP requests for web content, such as a hypertext 

20 markup language (HTML) web page, for example, in order to manipulate one or 

more actions taken based on the HTTP request headers and/or parameters. 

[0016] Referring more specifically to FIG. 1, the web content optimization 

computing apparatus 12 includes a central processing unit (CPU) or processor 13, 

a memory 15, and an interface system 17 which are coupled together by a bus 19 

25 or other link, although other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor 13 in the web content optimization computing apparatus 12 executes a 

program of stored instrnctions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments herein, although the 

30 processor could execute other numbers and types of programmed instructions. 
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[0017] The memory 15 in the web content optimization computing 

apparatus l 2 stores these programmed instructions for one or more aspects of the 

present invention as described and illustrated herein, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

5 different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor 13, can be used for the memory 15 in the web 

10 content optimization computing apparatus 12. 

[0018] The interface system 17 in the web content optimization computing 

apparatm, 12 is used to operatively couple and communicate between the web 

content optimization computing apparatus 12 and the client devices 14(1 )-14(n) 

and the web server devices 16(1)-16(n) via the communication networks 18(1) 

15 and 18(2), although other types and numbers of communication networks with 

other types and numbers of connections and configurations can be used. By way 

of example only, the communication networks 18(1) and 18(2) can use TCP/IP 

over Ethernet and industry-standard protocols, including HTTP, HTTPS, WAP, 

and SOAP, although other types and numbers of communication net\vorks, such 

20 as a direct connection, a local area network, a wide area network modems and 

phone lines, e-mail, and wireless and hardwire communication tcchnolOg'/, each 

having their o,vn communications protocols, can be used. 

[0019] Each of the client devices 14(1 )-14(n) enables a user to request, 

receive, and interact with web pages from one or more web sites hosted by the 

25 web server devices 16(1 )-16(n) through the web content optimization computing 

apparatus 12 via one or more communication networks 18(1 ), although one or 

more of the client devices l4(1)-14(n) could access content and utilize other types 

and numbers of applications from other sources and could provide a wide variety 

of other functions for the user. Although multiple client devices 14(1 )-14(11) arc 

30 shovvn, other numbers and types of user computing systems could be used. in one 

example, the client devices 14(1 )-14(11) comprise smart phones, personal digital 

assistants, computers, or mobile devices with Internet access that pennit a website 
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fonn page or other retrieved web content to be displayed on the client devices 

l 4(1 )-14(n). 

Each of the client devices 14(1 )- l 4(n) in this example is a 

computing device that includes a central processing unit (CPU) or processor 20, a 

5 memory 22, user input device 24, a display 26, and an interface system 28, which 

are coupled together by a bus 30 or other link, although one or more of the client 

devices 14(1 )-l 4(n) can include other numbers and types of components, parts, 

devices, systems, and elements in other configurations. The processor 20 in each 

of the client devices 14( l )-l 4(n) executes a program of stored instrnctions for one 

10 or more aspects of the present invention as described and illustrated herein, 

although the processor could execute other numbers and types of programmed 

instructions. 

[0021] The memory 22 in each of the client devices 14(1 )-14(n) stores 

these programmed instructions for one or more aspects of the present invention as 

15 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

20 magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices I 4( i )-

14(n). 

l0022J The user input device 24 in each of the client devices 14(1 )-l 4(n) is 

used to input selections, such as requests for a particular website fi.)rm page or to 

25 enter data in fields of a form page, although the user input device could be used to 

input other types of data and interact with other elements. The user input device 

can include keypads, touch screens, and/or vocal input processing systems, 

although other types and numbers of user input devices can be used. 

[0023] The display 26 in each of the client devices 14(1)-14(n) is used to 

30 show data and infom1ation to the user, such as website page by way of example 
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only. The display in each of the client devices 14(1)-14(n) can be a mobile phone 

screen display, although other types and numbers of displays could be used 

depending on the particular type of client device 14( l )-l 4(n). 

l0024J The interface system 28 in each of the client devices 14(l)-14(n) is 

5 used to operatively couple and communicate bet\vcen the client devices 14(1)-

14(n), the web content optimization computing apparatus 12, and the web server 

devices 16(1)-16(n) over the communication networks 18(1) and 18(2), although 

other types and numbers of communication networks with other types and 

numbers of connections and configurations can be used. 

[0025] The web server devices 16( 1 )-16(n) provide web content such as 

one or more pages from one or more web sites for use by one or more of the client 

devices 14(1)-14(n) via the web content optimization computing apparatus 12, 

although the vveb server devices 16(1)-16(n) can provide other numbers and types 

of applications and/or content and can provide other numbers and types of 

15 functions. Although the web server devices 16(1 )-l 6(n) are shown for ease of 

illustration and discussion, other numbers and types of web server systems and 

devices can be used. 

[0026] Each of the web server devices 16(1)-16(n) include a central 

processing unit (CPU) or processor, a rnem01y, and an interface system which are 

20 coupled together by a bus or other link, although each of the web server devices 

16(1)-16(n) could have other numbers and types ofcornponents, palis, devices, 

systems, and clements in other configurations and locations. The processor in 

each of the web server devices 16(1 )- l 6(n) executes a program of stored 

instructions one or more aspects of the present invention as described and 

25 illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[0027] The memory in each of the web server devices 16(1)-16(n) stores 

these programmed instructions for one or rnore aspects of the present invention as 

described and illustrated by way of the embodiments described and illustrated 

30 herein, although some or all of the programmed instructions could be stored 
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and/or executed elsev,·here. A variety of different t}1Jes of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or written to by a magnetic, 

5 optical, or other reading and.ior writing system that is coupled to the processor, 

can be used for the memory in each of the ·web server devices 16(1)-16(n). 

[0028] The interface system in each of the web server devices 16(1)-16(n) 

is used to operatively couple and communicate between the web server devices 

16(! )-l 6(n), the web content optimization computing apparatus 12, and the client 

10 devices 14(1)-14(11) via the communication networks 18(1) and 18(2), although 

other types and numbers of communication networks with other types and 

numbers of connections and configuration:s can be used. 

f 0029] Although embodiments of the web content optimization computing 

apparatus 12, the client devices 14(1 )-14(n), and the web server devices 16(1 )-

15 16(n), are described and illustrated herein, each of the client devices 14(1)-14(n), 

the web content optimization computing apparatus 12, and the web server devices 

16(1 )-16( n), can be implemented on any suitable computer system or computing 

device. It is to be understood that the devices and systems of the embodiments 

described herein are for exemplary purposes, as many variations of the specific 

20 hardv,rare and software used to implement the embodiments are possible, as will 

be appreciated by those skilled in the relevant art(s). 

[0030] Furthem10re, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-con11-ol lers, programmed 

25 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[0031] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any of the embodiments. Accordingly, 

principles and advantages of distributed processing, such as redundancy and 

30 replication also can be implemented, as desired, to increase the robustness and 
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perfomwnce of the devices and systems of the embodiments. The embodiments 

may also be implemented on computer system or systems that extend across any 

suitable network using any suitable interface mechanisms and communications 

technologies, including by way of example only telecommunications in any 

5 suitable frmn (e.g., voice and modern), wireless communications media, wireless 

communications networks, cellular communications networks, G3 

communications networks, Public Switched Telephone Network (PSTNs), Packet 

Data Networks (PDNs), the Internet, intranets, and combinations thereof. 

[0032] The embodiments may also be embodied as a non-transitory 

10 computer readable medium having instmctions stored thereon for one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

cause the processor to can:y out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

15 [0033] An exemplary method for transforming an HTTP request for web 

content with the web content optimization computing apparatus 12 will now be 

described with reference to FIGS. 2-7, although this technology can be executed 

by other types of devices, such as by one of the web server devices 16( 1 )--16(n) 

and without a web content optimization computing apparatus 12 or other proxy 

20 server, for example. Referring more specifically to FIG. 2, in step 200 the web 

content optimization computing apparatus 12 obtains an HTTP request for web 

content, such as an HTML web page, from at least one of the client devices 14(1)-

14(n). The requested web content can be stored on one or more of the web server 

devices l 6(1 )-16(n), for example. 

25 [0034] Referring to FIG. 3, an exemplary HTTP request 300 for the 

"http://processor.com/app/www.acme.com/sample/?a= 1 &b=2" uniform resource 

located (URL) is shown as communicated by one of the client devices 14(1)-14(n) 

using a web browser having a "my_ browser" associated user agent identification. 

Tn this example, the ''app" portion of the URL refers to the ''app" application 

30 operating on the "processor.com" device, which can be the web content 

optimization computing apparatus 12. The "app" application is configured to 
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download the content referred to by the '\vw"v .acme.com/samplei?a"' l &b"'2" 

portion of the lJRL and optionally perform some operation on the content, based 

on the headers and/or query and/or post parameters of the HTTP request 300, such 

as transforming the content into a desired format, such as HTl'vIL or XHTML 

5 and/or a desired graphical fonnat optimal for the browser identified by the user 

agent, for example. With this technology, as described in detail below, the HTTP 

request can be manipulated such that the "app" application downloads web 

content refeHed to by a different URL than the original URL, perfom1s a different 

operation on the content than indicated by the headers and/or query and/or post 

10 parameter values of the HTTP request 300, and/or performs an action different 

than, or in addition to, the transformation of the content into a different format, by 

way of example only. 

[0035] In order to manipulate the HTTP request 300, an XML document 

400 including a representation of the HTTP request is generated, at step 202, by 

15 the web content optimization computing apparatus 12. The XML document 400 

can include a plurality of elements, optionally nested by a request root element, 

the values of which are based on the contents of the HTTP request 300. ln this 

example, the value of the URL element is the URL of the content to be 

downloaded, \Vithout any query parameters, the value of the currentserver element 

20 is the name of the device running the "app" application, such as the .veb content 

optimization computing apparatus 12, that will process the HTTP request 300 to at 

least retrieve the requested content from one of the web server devices 16, the 

value of the remoteip element is the TP address of the requesting client device 

14(1)-14(n), the value of the headers element is a param element list, the name 

25 attribute of each element of which corresponds to each header of the HTTP 

request 300 such as the host, user-agent, and accept headers and the value of each 

element of which is included in the HTTP request 300, the value of the original-ua 

element is the user agent header of the HTTP request 300, and the value of the 

query element is a pararn element list, the name at-tribute of each element of which 

30 corresponds to each query parameter of the URL associated with the HTTP 

request 300 and the value of each element of which is included in the URL 

associated with the HTTP request 300. 
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[0036] While empty in the exemplary XML document 400 shov,m in FIG. 

4, a plurality of other elements can be provided in the XIv1L document 400, and 

can contain value(s) based on the HTTP request 300, including a post element 

having a value of a param clement list, the name attribute of each clement of 

5 which corresponds to each post parameter of the HTTP request 300 and the value 

of each element of which is set forth in the HTTP request 300, a cookies element 

having a value of a param element list, the name attribute of each element of 

,:vhich corresponds to a cookie name as included in the HTTP request 300 and the 

value of each element of which corresponds to a cookie value as included in the 

10 HTTP request 300, and an imode element having a string value indicating whether 

the requesting client device 14(l)-14(n) supports i-rnode services. 

[0037] In other examples, the XML document 400 can contain a plurality 

of other elements representing actions that can be performed by the ''app" 

application including a redirect element having a value of a URL of a location to 

15 which the HTTP request 300 is to be redirected, an auto __ redirect element having a 

value of a string indicating the "app" application should implement an automatic 

redirect algorithm, such as that described in U.S. Patent Application Nos. 

12/927,169 and 13/135,707, each of which is hereby incorporated by reference in 

its entirety, an encoding element having a string value indicating the character set 

20 to be used to read the web content requested by the HTTP request 300, a content

type clement having a string value indicating the content or mime type to be used 

to read the vveb content requested by the HTTP request 300, a popup element 

having a value to be sent to the requesting client device 14( 1 )-14( n) to be 

displayed on the requesting client device 14(1)-14(n) instead of the requested web 

25 content, an error element having a string value including an error message to be 

displayed on the requesting client device 14(1 )-l 4(n) when one or more attributes 

and/or values of the attributes of the HTTP request 300 are invalid, for example, 

and a ua element having a string value indicating a user agent to be used by the 

"app" application, prior to retrieving the requested web content from the web 

30 server device 16( 1 )-16(n ), instead of the user agent indicated in the HTTP request 

300. 
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[0038] Jn step 204, the web content optimization computing apparatus 12 

detennines whether a rnle document exists for the HTTP request 300. The web 

content optimization computing apparatus 12 can identify at least one rnle 

document 500 associated with the HTTP request 300 based on a match of at least 

5 a portion of the URL included in the HTTP request 300 or the value of any of the 

headers included in the HTTP request 300, for example. Accordingly, a plurality 

of rule documents can be stored in the memory 15 of the web content optimization 

computing apparatus 12 as associated, such as in a table, with one or more 

attributes of an HTTP request. In one example, a mle document is provided for a 

10 plurality ofURLs and the web content optimization computing apparatus 12 is 

configured to identify the rule document applicable to the current HTTP request 

based on a match in the table of the 1JRL included in the current HTTP request. 

In another example, a rule document is stored for one or more user agents and the 

web content optimization computing apparatus 12 is configured to identif'.y the 

15 rule document applicable to the current HTTP request based on a match in the 

table of the value of the user agent indicated in the HTTP request or in the ua 

element of the XML document representing the HTTP request, for example. If no 

rule document is identified at step 204, the \veb content optimization computing 

apparatus 12 provides the XML document 400 at step 206, such that the requested 

20 web content can be retrieved from the web server device 16(l)-16(n) and 

communicated to the requesting client device 14(] )-14(n). 

[0039] ff a mle document 500 is identified for the HTTP request at step 

204, the web content optimization computing apparatus 12 transfonns, at step 208, 

the identified rnle document 500 into an eXtensible Stylesheet Language (XSL) 

25 document 600 including one or more templates. An exemplary rnle document 500 

is shown in FIG. 5 as including two rule elements, each including a "for" 

condition satisfied based upon a match of a query or post parameter name, for 

example, and each also including one or more commands nested by an execute 

element. 

30 [0040] Jn this example, the rule elements of the rule document 500 are 

established based on a match of a name of the query parameters included in a 

URL associated with the HTTP request 300, although in other examples one or 
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more rules can be applied based on a match of the name of a post parameter, or 

based on any other attribute of the HTTP request 300. In one example, the name 

of one of a query or a post parameter included in a URL associated with the HTTP 

request 300 corresponds to the name of user interface functionality that, when 

5 engaged by a user of one of the client computing devices l 4( l )- l 4(n), results in 

generating the HTTP request 300 that is then communicated to the web content 

optimization computing apparatus 12. 

[0041] In the example shown in FIG. 5, the parameter names included in 

the conditional expression are "a" and "c" and the commands in the first rnle 

10 element are set-encoding and set-query-param and the command in the second 

rule is set-query-param. While the "c" query parameter is not included in the 

HTTP reque:st 300, the "a" parameter name can indicate the name of user interface 

functionality such as a button that, when engaged by a user of one of the client 

computing devices 14(1)-14(11), causes the communication of the HTTP request to 

15 be sent to the web content optimization computing apparatus 12. In other 

examples, the name of the query parameter and associated user interface 

functionality can be "submit" or '"purchase", for example, or any other string 

value corresponding to a button, image, link, or any other web functionality 

initiating an I-HTP request 300. Accordingly, a rule element, such as the first rule 

20 element in the exemplary rule document 500 of FIG. 5, can be included and can 

correspond to the name of the user interface functionality. The set-encoding 

command of the first rnle element has a string value indicating the character set to 

be applied to the requested web content by the "app" application. The set-query

param command has a name attribute of a query parameter of the HTTP request 

25 300 to be replaced by the value of the string indicated in the element. 

[0042] Accordingly, in this example, whenever a user engages the "a" 

button on a web page, an HTTP request 300 for content is initiated whereby the 

content is stored on a web server device 16(1 )-16(n) located in Japan, for 

example, and requires Japanese encoding for proper manipulation and1or display. 

30 Therefore, a rule element is recited in a rule document 500 conditional upon a 

match of the ''a" query parameter name included in the HTTP request 300 and 
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including a set-encoding command ,vith a "Shift_JJS" value indicating a Japanese 

character set. 

[0043] In other examples, commands are set forth in one or more rnle 

elements of the rule document 500 to manipulate one or more parameters of the 

5 HTTP request 300, including a remove-post-param command configured to 

remove a specified post parameter from the HTTP request 300, a remove-query 

param command configured to remove a specified que1y parameter from the 

HTTP request 300, a set-all-post-params command configured to replace all post 

parameters of the HTTP request 300 vvith a specified post parameter value, a set-

10 all-query-params command configured to replace all que1y parameters of the 

HTTP request 300 with a specified query parameter value, and a set-post-param 

configured to set a specified post parameter of the HTTP request 300 with a 

specified value. 

[0044] In other examples, commands are set forth in one or more rule 

15 elements of the rule document 500 to change one or more parameters of the HTTP 

request 300 and/or one or more parameters of an HTTP response, including a set

content-type command configured to set the content type of the requested web 

content including in the HTTP request 300 or an HTTP response, a set--cookie 

command configured to set a new cookie in the HTTP request 300 or an HTTP 

20 response, a set-header command configured to add a header to the HTTP request 

300 or an HTTP response, and a set-user-agent command configured to change or 

set the user agent included in the HTTP request 300 or an HTTP response. 

l0045j 1n yet other examples, commands are set fi:irth in one or more rule 

elements of the rule document 500 to change the flovv of a web transaction and/or 

25 an action perfom1ed by the identified "app" application including a set-auto

redirect command configured to enable an automatic redirect algorithm, as 

identified above, a set-error command configured to set an error message to be 

displayed on the requesting client device 14(1)-14(n), a set-popup command 

configured to display a virtual page on the requesting client device 14(1)-14(n) 

30 instead of the web content requested by the HTTP request 300, a set-redirect 

command configured to generate an HTTP response status code 302 to be 
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communicated to the requesting client device 14(1)-14(n), and a set-url command 

configured to change the URL of the requested web content included in the HTTP 

request 300. 

l0046J Accordingly, in this example, the web content optimization 

5 computing apparatus 12 identifies the rule document 500, at step 204, of FIG. 5, 

based on an attribute of the HTTP request 300, as represented by the XML 

document 400, generated at step 202, and, in order to apply the rnle(s) to the 

HTTP request 300, transforms the rnle document 500, at step 208, into an XSL 

document 600 including one or more templates, an example of which is shovvn in 

10 FIG. 6. The XSL document 600 includes at least one template corresponding to 

each rnle element included in the rnle document 500 and, optionally, each 

command included in each rule element. 

[0047] In the exemplary rule document 500 of FTG. 5, a first rule element 

is associated with a queDJ or post parameter value of "a" and a second rule is 

15 associated with a query or post parameter value of"c''. The first rule includes a 

first command to set the encoding of the character set of the requested web 

content to ''Shift_JIS''s a Japanese encoding, and a second command to set the 

value of the que1y parameter having a value of "b" in the initial HTTP request to 

the value of "JP." The second rule includes a command to set the value of the 

20 query parameter having a value of "e" in the HTTP request 300 to the value of 

"TRANSLATE". While the HTTP request 300 does not include a querj 

parameter having a value of "e", as shown in FIG. 3, in one example all rule 

elements are included as part of the transfimnation of the mle document 500 into 

the XSL document 600, and have a corresponding template in the XSL document 

25 600, irrespective of whether the rule element(s) are applicable to the current 

HTTP request 300. 

[0048] In step 210, the web content optimization computing apparatus 12 

applies one or more of the templates of the XSL document 600 in order to 

transform the XML document 400 into the transfonned XML document 700, an 

30 example of which is shown in FIG. 7. The exemplary XSL document 600, 

resulting from a trnnsfomrntion of the rule document 500, includes a first template 
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v,rith a match expression for the "a" query parameter and configured to set a value 

for the encoding element to "Shift_JTS" when applied to the XML document 400, 

as shown in the resulting transformed XML document 700. The XSL document 

600 further includes a second template with a match expression for the "a" query 

5 parameter and configured to change the value of the "b" query parameter from ''2" 

to "JP" ·when applied to the X1v1L document 400, as shown in the resulting 

transformed XML document 700. The XSL document 600 further includes a third 

template with a match expression fi.)r a "c" query parameter which is not satisfied 

by the current HTTP request 300. The mle elements included in the rnle 

10 document 500 are exemplary only and the rule elements can include any number 

and type of commands as identified above, or any other command. Additionally, 

the associated templates of the XSL document 600, resulting from a 

transformation of the rule elements of the rule document 500, can change and/or 

set values for any element of the HTTP request 300. 

15 f0049] In step 212, the web content optimization computing apparatus 12 

provides the transformed XML document 700, such as to the "app" application 

identified by the URL associated with the HTTP request 300 and configured to 

process and service the HTTP request 300 according to the transformed XML 

document 700, including by retrieving the requested web content from the web 

20 server device 16( i )- l 6(n) and communicating it to the requesting client computing 

device 14(1)-14(11). 

l0050J Accordingly, in this example, the "app" application interprets the 

HTTP request represented by the transformed XML document 700 to retrieve the 

requested content as identified by the "http:.1/vvww.acme.com/sample" value of the 

25 url clement and encodes the requested content with the Shift _ _JIS character set as 

indicated by the value of the encoding element, thereby overriding any other 

encoding that may have been applied by the "app" application. Accordingly, in 

this example, the HTTP request 300 is manipulated, based on predefined rnles, to 

ensure the proper display of the requested web content on the client device 14( 1 )-

30 14(n). 
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[0051 J Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, a computer 

readable medium, and an apparatus that transforms requests for web content by 

utilizing XSL to manipulate an HTTP request for the content. More specifically, 

5 examples of this technology identify a rule document based on one or more 

attributes of an HTTP request, transform the rnle document into an XSL 

document, and apply the XSL document to an XML representation ofthe HTTP 

request. \Vith this technology, one or more HTTP request headers, one or more 

HTTP request parameters and/or parameter values, and/or one or more actions 

10 performed in response to an HTTP request can be manipulated based on one or 

more predefined ru!e:s, thereby enabling control over the flow of a web application 

and/or transaction. 

[0052] Having thus described the basic concept of the invention, it ,vill be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

15 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

20 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

l. A method for transfom1ing a request for web content, 

compnsmg: 

obtaining at a web content optimization computing 

apparatus a hypc1tcxt transfer protocol (HTTP) request for a web page from at 

least one client computing device; 

generating with the web content optimization computing 

apparatus an eXtensible Markup Language (XML) document including a 

l O representation of the HTTP request; 

identifying with the \veb content optimization computing 

apparatus at least one rule document associated with the HTTP request; 

transfonning with the web content optimization computing 

apparatus the identified at least one rule document into an eXtensible Stylesheet 

15 Language (XSL) document including one or more templates; 

applying with the web content optimization computing 

apparatus one or more of the templates of the XSL document to transform the 

XML document; and 

providing by the web content optimization computing 

20 apparatus the transforrned XML document. 

2. The method as set forth in claim l wherein the _providing 

further comprises providing with the web content optimization computing 

apparatus the XML document when there is not at least one rnle document 

25 associated with the HTTP request 

3. The method as set forth in claim 1 wherein the XML 

document includes a plurality of elements selected from unifom1 resource locator 

(URL), redirect, auto ___ redirect, encoding, content-type, popup, error, 

30 currentserver, remoteip, headers, original-mt, ua, query, post, cookies, or imode. 
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4. The method as set forth in claim l ,vherein the at least one 

rule document includes at least one rule and wherein each rnle includes at least 

one command selected from remove-post-param, remove-query-param, set-atl

post-params, sct-all-qucry-params, set-auto-redirect, set-content-type, set-cookie, 

5 set-encoding, set-error, set-header, set-popup, set-post-param, set-quer1-param, 

set-redirect, set-url, or set-user-agent 

5. The method as set fr.)rth in claim l ,vherein the rule 

document includes at least one mle including a conditional statement satisfied 

10 based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request wherein the name 

conesponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

15 

20 

6, 

further comprises: 

The method as set forth in claim l wherein the providing 

communicating with the vveb content optimization 

computing apparatus the transfimned XML document to an application identified 

by a URL associated ,vith the HTTP request; and 

servicing with the web content optimization computing 

apparatus the HTTP request based at least in part on the transformed XML 

document. 

'7 
/, A non-transitory computer readable medium having stored 

25 thereon instructions for transforming requests for web content comprising 

30 

machine executable code which when executed by at least one processor, causes 

the processor to perform steps comprising: 

obtaining a hypertext transfer protocol (HTTP) request for a 

web page from at least one client computing device; 

generating an eXtensible JVIarkup Language (XJVlL) 

document including a representation of the HTTP request; 

identifying at least one rnle document associated with the 

HTTP request; 
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transforming the identified at least one rule document into 

an eXtensible Stylesheet Language (XSL) document including one or more 

templates; 

applying one or more of the templates of the XSL document 

5 to transform the XML document; and 

providing the transformed XML document. 

8. The medium as set forth in claim 7 wherein the providing 

further comprises providing the XML document when there is not at least one mle 

10 document associated with the HTTP request 

q The medium as set fbrth in claim 7 wherein the XML 

document includes a plurality of elements selected from uniform resource locator 

(URL), redirect, auto ___ redirect, encoding, content-type, popup, error, 

15 currentserver, remoteip, headers, original-mt, ua, query, post, cookies, or imode. 

10. The medium as set forth in claim 7 v,.rherein the at least one 

rule document includes at least one rnle and wherein each rule includes at least 

one command selected from rcmovc-post-param, rcmovc-qucry-param, sct-all-

20 post-params, sct-all-qucry-params, set-auto-redirect, set-content-type, set-cookie, 

set-encoding, set-error, set-header, set-popup, set-post-param, set-query-param, 

set-redirect, set-url, or set-user-agent. 

11. The medium as set fo1ih in claim 7 wherein the rnle 

25 document includes at least one rnle including a conditional statement satisfied 

based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request wherein the name 

corresponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

30 

12. The medium as set fo1ih in claim 7 wherein the providing 

further comprises: 
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communicating the transfbnned XML document to an 

application identified by a URL associated with the HTTP request; and 

servicing the HTTP request based at least in part on the 

transformed XML document. 

13. A web content optimization computing apparatus for 

transfixming a request for web content, comprising: 

one or more processors; 

a memmy coupled to the one or more processors which are 

10 configured to execute programmed instructions stored in the memory comprising: 

15 

20 

obtaining a hypertext tram,fer protocol (HTTP) 

request for a web page from at least one client computing device; 

generating an eXtensible Markup Language (XML) 

document including a representation of the HTTP request; 

identi(ying at least one rule document associated 

with the HTTP request; 

transforming the identified at least one rule 

document into an eXtensible Stylesheet Language (XSL) document including one 

or more templates; 

applying one or more of the templates of the XSL 

document to transform the XML document; and 

providing the transfonned XML document 

14. The apparatus as set forth in claim 13 wherein the providing 

25 further comprises providing the XML document when there is not at least one rule 

document associated ,vith the HTTP request. 

15. The apparatus as set forth in claim 13 wherein the XIV1L 

document includes a plurality of elements selected from uniform resource locator 

30 (URL), redirect, auto ___ redirect, encoding, content-type, popup, etrnr, 

currentserver, remoteip, headers, original-ua, ua, query, post, cookies, or imode. 
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16. The apparatus as set fmth in claim 13 wherein the at least 

one rule document includes at least one rule and ,vherein each rnle includes at 

least one command selected from remove-post-param, remove-query-param, set

all-post-params, sct-all-qucry-params, set-auto-redirect, set-content-type, sct-

5 cookie, set-encoding, set-error, set-header, set-popup, set-post-param, set-query

param, set-redirect, set-urL or set-user-agent. 

17. The apparatus as set forth in claim 13 wherein the rule 

document includes at least one mle including a conditional statement satisfied 

10 based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request wherein the name 

conesponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

15 18. 

further comprises: 

The apparatus as set forth in claim 13 wherein the providing 

communicating the transformed XML document to an 

application identified by a URL associated with the HTTP request; and 

servicing the HTTP request based at least in part on the 

20 transformed XML document. 
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Obtain a Hypertext Transfer Protocol (HTTP) Request for a Web Page From at 
Least One Client Computing Device 200 

Generate an eXtensible Markup Language (XML) Document Including a 
Representation of the HTTP Request 202 

N Provide the XML Document 
206 

Transform the Identified at Least One Rule Document Into an eXtensible 
Stylesheet Language (XSL) Document Including One or More Templates 208 

Apply One or More of the Templates of the XSL Document to Transform the 
XML Document 2 l 0 

Provide the Transformed XML Document 212 

FIG. 2 
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* About to connect () to processor , corn port 8fJ ( #f:l) 
* Trying 63.70.164.32 ... connected 
* Connected to processor.com (63.70.164.32) port 80 (#0) 
> GET /apph;1,1w .acme .corn/sarnp ie/?a:::1&b=2 HTTP/:1. .1 
> User-Agent: rny_browser 
> Host: processor.com 
>Accept:*/* 

FIG. 3 
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e::::request> 
~·:tP"l"'tittn' //~Y'lih\'. cicrr,e. Ci'.'ll'1v··"'a~,•"1'1 e/~'/url~-•, s .._• ~ . :t'" ~ j ~ ,. \ ! .. V, ! r ..... 1· •. "•·-:!--' 1.. ·. ....._, ~ .._ .... 

~:~e1u:tc•~r·e:efi r·1~:c.t,,l>
<enc:odi ng/» 
<cnntHnt -- type/> 

.··r_ ·,,,,f:,J'lt· w· /·-.,_ <:..,:r..5';.."t" :o::e,-i .• •· ·"' 

<-~:e r: r!;o r\/~~~--~ 
<curr€,ntser··,/er:),.proc.*1ssor'. com-s.:./curr€,ntst~rver> 
<Temotei.p;:.19:Z ,.168, H} ,.x</r€n1ott~ip> 
<hemlers> 

<param 
<purarn 
.,~pGrDm 

:.·.: ("::•::.·:;'"• 
: >'v::<: .. 

<Ptlf'Om 

<f)./.:JJ't1m 

<./query> 
<:pnst></p,ost> 
<Cf.JOI< t e S> -</ce--ok 'i es;c:. 
<imode/> 

.:.{ .... /·r-e.q11e-st;;~ 

>processor,. CG:'tl<./param> 
' ' "-,,t<·>>,_.>' i.,,,.,-r,.~•;c,:.-,s,,,/r'f"r.-~;fi'"'>< .._, {.Jff::_:: ,,,,..-. :-;!.j_,}' _t,f:::; \,}'r;~.,.,:,:; <;,.~:;:: · ~--• .f'•rv,.{.~ ~.-.-,{~.._ 

"'>-*./*os::::/p0Tt.1m:;. 

_FIG. 4 

400 
✓ 
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r:.·re.q;L~ ~~st.~~, r ~:l e:s >, 
<ft/le 

<execute> 

5/7 

<:::set"" t2HCC-tii ng;:,.5r1i f t ___ J lS,,/:S i~f,,.enc:Jdi..ng~, . 
.... -q:u e ~:)i ~--· fJo:r-cJn1 

·</ €:Xe:Ci.Jt.B>· 

<>set···••quer\y·-·-·p:ttr:t1~r1 c--- · 

,~:.:./ e:xe·(trt.e)• 
-<{;,,,.-rule.)~ 

_FIG. 5 
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600 

~ 

FIG. 6 
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<reques 
•·l ',,.'i ~ '1-1'- "'-••'-' ¾.i.~·~ i,_,,.~., ii:~ t.-J-~ 

<:recHxe 
<::tlu1·tc~_~r:-e.dt re:c:,-t,.,,l_~i" 

7/7 

.,·,cs1T1--,..,._,,+;; ,.,,,-:,,>t'h·, .f-lc,_·._ r1t,.,../,,,,·H·_·,--~,{'; ,..,,-, . .,, 
¾•,~ ro....-V·M·.!a •.:::.~,• ;...lift.;; t.~.;- .,.} ..._,:, c:: !,~'U{,,~•l!:=\!~•· 

<o.1ntent "· t'yp•e/> 
<pnpup/> 

,::::CLH'THnts t'!rver>p-r=oct~:5 S{ff . CG'\1fr:.';./ Cl.ffr'tHTt S.t::.)T''VBt<> 

~=~r·en~ot.ei;p::~~.1~-12 .... 1{~8- .10.~ )Cv:~ilretG·(rtHt;p>~ 

<ht2a,i;.Jers> 
<pt:irnm n,,, ... -. 

<fJt1rt1n1 n:n 

<P,tU''Urn , <: "' 
</h{2t1dEirs.::. 

.,,~Ut1>my_h:!''{}WS er</Ua> 

-<query> 

<P,Of't1m 

</query> 
<~~JOS t.>·-::-::_/·t.lO~it:> 
<O:JcJd. es> ,~/cookies> 
<immtef>-

s:::,/reques 

F'IG. 7 
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(54) Method for bundling images and devices thereof 

(57) A method, non-transitory computer readable 
medium, and web server device that obtains a web page 
comprising a plurality of image elements each including 
a sourcE, a1tribute having a valuE; identifyin\J an image. 
Each of the image elements is modified to insert a data 
at1ribute havinfl a value of the mspE,clivE, source, attributE, 
value and to replace the source attribute value with a 
data URL f\ mference to a e,xecutablE, file is inserlE,d into 

the web page. The web page is sent to the client device 
and a request from U1e client device for U1e executable 
file is received. The executable file is sent to the client 
de,vicE, and is configurE,d whEm e,xecutE,d 1o rE,place thE, 
source attribute value of each of the image elements with 
a data URI of an imaiJe identifiE,d by tr1e respective data 
attribute value. 
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Description 

FIELD 

[0001] n1is teclmology generally relates to methods 
and devices for optimizing transmission of web page im
ages and, more particularly, methods for bundling imag
es and devices thereof. 

BACKGROUND 

[0002] Many web sites are increasingly sopf1isticated 
and provide rich multimedia experiences for users. Often, 
the multime,dia cont,mt of a web paiJe includ,,s a signif
icant number of images which are sent across a commu
nica1ion m,twork. For ex:ample, product catalO\J and so--

SUMMARY 

[0005] A method for bundling images includes obtain
ing, with a web server, a web page requested by a client 

5 device, the web page comprising a plurality of image el
ements each including a source attribute llaving a value 
identifying an image. Eacl1 of U1e plurality of image ele
ments is modified, with the web server, to insert a data 
attribute llaving a value of tile respective source attribute 

10 value and to replace U1e source attribute value witf1 a 
data uniform resource indicator (URI). With tile web serv
er, a reference to an executable file is inserted into the 
requested web page, the requested web page is sent to 
1he, cli,rnt device,, and them a mquestfrom the clien1 device 

15 for the executable file is received. The executable file is 

cial network web pages are generally image-intensive, 
althougf1 many o1hm type,s of wE,b pafies also have sig
nificant graphical content. Tl1e images of a web page are 
generally each retrieved tllrough a hypertext transfer pro- 20 

tocol (HTTP) request sent from a client device wf1ile ren
dering the web page. However, many netv11orks have lligl1 
latency and require a siiJnificant amount of time, to trans-

s,mt wi1h the web server to the, client device, in response; 
to the request and is configured when executed to replace 
1he, source, attribute value; of each of the, plurality of imafie 
elements with a data URI of an image identified by the 
respective data attribute value. 
[0006] A non-transitory computer readable medium 
having stored thereon instructions for bundling images 
comprisinfJ mad1im, e,xecutable; code; which wh,m exe,-
cuted by a processor, causes the processor to perform mit each request and server response including one of 

the requested images. Latency is a particularly significant 25 steps including obtaining a web page requested by a cli-
issue wiU1 respect to networks generally utilized by mo
bile devices. 
[0003] In order to reduce the number of HTTP requests 
sent by a client device for tile images of a web page, web 

ent device, U1e web page comprising a plurality of image 
elementseacll including a source attribute having a value 
identifying an image. Each of the plurality of image ele
ments is modified to insert a data attribute having a value 

servers can parse web pages requested by client devices 30 of tf1e respective source attribute value and to replace 
to identify referenced images, retneve the images, gen- the source attribute value witl1 a data URI. A reference 
erate an encodinfJ of each of the, image,s, and modify the, 
web pages to include the encoding of the images in-line 
prior to sending the web pages to tile requesting ciient 

10 a e,xecutable; file is inserted into the web page, tr1e we,b 
page is sent to the client device, and a request from the 
client device for tile executable file is received. Tile ex-

devices. The embedded encoding can be a base fi4 rep- 35 ecutable file is sent to ti1e client device in response to 
resentation of each image and can be included in the the request and is configured wllen executed to replace 
we,b page, accordinfJ to a da1a uniform msource id,rntifier 
(URI) scheme, for example. By including the referenced 
imaiJes in-line,, we,b paiies can be rende;red by we,b 
browsers of client devices without requiring an HTTP re- 40 

quest and response, for e,ach of the imaiies. 

1he, source, attribute value; of each of the, plurality ofirnafie 
elements with a data URI of an image identified by the 
mspective data a1tribute value,. 
[0007] A web server device inciudes a processor cou
pled to a memory and configumd to e;xecute prowamme,d 
instructions stored in the memory including obtaining a 
web page requested by a client device, tile web page 
comprising a plurality of image elements ead1 including 
a source attribute having a value identifying an image. 
Each of the plurality of image elements is modified to 
insert a data attribute having a value of the respective 
source attribute value and 1o replace, 1he, source, attribute; 
value with a data URL A reference to a executable file is 

[0004] Wl1ile including images in-line can reduce tl1e 
time required to render a web page, particularly in high 
latency communication networks, there are several 
drawbacks to tllis approach. For example, the images 45 

are not cached separately from the web page that in
cludes the corresponding in-line encoding. Accordingly, 
eve,ry tirne a d1ange; is made to tf1e we,b page,, and a 
cad1ed version of the web page becomes invalid, the 
images must again be encoded and embedded in-line. 
Another drawback is that multiple copies of the encoded 
version of images that are referenced more than once in 

50 inserted into the web page, tile web page is sent to tile 

a web page are generated, wf1ile externally-referenced 
images are downloaded only once irrespective of the 
number of ref,m;nce;s to the imaiies in the web page,. 

client device, and a request from the client device for the 
executable file is received. The executable file is sent to 
the client device in response to tf1e request and is con
figured when executed to replace the source attribute 

55 value of each of Hie plurality of imaiie ele,rrnrnts w!th a 
data URI of an image identified by the respective data 
attribute value,. 
[0008] This technology provides a number of advan-

2 
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tages including methods, non-transitory computer read

able medium, and a web server device that mitigates the 
negative affects of higl1 network latency with respect to 

retrieval of web page images, while also reducing storage 
overi1ead. Witi1 this technology, web page images are 

encoded, bundled, and included in-line in web pages by 
a retrieved executable file. Advantageously, only one 

copy of each of tl1e image encodings iS stored irrespec

tive of the number of references to the images in the web 
page. Additionally, the image encodings are stored sep

arately from the associated web pages. Therefore, 
changes made to a web page Uiat render a cached ver

sion invalid do not necessitate a subsequent download

infJ and encoding of 1hB images of tfie web page,. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] 

bus 26 or other link, although ot11er numbers and types 

of components, parts, devices, systems, and elements 
in oHier configurations and locations can be used. The 
CPU 20 in the web content proxy ser,1er 12 executes a 

5 program of stored instructions one or more aspects of 

the present invention as described and illustrated by way 
of the embodiments herein, alttiough the CPU 20 could 

execute other numbers and types of programmed in

structions. 
10 [0012] The memory 22 in ttie web content proxy server 

16 stores these programmed instructions for one or more 
aspects of i11e present invention as described and illus
trated herein, although some or all of the programmed 
instructions could be stomd and/or executed elsewh,m~. 

15 A variety of different types of memory storage devices, 
such as a random access memory (RAM) or a rE;ad only 

memory (ROM) 1n t11e system or a floppy disk, l1ard disk, 
CD ROM, DVD ROM, or other computer madable medi-· 
um which is read from and/or written to by a magnetic, 

FIG. 1 is a block diagram of an environment with an 20 optical, or other reading and/or writing system that is cou-

exemplary web content proxy server; 

FIG. 2 is a flow chart of an e,xernplary metfiod for 

bundling web page images; 

FIG. 3 is exemplary l1ypertext markup language 
(HTML) code fragment defining a po1iion of a web 
page tl1at references multiple images; 

pied to the CPU 20, can be used ior the memory 22 in 

the web content proxy server 12. 
[0013] The, input/output device 24 in the, web content 

proxy server 12 is used to operatively couple and com-
25 municate between the web content proxy server 12, client 

devices 14(1)-14(n), and server devices 15(1)-16(n) via 
the communication networks 18(1)-18(2). One or more 
of the communication networks 18(1 )-18(2) can include 

one or more networks, such as one or more local area 
FIG. 4 is an exemplary version of Hie HTML code 30 networks (LANs) and/or wide area networks (WANs). By 

fragment of FIG. 3 with image elements modified to way of example only, the communication networks can 
include a data uniform resource, idemtifier (URI) of a 

default image and a respective data attribute; and 

usE; TCP/IP ove,r EthE;rnet and industry--standard proto-• 

cols, including hypertext transfer protocol (HTTP), se

cure HTTP (HTTPS), wireless application protocol 
FIG. 5 is exemplary JavaScript code fragment con- 35 (INAP), and/or SOAP, although other types and numbers 

figured to insert, when executed by a client device, of communication networks, such as a direct connection, 
a data URI of the images referenced by the HTML 

code fragment of FIG. 3. 

moderns and phone, lines, e,-rnail, and wimless and hard-· 

wire communication tecl1nology, each l1aving their own 
communications protocols, can bE; used. 

DETAILED DESCRIPTION 40 [0014] The client devices 14(1)-12(11) enable a user to 
reque,st, recE;ive, and interactwitfi applications, web serv-· 

ices, and content hosted by the server devices 16(1 )-
16(11) through the web content proxy server 12 via the 

[001 OJ An exemplary environment ·10 with a web con-

tent proxy server 12 coupled to client devices 14(1 )-14(n) 
and server devices 15(1 )-16(n) by communication net
works 18( 1 )-18(2) is illustrated in FIG. 1. Other numbers 45 

communication network 18(1), although one or more oi 
the client devices 14(1)-14(11) could access content and 

utilize other types and numbers of applications from other and types of systems, devices, and/or elements in other 
configurations and environments with other communica

tion ne,twork 1opolclfJies can also be used. Tfiis tedmol-· 

ogy provides a number of advantages including providing 
methods, non-transitory computer readable medium, 
and devices for bundling and in-lining web page images 
to reduce the number of communications required to 
render Hie images on a client device while also reducing 

storage overhead. 

[0011] Ref,minfl more spe,cifically to FIG. 1, the web 
content proxy server 12 includes a central processing 
unit (CPU) 20 or procE;ssor, a memory 22, and an in-· 

puifoutput device 24, which are coupled together by a 

sources and could provide a wide variety of other func
tions for the user. In some e,xarnples, 1:he, cliemt dE;vices 

14(1)-14(n) comprise mobile computing devices with ln-
50 ternet access that enable web pages and other content 

stored by the server devices 16(1 )-16(n) to be retrieved 

and rendered. Byway of example only, the client devices 
14(1)-14(n) can be smart phones, personal digital assist

ants, or computers. 
55 [0015] Each of the cli,mt de,vices 14(1 )-14(n) include,s 

a CPU, a memory, an input device, a display device, and 
an input/output devim, whidi are coupled tO\JE;1hm by a 
bus or other link, although one or more of client devices 

3 
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14(1 )-14(n) can include other numbers and types of com
ponents, parts, devices, systems, and elemenis in other 
configurations. Ti1e CPU in the C!ieni devices 14(1 )-14(n) 

vices ·14(1)-14(n), and the server devices 16(1 )-·16(n) can 
be implemented on any suitable computer apparatus or 
computing device. It is lo be understood Uiat the appa
ratuses and devices ofihe embodiments described here-can execute a program of instructions stored in the mem

ory of the client device 14(1)-14(n) for one or more as
pects ofihe present invention as described and illustraied 
tierein, a!lhougi1 ti1e CPU could execute ottier numbers 

5 in are for exemplary purposes, as many variations of the 
specific hardware and sofi'vVare used to implement the 

and types of programmed instructions. 
embodiments are possible, as will be appreciated by 
those skilled in the relevant art(s). 
[0023] Furthermore, each of the devices of the em bod-[0016] The inpui device in each of the client devices 

14(1)-14(n) can be used lo input selections, such as a 
requesi for a particular web page, although the input de
vice could be used lo input other types of requests and 
daia and inieract with other elements. The input device 

10 iments may be conveniently implemented using one or 
more general purpose computers, microprocessors, dig-

can include keypads, touch semens, and/or vocal input 
processing systems, although oil1er types and numbers 15 

of input devices can be use,d. 
[0017] The display device 1n each of the client devices 
14( 1 )-14(n) can be used to sr10w data and information to 
the user, sucl1 as web pages retrieved from the server 
devices 16(1)-16(11) by way of example only. The display 20 

device in each of the client devices 14(1 )-14(n) can be a 
mobile phone screen display, althougl1 other types and 
numbE;rs of displays could be used dependin;J on thE, 
particular type of client device. 
[0018] The inpui/output device in each of the client de- 25 

vices 14(1 )-14(n) can be used lo operatively couple and 
communicate between the client devices 14( 1 )-14(n), the 
web content proxy server 12, and the server devices 
16(1)-16(n) over the communication networks 18(1)-
18(2). 30 

[0019] Each of the server devices 16( ·1 )-16(n) provides 
cont,rnt including web page,s for use by one, or morE; of 

ital signal processors, and micro-controllers, pro
grammed according to the teachings of the embodi
mErnts, as describE,d and illustratE,d h,m,in, and as will be 
appreciated by those ordinary skill in the a1i. 
[0024] In addition, two or mom computinfl apparatuses 
or devices can be substituted for any one of tl1e devices 
in any embodiment describE,d herein. AccordinfJly, prin-· 
ciples and advantages of distributed processing, such as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance oi 
the devices of the embodiments. The embodiments may 
also be imple,rrnrnted on computer apparatuses or devic-• 
es that extend across any suitable nei'vVork using any 
suitable interface mechanisms and communications 
technologies, including by way of example only telecom
munications in any suitable form (e.g., voice and mo
dem), wireless communications media, wireless commu
nications neiworks, cellular communications networks, 
G3 communications networks, Public Switched Tele
phone Network (F'STNs), Packet Data Networks (F'DNs), 
thE, lnternE;t, intrane,ts, and combinations thereof. 
[0025] Tl1e embodiments may also be embodied as 
one or more non-transiiory compuier readable medium 

the client devices 14(1)-14(11) via the web content proxy 
server 12, although il1e server devices 16(1)-16(n) can 
provide ottier numbers and types of content and perform 
other functions. Each of the server devices 16(1 )-16(n) 
can include a CPU, a memory, and an input/output de
vice, which are coupled together by a bus or other link, 
altr1ou;Jh E;ach of thE, server devices 16(1)-16(n) could 
have other numbers and types of components, parts, de
vice,s, systems, and E,lernents in othe,r confi;iurations and 
locations. 

35 having instructions stored ttiereon for one or more as
pects ofihe present invention as described and illustraied 

[0020] The CPU in each of the server devices 16(1)-
16(n) executes a program of instructions stored in the 
memory of the server devices 16( 1 )-16(11) for one or more 
aspects of Hie present invention, as described and i!lus
trated by way of the embodiments herein, althougl1 il1e 
CPU could E,xecute, otfier numbers and types of pro-• 
grammed instructions. 

by way of the embodiments herein, as described hE;rnin, 
wl11ch when executed by a CPU, cause the CPU to carry 
out the steps nemssary to implE;rmmt the metfiods of thE, 

40 embodiments, as described and iilustrated herein. 
[0026] An e;,mmplary rm;thod for bundling ima\JE;s will 
now be described with reference to FIGS. 1-5. In this 
example, in step 200, the web content proxy server 12 
receives a request for a web page from one of the client 

45 devices '14(1)-14(n). VVhile in this examp!e 1 steps 
200-224 illustrated in FIG. 2 are performed by ti1e web 

[0021] The input/output device in each of the server 50 

devices 16(1)-16(n) is used to operatively couple and 
communicaie between the server devices 16(1 )-16(n), 

content proxy ser✓er ·12, one or more of steps 200-224 
could bE, pe,rforrm;d by onE; of the se,rver dE;vices 16(1 )-
1fi(n) or any other web server in communication with the 
one of tl1e clieni devices 14(1 )-14(n) through one or more 
of Hie communication networks 18(1) and 18(2). Accord-
ingly, in this example, the request can be a hypertext 
transfer protocol (HTTP) request for a web page stored 
by one of the server devices 16(1 )-16(n)" 

ti1e web content proxy server 12, and ttie client devices 
14(1 )-14(n) via ihe communication neiworks 18(1 )-18(2). 
[0022] Although ernbodirnents web content proxy ser✓-
er ·12, il1e client devices 14( 1 )-·14(n), and tl1e server de
vices 16(1)-·16(n) are describe,d and illustrated hE;rein, 
each of il1e web content proxy server 12, the client de-

55 [0027] Upon rece,ipt of thE; request from one of the client 
devices 14(1)-14(n), the web content proxy server 12 ob-

4 

tains thE; mquested web page,. In tr1is E,xamplE,, the web 
content proxy server 12 obtains the requested web page 
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tnbute having a value equivalent to the source attribuie 
value "icons/fb.png" of the image element 302. Other 
mett1ods of preserving tt1e source attribuie value of ihe 
image element can also be used. 

by reirieving the requested web page from t11e one of il1e 
server devices 16(1 )-16(n) on behalf of the requesting 
one of ihe client devices 14(1)-14(n). In oti1er examples, 
the requested web page can be obtained by retrieving 
the requested web page from local memory, sud1 as ihe 
memory 22, or by generating the requested web page, 
ior example. 
[0028] In this example, the requested web page is a 
hypertext markup language (HTML) document, a frag-

5 [0033] Additiona!ly, in step 204, the web content proxy 
server 12 replaces the source attribute value of the image 
element witi1 a data URI. The data URI is an encoded 
version of an image t11at will be rendered in place of il1e 
image identified by the source attribute value of the image 

men! 300 of whid1 is illustraied in FIG. 3. The fragment 10 element 302. The data URI can be a base 64 encoding, 
although any other encoding can also be used. The data 
URI is effectively a placeholder, as described and illus
trated in more detail later. 
[0034] In this E,xamplH, the, source, attribute valuE, of 

300 of the HTML document references multiple images 
including "ib.png" and "iwitter.png". n1e "fb.png" and 
"twitter.png" images are stored in the "icons" directory, 
as indicated in the, source attributE, valuE,s of the imagE, 
elemenis 302 and 304. 
[0029] In step 202, thE, web contEmt proxy server 12 
deiermines whether il1ere is an image element with a 
source attributE; value idEmtifying a directory with a vE,r
sion file. In il1e fragment 300, tl1e directory identified by 

15 t11e image element 302 is replaced with a data URI of a 
space,r graphic intE,rchan\JE, format (GI F) transparemt im
age in the element 402, although a data URI of any other 
default image can also be used. By using a spamr GIF 

the source attribute value of each of the image elements 20 

302 and 304 is the "icons" directory. Accordingly, Hie web 
conient proxy server 12 determines whether the icons 
directory in this examplE, includes a vmsion filE,, whid1 
can be a text fiie with a default file name, for example, 
although other file formats can also be used. The version 25 

file is creaied and stored in the icons directory by a de
veloper of the web page and is used to indicate that any 
images in the icons directo;y should be bundled when 
provided to a client device. The version file can also be 
used for other functions, as described and illustrated lai- 30 

er. 

image il1at is transparent, the user of the requesting one 
of the client devices 14(1)-14(11) will not see the image 
when the web page is rendered. Additionally, the over-
head of including ihe data URI of the spacer GIF image 
is minimal. 
[0035] In step 206, il1e web content proxy server 12 
determines whether a script reference associated with 
the directo;y identified by tt1e value of ii1e data attribute 
included in the image element in step 204 has been pre
viously inserted into ti1e web page. A script reference will 
not have been previously inserted for each directory first 
encountered by the web content proxy server 12 in a 
source attribute value of an image element. 
[0036] In tf1is example, Hie dimctory idEmtified by Hie 
data attribuie of element 402, as inserted into the image 
element 302, is the "icons" directory. Since the "icons" 

[0030] In somE, e,xamples, not all image, e,lements of 
the requested web page are bundled and have a source 
attribute value identifying a directory with a version file. 
For example, directories in whid1 only one image is 
stored will require the same number of communications 
to retrieve the, ima;ie as required to rE,1riE,ve an imagE, 
bundle, as described and illustrated in more detail later. 

35 directory is encountered for thefirsi iirne in a first iteration 
in this example, the script reference will not have been 
prnviously includE,d. If 1hE, we,b content proxy server 12 
determines that a scnpi reference associated with the 

In 0H1er e,xamples, image elermmts may mference im-· 
ages ihai are not bundled tor any number of other rea- 40 

sons according to dEivelopE,r preferemce and, in yet otr1er 
examples, all images of a web page can be bundled. 
[0031] Accordingly, if the web content proxy server 12 
deiermines in step 202 thai tt1ere is an image element 
with a source attribute value identifying a directory with 45 

a version file, tt1en U1e Yes brand1 is iaken io step 204. 
In step 204, the web content proxy server modifies il1e 
ima;ie elE,rmmt to include a data attribute and to rE;place 
ii1e source attribute value with a data uniform resource 
identifier (URI). 50 

[0032] In ihis example, ihe inserted daia attribute t1as 
a value that is equivalent to the source attribute value of 
ii1e image element. Referring to FIG. 4, an exemplary 
fragment400 is illustrated. In the fragment 400, the image 

directory identified by thE, value of Hie data attribute in
cluded in il1e image element in step 204 has not been 
prnviously included, tf1en tr1e No branch is taken to stE,p 
208.ln step 208, the web content proxy server 12 inserts 
a reference to a JavaScript file based on the version file 
included in the directory identified by the data attribute 
value of the image element 402. The reference to the 
JavaScript file can be a script element having a source 
attribute with a value identifying the JavaScript file or a 
jQuery function call, for example, althougf1 otr1er script 
references can also be used. The version file includes 
content which is used as a portion of the file name in
cluded in the script reference. The content of the version 
file is inserted by a developer of the web page when the 
version file is stored in the directory, and is used io indi
cate whether a new JavaScript image bundle code 

ele,rrnmt 302 is modified 1o include a data attribute "data- 55 should be gEmerated, as dE,scribed and illustrated in rnore 
bundle='icons/fb.png'", among other modifications de- detail later. 
scribed and illustrated later, resultin;J in image e,lement 
402. Accordingly, image element 402 includes a data ai-

5 

[0037] In U1is example, tf1e frafimernt 400 includes a 
script reference as scripi element 406 having a source 
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attribute value of "icons/v1 .js". Accordingly, the icons di

rectory includes a version file having content "v1" which, 
along with ttie JavaScript file extension ".js" is used to 

form the "v1 .js" name of the JavaScript file in the source 
attribute value of ttie script element 406. OHier content 
of the version file and other methods of naming the Java

Script file can also be used. 

[0038] Upon inserting the reference to the JavaScript 

maintain a list of directories in step 208, and include each 

of the script references at substantially the same time 
prior to sending Hie web page to the requesting one oi 
the client devices 14(1)-14(11) in step 210. In these ex-

5 am pies, Hie web content proxy server 12 can determine 

in step 206 whether the data attribute of the image ele
ment identifies a directory ttiat has been previously 

marked or included in the list of directories for which a 

file in step 208, the web content proxy server 12 proceeds script reference is to be inserted. 
to step 202. In step 202, the web content proxy server 10 [0043] In step 212, the web content proxy server 12 

12 determines whether there is another image element 
with a source attribute value identifying a directory with 

a version fiie, as described and illustrated earlier. In this 

examplE,, thE, next imaiie elE,m,mt 304 of thE, fraiimemt 

receives a request for a JavaScript fiie identified by one 
of the script references inserted in step 208 from the re
questing one of the client devices 14(1)-14(n). The re

que,stE,d is sent by thE, om; of thE, cliE;nt de,vicE,s 14(1 )-· 
300 also has a source attribute value 1deniify1ng a d1rec- 15 14(n) upon encountering the scnpt reference while ren
tory with a version filE,, as the, id,mtif;ed "icons" dirE,ctory 

was determined to have a version file, 1n this example, 
in the, previous itE;ration of step 202. 

[0039] Accordingly, in this second iteration, the Yes 

branch is taken from step 202 and the image element 
304 is modified in step 204 by the web content proxy 

server 12, as described and illustrated earlier, resultmg 
in imagE, elE,m,mt 404 of fraiiment 400. In this example, 
the data URI that replaced the source attribute value of 

de,ring thE, web page. 

[0044] In step 214, the web content proxy server 12 
extracts a dirE,ctory and file, name from a path includE,d 

in the request. The request can be an HTTP request in-
20 eluding a URL path identifying the JavaScript file. In this 

example, the JavaScript file will be identified in the URL 

path of the HTTP request as "icons/v1 .js" based on il1e 
sourcE, attribute value of thE, script refemnce 406 and, 

image element 304 is the same data URI used in the prior 25 

accordingly, the web content proxy server 12 will extract 

"icons" as the directory and "v1 .js" as the file name from 
the URL patti. iteration of step 206 to replace the source attribute value 

of image element 302, although different data URls can 
also be used. 
[0040] Upon replacing the source attribute value of the 
image element 304, the web content proxy server 12 pro- 30 

ceeds to step 206. In step 206, the web content proxy 

[0045] In step 216, the web content proxy server 12 
determines wheUier ii1e requested JavaScript file was 

previously generated. The web content proxy server 12 
can determine wtieti1er the requested JavaScript file was 

previously generated based on wheil1er a JavaScript file 
sE,rvHr 12 det,mnines wr1etfier a script re,forencE; assod

aied with the directory identified by the value of the data 

attribute included in the image element in this second 
iteration of step 204 has been previously inserted into 35 

the web page. In this iteration, the web content proxy 

with the extrnctE,d file name is stomd in the extractE,d 

di rectory. If the web content proxy server 12 determines 

that the requested JavaScript file was not previously gen
erated, then the No branch is taken to step 218. 
[0046] In step 218, the web content proxy server 12 

iJenerates a data URI map fornadi imaiJe in tfie extractE,d 
directory. Each of the data URls can be generated by 
g,me,ratinfJ an Emcoding of e,adi of tfie imagE,s, sud1 as 

sE,rvHr 12 will detE,rmim; that scr!pt E,lement 406 was pre
viously inserted and has a source attnbute value identi

fyinfJ a directory ("icons") matchinfJ the, data attribute val-· 
ue of image element 404. Accordingly, in t11e second ii- 40 a base 64 encoding, for example, altl1ough other encod

ings can also be, usE,d. Additionally, each of the data UR ls eration in this examplE,, tfie Yes branch is takE;n by thE, 

web content proxy server 12 from step 206 to step 202. 
[0041] In step 202, the web content proxy server 12 

is mapped to a directory and file name corresponding to 

the images encoded by the data URI. Accordingiy, irre-
determines wtiettier there is anottier image element with spective of the number of references to each of the im
a source attribute value identifying a directory with aver- 45 ages in the web page, only one encoding of each of the 
sion file, as described and illustrated earlier. In ttie frag

ment 300, the only other image element 306 does not 
include a sourcE, attribute valuE; identifying a dirE,ctory 

with a version file. Instead, the source attribute value of 
the image element 306 is a uniform resource locator 
(URL) Uiat does not identify any directory. As there are 

no other image elements with a source attribute vaiue 
identifying a directory with a version file, ttie No branch 
is taken to step 210. 

[0042] In ste,p 210, tr1e web content proxy SE,M,r 12 

sends the web page to il1e requesting one of the client 
devices 14(1)--14(n). In other examples, thE, web content 

proxy server 12 can mark the directory, or other.vise 

images is generated. 

[0047] In step 220, il1e web content proxy server 12 
g,me,rates thE, requE,sted ,JavaScript file, based on tfie da

ta UR ls generated in step 218. The generated JavaScript 
50 file includes JavaScript code that, when executed by the 

one of Hie client devices 14(1)-14(n), is configured to 

replace the source attribute value of each of the image 
elements with one of the data URls. The source attribute 

vaiues of the image eiements are replaced based on a 
55 match of the value, of tr1e data attribute of thE, image E,1-· 

emenis inserted in step 204 with the directory and file 
name mapped to one of tr1e data UR.ls. Optionally, thE, 

JavaScript code is also configured to remove the data 
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aitribute from each of the image elements. 
[0048] Referring to FIG. 5, an exemplary JavaScript 
code fragment 500 of a JavaScript file is illustrated. In 
ihis example, the fragment 500 includes a data URI 502 
mapped to the "icon/fo.png" directory and me name and 
a data URI 504 mapped to the "icons/i'Nitler.png" direc
tory and file name. Tl1e fragment 500 is configured to 
retneve the data attribute of all of the image elements of 
ihe web page. For each image element with a data ai-

14(11). Whenever a change is made to the web page by 
a developer of the web page (e.g., addition or removal 
of an image), Hie developer can cause a new JavaScript 
file to be generated wllen requested by one of the clieni 

5 devices 14(1 )-14(n) by dianging the contents of i11e ver
sion file in tile directory of the added or removed images 
(e.g., from "v1" to "v2"). 
[0053] By changing tl1e contents of tile version file, tl1e 
reference to the JavaScript file inserted in step 208 will 

tribute, the fragment 500 is configured to determine 10 be to a JavaScript file with a file name not matdiing the 
whether the value of the data attribute matches a di rec- file name of a previously generated JavaScript file in the 
tory and file name mapped lo one of the data URls. When 
ii is determined that the data attribute value matches a 

directory (e.g., "v2.js"). Accordingly, the web content 
proxy server 12 will determine, in step 216, that tile re-

directory and file name mappE;d to one of the data URls, que,stE,d .JavaScriptfilE, was not previouslyfieneratE,d and 
the fragment 500 is configured to replace the source at- 15 will proceed to take the No branch in order to generate 
tributE, value of with thE, one data URL 
[0049] In step 222, tl1e web content proxy server 12 
stoms the gE,m,rated JavaScript filE; in the dirE;ctor1 ex
tracted in step 214. The JavaScript file is named accord-

a m,w JavaScript file,, whidi will be confifliJred to insert 
the appropriate source attribute values of the image el
ements, as described and illustrated E;arlier. 
[0054] Accordingly, as illustrated and described llere-

ing to the file name extracted in step 214, which corre- 20 in, this technology provides a number of advantages in-
sponds with the conte,nts of the, version file, stomd in the 
extracted directory, as descnbed and illustrated earlier. 
In this E,xample, Hie JavaScript fiie is stomd in the "icons" 
directory with a file name of "v1 .js". 

eluding providing meUiods, non-transitory computer 
readable medium, and a web content proxy server that 
facilitatE,s image bundlinfJ and mduce the number of m-
quests and responses requ1red to retrieve web page im-

[0050] In step 224, the web content proxy server 12 
sends tl1e JavaScript file to the one of the client devices 
14(1)-14(n) in response to the request received in step 
212. Accordingly, in this example ttie images are sent as 
a bundle based on the encodings included in the Java
Script file. Accordingly, only one request and response 
will be required for the one of t11e client devices 14(1)-
14(n) to retrieve all of Hie imaiies stored in a respE;ctivE, 
local directory associated witll the requested web page. 

25 ages. Thereby, the amount of time required to render 
web pages is significantly reduced, particularly in high 
latency networks. 
[0055] Witti this technology, data URls including en
codings of web page images are provided in a bundle 

30 througti a JavaScript file Uiat is configured lo modify the 
web page to include the data URls in respective image 
elerm;nts. Advantaiieously, only one encodinfJ of each 
image is generated irrespective of the number of refer-

Subsequent to sending the JavaScript file to ihe request- ences to an image. Additionally, the encodings are stored 
ing one of the client devices 14(1 )-14(n) in step 224, the 35 separately from the associated web page in a JavaScript 
web content proxy server 12 then proceeds to step 212 
to re,ceive anothe,r rE;que,st for a JavaScr!pt file from thE, 
same or a different one of the client devices 14(1 )-·14(n). 
[0051] Upon rE;ceipt of thE; JavaScript filE,, the re,quest--
ing one of tile client devices ·14(1 )-14(n) will execute the 40 

JavaScript file resultinfJ in tfie replace,rrnmt of tfie sourcE, 
aitribute value for one or more of tl1e image elements of 
the associated web page with a data URI, as described 
and illustrated earlier. Subsequent to replacing the 
source attribute value(s), the one of ihe client devices 45 

14(1 )-14(n)will render t11e image encoded in and defined 
by the data URI that replaced the source attribute value 
for each of the imafie e,lements. f\ccordingly, in this ex-
ample, source attribute values oflhe image elements 402 
and 404, previously including tile data URI of the default 50 

spacer GIF image, will be replaced with Hie data URls 
502 and 504 of the "fb.png" and "iwitter.png" images, 
respectively. 
[0052] Referring back to step 216, if tile web content 

file in local directories associated with ihe images. Ac
cordin\Jly, the ,mcodings in a directory advantag,wusly 
do not llave to be regenerated in response to web page 
dian\JE;s that do not involvE; the, images stored in thE; di
rectory. 
[0056] HavinfJ thus described thE; bas!c concE;pt oftrie 
!nvention, it will be rather apparent to tl1ose skilled in the 
ari that the foregoing detailed disclosure is intended io 
be presented by way of example only, and is not limiting. 
Various alterations, improvements, and modifications will 
occur and are intended to those skilled in the art, lhougl1 
not expressly stated herein. Tl1ese alterations, improve
ments, and modifications arE; int,mded to be sugiiested 
hereby, and are wittiin tl1e spirit and scope of ttie inven
tion. Additionally, the recited order of processing ele
ments or sequences, or the use of numbers, letters, or 
other designations therefore, is not intended to limit the 
claimed processes to any order except as may be spec
ified in the claims. Accordingly, the invention is limiied 

proxy server 12 dE,termines thatthe mquested JavaScript 55 only by the, fo!lowing c!aims and equiva!ents thereto. 
file l1as been previously generated, then the Yes branch 
is taken to stE;p 224 and tfie requeste,d JavaScript filE, is 
sent to the requesting one of the client devices 14(1)-

7 

ACCESSIBE LTD EXHIBIT 1004 
Page 1858 of 2149



13 EP 2 827 261 A1 14 

Claims 

1. f\ method for bundling images, ihe method compris
ing: 

obiaining, with a web server, a web page re
quested by a client device, ihe web page com
pnsing a plurality of image elements each in
cluding a source aitribute having a value identi-

5 

fying an image; 10 

modifying, with the web server, each of the plu
rality of image elements to insert a data attribute 
having a value of the respective source attribute 
value and to replacE, the sourcE; at1ribute valuE, 
with a data urnform resource indicator (UR!); 15 

insertinfl, with the wE,b smver, a referencE; to an 
executable tile 1nio the requested web page, 
sendin\J the requested wE,b pa\JE, to 1hE, c!i,rnt 
device, and receiving a request from the client 
device for the executable file; and 
sending, with U1e web server, the executable fi!e 
to the client device in response to the request, 

20 

the executable fiie confiiJured wh,rn E,xecutE,d to 
replace the source attribute value of each of il1e 
plurality of image elements with a data URI of 25 

an image identified by U1e respective data ai
tribute value. 

2. The method of claim 1, wherein the source attribute 
of one or more of the image elements has a value 30 

cu table file further comprising generating a daia 
URI for each image in the directory. 

6. A non-transitory computer readable medium having 
stored thereon instructions for bundling images com
prising machine executable code which when exe
cuted by a processor, causes the processor to per
form sieps comprising: 

obtaining a web page requested by a client de
vice, the web page comprising a pluraiity of im
age elements ead1 including a source attribute 
having a value identifying an image; 
modifyin\J E,ad1 of thE, plurality of imagE, elE,-· 
ments to insert a data attribute having a value 
of the respec1ivE, source attributE; valuE; and to 
replace the source attribute value wiil1 a data 
uniform resource indicator (URI); 
mserting a reference io a executable tile into the 
requested web page, sending the requested 
web page io the client device, and receiving a 
request from the client device for the executable 
file; and 
sending the executable file to the client device 
in response to the request, the executable TIie 
configured when executed to replace ihe source 
attribute value of each of the plurality of image 
elements witt1 a data URI of an image identified 
by the respective data attribute value. 

identifying a differeni directory than one or more oth- 7. The medium of claim 6, wherein il1e source attnbute 
er of the plurality of image elements and 1hE, refor
ence to the executable file comprises a reference to 
a different executable file for each directo1y. 

3. The method of claim 1, wherein the reference iden
tifies thE, executable file basE,d on a dire,ctory idEmti
fied by the value of the source attribuie included m 
the plurality of imafie elerrnrnts and contEmts of a 
version file in the directory, the conients including at 
IE,ast a portion of a file narm, of the E,xecutable file. 

4. The method of ciaim 1, wherein the reference to the 
executable file is a script elemeni or ajQueryfunction 

35 

of one or more of the ima;ie elE,m,rnts has a value 
identifying a differeni directory than one or more oth
er of the plurality of image elements and the refer
ence to the execuiable file comprises a reference to 
a different executable file for each directory. 

8. The medium of claim 6, wherein il1e reference iden
tifies thE, executable file based on a directory identi-

40 fied by the value of the source attribute included in 
the plura!i1y of imafie elerrnrnts and contEmts of a 
version file in the directory, the contents including at 
least a portion of a file name of the executable file. 

call, the script element comprising a source attribute 45 9. 

wiih a value identifying the executable file. 
The medium of claim 6, wherein the reference to the 
execuiablefile is a script element or ajQueryfunction 
call, t11e script element comprising a source attribuie 
with a valuE; idEmtifying the E,xecutable file. 5. The rm,1hod of claim i, wf1erein Hie sending the ex-· 

ecutable file further comprises: 

extracting at least a directory and a file name 
from a path included in the request received from 
tt1e clieni device for U1e executable file; 
determining whether the executable file is stored 

50 

in the dirBctory based on the fi!e narne; and 55 

generating and storing the executable file, when 
it is detE;rrr1inE,d that the executable file is not 
stored in il1e directory, ihe generating the exe-

8 

10. The medium of claim 6, wherein the sending the ex
ecutable file further comprises: 

extracting at least a directory and a file name 
from a path included in the request received from 
Hie c! ien1 devicE, for the exE,cutable file; 
determining whether the executable file is stored 
in tf1e directory based on the file name; and 
generating and storing ihe executable file, when 
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it is determined that the executable file is not 
stored in the directory. 

11. A web server device, comprising: 

a processor coupled to a memory and config
ured to execute programmed instructions stored 
in the memory comprising: 

5 

obtaining a web page requested by a client 10 

device, the web page comprising a plurality 
of image elements ead1 including a source 
attribute having a value identifying an im

aiie; 
modifying each of the plurality of image el- 15 

ernents to insert a data attribute havin\J a 
value otthe respective source attribute val-
ue and to rE;place the source attr!bute valuE, 
with a data uniform resource indicator 
(URI); 20 

inserting a reference to aexecutablefile into 
tl1e requested web page, sending the re
ques1ed web page to 1hE, client devim, and 
receiving a request from the client device 
for the executable file; and 25 

sending the executable file to U1e client de-
vice in response to the request, the execut
able file configured when executed to re
place the source attribute value of each of 
the plurality of image elements with a data 30 

URI of an image identified by the respective 
data attributE, value. 

12. The device of ciaim 11, wherein the source attribute 
of one or more of the image elements has a value 35 

identifying a different directo1y than one or more oth-
er of the plurality of image elements and 1hE, mfor
ence to the executable file comprises a reference to 
a diffomnt exE,cutable filE, for ead1 directory. 

13. The devicE, of claim 11, wf1erein the reforEmcE, idEm
tities tl1e executable file based on a directory identi-
fied by the value of the source attribute included in 

40 

the plurality of image elements and contents of a 
version file in the directory, the contents including at 45 

least a portion of a file name of the executable file. 

14. The device of claim 11, wherein 1he rE;ference to Hie 
executable file is a script element or ajQueryfunction 
call, the script element comprising a source attribute 50 

with a value identifying the executable file. 

15. Ti1e device of claim 11, wherein U1e sending the ex
ecutable file further comprises: 

extracting at least a directory and a file name 
from a pa1h included in the mquest mcE,ived from 
the client device for the executable file; 

55 

16 

determining whether the executable file is stored 
in the directory based on the file name; 
and 
generating and storing the executable fiie, when 
it is deter-mined that the executable file is not 
stored in the directo1y 
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Receive a Request for a Web Page from a Client Device 200 

--------- --------------------In E.1 . l . . f . ------..._.....__ N ______ 1age , ement ctentl ymg a ---.....__ 
~---- Directory with a Version File? 2-QZ _____ __.-;:,,-

! ------ -----
i ------- ------

I Modify the Image Element to Incl~~= Attribute and to Replace the V aluc 
of the Image Element Source Attribute with a Data URI 204 

Inse1t a Reference to a JavaScript File Based on the Version File ;?,_QJ 

Send the \Veb Page to the Client Device 210 

Receive a Request for the JavaScript File from the Client Device 2,12 

Extract a Directory and File Name from a Path Included in the Request 211 

--------- --------
,--_Y_~-:::::: ---=-~JavaScript File Generated? J,J __ ~--===---=---=~ ------------- -------------

Generate a Data URI Map for Each Tmage in the Directory 218 

Generate the JavaScript File Based on the Data URis 220 

Store the JavaS;:.,npt File 222 

Send the JavaScript File to the Client Device 224 

FIG.2 

11 
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Description 

FIELD OF THE INVENTION 

web content management server, based on the received 
responses. The generated web service response is pro
vided, witt1 the web content management server, in re-
sponse to the received web service request 

[0001] n1is teclmology generally relates to methods 5 [0005] A non-transitory computer readable medium 
and devices for optimizing delivery of web content and, 
more particularly, to mett1ods for servicing web service 
requests using parallel agile web services and devices 
thereof. 

BACKGROUND 

[0002] Web services provide a standardized way of in-

having stored thereon instructions for servicing web serv
ice requests using parallel agile web services comprising 
machine executable code which when executed by a 
processor, causes the processor to perform steps includ-

10 ing sending eaci1 of a plurality of jobs requiring execution 
in order to service a received web service request to one 
of a plurality of slave web services configured lo execute 
the plurality of jobs in parallel. A response from each of 

tE;\Jrating web--basE;d applications traditionally using ex
tensible Markup Language (XML), SOAP, Web Services 15 

1he, plurality of slave wE;b ser✓ice,s is rE;ceived. A we,b 
service response is generated based on the received re
sponses. The g,me,ra1ed web service response is provid-Description Languaiie (WSDL), and/or Univmsal DE;-

script1on Discovery, for example, and Integration (UDDI) 
standards over an ln1erm;1 Protocol (IP) backbone. XML 
can be used to tag data used by a web service, SOAP 
can be used to transfer the data, WSDL can be used for 20 

describing the web services available, and UDDI can be 
used for listing the available web services. Web services 
allow diff,mmt applications locatE;d at differemt sources 
to commurncate with each other efficiently and without 

ed in response to the received web service request. 
[0006] A web cont,mt management server device, in-· 
eludes a processor coupled to a memory and configured 
to execute programmed instructions stored in the mem
ory including sending each of a plurality of jobs requiring 
execution in order to service a received web service re-
que,st 1o one of a plurality of slave, we,b services confifJ·· 
ured to execute tl1e plural 1ty of jobs in parallel. A response 

custom coding which can require a significant amount of 25 from each of the plurality of slave web services is re-
resources. Additionally, because communications can 
be in XML, web services are not tied to any operating 
system or programming language. Recently, JavaScript 
Object Notation (JSON) has emerged as a standard ob
ject-based messaging format alternative to XML that can 
be used witl1 the Hypertext Transfer Protocol (HTTP) to 
geme,rate web sE;rvice,s for web applications. 
[0003] Unlike traditional client/server models, web 
services do not provide an end user with a graphical user 

ceived. A web service response is generated based on 
the received responses. The generated web service re
sponse is provided in response to the received web serv
ice request. 

30 [0007] This tedrnology provides a number of advan
tages including metl1ods, non-transitory computer read
able, rm;dium, and de,vice,s tha1 facilitate, more efficient 
and effective processing of web service requests using 
parallel slave web services to retrieve content required 

interface (GUI). Instead, we,b service,s share data and 35 to gene,rate a web service, response. Tt1e parallel slave 
processes through an application interface across a net- web ser,1ices advantageously run in an emulated Java-

Script Emvironm,mt which is capable of ex:ecutinfl othe,r 
web service functionality implemented using JavaScript. 
Accordingly, with this tedrnology, web service mquests 

work. These, application intmfaces am invoked and used 
to interpret any resulting data. Web services are increas
ingly popular sinm it is mlatively easy to integrate them 
into applications to extend t11e features offered to end 
users. However, wE;b se,rvice requests arE; also incrE;as
ingly complex. For example, many web services require 
content from various sources to be mashed-up in order 
to provide a response. Accordingly, the processing of 
web service requests often requires significant resourc
es, as well as a significant amount of time. 

40 can be processed by an increased number of devices, 
includinfJ mobilE; devices and table,1s with spE;cial mquim-· 
ments, and in relatively less time. 

45 

SUMMARY OF THE INVENTION 

[0004] A method for servicing web service requests 50 

using parallel agile web services includes sending, with 
a web content management server, each of a plurality of 
jobs requiring ex:ecution in order to service a received 
web service request to one of a plurality of slave web 
se,rvices confiiiured to ex:ecu1e the plurality of jobs in par- 55 

allel. A response from each of the plurality of slave web 
services is receive,d with the, we,b content mana;iement 
server. A web service response is generated, with the 

2 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] 

FIG. 1 is a block diawarn of an ,mvironrnent witr1 an 
e,xemplary web content manageme,nt server; 

FIG. 2 is a flow chart of an exe,mplary me,thod for 
processing web service requests with a master web 
service using parallel agile we,b services; 

FIG. 3 is a flow chart of an ernmplary me,thod for 
processing with parallel agile web service Jobs re
ceiw;d from a master web sE;rvice; 
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FIG. 4 is an exemplary code fragment of an exem

plary master web service configured to perform the 
exemplary meti1od of FIG. 2; 

and types of programmed instructions. The processor 20 
of the web content management ser,1er 12 may comprise 

one or more central processing units or general purpose 
processors with one or more processing cores, for ex-

FIG. 5 is an exemplary code fragment of an exem- 5 ample. 
plary slave web service configured to perform the [0013] The memory 22 in the web content manage-
exemplary meti1od of FIG. 3; and 

FIG. 6 is an exemplary configuration file defining the 
role of an exemplary slave web service. 

DETAILED DESCRIPTION OF THE INVENTION 

[0009] An exE,mplary network ,mvironment 10 with a 

web content management server 12 coupled to client de
vices 14(1 )··14(n) and ser✓E,r device,s 16(1)-16(n) is illus-

trated 1n FIG. 1. In this example, the web content man
a;iernent smve,r 12, cli,mt devices 14(1)--14(n), and ser✓-
er devices ·16(1)-16(n) are coupled together by commu-

ment server 12 stores U1ese, programmed instructions for 

one or more aspects of tl1e present invention, as de

scribed and illustrated herein, although some or a!! of the 
10 programmed instructions could be stomd and/or exe,cut

ed elsewhere. A variety of different types of memory stor
age devices, such as a random access me,mory (RAM) 

or a read only memory (ROM) in the system or a floppy 

disk, hard disk, CD ROM, DVD ROM, or other cornputE,r 
15 readable medium which is read from and/or written to by 

a magnetic, optical, or other re,ading and/or writing sys

tem tl1at is coupled to the processor 20, can be used tor 
thE, memory 22 in tf1e web cont,mt managE,m,mt sE,rvE,r 

12. 
nication networks 18(1)-18(2), although other numbers 20 [0014] The input/output system 24 in the web content 

and types of systE;ms, dEivicE,s, and/or elE,rmmts in othE,r 

configurations or network topologies can also be used. 
This tE,chnolO\Jyprovides a numbmof advantage,s includ
ing methods, non-transitory computer readable medium, 

and devices that facilitate more efficient and effective 
processing of web service requests using parallel slave 
web services to retrieve content required to generate a 
web service response. 
[001 OJ The web content management ser,1er 12 is cou
pled to ti1e client devices 14(1 )-14(n) by Hie c,ommunica

tion network 18(1) which can include one or more local 
area network(s) (Lf\Ns) and/or widE, area network(s) 

(WANs). In this example, the web content management 
server 12 is further coupled to the server devices 16(1)-

management server 12 is used to operatively couple and 

communicate betv11een the web content management 
server 12, client de,vicE,s 14(1 )--14(n), and smve,r devims 
16(1)-16(11), whicl1 are all coupled togetl1ervia the com-

25 munication ner,vorks 18(1 )-18(2), although other types 

and numbers of communication networks or systems with 
other types and numbers of connections and configura
tions to other device,s and e,lements can also be, used. 

By way of example only, the communication networks 
30 18(1)-18(2) can use TCP/IP over Ethernet and industry

standard protocols, including hypertext transfer protocol 
(HTTP), secure HTTP (HTTPS), wirelE;ss application pro-

tocol (WAF'), and/or SOAP, although other types and 

16(n) by ti1e communication network 18(2), which may 35 

also ineiude one or more LANs and/or WANs. Other net-

numbers of communication networks, such as a direct 
connection, modems and phone lines, e-mail, and wire
!ess and hardwire communication technology, each hav-

work devices configumd to generatE,, sE;nd, and receivE, 

network communications and coupled togetl1er via other 

ing thE,ir own communications protocols, can be usE,d. 
[0015] Tl1e client devices ·14(1 )-12(n) enable a user to 

topolo;Jies can also bE; used. Wr1i!e not shown, the net-· mquest, receivE,, and intE,ractwith applications, we,b serv
work environment 10 also may include additional network 40 ices, and content hosted by the server devices 16(1 )-

components, such as routers, switches and other dEivic-
es, which are weli known to t11ose of ordinary skill in tl1e 
art and thus wili not be described here. 

16(n) throu;Jh the web cont,mt manafiement server 12 
and using the communication nel:\lvork ·18(1), althougl1 

one or more of the client devices 14(1)-14(11) could ac-
[0011] The, we,b content management server 12 may cess content and utilize ott1er types and numbers of ap
perform any number of functions including optimizing 45 plications from other sources and could provide a wide 

cont,mt retrieved from tf1e server dE,vices 16(1 )--16(n) for 

display on t11e client devices 14("1 )-14(n), for example. In 
this E,xample, thE, web content managE,mEmt se,r-mr 12 

includes a processor 20, a me,mory 22, and an inpuVout

put system 24, which are coupled together by a bus 26 
or other link, although other numbers and types of com
ponents, parts, devices, systems, and elements in other 
configurations and locations can be use,d. 

[0012] The processor 20 in the web content manage
ment server 12 E,xecutE,s a program of stored instructions 

one or more aspects of the present invention, as de
scribed and illustratE,d byway of the embodiments hE;rein, 

although the processor 20 could execute other numbers 

variety of oti1erfunctions for tt1e user. In some examples, 
t11e client devices ·14(1)-14(n) comprise mobile devices 
with Internet access that ,rnablE, web page,s and otr1er 
conte,n t stomd by the server devices 16( 1 )-15(n) to be 

50 retrieved and rendered. By way of example only, the cli
ent de,vices 14(1)-14(n) can be smart phones, personal 

digital assistants, tablets, or computers. 
[0016] Each of the, client devices 14(1 )-14(n) includes 

a processor, a memory, an input device, a display device, 

55 and an input/output system, whid1 are coupled t0\JE,thE,r 
by a bus or other link, aithough one or more of client 
de,vicE,s 14(1 )--14(n) can indude otr1ernumbe,rsand types 

of components, parts, devices, systems, and elements 

3 
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in oil1erconfigurations. The processor in each of the ciient 
devices 14(1)-14(n) can execute a program of instruc
iions stored in the memo;y the client device 14(1)-14(n) 
for one or more aspects of the present invention, as de
scribed and illustrated herein, although tt1e processor 
could execute other numbers and types of programmed 
instruciions. 
[0017] The inpui device in each of the ciient devices 
14(1)-14(n) can be used to input selections, such as a 
requesi for a pariicular web page or oti1er content stored 
by one or more of the server devices 16(1)-16(n), al
U1ougl1 the input device could be used to input otl1er types 
of requests and data and interact with other elements. 
ThE, input device can includE; keypads, touch scre,ms, 
and/or vocal input processing systems, alil1ough other 
type,s and numbers of input dEivicE,s can also be use,d. 
[0018] The display device 1n each of the client devices 
14( 1 )-14(n) can be used to srww data and information to 
the user, such as web pages and oil1er content retneved 
from the server devices 16(1)-16(n) by way of example 
only. The display device in ead1 of U1e client devices 

herein, each of the web content managemeni server 12, 
the ciient devices 14(1 )-14(n), and the server devices 
1fi(1)-16(n) can be implemented on any suiiable compu
ter apparatus or computing device. It is to be understood 

5 that ihe apparatuses and devices of the embodiments 
described herein are for exemplary purposes, as many 
variations of the specific l1ardware and software used to 
implement ihe embodiments are possible, as Will be ap
preciated by those skiiied in the relevant art(s). 

10 [0024] Furthermore, ead1 of tt1e devices of tl1e embod
iments may be conveniently implemented using one or 
more general purpose compuiers, microprocessors, dig
ital signal processors, and micro-controllers, pro
\JrammE,d according 1o thE, tE;ad1ings of the E,mbodi-· 

15 ments, as described and illustrated herein, and as will be 
appreciatE,d by those, ordinary ski!! in thE, arL 
[0025] In addition, iwo or more compuiing apparatuses 
or devices can be, substitutE,d for any one of Hie devices 
in any embodimeni described herein. Accordingly, prin-

20 ciples and advantages of distributed processing, such as 
redundancy and replication also can be implemented, as 
des1red, to increase t11e robustness and performance of 
1hE, dE,vices of the E,mbodim,mts. Tf1e e,mbodirrnmts may 

14(1 )-14(n) can be a mobile phone screen display, al
thouiJh o1hHr types and numbers of displays could bE, 
used depending on the pariicular type of client device. 
[0019] The input/output system in each of the ciient 25 

devices 14(1)-14(n) can be used to operaiively couple 

also be implemenied on computer apparatuses or devic
es that extend across any suitable nei'Nork using any 
suitable interface mechanisms and communications 
technologies, including by way of example only telecom
munications in any suitable form (e.g., voice and mo-

and communicate betvveen the ciient devices 14(1)-
14(n), the web content management server 12, and ihe 
server devices 16(1 )-16(n) overthe communication net-
works 18(1)-18(2). 30 

[0020] Each of the server devices 16( ·1 )-16(n) provides 
cont,mt including web page,s and web applications for 
use by one or more of the client devices 14('1 )-14(n) via 
the web content management server 12, although the 
server devices 16(1 )-16(n) can provide other numbers 35 

and types of content and perform other functions. Each 
of tr1e server devicE,s 16( 1 )-16( n) can include a proms
sor, a memory, and an input/output system, which are 
couplE,d tO\JE,thE,r by a bus or o1hHr link, althougf1 each of 
ihe server devices 16(1)-·16(n) can have other numbers 40 

and types of components, parts, device,s, systems, and 
elemenis in other configurations. 
[0021] The processor in each of the server devices 
16(1 )-16(n) executes a program of instructions stored in 
the memory of t11e server devices 16(1 )-16(n) for one or 45 

more aspects of the present invention, as described and 
illustrated by way of il1e embodiments herein, although 
thE, procE;ssor could E,xecutE, otr1er numbers and types of 
programmed instructions. 
[0022] The input/output system in each of the server 50 

devices 16(1)-16(n) is used to operatively couple and 
communicate between the server devices 16(1 )-16(n), 
i11e web content management server 12, and U1e client 
devices 14(1 )-14(n) via the communication networks 
18( 1 )-18(2). 55 

[0023] Alihough embodrnents web conteni manage
rm;nt server 12, the client devices 14(1)-·14(n), and tr1e 
server devices 16(1 )-16(n) are described and illustrated 

4 

dem), wireless communications media, wireless commu
nications networks, cellular mmmunications networks, 
G3 communications networks, Public Switched Tele-
phone, Network (PSTNs), Packet Data Networks (PDNs), 
t11e lniernet, intranets, and combinations thereof. 
[0026] The embodiments may also be embodied as 
one or more non-transitory computer readable medium 
having instructions stored thereon for one or more as-
pects of the presEmt invention as dE;scribed and illustratE,d 
by way of the embodiments herein, as described herein, 
wr1ich wf1en ex:e,cuted by a procE;ssor, cause the proce,s-
sor to carry out tl1e steps necessary to implement il1e 
mE,thods of tr1e E,mbodirmmts, as described and i!!ustrat-· 
ed l1erein. 
[0027] An exemplary method for servicing web service 
requesis using parallel agile web services will now be 
described with reference to FIGS. 1-6. Referring more 
specifically to FIG. 2, a 11ow chart of an exemplary method 
for processing web service requests wiil1 a masier web 
SE,rvim using parallHI afiile web serv!ces !s illustrated. In 
this example, in siep 200, Hie web content managemeni 
server 12 receives a web service request from one of the 
client devices 14(1)-14(n). The web service request can 
be for social media posts, blog summaries, or any other 
content stored by one or more of the server devices 1 fi( 1 )-
16(n), for example. In the example described and illus-
1ra1ed hE,rE,!n, tf1e receiVE,d wE,b smvice mquest is for tr1e 
last five social media (e.g., Facebook®) posts for eacl1 
of twenty users of a social rned!a SE,rvice associated with 
a user (e.g., Facebook® fnends) of the requesting one 
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of the client devices 14(1)-14(n). 

[0028] In step 202, ihe web content management serv
er 12 determines whether the request received in step 
200 requires execuiion of a plurality of jobs in order to 
service the request. In the example described herein, the 

web content management server 12 may determine that 
ii1e request requires execution of twenty jobs, one for 

each of the users for whicl1 the last five posts l1ave been 

requested. In this example, the social media service wii! 
have to be called twenty times in order lo retrieve the last 
five posis for each of the twenty users identified in ihe 
received web service request. 
[0029] In other examples, ihe received web service re
quest may bE, for thE, las1 tern posts for only om, user of 

the social media service, ill which case t11e web content 
mana;ierm;nt server 12 may dE,termine in step 202 that 

a plurality of Jobs are not required in order to service the 
re,quesi. The we,b cont,rnt mana;iement SE,rvm 12 can bE, 

configured by an admirnstrator, for example, to determine 

that a received web service request requires execuiion 
of a plurality of jobs base,d on any criteria or type, of anal

ysis of the web service requesi. 
[0030] Additionally, an administrator of the, we,b con

tent management server 12 can define a tl1reshold 

number of jobs requiring execution in order to satisfy ihe 
condition in step 202. f\ltematively, Hie condition in step 
202 can be satisfied whene,ver ihe web content manage
me,nl se,rve,r 12 de,termine,s more than one, job must be 
e,xecuted in orde,r to service the mceived web service 
reque,st. If the, we,b content management server 12 de

termines in step 202 that the web service request re
CE,ived in step 200 dm,s not require, exE,cution of a plurality 

of jobs, then the web content management server 12 
procee,ds to siep 204. 
[0031 J In step 204, the, web content manage,me,nt se,rv
er 12 retrie,ves content from one, or mom of the server 

de,vicE,s 16(1 )-i6(n) and ;ieneratE,s and s,rnds a web 

service response to tl1e requesting one of the client de-

JavaScript environment can be generated, for example, 
as describe,d and illustrated in U.S. Patent Application 
No. 12/802,670, e,ntilled "Methods for Utilizing a JavaS
cript Emulator in a Web conteni manage,ment server and 

5 Device,s Thereof," which is incorporated by reference 

herein in its eniireiy, although other methods ofgenerai
ing an emulated JavaScript e,nvimnme,nt can also be 

used. 
[0033] In step 208, ihe master we,b serv"ice execuied 

10 by the, web conte,nt manage,ment se,rver 12 inserts the 

plurality of jobs requiring execution in order to service 
the we,b se,rvice request into a queue. Tt1e queue can be 

maintained in ihe memory 22 for example, although ihe 
que,ue, can also be, storE,d elsewhere. In tr1e e;xamplE, dfr· 

15 scribed earlier, the master web service inserts the twenty 
jobs tr1at require a call to Hie social rne;dia service for the; 

last five social media posts for one of the twenty specified 
us€;rs. 
[0034] In step 210, the master web service executed 

20 by the web content management SElrv'er 12 determines 
wheU1er the queue; is e,mpty. In a first ite;ration, U1e web 

content management server 12will determine ill step 210 
1hat the, que,ue, is no1 empty. HowHVE,r, in subsequent 

iterations, al I of the jobs may have been sent by the mas-
25 ter web service to threads configured to requesi e,xe;cu

tion of e;ach of ti1e; jobs by one, of a plurality of slave; web 
services resulting in an e,mpiy queue,. If ihe master web 
service; e;xecute;d by the web content manageme;nt se;rver 
12 deiermines that the, queue is not empiy, the,n the No 

30 branch is taken to ste,p 212. 

[0035] In step 212, tl1e master web serv"ice executed 
by 1hE, wE,b content rnana;iement server 12 dete,rrnine,s 

wl1ether a thread iS available to receive one of t11e jobs 
stomd in the; queue. In a first itE,ra1ion, the web content 

35 manage,ment server 12 will determine in step 212 that a 

thread is available. However, in subsequent iierations, 
slave, we;b se,rvices may be, e;xecutin;J jobs s,rnt by each 
of the threads and a thread may not be t11erefore be avail-

vices 14(1)-14(n). Accordin\Jly, if tf1e we;b content man-- able. 
agement server 12 determines a plurality of jobs are not 40 [0036] The total number of slave web services can be 
re,quimd in ordE,r to SE,rvice, tr1e rece,ived wE,b se,rvice re

quest, then the web service request is processed based 
on one or more seque,ntial requests for content smt by 
ii1e; web content management se;;ver 12 lo the se;rver 
de,vices 16(1)-16(n) on behalf of the requesting one of 45 

the client device,s i4(1)-14(n). Subsequent to se,rvicing 

the web service request, or in parallel, the web content 
rnanaiierm;nt se;rvE,r 12 may retrieve another web se,rvice 

reque,st from one of the client de;vices 14(1 )-14(n) in step 
200. 50 

[0032] Refe,rring back to step 202, if U1e web conte,nt 
managenrnni serve,r determine,s that the web service re;
que,st re;ceive,d in step 200 does mquim e,xecution of a 

plurality of jobs, then the web content management serv-
er 12 procBeds to step 206. In stBp 206 1 the vve3b contBnt 55 
management server 12 executes a master web service 
in an e,mulated JavaScript environrmmt, althougr1 othE,r 

types of environments could be used. The emulated 

5 

established by an administrator of the; web content man-· 

agement server 12, for exampie. The number of slave 
web service;s can be based on a number of threads or 
proce,sse,s the syste;m administrator wants to allow the 
web conie;ni managemeni se,rver 12 io exe,cute concur
rently, althougt1 the number of slave web services can 

be based on anyothercritena. Additionally, web services 
can be dE,signate,d as rnaste,r or slave based on a con

figuration established by an administrator of ti1e we,b con
tent management server 12, as de,scribed and illustraied 
in mom de,tail late;rwith reference to FIG. 6. Accordingly, 
if the master web service exe,cuted by the web conte,nt 
manage,ment se,rver 12 determines tt1at a slave we,b serv
ice is available;, then the Ye;s branch is iaken to step 214, 

[0037] In step 214, tr1e master we,b se;rvice, E,xecutE,d 

by the web content management server 12 generates a 
trm;ad and s,rnds om, of the jobs from 1hH queue 10 thE, 

thread along with an index. The thread is configured to 
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requesi execution of the one of the jobs by one of il1e 

available slave web services. The index wii! be returned 
io the masier web service context and used to reorder 

can be used. 

[0042] In step 220, the master web service executed 
by the web content management server 12 determines 

ihe content received from the slave web services, as de- whether ihere are more responses required to satisfy ihe 
scribed and illustrated in more detail later witi1 reference 5 web service request received in siep 200. The master 

to step 222. Upon sending one of the jobs from the queue, web service can determine whether there are more re-
ii1e master web service again determines whether the 

queue is empty in siep 210. 

[0038] Accordingly, in this example, steps 210-214 are 

sponses based on whether it has received a response 

from il1e threads corresponding to eacl1 of the indices 

sent along with one of the jobs in step 214. Alternatively, 
performed for ead1 of ihe jobs and the masier web serv- 10 one or more of steps 210-220 can be performed by the 

ice proceeds to send a job from the queue to a generaied 
ii1read configured to requesi execution of the job from 
one of the slave web services until the master web service 

master web service within the context of a function cail 
such that control wili only return lo the master web service 

context when all ofihe slave web services have returned 
a msponse wf1ich is mceived by tf1e master wE;b se,rvice detE;rminE;s tf1at tr1e queue, is empty in step 210 or tf1at 

no more threads are available in step 212. For example, 
assuming that none of 1hE, slave web servicE,s have proc-• 

essed a job as requested by one of t11e threads, in this 
examplE,, 1hE, master web service will detmmine, in an 

eleventh iteration of step 212 thai a ihread is not availa

ble. 

15 in step 2"16. 
[0043] If the maste,r wE;b sE;rvice, determines in step 

220 tl1ai more responses are required to satisfy the web 
service requE;sted mceived in step 200, then 1hE, Yes 

branch is taken to step 2"16. Steps 216-220 are repeated 
20 until the master web service deiermines in step 220 that 

[0039] If the master web service determines U1ai a 

ihread is not available, then the No brancl1 is iaken from 
ste,p 212 back to step 212 and the, master we,b servicE, 

effeciively waits until it determines a thread has firnshed 
processing a response sent by an associated slave web 25 

service, and is available to receive another job, prior to 
sending one of the jobs from the queue io the generated 

thread in step 214. Subsequent to generating a U1read 
and sending another one of the jobs and an index to ihe 
generated thread in step 214, ihe master web service 30 

proceeds back to step 2·10, as descnbed and illustrated 

earliHr. Upon thE; master web service detE,rminin\J, in step 
210, that the queue is empiy, the Yes branch is taken to 

step 216. 
[0040] In step 21fi, one of the threads generated by 35 

ihe master web service executed by the web content 
management server 12 mceives a rE;sponsE, from one of 

the slave web services. In this example, the response is 
a JavaScr!pt Object Notation (JSON) response, al1houfih 
ihe response can be any type of response. The response 40 

inc!udes cont,rnt obtaim,d from one or more, of the server 

devices 16(1)-rn(n) that satisfies the Job the slave web 
service was requested to execute by the thread, as de
scribed and illustrated in more detail later with reference 
to FIG. 3. 45 

[0041] In step 218, the one of the threads generaied 

by the master web service executed by the web content 
manaiJemEmt server 12 convmts the rece,ived re,sponse 

into a JavaScript object and passes tt1e JavaScript object 
and an index toa callbackfunciion executed in the master 50 

no more responses from the slave web services are re

quired. In this particular example, steps 216-220 will be 
repeated twenty 1irrn,s or one time for E,ach of thE; jobs 

sent to ihe il1reads 1n step 214. It the master web service 

determines in step 220 that no more responses are re
quired, then ihe No branch is taken to step 222. 
[0044] In this example, steps 216-220 proceed in par
allel witt1 steps 210-214 such ti1ai a response may be 

received by the masier web service from one of the 
threads prior to the queue being empty and all of the jobs 

being seni to one of the threads. Since the slave web 
services procE,ss tr1e jobs in parallHI, the re,sponses from 

t11e slave web services can be received from the threads 

by the master web service in any order, generally de
pending on the time required for each slave web service 
to complete its job and retrieve the associaied conteni 
from om, or more of thE; servE;r devices 16(1 )-·16(n). 

[0045] In step 222, the master web service executed 
by the we,b content management sE;rvE,r 12 iieneratE,s a 

web service response based on the responses received 
in step 216, as converted in ste,p 218, and 1hH indicE,s. 

As described and illustrated earlier, the threads can op
tionally pass the converted responses to a callback func

tion in tt1e master web service context in step 218. The 
callback function can be configured to store ihe JavaS
cript objecis in a common location, optionally as associ-

ated with a corresponding one of the indices, extract one 
or mom properties of tf1e JavaScript objects, and/or pm-
form any number of other functions. 

[0046] Accordingly, upon conirol reiurning to the mas
ter web service con text, the master web service can gen

erate a response io ihe web service requesi received in 
step 200 by retrieving U1e JavaScript objects from ihe 

common location, for example. Once retrieved, the mas-

web service context, alii1ougt1 the response andior index 
can be converted and/or passed in other manners. The 
index passed in step 218 is Hie same index sent by the 
master web service to the one of the threads in siep 214. 
In 1his example, tf1e tfm,ad gEmerated by the master web 

service converts the received response by using il1e 
JSON.parse() function, although other methods of con-· 
verti ng il1e response received from the slave web service 

55 1er web sE;rvice, can order thE, .JavaScript objE,cts, and/or 

content 1nciuded il1erein, based on the index associated 
with each of the JavaScript obje,cts, 1o formulate thE; web 

service response. 
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[0047] In some examples, a plurality of different cail
back. functions configured to execute different function

ality can be provided in Hie master web service context 
and used by a thread depending on the job sent to the 
thread by the master web service. For example, the mas
ter web ser,1ice may send a first subset of the threads 
jobs associated with a first social media service and a 

second subset of the threads jobs associated with a sec

ond social media service. In tllis example, the master 

web service 1n step 214 of FIG. 2. By breaking t11e web 

service request into a plurality of jobs, and processing 
the jobs in parallel witi1 a plurality of slave web services, 

the time required fort he web content management server 
5 12 to generate a response to the web service request 

can be reduced. 
[0054] Referring more specifically to FIG. 4, an exem

plary code fragment 400 of an exemplary master web 

service configured to perform the exemplary method of 
web service may provide, and tt1e tt1reads may pass 10 FIG. 2 is illustrated. In H1is example, ti1e master web serv

JavaScript objects and indices to, different callback. func- ice uses "counter" and "generic" callback functions, as 
tions depending on the job received from the master web 
service in step 214, and tile master web service can 
thereby masr1 up convmte,d responsE,s from the various 

slave web services to generate a web service response. 
[0048] In step 224, Hie mastE,r web service E,xecutE,d 

by the web content management server 12 sends the 
geme,rated web servicE, response 1o the, requE;stinfJ om, 

of the client device 14(1)-14(11). Upon sending the web 
service response with the master web service, or during 
any of steps 202-224, the web content management 

server 12 can receive anotller web service request from 
one ofthE, client devices 14(1)-·14(n) in step 200. 

[0049] Referring more specifically to FIG. 3, a flow 

chart of an exemplary metllod for processing with parallel 
agile web service jobs received from a master web serv

ice is illustrated. In tllis example, in FIG. 300, one of the 
slave web services executed by the web content man

agement server 12 receives one of the jobs, such as from 

described and illustrated earlier witi1 reference to step 

218 of FIG. 2, depending on whether a response is suc
cessfully or unsuccE,ssfu!ly, respE,ctiw;ly, remivE,d by a 

15 t11read from one of the slave web services. The "counter" 
callback function takes the index of a job and a JavaScript 

object, generated by a tllread from a response received 
from slave, wE,b service, as pararm;ters. 

[0055] Tl1e total number of threads is established as 
20 "1 O" in this example which corresponds to the number of 

slave web services currently processing or available to 

process a job at any time. Additionally, tl1e execute
Batd1() function can bE, used in tf1is E,xample to perform 

steps 216-220. Upon completion of the executeBatcl1() 
25 function, control returns to the master web service con

text to generate tf1e web service response, as described 
and illustrated earlier with reference to step 222 of FIG. 
2. Accordingiy, the master web service wiil automatically 

a thread generated by tt1e master web service, as de- 30 

scribed and illustrated earlier with reference to step 214 

determine whether there are more responses in step 220 
of FIG. 2 based on wt1eii1er Hie executeBatd1() function 

has completed its execution. 
of FIG. 2. 

[0050] In step 302, the slave web service executed by 

the web content management server 12 retrieves content 
satisfying the job received in step 300 from one or more 35 

of the server devices 16(1)-16(n). Accordingly, in this ex

ample, the slavE, web service retriE;ves thE, last five posts 

for one of the users of the social media service specified 
in the receivE,d job. The rE,triE;ved cont,mt can be, HTML 
web pages, XML documents, RESTful web services, for 40 

examplE,, or any 0H1er type of cont,mi. 

[0051] In step 304, the slave web service executed by 
the web content management server 12 generates a re

sponse including the retrieved content. In tt1is example, 
the response is a JSON responsej vvhich can be gener- 45 

ated using the JSON.stringify() function, for example, al

though otl1er metllods of generating a JSON response 
and o1hE,r typE,s of re,sponses can also be used. 

[0052] In step 306, the slave web service executed by 
the vveb content managernent ser.1er 12 sends the re- so 
sponse lo the ii1read from whid1 ii1e job was received. 

After processing tile response received from tile slave 

[0056] RE,ferring more spE,cifically to FIG. 5, an ex,m1-• 

plary code fragment 500 of an exemplary slave web serv

ice configured to perform the exemplary method of FIG. 
3 is illustrated. Referring more specifically to FIG. 6, an 
exemplary configuration file 600 defining the role of the 
exE,mplary slave, web service 500 is illustrated. In tf1is 

example, tl1e slave web service 500 called catalogue-p
pl pis assiflnE,d tf1e role of "slave,." Tf1e configuration filE, 

600 can be established by an administrator of the web 
con1ent management server 12 and can be stored in Hie 

memory 22, for example, as described and illustrated 

earlier. Additionaliy, a corresponding configuration file 
can be estabiished, or tt1e same configuration file can be 
used, to define the role of a plurality of master and/or 
slave web services executable by tf1e web content man-

agement sever 12. 
[0057] With this tE,chnolO\JY, web service reque,sts, 

such as requests requiring a large amount of content 
and/or content from a number of disparate sources, for 
example, can be divided into a plurality of jobs whid1 are 
processed in parallel by slave agile web services to re

duce the overall amount of time required to generate a 
response to the web service request. Accordingly, por-

web service, the thread from wt1ich the job was received 

becomes available to receive another job, as described 
and illus1ratE,d earlier with refomnce, 1o ste,p 212 of FIG. 2. 

[0053] In this example, steps 300-306 are performed 
in parallE,I for each of the slave, web service,s receiving 

55 1ions of conten1 rBquir€;d to satisfy a web service reque3st 
can be retrieved in parallel and masl1ed-up to generate 

one of the jobs from a thread generated by the master 

7 

a wE,b servicE, response. Advantaiieously, thE, process 
can utilize JavaScript executed in an emulated environ-

ACCESSIBE LTD EXHIBIT 1004 
Page 1872 of 2149



13 EP 2 851 813 A1 14 

men! on behalf of client devices, including mobiie com
puting or other devices with special requirements that 
may oti1e;wise be unable to process such content. 
[0058] Having thus described the basic concept of the 
invention, it will be rattier apparent to those skilled in the 5 

art that the foregoing detailed disclosure is intended to 
be presented by way of example only, and is not limiting. 
Various alterations, improvements, and mod1ficationsw1II 
occur and are intended to those skilled in the art, though 

converting each of the returned JSON respons
es into a JavaScript object; 
passing each of the JavaScript objects and the 
index to a cai!back function, wherein the index 
corresponds to an order of a respective one of 
the jobs; and 
organizing Hie JavaScript objects based on the 
received indices. 

not expressly stated herein. These alterations, improve- 10 5. Ttie method of claim 4, wherein the passing further 
ments, and modifications are intended to be suggested comprises passing each of the JavaScript objects 
tiereby, and are within the spirit and scope of the inven
tion. Additionaliy, the recited order of processing ele-
ments or sequemce,s, or trie usE, of numbms, letters, or 

and the index to one of a plurality of callback func
tions based on the job sent to each of the threads. 

other designations therefore, is not intended to limit il1e 15 6. The method of ciarn 1, further comprismg: 
claimed proce,ssE,s to any ordE,r E,xcept as may be spec-
itied m the claims. Accordingly, the invention is limited 
only by the following claims and E,quivalEmls thEm,to. 

Claims 

1. /\ me,thod for servicinfl wE,b service mquests usinfl 
parallel agile web services, the method comprising: 

20 

determining, with il1e web content management 
se,rver, wh,m the, recE,ived wE,b service requE,sl 
requires execution of a plurality of jobs; and 
performing the executing, sending, receiving, 
generating, and providing steps when ttie deter
mining indicates the received web service re
quE;st require,s E,xecution of a plurality of jobs. 

25 7. The method of claim 6, further comprising: 
sending, with a web content management serv-
er, each of a plurality of jobs requiring execution 
in order lo service a received web service re
quest to one of a plurality of slave web services 
configured lo execute the plurality of jobs in par- 30 

allel; 
rE;ceiving, with the web content manage,memt 
server, a response from each of the plurality of 
slave web services; 
generating, with the web content management 35 

server, a web service response based on the 
rE;ceived responsE,s; and 
providing, with the web content management 
se,rver, Hie iienerate,d web smvice response in 
response to the received web service request. 40 

2. The metl1od of claim 1 wherein the sending further 
comprises sending each of the jobs and an index to 
one of a plurality of threads generated by a master 
web service executed in an emulated JavaScript en- 45 

vironmeni, each ofihe threads configured to request 
execution of one of the Jobs by one of the slave web 
SE,rviCHS. 

3. The method of claim 2 wherein each of the slave 50 

web services is furti1er configured to retrieve content 
from a server device, convert the retrieved content 
into a JavaScript Object Notation (JSON) response, 
and return the JSON response. 

4. The method of claim 3, wherein the generating fur
ther comprisE;s: 

55 

8 

determining, with the web content management 
server, wtien the plurality of jobs exceeds a max
i mum number of slave web services executable 
in parallel; and 
performing, witl1 the web content management 
se,rver, wh,m thE, dE,termininfJ indicates thE, plu-
ral1ty of jobs exceeds a maximum number of 
slave web services executable in parallel, steps 
comprising: 

insE,rting, with thE, wE,b cont,mt managE,-· 
ment server, t11e plurality of jobs mto a 
queue; 
sending, with the web content management 
server, a numbm of jobs correspondin\J to 
il1e maximum number of slave web services 
executable in parallel to the plurality of slave 
web services from the queue; and 
sending, with the web content management 
server, one of the plurality of jobs remaining 
in the queue upon receiving each response 
from one of thE, plurality of slave web serv
ices and until the queue is empty. 

8. f\ non-transitory computer readable medium having 
stored thereon instructions for servicing web service 
requests using parallel agile web services compris
ing machine executable code which when executed 
by a proce,ssor, causes the processor to pe,rform 
steps comprising: 

sendmg each of a plurality of jobs requiring ex-
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ecution in order to service a received web serv-
ice request to one of a plurality of slave web 
services configured to execute the plurality of 
jobs in parallel; 
receiving a response from each of the plurality 5 

of slave web services; 
generating a web service response based on 
the received responses; and 
providing the generated web service response 
in response lo the received web service request. 

9. Ti1e medium of claim 8, wt1erein the sending further 
comprises sending each of the jobs and an index to 

10 

om, of a plurality of tf1reads fieneratE,d by a master 
web service executed in an emulated JavaScript en- 15 

vironment, E,ad1 of the trm;ads configumd to requE,st 
execution of one of tl1e jobs by one of t11e slave web 
services. 

10. The medium of claim 9, wllerein each of the slave 
web services is further configured lo retrieve content 
from a server device, convert tile retrieved content 
into a JavaScript ObjE,ct Notation (JSON) response, 
and return t11e JSON response. 

11. Ti1e medium of ciaim 10, wherein the generating fur
ther comprises: 

converting each of the returned JSON respons-

20 

25 

es into a JavaScript object: 30 

passing eacl1 of the JavaScript objects and the 
index 1o a callback function, wh,m,in 1hE, index 
corresponds to an order of a respective one of 
tile jobs; and 
organizing the, JavaScript objects based on the 35 

received indices. 

12. The medium of claim 11, wllerein the passing further 
comprisE,s passinfl ead1 of tr1e JavaScript objE,c1s 
and tl1e index to one of a plurality of callback func- 40 

tions based on the job sent to E,ad1 of the, thmads. 

13. The medium of claim 8, further having stored tllereon 
instructions comprising machine executable code 
which when executed by the processor, causes the 45 

processor to pE,rform steps furtr1er comprising: 

det,mnining when the receivE,d web servicE; rE,-· 

the processor to perform steps further comprising: 

determining when the plurality of jobs exceeds 
a maximum number of slave web services exe
cutable in parallel: and 
performing when the determining indicates the 
plurality of jobs exceeds a maximum number oi 
slave web services executable in parallel, steps 
comprising: 

inserting the plurality of jobs into a queue; 
sending a number of jobs corresponding to 
the maximum number of slave web services 
exE,cutablE, in parallHI to the plurality of slave 
web services from the queue; and 
sEmding one of the plurality of jobs rE;main
ing in the queue upon receiving each re
sponsE, from one of the plurality of slave wE,b 
services and until the queue is empty. 

15. A we,b conte,nt management server de,vice, compris
ing: 

a processor coupled to a memory and config
ured to execute programmed instructions stored 
in U1e memory comprising: 

sending each of a plura!ily of jobs requiring 
execution in order to service a received web 
service mquest lo one of a plurality of slave 
web services configured to execute the plu
rality of jobs in parallel; 
receiving a response from eacl1 of the plu
rality of slave web services; 
gene,rating a we,b service response based 
on the received responses; and 
providing the, geme,rated we,b service m-· 
sponse in response to the received web 
smvice request. 

16. Tf1e device of claim 15, the s,mding furthe,r compris-· 
es sending each of the jobs and an index to one of 
a plurality of tllreads generated by a master web 
service executed in an emulated JavaScript environ
ment, each of the threads configured to request ex
ecution of one of the jobs by one of the, slave web 
services. 

quest requires execution of a plurality of jobs; 17. The device of claim 16, wi1erein ead1 of the, slave 
and 50 web services is further configured to retrieve content 
performing the executing, sending, receiving, 
generating, and providing steps when the deter
mining indicates the received web service re
quest requires execution of a plurality of jobs. 

14. The medium of claim 13, further havmg stored tl1er
eon instructions comprisin;J machine ex:ecutable 
code whicll when executed by the processor, causes 

55 

from a server device, convert the, retrieved content 
into a JavaScript Object Notation (JSON) response, 
and mtum the, JSON response. 

18. Tf1e dE,vice of claim 17, whE;rein the ;ienerating fur-· 
ther comprises: 

converting each of the returned JSON respons-
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es into a JavaScript object; 
passing each of the JavaScript objects and the 
index to a ca!iback function, wf1erein the index 
corresponds to an order of a respective one of 
the jobs; and 5 

organizing the JavaScript objects based on the 
received indices. 

19. The device of ciaim 18, wherein the passing further 
comprises passing each of the JavaScript objects 10 

and the index to one of a plurality of caliback func
tions based on the job sent to each of tf1e threads. 

20. The dEivicE; of claim 15, wf1erein 1hH procE,ssor is fur-
ther configured to execute programmed instructions 15 

stcm;d in the memory fur1hm cornprisinfi: 

dE;1ermininfl wh,m 1hH recE;ived web smvice re
quest requires execution of a plurality of jobs; 
and 20 

performing tf1e executing, sending, receiving, 
generating, and providing steps when the deter
mining indicatE;s thE, rece,iw;d web service re
quest requires execution of a pluraiity of jobs. 

21. Ti1e device of claim 20, wherein U1e processor is fur
ther configured to execute programmed instructions 
stored in Hie memory further comprising: 

25 

determining when ti1e plurality of jobs exceeds 30 

a maxrnum number of slave web services exe
cutable in parallel; and 
performing when the determining indicates tl1e 
plurality of jobs exceeds a maximum number of 
slave web services executable in parailel, steps 35 

comprising: 

inserting the plurality of jobs into a queue; 
sendin;J a number of jobs corresponding to 
tl1e maximum numberof slave web services 40 

executable in parallel to the plurality of slavE, 
web services from the queue; and 
sending one of the plurality of jobs remain-
ing in ti1e queue upon receiving eact1 re
sponse from one of the plurality of slave web 45 

sE;rvims and until tf1e que,ue, is empty. 

50 

55 

10 

18 
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from the Queue to the Thread A1ong with an Index 214 
I 
I 

Receive with the Thread a Response from One of the Slave \Veb Services 216 

Convert ,.vitb the Thread tbe Received Response imo a JavaScript Object and 
Pass the JavaScript Object and the Index to a Callback Function 218 

y 

_ __J __ _ --- --.___ -::::_ More Responses? ;?:;?,Q ____ -=:::::::=--- ---N 

Generate with the Master Web Service a Web Service Response Based on the 
Received Responses and lndices 222 

Send witb the Master Web Service the Web Service Response to the Requesting 
Client Device l,?:1 

FlG.2 
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Receive with One of the Slave Web Services One of the Jobs 300 

Retrieve with the Slave \Veb Service Ccmten! Sati,Jying (he Job 302 

Generate with the Slave Web Service a Response Including the Conten1 304 

Re1urning ·with the Slave Web Service the Response 306 

var batch .. [j , 
for (Yar i=0; t<pages; i++) { 

result.push(null); 
var o { 

F'JG.3 

'service': 'cnt:alogue•p-µlp', 
'p,aroois': {'url' :. pages[i]}, 
'cache ' : ' ld' , 

} 

'retryTirneo11ts' ;· 5, 
'SIJCCe·ss': '(OW'lter'' 
'foi.. lure·' . 'generi.c" 

} 
batch.push(o), 

iws, eJCecuteB.atch( { 
'thrends': 10, 
'b11tch': batch, 
'success': { 

} ' 

'counter': fu11eti.on(inde)(, obj) { 
result[i.ndex] ""obj; 

} 

'foilure': { 
'generi.c' : functi.onr(i.ildex, status) { 

400 

~vs resoonise.error("Error on page "+ i.ndex + ' '' + status); 
} 

} 

FIG.4 

13 
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function service (ws) { 
jse.settings.httpTimeout = 30; 
var url ,::;: ws, request, paraT'ls [ t urt '] .; 
tf (url) { 

ws,load (url~ function (ws. xhr) { 
ws. response = JSON, stri.ngi fy( { 

'tttle': $('title') 
}); 

}, function (ws, xhr) { 

500 

~s. re·sponse. error(:(hr. status~ xhr. statusTe•xt) .~ 
}) 

} 
} 

FIG. 5 

<access_control> 
<global-rule p:· C(''.'. L:, 0< 

1"i1ttps 0 > 
<lglob,,i:11-•rul e> 
<rule ·' ,:1 '' cata.logue~p---plp''' ··u Le.,·. ''slave"'/> 

</.ac.cess_control> 
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Description 

FIELD OF THE INVENTION 

cessing a documeni object model (DOM) associated wiih 
a web page in order to perform an operation. For exam
ple, ttie selector API provides CSS selector expressions 
or queries configured to be applied to a DOM to obtain 

[0001] niis tedmology generally relates to methods 5 a result set of elements of Hie DOM. 
and devices for optimizing delivery of web content and, 
more particularly, to meHiods for extending a selectors 
applicaiion programming 1niertace (AP!) and devices 
thereof. 

BACKGROUND 

[0002] A web content management server is a server 

10 

[0006] However, CSS selector expressions can be dif
ficult to implement, can be complex, and can require spe
cific code or libraries to be implemented. While some 
CSS selector expressions can be translated into XML 
path language (XPath) expressions or queries, whid1 are 
relatively efficient to execute, many CSS selector expres
sions are not translatable. 

that optimize,s wE,b pafies and web page, interactions for SUMMARY 
client devices wiil1 special requirements, such as smart- 15 

[0007] A metfiod for extendin\J a sele,ctor application 
programming interface (API) includes receiving, with a 
web cont,mt manage,rrnmt se,rve,r, a cascading style 
sl1eet (CSS) selector expression comprising a plurality 

phom,s. By way of examplE,, a cli,mt dE,vice can send an 
HTTP request for a web page which is retrieved from a 
smve,r dE,vice by Hie web cont,mt manage,memt se,rver. 
Next, the web content management server can optimize 
the content of the web page by applying transformation 
rules tailored to the requesiing client device. This optimi
zation process can include extraciing content relevant io 
the reque,stin\J cli,mt d,wicE, and adapting Hie extracted 
content to fii the specifications of ihe requesting client 
device. In order to adapt the content, the web content 
management server can perform transformations includ
ing JavaScript removal, content linearization, and small 
screen adaptation, ior example. 

20 of expression components. Whether an equivalent XML 
path language (XPath) expression can be generated for 
each of the expression components is determined with 
1hE, web content manaiiement server. Eadi of the ex-· 
pression components for which an equivalent XPath ex-

25 pression cannot be generated is transformed with the 
web content management server inio a transformed ex
pression comprising at least one XPath expression and 
an extension function. 
[0008] A non-transitory computer readable medium [0003] Although this process works well to optimize 

conient for display at ttie requesiing client device, the 
web page may noi function properly when the original 
cont,mt he,avily de,pemds on JavaScript 1edrnology tfiat 
cannot be implemented on some client devices. For ex
ample, if the requested web page includes JavaScript 

30 having stored thereon instructions for exiending Hie se
lector API comprising machine executable code which 
whEm E,xecuted by a processor, causE,s the processor to 
perform steps including receiving a cascading style sheet 
(CSS) selector expression comprising a plurality of ex-

code responsible for populaiing form fields, validating 35 pression components. Whether an equivalent XML path 
form submissions, retrieving data from external resourc- language (XPath) expression can be generated for each 
es (e.g., based on AJAX technolOfJY), and ev,m ge,m,r
aiing componenis thai may change tl1e struciure of il1e 
web pagE,, tfie pa;ie at the, c:liEmt dE,vice will not bE; able 
io properly function. 40 

[0004] Accordingly, .JavaScript included in web pa;ies 
can be removed, stored by the web content management 
server, and replaced by a hidden field with an identifier, 

of Hie expre,ssion components is dE;termined. Eadi of Hie 
expression components for which an equivalent XPaih 
E,xpmssion cannot be, \JEmerated is transformed into a 
transformed expression compnsing at least one XPath 
expression and an extension function. 
[0009] A web content managemeni server device in
cludes a processor coupled to a memory and configured 
to execute programmed instructions stored in Hie mem
ory including receiving a cascading style sheet (CSS) 
selector expression comprising a plurality of expression 
components. Whether an equivalent XML pail1 language 
(XPath) expre,ssion can be fieneratE,d for El<Kri of thE, ex
pression components is determined. Each of the expres
sion components for which an equivalent XPath expres
sion cannot be generated is iransformed into a trans
formed expression comprising at least one XPath expres
sion and an extension function. 
[0010] This technology provides a number of advan-

ior example. The identifier is subsequently sent by the 
client device in an HTTP request in response to a web 45 

page interaction requiring execution of the JavaScript, 
such as a request for validaiion of iogin credeniials. 
BasE,d on tfie identifier, the, web content mana;iement 
server can retrieve the JavaScript, execute the JavaS
cript in an emulated JavaScript environment on behalf of 50 

the client device, and return a result to the client device. 
[0005] In some implementations, the emulated Java
Scripi environment can support application programming 
interfaces (APls) such as those defined by hypertext 
markup laniiuagE; (HTML), e,vents, cascading style sheet 
(CSS), range, traversai, and views models, for example. 
Some of Hie supported APls can allow wE,b page devE,1-· 
opers to embed JavaScript defining functionality for ac-

55 1afies includinfJ metr10ds, non--transitory computer mad-· 
able medium, and devices il1at facilitate more efficient 

2 

promssing of CSS selE;ctor expre,ssions using XPa1h. 
With this technology, CSS selector expressions are fully 
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translatable inio XPath expressions which can be eval

uated in an emulated JavaScripi environment by a rela
iively efficientXPaih processorwitt1out requiring the spe
cific code other,vise necessary to execute the CSS se

lector expressions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] 

area neiwork(s) (LANs) and/or wide area neiwork(s) 

(WANs). In this example, the web content management 
server 12 is further coupled to U1e server devices H-3(1 )-

16(n) by the communication network 18(2), which may 
5 also include one or more LANs and/or WANs. Other nei

work devices configured to generate, send, and receive 
network communications and coupled togeii1er via other 

topologies can also be used. While not shown, t11e net

work environment 10 also may include additional network 
10 components, sud1 as routers, switd1es and other devic-

FIG. 1 is a block diagram of a netvvork environment es, which are wei! known to those of ordinary skill in the 
with an exemplary web content management server; 

FIG. 2 is a flow chart of an E,xernplary metf1od for 

extending the selector API io an emulated JavaScript 
environment; 

FIG. 3 is a flow chart of an E,xemplary method pE,r

formed by an exiension function for evaluaiing 

the :first-of-type, :last-of-type, :nth-of-type, 
and :ntrHast-of-1ype pseudo classes; 

FIG. 4 is a flow chart of an E,xemplary method pE,r

formed by an exiension function for evaluaiing 
the :last-of-type, :only-of-type, and :nth-last-of-type 

pseudo classes; 

FIG. 5 is a flow chart of an exemplary method per
formed by an extension function for evaluating 
the :lang pseudo class; 

FIG. 6 is a flow chart of an E,xemplary method pE,r

formed by an exiension function for evaluaiing 

the :not pseudo class; and 

art and thus wi!i not be described t1ere. 
[0014] The web content management server 12 may 

perform any number of functions including optirniz.in\J 
15 content retrieved from the server devices 16(1 )-15(n) for 

display on thE, client de,vicE,s 14( 1 )-14(n), for E,xamplE,. In 

this example the web content management server 12 
includes a processor 20, a rm;mory 22, and a cornmuni-· 
cation interface 24, which are coupled together by a bus 

20 26 or other link, although other numbers and types of 

componenis, parts, devices, sysiems, and eleme,nts in 

otl1er configurations and locaiions can be used. 
[0015] ThE, promssor 20 in the web cont,mt managEi-• 
ment server ·12 execuies a program of stored insiructions 

25 one or more aspects of the present invention, as de
scribe,d and illustrated bywayorn1e embodiments herein, 

although the processor 20 could execute other numbers 
and types of programmed instructions. n1e processor 20 
of the web content management ser,1er 12 may comprise 

30 one or more ceniral processing units or gene,ral purpose 

processors with one or more processing cores, for ex
amplE,. 
[0016] Tl1e memory 22 in the web content manage

ment server 12 stores these programmed instructions for 
35 one or more aspects of ihe present invention, as de-

FIG. 7 is a flow chart of an exemplary method per- scribed and illustrated herein, although some or ai! of the 

forrm;d by an extension function for evaluatinfl 
the :selected jQuery pseudo class. 

DETAILED DESCRIPTION OF THE INVENTION 

[0012] An exemplary network environmeni 10 with a 

web content management server 12 coupled to client de
vices 14(1)-14(n) and server devices 1fi(1)-15(n) is iilus-

programmed instructions could be stomd and/or exe,cut-· 

ed elsewhere. A vaneiy of different types of memory stor
aiie dE,vices, such as a random acmss me,mory (RAM) 

40 or a read only memory (ROM) in ihe sysiem or a floppy 

disk, hard disk, CD ROM, DVD ROM, or other cornputE,r 
readable medium which is read from and/or wriiten to by 

a magnetic, optical, or other reading and/or writing sys
tem ihat is coupled to the proce,ssor 20, can be used for 

trated in FIG. 1. In this example, the web content man- 45 the memory 22 in the web content management server 

aiiernent smve,r 12, cli,mt devices 14(1)--14(n), and ser✓-
er devices ·16(1)-16(n) are coupled iogether by commu
nication netv,;orks 18( 1 )-· 18(2), althougf1 other numbers 

and types of systems, devices, and/or elements in oiher 

configurations or network topologies can also be used. 
This technology provides a number of advantage,s includ

ing methods, non-transitory computer readable medium, 
and devices that facilitate more efficieni processing of 
CSS selector expressions in an emulated JavaScript en
vironrmmt. 
[0013] The web content managemeni ser,1er 12 is cou
pled to the client dE,vices 14(1 )··14(n) by the comrnunica-• 

iion network 18(1), which can include one or more local 

12. 
[0017] Tl1e communication interface 24 in the web con
tEmt manafiernen1 ser✓E,r 12 is usE,d to ope,rativE,ly couplE, 
and communicate between the web content manage-

so ment server 12, client devices 14(1)-14(n); and server 
devices 1fi(1 )-15(n), whict1 are ail coupled togeiher via 
the communication networks 18(1 )-18(2), although other 
types and numbers of communication networks or sys

tems with other types and numbers of connections and 
55 configurations to other devices and ele,rrnmts can also 

be used. By way of example only, the communication 
ne,tworks i 8(1 )--18(2) can use, TCP/IP over Ethe,rnet and 

indusiry-standard proiocols, including hypertexi transfer 

3 
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[0023] Eacl1 of the server devices 16("1 )-16(11) provides 
content including web pages and web applications for 
use by one or more of the client devices 14( 1)-14( n) via 
the web content management server 12, although the 

protocol (HTTP), secure HTTP (HTTPS), w1reless appii
cation protocol (WAP), and/or SOAP, although other 
types and numbers of communication networks, such as 
a direct connection, modems and phone lines, e-mail, 
and wireless and t1ardwire communication technology, 
each having their own communications protocols, can be 
used. 
[0018] The client devices 14(1)-12(n) enable a user to 
request, receive, and interact with applications, web serv
ices, and content hosted by ti1e server devices 16(1)-
16(n) through the web content management server 12 
and using the communication network 18(1), although 
one or more of the client devices 14(1)-14(n) could ac
CE,ss content and utilizE, other types and numbE;rs of ap
plications from other sources and could provide a wide 
var!ety of otf1er functions for tf1e user. In some E,xamplE,s, 
the client devices ·14(1)-14(n) comprise mobile devices 
with lnte,rnet access that ,mablE; we,b pagE,s and otr1er 
content stored by the server devices 16(1)-16(n) to be 

5 server devices 16(1 )-16(n) can provide other numbers 
and types of content and perform other functions. Each 
of the server devices 16(1)-16(n) can include a proces
sor, a memory, and a commurncation interface, which 
are coupled together by a bus or otller link, although each 

10 of the server devices 16(1)-16(n) can i1ave other num
bers and types of components, parts, devices, systems, 
and elements in other configurations. 
[0024] The processor in each of the server devices 
16(1 )--16(n) exe,cutes a program of instructions stored in 

15 t11e memory of t11e server devices 16(1 )-16(n) for one or 
more aspE;cts of the present inv,mtion, as describe,d and 
illustrated by way of tile embodiments llerein, although 
1hE, procE;ssor could e,xecutE, other numbers and types of 

retrieved and rendered. By way of example only, the cli- 20 

e,nt devices 14( 1 )-14( n) can be smart pi1ones, personal 
digital assistants, tablets, or computers. 
[0019] Each of 1hE, client devims 14(1 )--14(n) includes 
a processor, a memory, an input device, a display device, 
and a communication interface, which are coupled to- 25 

geii1er by a bus or oti1er !ink, alti1ougt1 one or more of 
client devices 14( 1 )-14(n) can include, otller numbers and 
types of compone,nts, parts, devices, systems, and ele-
ments in otrmr configurations. Tile processor in each of 
ii1e client devices 14(1 )-14(n) can execute a program of 30 

instructions stored in the memory the client device 14(1)-
14(n) for one or more aspects of the presEmt inv,mtion, 
as described and illustrated herein, although the proces
sor could execute otller numbers and types of pro-
grammed instructions. 35 

[0020] Tile input device in each of the client devices 
14(1)-14(n) can be usE,d 1o input sE;lections, such as a 
request for a particular web page or other content stored 
by one or more, of thE, server devices 16(1)-16(n), al-· 
though tile input device could be used to input other types 40 

of requests and data and intE,ract with othE,r elements. 
Tl1e input device can include keypads, toucll screens, 
and/or vocal input processing systems, although other 
types and numbers of input devices can also be used. 
[0021] Tile display device in each of the client devices 45 

14(1 )-14(n) can be used to show data and information to 
the user, such as web pages and otl1er content retneved 
from 1hH se,rver dE,vices 16(1)-16(n) by way of example 
only. The display device in ead1 of U1e client devices 
14(1)-14(n) can be a mobile phone screen display, al- 50 

though other types and numbers of displays could be 
used depending on tile particular type of client device. 
[0022] The communication interface in each of tt1e cli-
ent devices 14(1 )-14(11) can be used to operatively couple 
and communicate betweEm the cliEmt devices 14(1)- 55 

14(n), web content management server ·12, and server 
devices 16(1 )-16(n) over tf1e communication networks 
18(1 )-18(2). 

4 

programmed instructions. 
[0025] The communication interface in each of the 
server devices 16( 1 )-16(n) is used to operatively couple 
and communicate between tl1e server devices 16(1 )-
16(n), tf1e web cont,mt mana\JE,mEmt server 12, and Hie 
client devices 14(1)-14(n) via the communication net
works 18( 1 )-18(2). 
[0026] Althougt1 embodiments web content manage
ment server 12, the client devices 14(1)-14(n), and the 
server devices 16(1)-16(n) are described and illustrated 
herein, each of the web content management server 12, 
the client devices 14(1 )-14(n), and the server devices 
·16(1)-16(n) can be implemented on any suitable compu-
ter apparatus or computing devim. It is to be understood 
t11at tl1e apparatuses and devices of the embodiments 
described herein are for exemplary purposes, as many 
variations of the specific i1ardware and software used to 
implement the embodiments are possible, as will be ap-
prncia1ed by thosE; skilled in the relevant art(s). 
[0027] Furthermore, each of the devices of the embod
iments may be conveniently implemented using one or 
more general purpose computers, microprocessors, dig
ital signal processors, and microcontrollE,rs, pro;iramrm,d 
according to the teachings of the embodiments, as de
scribed and illustrated llerein, and as will be appreciated 
by those ordinary skill in tt1e art. 
[0028] In addition, i'No or more computing apparatuses 
or devices can be substituted for any one of the devices 
in any embodiment described herein. Accordingly, prin
ciples and advantage,s of distributed procE;ssin;J, such as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance of 
the devices of tt1e embodiments. Tt1e embodiments may 
also be implemented on computer apparatuses or devic
es that extend across any suitable network using any 
suitable interface mechanisms and communications 
technologies, includinfl by way of example only telecom-· 
munications in any suitable form (e.g., voice and mo
dem;), wireless communications media, wirelE;ss commu
nications networks, cellular commurncations networks, 
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G3 communications networks, Pubiic Switched Tele

phone Network (PSTNs), Packet Data Networks (PDNs), 
t11e Internet, inlranets, and combinations U1ereof. 
[0029] The embodiments may also be embodied as 

tent management server 12 retrieves the JavaScript code 

corresponding to the identifier included in the request 
from the memory 22. 
[0035] In step 208, the web content management serv-

one or more non-transitory computer readable medium 5 er 12 executes Hie retrieved JavaScript code on behalf 
having instructions stored thereon for one or more as- of the requesting one of the client devices 14(1)-14(11) in 

an emulated JavaScript e,nvironme,nt. The emulated 

JavaScript environment essentially emulates the web 

browser environment of the requesting one of the client 

peels of the present invention as described and illustrated 
byway otthe embodiments herein, as described herein, 

which when executed by a processor, cause the proces
sor to carry out t11e steps necessary to implement the 
methods of the embodiments, as described and illustrat
ed l1erein. 
[0030] An exemplary method for extending a selector 

application pro;iramming interface (f\PI) will now be de
scribed with reference to FIGS. 1-7. Referring more spe

cifically to FIG. 2, a flow chart of an ex:emplar1 rm;thod 
tor extending the selector API to an emulated JavaScript 
environrm;nt is illustratE,d. In this E;xamplH, in step 200, 
the web content management server 12 receives an HT

TP request for a web page from one of the client devices 
14(1 )-14(n) and retrieves the requested web page from 

one of the server devices 16(1 )-16(n). 

10 devices 14(1 )-14(n). I\Jleti1ods and device,sforutilizing an 
emulated JavaScript environment are described in U.S. 

Patent Application No. 12/802,670 entitled "Methods for 
utilizing ajavascriptemulatorin a web content proxy serv
er and device,s thereof," whid1 is incorporated h,m,in by 

15 reference in its entirety. 

[0036] Durinfl HxE;cution of thE, JavaScript code, thE; 
web content management ser✓er 12 determines, in step 
210, whetf1er a cascading styleshE;et (CSS) selE;ctor ex-· 

pression is encountered. CSS selector expressions in-

[0031 J In step 202, thE; web con t,rnt mana;iement ser✓-
er ·12 processes the retrieved web page to generate an 

20 elude a querySelector() or querySelectorAII() function 

call in tt1is example and a plurality of expression compo

nents, although t11e CSS selector expressions could in
clude othe,r function calls and othm content. Each of U1e 

querySelectorO and querySelectorAII() functions are de-
XML document object model (DOM) and to remove one 25 fined in the selector API and receive at least one CSS 

or more JavaScript code portions. In H1is example, the 
web content management server 12 stores the DOM and 
each of the mmoved JavaScript portions in ti1e me,mory 

22. Each of the removed JavaScript portions can be 
stored as associated witt1 a mspe,ctive, identifier. 30 

[0032] Additionally, the web page can be modified by 
the we,b content managE,m,rnt server 12 to insE;rt hidden 

fields in place of t11e removed JavaScript. Each of tl1e 

hidden fields include at least one of the identifiers and 

selector as a parametHr. If the, web content manage,ment 

server 12 determines that a CSS selector expression has 
bee,n encountered, tl1en the Ye,s branch is taken to step 

212. 
[0037] While steps 200-212 are illustrated for e,xem

plary purposes, other methods of encountenng or receiv
ing a CSS selE,ctor ex:pmssion can be use,d. Additionally, 

other types of environments other than an emulated 

JavaScript environment can be used. For example, the 
am inserted so as to cause t11e requesting one, of the 35 mett1ods and de,vices described and illustrated t1erein 
client devices 14(1)-14(n) to send one or more of the are operable with any browser emulator executed on a 

id,rntifiers in a subsequent HTTP mquesL Optionally, thE, 

web page can be further processed to optimize the web 
pa;ie for a display on tf1e requestinfl one, of the client 
devices 14('1)-14(n) and/or to improve the transmission 40 

and/or load time of the web pa;Je, for ex:ample, althougr1 
any other type of processing can also be performed on 

the web page. 
[0033] In step 204, the web content manage,ment serv-
er 12 sends the processed web page to the requesting 45 

one of the client devices 14( 1 )-14(n ). Once, receive,d, the 

requesting one of the client devices 14(1)-14(n) can load 
thE; wE;b page in a web browser for exarnplE,. 
[0034] In step 206, the web content manage,ment serv-
er 12 receives an HTTP request which includes the iden- 50 

tifie,r from t11e requesting one of U1e client devices 14(1)-
14(n) in response to a user interaction with the web page. 
For example, i11e user may submit login credentials using 

a submit button which prompts the requesting one of the 
cliEmt devicE,s i 4(1)--14(n) to ge,m,rate and s,md an HTTP 55 

request including one of the identifiers previously includ-
ed in a tag associatE,d witf1 the submit button in step 202. 

In response to receiving the HTTP request, tl1e web con-

5 

web cont,;nt managE,m,mt serw;r in which the DOM for 

each retrieved web page iS implemented using an XML 
DOM implementation paired witf1 an XPath processor. 
[0038] In step 212, tl1e web content management serv
er 12 E,xtracts an e,xpression component from thE; CSS 

selector expression, and more particularly, from the CSS 
selector(s) included as parameters in the CSS selector 
expression. One e,xemplary expression component can 

be "div.red" (e.g., as part of a CSS selector expression 
"querySelectorAll('div.red')"). Tl1is expression compo

nent would require selecting all the "div" elements of the 
DOM fJene,ratE,d in step 202 havin;J a class attribute con

taining "red". OU1er expression components can also be 
extracted in step 212. 
[0039] In step 214, the web content manage,ment serv

er 12 determines whether an equivalent XML path lan
guage (XPaU1) exprnssion can be generated for U1e ex

tracted expression component. The determination can 
be made base,d on a stored mapping of E,xpression corn-· 

ponent formats or types to equivalentXPath expressions, 
for example, althouiJh othE;r rm;thods of determining 
whether the expression component has an equivalent 
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illustrated 1n more detail later with reference to FIGS. 3-7. 

[0045] In this example, the expression component can 
be, transformed into a transformed expression including 
"//*[contains(concat(' ·, @class,"), 'md ')l[e,xpr:css-type-

XPath expression can also be used. In this example, tl1e 

"div.red" expression component is equivalent to the 
"//div[contains(concat(", @class, "), 'red')]" XPaU1 ex

pression. Accordingly, if the web content management 
server 12 determines that an equivalent XPath expres
sion can be generated for the expression component, 
ii1en ti1e Yes brand1 is taken to step 216. 

[0040] In step 2·16, the web content management serv-

5 position(.) mod 2 == 1j". Accordingly, in this example, the 
XPath e,xpression of the transforme,d expression in

cludes "ir[conlains(concat(", @class,"), 'red')j". The ex

tension function of the transformed expression in this ex-
er 12 generates the equivalent XPath expression from ample is the "css-type-position()" e,xtension function, al
the expression component. Optionally, ti1e web content 10 lhougf1 ott1er extension functions with different names 
management server 12 also stores the equivalent XPath 

expression at least temporarily in the memory 22. 
can also be used. 
[0046] n1e extension function in this example takes in 
an indication of an element of the DOM as a parameter 
(or"." wf1ich indicate,s all elements as used in tr1is exam-· 

[0041 J In step 218, the web content management serv
er 12 dE;1ermines whE;1hE,r tr1ere are more E,xpression 

components that can be extracted from the CSS selector 
expression. If the, web cont,mt manag,m1en1 server 12 

determines there are more expression components that 
can be ex:1racted from thE; CSS selector exprE;ssion, tr1en 

the Yes branch is taken back to step 212 and another 

15 pie), altl1ough other parameters can also be used. In this 
E;xamplE,, "E;xpr:" is used as a narm,space prefix, although 

any namespace prefix can be used. Additionally, a mod
ulus opma1ion and comparison is pe,rforrm,d on 1hE; result 

of the execution of the extension function in this example, 
expression component is extracted, as described and 20 although other mathematical or logical operations can 

illustrated earlier. also be used. 

[0042] The web content management server 12 t11en 
detE;m1inE;s in step 214 whetr1er an equival,mt XPath ex

pression can be generated for the extracted expression 

[0047] In step 218, tl1e web content management serv
er 12 de,tem1im;s whE;1hHr tr1ere are any more exprnssion 

components in tl1e CSS selector expression, as de-
component, also as described and illustrated earlier. In 25 scribed and illustrated earlier. If the web content man
ii1is iteration, the exemplary extracted expression com

ponent is ".red:nth-of-type(odd)". This exemplary expres
sion component would require selecting all the elements 

agement server 12 determines there are no more expres
sion components in this iteration, then the No branch is 
taken lo step 222. 
[0048] In step 222, the web content management serv-of the DOM generated in step 202 having a class attribute 

containing "red" and being in an odd position in the set 30 er 12 generates a combined expression including at least 

all of the transformed expressions and generated equiv-of all children of tl1e element's parents having the same 
name as the element. In this example, tr1e :ntr1--of..typE, 

pseudo class does not have an equivalent XPatl1 expres

sion. Accordingly, in this iteration, the web content man
agement server 12 determines in step 214 that an equiv- 35 

alent XPath expression cannot be generated for the ex
tracted expression compommt and the No branch is tak-

en to step 220. 
[0043] In step 220, Hie wE;b content manage,memt serv-· 
er 12 transforms the expression component into a trans- 40 

formed ex:pmssion includinfJ at least onE; XPath expres-
sion and at least one extension function. Optionally, tl1e 
web content management server 12 also stores the 
transformed expression at least temporarily in the mem-
ory 22. The extension functions in this example are cus- 45 

torn functions written in Java, optionally defined in a file 

stored in the memory 22, and associated with an XPath 
procE;ssor of the web content mana\JE;mEmt se,rve,r 12. 

The extension functions can be mapped lo one or more 
psuedo classes in the memory 22 and selected for a par- 50 

ticular transformation based on the mapping. 
[0044] Optionally, the extension functions are prefixed 
by a namespace wi1ich facilitates locating of ti1e exten

sion functions by the XPath processor. Also optionally, 
the transformed expression can includE; a rna1hE,matical 55 

operation (e.g., in order to implement an "odd" parameter 
of 1he psuedo class of the exprnssion compommt). /\n 
exemplary set of extension functions 1s described and 

alent XPath exprnssions optionally storE;d in the memory' 

22 in steps 216 and step 220. In this example, the ex
pressions can be merged together using the XPath op

erators corresponding to the CSS descendants opera
tors, for example, although other operators and methods 
of combining 1hH E;xpressions can also be usE;d. 

[0049] In step 224, the web content management serv
E;r 12 applies 1hE, combined exprE;ssion to the DOM, gEm

erated in step 202 and corresponding to the web page, 
1o fJeneratE, a result. The re,sul1 can be a set of E,lements 
of the DOM that satisfy or correspond to the CSS selector 

expression encountered in step 210, although other 
types and numbers of results are also possible. Subse
quent to applying the combined in expression to the DOM 
or, referring back to step 210, if the web content man

agement server 12 determines during execution of the 
JavaScript code in stE;p 2081ha1 a CSS selE;ctor expre,s

sion has not been encountered and the No branch is 
taken, the web content management server proceeds to 
step 226. 
[0050] In step 226, the web content management serv
er 12 determines wf1eti1er execution of U1e retrieved 

JavaScript has completed. If the web content manage
mEmt server 12 proceeds to ste,p 226 subsE,quen1 to ap-· 

plying the combined expression to the DOM in step 224, 
it is likely 1ha1 exE;cution of1hE, JavaScript is no1 complE,te. 

Accordingly, in these examples, the No brancl1 is taken 
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back to step 208 and the web content management serv
er 12 continues execuiing the JavaScripi retrieved in siep 
206. Additionally, the resuit generated in step 224 can 
be used by the JavaScripi in ihese examples such as to 
manipulate, filter, perform an operation on, or reduce the 
DOM elements indicated therein. During the continued 
execution of ttie JavaScript code, the web content man
agement server 12 again proceeds to step 210 in a sub
sequent iteration, as described and illustrated earlier. 
[0051] However, if the No brand1 is taken from step 
210, execution of ihe JavaScript is likely complete and 
no CSS selector expressions were encountered, or no 
additional CSS selector expression subsequent to a prior 
itmation of stE;ps 214-224 was Emcountered. Accordingly, 
in these examples, the Yes branch is taken from step 
226 to step 228. In stE;p 228, the web contEmt managE,-· 
men! server 12 sends a response to the HTTP request 
recE;ived in ste,p 206 to thE; re,questing one of the c!i,mt 
devices 14("1 )-14(n). The contents of the HTTP response 

name equal to T. If the web content management server 
12 determines that the preceding sib!ing is an element 
and has a tag name equal to T, ttien ttie Yes brand1 is 
taken to step 310. In step 310, tile web content manage-

5 men! server 12 increments Hie value of C. If the web 
content management server 12 determines that the pre
ceding sibling is not an element or does not have a tag 
name equal to T, then the No brancll is taken back to 
step 306. 

10 [0056] In a subsequent iteration of step 306 in Hiis ex
ample, ihe web content management server 12 again 
deter-mines wtiettier ti1ere are any additional preceding 
siblings of tl1e element that llave not yei been considered. 
If the, web content mana;iement serVE;r 12 det,mnines 

15 t11ere 1s not any additional preceding siblings, then the 
No branch is tak,m to step 312. In step 312, the, web 
content management server 12 returns the value of C. 
The returned value, can bE, used to continuE, evaluating 
t11e combined expression applied to the DOM, for exam-

can be based on the execution of the JavaScript code, 20 pie. Accordingly, the extension function in this example 
ior example, including any CSS selector expressions em
bedded therein. 
[0052] Ref,minfl to FIGS. 3-7, E,xemplary methods pE,r
formed by an exemplary set of extension functions when 

returns a number of preceding sibling elements of the 
element of the DOM having the same tag name as tl1e 
elerm;nt plus one. 
[0057] Referring more specifically to FIG. 4, a fiow 

executed during the application of the combined expres- 25 chart of an exemplary method performed by an extension 
sion lo ti1e DOM in step 224 is illustrated. The extension function for evaluating ii1e :last-of-type, :only-of-type, 
functions can be execuied by an XPath processor, which 
is optionally part of an extensible stylesheet language 
(XSL) processor, of the web content management server 

and :nth-last-of-type pseudo classes is iliustrated. In siep 
400, the web content management server 12 receives 
an indication of a DOM element, such as passed through 

12, for example, alttiough other meti1ods of executing 30 a parameter of the extension function. In this example, 
the extension functions can also be used. the extension function can be a "css-type-total( element)" 
[0053] Ref,minfl mom specifically to FIG. 3, a flow 
chart of an exemplary metllod performed by an extension 
function for evaluating the :first-of-type, :last-of-

extemsion function, althou;Jh any other name can be, usE,d 
for the extension function. 
[0058] In step 402, the web content management serv-

type, :nth-of-type, and :nth-last-of-type pseudo classes 35 er 12 instantiates a variable T tiaving a value of the tag 
is illusiraied. In step 300, the web content management name of the DOM element received in step 400. In siep 
smve,r 12 mceives an indication of a DOM element, sud1 
as passed througl1 a parameterotil1e extension function. 

404, the web content managE,memt server 12 instantiates 
a variable C l1aving a value of 0. Other variables and 

In this example, thE, extension function can be tr1e "css-• variable namE,s can also bE, use,d. 
type-position( element)" extension function identified ear- 40 [0059] In step 406, tl1e web content management serv
lier for evaluatinfl thE, :nth-of-type pseudo class of thE, 
".red:nth-of-type(odd)" expression component of the ex
ample described and illustrated earlier, although any oih
er name can be used for the extension function. 
[0054] In step 302, the web content management serv- 45 

er 12 instantiates a variable T tiaving a value of Hie tag 
name of the DOM element received in step 300. In step 
304, the web content managE,memt se,rver 12 instantiates 

er 12 detemnine,s wfiethE;r thE,rE; are any diildren in tr1e 
DOM of tile parent of the DOM element received in step 
400 or, aliernaiively, any siblings of the DOM element If 
the web content management server 12 determines there 
are cllildren of the pareni of the DOM element, then ihe 
Yes brand1 is taken to step 408. In step 408, ttie web 
content management server 12 determines whether one 
of tr1e diildren is an elerm;nt and has a tag narm; equal 

a variable C having a value of 1. OUier variables and 
variable names can also be used. 
[0055] In step 306, the web content management serv
er 12 determines whether there are any preceding sib
lings in the DOM of ti1e DOM element received in step 
300. If the web content management server 12 deier
mines them, are any preceding siblin;is in thE; DOM, tr1en 
the Yes branch is taken to step 308. In step 308, tl1e web 
content managE,memt server 12 determine,s whetfier one 
of the preceding siblings iS an element and has a tag 

to T. If the web content management server 12 deter
so mines that the chi!d is an element and has a tag nan1e 

equal lo T, then the Yes branch is taken to step 410. In 
step 410, ihe web content management server 12 incre
ments the value of C. If the web content management 
server 12 deiermines tllat the cllild is not an element or 

55 doe,s not have a ta;J name, equal to T, them the No branch 
is taken back to step 406. 

7 

[0060] In a subsE,qu,mt iteration of step 406 in this ex
ample, the web content management server 12 again 
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determines whether there are any addiiional children of 
the pareni of ihe element thai have not yet been consid
ered. If Hie web conteni management server 12 deier
mines there is not any addiiional children, then the No 
branch is taken to step 312. In siep 312, the web content 
managemeni server 12 returns ihe value of C. The re
iurned value can be used to continue evaluating ii1e com
bined expression applied to the DOM, for example. Ac
cordingly, ihe extension function in this example returns 
a number of child elements of the parent of the element 
of the DOM having the tag name one of the element. 
[0061] Referring more specifically to FIG. 5, a flow 
chart of an exemplary method performed by an extension 
function for evaluatinfl 1hH :lang psE,udo class is illustrat
ed. In step 500, the web conteni management server 12 
receivE,s an indication of a DOM nodE,, such as passE,d 
ihrough a parameter of the extension function. In this 
examplE,, the extension function can be a "lang(nodE,)" 
extension function, although any other name can be used 
for the extension function. 
[0062] In step 502, the web content management serv
er 12 instaniiates a variable N having a value indicating 
the node recE,ived in step 500. In stE,p 504, the, wE,b con
tent management server 12 instantiates a variable L hav
ing a value of ·en' or any other default indication of a 
language. Oii1er variables and variable names can also 
be used. 
[0063] In step 506, ihe web content management serv
er 12 determines wheil1er N indicaies a node that is an 
element. If ii1e web mnteni managemeni server 12 de
iermines N indicates a node that is an element, then the 
Yes brand1 is taken to step 508. In stE,p 508, the web 
content management server 12 determines whether tl1e 
node indicated by N has a language attribute. If the web 
conient management server 12 determines U1ai ii1e node 
indicated by N does not have a language attribuie, then 
the No branch is takE;n to step 510. 
[0064] In step 510, il1e web content management serv-

element of the DOM and any ancestors of the element 
of the DOM. 
[0066] Referring more specifically to FIG. 6, a flow 
chart of an exemplary method pe1formed by an extension 

5 function forevaluating Hie :noi pseudo class is illustrated. 
In siep 600, ihe web content management server 12 re
ceives an indication of a DOM element and a string in
cluding a CSS selector expression, sucl1 as passed 
through a parameter of the extension function. In this 

10 example, the extension function can be a "fi!ter-out(ele
ment, css-selector)" extension function, alihough any 
other name can be used for the extension function. 
[0067] In step 602, ihe web content management serv
er 12 applies tr1e mceived CSS selE,ctor exprE,ssion to 

15 t11e DOfvl to generate a resuli, such as described and 
illustrated earlier witr1 rE;ference to stE;ps 210-224, for ex
ample, although other methods of evaluating the re
ceive,d CSS SE,lector e,xpression can also be used. In tf1is 
example, the CSS selector expression includes a CSS 

20 selectorfunction querySelectorAII(), although other func
tions can also be included in ihe CSS selecior expression 
of the stnng received in step 600. 
[0068] In step 604, Hie web content manage,memt serv-· 
er 12 determines wl1ether there are any nodes in the 

25 result generated by the appiication of the CSS selector 
expression in step 602. If the web conteni managemeni 
server 12 determines there are node(s) in the result, then 
the Yes branch is iaken to step 606. In step 60G, the web 
content management server 12 determines whether one 

30 of the node(s) in the result is equal to Hie DOM elemeni 
received in step 600. If the web content managemeni 
server 12 determines tha1 Hie one of thE, nodE,(s) in Hie 
result is equal to the DOM element, then the Yes brancl1 
is takEm to step 608. In stE,p G08, the web contEmt man-

35 agement server 12 returns a value of false. 
[0069] Referring back to step 606, if the web conteni 
mana;ierm;nt servE,r 12 de,termim;s tf1at the one of the 
node(s) in the result is noi equal io the DOM element, 

er 12 sets the valuE, of N 1o indicate 1he parent of Hie 
node indicaied by the current value of N. The web content 40 

tr1en the, No branch is tak,m back to step 604. If tf1e web 
content management server 12 determines in step 604 
1hat thE, no nodes in the msult of thE, E,valuation of Hie management serw;r 12 thE;n proceE;ds back to stE,p 506 

and again determines whether N indicates a node that 
is an element Referring back io step 508, if the web 

CSS selector expression, or no additional nodes not pre
viously considered, then the No branch is taken to step 

conient management server 12 determines U1ai ii1e node 610. In siep 610, the web conient management server 
indicated by N does have a language attribute, then the 45 12 returns a value of true. Accordingly, the extension 
Yes branch is taken to step 512. 
[0065] In siep 512, the value of Lis assigned the value 
of 1hE, languafie attribute of the node indicatE,d by N. In 
step 514, the web content management server 12 returns 
ihe value of L. Referring back to step 506, if the web 
content management server 12 determines in a first or 
subsequeni iteration that N indicates a node that is not 
an element, U1en the No branch is taken to step 514 and 
ihe defauli value of Lis returned. The returned value can 
be used to continue e,valuating tf1e combined E,xpression 
applied to il1e DOM, for example. Accordingly, the exten
sion function in 1his E,xarnple, returns a valuE, of a first 
identified language attribute based on a traversal of the 

function in this example returns a true value when the 
element of the DOM received in step 600 is noi included 
in a rE;sult obtaim,d by applyin;J the, CSS selE,ctor expres
sion received in step 600 and a false value wt1en ihe 

50 element of the DOM is included in the result 
[0070] Referring more specifically to FIG. 7, a flow 
chart of an exemplary method performed by an extension 
function for evaluating the :selected jQuery pseudo class 
is illustrated. In step 700, the web conteni managemeni 

55 server 12 mceives an indication of a DOM option elfr· 
ment, such as passed through a parameter of the exien
sion function. In H1is ex:ample, 1hE, ext,rnsion function can 
be an "option-selected(opiion)" extension funciion, al-

8 
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though any other name can be used for the exiension 
function. The indication of the option elemeni can repre
seni an opiion in a dropdown list in an HTML form, for 
exam pie, alihough the option can also refer to other types 
of elements. 
[0071] In step 701, the web content management serv
er 12 determines wtieti1erthe option is explicitly selected. 
If the web conteni management server 12 determines 
that the option is explicitly selected, then the Yes branch 
is iaken io step 704. In step 704, Hie web content man
agement server returns a value of true. Referring back 
io step 702, if Hie web conient management server 12 
determines that the option is not explicitly selected, then 

[0076] With tl1is technology, web page scripts including 
JavaScript code can be emulated by a web content man
agement server on behalf of client devices thai may noi 
otherwise be able to take advantage of such functionality. 

5 Advantageously, any CSS selecior expressions embed
ded in the JavaScript can be translated to XPath expres
sions based on an equivalent XPath expression or, in ihe 
case of CSS selector expressions without equivaleni 
XPath expressions, by using an extension function. 

10 Thereby, CSS selector expressions can be fully translai
able to XPath expressions and implemented using a rel
atively efficient XPath processor wittiout ii1e significani 
additional code and associated complexity required to 

the No branch is takE;n to step 706. implement the CSS selector expressions of thE; sele,ctor 
[0072] In step 706, il1eweb content managementserv- 15 API. 
er 12 obtains a selE;ct e,lement from 1hE, DOM that con-
iams the option element corresponding to the indication 
recE;ived in step 700. In step 708, thE, web contE;nt man
agement server 12 determines whether il1e seleci ele-

[0077] Having thus dE,scribed the basic concept of thE, 
1nveniion, it will be rather apparent to those skilled 1n il1e 
art that the foregoinfJ detailed disclosure, is intendE;d to 
be presented by way of example only, and is not Ii mit1ng. 

ment is a single selection element with size attribute 20 Variousalterations,improvements,andmodificationswill 
equal to 1. If the web content management server 12 
deiermines that the select element is a single selection 
ele,rrnmt wi1h size attributE; e,qual to 11hE;n the Yes brand1 
is taken to siep 210. 

occur and are intended io Uiose skilled in the art, Uiough 
not expressly stated herein. These alterations, improve
mE;nts, and modifications are intende,d 1o be suiJgBstE,d 
hereby, and are wiihin the spirit and scope of the 1nven-

[0073] In step 710, the web content managementserv- 25 lion. Additionally, the recited order of processing ele-
er 12 determines wheUier the option element corre
sponding to the indication received in step 700 is the first 
option element descendant of ttie select element. If ihe 
web content management server 12 determines that the 

menis or sequences, or Hie use of numbers, leiters, or 
other designations therefore, is not intended to limit the 
claimed processes to any order except as may be spec
ified in the claims. Accordingly, the invention is limited 

opiion element is the first option element descendant of 30 only by ttie following claims and equivalents thereto. 
ihe select element, ihen the Yes branch is taken to step 
712. 
[007 4] In step 712, il1e web content management serv- Claims 
er 12 determines whether all of the other option elements 
descendant from the select element are not selected. If 35 1. A method for extending a selector application pro-
the web content management server 12 determines that gramming interface (API), the method comprising: 
all of tfie other option elerm;nts descendant from tfie se
lect element are not selected then the Yes branch is taken 
to step 714. In step 714, the, we,b content manaiiement 

receiving, with a web content managemeni serv

server 12 returns a value of true. 40 

er, a cascadinfJ s1ylE; sr1eet (CSS) selE,ctor ex
pressions comprising a plurality of expression 
components; [0075] Referrinfl back to steps 708, 710, and 712, if 

the web content management server determines thai il1e 
select element is not a single selection element or does 
noi have a size ailribute equal to 1, the option element 

determining, witl1 the web content management 
server, whether an equivalent XML path lan-

corresponding to the indication received in step 700 is 45 

not the first option element descendant of ihe select el-

guage (XPath) expression can be generated for 
each of the expression components; and 
transforming, with the web conient management 

ement, or any of il1e other option elements descendant 
from thE, select elerm;nt am SE,lected, mspectively, 1hE;n 
one of the respeciive No brandies is taken to step 716. 
In step 716, the web content management server 12 re
turns a value of false. Accordingly, the extension funciion 
in this example returns a true value if the option element 
of the DOM is selected and a false value if ti1e option 
element of the DOM is not selected. In this example, the 
option is considE;red SE,lected if it is e,xplici11y se,lected or 
if ii is the first option of a select element tl1ai has no ex
plicitly sE;lecte,d options and is not a multiple selE,ctions 
select element. 

server, each of the expression components for 
whidi an E,quivalent XPatfi expression cannot 
be generated into a iransformed expression 

50 comprising at least one XPath expression and 
an extension function. 

2. The method of claim 1 furii1ercomprising generating, 
with the web content management server, the equiv-

55 al,mt XPath expmssion for e,adi of the plurality of 
expression components for which the equivalent 
XPa1h exprE,ssion can be iienerated. 
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3. The method of claim 2 further comprising: 

generating, with the web content management 
server, a combined expression comprising each 
of the transformed expressions and each of ihe 5 

a traversal of the element of ihe DOM and any 
ancestors of the element of ihe DOM. 

8. The method of claim 3 wherein: 

equivaleni XPath expressions; and at leasi one of the expression components for 
applying, witti Hie web content management whicli an equivalent XPaHi expression cannoi 
server, ihe combined expression to a document be generated comprises a :not pseudo ciass; 
object model (DOM) to generate a result. and 

4. The method of claim 3 wherein the extension func
tion comprises JavaScript code and the applying fur
ther comprises executing the extension function in 
an emulated .JavaScript environment 

5. The me,thod of claim 3 whE,rE,in: 

at least one of the, E,xpression components for 
which an equivalent XPath expression cannot 

10 

15 

be generated comprises a pseudo class 20 

Hie extension function of the transformed ex
pression for the at least one of the expression 
components is configured to receive an indica
tion of an element of the DOM and a second 
CSS SE,lector E,xpression and rE;turn a true, value 
when the element of the DOM is not included in 
a sE;cond msult obtaine,d by applyinfl 1hE, second 
CSS selector expression and a false value when 
Hie ele,rrnmt of1hE, DOM is included in the sE;cond 
result 

comprising :first-of-type, :last-of-type, :nth-of- 9. The mettiod of claim 3 wherein: 
type, or :nth-lasi-of-type; and 
the, extension function of the transformed ex
pression for the at least one of the expression 
components is configured to receive an indica- 25 

tion of an element of the DOM, the indication 
comprising a tag name of the element of the 
DOl\/1, and return a number of one or more pre
ceding sibling elements of the element of ihe 
DOM having the tag name. 30 

6. The metfiod of claim 3 wherein: 

at least one of the expression components for 
wtiich an equivalent XPath expression cannot 35 

be generated comprises a pseudo class 
comprisin;J :last-of-type, :only--of-type,, or :nth
last-of-type; and 
the E,xtE;nsion function of the, 1:ransformE,d ex-
pression for the at least one of the expression 40 

compommts is confiiJured to recE,ive an indica-
tion of an element of the DOM, the indicaiion 
comprising a tag name of ihe element of ihe 
DOM and return a number of child elements of 
the parent of the element of the DOM having the 45 

ta;J name plus om,. 

7. The me,thod of claim 3 whE,rE,in: 

at least one of the expression components for 50 

whicli an equivalent XPatti expression cannot 
be generated comprises a :lang pseudo class; 
and 
the extension function of the transformed ex-
pression for Hie at !ec3st one of 1:hB €3xpression 55 
components is configured to receive an indica-
tion of an E,lemen1 oftrie DOM and return a value 
of a first identified language attribute based on 

10 

a1 le,ast om; of the expmssion compommts for 
which an equivaleni XPath expression cannot 
be generated comprises a :selected jQuery 
pseudo class; and 
the extension function of the transformed ex
pression for the at least one of ttie expression 
components is configured to receive an option 
element of the DOM and return a true value ii 
the option element of the DOM iS selected and 
a false value if tfie option E,lemen1 of tfie DOM 
iS noi selected. 

10. A non-transitory computer readable medium having 
siored thereon instructions for extending a selecior 
application prowammin;J interfacE, (API) comprisinii 
machine execuiable code which when executed by 
a processor carries out the, metr10d accordin;J to 
claims from 1 to 9. 

11. A managemeni server device, comprising: 

a processor coupled lo a memory and config
ured to execute programmed instructions stored 
in ti1e memory to carryout the method according 
to claims from 1 io 9 .. 
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Retrieve a Web page Requested by a Client Device from a Servet Device 200 

Process the Web Page to Generate an XML DOM, Remove JavaScript, and Store 
JavaScript as Associated with an identifier 202 

Send the Processed Web Page to the Client Device 204 

Receive an HTTP Request from the Client Device v,ith the Identifier and Retrieve 
the JavaScript Based on the Identifier JQ(5_ 

Execute the Retrieved JavaScript in an Enrnlmed .JavaScript Environment lQJi 

y 

Extract ;in Expression Component 2l'.f 

Generate Equivalent 
XPath Expression 2J§ 

Generate Transformed Expression Including XPath 
Expression and Extension Function 

N 

C,eneratc a Combined Expression Including the Equivalent XPath and 
Transformed Expressions 222 

Apply the Combined to the DOM to Generate a Result 224 

Send Response to HTTP Request to the Requesting Client Device 228 
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(57) Abstract A method, non-tran,i1ory rnmpttter readable rneditun, remo1e interface server computing device, and sy,tem 1hat 
provides a presentation ,veb page to a presentation device and a remote vveb page to a ren1ote device. The remote vveb page is con -
figttred to, when execu1ed by the remote device, register the remote device as a,sociated witb the present,;tion device and render a 
swipe panel on a display of1he remote device. A firs1 message is received from the remote device i.n response to an interaction with 
!he swipe [Janel. A second message is senl lo lhe wesenlalion device in response lo receiving lhe firs! rness21ge. The second message, 
when exern1ed by the presentation device, is contigmed to cause the presentation device to perfom1 an action on 1he presentation 
weh page corresponding lo the nser in1eractinn wi1h the swipe panel. 
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-· 1 -

METHODS FOR FACILITATING A REMOTE INTERFACE AND 
DEVICES THEREOF 

[0001] This application claims the benefit of U.S. Provisional Patent 

5 Application Serial No. 61/988,639 filed on May 5, 2014, which is hereby 

incorporated by reference in its entirety. 

FIELD 

f0002] This technology generally relates to kiosk and other presentation 

devices, and more particularly to methods and devices for facilitating a remote 

10 interface for interacting with such presentation devices. 

BACKGROUND 

roooJJ Presentation devices, such as kiosks and other devices with 

relatively large screen sizes, are often available for interaction in commercial and 

other settings. Presentation devices can display product information associated 

15 with a catalog of available products for a retailer, for example, advertising 

information, or any other infommtion directed to consumers or other members of 

the public. 

f0004] The method of interaction with presentation devices is often 

through a multi-touch screen. However, such presentation devices are generally 

20 complex and have relatively high associated cost due to the multi-touch screens 

and required processing power. Additionally, presentation devices with relatively 

large screen sizes are cunently unable to effectively present, and/or allow users to 

input, private information (e.g. personally identifiable information or credit card 

numbers) in a discreet manner. 

25 SUMMARY 

f0005] A method for facilitating a remote interface includes providing, by 

a remote interface server computing device, a presentation vvcb page to a 

presentation device and a remote web page to a remote device. The remote web 
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page is configured to, when executed by the remote device, register the remote 

device as associated with the presentation device and render a svvipe panel on a 

display of the remote device. A first message is received, by the remote interface 

server computing device, from the remote device in response to an interaction 

5 with the swipe panel. A second message is sent, by the remote interface server 

computing device, to the presentation device in response to receiving the first 

message. The second message, when executed by the presentation device, is 

configured to cause the presentation device to perform an action on the 

presentation web page corresponding to the user interaction with the swipe panel. 

[0006] A non-transitory computer readable medium having stored thereon 

instructions for facilitating a remote interface comprising executable code which 

when executed by a processor, causes the proces~or to perform steps including; 

providing a presentation web page to a presentation device and a remote web page 

to a remote device. The remote web page is configured to, when executed by the 

15 remote device, register the remote device as associated with the presentation 

device and render a swipe panel on a display of the remote device. A first 

message is received from the remote device in response to an interaction with the 

swipe panel. A second message is sent to the presentation device in response to 

receiving the first message. The second message, when executed by the 

20 presentation device, is configured to cause the presentation device to perform an 

action on the presentation web page con-esponding to the user interaction with the 

swipe panel. 

[0007] A remote interface server computing device including a processor 

and a memory coupled to the processor which is configured to be capable of 

25 executing programmed instrnctions comprising and stored in the memory to 

provide a presentation web page to a presentation device and a remote web page 

to a remote device. The remote web page is configured to, when executed by the 

remote device, register the remote device as associated with the presentation 

device and render a swipe panel on a display of the remote device. .A first 

30 message is received from the remote device in response to an interaction with the 

swipe panel. A second message is sent to the presentation device in response to 

receiving the first message. The second message, when executed by the 
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presentation device, is configured to cause the presentation device to perfom1 an 

action on the presentation web page corresponding to the user interaction with the 

swipe panel. 

l0008J A system for facilitating a remote interface includes a remote 

5 interface server computing device including a first processor and a first memory 

coupled to the first processor. The first process is configured to be capable of 

executing programmed instructions comprising and stored in the first memory to 

provide a presentation web page to a presentation device and a remote web page 

to a remote device. The remote web page configured to, when executed by the 

10 remote device, register the remote device as associated with the presentation 

device and render at least a swipe panel on a display of the remote device. The 

system further includes a 1veb socket server computing device including a second 

processor and a second memory coupled to the second processor. The second 

processor is configured to be capable of executing programmed instructions 

15 comprising and stored in the second memory to receive a first message from the 

remote device in response to a user interaction with the swipe panel. A second 

message is sent to the presentation device in response to receiving the first 

message. The second message, when executed by the presentation device, is 

configured to cause the presentation device to perfr)rm an action on the 

20 presentation web page corresponding to the user interaction with the swipe panel. 

rooo9J This technology provides a number of advantages including 

providing methods, non-transitory computer readable media, devices, and systems 

that facilitate remote interfaces for presentation devices. With this technology, 

presentation device (e.g., a kiosk) can be seamlessly controlled by a remote device 

25 (e.g., mobile phones) using messages exchanged based on the web socket 

protocol. By leveraging remote devices, this technology allows presentation 

devices to be less complex and less costly. Additionally, private information can 

be advantageously submitted without displaying the information in a visible 

format on the display of a presentation device 
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BRIEF DESCRIPTION OF THE DRA \VIN GS 

[0010] FIG. 1 is a block diagram of a network environment with an 

exemplary remote interface server coupled to a presentation device and a remote 

device: 

[00111 FIG. 2 is a block diagram of another network environment with an 

exemplary remote interface server coupled to a presentation device, a remote 

device, and a web socket server; 

100121 F1G. 3 is a flowchart of an exemplary method for facilitating a 

remote interface; 

[0013] FIG. 4 is an exemplary initiation web page; 

[0014] FlG. 5 is an exemplary presentation web page; 

[0015] FlG. 6 is an exemplary remote web page; 

[0016] FlG. 7 is an exemplary presentation web page; 

[0017] FlG. 8 is an exemplary remote web page modified according to a 

15 horizontal swipe gesture with a swipe panel; 

[0018] FTG. 9 is an exemplary presentation web page with input fields; 

[0019] FTG. 10 is an exemplary remote web page with input fields; 

[0020] FTG. 11 is an exemplary remote web page subsequent to user 

interaction with an edit button; 

20 100211 FIG. 12 is an exemplary remote web page with a virtual keyboard; 

100221 FIG. 13 is an exemplary presentation web page with input fields 

subsequent to a user editing content; 

[0023] FIG. 14 is an exemplary presentation web page subsequent to user 

interaction with a play video button of a remote web page; and 
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[0024] FIG. 15 is an exemplary remote web page subsequent to user 

interaction with a play video button of the remote vveb page. 

DETAILED DESCRIPTION 

[0025] An exemplary network environment 10 ,vith a remote interface 

5 server 12 coupled to a presentation device 14 and a n~mote device 16 is illustrated 

in FIG. I. In this example, the remote interface server 12, presentation device 14, 

and remote device 16 are coupled together by at least one communication network 

l H, although other numbers and types of systems, devices, and/or elements in 

other configurations or network topologies can also be used. This technology 

l O provides a number of advantages including methods, non-transitory computer 

readable media, devices, and systems that facilitate a remote interfaces to 

effectively replicate, on the presentation device 14, user interactions with a web 

page rendered on the remote device 16 while maintaining information privacy. 

!00261 The remote interface server 12 (also referred to herein as a remote 

15 interface server computing device) in this particular example is coupled to the 

presentation device 14 and the remote device 16 by the communication network 

] 8 which can include one or more local area network(s) (LANs) and/or wide area 

netvvork(s) (WANs). Other network devices configured to generate, send, and 

receive network communications and coupled together via other topologies can 

20 also be used. While not shown, the network environment 10 also may include 

additional network components, such as routers, switches and other devices, 

which are well known to those of ordinar1 skill in the art and thus will not be 

described here. 

25 [0027] The remote interface server 12 may perform any number of 

functions including hosting and providing web content and facilitating 

communications between the presentation device 14 and the remote device 16 

according to the web socket protocol, for example. In this example, the remote 

interface server 12 includes a processor 20, a memory 22, and a communication 

30 interface 24, which are coupled together by a bus 24 or other communication link, 
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although other numbers and types of components, parts, devices, systems, and 

elements in other configurations and locations can be used. 

[0028] The processor 20 in the remote interface server 12 executes a 

program of stored instrnctions for one or more aspects of this technology, as 

5 described and illustrated by way of the embodiments herein, although the 

processor 20 could execute other numbers and types of programmed instructions. 

The processor 20 of the remote interface server 12 may include one or more 

central processing units or general putvose processors with one or more 

processing cores, for example. 

[0029] The memory 24 in the remote interface server 12 stores these 

programmed instructions for one or more aspects of this technology, as described 

and illustrated herein, although some or all of the programmed instructions could 

be stored and/or executed elsewhere. Optionally, the memory 24 in this example 

stores a plurality of web pages including at least one initiation web page 28, 

15 presentation web page 30, and remote web page 32, as described and illustrated in 

more detail later. A variety of different types of memory storage devices, such as 

a random access memory (RAM), read only memory (ROIVf), hard disk drive(s), 

flash, solid state drive(s), or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

20 that is coupled to the processor, can be used for the memory 22 in the remote 

interface server 12. 

roo301 In this particular example, the memory 24 also includes a web 

socket server 34. The web socket server 34 in this example is a sotlware module 

that includes programmed instructions that, when executed by the processor, 

25 generate a web socket server configured to facilitate communications between the 

presentation device 14 and the remote device 16 according to the web socket 

protocol, as described and illustrated in more detail later. 

!00311 The communication interface 24 in the rernote interface server 12 

is used to operatively couple and communicate between the remote interface 

30 server 12, the presentation device 14, and the remote device 16, which are all 
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coupled together via the communication network 18, although other types and 

numbers of communication networks or systems with other types and numbers of 

connections and configurations to other devices and elements can also be used. 

By way of example only, the communication network 18 can use TCP/IP over 

5 Ethernet and industry-standard protocols, including hypertext transfer protocol 

(HTTP), and/or secure HTTP (HTTPS), although other types and numbers of 

communication networks, such as a direct connection, modems and phone lines, e

mail, and wireless and hardwire communication technology, each having their 

own communications protocols, can he used. 

[0032] The presentation device 14 and the remote device 16 in this 

pariicular example enable a user to request, receive, and interact with applications, 

web services, and content hosted by the remote interface server 12 using the 

communication network 18, although one or more of the presentation device 14 or 

remote device 16 could access content and utilize other types and numbers of 

15 applications from other sources and could provide a wide variety of other 

functions fi.)r the user. 

[0033] Each of the presentation device 14 and remote device 16 in this 

example includes a processor, a memory, an input device, a display device, and a 

communication interface, v,.rhich are coupled together by a bus or other 

20 communication link, although one or more of presentation device l 4 or remote 

device 16 can include other numbers and types of components, parts, devices, 

systems, and clements in other configurations. The processor in each of the 

presentation device 14 and remote device 16 can execute a program of instructions 

stored in the memory the client device for one or more aspects of this technology, 

25 as described and illustrated herein, although the processor could execute other 

numbers and types of programmed instrnctions. 

The input device in each of the presentation device 14 and remote 

device 16 can be used to input selections, such as a request fix a particular web 

page or other content stored by the remote interface server 12 or another web 

30 content server, although the input device could be used to input other types of 

requests and data and interact with other elements. The input device can include 
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keypads, touch screens, and/or vocal input processing systems, although other 

types and numbers of input devices can also be used. 

[0035] The display device in each of the presentation device 14 and 

remote device 16 can be used to show data and information to a user, such as ,veb 

5 pages and other content retrieved from the remote interface server 12 or another 

web content server by way of example only. The display device in the 

presentation device 14 can be a television screen and the display device in the 

remote device 16 can be a mobile phone screen, for example, although other types 

and numbers of display devices could be used depending on the particular type of 

10 presentation device 14 and remote device 16. The communication interface in 

each of the presentation device 14 and remote device 16 can be used to 

operatively couple and communicate between the presentation device 14, remote 

device 16, and remote interface server 12 over the communication network 18. 

[0036] By way of example only, the presentation device 14 can be 

15 relatively less mobile than the remote device 16 and can include a television, 

kiosk, or other device with a relatively large display as compared to that of the 

remote device 16, although other types of presentation devices can also be used. 

Accordingly, in some examples, the remote device 16 is relatively more mobile 

than the presentation device 14 and can be a smartphone, persona! digital 

20 assistant, tablet, netbook, notebook, or other device v,rith a relatively small display 

as compared to that of the presentation device 14, although other types of remote 

devices can also be used. 

[0037] Referring more specifically to FIG. 2 another exemplary network 

environment 36 with a remote interface server 12 coupled to a presentation device 

25 14, a remote device 16, and a web socket server 38 is illustrated. The remote 

interface server 12, presentation device 14, remote device 16, and communication 

network 18 in this example are the sarne as described and illustrated earlier with 

reference to FIG. 1 except that the remote interface server 12 does not includes the 

web socket server 24. Instead, in this paiticular example, the web socket server 

30 38 is provided as a separate web socket server computing device in the 

environment 36 that is also configured to communicate with the presentation 
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device 14 and the remote device 16 via the communication network 18. Other 

netvvork topologies and numbers of remote interface servers and/or vveb socket 

servers can also be provided in network environment l O or 36. 

l0038J The web socket server 38 in the particular example illustrated in 

5 FIG. 2 includes a processor 40, a memory 42, and a communication interface 44, 

which arc coupled together by a bus 46 or other communication link, although 

other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can be used. The processor 40 in the web 

socket server 38 executes a program of stored instrnctions one or more aspects of 

10 this technology, as described and illustrated by way of the embodiments herein, 

although the processor 40 could execute other numbers and types of programmed 

instructions. The processor 40 of the web socket server 38 may include one or 

more central processing units or general pmJJose processors with one or more 

processing cores, for example. 

15 [0039] The memory 42 in the web socket server 38 stores these 

programmed instructions for one or more aspects of this technology, as described 

and illustrated herein, although some or all of the programmed instructions could 

be stored and/or executed elsev,rhere. A vmiety of different t}1Jes of memory 

storage devices, such as a random access memory (RAM), read only memory 

20 (ROM), hard disk drive(s), flash, solid state drive(s), or other computer readable 

medium which is read from and/or written to by a magnetic, optical, or other 

reading and/or writing system that is coupled to the processor 40, can be used for 

the memory 42 in the web socket server 38. 

[0040] The communication interface 44 in the web socket server 38 is 

25 used to operatively couple and communicate between the vveb socket server 38, 

the presentation device 14, and the remote device 16, which are all coupled 

together via the communication network 18, although other types and numbers of 

communication networks or systems with other types and numbers of connections 

and configurations to other devices and elements can also be used. By way of 

30 example only, the communication network 18 can use TCP/IP over Ethernet and 

industry-standard protocols, including hypertext transfer protocol (I-ITTP) and the 
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web socket protocol, although other types and numbers of communication 

netvvorks, such as a direct connection, modems and phone lines, e-mail, and 

wireless and hardwire c01ni11mnication technology, each having their own 

communications protocols, can also be used. 

10041] The embodiments of the remote interface server 12, web socket 

server 38, presentation device 14, and remote device 16 arc described and 

illustrated herein for exemplary purposes and many variations of the specific 

hardware and software used to implement the embodiments are possible, as will 

be appreciated by those skilled in the relevant art(s). Furthermore, each of the 

10 devices of the embodiments may be conveniently implemented using one or more 

general purpose computers, microprocessors, digital signal processors, and micro

controllers, programmed according to the teachings of the embodiments, as 

described and illustrated herein, and as will be appreciated by those ordinary skill 

in the ait. 

15 [0042] ln addition, two or more computing apparatuses or devices can be 

substituted for any one of the devices in any embodiment described herein. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices of the embodiments. The 

20 embodiments may also be implemented on computer apparatuses or devices that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable fom1 (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

25 communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs)_ Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[0043] The embodiments may also be embodied as one or more non-

transitory computer readable media having instructions stored thereon for one or 

30 more aspects of this technology as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 
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cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

l 0044] An exemplary method for facilitating a remote interface will now 

be described with reference to FIGS. 1-15. Referring more specifically to FIG. 3, 

5 in step 300 in this example, the remote interface server ] 2 sends the initiation web 

page 28 to the presentation device 14 and registers the presentation device 14 ,:vith 

the web socket server 34 or 38. The remote interface server 12 can send the 

initiation web page 28 in response to a request fi.1r the initiation web page 28 

received from the presentation device 14. In one example, the presentation device 

10 14 is a smart television executing a vveb brovvser which facilitates the retrieval of 

the initiation web page 28 at the request of a user, although other types of 

presentation devices and other methods of providing the initiation v,,eb page 28 

can also be used. 1Jpon receipt of the initiation web page 28, the presentation 

device 14 executes JavaScript code included with the initiation web page 28, 

15 which is configured to communicate with the remote interface server 12 to register 

the presentation device 12 by establishing a connection between the presentation 

device and the web socket server 34 or 38. 

[0045] In step 302, the remote interface server 12 sends a remote web 

page 32 to the remote device 16, registers the remote device 16 with the web 

20 socket server 34 or 38 as associated with the presentation device 14, and sends a 

presentation web page 30 to the presentation device 14. The remote web page 32 

and presentation web page 30 can be sent by the remote interface server 12 in 

response to a request from the remote device 16 initiated based on an interaction 

by the remote device 16 with at least a poition of the initiation web page 28 

25 rendered on the display of the presentation device 14. 

[0046] Referring more specificaily to FIG. 4, an exemplary initiation ,veb 

page 28 is illustrated. In this example, the initiation web page 28 includes a 

portion with an interactive mode interface 400, which is a three dimensional bar 

code in this example, although other types of interactive mode interfaces and 

30 portions of the initiation web page 28 can also be used. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1915 of 2149



WO 2015/171228 PCT/US2015/024172 

- 12 -

[0047] Accordingly, a user of the remote device 16 in this example can 

scan the interactive mode interface 400 which encodes at least a Uniform 

Resource Locator (URL) and causes a web browser executed by the remote device 

16 to request the remote web page 32 located at the URL from the remote 

5 interface server 12, which sends the remote web page 32 to the remote device 16 

in response. ln this example, the remote web page 32 is configured to, when 

executed by the web browser of the remote device 16, register the remote device 

] 6 with the v,reb socket server 34 or 38 as associated with the presentation device 

14. 

10 [0048] Accordingly, the remote \veb page 32 can include JavaScript code 

executed by the remote device 16 that facilitates communication by the remote 

device 16 with the web socket server 34 or 38 to establish a connection between 

the remote device 16 and the web socket server 34 or 38, as \Veil as an association 

with the presentation device 14. Optionally, the interactive mode interface 400 of 

15 the initiation web page 28 can fmiher encode an identifier of the presentation 

device 14 which can be used to facilitate the association of the presentation device 

14 and the remote device 16 with the web socket server 34 or 38. Other methods 

of initiating the association of the presentation device 14 and the remote device 16 

with the web socket server 34 or 38 can also be used. 

20 In response to receipt of the request from the remote device 16 for 

the remote vv·eb page 32, or in response to a subsequent communication to the 

remote interface server 12 by the remote device 16 executing the JavaScript code 

of the remote web page 32, the remote interface server 12 also sends the 

presentation web page 30 to the presentation device 14. The remote web page 32 

25 and presentation \veb page 30 can be different versions of a same web page such 

that the remote web page 32 includes at least a portion of the content of the 

presentation web page 30, although other types of presentation and remote vveb 

pages can also be used. 

[0050] Referring more specifically to FIG. 5, an exemplary presentation 

30 web page 30 is illustrated and referring more specifically to FIG. 6, an exemplaiy 

remote web page 32 is illustrated. Tn this example, the presentation web page 30 
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and remote web _page 32 are difforent versions of the same web page as the 

_presentation web page includes multiple panels that can be manipulated, as 

described and illustrated in more detail later, whereas the remote 'Web page 32 is a 

mobile version of the web page which includes content of only one of the _panels 

5 included in the presentation web page 30. The remote web page 32 is also 

configured to, when executed by the remote device 16, render a swipe panel 600, 

and optionally one or more buttons, on the display of the remote device 16. In this 

example, the swipe panel 600 includes the content of the panel corresponding to 

one of the panels of the presentation web page 30, although the swipe panel 600 

10 can be located elsewhere in the 'Neb page and/or display of the remote device 16, 

Referring back to FIG. 3, in step 304 the web socket server 34 or 

38 receives a message fiom the remote device 16 in response to a user interaction 

with the remote web page 32. The message can comply with the web socket 

protocol and can be received by the web socket server 34 or 38 using the 

15 connection established with the remote device 16. Accordingly, the JavaScript 

code of the remote web page 32 executed by the remote device 16 can determine 

when a user has interacted with the remote web page 32 and send a message to the 

web socket server 34 or 38 corresponding to the interaction in response. The 

message can include information regarding the type of interaction and any other 

20 contextual infon:nation, fix example. 

roos21 In step 306, the web socket server 34 or 38 deten:nines whether the 

user interaction con-esponding to the message received in step 304 is a swipe 

panel interaction, and optionally whether the interaction \Vas a horizontal or 

vertical swipe gesture, for example. Tf the web socket server 34 or 38 determines 

25 that the user interaction is a swipe panel interaction, then the Yes branch is taken 

to step 308. In step 308, the web socket server 34 or 38 sends a message to the 

presentation device 14 to cause the presentation device ] 4 to perform an action on 

the presentation web page 30 corresponding to the swipe panel interaction. 

[0053] Referring more specifically to FIG. 7, a presentation web page 30 

30 subsequent to performing an action corresponding to a horizontal swipe gesture 

with the swipe panel 600 of the remote web page 32 is illustrated. In this example, 
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the panel with a video illustrated in the foreground in FIG. 5 has been rotated to 

the left, such as by three dimensional rotation, fbr example, resulting in the 

modified presentation \veb page 30 illustrated in FIG. 7 in which a new panel has 

been rotated to the foreground. 

5 10054] Referring more specifically to FIG. 8, a remote web page 32 

modified according to a h01izontal swipe gesture with the sv,'ipc panel 600 of the 

remote web page 32 is illustrated. In this example, the panel with the video 

illustrated in the swipe panel 600 in FTC. 6 has been moved off screen, such as by 

two dimensional slide animation, for example, resulting in the modified remote 

10 web page 32 illustrated in FiG. 8 in which a new panel with different content has 

replaced the previous panel in the swipe panel 600. 

10055] In other examples, the user interaction can be a vertical swipe 

gesture and the action can be a vertical scroll. For example, a user can perform a 

vertical swipe gesture on the s\,vipe panel 600 of the remote web page illustrated in 

15 FlG. 8 resulting in a vertical scroll action on the presentation web page 30 

illustrated in FIG. 7. Other exemplary gestures and interactions with the swipe 

panel 600 and conesponding actions, as well as animations and rotations can also 

be used. Accordingly, in this example, a user of the remote device 16 can 

contemporaneously control the display of the presentation device 14, and in 

20 particular the presentation web page 30, without physically interacting with the 

presentation device 14 and using only the interface provided on the remote device 

16 through the remote web page 32. 

[0056] Referring back to flG. 3, if the web socket server 34 or 38 

determines that the user interaction is not a swipe panel interaction in step 306, 

25 then the No branch is taken to step 310. In step 310, the web socket server 34 or 

38 detem1ines whether the user interaction corresponding to the message received 

in step 304 is a save button interaction. If the web socket server 34 or 38 

determines that the user interaction is a save button interaction, then the Yes 

branch is taken to step 312. 
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[0057] Optionally, the buttons of the remote web page 32 as rendered on 

the display of the remote device 16 can change based on functionality present in 

the remote web page 32 and/or presentation web page 30. For example, referring 

back to FIG. 6, the remote web page 32 includes play button 602 corresponding to 

5 the video content rendered in the swipe panel 600. Refening more specifically to 

FlG. 9, a presentation web page 30 with input fields 900 is illustrated and 

referring more specifically to FIG. 10, a remote web page 32 with the input fields 

] 000 is illustrated. In this example, the buttons are modified by the JavaScript 

code of the remote web page 32 to include an edit button 1002 corresponding to 

10 the content of the input fields 1000 of the remote web page 32. 

100581 Referring more specifically to FlG. 11, the remote web page 32 of 

FIG. l O is illustrated subsequent to user interaction with the edit button 1002. 

Upon user interaction with the edit button 1002, the remote web page 32 is 

configured to render a save button 1100 in place of the edit button 1002 as well as 

15 editable input fields 1000 corresponding to the input fields 900 of the presentation 

web page 30 of FIG. 9. Tn this example, private information such as a credit card 

number is optionally obfuscated in the presentation web page 30 since the 

presentation web page 30 is rendered on a presentation device 14 which may have 

a relatively large display and/or may be visible to the environment or other 

20 members of the public. Ho,vever, the editable input fields l 000 rendered by the 

remote web page 32 in response to the user interaction with the edit button 1002 

are rendered without the obfuscation to allow user editing. 

[0059] Referring more specificai ly to PIG. 12, optionally, the remote 

device 16 is configured to display a virtual keyboard 1200 upon user selection of 

25 one of the editable input fields 1000 allovving the user to edit the information. In 

this example, the user has edited the name, credit card number, and CVV fields. 

Upon entering the new infrmnation, the user can select the save button 1100 as 

illustrated in FIG. 11. In response to user selection of the save button 1100, the 

message received by the web socket server 34 or 38 in step 304 ofFlG. 3 is sent 

30 by the remote device 16 and includes at least any information updated by the user. 
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[0060] In step 312, the web socket server 34 or 38 sends a message to the 

presentation device 14 including infomrntion included in the message received 

from the remote device 16 in step 304. Referring more specifically to FIG. 13, the 

presentation web page 30 with input fields 900 subsequent to user editing of the 

5 content is illustrated. In this example, any private information continues to be 

rendered in an obfuscated manner in the presentation web page 30 rendered on the 

display of the presentation device 14. 

[0061] Referring back to FIG. 3, if the web socket server 34 or 38 

determines in step 310 that the user interaction is not a save button interaction, 

10 then the No branch is taken to step 314. In step 314, the web socket server 34 or 

38 detem1ines whether the user interaction corresponding io the message received 

in step 304 is a video button interaction. If the web socket :server 34 or 38 

determines that the user interaction is a video button interaction, then the Yes 

branch is taken to step 316. 

15 [0062] ln step 316, the web socket server 34 or 38 sends a message to the 

presentation device 14 corresponding to the video button interacted with by the 

user of the remote device 16. Referring back to FIG. 6, user interaction with the 

play button 602, for example, can cause a message to be sent to the web socket 

server 34 or 38 which, in step 316 of FIG. 3, sends a message to the presentation 

20 device 16 to initiate the video of the presentation web page 30 in response. 

Referring more specifically to FIG. J 4, the presentation web page 30 subsequent 

to user interaction with the play button 602 of the remote web page 32 is 

illustrated. 

[0063] 1n FIG. 15, the remote vveb page 32 subsequent to user interaction 

25 with the play button 602 of the remote web page 32 is illustrated. Optionally, in 

this example, the remote web page 32 is configured to convert the swipe panel 

600 to indicate that the video is playing and to render a pause button 1500 in place 

of the play button 602, although the remote web page 32 can be configured to 

provide other functionality in response to the user interaction with the play button 

30 602. ln another example, user interaction with the pause button 1500 of the 

remote web page 32 can be detem1ined in step 316, which can cause a message to 
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be sent to the presentation device 14 to pause the video of the presentation web 

page 30 in response. In yet other examples, a stop button can be rendered on the 

remote ,veb page 32 and any other type of button can also be used. 

l0064J Referring back to FIG. 3, in step 318, the web socket server 34 or 

5 38 optionally determines whether a message is received from the presentation 

device 14 in response to the message sent to the presentation device 14 in step 316 

in examples in which the video button interaction is a user interaction ,vith a play 

button 602. Optionally, one or more callbacks can be received by the web socket 

server 34 or 38 from the presentation device 14 after any of the messages sent in 

10 the after any of steps 308, 312, or 316. However, in this example, the message 

received from the presentation device 14 in step 318 optionally includes video 

information (e.g., elapsed time) and/or a URL. The URL can coITespond with 

content displayed in the video. For example, if the video is of a model on a 

runway at a fashion show, the URL can point to content including information 

15 regarding an article of the clothing worn by the model including associated cost 

and purchase information. 

[0065] Accordingly, if the web socket server 34 or 38 determines that a 

message is received from the presentation device 14 in step 318, then the Yes 

branch is taken to step 320. In step 320, the web socket server 34 or 38 sends a 

20 message to the remote device 16 in response to the message received from the 

presentation device 14 in step 3 16. The message sent by the web socket server 34 

or 38 in step 320 can include the video information and/or the URL included in 

the message received from the presentation device 14 in step 318. In response, the 

remote web page 32 can be config71red to render the video information and/or 

25 content located at the URL on the display of the remote device 16, such as on the 

swipe panel 600 for example. 

!00661 Referring back to step 318, if the v,,eb socket server determines a 

message is not received from the presentation device 14, then the No branch is 

taken back to step 304 and the web socket server 34 or 38 receives another 

30 message from the remote device 16 in response to a subsequent user interaction 

with the remote web page 32. Referring back to step 314, if the web socket server 
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34 or 38 determines that the user interaction is not a video button interaction, then 

the No branch is taken to step 322. In step 322, the web socket server 34 or 38 

sends a message to the presentation device 14, if necessaiy, to reproduce activity 

associated with the remote web page 32. 

5 10067] Accordingly, while the swipe panel, save button, and video button 

user interactions have been described and illustrated earlier by way of example 

only, other interactions with the remote ,veb page 32 are possible. In response to 

the user interactions, the remote web page 32 is configured to send a message to 

the web socket server 34 or 38, if necessary, which is configured to identify the 

10 associated presentation device 14 and send a coJTesponding message to the 

presentation device 14 to modify the presentation web page 30 accordingly. 

Thereby, a user of the remote device 16 interacting 1vith the remote web page 32 

can effectively control the presentation web page 30 rendered on the display of the 

presentation device 14. 

15 [0068] i\ccordingly, with this technology, presentation devices can be 

seamlessly controlled by remote devices using messages exchanged based on the 

web socket protocol. As the remote devices are used to facilitate an interface, 

using specially programmed ,veb pages and without any dedicated hardware or 

software, the presentation devices can be less complex and less costly and do not 

20 require multi-touch displays or any other physical interfaces. Additionally, 

private infoJToation can be advantageously submitted, such as with respect to 

facilitating product purchases, without displaying the information in a visible 

format on the display of the presentation device, which is visible publicly in many 

environments. 

25 [0069] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications vvill occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

30 improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 
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processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

L A method for facilitating a remote interface, the method 

compnsmg: 

providing, by a remote interface server computing device, a 

presentation web page to a presentation device and a remote web page to a remote 

device, the remote web page configured to, when executed by the remote device, 

register the remote device as associated with the presentation device and render at 

least a swipe panel on a display of the remote device; 

receiving, by the remote interface server computing device, 

a first message from the remote device in response to a received indication of a 

user interaction with the swipe panel; and 

sending, by the remote interface server computing device, a 

second message to the presentation device in response to receiving the first 

15 message, wherein the second message, when executed by the presentation device, 

is configured to cause the presentation device to perform an action on the 

presentation web page corresponding to the user interaction with the swipe panel. 

The method of claim 1, further comprising providing, by 

20 the remote interface server computing device, an initiation web page to the 

presentation device, the initiation web page configured to register the presentation 

device and to establish a first connection ,x:ith a web socket server, ,x:hcrein: 

the remote vveb page is further configured to register the 

remote device as associated with the presentation device and to establish a second 

25 connection vvith the ,x:eb socket server; 

the first and second messages comply with a web socket 

protocol; and 

the presentation and remote web pages are provided to the 

presentation and remote devices, respectively, in response to a received indication 

30 of an interaction by the remote device with ar least a portion of the initiation web 

page. 
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3. The method of claim L wherein the received indication of 

the user interaction further comprises a received indication of at least one of: 

a horizontal swipe gesture resulting in a first panel 

transition on the remote device and the second message, when executed by the 

5 presentation device, is configured to cause the presentation device to execute a 

second panel transition; or 

10 

a vertical swipe gesture and the second message, when 

executed by the presentation device, is configured to cause the presentation device 

to execute a vertical scroll. 

4. The method of claim 1, wherein: 

the remote web page is further configured to, when 

executed by the remote device, render an edit button on the display of the remote 

device; 

15 the presentation web page further comprises a first input 

field with obfuscated sensitive infonnation; and 

the remote web page is further configured to, when 

executed by the remote device and in response to receiving a user selection of the 

edit button, render an editable second input field with the sensitive infom1ation 

20 visible on the display of the remote device. 

5. The method of claim 1, wherein the remote vveb page is 

fmther configured to, when executed by the remote device, render a play button 

on the display of the remote device, the presentation web page and the remote web 

25 page comprise a video, the remote web page is further configured io, when 

executed by the remote device and in response to receiving a user selection of the 

play button, modify the swipe panel to display info1mation retrieved using a 

unifrlfm resource locator (URL), and the method further comprises: 

receiving, by the remote interface server computing device, 

30 a third message from the remote device in response to a user selection of the play 

button; 

sending, by the remote interface server cornputing device, a 

fourth message to the presentation device in response to the third message, the 
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fourth message indicating to the presentation device that the video has been 

initiated: 

receiving, by the remote interface server computing device, 

a fifth message from the presentation device, the fifth message including the URL; 

5 and 

sending, by the remote interface server computing device, a 

sixth message to the remote device in response to the fifth message, the sixth 

message including the URL. 

10 6, A remote interface server computing device, comprising a 

processor and a memory coupled to the processor which is configured to be 

capable of executing programmed instrnctions comprising and stored in the 

memory to: 

provide a presentation web page to a presentation device 

15 and a remote web page to a remote device, the remote web page configured to, 

when executed by the remote device, register the remote device as associated with 

the presentation device and render at least a swipe panel on a display of the 

remote device; 

receive a first message from the remote device in response 

20 to a received indication of a user interaction with the swipe panel; and 

send a second message to the presentation device in 

response to receiving the first message, ,vherein the second message, when 

executed by the presentation device, is configured to cause the presentation device 

to perform an action on the presentation web page corresponding to the user 

25 interaction with the swipe panel. 

7. The remote interface server computing device of claim 6, 

wherein the processor is further configured to be capable of executing at least one 

additional pro6'Tamrned instruction comprising and stored in the memory to 

30 provide an initiation web page to the presentation device, the initiation web page 

configured to register the presentation device and to establish a first connection 

with a web socket server, wherein: 
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the remote web page is further configured to register the 

remote device as associated with the presentation device and to establish a second 

connection with the ,veb socket server; 

the first and second messages comply with a web socket 

5 protocol; and 

10 

the presentation and remote web pages are provided to the 

presentation and remote devices, respectively, in response to a received indication 

of an interaction by the remote device with at least a portion of the initiation v,reb 

page. 

8. The remote interface server computing device of claim 6, 

wherein the received indication of the user interaction further comprises a 

received indication of at least one of: 

a horizontal swipe gesture resulting in a first panel 

15 transition on the remote device and the second message, when executed by the 

presentation device, is confi1:,11ired to cause the presentation device to execute a 

second panel transition; or 

a ve1iical swipe gesture and the second message, when 

executed by the presentation device, is configured to cause the presentation device 

20 to execute a vertical scroll. 

9. The remote interface server computing device of claim 6, 

wherein: 

the remote web page is fmiher configured to, when 

25 executed by the remote device, render an edit button on the display of the remote 

device; 

the presentation web page further comprises a first input 

field with obfuscated sensitive information; and 

the remote web page is further configured to, when 

30 executed by the remote device and in response to receiving a user selection of the 

edit button, render an editable second input field with the sensitive information 

visible on the display of the remote device. 
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10. The remote interface server computing device of claim 6, 

wherein the remote web page is further configured to, vvhen executed by the 

remote device, render a play button on the display of the remote device, the 

presentation web page and the remote web page comprise a video, the remote web 

5 page is further configured to, when executed by the remote device and in response 

to receiving a user selection of the play button, modify the swipe panel to display 

infiJmrntion retrieved using a uniform resource locator (URL), and the processor is 

further configured to be capable of executing at least one additional programmed 

instrnction comprising and stored in the memory to: 

10 receive a third message from the remote device in response 

to a user selection of the play button; 

send a fourth message to the presentation device in 

response to the third message, the fourth message indicating to the presentation 

device that the video has been initiated; 

15 receive a fifth message from the presentation device, the 

20 

fifth message including the URL; and 

send a sixth message to the remote device in response to the 

fifth message, the sixth message including the URL. 

11. A non-transitory computer readable medium having stored 

thereon instrnctions for facilitating a remote interface comprising executable code 

which ,;vhen executed by a processor, causes the processor to perform steps 

compnsmg: 

providing a presentation web page to a pn::sentation device 

25 and a rernote web page to a remote device, the remote v,,eb page configured to, 

when executed by the remote device, register the remote device as associated with 

the presentation device and render at least a swipe panel on a display of the 

remote device; 

receiving a first message from the remote device in 

30 response to a received indication of a user interaction with the s,vipe panel; and 

sending a second message to the presentation device in 

response to receiving the first message, wherein the second message, vvhen 

executed by the presentation device, is configured to cause the presentation device 
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to perfr1rm an action on the presentation web page colTesponding to the user 

interaction with the swipe panel. 

12. The non-transitory computer readable medium of claim 11, 

5 wherein the executable code when executed by the processor further causes the 

processor to perform at least one additional step comp1ising providing an 

initiation web page to the presentation device, the initiation web page configured 

to register the presentation device and to establish a first connection with a web 

socket server, wherein: 

10 the remote web page is further configured to register the 

15 

20 

remote device a:s associated with the presentation device and to establish a second 

connection with the web socket se1ver; 

the first and second messages comply with a web socket 

protocol; and 

the presentation and remote web pages are provided to the 

presentation and remote devices, respectively, in response to a received indication 

of an interaction by the remote device with at least a portion of the initiation web 

page. 

13. The non-transitory computer readable medium of claim 11, 

wherein the received indication of the user interaction further comprises a 

received indication of at least one of: 

a horizontal swipe gesture resulting in a first panel 

transition on the remote device and the second message, when executed by the 

25 presentation device, is configured to cause the presentation device to execute a 

second panel transition; or 

30 

a vertical swipe gesture and the second message, when 

executed by the presentation device, is configured to cause the presentation device 

to execute a vertical scroll. 

14. The non-transitory computer readable medium of claim 11, 

wherein: 
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the remote web page is further configured to, when 

executed by the remote device, render an edit button on the display of the remote 

device: 

the presentation web page further comprises a first input 

5 field with obfuscated sensitive information: and 

10 

the remote web page is further configured to, when 

executed by the remote device and in response to receiving a user selection of the 

edit button, render an editable second input field with the sensitive information 

visible on the display of the remote device. 

15. The non-transitory computer readable medium of claim 11, 

wherein the remote web page is further configured to, when executed by the 

remote device, render a play button on the display of the remote device, the 

presentation web page and the remote web page comprise a video, the remote web 

15 page is further configured to, when executed by the remote device and in response 

to receiving a user selection of the play button, modify the swipe panel to display 

information retrieved using a uniform resource locator (URL), and the executable 

code vvhen executed by the processor further causes the processor to perform at 

least one additional step comprising: 

20 

25 

30 

receiving a third message from the remote device in 

response to a user selection of the play button: 

sending a fourth message to the presentation device in 

response to the third message, the fourth message indicating to the presentation 

device that the video has been initiated; 

receiving a fifth message from the presentation device, the 

fifth message including the URL; and 

sending a sixth message to the remote device in response to 

the fifth message, the sixth message including the URL. 

16, A system for facilitating a remote interface, the system 

compnsrng: 

a remote interface server computing device comprising a 

first processor and a first memory coupled to the first processor vvhich is 
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configured to be capable of executing programmed instructions comprising and 

stored in the first memory to: 

provide a presentation web page to a presentation 

device and a remote web page to a remote device, the remote web page configured 

5 to, when executed by the remote device, register the remote device as associated 

with the presentation device and render at least a swipe panel on a display of the 

remote device; and 

a web socket server computing device comprising a second 

processor and a second memory coupled to the second processor vvhich is 

10 configured to be capable of executing programmed instrnctions comprising and 

stored in the second memory to: 

receive a first message from the remote device in 

response to a user interaction with the swipe panel; and 

send a second message to the presentation device in 

15 response to receiving the first message, wherein the second message, when 

executed by the presentation device, is configured to cause the presentation device 

to perform an action on the presentation web page corresponding to the user 

interaction vvith the swipe panel. 

20 17. The system of claim 16, wherein the first processor is 

further configured to be capable of executing at least one additional programmed 

instruction comprising and stored in the first memory to provide an initiation vveb 

page to the presentation device, the initiation vveb page configured to register the 

presentation device and to establish a first connection with the web socket server 

25 computing device, wherein: 

the remote web page is further configured to register the 

remote device as associated with the presentation device and to establish a second 

connection with the web socket server computing device; 

the first and second messages comply with a web socket 

30 protocol; and 

the presentation and remote web pages are provided to the 

presentation and remote devices, respectively, in response to a received indication 
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of an interaction by the remote device with at least a portion of the initiation web 

page. 

18. The system of claim 16, wherein the rccci ved indication of 

5 the user interaction fmiher comprises a received indication of at least one of: 

a horizontal swipe gesture resu !ting in a first panel 

transition on the remote device and the second message, when executed by the 

presentation device, is configured to cause the presentation device to execute a 

second panel transition; or 

10 a vertical swipe gesture and the second message, when 

15 

20 

executed by the presentation device, is configured to cause the _presentation device 

to execute a vertical scroll. 

19. The system of claim 16, wherein: 

the remote web page is further configured to, when 

executed by the remote device, render an edit button on the display of the remote 

device; 

the presentation web page further comprises a first input 

field with obfuscated sensitive infom1ation; and 

the remote \veb page is fi1rthcr configured to, when 

executed by the remote device and in response to receiving a user selection of the 

edit button, render an editable second input field with the sensitive information 

visible on the display of the remote device. 

25 20. The system of claim 16, wherein the remote web page is 

further configured to, when executed by the remote device, render a play button 

on the display of the remote device, the presentation web page and the remote web 

page comprise a video, the remote web page is further configured to, when 

executed by the remote device and in response to receiving a user selection of the 

30 play button, modify the swipe panel to display information retrieved using a 

uniform resource locator (URL), and the second processor is further configured to 

be capable of executing at least one additional programmed instrnction comprising 

and stored in the second memory to: 
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receive a third message from the remote device in response 

to a user selection of the play button: 

send a fourth message to the presentation device in 

response to the third message, the fourth message indicating to the presentation 

5 device that the video has been initiated; 

10 

receive a fifth message from the presentation device, the 

fifth message including the URL; and 

send a sixth message to the remote device in response to the 

fifth message, the sixth message including the URL. 
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Description 

FIELD 

during t11e traversing with an equivalent JavaScript code. 
[0005] A non-transitory computer readable medium 
having stored thereon instructions transforming server 
side template to a ciient side template comprising ma

[0001] n1is tedmology generally relates to methods 5 chine executable code wi1ich when executed by a proc-
and devices for optimizing web content and, more par- essor, causes the processor to perform steps including 
iicularly, methods for transforming a server side template 
into a client side template and devices thereof. 

BACKGROUND 

[0002] Many web sites are increasingly sopt1isticated 
and provide rich user experiences. Accordingly, in web 
devEfopment, thE, use,r or client side, dynamic code is of
ten crafted for each specific case to provide rich user 
experi,mms. In prior technologiE,s, a dynamic HypE,rlE,xt 
Markup Language (HTML) based template (server Side 
tE,mplate) is used 1o describe, the, websitE,s 1o providE, rid1 
user experience. The dynamic HTML based template in-

obtaining a se,rver side template comprising a plura!ily oi 
Hypertext Markup Language (HTML) and logical instruc
tions responsive to a request for webpage received from 

10 a client device. The obtained server side template is 
parsed to generate a document object model. The parsed 
document object model is traversed to identify the, plu
rality of HTML and logical instructions. Tile obtained serv
er sidE, tE,mplate, is transformed to a client side template 

15 by replacing each of the identified plurality of HTML and 
IOfJical instructions during thE, 1ravE;rsin\J witf1 an E,quiva
lent JavaScript code. 

eludes references to variables, express conditions, de- 20 

scription of iterations and other types of HTML instruc-

[0006] A wE,b contE;nt se,rve,r includes a processorcou-· 
pied to a memory and configured to execute programmed 
instructions stored in the memory including obtaining a 
serve,r side template, comprising a plurality of Hypertext 
Markup Language (HTML) and logical mstructions re
sponsive, to a mquest for webpaiie rece,ived from a client 
device. The obtained server side template is parsed to 

lions. Accordingly, wiil1 the growth of client side web tech
nolOfJies, a neE,d of havinfJ cli,mt side templatE,s whid1 
would generate HTML directly on the browser grew as 
well. 
[0003] Most commonly, ti1e existing products working 
as client side templates are made of HTML extensions 
and am using JavaScript as logical language. However, 
as previously illustrated, the server side templates are 

25 generate a document object model. The parsed docu
ment object model is traversed lo identify ti1e plurality oi 
HTML and logical instructions. The obtained server side 
template is transformed to a clie,nt side template by re-

dynamic HTML base,d templates whicl1 do not share most 30 

peculiarities with the current client Side implementations. 
ThE,rE;fore with prior technologie,s, software devE,lop,m; 
were required to know multiple programming and markup 
languages in order to develop and transform the server 
side template, to client side, te,mplates. As noted earlier, 35 

witll many websites having a sophisticated layout to pro
vide rich use,r experi,mce, thE, manual transformation of 
both server side templates and client side templates of 
one into ano1hHr be,carm; a tedious task. Additionally, due 
to large amounts of lluman intervention (web develop- 40 

ers), the, metriods use,d in 1hH prior technologies also be
come inefficient and error prone. 

SUMMARY 

[0004] A rm,1hod for transforminfl server side, ternplatE, 
to a client side template includes obtaining, by a web 
content smve,r, a server sidE; templatE, comprisin\J a plu-· 
rality of Hyperte,xt Markup Language (HTML) and iogical 

45 

placing each of tl1e identified plurality of HTML and logical 
instructions during the trave,rsing with an equivalent 
JavaScript code. 
[0007] This tE,chnolcJ\lY provides a number of advan-· 
!ages including methods, non-transitory computer read
able medium, and a web content server for transforming 
template,s designed for the serve,r side e,xecution totem
plates that are suitable to be executed on the client side. 
Additionally, this tE,chnolOflY allows devE,lop,m; to use 
one language for both developing server Side pages and 
c:liE;nt side contE;nt. Furtr1er wi1h U1is 1edrnolofJY, the serv
er side templates can be transformed to client side tem
plates that allow the creation of complE,x wE,b page,s 
wl1ere the displayed data can cllange witllout the page 
being reloaded. Even further, with this technology by di
rectly transforming Hie server side, template to a client 
side template, an autonomous JavaScript based tem
plate is created for ti1e client side witi1out ti1e need of an 
intermediate template language to be reinterpreted on 
tr1e browsE,r of the client de,vicE,. 

instructions responsive to a request for webpage re- 50 BRIEF DESCRIPTION OF THE DRAWINGS 
ceived frorn a C!ieni device. The obtained server side 
template is parsed by the web content server to generate 
a docurne,nt object rnode,1. The, parsed document object 
model is traversed by the web content server to identify 
the plurality of HTML and logical instructions. ThE, ob- 55 

tained server side template is transformed by the web 
content ser✓E,r to a client side, 1ernplatE; by mplacinfl each 
of the identified plurality of HTML instructions and iogical 

2 

[0008] 

FIG. 1 is a block diagram of an environment with an 
ex:arnple of a wE,b cont,mt servE,r tr1at effectively 
transforms a server side template into a ciieni side 
template; 
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FIG. 2 is a block diagram of the example of the web 

conteni server shown in FIG. 1 ;and 

be used for the memorJ 20. 
[0013] The communication inte1iace 24 in the web con
tent server 14 is used to operatively couple and commu-

FIG. 3 is a flow chart of an example of a method for nicate between the web conteni server 14, plurality of 
transforming server side template into a client side 5 client computing devices 12(1)-12(n), and plurality of 
templaie; server devices 16(1)-16(11) via the communication nei-

FIGS. 4-5 are exemplary server side templates; and 

work 30. One or more of Hie communication network 30 

can include one or more nel:\lvorks, sucl1 as one or more 
local area networks (LANs) and/or wide area nel:\lvorks 

FIGS. 6-7 are exemplary client side templates tt1at 10 (WANs). By way of example only, the communication 

are transformed from the server side templates. 

DETAILED DESCRIPTION 

networks 30 can use TCP/IP over Ethernet and industry
standard protocols, including hypertext transfer protocol 
(HTTP), secure HTTP (HTTPS), wireless application pro-

tocol (WAP), and/or SOAP, althOU\Jh other typE,s and 
[0009] An exemplary environment '10 with a web con- 15 numbers of communication networks, such as a direct 

tent server 14 coupled to plurality of client computing 
devices 12( 1 )-12(n) and plurality of server devices 16( 1 )-
16(n) by communication ne,twork 30 is illustrated in FIG. 

1. Other numbers and types of systems, devices, and/or 

connection, modE,ms and phom; lim;s, E,-mail, and wim-
less and hardwire communication technology, eacl1 hav
ing thE,ir own communications protocols, can be usE,d. 
[0014] Tl1e plurality of client devices 12(1 )-12(n) ena-

elemenis in other configurations and environments with 20 ble a user to request, receive, and inieract with applica-

other communication network topologies can also be 

used. This technology provides a number of advantages 
inc!uding providing me,thods, non-transitory computer 

readable medium, and devices for transforming tern-

lions, web services, and content t1osted by the plurality 
of server devices 16(1 )-16(11) througl1 the web content 

server 14 via the communication m;twork 30, althoufih 
one or more of the plurality of client computing devices 

plates designed for ihe ser,1er side execution to tern- 25 12(1)-12(n) could access content and uiilize other types 

plates tt1at are suitable to be executed on ii1e client side. and numbers of applications from 0U1er sources and 
[001 OJ Referring more specifically to FIG. 1, the web could provide a wide variety of other functions for ihe 
content server 14 includes a central processing unit 
(CPU) 18 or processor, a memory 20, and a communi
cation interface 24, wi1ich are coupled togeU1er by a bus 30 

26 or other link, altl1ough other numbers and types of 
components, parts, devices, systems, and elE,mEmts in 
other configurations and locations can be used. 

[0011] The processor 18 of ihe web content server 14 

user. In some examples, the plurality of client computing 
devices 12(1 )-12(n) comprise mobiie computing devices 
witt1 Internet access ii1at enable web pages and other 

content stored by the plurality of server devices 16(1 )
i6(n) to be retrieved and rEmde,md. By way of example 
only, the plurality of client computing devices ·12( 1 )-12(n) 

can be smart phones, personal digital assistants, or com-
may execute one or more programmed instructions 35 puters. 

stored in the memory 20 for transforming templates de- [0015] Each of the plurality of ciieni computing devices 
sigm;d for the ser✓E,r side ex:ecution to tE,mplates tr1at arE, 

suitable to be executed on the client side as illustrated 
and described in thE, examples r1erein, althouiih othE,r 
types and numbers of functions and/or other operation 40 

can be performHd. The processor 18 of the, wE,b cont,mt 

server 14 may include one or more central processing 

units ("CPUs") or general purpose processors with one 
or more processing cores, such as Al\ilD@ processor(s), 
although other types of processor(s) could be used (e.g., 45 

Intel@). 

[0012] The memory 20 of the web content server 14 
stores tr1e programmed instructions and othm data for 

one or more aspects of the present tedrnology as de
scribed and illustrated herein, although some or ali of the 50 

12(1 )--12(n) includE,s a CPU, a rm;mory, an input device, 

a display device, and an input/output device, which are 
coup!ed tofiether by a bus or otf1er link, althougf1 om; or 
more of plurality of client computing devices 12(1 )-12(n) 
can include othm nurnbE;rs and types of components, 

parts, devices, systems, and elements in other configu

raiions. The CPU in the plurality of client compuiing de
vices 12(1 )-12(n) can execute a prngram of instructions 
stored in the memory of the plurality of client computing 

devices 12(1)-12(n) for one or more aspects of the 

present invention as described and illusirated l1erein, al
tr10u;Jh thE, CPU could e,xecutE, other numbers and types 

of programmed instructions. 
[0016] The inpui device in each oftl1e pluraliiy of clieni 
computing devices 12(1)-12(n) can be used to input se-

lections, such as a requesi for a particular web page, 
alii1ougt1 the input device could be used to input 0H1er 
types of requests and data and interact wiil1 other ele-

programmed instructions could be stored and executed 
elsewhere. A variety of differeni iypes of memory storage 
devices, sud1 as a non-volatile memory, random access 
memory (RAM) or a read only memory (ROM) in the sys

tE,m or a floppy disk, r1ard disk, CD ROM, DVD ROM, or 

oiher computer readable medium which is read from and 
written to by a magnetic, optical, or 0H1er readin\J and 
writing system that is coupled to the processor 18, can 

55 mEmts. The input device can include keypads, touch 

screens, and/or vocal input processing systems, al
tr10u;Jh otr1er type,s and numbe,rs of input dEivices can bE, 

used. 

3 
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[0017] The display device in each of the plurality of 
client computing devices 12(1)-12(11) can be used to 
show data and information to the user, sud1 as web pag-
es retrieved from the plurality of server devices 16(1)-
16(n) by way of example only. The display device in each 
of the plurality of client computing devices 12(1)-12(n) 
can be a mobile phone screen display, although other 
types and numbers of displays could be used dependmg 
on tile particular type of client device. 
[0018] n1e input/output device in ead1 of the plurality 
of client computing devices 12(1)-12(11) can be used to 
operatively couple and communicate between the plu
rality of client computing devices 12(1)-12(n), the web 
cont,rnt server 14, and the plurality of server dE;vices 
16(1 )-16(n) over the communication network 30. 
[0019] Each of thE; plurality of server dE;vices 16(1)-· 
16(n) provides content including web pages for use by 

grammed according to tile teachings of the embodi
ments, as described and illustrated 17erein, and as will be 
appreciated by U1ose ordinary skill in ti1e art. 
[0024] In addition, i',,vo or more computing apparatuses 

5 or devices can be substituted for any one of the devices 
in any embodiment described herein. Accordingly, prin
ciples and advantages of distributed processing, sud1 as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance of 

10 the devices of tt1e embodiments. Tt1e embodiments may 
also be implemented on computer apparatuses or devic
es that extend across any suitable network using any 
suitable interface mechanisms and communications 
technologies, includinfl by way of example only telecom--

15 munications in any suitable form (e.g., voice and mo-

one or more of thE; plurality of client computing dE;vices 
12(1)-12(n) via the web content server 14, althougl7 tl1e 
plurality of server devices 16(1 )-16(n) can provide other 20 

numbers and types of content and perform ott1er func
tions. Eacl1 of the plurality of server devices ·16(1 )-16(n) 

dem;), wireless communications media, wirelE;ss commu
nications networks, cellular commurncations networks, 
G3 communications m;1works, Public Switd1ed Telfr· 
pllone Network (PSTNs), Packet Data Networks (PDNs), 
the Internet, intranets, and combinations thereof. 
[0025] The embodiments may also be embodied as 
one or more non-transitory computer readable medium 
having instructions stomd th,m,on for one or more as-· 
peels of the present invention as described and illustrated 

can include a CPU, a memory, and an inputfoutpu1 de
vice, which are coupled together by a bus or other link, 
although each of the plurality of server devices 16(1)- 25 by way of tile embodiments herein, as described herein, 
16(n) could have other numbers and types of compo
nents, parts, devices, systems, and elements in other 
configurations and locations. 

which wt1en executed by a processor, cause the proces
sor to carry out the steps necessa1y to implement the 
methods of the embodiments, as described and illustrat
ed herein. [0020] The CPU in each of the plurality of server de

vices 16(1)-16(n) executes a program of instructions 
stored in the memory of the plurality of server devices 
16(1 )-16(n) forone or mom aspects of the present inv,m
t1on, as described and illustrated by way of the embodi
ments 17erein, althougl7 the CPU could execute other 
numbers and types of programmed instructions. 

30 [0026] An e,xemplary method for transforming tem
plates designed tor tl1e server side execution to tern-
plates that are suitablE; 1o be HxE;cute,d on thE; client side 
wili now be descnbed with reference to FIGS. 1-7. 
[0027] n1e e;,mmplary me,thod bEl\Jins a1 step 305 

[0021] Tile input/output device in eacl7 of the plurality 
of server device,s 16(1)-16(n) is used to operative,ly cou-

35 where tt1e web conte,nt server 14 receives a request for 
a web page from one of the p!urality of client computing 

ple and commurncate between the plurality of server de
vices 16(1)--16(n), tf1e we,b cont,mt smve,r 14, and Hie 
plurality of client computing devices 12(1)-12(11) via the 40 

communication ne,1work 30. 
[0022] Although embodiments web content server 14, 
the plurality of client computing devices 12(1 )-12(n), and 
ti1e plurality of server devices 16(1 )-16(n) are describe,d 
and illustrated herein, eacl7 of the web content server 14, 45 

the plurality of client computing devices 12(1 )-12(n), and 
the plurality of server devices 16(1)-16(n) can be imple
rm;nte,d on any suitable, compute,r apparatus or comput-· 
ing device,. It is to be unde,rstood ti1at tt1e apparatuses 
and devices of the embodiments described 17erein are 50 

for exemplary purposes, as many variations of the, spe
cific hardware and software used to imp!ement tile em
bodiments are possible,, as will be appreciated by ti1ose 
skilled in the relevant art(s). 
[0023] FurtherrnorB, each of1h€3 de;vices of1:hB ernbo!f- 55 

iments may be conveniently implemented using one or 
morE; ;ieneral purpose compute,rs, microprocessors, difl·· 
ital signal processors, and micro-controllers, pro-

4 

devices 12(1 )--12(n). In this e,xamp!e, the reque,stE;d we,b 
page is a l1ypertext markup language (HTML) or exten
sib!e markup lanfiuaiJe template, of wE;b pafie stored by 
one of the plurality of server devices 16(·1)-16(11). 
[0028] Upon receipt of thE; reque,st from one of the plu-
rality of client computing devices 12(1)-12(n), in step 310 
the web content server 14 obtains the template of the 
requested we,b page. In ti1is example, the web content 
server 14 obtains the requested web page by retrieving 
the, template, of requested web page from ti1e one of the 
plurality of server devices 16(1)-16(n) on behalf of the 
requesting onE; of the, plurality of client computin;J dE;vices 
12(1)-12(n).By way of e,xample only, the template of the 
requested webpage that is obtained by tile web content 
server 14 is illustrated in FIG. 4. Additionally, anothe,r 
example oft11e server side template obtained by the web 
content server 14 is illustrated in FIG. 5. /\s illustrate,d in 
FIGS. 4-5, the template (server side template) of the re
que,ste,d we,bpage obtained by the wE;b cont,mt se,r-mr 14 
includes full support of HTML tags and support of special 
tags that are able to pE;rform some spe,cial operations, 
sucl7 as iteration over a collection of items; evaluation of 
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logical conditions; set of variables; and print of variables, 
although the server side template can include other types 
and/or amounts of information. 
[0029] In step 315, the web content server 14 parses 
the obtained server side template and generates a doc
ument object model (DOM) based on the parsed content 
[0030] In step 320, the web content server 14 traverses 
through each line in the DOM to identify: the types of 
HTML instructions, such as static HTML instructions; 
HTML tags including any special tags, condition tag, it
eration tag; variable print instructions; and variable set 
instructions, althougti the web content server 14 can 
identify other types and/or amounts of instructions or oth
er information. By way of example only, lim, 402 in FIG. 
4 illustrates the condition tag and line 502 of FIG. 5 illus
trates the itmation tag tfiat is identified by tr1e wE,b content 
server 14. 

browser of the requesting one of the plurality of client 
computing devices 12(1)-12(n). 
[0033] In step 335, the web content server 14 forwards 
the client side template to the requesting one of the plu-

5 rality of c!ient computing devices 12(1 )-12(n) responsive 
to the received request for the webpage. Upon receipt of 
the client side template, the web browser in Hie request
ing one of the plurality of client computing devices 12(1)-
12(n) may execute the client side template resulting in 

10 the rendering of ti1e requested webpage. While the web 
browser of the requesting one of the plurality of client 
computing devices 12(1)-12(n) executes ti1e client side 
template, at a certain stage of the flow in the execution 
of the c:liEmt side te,mplate will tri;Jger Hie JavaScript code 

15 t11atwill retrieve data in JavaScript Object Notion (JSON) 
format from one of thE, plura!iiy of se,rver dE,vices 16(1 )
·16(n) hosting tl1e requested webpage, alil1ough the data 

[0031] In stE,p 325, tfie web content sE,rvHr 14 ge,m,r- can be obtained in other formats. Tr1is e,xample of tr1e 
ales JavaScript code representing the exact same pro- method ends m step 340. 
cedure illustrated in the HTML instructions in the DOM 20 [0034] Accordingly, as illustrated and described by 
as the client side template for eadi identified type of 
HTML instruction. By way of example only, the web con
tEmt server 14 iienerates thE, JavaScript code 602 illus-

way of the examples herein this technology effectively 
transforms templates designed for the server side exe
cution to templatE,s tfiat am suitable to be executed on 

trated in FIG. 6 for the condition tag in the HTML instruc- t11e client side. Additionally, this technology allows devel
tion illustrated in line 402 of FIG. 4. In this example, when 25 opers to use one language for both developing server 
ii1e web content server 14 encounters a condition tag 
while traversing the DOM, it generates a JavaScript frag
ment ti1ai illustrates ii1e condition and injects Hie inner 
content inside the condition tag as iliustrated in line 602 
of FIG. 6. Additionally, ti1e web content server 14 gener
ates a JavaScript code illustrated in FIG. 7 for the iteration 
tail illustrated in line 502 of FIG. 5. In this E,xample, wr1en 
the web content server 14 encounters an iteration lag 
whiie traversing the DOM, it invokes a specificaliy crafted 

side pages and client side content. Further with Uiis tech
nology, the server side templates can be transformed to 
client side templates that allow Hie creation of complex 
web pages where the displayed data can change without 

30 the page being reloaded. Even furti1er, witi1 this technol
ogy by directly transforming the server side template to 
a cliE;nt side template, an autonomous JavaScript basE,d 
template is created for the client side without the need 
of an intermediate template language to be reinterpreted 

utility function passing the whole iteration tag as a pa- 35 on ttie browser of Hie client device. 
rameter. The function will take care of interpreting the [0035] Having thus described the basic concept of the 
itmation codE; and transform it into a JavaScript itE;rator 
that will also evaluate all the inner content as illustrated 
in FIG. 7, by way of example only. The dynamic HTML 
based template extends the basic HTML instructions by 40 

adding logical commands such as conditions, iterations 
and transformations. The result of the server side inter
pretation of the HTML template is an HTML page that 
differs in ttie content by contextual factors. 

inw;ntion, it will bE, rathe,r apparemt to those skilled in tr1e 
art that the foregoing detailed disclosure is intended lo 
be, pres,rnted by way of e,xample only, and is not limiting. 
Various alterations, improvements, and modifications will 
occur and am intendE,d to those skilled in tr1e art, thoufih 
not expressly stated herein. Tl1ese alterations, improve
ments, and modifications are intended to be suggested 
hereby, and are wittiin ti1e spirit and scope of ttie inven-

[0032] In step 330, upon transforming each identified 
type of HTML instruction to an equivalent JavaScript 
code, the web content server ·14 transforms the server 
sidE; template to a cliE;nt side template by injecting tr1e 
generated JavaScript code in the obtained server side 
template, although the web content server 14 can inject 
oii1er types and/or amounts of information. In this exam
ple, the resulting client side tempiate includes a number 

45 lion. Additionally, the recited order of processing ele
ments or sequences, or the use of numbers, ietters, or 
other designations therefore, is not intended to limit the 
claimE,d processes to any order except as may bE, spec,
ified in the ciaims. Accordingly, ttie invention is limited 

50 only by the foilowing claims and equivalents thereto. 

of utility JavaScript functions that can receive parame
ters. By generating the client side template using this 
tE,chnique, this examplE; of the tedmology transforms a 55 

server side template into an autonomous JavaScript 
based client side template, without the ne~ed of an inter-
mediate template language lo be reinterpreted on the 

5 

Claims 

1. f\ metr10d for transforming server side tE,mplate, to a 
client side template, the metl1od comprising: 

obtaining, by a web content server, a server side 
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template comprising a plurality of Hypertext 
Markup Language (HTML) and logical instruc

tions responsive to a request for webpage re
ceived from a ciient device; 
parsing, by the web content server, the obtained 5 

server side template to generate a document 
object model; 
traversing, by the web content server, the gen

erated document object model to identify the plu-
rality of HTML and logical instructions; and 10 

transforming, by the web content server, the ob
tained server side template lo a client side tem
plate by replacing each of the identified plurality 
of HTML and logical instructions dur!ng the, tra-

plurality of Hypertext Markup Language (HTML) 

and logical instructions responsive to a request 
for webpage received from a client device; 
parsing the obtained server side template to 
generate a document object model; 
traversing the generated document object mod
el to identify the plurality of HTML and logical 

instructions; and 

transforming the obtained server side template 
to a client side template by replacing each of the 
identified plurality of HTML and logical instruc
tions during the traversing witf1 an equivalent 
JavaScript code. 

versing with an equivalent JavaScript code. 15 8. The medium asset forth in claim "!wherein traversing 

2. The method as set forth in ciaim 1 wherein traversing 
furthE;r comprises id,mtifyin;J, by the we,b cont,mt 

server, one or more instruction types in the identified 
plurality of HTML and logical instructions, wherein 20 

the one or more instruction types comprises a con

dition tag, an iteration tag, a variable print instruction 
and a variable se,t instruction. 

3. The method as set forth in claim 2 further comprising 25 

generating, by the web content server, ti1e equivalent 
JavaScript code configured to express a condition 
and inject an inner content of tf1e condition inside a 

branch of the condition when the identified one or 

furthE;rcomprise,s id,mtifyinfl one or mom instruction 

types in the identified plurality of HTML and logical 
instructions, whE;rnin tr1e om, or more, instruction 

types comprises a condition tag, an iteration tag, a 
variable print instruction and a variable set instruc-

tion. 

9. Tf1e medium as sE;t for1h in claim 8 furthE;rcomprising 

generating the equivalent JavaScnpt code config

ured to express a condition and inject an inner con
tent of the condition inside a brand1 of the condition 

when the identified one or more instruction types is 
the condition tag. 

more instruction types is ii1e condition tag. 

4. The rrn,thod as set for1h in claim 2 further comprisinfl 
generating, by the web content server, the equivalent 

30 10. The medium as setfortf1 in claim 8 fu;tt1er comprising 

generating the equivalent JavaScript code config
ured to invoke a specifically crafte,d utility function to 

pass the iteration tag as a parameter when the iden-

JavaScript code configured to invoke a specifically tified one or more instruction types is the iteration tag. 
crafted utility function to pass the, ite,ralion tag as a 35 

parameter when the identified one or more instruc- 11. The medium as setfor1h in claim 8 further comprising 

tion types is the ite,ration tair transforming the variable print instruction into a Java-
Script print instruction when the identified one or 

5. The method as set forlr1 in claim 2 furthE;r comprising 
transforming, by the web content server, the variable 40 

print instruction into a JavaScript print instruction 
when the identified one or more instruction types is 

the variable print instruction. 

6. The method as setfor1h in claim 2 further comprising 45 

transformin;J, by the we,b cont,mt se,rver, tf1e variable, 

set instruction into a JavaScnpt variable set instruc-
tion wh,m tr1e idemtified om; or more instruction types 
is tf1e variable set instruction. 

7. A non-transito;y computer madable medium i1aving 

stored thereon instructions for transforming server 
side template to a client side, template comprising 

machine executable code which when executed by 
a processor, causes the, proce,ssor to pe,rform steps 

comprising: 

obtaining a server side template comprising a 

50 

55 

more instruction types is the variablE; print instruc

tion. 

12. The medium as settorth 1n claim 8 further compnsing 
transforming the variable set instruction into a Java

Script variable set instruction when U1e identified one 
or more instruction types is the variable set instruc
tion. 

13. A web cont,mt server, comprising: 

a processor; 
a memory, wf1erein the memory coupled to the 
processor which are configured to execute pro
grammed instructions stored in tt1e memory 

comprising: 

obtaining a server side template compnsing 
a plurality of HypE;rle,xt Markup Lan;iuagE; 
(HTML) and logical instructions responsive 
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to a request tor webpage received from a 
eiient device; 
parsing the obtained server side template 
to generate a document object model; 
traversing the generated document object 5 

model to identify the plurality of HTML and 
logical instructions; and 
transforming the obtained server side tem
plate to a client side template by replacing 
each of ti1e identified pluraiity of HTML and 10 

logical instructions during tile traversing 
with an equivalent JavaScript code. 

14. The dEivicE; as SE,t forth in claim 13 wherein thE; proc
essor is further configured to execute programmed 15 

instructions stored in thE, rrnm1ory for thE; traw;rsing 
further comprises identifying one or more 1nstruct1on 
typE,s in U1e identifa,d plurality of HTML and lo;Jical 
instructions, wherein tl1e one or more instruction 
types comprises a condition tag, an iteration tag, a 20 

variable print instruction and a variable set instruc-
tion. 

15. The device as set forth in claim 14 wherein tl1e proc
essor is further configured to execute programmed 25 

instructions stored in the memory furti1ercomprising 
generating the equivalent JavaScript code config
ured to express a condition and inject an inner con-
tent of the condition inside a branch of tile condition 
when the identified one or more instruction types is 30 

the condition tag. 

16. The device as set forth in claim 14 wherein the proc
essor is further configured to execute programmed 
instructions stored in the memory furti1er comprising 35 

generating the equivalent JavaScript code config
umd to invoke a specifically crafted utility function to 
pass t11e iteration tag as a parameter when the iden
tifiE,d one or more instruction types is the, iteration ta;J. 

40 

17. The dEivicE; as se,t forth in claim 14 wherein thE; proc
essor is further configured to execute programmed 
instructions stored in the memory further comprising 
transforming the variable print instruction into a Java
Script print instruction wllen the identified one or 45 

more instruction type,s is ti1e variable print instruc-
tion. 

18. Tl1e device as set forth in claim 14 whe,rein the proc
essor is further configured to execute programmed 50 

instructions stored in the memory further comprising 
transforming the variable set instruction into a Java
Script variable set instruction wt1en the identified one 
or more instruction types is tile variable set instruc-
tioo. ~ 

7 

12 
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Description 

BACKGROUND 

[0001] Web site analyzers, whicl1 are often referred to 
as indexers, spiders, bois, or crawlers, for example, nav
igate web sites and collect information regarding their 
structure or conient. These analyzers have many uses 
including identifying security threats in a web site, eval
uating web pages associated with a web site for imple
mentation quality, and producing a lisi or sitemap of web 
pages of a web site that should be indexed by search 
engines, for example. In some instances, analyzers can 
be used to g,mE;rate c!ient--facin;J cont,mt, such as a list 
of available products with current offers in a retailer web 
site or a static v,,rsion of a retailer web site catalog that 
can be used as a catalog navigation menu by a mobile 
application associated with the, retailer or we,b site,, for 
example. 
[0002] However, curreni web site analyzers are I imiied 
lo inspecting static web page documents associated with 
web sites. As a result, current web site analyzers do not 
effectively e,xecutE; some web pa fies, including those web 
pages that include client-side JavaScript code. More spe
cifically, current web siie analyzers are unable to extract 
information from web pages that is t1idden inside tt1e cii
eni-side JavaScript code. In one particular example, a 
catalog navigation menu may be generated, when a web 
page is executed client-side, by downloading and 
processing a JavaScript Object Notation (JSON) re
source, which would not be accessible or executable by 
current web site, analyzers. Tf1erefom, current analyzers 
have lrnited functionality and visibility into certain web 

an output resource based on content of the analyzed web 
page included in that job. 
[0004] A non-transitory computer readable medium 
having stored thereon programmed instructions for ana-

5 lyzing web sites using web services and includes exe
cutable code that, when executed by at least one proc
essor, causes the processor to perform steps including 
determirnng when a job extracted from a stack is a pend
ing job. When the determining indicates that ihe job is a 

10 pending job, a web service indicated in tt1e job is executed 
by passing a URL included in the job as a parameter io 
the web service. Another job is extracted from a web 
service response, and the another job is inseried into ihe 
stack. ThewE;b service, is confi;Jured to obtain a web pafie 

15 to be analyzed based on the URL, execute the web page 
in an e,mulated ,JavaScript environment, and return thE; 
web service response. Wl1en the determining indicates 
that tf1e job is not a p,mdin;J job, a data collE;ctor e,vent 
handler indicated in that job is executed by passing that 

20 job as a parameter to ihe data collector event handler. 
Ti1e data collector event i1andler is configured to update 
an output resource based on content of the analyzed web 
pa;ie included in that job. 
[0005] A web site analyzer computing device includes 

25 one or more processors coupled to a memory and con
figured lo execute programmed instructions including 
and stored in the memory to determine when a job ex
tracted from a stack is a pending job. When the deter
mining indicates ihat the job is a pending job, a web serv-

30 ice indicated in the job is executed by passing a URL 
included in the job as a parameter to the web service. 
Another job is extracted from a web service msponse, 
and the another J0b is inserted into the stack. Tl1e web 

sites resulting in relatively inaccurate or incomplete re- service is configured io obtain a web page to be analyzed 
suits that have limited utility. 35 based on the URL, execute the web page in an emulated 

SUMMARY 

[0003] A rnetr10d for analyzin\J wE;b sitE;s using we,b 
services includes determining, by a web site analyzer 40 

computing dE;vice, wh,m a job extracted from a stack is 
a pending job. When the determining indicates that il1e 
job is a pending job, a web service indicated in the job is 
executed, by the web site analyzer computing device, by 
passing a Uniform Resource Locator (URL) included in 45 

the job as a pararm,ter to tf1e wE;b service. f\nothe,r job 

JavaScript environment, and return the web service re
sponse,. Wf1en thE; detE;rrninin;J indicatE;s tf1at Hie job is 
not a pending job, a data collector event handler indicated 
in that job is e,xecute,d by passin;J that job as a parameter 
to the data collector event handler. The data collector 
evEmt r1andler is configure,d to update an output re,source 
based on content of il1e analyzed web page included in 
that job. 
[0006] This iedrnology provides a number of advan
tages including providing methods, non-transitrny com
puter readable media, and web site analyzer computing 
devices that utilize web services and emulated JavaS
cript environrm;nts to more effectively analyze wE;b paiies 
of web sites. In particular, this technology extracts web 

is extracted, by the web site analyzer computing device, 
from a web service, msponse, and tr1e another job is in-· 
serled, by tt1e web site analyzer computing device, into 
ihe stack. The web service is configured to obiain a web 
page to be analyzed based on tt1e URL, execute the web 
page in an emulated JavaScript environment, and return 

50 page information, including informaiion inside client-side 

ii1e web service response. Wi1en the determining indi
cates thai the job is not a pending job, then a data col-
lec1or event hand!Br indicate3d in that job is ex:Bcu1ed, by 55 

JavaScript code, to facilitate a more tt1orough analysis 
of web sites. This technology also advantageously utiliz
es data collector event handlers that provide flexibility 
with respect to the type of provided output. 

the web site analyzer computing device, by passing that BRIEF DESCRIPTION OF THE DRAWINGS 
job as a parame,ter to the, data collector event handler. 
The data collector event handler is configured to update 

2 

[0007] 
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FIG. 1 is a block diagram of an environmeni with an 

exemplary web site analyzer computing device; 

FIG. 2 is a flow chart of an exemplary method for 

20 is iliustrated 1n FIG. ·1. Other numbers and types of 

systems, devices, and/or elements in other configura
tions and environments with other communication net

work topologies can also be used. This technology pro-
analyzing web siies using web services and tt1e ex- 5 vides a number of advantages including providing meU1-

emplary web site analyzer computing device of FIG. ods, non-transitory computer readable media, and web 

1; 

FIG. 3A is an exempla1y stack including a portion of 
a pending job generated based on a startup config- 10 

uration file; 

FIG. 38 is a portion of an exemplary web service 

response ;ienerate,d by the web service indicatE,d in 

the exemplary pending job 1n the exemplary stack of 15 

FIG. 3Aand usin;J 1hE, URL of1hE, HXE,mplary pending 

job in t11e exemplary stack of FIG. 3A; 

FIG. 3C is an exemplary siack including a portion of 

each of a plurality of exemplary jobs resulting from 20 

processing of ti1e exemplary web service response 

of FIG. 38; 

FIG. 4 iS a plurality of exemplary data collector event 

handlers that process a subset of the plurality of ex- 25 

emplary jobs included in the exemplary stacks of 

FIGS. 3C, 68, and 68; 

site analyzer cornpu ting devices that more effeciively an

alyze web sites using web services that execute web 

pages of the web sites in an emulated JavaScript envi
ronment in order to extract informaiion from client-side 

JavaScript code of the web pages. 

[0009] n1e web site analyzer compuiing device 12 in 

this particular example includes a processor 22, a mem

ory 26, and a communication intmface 28 which am cou-

pled together by a bus 30 or other commurncation link, 

although other numbers and types of compommts, parts, 

devices, systems, and elements 1n other configurations 
and locations can be usE,d. The processor 22 in the wE,b 

site analyzer computing device 12 executes a program 

of stored instructions for one or more aspects of this tech
nology as described and illustrated by way of U1e exam-

ples l1erein, although tl1e processor 22 could execute oil1-

er numbers and types of prowarnmE,d instructions. 

[001C!J Tl1e memory 24 in the web site analyzer com

puting device 12 stores these programmed instructions 

for one or more aspects of the present invention as de-

scribed and illustrated herein, although some or all of the 

programmed instructions could be stored and/or execui

ed elsewhere. A variety of different types of memory stor-FIG. 5 is an exemplary output resource generated 

by tt1e exemplary method for analyzing web sites 

using web services of FIG. 2. 

FIG. 6A is a portion of an exemplary web service 

response generated by the web service indicated in 

30 age devices, sud1 as a random access memory (RAl\/1), 
a read only memory (ROM), solid state drives, flasl1, or 

otr1er computer madable medium which is read from 

and/or written to by a magnetic, optical, or other reading 

a pending one of the exemplary jobs in U1e exemplary 35 

stack of FIG. 3C; 

and/or writing system that is coupled to the processor 

22, can be used for the memory 24 in the web site ana

lyzer computing device 12. 

FIG. 68 is an exemplar/ stack including a portion of 
each of a plurality of a plura!i1y of E,xemplary jobs 

resulting from processing the web service response 40 

of FIG. 6A; 

[0011] In this particular example, tf1e memory 24 in-

eludes a JavaScript environment emulator 32, a web 

SE,rvim Emgine 34, a data collector en;Jim, 36, data col

lector eveni handlers 38, and a startup configuration file 
40, althougf1 other types or numbers of module,s or ap--

FIG. ?A is a portion of an exemplary web service 

response generated by the web service indicaied in 
a pending one of the exemplary jobs in the exemplary 45 

plications can be included in the memory 24 in other ex

amples. Byway of example only, the JavaScript environ

meni emulator 32, web service engine 34, and/or data 

collector engine 36, can be implemented as executable 

modules of programmed instructions and/or configurable stack of FIG. 68; and 

FIG. 78 is an E,xemplarJ stack including a portion of 

each of a plurality of a plurality of exemplary jobs 

resulting from processing the web service response 

of FIG. ?A. 

DETAILED DESCRIPTION 

[0008] An exemplary Emvirornmmt 10 witf1 a web sitE, 

analyzer computing device 12 coupled to client devices 
14(1 )--14(n) via communication network(s) 16 and wE,b 

server devices 18(1 )-18(n) via communication networks 

hardware logic for one or more of aspects of ihe iechnol

OfJY describe,d and i!lustrated hE;rein, which am stomd in 

the memory 24 and executed by ti1e processor 22 in ihe 
50 web site analyzer computing device 12. 

[0012] The JavaScript environment emulator 32 in U1is 

example can include programmed instructions and/or 
hardware logic configured to simulate a JavaScript envi

ronment for executing JavaScript code that may be in-

55 duded in wBb pages 1 as described and illustrate3d in rnore 
detail below. By way of example only, a JavaScript en
vironmEmt E,mulator 20 is illustrate,d and describE,d in U.S. 

Pateni Application Serial No. 12/802,670 entitled, "l\ileil1-

3 
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ods For Uiilizing A JavaScript Emulator In A Web content 
proxy Server And Devices Thereof," which is incorporat
ed i1erein by reference in its entirety. 
[0013] The web service engine 34 in this example can 
inciude programmed instruciions and/or hardware logic 
configured to execute web services. Web services pro
vide a standardized way of integrating web-based appli
cations using extensible Markup Language (XML) and/or 
REpresentational State Transfer (REST) (e.g., using 
Java Universal Description Discovery and lniegraiion 
(jUDDI) and/or a Swagger TM framework for a description 
standard) over an lntemet Protocol (IP) backbone. 
[0014] In this particular example, the web service en
gine 34 exe,cutes web servicE,s tr1at exE,cute web pa;ies 
obtained from the server devices 18(1)-18(n) in an em
ulated JavaScr!pt ,rnvironment using 1hH JavaScript en-· 
vironment emulator 32, extract information from the web 
page,s, and return wE,b smvice rnsponses in a preconfig
ured format. By executing the web pages in an emulaied 

40 can be stored at and/or implemenied by a separaie 
device coupled to the web site analyzer computing device 
12 by one or more of ihe communicaiion network(s) 16 
and 20, such as one or more of the web server devices 

5 18(1)-18(n). 
[0019] The communication interface 28 in the web site 
analyzer computing device 12 is used to operatively cou
ple and communicate between the web site analyzer 
computing device 12, the client devices 14(1)-14(n) and 

10 the server devices 18(1)-18(n) via the communication 
network(s) 16 and 20, although other types and numbers 
of communication networks with other types and num
bers of connections and configurations can be used. Ad
ditionally, one or morE, of 1hE, communication network(s) 

15 16 and 20 can include one or more local area networks 
(LANs) and/or wide area networks (WANs). By way of 
example only, the communication network(s) "16 and 20 
can use TCP/IP over EH1erm,t and industry--s1andard pro-• 
tocols, including hypertext transfer protocol (HTTP), se-

JavaScript environment, tl1e web services are able to ex- 20 cure HTTP (HTTPS), wireless application protocol 
iract information from c!ient-side JavaScript code, as de
scribed and illustrated in more detail later. The returned 
wE,b SE,rvice msponses can include, pE;nding jobs, as wE,I! 
as stari and end jobs thai indicate data coiiector event 

(INAP), and/or SOAP, although other types and numbers 
of communication networks each having their own com
munications protocols, can bE, used. 
[0020] The client devices ·14(1)-14(n) in this example 

handlers 38 and include information regarding the ana- 25 enable a user to request, receive, and interact with ap
lyzed web pages that the data collecior eveni handlers 
38 use to generate an output resource, as described and 
illustrated in more detail later. 

plications, web services, and content hosted by the serv
er devices 18(1)-18(n) through the web site analyzer 
computing device 12 via one or more communication nei
work(s) 16, although one or more of the client devices [0015] The data collector engine 34 in this example 

can include programmed instruciions and/or hardware 
logic configured to process web service responses in
cludin;J the jobs included therein. Accordin;Jly, 1hE, data 
coliector engine 34 collects and executes pending jobs 
and calls the data collector event handlers 38 for start 

30 14(1)-14(n) could access content and utilize oti1er types 
and numbers of applications from other sources and 
could provide a wide variety of othE,r functions for U1e 
user. In some examples, il1e client devices ·14(1)-14(n) 

and end jobs, as described and illustrated in more deiail 35 

later. 
[0016] The data co!lector e,vent r1andlers 38 in this ex
ample are JavaScript functions ihat are called by the data 
collE;ctor en;Jine, 34 and take, in start and ,rnd jobs as 
parameiers. Based on the stari and end jobs passed as 40 

pararrn,tE;rs, the data collector e,vent handlers 38 updates 
an output resource, also as described and illustrated m 
more detail later. 
[0017] The startup configuration file 40 includes an in
dication of an initial web service to be called as well as 45 

a URL oian initial web page of a web site io be analyzed. 
Optionally, the startup configuration tile 40 fu1iher in
cludes a maximum number of web pages 1o procE;ss or 
a function ca!lback configured to validate the output re-
source, for example, although the startup configuration 50 

file 40 can also include ott1er information. 
[0018] One or more of the JavaScript environment em
ulator 32, web service engine 34, and/or data collector 
engine 36, can also have other types and numbers of 
functions as describe,d and i!lustrated herein. f\ddi1ional- 55 

ly, one or more of the JavaScripi environment emulaior 
32, web service Emgine 34, data collectoren;Jine, 36, data 
collector event handlers 38, or startup configuration tile 

4 

comprise mobile computing devices with Internet access 
that enable one or more web services to be accessed. 
By way of example only, the client devices 14(1)-14(n) 
can be smart pr1ones, personal difiital assistants, or corn-· 
puters. 
[0021] Ead1 of 1hH client devims 14(1 )--14(n) includes 
one or more processors, a memory, a user input device, 
a display device, and a communication intE;rface, which 
are coupled together by a bus or oiher communication 
link, although one or more of client devices 14(1)-14(n) 
can include 0U1er numbers and types of components, 
parts, devices, systems, and elements in other configu
raiions. n1e processor(s) in the client devices 14(1 )-14(n) 
can execute a program of instruciions stored in the mem
ory oftf1e client devicE,s 14(1)-14(n) for one or more as-
pects ofihis technology as described and illustrated t1ere
in, although the processor(s) could execute other num
bers and types of programmed instructions. 
[0022] The user input device in the client devices 14(1 )-
14(n) can be used to input selections, such as a requesi 
for a particular web site, although the user input device 
could be used to input otf1er typE,s of mquests and data 
and 1nteraci with ot11er elements. The user input device 
can include keypads, touch screEms, and/or vocal input 
processing systems although other types and numbers 
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of user input devices can be used. 
[0023] The display device the clieni devices 14(1)-
14(n) can be used to output data and information to the 

user, such as a requesied web page by way of example 
only. The display device in ti1e ciient devices 14(1 )-14(n) 

can be a phone screen display, aithough other types and 
numbers of display devices could be used depending on 

the particular type of ciieni device. The communication 

interface in the client devices 14( 1)-14(n) can be used to 
operatively couple and communicate between Hie ciient 
devices 14( 1 )-14(n ), the web siie analyzer compuiing de
vice 12, and the server devices 18(1)-18(n) over ti1e com
munication networks 16 and 20. 
[0024] The se,rver devices 18(1 )-18(n) provide cont,mt 

inciuding web pages for use by one or more of the ciient 
devices 14(1)-14(n) or to bE; analyzed by the web site 

analyzer computing device 12, alil1ough il1e server de
vice,s 18(1)--18(n) can provide other nurnbE;rs and types 
of functions. Each of il1e server devices 14(1)-14(11) in 

this example includes one or more processors, a mem
ory, and a communication inte1face which are coupled 

together by a bus or other communication link, althougl1 
each of the web sE;rv,,r devices 18(1 )-18(n) could have, 

other numbers and types of components, parts, devices, 

nications networks, G3 communications networks, Pub

lic Switched Telephone Network (PSTNs), Packet Daia 
Networks (PDNs), the Internet, intranets, and combina
tions ihereof. 

5 [0028] The examples of this tedmology described and 

illustrated herein may also be embodied as one or more 
non-transitory computer readable media having instruc

tions stored thereon for one or more aspects of this tecl1-

nology, as described and illustrated by way of the em-
10 bodiments herein, wtiich wtien executed by a processor, 

cause the processor to carry out the steps necessary io 
implement the methods of Hie examples, as described 
and iilustrated herein. 

[0029] An exemplary me,thod for analyzin\J web sites 
15 using web services will now be described with reference 

to FIGS 1-7. Reforring more specifically to FIG. 2, in step 
2001n this pa1iicularexample, the web site analyzer com
puting device 12 obtains the, startup confiiJuration file 40 
from the memory 24 or from another location or network 

20 device. The startup configuraiion file includes at least a 

Uniform Resource Locator (URL) associated witti a web 

site to be analyzed, such as a URL of a home web page 
for the web sitE;, and an indication of a web servicE; that 

is the irntial web service that will initiate t11e analysis of 
systems, and elements in other configurations and loca- 25 the web siie, as described and illustrated in more deiail 

lions. 
[0025] The processor in each of the server devices 
18(1 )-18(n) executes a program of instructions stored in 
the memory of the server devices 18(1 )-18(11) for one or 
more aspects of this technology, as described and illus

trated by way of the examples l1erein, altl1ough the proc
essor could execute othe,r numbers and types of pn}

grammed instructions. The communication inte1iace in 

each of the server devices 18( 1 )-18(n) is used to opera

tively couple and communicate between the server de
vices 18(1)-18(n), the web site analyzer computing de
vice, 12, and the, cliemt de,vicE;s 14(1)-14(n) via commu

nication networks 16 and 20. 
[0026] AIHiouiJh tfie e,xemplary web site analyzer corn-· 
puling device 12, client devices 14('1)-14(n), and server 
device,s 18(1)--18(n), am dE;scribed and illustrated hemin, 

each of the web site anaiyzer computing device 12, ciient 
devices 14(1)-14(11), and server devices 18(1 )-18(n), can 

be impiemented on any suitable computer apparatus or 
computing device. It is to be understood that the appa
ratuses and devices orn1e embodiments described tiere-

in are for exemplary purposes, as many vanaiions of il1e 
spe,cific hardware and software used to irnple,m,mt Hie 

embodiments are possible, as will be appreciated by 

later. Optionally, the startup configuration fi!e 40 can in
clude other configuration informaiion, such as a maxi
mum number of web pages to process or a function call
back configured to validate an outpui resource corre-

30 sponding to a resu!l of the analysis, for example, alUiough 

otl1er configuration information can also be included in 
the, startup configuration filE; 40. 

[0030] In step 202 in il1is example, the web site ana

lyzer computing device 12 inse1is a pending job including 
35 an indication of ttie web service and the URL included in 

the stariup configuration file into a last-in-first-out (LIFO) 

data structure, which is referred to hemin as a stack. nie 

LIFO structure facilitates a depth-first inspection of the 
we,b paiies of the, we,b site, as de,scribed and illustrated 

40 1n more detail later. In tl1is particular example, a job is a 

structurE;d re~cord that can have a type indicatinfl that Hie 
job is a pending job, a start job, or an end job. 
[0031] A pending job in this example includes at least 
an indication of a web service, an indication of an end-

45 point of the web service, and a URL of a web page to be 

analyzed, and optionally also inciudes a name or a ca

nonical URL associated with the URL of the web page 
to be analyzed. A start job in this exarnplE; includes at 

least an indication of one of ttie data collector event han-
ihose skilled in the relevant art(s). 50 dlers 38 and optionally also includes a name or the con

tent of an analyzed web page obtained based on the 
execution of the web page in the emulated JavaScript 
environment, as described and illustrated in more detail 
laier, In this example, an end job includes at least an 

[0027] nie examples of ii1is technology described and 

illustrated herein may also be implemented on compuier 
apparatuses or devices ti1at extend across any suiiabie 
nei'Nork using any suitable interface mechanisms and 
communications technologies, including by way of ex

ampie only telecommunications in any suitable form 
(e.ir, voim and modem;), wirele,ss communications rm;--
dia, wireless c.ommunications networks, cellularcommu-

55 indication of one of the data co!IBctor €3ven1: hc3ndlers 38, 
and optionally also includes a name. Other types of in-

5 

formation can also be included in one or mom of the, jobs 

and jobs having ot11er types can also be used in other 
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examples. 

[0032] Referring to FIG. 3A, an exemplary stack 300 
including a portion of a pending job generated based on 
ihe startup configuration fiie 40 is illustrated. In this ex
ample, ti1e web site analyzer computing device 12 gen
erates the job 302 to have a pending type, an indicaiion 
of Uie "root" web service included in the startup configu

ration tile 40, and the "http://acme.com" URL included in 

ihe startup configuration file 40. Subsequent to generai
ing the job 302, Hie web site analyzer computing device 
12 inserts the job 302 into the stack 300. 
[0033] Referring back to FIG. 2, in step 204 in this ex
ample, the web site analyzer computing device 12 deier
mines wfiethE;rthe,stack 300 is E;mpty. In tfiefirst iteration, 

the stack 300 will never be empty. Accordingly, it the web 
site analyzer computing de,vicE, 12 dE,termines tr1at U1e 

stack iS not empty, then the No branch is taken to step 
206. In step 206 in tfiis example, the web sitE; analyzer 

computing device 12 extracts a job from the stock 300, 

canonical URLs to facilitate subsequent identification of 

duplicaie jobs. By configuring the web services to include 
canonical URLs in definitions of jobs in web service re

sponses, and performing the comparison in step 210, ihe 
5 web site analyzer computing device 12 can avoid enter

ing an infinite loop thai could otherwise occur based on 
the topologies of some web site. Accordingly, if Uie web 

site analyze computing device 12 determines that the job 

302 extracted in step 216 is not a duplicate job, then ihe 
10 No brancti is taken from step 210 lo step 212. 

[0037] In step 212 in ihis example, the web site ana
lyzer computing device 12 executes a web service indi

cated in the job 302, which is the "root" web service in 
job 302 in this example. ThE; wE,b servicE; is configumd 

15 to obtain the web page corresponding to the URL includ
E;d in the, job 302, execute the web pagE, in an emulated 

JavaScript environment provided by tl1e JavaScript En
vironment emulator 32, and rE;turn a web ser✓iCE, m-· 

sponse. By executing the web page in an emulated Java-
which is pending job 302 in the first iteration in this ex- 20 Script environment, the web service is advantageously 

ample. 

[0034] In step 208 in tl1is example, the web site ana
lyze,r computin\J dE;vice 12 determines whE,the,r the ex

tracted job is a pending job based on a type identified in 

the job. In the first iteration, the job 302 generated based 
on ti1e information contained in Hie startup configuration 
file 40 will always be of a pending type. Other nomencla
ture can also be used in ottier examples to indicate Uiat 

a job includes an indication of a web service and a URL. 
Accordingly, if the web site analyzer computing device 

12 determines that the job 302 is a pending job, then the 
Yes branch is taken to stE,p 210. 

[0035] In step 210 m this example, t11e web site ana

lyzer computing device 12 optionaliy determines whether 
ti1e extracted job 302 is a duplicate job. In the first iteration 
in this example, the job 302 will never be a duplicate job. 

However, in subsequEmt iterations, a canonical URL in
cluded in the JOb can be compared by the web site ana
lyzer computing device 12 to a store,d sE;t of canonical 

URLs associated with previously analyzed web pages. 
ThE; canonical URL can be included in thE; job by a web 

service tl1at generate a web service response defining 

the job, as described and illustrated in more detail later. 
If the web site analyzer computing device 12 determines 
ihat the canonical URL included in ihe job matches one 
of Uie stored set of canonical URLs, Uien ti1e web site 

analyzer computing device 12 will determine that t11e job 
is a duplicatE, job and take the Yes branch from step 210 

back to step 204 witi1out performing steps 212 and 214 
for the job. 
[0036] However, if the web site analyzer computing de
vice 12 determines that the canonical URL included in 
ti1e job does not matcti one of the stored set of canonical 

URLs, then the web site analyzer computing device 12 
will dE;termine that the job is not a duplicate job. If thE, 

web site analyzer computing device 12 determines that 
thE; job is not a duplicate job, them the canonical URL. 

included in the job can be added to the stored set of 

able to collect information from Hie web page that is only 
accessible by executing client-site JavaScript code. Ac

cordin\Jly, tfie web site analyzer computinfl dE;vice 12 
calls the "root" web service in this example and passes 

25 the "http://acme.com" URL to the "rooi'' web service as 

a parameter. 
[0038] In step 214 in this example, ihe web site ana
lyzer computing device 12 extracts one or more jobs from 
the web service response and insert ihe job(s) into the 

30 stack 300 between start and end jobs. \Neb service re

sponses in this example include definitions of one or more 
job(s) and an indication of one of thE, data collector e,vent 

handlers 38, and optionally also include a description the 

analyzed web page or a hash generaied from ihe web 
35 page. Tl1e start and end jobs include an indication of one 

of the data collector event handlers 38 indicated in ihe 
web servicE, re,sponse outside of thE, job definitions. 

[0039] Referring to FIG. 3B, a portion of an exemplary 
wE,b service msponse, 304 ge,m,rated by U1e "root" web 

40 service indicated in the pending job 302 in the stack 300 

usin\J the "http://acmE,.com" URL of the p,mding job 302 
is illustrated. In this pa1iicular example, the "root" web 
service executes the web page corresponding to the "hi
tp://acme.com" URL. and returns the web service re-

45 sponse 304. The web service response ideniifies ihe 
"home" one of the data collector event handlers 38 (re

ferred to in FIG. 3B as the "type"). Tl1e web service re
sponse 304 does not include a hash, but tfie optional 
hash can be used, in addition to or in place of Hie canon-

50 ical UR Ls, to identify duplicated jobs based on web pages 

l1aving corresponding content. The web service 304 also 
does not include any description of the web page (refer

ring to in FIG. 3B as the "content"). However, the descrip
tion can include content of il1e web page to be passed 

55 1o one of Hie data co!!ector BvE:;r.t hc3nd!ers 38, c3s de3-· 
scribed and illustrated in more detail later. 
[0040] Additionally, the web se,rvice rE,sponsE, 304 in 

this particular examples includes two job definitions, each 
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of wl1ich identifies the same one of the data collecior 
eveni handlers 38 (referred to as the "action" in FIG. 38), 

whid1 is the "pip" data collector event l1andler. Ead1 of 
ihe jobs are defined to have a pending type and include 
a name, URL, and canonical URL, althougl1 other infor
mation can also be included in the job definitions in other 
examples. Optionally, the web services can be config

ured to define pending jobs based on specified criteria 

(e.g., type of URL associated with an identified the web 
page). 
[0041] Referring to FIG. 3C, ihe stack 300 including a 
portion of ead1 of t11e jobs resulting from processing of 
ihe exemplary web service response 304 of FIG. 38 is 
illustrated. In this particular E,xarnple, thE, wE,b site ana

lyzer computing device 12 inserts a sta1ijob 306, pending 
jobs 308 and 310 E,xtracte,d from the wE,b SE,rvice, rE,-· 

sponse 304, and an end job 312 into the stack 300. The 
p,mding jobs 308 and 310 include, an indication of thE, 

"pip" one of the data collecior event l1andlers 38 identified 

[0045] Referring to FIG. 5 an exemplary output re

source 500 is illusirated. In this particular example the 
output resource is an extensible Markup Language 
(XML) document, but ihe outpui resource can be a Java-

5 Script Objeci Notation (JSON) file, one or more records 

configured to be stored in a database, an e-mail or oiher 
electronic communicaiion, or any oiher type of resource 

ill other examples. 

[0046] Accordingly, the data collector event handler 
10 38( 1) in this example is configured in tl1is example io 

update the output resource 500 in this example to include 
a "<caialog>" start iag. In oiher examples, one or more 
of the data collecior event handlers 38, such as data col

lector evEmt handlers 38(3) and 38(5), for example, are 
15 configured to update t11e output resource based on con

tEmt of thE, analyzE,d web paiie inc!uded in tf1e job, as 
described and illusirated in more detail later. 
[0047] However, in H1is E,xarnplH, subsequent to exfr· 

cuting the data collector event handler 38(1) indicaied in 
in the definition of each of the jobs 308 and 310 in ihe 20 the exiracted job 306 in step 216, the web site analyzer 
web service response 304. The web siie analyzer com

puiing device ·12 inserts the pending jobs 308 and 310 
into tf1e stack betwe,en the start job 306 and the Emd job 
312. Eacl1 of the start job 306 and the end job 312 in-

computing device 12 again proceeds back to step 204 

and again determines wheil1er t11e stack 300 is empty. 
Since tf1e stack is not E,mpty subse,quent to the E,xtraction 

of job 306, the web site analyzer computing device 12 
eludes an indication of the "home" one of the data col- 25 will again take the no branch to step 206 and extract the 
lector event handlers 38 tl1at is identified in tl1e web serv

ice response 304. 
[0042] Referring back to FIG. 2, subsequent to updat
ing the stack 300 in step 214, the web site analyzer com-

job 308 from the stack 300. In this iteration, ihe extracied 
job 308 is a pending job and, accordingly, the web site 
analyzer computing device 12 will take U1e Yes brancl1 

from siep 208 to siep 210. Additionally, since the job 308 
puiing device 12 proceeds back to step 204 and again 30 is not a duplicate job, the web site analyzer computing 

deiermines whether t11e stack 300 is empty. In !his iier- device ·12 will take the No branch from step 210 to siep 

ation in this e,xarnple, the, web sitE, analyzer computinfl 
device 12 will again determine thai t11e stack is not empty 
and will proceed to extraci job 306 from the siack 300 in 

212. 
[0048] In step212 in ih1s iteration, il1eweb site analyzer 

computing device 12 will execute the "pip" web service 
step 205. In step 208, the web site analyzer computing 35 indicaied in ihe job 308 by passing the job 308 as a pa

device 12 again determines wheiher the job is of a pend- rameter. The "pip" web service in this iteration is config-

illfl type. Since job 306 is a start job, the, web site analyzer 
computing device ·12 determines in tl11s iteration that il1e 
extracted job is not a pEmding job and the, No branch is 
iaken io siep 216. 40 

urnd to obtain the web paiie cormspondinfl to thE, "ht-· 
tp://acme.comic2·141" URL included in the job 308, exe

cutes the we,b paiie in an emulated .JavaScript environ
meni, and returns a web service response, sucl1 as il1e 
web SE,rvice, re~sponse 600 illustrated in FIG. 6A, for ex-· 

ample. 

[0043] In stE,p 216 in tr1is e,xarnplH, thE, wE,b site ana

lyzer computing device 12 executes one of the data col

lector event handlers 38 indicated in the job 306, which 
is the "t1ome" one of the data collector event t1andlers 38 

[0049] In this example, the web ser,1ice response 600 

identifies a "pip" one of the data collector eveni handlers 
in this example. The data collecior event handlers 38 are 45 38, a descripiion of the web page, and four jobs including 

JavaScript functions tt1at configured to update an output two start and two end jobs. Referring back to FIG. 2, in 

resource, although the data collector event handlers 38 
can bE; written in othE,r languages and can bE; configumd 

io provide oiher functionality in other examples. 
[0044] Referring to FIG. 4, a plurality of exemplary data 
collector event handlers 38(1 )-38(fi) tl1ai process jobs is 

illustrated. Accordingly, in ihis example, the job is a start 
job indicating the "home" data collector eveni handlers 
38(1 ). Accordingly, the web site analyzer compuiing de

vice, 12 e,xecute,s tf1e data collE;ctor Eivent handlE,r 38(1) 

by passing the job 306 1n this iteration. Upon execution, 
thE, data collector ewmt handlE,r 38(1) updatE,s an output 

resource. 

step 2·14 in this iieration, the web site analyzer computing 
de,vicE, e,xtracts thE, four jobs from Hie web servicE; re.

sponse 600 and inserts U1e four jobs into tt1e stack 300 
50 between sta1i and end jobs that include an indication of 

the "pip" one of ihe data collector event handlers 38. 
[0050] Referring to FIG. 68, the stack 300 subsequent 
to step 214 in this iteration is illustrated. Accordingly, ihe 
four jobs defined in the web service response 600 are 

55 jobs 602 1 604, 606, and 608, and jobs 6021 604, 606 1 and 
608 are inserted into ihe stack 300 between start job 610 
and e,nd job 612. AccordinfJly, jobs 602--612 wil! bE; proc
essed before steps 3·10 and 312 resulting in a depth-tirsi 

7 
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inspection of t11e web site due to the LIFO structure of 
the stack. Referring back to FIG. 2, subsequent to ex
tracting the jobs 602, 604, 606, and 608 and inserting 
the jobs 602, 604, 606, 608, 610, and 612 into tl1e stack 
300, ttieweb site analyzer computing device 12 proceeds 
back to step 204. 
[0051] In U1is iteration, the web site analyzer computing 
device 12 will again determine that the stack 300 is not 
empty and take the No branch from step 204 to step 206. 
In step 206, ti1e web site analyzer computing device 12 
extracts job 610 from the stack. Job 610 is not a pending 
job and, accordingly, the website analyzer computing de
vice 12 wiil take the No branch from step 208 to step 216. 
In step 216 in tfiis iteration, 1hE, web site analyzer com
puting device ·12 executes the data collector event l1an
dler 38(3) cormspondinfJ to thE, "pip" data co!!ector event 
handler indicated in the job 6·10, as included based on 
the web service msponse 600, by passinfl tfie job 610 
as a parameter. 
[0052] As illustrated in FIG. 4, the data collector event 
tiandler 38(3) is configured to update Hie output resource 
to include the URL, name, and content from the job 610, 
as included in 1hE, definition of the job 610 in 1hE, web 
service response 600. Accordingly, tl1e exemplary output 

706, 708, 712, and 312. Subsequent to executing the 
data collector event handler 38(2) indicated in the job 
312 in step 216, the web site analyzer computing device 
12 proceeds back to step 204. Since t11ere are no pending 

s jobs in the stack 300 il!ustrated in FIG. 7B, the vveb site 
analyzer computing device 12 will not execute any web 
services wtiile processing jobs 710, 702, 704, 706, 708, 
712, and 312, and will not therefore insert any new jobs 
into the stack 300. 

10 [0056] Accordingly, in the next iteration subsequent to 
processing job 312, the web site analyzer computing de
vice 12 will determine in step 204 that the stack 300 is 
empty and the Yes branch wiil be taken to step 218. In 
step 218, tr1e wE,b sitE, analyzmcomputing device 12 pro--

15 vides the output resource. Tl1e output resource 500 can 
be provided to a bot, a spider, or an indE,xer, for ex:ample, 
or any other type of application. Alternatively, as in t11e 
example dE;scribe and illustrated r1erein, tfie output m-
source 500 can be used to generate a mobile navigation 

20 menu, aithough different types of output resources can 
be generated and the output resource 500 can be used 
for different purposes or to facilitate different functionality 
in o1hm examples. 
[0057] Tl1us, as illustrated and described herem this 

resource 500 illustrated in FIG. 5 is updated to include 25 technology provides a number of advantages including 
Hie second througi1 seventi1 lines of XML code, which 
correspond to the "http://ac
me.com/c2141/women dresses" URL, "women dress-
es" name, and "Create the perfect holiday wardrobe with 
20% off swim and beadiwear" description or content, 30 

and associated tags and XML code. 
[0053] Ref,minfl back 1o FIG. 2, subsequen11o E,xecut-
ing the data collector event handler 38(3) indicated in tl1e 
job 610, the web site analyzer computing device 12 again 
proceeds to step 204 and determines whether the stack 35 

is empty. Accordingly, the web site analyzer computing 
devicE, 12 mpeats steps 204, 206, 208, and 216, as de
scribed and illustrated earlier, for jobs 602,604, 606, 608, 
and 612. SubsequEmt to processing jobs 602, 604, 606, 
608, and 612, in another iteration, the web site analyzer 40 

computing device 12 will aiJain determine in step 204 tfiat 
the stack 300 is not empty and take the No brancl1 to 
step 206. 
[0054] In step 206 in this iteration, the web site analyzer 
computing device 12 extracts job 310 and performs steps 45 

208 and 210 for job 310. In step 212 in this iteration, the 
"pip" web service is executing by passing t11e "http:/iac
rm,.comic1550" URL indicatE,d in the job 310. The "pip" 
web service returns the web service response 700, as 
illustrated in FIG. 7 A in this example, which includes four 
jobs including two start and two end jobs. Accordingly, 
in step 214 in this iteration, the web site analyzer com
puting device 12 inserts Hie four jobs 702, 704, 706, and 
708 between start job 710 and end job 712, resulting in 

50 

the stack 300 illustrated in FIG. 7B. 55 

[0055] Accordingly, referring back to FIG. 2, the web 
site analyzE,r computing device 12 H1,m proceeds 1o per-
form steps 204,206,208, and 216 for jobs 710, 702, 704, 

8 

mettiods, non-transitory computer readable media, and 
web site analyzer computing devices that more effective
ly navigate web sites to collect information. With this tech
nology, web services execute web pages in emulated 
JavaScript environments, whidi advantageously allows 
the web services to access and evaluate client-side Java-
Script code and rE;sults in a morE, thorougfi and accurate 
inspection of tl1e web pages. 
[0058] Having thus described the basic concept of the 
invention, it will be rattier apparent to those skilled in the 
art that the foregoing detailed disclosure is intended to 
be pmsented by way of ex:arnple only, and is not limitinfJ. 
Various alterations, improvements, and modifications will 
occur and are intEmded to those skillE,d in 1hE, ar1, though 
not expressly stated herein. These alterations, improve
mEmts, and modifications are intended 1o be suiigestE,d 
hereby, and are within the spirit and scope of the inven
tion. Additionally, the recited order of processing ele
ments or sequences, or Hie use of numbers, letters, or 
other designations therefore, is not intended to limit the 
claimed processes to any order except as may be spec
ified in the claims. Accordingly, the invention is limited 
only by the followinfl claims and E,quivalEmts 1h,m,to. 

Claims 

1. A method for analyzing web sites using web servic
es, the method comprising: 

determining, by the web site analyzer computing 
dE,vice, wr1en a job E,xtracted from a stack is a 
pending job; 
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execuiing, by the web site analyzer compuiing 
device, a web service indicated in the job com
prising passing a Uniform Resource Locator 
(URL) inciuded in the job as a parameter to the 
·web service, extracting another job frorn a vveb s 
service response, and inserting the another job 
into the slack, wl1en the determining indicates 
that the job is a pending job, wherein the web 
service is configured to obtain a web page to be 
analyzed based on the URL, execute the web 10 

page in an emulated JavaScript environment, 

mdication of the web service, an indication of an 
endpoint of the web service, tile URL of the web 
page to be analyzed, a name, or a canonical 
URL; 
a start job comprising one or more of an indica
tion of the data coilector event handler, another 
name, or the conieni of the analyzed web page 
obtained based on t11e execuiion of the web 
page in the emulated JavaScript environment; 
or 
an end job comprising one or more of the indi
cation of tl1e daia collecior event handler or ihe 
another name. 

and return ti1e web service response; and 
executing, by tile web site analyzer computing 
dE;vice, a data collector e,vent handler indicated 
in tile job comprising passing the job as a pa
ramete,r to the data collector event r1andler, 
when the determining indicates that tile job is 

15 5. The metllod as set tort11 in claim 1, furil1er compris
ing: 

not a p,rndinfl job, whE;rein the, data collector 
event handler is contigured to update an output 
resource based on content of tile analyzed web 20 

page included in ti1e job. 

2. The metf1od as set fortr1 in c!aim 1, furtr1er compris
ing, wl1en the determming indicates that tile job is a 
pending job: 25 

determining, by the web site analyzer computing 
device, when the job is a duplicate job based on 
a canonical URL included in the job; 
storing, by tl1e web site analyzer computing de- 30 

vice, tl1e canonical URL, when the determining 
indicate,s H1at the, job is not a duplicate, job; and 
extracting, by the web site analyzer compuiing 
device, an additional job from the stack, without 
executing tl1e web service indicated in ihe job, 35 

extracting the another job from tile web service 
rE;sponse,, or insertinfl the anotf1er job into the, 
stack, wllen tile determining indicates that il1e 
job is a dup!icate job. 

40 

3. The metf1od as set fortr1 in c!aim 1, furtr1er compris-
ing, wl1en the determming indicates that tile job is a 
pending job, inserting, by the web site analyzer com
puting device, an end job into the slack before the 
another job and inserting a start job into the stack 45 

after tt1e another job, wherein the stari and end jobs 
identify anotller data collector event llandler indicat-
ed in 1hH wE;b service response. 

4. The metllod as set forth in claim 1, wherein the data 50 

collector eveni handler is a JavaScript function, ihe 
web ser,1ice response comprises one or more of the 
anoH1er job, an indication of another daia collector 
event handler, a description tile web page, or a hash 
f~enerate3d frorn the3 web page, and the job corn prises 55 

a struciured record and is: 

a pending job comprising one or more of the 

obtainin\J, by U1e web site analyze,r computin\J 
device, a stariup contiguraiion file compnsing 
one or more of an indication of tile web service, 
the URL, a maximum number of web pages to 
process, or a function callback configured to val
idate, the output msource; 
generating, by the web siie analyzer computing 
device, the job to have a pending type, an indi
cation of ihe web service, and U1e URL; and 
inserting, by tile web site analyzer computing 
device, tl1e job into U1e slack. 

6. The mett1od as sei forth in claim 1, further compris
ing: 

determining, by the web site analyzer computing 
device, when the stack is empty; and 
providing, by ihe web site analyzer computing 
device, tile output resource when the determin
in\J indicates that the stack is empty, wh,m,in 
the output resource comprises an extensible 
Markup LanfiuagE; (XML) document, a JavaS
cript Object Notation (JSON) file, one or more 
records confi;Jured to be stored in a database, 
or an e-mail or other elecironic commurncat1on. 

7. A non-transitory computer readable medium having 
stored tllereon programmed instructions for analyz
ing web sites using web services comprising execui
able code that, when executed by at leasi one proc
e,ssor, causes the processor to pE;rform steps com
prising: 

determining wl1en a job extracted from a stack 
is a pending job; 
executing a web service indicated in ihe job 
comprising passing a Uniform Resource Locator 
(URL) included in tf1e job as a paramHtE;r to U1e 
web service, exiract1ng anoil1er job from a web 
servicE; msponse, and insmting thE; anotr1er job 
into the stack, when the determining indicates 
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that ihe JOb is a pending job, wherein the web 
service is configured to obtain a web page to be 
analyzed based on ttie URL, execute ti1e web 
page in an emulaied JavaScript environment, 
and return the vveb service response; and s 
execuiing a daia coliector event handler indicat-
ed in the job comprising passing the job as a 
parameter to the data coilector event handler, 
when the determining indicates that the job is 
noi a pending job, wi1erein the data collecior 10 

event handler is configured to update an output 
resource based on content of ttie analyzed web 
page !ncluded in the job. 

endpoint of t11e web service, the URL of the web 
page to be analyzed, a name, or a canonical 
URL: 
a start job compr!sing one or more of an indica
tion of Hie data coilector event handler, anoiher 
name, or the content of the analyzed web page 
obtained based on the execuiion of ti1e web 
page in the emulaied JavaScript environment; 
or 
an end job comprising one or more of ti1e indi
cation of the data collector event handler or the 
another name. 

11. Tfie norHransitor1 compute,r readable rned!urn as 
8. The non-transitory computer readable medium as 15 seitorth in claim 7, further having stored thereon one 

sE;t for1h in claim 7, further having stomd thereon one 
or more additional programmed instructions com
prising executablE, code tha1, wr1en executed by thE, 
processor further cause the processor to perform 
one or more additional steps compris!ng, when the 20 

determining indicates that ttie job is a pending job: 

dE;termininfl when the job is a duplicate job 
based on a canonical URL included in the Job; 
storing the canonical URL, when the determin- 25 

ing indicates that the job is not a duplicate job; 
and 
extracting an additional job from the stack, witi1-
out executing the web service indicated in the 
job, exiracting the another job from the web serv- 30 

ice response, or inseriing the another job into 
the, stack, wfien the de,term!nin;J indicatE;s tfiat 
the job iS a duplicate JOb. 

9. Ti1e non-transitory computer readable medium as 35 

set forth !n claim 7, further having stored thereon one 
or more addit!onal programmed instruc1ions com
prising executable code ihat, when execuied by il1e 
proce,ssor further cause the processor to pe,rform 
one or more addiiional steps comprising, when the 40 

determining ind!cates tha1 tfie job is a pendinii job, 
inserting an end job into the siack before the another 

or more additional prowammed !nstruc1ions com
prising executable code tl1ai, when execuied by il1e 
proce,ssor further cause tfie processor to perform 
one or more additional steps comprising: 

obtaining a startup configuraiion file comprising 
one or more of an indication of the web service, 
Hie URL, a maximum numbe,r of web pages to 
process, or a function callback configured to val
!date the output resource; 
generating the job to tiave a pending type, an 
indication of the web service, and the URL; and 
inserting Hie job into the stack. 

12. The non-iransitory computer readable medium as 
set forth in claim 7, furiherl1aving stored t11ereon one 
or mom additional programme,d instructions corn-· 
prising executable code that, when executed by the 
processor further cause the processor to pe1forrn 
one or more additional steps comprising: 

detmmining when Hie slack is e,mpty; and 
providmg the output resource when the deter
mininfl indicatE;s tha1 thE, stack is E,mpty, wherein 
the output resource comprises an eXiensible 
Markup Languafie (XML) docum,mt, a JavaS-· 
cript Objeci Notaiion (JSON) file, one or more 

job and insert!ng a start job into the stack after the records configured to be stored !n a database, 
anoHier job, wherein ttie start and end jobs ideniify or an e-mai! or oHier electronic communication. 
another data collector event handler indicated in the 45 

web service response. 13. f\ web site analyzer computing device, comprising 

10. The non-transitory compute,r readable medium as 
set forth in claim 7, wi1erein the data coilector event 
handler is a JavaScript function, the web serv!ce re- 50 

sponse comprises one or more of ihe anoti1er job, 
an indication of another data collectorevent handler, 
a description ttie web page, or a hash generated 
from the web page, and the job cornpr!ses a struc-
ture,d record and is: 

a pending job comprisin;J one or mom of tr1e 
indication of the web service, an indication of an 

55 

10 

one or more processors coupled to a memory and 
configured to execute prowarnmE,d instructions 
comprising and stored in ihe memory to: 

determine when a job extracted from a stack is 
a pending job; 
execute a web service indicated in the job and 
pass a Uniform Resource Locator (URL) includ
E;d in 1hE, job as a parame,ter to 1hH web SE,rvice, 
extract another job from a web service response, 
and insert thE; anotfier job into the stack, wr1en 
the determining indicates that the job is a pend-
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ing Job, wherein the web service is configured 
to obtain a web page to be analyzed based on 
ttie URL, execute the web page in an emulated 
JavaScript environment, and return the web 
service response; and 5 

execute a data collector event handler indicated 
in the job and pass the job as a parameter to the 
data coilector event handler, when the determin-

lion of the data collector event handler, anotl1er 
name, or the content of the analyzed web page 
obtained based on the execution of ti1e web 
page in the emulated JavaScript environment; 
or 
an end job comprising one or more of the indi
cation of ti1e data collector event handler or the 

another name. 
ing indicates that the job is not a pending job, 
wherein Hie data collector event handler is con
figured to update an output resource based on 
content of the analyzed web page included in 
the job. 

10 17. Ttie web site analyzer computing device as set fori11 
in claim 13, wherein the processor are further con
figured to execute one or more additional pro
grammed instructions comprising and stored in the 

14. The web Sile analyzer computing device as set forth 
in claim 13, whe,min thE; processor are furthE,r con-· 
figured to execute one or more additional pro
wammed instructions comprisin\J and store,d in thE, 
memory to, when the determining indicates that tl1e 

15 

job is a pending job: 20 

determine when the job iS a duplicate job based 
on a canonical URL included in thE, job; 
store t11e canonical URL, when the determining 

memory to: 

obtain a startup confi;Juration file cornpr!sing 
one or more of an indication of the web service, 
Hie URL, a maximum numbe,r of web page,s to 
process, or a function callback configured to val
idate the output resource; 
generate ttie job to l1ave a pe,nding type, an in

dication of the web service, and the URL; and 
inser1 Hie job into the stack. 

indicates that the job is not a duplicate job; and 25 18. The web site analyzer computing device as set forth 
extract an additional job from ttie stack, witl1out 
executing the web service indicated in the job, 
extracting the anoi11er job from ttie web service 
response, or inserting the another job into the 
stack, wtien ttie determining indicates Hiat the 
job is a duplicate JOb. 

15. The web Sile analyzer computing device as set forth 

30 

in claim 13, wherein the processor are further con
figured to execute one or rnore additional pro- 35 

grammed instructions comprising and stored in the 
memory to, when the det,mnining indicatE,s trial thE, 
job is a pending Job, insert an end job into the stack 
be,fore thE; another job and insert a start job into Hie 
stack after tl1e another job, wherein the start and end 
jobs identify anothe,r data colle,ctor Eivent handler in-
dicated in the web service response. 

16. Tl1e web site analyzer computing device as set forth 

40 

in claim 13, wherein the data collector event handler 45 

is a JavaScript function, the web service response 
comprises one or more of tl1e another job, an indi
cation of anothe,r data col!ector HvEmt riandlE;r, a dE,-· 

scription the web page, or a hash generated from 
the web page, and the job comprises a structured 50 

record and is: 

a pending job comprising one or more of the 
indication of the web service, an indication of an 
endpoint of the wE,b smvim, the URL ofthE; web 55 

page to be analyzed, a name, or a canonical 
URL; 
a start job comprising one or more of an indica-

11 

in claim 13, wtierein the processor are further con
figured to execute one or more additional pro
grammed instructions comprising and stored in the 
memory to: 

determine when the stack is empty; and 
providE; the, output msource when thE; determin-· 
mg indicates that the stack is empty, wherein 
the output resource comprises an extensible 
Markup Language (XML) document, a JavaS
cript Object Notation (JSON) file, one or more 
records confi;Jured to be stored in a database,, 
or an e-mail or other electronic commurncation. 
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Obtain a Startup Configuration File Including an Tndication ofa Web Service and a URL 
Associated with a Web Site to be Analyzed 200 

~ 

Insert a Pending Job Including an Indication of the Web Service and the URL into a Stack 
202 

I 
l' --------- y Provide the Output Resource 

-----St k'" ""04 --<:::~ .ac i::rnpty, £.__,_ ----- 218 

N I 
Extract a Job from the Stack 206 

i 
y ----------~ding Job? 2~~ 

N r 
Execute a Data Collector Event Handler Indicated in the Job 216 -

1 
~uplicate Job? 210 

y --- Nl 
Execute a Web Service Indicated in the Job and Configured to Obtain a Web Page 

based on a URL Included in the Job, Execute the Web Page in an Emulated 
JavaScript Environment, and Return a Web Service Response 212 

i 
Extract One or More Jobs from the Web Service Response and Insert the Job(s) into 
the Stack Ber-veen Start and End Jobs that Include an Indication of a Data Collector ---

Event Handler Indicated in the Web Service Response 2 l 4 

FIG.2 

13 
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{ 

} 

/ P!:NDING 
302 

., 

"type": "home" r 
"hash": "", 
"content": null, 
"jobs'': [{ 
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rom 

FIG.3A 

"name": ''women dresses", 
"type": "PENDING", 
"action": "plp", 

300 

I 
oop1racn18 .com 

304 

I 

"url": "http://acme.com/c214l/women dresses", 
"curl": "http://acme.com/c214 l" -

} , { 

306 

308 

310 

312 

"name": "food & wine", 
"type": "PENDING", 
"'action": "plp", 
"url": "http://acme.com/c1550/food wine", 
"curl": "http://acrne.com/cl550" -

FIG.3B 

~ 
START hornl!J I 300 ,, 

I ': 

PENDING plp- rmp:i.'acme .comic.2141 

f'E.tiDl~JG pip hUp:/tacme .comic 1 .550 I 
! I• 
( 

i 
! 

ENO hame I 
l< 

FlG.3C 
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function home_start(job} { 
out.write( '<catalog>');~ 

} 38( l) 

function home_end(job) { 
out. write(' </catalog>') ;~38(2) 

} 

function plp_start(job) { 
out.write{'<plp url='" + job.url + "'>'); 

} 

out.write('<name> 1 +job.name+ '</name>'); 
out.write('<description>' +job.content+ '</description>'); 

function plp_end(job) { 
out.write('</catalog>');.....__ 

} ...____ 38(4) 

~ 
38(3) 

function pdp_start(Job) { 
out.write('<product>'): 
out.write('<name>' +job.name+ '</name>'); 
for (var i=0; i<job.content.sizes.length; i++) 

out.write('<size>' + job.content.sizes[i] + '</size>'); 
if (job.content.bottles) 

out,write('<bottles>' +job.content.bottles+ '</bottles>'); 
out.write('<price>' + job.cootAnt.price + '</price>'); 
out.write("</product>')· """-, .........._38 ,,, 

} . (.// 

function pdp_end {job) { " 3816) 
II do nothing \ 

} 

FIG. 4 

15 
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500 

I 
<catalog> 

<plp url="http://acme.com/c2141/women_dresses"> 
<name>wornen dresses</name> 
<description> 

Create the perfect holiday wardrobe with 20% off 
swim and beachwear. 

</description> 
<product> 

<name>Long Sleeve Bow Dress</name> 
<size>small</size> 
<size>medium</size> 
<price>65$</price> 

</product> 
<;product;. 

<name>Boucl~ Longline Coat</name> 
<size>small</size> 
<size>medium</size> 
<price>125$</price> 

</product> 
</plp> 
<plp ud="http://acme.com/cl550/food_wine"> 

<name>food &amp; wine</name> 
<description> 

Save 25% when you raise a glass with this special 
discount on wine, champagne and beer. 

</description> 
<product> 

<name>Vinalta Malbec</name> 
<bottles>6</bottles> 
<price>48$</price> 

</product> 
<product> 

<name>Conte Priuli Prosecco</name> 
<bottles>4</bottles> 
<price>125$</price> 

</product> 
</plp> 

</catalog> 
Fig. 5 
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METHODS FOR SYNCHRONIZING WEB SESSIONS AND DEVICES THEREOF 

[0001] This technology generally relates to methods and devices for synchronizing web 

pages and, more particularly, to maintaining session data in web sessions synchronized between 

5 computing devices. 

BACKGROUND 

[0002] Many computing device users are increasingly using and switching between 

multiple computing devices such as mobile phones, tablets, and desktop computers. In order to 

10 improve the user experience, many devices are able to maintain continuity vvith respect to a web 

browsing experience. Accordingly, functionality, such as Handoff1
M provided in recent 

operating systems on computing devices made available by Apple lnc. of Cupertino, California, 

has been developed to allovv' users to load a web page on one device and continue browsing the 

same web page by selecting an icon on another device. For example, a user may ,vant to view a 

15 web page currently rendered on a mobile phone on a desktop computer instead, since the desktop 

computer may have a larger display. in another example, a user may want to switch from a 

tablet to a desktop computer to take advantage of the attached keyboard in order to input ] arge 

amounts of data. 

10003] Currently, continuity is maintained by providing a receiving device with a 

20 unifonn resource locator (URL) of the web page that the user want~ to load on the receiving 

device. Fiowever, user web sessions are not currently transferable as associated session 

infon:nation is not maintained. Accordingly, the user experience is reduced for certain web pages 

associated with user sessions and having session information. For example, a user's web 

browsing experience cannot be effectively continued on a receiving device for a web page 

25 associated with a shopping cmt and having session infom1ation such as the items the user has 

added to the shopping cart Should the receiving device receive the URL for the shopping cart 

web page, the user session information vvill not be maintained and the user may have to repeat an 

operation, such as adding an item to the shopping cart, which is undesirable. 

SUMMARY 

30 [0004] A method for s111chronizing web sessions includes receiving, vvith a vveb session 

synchronization apparatus, a request to establish a first web socket connection with a sending 
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device and establishing the first web socket connection in response to the request. A request to 

establish a second web socket connection is received, with the web session synchronization 

apparatus, from a receiving device and the second web socket connection is established with the 

receiving device in response to the request. The request to establish the second v,,cb socket 

5 connection also includes the synchronization identifier. The sending device is notified when the 

second web socket connection is established. One or more cookies including session 

information are received, with the web session synchronization apparatus, as well as a redirect 

uniform resource locator (URL) from the sending device in response to the notification and over 

the first web socket connection. The one or more cookies and the redirect URL are forwarded, 

10 with the web session synchronization apparatus, to the receiving device over the second web 

socket connection, wherein the redirect URL is associated with a web page that, when executed 

by the receiving device, is configured to comprise the session information. 

[0005] A web session synchronization apparatus includes a processor coupled to a 

memmy and configured to execute programmed instructions stored in the memory, including 

15 receiving a request to establish a first web socket connection with a sending device and 

establishing the first vveb socket connection in response to the request. A request to establish a 

second web socket connection is received from a receiving device and the second web socket 

conne:ction is established with the receiving device in response to the request. The request to 

establish the second web socket connection also includes the synchronization identifier. The 

20 sending device is notified when the second web socket connection is established. One or more 

cookies including session information are received as well as a redirect unifom1 resource locator 

(URL) from the sending device in response to the notification and over the first web socket 

connection. The one or more cookies and the redirect URL are forwarded to the receiving device 

over the second web socket connection, wherein the redirect URL is associated with a web page 

25 that, when executed by the receiving device, is configured to comprise the session information. 

[0006] A non-transitory computer readable medium having stored thereon instructions 

for synchronizing ,veb sessions comprising machine executable code which when executed by a 

processor, causes the processor to perform steps including receiving a request to establish a first 

web socket connection with a sending device and establishing the first web socket connection in 

30 response to the request. A request to establish a second web socket connection is received from 

a receiving device and the second web socket connection is established vvith the receiving device 

in response to the request. The request io establish the second web socket connection also 

includes the synchronization identifier. The sending device is notified 1.vhen the second web 
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socket connection is established. One or more cookies including session infom1ation are 

received as well as a redirect unifonn resource locator (URL) from the sending device in 

response to the notification and over the first web socket connection. The one or more cookies 

and the redirect URL arc forwarded to the receiving device over the second web socket 

5 connection, wherein the redirect URL is associated with a web page that, when executed by the 

receiving device, is configured to comprise the session information. 

[0007] This technology provides a number of advantages including methods, non-

transitory computer readable media, and devices that facilitate synchronization of web pages 

with session infixmation betvveen computing devices. This technology allows users to maintain 

10 continuity of a web browsing experience between computing devices. By maintaining session 

information, a user's web browsing experience across computing devices is improved since the 

user Viill not have to repeat operations performed vvithin a web site and, instead, can continue a 

web browsing experience without loss of session infonnation. Additionally, web socket 

connections are advantageously used to facilitate synchronization of a web session, without 

15 requiring that session information be stored server-side, thereby providing increased security. 

20 

BRlE:F ffESCRIPTION O:F THE DRAWINGS 

f0008] FIG. l is a block diagram of a netvvork environment with an exemplary web 

session synchronization apparatus with sending and receiving device session content and 

synchronization web pages and a web socket server; 

[0009] FlC. 2 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus with a web socket server and a web content server vvith 

sending and receiving device session content and synchronization web pages; 

[0010] FTG. 3 is a block diagram of a netvvork environment vvith an exemplary web 

session synchronization apparatus with a web content server with a web socket server, sending 

25 device session content web page, and sending device synchronization web page and another web 

content server with a receiving device session content web page and receiving device 

synchronization web page; 

[0011] FlG. 4 is a block diagram of a network environment ,vith an exemplaiy web 

session synchronization apparatus with a web content server with a web socket server, receiving 

30 device session content Vv'eb page, and receiving device synchronization web page and another 
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web content server with a sending device session content vveb page and sending device 

synchronization web page; 

[0012] flG. 5 is a block diar:,Tfam of a network environment with an exemplary ,veb 

session synchronization apparatus with a web socket server, a web content server with a 

5 receiving device session content web page, and receiving device synchronization ,vcb page, and 

another web content server with a sending device session content web page and sending device 

sy11chronization web page; 

15 

20 

10013] FIG. 6 is a flow chart of an exemplary method for initiating transfer of a web 

session by a sending device to a receiving device; 

10014] FIG. 7 is an exernplary sending device session content web page: 

10015] FIG. 8 is an exernplary sending device synchronization web page; 

[0016] FIG. 9 is a flow chart of an exemplary method of sending session information to a 

receiving device using a connection between a sending device and a web socket server; 

[0017] flG. 10 is an exemplary receiving device synchronization web page; 

[0018] flG. 11 is a flow chart of an exemplary method of receiving by a receiving device 

session information using a connection with a web socket server; 

[0019] FIG. 12 is an exemplary receiving device session content web page; and 

[0020] FIG. 13 is a flow chart of an exemplary method of facilitating synchronization of 

a web session between sending and receiving devices by a "veb socket server. 

DETAILED DESCRIPTION 

[0021] An exemplary network environment with a web session synchronization 

apparatus 100 coupled to a sending device 102 and a receiving device 104 is illustrated in FIG. 1. 

ln this example, the web session synchronization apparatus ] 00, sending device 102 and 

receiving device 104 are coupled together by at least one communication netvvork 106, although 

other numbers and types of systems, devices, and/or elements in other configurations or network 

topologies can also be used. This technology provides a number of advantages including 

methods, non-transitory computer readable media, and devices that securely facilitate 
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synchronization of web pages associated with web sessions between computing devices while 

maintaining session infonnation and thereby improving the user experience. 

[0022] The web session synchronization apparatus 100 in this example includes a web 

content server l 08 coupled to the sending device l 02 and receiving device l 04 by the 

5 communication nctvvork l 06, which can include one or more local area network(s) (LANs) 

and/or wide area network(s) (WANs). Other network devices configured to generate, send, and 

receive network communications and coupled together via other topologies can also be used. 

While not shown, the network environment also rnay include additional network components, 

such as routers, switches and other devices, vvh ich are well known to those of ordinary skill in 

10 the art and thus will not be described herein. 

[0023] The web session synchronization apparatus J 00 may perform any number of 

functions including hosting and providing web pages and facilitating synchronization of the v;cb 

pages, including any associated web session information, between the sending device 102 and 

15 the receiving device l 04 using vveb socket connections. In this example, the web content server 

108 includes a processor 110, a memory 112, and a communication interface 114, which are 

coupled together by a bus 116 or other link, although other numbers and types of components, 

parts, devices, systerns, and elements in other configurations and localions can be used. 

[0024] The processor 1 JO in the web content server 108 executes a program of stored 

20 instructions one or more aspects of the present invention, as described and illustrated by way of 

the embodiments herein, although the processor 110 could execute other numbers and types of 

programmed instructions. The processor 110 of the web content server 108 may include one or 

more central processing units or general purpose processors with one or more processing cores, 

for example. 

25 l0025J The memory 112 in the web content server 108 stores these programmed 

instructions for one or more aspects of the present invention, as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a random access memory (RAM) 

or a read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

30 or other computer readable medium which is read from and/or ,vritten lo by a magnetic, optical, 

or other reading and/or writing system that is coupled to the processor 110, can be used for the 

memory 112 in the web content server l 08. The memory 112 in this example stores a plurality 

of web pages including at least one sending device session conlent web page 118, receiving 
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device session content web page 120, sending device synchronization web page 122, and 

receiving device synchronization web page 124 as well as a web socket server 126. 

[0026] Optionally, the sending device session content web page 118 and receiving device 

session content web page 120 can be the same web page or a different version of the same web 

5 page. in the first case, the web server can deliver both desktop and mobile pages, for example, 

using the same URL (e.g., using responsive web design or adaptive web design). In the second 

case, the web server hosts two web sites: one for desktop web page versions and one for mobile 

web page versions, which can be located at different URLs) For example, if the sending device 

102 and receiving device 104 are both desktop computers, the sending device session content 

10 web page 118 and receiving device session content web page 120 can be the same web page, 

such as a desktop version of a shopping cart web page for a v;eb site. In another example in 

which the sending device 102 is a mobile phone and the receiving device 104 is a desktop 

computer, the sending device session content web page 118 can be a mobile version of the 

shopping cart web page for the web site and the receiving device session content web page 120 

15 can be a desktop version of the shopping cart \veb page for the web site. 

f0027] Additionally, the sending device synchronization web page 122 and the receiving 

device synchronization web page 124 can be the same web page. For example, the web content 

server 108 can inject JavaScript code into a same synchronization web page to provide certain 

functionality ofthe sending device synchronization web page 122 or the receiving device 

20 synchronization web page 124 depending on "vhether a cookie is present in the i-ITTP request fr1r 

the synchronization web page, as described and illustrated in more detail later. In another 

example, a same synchronization web page can be stored in the memory 112 as including the 

certain functionality of both the sending device synchronization web page 122 and the receiving 

device synchronization web page 124 with the synchronization web page determining the 

25 behavior based on the presence of a cookie, also as described and illustrated in more detail later. 

Other permutations of the web pages 118, 120, 122, and 124 with other functionality can also be 

used and other web pages can be provided in the memory 112. 

[0028] The memory i 12 of the web content server l 08 also includes a web socket server 

126 in this example, although one or more of the web pages 118, 120, 122, and 124 and/or the 

30 web socket server 126 can be provided elsewhere in the network environment, such as described 

and illustrated later \vith reference to FIGS. 2-5, fi)r example. The web socket server 126 in this 

example is a softvvare module that includes programmed instructions that, 'When executed by the 

processor 110, generate a web socket server configured to facilitate communications over web 
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socket connections between the sending device 102 and the receiving device 104 according to 

the web socket protocol, as described and illustrated in more detail later. 

[0029] The communication interface 114 in the web content server 108 is used to 

operatively couple and communicate between the w web content server 108, the sending device 

5 102, and the receiving device l 04, which arc all coupled together via the communication 

network 106, although other types and numbers of communication networks or systems with 

other types and numbers of connections and configurations to other devices and elements can 

also be used. By way of example only, the cormnunication network can use TCP/IP over 

Ethernet and industry-standard protocols, including hypertext transfer protocol (HTTP), and/or 

10 secure HTTP (HTTPS), although other types and numbers of communication networks, such as a 

direct connection, modems and phone lines, e-mail, and wireless and hardwire communication 

technology, each having their own communications protocols, can be used. 

f0030] The sending device l 02 and the receiving device l 04 in this example enable a 

user to request, receive, interact with, and synchronize applications and web pages hosted by the 

15 web session synchronization apparatus 100 and using the communication network 106, although 

one or more of the sending device i 02 or receiving device l 04 could access content and utilize 

other types and numbers of applications from other sources and could provide a wide variety of 

other functions for a user. The sending device 102 and receiving device 104 can be the same 

type of computing device ( e.g., mobile phone or desktop computer) or the sending device 102 

20 and receiving device 104 can be different types of devices. 

[0031] Each of the sending device 102 and receiving device l 04 in this example includes 

a processor, a memory, an input device, a display device, and a communication interface, which 

are coupled together by a bus or other link, although one or more of sending device 102 or 

remote device 104 can include other numbers and types of components, parts, devices, systems, 

25 and elements in other configurations. The processor in each of the sending device and receiving 

device can execute a program of instructions stored in the memory for one or more aspects of the 

present invention, as described and illustrated herein, although the processor could execute other 

numbers and types of progTammed instructions. 

[0032] The input device in each of the sending device I 02 and receiving device 104 can 

30 be used to input selections, such as a request for a particular web page or other content stored by 

the web session synchronization apparatus, although the input device could be used to input 

other types of requests and data and interact vvith other elements. The input device can include 

ACCESSIBE LTD EXHIBIT 1004 
Page 1990 of 2149



WO 2016/032602 PCT/US2015/036717 

- 8 -
keypads, touch screens, and/or vocal input processing systems, although other types and numbers 

of input devices can also be used. 

[0033] The display device in each of the sending device 102 and receiving device 104 

can be used to show data and infi.xmation to a user, such as web pages and other content 

5 retrieved from the v,·cb session synchronization apparatus 100 by way of example only. The 

display device in one or more of the sending device 102 and receiving device 104 can be a 

television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a monitor for 

example, although other types and numbers of displays could be used depending on the 

particular type of sending device 102 and receiving device 104. The communication interface in 

10 each of the sending device 102 and receiving device 104 can be used to operatively couple and 

communicate between the sending device l 02 and receiving device 104 and the web session 

synchronization apparatus 100 over the communication network 106. 

f0034] Referring to FTG. 2 another exemplary network environment with an exemplary 

web session synchronization apparatus 200, the sending device 102, the receiving device 104, 

15 and the communication network 106 is illustrated. ln this example, the web session 

synchronization apparatus 200 includes a v,reb socket server 202 and web content server 204 

provided as separate devices. The web socket server 202 in this cxarnplc includes a processor 

206, a memory 208, and a communication interface 210 coupled together by a bus 212 or other 

link, although other numbers and types of components, parts, devices, systems, and elements in 

20 other configurations and locations can be used. The vveb socket server 202 performs the same 

functions as described and illustrated earlier with reference to the web socket server 124 but is a 

hardware device separate from any web content server. 

10035] The processor 206 in the web socket server 202 executes a program of stored 

instrnctions one or more aspects of the present invention, as described and illustrated by \vay of 

25 the embodiments herein, although the processor 206 could execute other numbers and types of 

programmed instructions. The processor 206 of the web socket server 202 may include one or 

more central processing units or general purpose processors svith one or more processing cores, 

for example. 

[0036] The memory 208 in the web socket server 202 stores these programmed 

30 instructions for one or more aspects of the present invention, as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a random access memory (RAM) 
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or a read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from and/or written to by a magnetic, optical, 

or other reading and/or writing system that is coupled to the processor, can be used for the 

memory 208 in the v,,cb socket server 202. 

[0037] The communication interface 210 in the v,'cb socket server 202 is used to 

operatively couple and communicate between the web socket server 202, the sending device l 02, 

and the receiving device 104, which are all coupled together via the communication net\vork 

l 06, although other types and numbers of communication networks or systems with other types 

and numbers of connections and configurations to other devices and elements can also be used. 

[0038] The web content server 204 in this example includes a processor 110, a memory 

214, and a communication interface 114 coupled together by a bus 116 or other link, although 

other numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The web content server 204 may perform any number 

of functions including hosting and providing web pages in response to requests received from the 

15 sending device 102 and receiving device 104. The web content server 204 is the same as the 

web content server 108 except that the memory 214 does not include web socket server 124 and 

instead only includes the sending device session content web page 116, receiving device session 

content web page 118, and sending device synchronization web page 120, and receiving device 

synchronization web page 122, although the sending device session content web page 116 and 

20 receiving device session content web page 118 could be the same session content web page and 

the sending device synchronization web page 120 and receiving device synchronization web 

page 122 could also be the same synchronization device web page, as described and illustrated 

earlier. 

[0039] Refe1Ting to FIG. 3 another exemplary network environment with an exemplary 

25 web session synchronization apparatus 300, the sending device l 02, the receiving device 104, 

and the communication network 106 is illustrated. In this example, the web session 

synchronization apparatus 300 includes a web content server 302 and another web content server 

304. The ,veb content servers 302 and 304 are the same as the web content servers 108 and 204 

except that the memory 306 of the we content server 302 include the web socket server 124, 

30 sending device session content web page 1] H, and sending device synchronization web page 122 

and the memory 308 of the separate \veb content server 304 includes the receiving device session 

content vveb page 120 and the receiving device synchronization vveb page 124. Accordingly, in 

this example, the sending device and the receiving device could be different types of devices 
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(e.g., a mobile phone and a desktop computer) and the sending device session content web page 

118 and receiving device session content web page 120 are different versions of the same web 

page but hosted on different content servers. 

[0040] Referring to FIG. 4 another exemplary network environment with an exemplary 

5 web session synchronization apparatus 400, the sending device 102, the receiving device l 04, 

and the communication network 106 is illustrated. 1n this example, the web session 

sy11chronization apparatus 400 includes a web content server 402 and another web content server 

404. The web content servers 402 and 404 are the same as the v,:eb content servers 108, 204, 

302, and 304 except that the memory 406 of the web content senler 302 include only the sending 

10 device session content web page 118 and sending device synchronization web page 122 and the 

memory 408 of the separate web content server 404 includes the web socket server 124, the 

receiving device session content web page 120, and the receiving device synchronization web 

page 124. Accordingly, in this example as in the example described and illustrated earlier with 

reference to FIG. 3, the sending device and the receiving device could be different types of 

15 devices. 

f0041] Refe1Ting to FIG. 5 another exemplary net\vork environment with an exemplary 

web session synchronization apparatus 400, the sending device l 02, the receiving device 104, 

and the communication network 106 is illustrated. ln this example, the web session 

synchronization apparatus 400 includes the web content server 402, the web content sever 304, 

20 and the web socket server 202, all as separate devices. Accordingly, in this example as in the 

example described and illustrated earlier with reference to FIG. 3, the sending device and the 

n:ceiving device could be different types of devices. ln other examples, the web session 

synchronization apparatus 100, 200, 300, 400, and/or 500 can include different permutations of 

the web content server 108, 204, 302, 304, 402, or 404 and/or web socket server 124 or 202 and 

25 each of the ,veb content servers 108, 204, 302, 304, 402, and 404 can store different web pages 

and content. 

[0042] Although embodiments of the vveb session synchronization apparatus 100, 200, 

300, 400, and 500, sending device l 02, and receiving device l 04 are described and illustrated 

herein, each of the ,veb session synchronization apparatus 100, 200, 300, 400, and 500, sending 

30 device 102, and receiving device 104 can be implemented on any suitable computer apparatus or 

computing device. Tt is to be understood that the apparatuses and devices of the embodiments 

described herein are for exemplary purposes, as many variations of the specific hardware and 

software used to implement the embodiments are possible, as will be appreciated by those skilled 
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in the relevant art(s). Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital signal 

processors, and micro--controllers, programmed according to the teachings of the embodiments, 

as described and illusirntcd herein, and as vvill be appreciated by those ordinary skill in the art. 

[0043] Tn addition, two or more computing apparatuses or devices can be substituted for 

any one of the devices in any embodiment described herein. Accordingly, principles and 

advantages of distributed processing, such as redundancy and replication also can be 

implemented, as desired, to increase the robustness and perfixmance of the devices of the 

embodiments. The embodiments may also be implemented on computer apparatuses or devices 

10 that extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only telecommunications in any 

suitable form (e.g., voice and modem), wireless communications media, vvireless 

communications networks, cellular communications networks, G3 communications networks, 

Public Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

15 intranets, and combinations thereof 

f0044] The embodiments may also be embodied as one or more non-transitory computer 

readable medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as described herein, 

which when executed by a processor, cause the processor to carry out the steps necessary to 

20 implement the methods of the embodiments, as described and illustrated herein. 

[0045] An exemplary method fbr synchronizing "veb sessions will now be described with 

reference to FIGS. 1-13. For purposes of this example only, the network environment described 

and illustrated with reference to FIG. 5 will be used, although any of the network environments 

described and illustrated with reference to FIGS. 1-4 can also be used in other examples. 

25 Additionally, in this example, the sending device 102 is a mobile device and the receiving device 

104 is a desktop computer, although, as described and illustrated earlier, the sending device 102 

and receiving device 104 could also be any other types of devices as sveH as the same type of 

device. 

[0046] Referring more specifically to FIG. 6, an exemplary method for initiating transfer 

30 of a web session by a sending device to a receiving device is itlustrated. ln step 600, the sending 

device 102 obtains and executes, in a web browser for example, the sending device session 

content "veb page 118, which is associated with a web session. The sending device session 
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content vveb page 118 can be a mobile shopping cart vveb page associated with a web session for 

the user and having session content, such as an item added to the shopping cart, for example. 

Upon obtaining and executing the sending device session content web page 118, the web 

browser of the sending device 102 sets one or more cookies including infonnation corresponding 

5 to the session content, such as an indication of the item added to the shopping cart in this 

example. 

[0047] Referring more specifically to FIG. 7, an exemplaiy sending device session 

content web page ] 18 is illustrated. In this exarnple, the session content includes at least the 

daily dental dog treat item added io the shopping cart for the vveb site, although the session 

10 content can include other information ( e.g., number of items, number of each item, price, other 

user information) and the web session can be associated with types of v;eb pages other than a 

shopping cart vveb page for a web site. 

f0048] Tn this example, the sending device session content web page 118 corresponds 

with a Uniform Resource Locator (URL), such as "https://m.acme.com/cart", although any other 

15 type of web page associated with a web session and located at any other URL can also be used. 

Accordingly, the web content server 402 in this example can be hosting mobile versions of 

various web pages, including the sending device session content web page 118, that arc 

associated with various mobile sites. 

[0049] Referring back to FIG. 6, in step 602, the sending device 102 receives a request to 

20 synchronize the web session with the receiving device l 04. In this example, the sending device 

session content vveb page 118 includes a transfer cart to desktop button 702. Accordingly, the 

sending device session content \veb page 118 can receive the request to initiate synchronization 

of the web session upon user interaction with the transfer cart to desktop button 702, although 

other types of user inputs can be used and the request to synchronize the web session can be 

25 generated in other ways. 

[0050] In step 604, the sending device 102 generates a synchronization identifier and, 

optionally, a cookie with a value of the synchronization identifier. Accordingly, interaction by 

the user with the irnnsfor cart to desktop button 702 of the sending device session content web 

page 118 in this example can cause the web browser of the sending device 102 to execute 

30 JavaScript code of the sending device session content web page 118 to generate the 

synchronization identifier (e.g., "3823329234") and, optionally, set the cookie having the value 

of the synchronization identifier. The cookie vvith the value of the synchronization identifier is 
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optional and not required in this example since the sending device synchronization web page 122 

and receiving device synchronization vveb page 124 are different web pages provided by 

different web content servers 304 and 402. However, in examples in which the sending device 

synchronization v,·eb page 122 and receiving device synchronization web page ] 24 arc the same 

5 web page having both sending device and receiving device synchronization functionality, or 

having sending device or receiving device synchronization functionality injected by a web 

content server, the cookie with the value of the synchronization identifier is required, as 

described and illustrated in more detail later. 

[0051] In step 606, the sending device 102 processes a redirect based on a lJRL of the 

10 sending device synchronization web page 122. Accordingly, the JavaScript code executed by the 

web browser of the sending device 102, upon user interaction with the transfer cart to desktop 

button 702 in this example, can be configured to initiate the redirect based on a URL of the 

sending device synchronization web page 122 that includes the synchronization identifier. In 

this example, the URL of the sending device synchronization web page 122 can be 

15 "https:i/rn.acme.corn/sync?id"03823329234", although any other URL that includes the 

synchronization identifier can also be used. 

[0052] In other examples in which the cookie set in step 604 is required, the request for 

the sending device synchronization web page 122 sent to a web content server as part of 

processing the redirect includes the cookie with the synchronization identifier. Since, in these 

20 examples, the sending device synchronization web page 122 and receiving device 

synchronization web page 124 may be identified based on the same URL, the web content server 

can determine which synchronization web page to provide in response to the request based on 

whether the cookie with the synchronization identifier is included in the request. If the cookie 

with the synchronization identifier is present, then the web content server will respond with the 

25 sending device synchronization web page 122, or a synchronization web page injected with 

JavaScript code having the sending device synchronization functionality described and 

illustrated later with reference to FIG. 9. In other examples, the web content server will send the 

same synchronization web page in response to the request, but the JavaScript code will 

determine whether the sending or receiving device synchronization functionality is executed 

30 based on the cookie, as described and illustrated in more detail later. 

!0053] Refe1Ting rnore specifically to FTC. 8, an exemplary sending device 

synchronization web page 122 is illustrated. ln this example, the sending device synchronization 

web page 122 includes text indicating that the process of synchronizing the web session has been 
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initiated, although the sending device synchronization web page 122 can include any other text 

or content The sending device sy11chronization web page 122 is obtained and executed by the 

web browser of the sending device 102 in step 606 in this example as part of processing the 

redirect. 

[0054] Referring more specifically to FIG. 9, an exemplary method for sending session 

information to the receiving device 104 using a connection between the sending device 102 and 

the web socket server 202 is illustrated. The method described and illustrated with reference to 

FIG. 9 can be performed by the sending device 102 executing JavaScript code of the sending 

device synchronization web page 122. Tn examples in which the sending device synchronization 

10 web page 122 and receiving device synchronization \veb page 124 are the same synchronization 

web page, ,vith both sending and receiving device synchronization functionality, the JavaScript 

code of the synchronization web page can be configured to determine whether the cookie with 

the sy11chronization identifier, as set in step 604 as described and illustrated earlier with 

reference to FIG. 6, was returned with the response that included the synchronization web page. 

15 If the cookie with the synchronization identifier was included in the response that included the 

synchronization web page, then the JavaScript code of the synchronization web page 

implements the sending device synchronization functionality described and illustrated with 

reference to FIG. 9. 

[0055] Accordingly, in step 900 in this example, the sending device 102 executing the 

20 sending device synchronization web page 122 sends a request including the synchronization 

identifier to the web socket server 202 and establishes a web socket connection with the vveb 

socket server 202. The synchronization identifier can be obtained from the URL used to obtain 

the sending device syi1chronization web page 122 or from a cookie, such as the cookie optionally 

set as described and illustrated earlier with reference to step 604 of FIG. 6, for example. In other 

25 examples, the web socket server 202 can be a module of a web content server, such as described 

and illustrated earlier with reference to web content servers 302 or 404, or of a single web 

content server, such as described and illustrated earlier with reference to web content servers l 08 

or 204. 

l0056J In step 902, the sending device l 02 executing the sending device synchronization 

30 web page 122 determines whether a connection has been established with the receiving device 

104. A connection is established with the receiving device 104 as described and illustrated in 

more detail later with reference to FIG. 11. However, upon the web socket server 202 

establishing a connection with the receiving device 104, the web socket server 202 sends a 
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confirrnation message to the sending device 102 using the connection established in step 900. 

Accordingly, in step 902, the sending device 102 detennines whether the confirmation message 

confirming establishment of a connection between the web socket server 202 and the receiving 

device 104 has been received. ff the sending device 102 detcnnines that the connection with the 

5 receiving device 104 has not been established, then the No branch is taken back to step 902 and 

the sending device 102 effectively waits until the connection with the receiving device 104 is 

established. 

!0057] However, if the sending device l 02 deterrnines in step 902 that the connection has 

been established with the receiving device 104, then the Yes branch is taken to step 904. Tn step 

10 904, the sending device 102 executing the sending device synchronization web page 122 sends 

one or more cookies v;ith session information and a redirect URL to the web socket server 202 

over the connection established in step 900. The one or more cookies with the session 

information could have been set upon establishing the sending device session content ,veb page 

118, as described and illustrated in more detail earlier with reference to step 600 ofFlG. 6. The 

15 redirect URL can be included in the JavaScript code of the sending device synchronization web 

page 122 and can be associated vvith the receiving device session content vveb page 120, which in 

this example is located at "https://w1,,v,v.acme.com/cart" since the receiving device 104 is a 

desktop computer. However, the sending device 102 may not be aware of the type of receiving 

device 104 and so the redirect URL can also be "https://rn.acme.corn/cart", which would cause 

20 the web browser of the receiving device 104 to redirect to ''https://vv\\'iv.acrne.cornJcart" in this 

example. 

10058] In step 906, the sending device 102 executing the sending device synchronization 

web page 122 determines whether an end of communication message has been received from the 

web socket server 202 indicating that the one or more cookies vvith session information and 

25 redirect URL was successfully sent to the receiving device 104. lf the sending device 102 

determines that an end of communication message has not been received then the No branch is 

taken back to step 906 and the sending device 102 effectively waits for the end of 

communication message. In other examples, the sending device 102 can abort, resend the one or 

more cookies with session information and the redirect URL, or take another action. 

30 10059] However, if the sending device 102 detem1ines in step 906 that an end of 

communication message has been received, then the Yes branch is taken to step 908. Tn step 

908, the sending device 102 executing the sending device synchronization web page 122 

generates a redirect to return to the sending device session content web page 118, which is 
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processed by the web brovvser of the sending device 102. Accordingly, the JavaScript code of 

the sending device sy11chronization web page 122 generates a redirect to the sending device 

session content v;eb page 118 located at the "https :/Im.acme.corn/cart" URL in this example. 

although other actions can also be performed by the sending device l 02 in step 908. 

5 Accordingly, subsequent to processing the redirect in step 908, the web browser of the sending 

device 102 returns to the web page rendered prior to and at the time of the user interaction with 

the transfer cart to desktop button 702 that initiated the synchronization in this example. 

!0060] RefeITing more specifically to FICl. 10, an exemplary receiving device 

synchronization web page 124 is illustrated. Subsequent to the redirect being processed by the 

10 web browser of the sending device 102, as described and illustrated earlier with reference to step 

606 of FIG. 6, the user of the sending device 102 initiates the obtaining and executing of the 

receiving device synchronization vveb page 124 by the receiving device 104. The user causes the 

web browser of the receiving device 104 to obtain and execute the receiving device 

synchronization web page 124 by manually entering the URL of the sending device 

15 synchronization web page 122, vvhich is rendered by the web browser of the sending device 102 

after processing the redirect in step 606, into the web browser of the receiving device 104 or 

using a Handoff1'M feature, for example, although other methods can also be used. 

l0061J 1n this example, the web browser of the receiving device will attempt to obtain 

and execute a web page based on the "https://m.acme.com/sync?id=3823329234" URL of the 

20 sending device synchronization web page 122. Since the receiving device 104 is a desktop 

computer in this example, the web content server 402 will receive the request, recognize the 

user-agent header of the request as being associated with a desktop web browser, and generate a 

redirect to the desktop version of the receiving device synchronization web page 124 hosted by 

the web content server 304 in this example. In this example, the receiving device 

25 synchronization web page 124 includes text indicating that the process of synchronizing the web 

session has been initiated, although the receiving device synchronization web page 124 can 

include any other text or content. 

[0062] Referring more specifically to FIG. 11, an exemplary method for receiving by the 

receiving device l 04 session information using a connection with the web socket server 202 is 

30 illustrated. The method described and illustrated with reference to FIG. 11 can be performed by 

the receiving device 104 executing JavaScript of the receiving device synchronization \veb page 

124, for example. In examples in which the cookie set in step 604 is required, as described and 

illustrated earlier with reference to FIG. 6, the request for the receiving device synchronization 
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web page 124 sent to a web content server, as part of obtaining the receiving device 

synchronization web page 124 by the receiving device 104, vvill not include the cookie with the 

synchronization identifier. As described and illustrated earlier, if the cookie with the 

synchronization identifier is not present, then a v,,cb content server will respond with the 

5 receiving device synchronization web page 124, or a synchronization web page injected with 

JavaScript code having the receiving device synchronization functionality described and 

illustrated with reference to FIG. 11. 

!0063] In examples in which the sending device synchronization web page 122 and 

receiving device synchronization web page 124 are the same synchronization web page ,vith 

10 sending and receiving device synchronization functionality, the JavaScript code of the 

synchronization web page can be configured to determine whether the cookie with the 

synchronization identifier, set as described and illustrated earlier with reference to step 604 of 

FIG. 6, was returned with the response that included the synchronization vveb page. If the cookie 

with the synchronization identifier was not included with the response that included the 

15 synchronization web page, then the synchronization web page can be configured to implement 

the receiving device synchronization fi.mctionality described and illustrated V,iith reference to 

FlG. 11. 

l0064J Accordingly, in step 1100 in this example, the receiving device 104 executing the 

receiving device synchronization web page 124 sends a request including the synchronization 

20 identifier to the web socket server 202 and establishes a session with the web socket server 202. 

25 

The receiving device 104 can obtain the synchronization identifier from the URL input to the 

web browser of the receiving device 104 in order to obtain the receiving device synchronization 

web page 124, for example, although the synchronization identifier can be obtained in other 

ways. 

f0065] In step 1102, the receiving device 104 executing the receiving device 

synchronization web page 124 determines whether a connection has been established with the 

sending device l 02. A connection is established with the sending device 104 as described and 

illustrated in detail earlier with reference to FIG. 9. Upon the web socket server 202 establishing 

a connection with the sending device 102, and subsequent to the receiving device 104 

30 establishing the connection with the web socket server 202, the web socket server 202 sends a 

confirmation message to the receiving device 104 using the connection established in step 1100. 

Accordingly, in step 1102, the receiving device 104 determines whether the message confirming 

establishment of a connection between the web socket server 202 and the sending device 102 has 
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been received. Tf the receiving device 104 determines that the connection with the sending 

device 102 has not been established, then the No branch is taken back to step 1102 and the 

receiving device 104 effectively waits until the connection with the sending device 102 is 

established. 

[0066] However, if the receiving device 104 determines in step 1102 that the connection 

has been established with the sending device 102, then the Yes branch is taken to step 1104. ln 

step 1104, the receiving device 104 executing the receiving device s111chronization web page 

124 receives the one or more cookies with session information and the redirect URL frorn the 

web socket server 202 over the connection established in step 1 l 00. The one or more cookies 

10 with the session infonnation and the redirect URL were sent by the sending device 102 to the 

web socket server 202 in this example as described and illustrated in more detail earlier 'With 

reference to step 904 of FJG. 9. 

[0067] Tn step 1106, the receiving device 104 executing the receiving device 

synchronization web page 124, detem1ines ,vhether an end of communication message has been 

15 received from the web socket server 202 indicating the end of information to be received from 

the web socket server 202, as sent to the web socket server 202 by the sending device l 02. ff the 

receiving device 104 determines that an end of communication message has not been received 

then the No branch is taken back to step 1106 and the receiving device l 04 effectively ,vaits for 

the end of communication message. 

20 [0068] However, if the receiving device 104 determines in step 1106 that an end of 

communication message bas been received, then the Yes branch is taken to step 1108. Tn step 

1108, the receiving device 104 executing the receiving device synchronization web page 124 

manages the cookie data, including associated session information, received in step 1104. In this 

example, the web browser of the receiving device 104 sets one or more cookies including the 

25 session infom1ation according to the current domain and path. 

[0069] In step 1110, the receiving device 104 executing the receiving device 

synchronization web page 124 generates a redirect based on the redirect URL received in step 

1 l 04. The generated redirect is processed by the web browser of the receiving device 104 which 

obtains and executes the receiving device session content web page l 20 that is located at the 

30 redirect URL. 
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f0070] Refe1Ting more specifically to Fm. 12, an exemplary receiving device session 

content web page 120 is illustrated. The receiving device session content web page 120 is hosted 

by the web content server 304 and located at "https://v,'\vw.acme.com!cart'' in this example, 

which is the redirect l.JRL sent by the sending device 102, as described and illustrated earlier 

5 with reference to step 904 of F1G. 9, and received by the receiving device 104, as described and 

illustrated earlier with reference to step 1104 of FIG. 11. 

[0071] Subsequent to obtaining the receiving device session content web page i 20, as 

described and illustrated earlier with reference io step 1108 of FIG. 11, the receiving device 104 

can execute the receiving device session content web page 120 by rendering the receiving 

10 content web page 120 including the session infonnation included in the one or more cookies 

received by the receiving device 104 as described and illustrated earlier with reference to step 

1104 of FIG. 11. Accordingly, in this example, the web brovvser of the receiving device 104 can 

render a desktop version of the sending device session content web page 118 that includes the 

web session infomiation, thereby advantageously maintaining continuity of the user's web 

15 browsing experience across devices. 

f0072] Refe1Ting more specifically to Fm. 13, an exemplary method for facilitating 

synchronization of a web session between the sending device 102 and the receiving device 104 

by the web socket server 202 of the web session synchronization apparatus 500 is illustrated. ln 

step 1300, the web socket server 202 of the web session synchronization apparatus 500 receives 

20 a request to establish a connection from the sending device 102 and establishes a connection with 

the sending device 102 in response. The request is sent by the sending device 102 in this 

example as described and illustrated earlier with reference to step 900 of FIG. 9. Accordingly, 

the request includes the synchronization identifier which is optionally stored in a table in the 

memory 208 of the web socket server 202 allowing the web socket server 202 to identify active 

25 connections and associated synchronization identifiers. 

[0073] ln step 1302, the web socket server 202 receives a request to establish a 

connection from the receiving device l 04 and establishes a connection with the receiving device 

l 04 in response. The request is sent by the receiving device i 04 in this example as described 

and illustrated earlier with reference to step 1100 of FIG. 11. Accordingly, the request includes 

30 the synchronization identifier. 

10074] In step ] 304, the web socket server 202 of the web session synchronization 

apparatus 500 sends confirmation messages to the sending device 102 and the receiving device 
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l 04. Accordingly, the web socket server 202 can compare the synchronization identifier 

received from the receiving device 104 to synchronization identifiers of active connections and 

send a confirmation message confirrning the establishment of a connection with the receiving 

device 104 to the sending device 102 associated with the active connection having a matching 

5 associated synchronization identifier. Subsequent to sending the confoToation message to the 

sending device l 02, the web socket server 202 can send a confirmation message confirming the 

establishment of a connection with the sending device 102 to the receiving device 104. The 

confirmation messages can be received by the sending device 102 as described and illustrated 

earlier with reference to step 902 of FIG. 9 and by the receiving device 104 as described and 

10 illustrated earlier with reference to step 1102 of FlG. 11. 

[0075] ln step 1306, the web socket server 202 of the web session synchronization 

apparatus 500 receives one or more cookies with session infbrmation and a redirect URL from 

the sending device 102 over the established connection with the sending device 102 and 

forwards the one or more cookies and the redirect URL to the receiving device 104 over the 

15 established connection with the receiving device 104. The one or more cookies with session 

infon:nation and the redirect URL arc sent by the sending device 102 in this example as 

described and illustrated earlier with reference to step 904 of FlG. 9. Additionally, the one or 

more cookies and the redirect -URL are received by the receiving device 104 in this example as 

described and illustrated earlier with reference to step 1104 of FIG. 11. 

20 [0076] Tn step 1308, the web socket server 202 of the web session synchronization 

apparatus 500 sends an end of communication message to each of the sending device 102 and the 

receiving device 104. The end of communication messages are received by the sending device 

102 in this example as described and illustrated earlier with reference to step 906 of FIG. 9 by 

the receiving device 104 in this example as described and illustrated earlier with reference to 

25 step 1106 of FIG. 11. Optionally, the web socket server 202 closes the connections with each of 

the sending device 102 and the receiving device 104 fi.,llowing the sending of the end of 

communication messages. 

[0077] With this technology, web sessions can be synchronized betvveen devices such 

that web session information is maintained, thereby improving continuity of a user's web 

30 browsing experience. Accordingly, users can switch between devices and maintain a web 

session and v,,eb browsing experience without having to repeat interactions ,,ivith a \veb site 

associated with the web session. Additionally, web socket connections to a web socket server 

are advantageously utilized to transfer the web session information between a sending and a 
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receiving device. Accordingly, security is increased as the session infonnation is not stored 

server-side, such as on a web content server. 

[0078] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

5 presented by way of example only, and is not limiting. Various alterations, improvements, and 

modifications will occur and are intended to those skilled in the art, though not expressly stated 

herein. These alterations, improvements, and modifications are intended to be suggested hereby, 

and are within the spirit and scope of the invention. Additionally, the recited order of processing 

elements or sequences, or the use of numbers, letters, or other designations therefore, is not 

10 intended to limit the claimed processes to any order except as may be specified in the claims. 

Accordingly, the invention is limited only by the follov;ing claims and equivalents thereto. 
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l. A method fi.)r synchronizing web sessions,, the method comprising: 

establishing, with a web session synchronization apparatus, in response to 

5 a request a first web socket connection with a sending device; 

10 

establishing, ,vith the web session synchronization apparatus, in response 

to another request from a receiving device a second web socket connection; 

notifying, with the web session synchronization apparatus, the sending 

device when the second web socket connection is established; 

receiving, vvith the web session synchronization apparatus, over the first 

web socket connection one or more cookies comprising session information and a redirect 

uniform resource locator (URL) from the sending device in response to the notifying; and 

forwarding, with the web session synchronization apparatus, the one or 

more cookies and the redirect URL to the receiving device over the second web socket 

15 connection, wherein the redirect URL is associated with a web page that, when executed by the 

receiving device, is configured to comprise the session infi:.mnation. 

2. The method of claim l, further comprising providing, with the 'Web 

session synchronization apparatus, a sending device session content web page to the sending 

20 device, the session content vveb page configured to, when executed by the sending device, 

generate and send a request for a sending device synchronization web page, the request for the 

sending device synchronization web page including the synchronization identifier. 

3. The method of claim 1, fmther comprising providing, with the web 

25 session synchronization apparatus, a sending device synchronization web page to the sending 

device, the sending device synchronization web page configured to, when executed by the 

sending device, send the request to establish the first web socket connection and the one or more 

cookies and redirect URL over the first web socket connection. 

30 4. The method of claim 3, further comprising providing, with the web 

session s111chronization apparatus, a receiving device synchronization web page to the receiving 

device, the receiving device synchronization web page configured to, when executed by the 

receiving device, generate the request to establish the second web socket connection, receive the 
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one or more cookies and the redirect URL, and redirect a web browser of the receiving device 

based on the redirect URL. 

5. The method of claim 4, wherein the sending device synchronization web 

5 page and the receiving device web page are the same synchronization web page and the 

synchronization web page is configured to, when executed by the sending device or the receiving 

device, detem1ine a behavior based on whether another cookie including the synchronization 

identifier is included in a request for the synchronization vveb page or a response including the 

synchronization web page. 

15 

6. The method of claim 1, wherein the receiving device session content web 

page is a same version of the sending device session content web page or a different version of 

the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content web page. 

7. A web session synchronization apparatus, comprising: 

a processor coupled to a memory and configured to execute programmed 

instructions stored in the memory, comprising: 

receiving a request to establish a first web socket connection with a 

20 sending device, the request to establish the first web socket connection, and establishing the first 

web socket connection in response to the request to establish the first web socket connection; 

receiving a request to establish a second web socket connection 

from a receiving device, the request to establish the second web socket connection including the 

synchronization identifier, establishing the second web socket connection in response to the 

25 request to establish the second ,veb socket connection, and notifying the sending device when the 

second web socket connection is established; 

30 

receiving one or more cookies including session information and a 

redirect uniform resource locator (URL) from the sending device in response to the notification 

and over the first web socket connection; and 

forwarding the one or more cookies and the redirect URL to the 

receiving device over the second web socket connection, wherein the redirect URL is associated 

with a web page that, when executed by the receiving device, is configured to comprise the 

session infonnation. 
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8. The apparatus of claim 7, wherein the processor is further configured to 

execute pror:,Tfammed instrnctions stored in the memory further comprising providing a sending 

device session content web page to the sending device, the session content web page configured 

to, when executed by the sending device, generate and send a request fi:.)r a sending device 

5 synchronization web page, the request fur the sending device synchronization web page 

including the synchronization identifier. 

9. The apparatus of claim 7, wherein the processor is further configured to 

execute pro1:,rrammed instructions stored in the memory fuither comprising providing a sending 

10 device synchronization web page to the sending device, the sending device synchronization web 

page configured to, when executed by the sending device, send the request to establish the first 

web socket connection and the one or more cookies and redirect URL over the first web socket 

connection. 

15 l 0. The apparatus of claim 9, wherein the processor is further configured to 

execute programmed instrnctions stored in the memory further comprising providing a receiving 

device synchronization web page to the receiving device, the receiving device synchronization 

web page configured to, when executed by the receiving device, generate the request to establish 

the second web socket connection, receive the one or more cookies and the redirect URL, and 

20 redirect a web browser of the receiving device based on the redirect lJRL. 

l l. The apparatus of claim 10, wherein the sending device synchronization 

web page and the receiving device web page are the same synchronization ,veb page and the 

synchronization web page is configured to, when executed by the sending device or the receiving 

25 device, determine a behavior based on whether another cookie including the synchronization 

identifier is included in a request for the synchronization web page or a response including the 

synchronization web page. 

12. The apparatus of claim 7, wherein the receiving device session content 

30 web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content \Veb page. 
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13. A non-transitory computer readable medium having stored thereon 

instructions for sy11chronizing web sessions comprising machine executable code which ,vhen 

executed by a processor, causes the processor to perform steps comprising: 

receiving a request to establish a first ,vcb socket connection with a 

5 sending device, the request to establish the first web socket connection, and establishing the first 

web socket connection in response to the request to establish the first web socket connection; 

receiving a request to establish a second web socket connection from a 

receiving device, the request to establish the second web socket connection including the 

synchronization identifier, establishing the second web socket connection in response to the 

10 request to establish the second web socket connection, and notifying the sending device when the 

second web socket connection is established; 

15 

20 

receiving one or more cookies including session infom1ation and a redirect 

uniform resource locator (URL) from the sending device in response to the notification and over 

the first \veb socket connection; and 

fixwarding the one or more cookies and the redirect URL to the receiving 

device over the second web socket connection, wherein the redirect URL is associated ,vith a 

web page that, when executed by the receiving device, is configured to comprise the session 

infom1ation. 

14. The medium of claim 13, wherein the machine executable code when 

executed by the processor further causes the processor to perform steps farther comprising 

providing a sending device session content web page to the sending device, the session content 

web page configured to, when executed by the sending device, generate and send a request for a 

sending device synchronization web page, the request for the sending device synchronization 

25 web page including the synchronization identifier. 

15. The medium of claim 13, wherein the machine executable code when 

executed by the processor further causes the processor to perform steps further comprising 

providing a sending device synchronization web page to the sending device, the sending device 

30 synchronization web page configured to, ,vhen executed by the sending device, send the request 

to establish the first web socket connection and the one or more cookies and redirect URL over 

the first web socket connection. 
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16. The medium of claim 15, wherein the machine executable code vvhen 

executed by the processor further causes the processor to perfom1 steps further comprising 

providing a receiving device synchronization web page to the receiving device. the receiving 

device synchronization web page config7.tred to, when executed by the receiving device, generate 

5 the request to establish the second web socket connection, receive the one or more cookies and 

the redirect URL, and redirect a web browser of the receiving device based on the redirect URL 

17. The medium of claim 16, wherein the sending device synchronization vveb 

page and the receiving device \veb page are the same synchronization web page and the 

10 synchronization web page is configured to, when executed by the sending device or the receiving 

device, determine a behavior based on whether a cookie including the synchronization identifier 

is included in a request for the synchronization web page or a response including the 

synchronization web page. 

15 18. The medium of claim 13, wherein the receiving device session content 

web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted fix a type of the receiving device and 

served from a different location than sending device session content vveb page. 
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Obtain and Execute a Sending Device Session Content Web Page Associated with a Web 
Session in a Web Browser 600 

Receive a Request to Synchronize the Web Session with a Receiving Device @.2 

Generate a Synchronization Identifier and a Cookie with a Vaiue of the Synchronization 
Identifier 604 

Process with the Web Browser a Redirect Based on a Uniform Resource Locator (URL) 
of a Sending Device Synchronization \Veb Page {i{Hi 

FIG. 6 
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Estimated Shipping 702 
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Sync cart to desktop 124 

'Naiting for desktop connection 

Send a Request Including the Synchronization Identifier to a Web Socket Server and 
Establish a Connection ,vith the \Veb Socket Server 2!2Q 

I 

Send One or More Cookies with Session Information and a Redirect URL to the Web 
Socket Server over the Established Connection 2_04 

Process with the Web Browser a Redirect to Return to the Sending Device Session 
Content Web Page _(t_Q_!l 

l Sync cart from mobile 

Transfening data . ., 
---
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Send a Request Including the Synchronization identifier to the Web Socket Server and 
Estabiish a Connection with the Web Socket Server JJ_OO 

I 

___ L_ ---- ----__ _...-- -------_...-- ----
-------- Connection Established with --...____ N --c.::::_ -~,--~-----, 
--- Sending Device? JJ 02 ----

----------------------------------------
Yi 

Receive One or More Cookies vvith Session Information and a Redirect URL from the 
Web Socket Server Over the Established Connection 

Manage with the Web Browser the Cookie Data Including Session Information J 108 

Process '0/ith the Web Browser a Redirect Based on the Received Redirect URL to 
Obtain and Execute a Receiving Device Session Content Web Page lJJ_Q 

FIG, 11 
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Receive a Request Including the Synchronization Identifier to Establish a Connection 
from the Sending Device and Establish a Connection with the Sending Device 130Q 

Receive a Request Including the Synchronization identifier to EsLablish a Connection 
from the Receiving Device and Establish a Connection with the Receiving Device 1302 

4 
Send a Response to the Sending Device Indicating that the Connection with the 

Receiving Device was Established Successfully and to the Receiving Device Indicating 
that the Connection with the Sending Device was Established Successfully JJ_Q:± 

~ 
Receive One or More Cookies with Session lnfomrntion and a Redirect URL from the 
Sending Device and Forward the Cookies and Redirect URL. to the Receiving De,,ice 

1306 
-· 

Send an End of Communication Message to the Sending and Receiving Devices 1308 

.FIG. 13 
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METHODS FOR FACILITATING REFERENCES IN A CHAT CONTEXT AND 

DEVICES THEREOF 

FIELD 

[0001 J This technology generally relates to web-based chat contexts and, more 

5 particularly, to methods, non-transitory computer readable media, and apparatuses that facilitate 

the inclusion of references in chat panels. 

BACKGROUND 

[0002] Increasingly, web developers are providing chat functionality in websites via chat 

contexts that include chat panels that are displayed to a user as embedded within a web page or 

l O via a pop-up window, for example. A chat panel can allow interaction and communication 

between the user and a representative of the website host. Accordingly, such functionality is 

particularly useful for websites providing user support, although many other types of websites 

also implement chat contexts. In chat contexts, the speed of an exchange is often critical to an 

effective experience for users and, accordingly, it is preferable that messages are simple and 

15 short. 

[0003] As one example, in a commercial website context, sales representatives may use 

chat panels to communicate with potential customers to answer questions regarding products or 

services in order to facilitate and increase sales. In this example, a sales representative may want 

to refer a prospective customer to content hosted on other portions of the ,vebsite, such as 

20 product catalog content relating to products that might satisfy desired criteria communicated by 

the prospective customer. 

[0004] In order to refer the prospective customer to the content, the sales representative 

may copy and paste Uniform Resource Locators ( URLs) as hyperlinks. However, URLs are 

often very long and inconvenient for use in a chat context. While available services can process 

25 a URL and replace the URL with a relatively short link, the process is cumbersome and would 

still result in numerous hyperlinks and a relatively long message when the content is located at a 

number of UR Ls (e.g., corresponding to a number of different products). Additiona!1y, upon 

selecting any of the hyperlinks, the prospective customer may be taken to a different web page in 

a new tab or ,vindow, which is inconvenient and does not allovv the customer to preview 

30 products _prior to navigating to a different web page associated with one of the products. 

Accordingly, there is currently no way for the representative of a website host to identify items 

SlIBSTITUTE SHEET (RULE 26) 
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and provide preview content associated with the items to the prospective customer in an efficient 

and effective manner in a chat context. 

SUMMARY 

[0005] A method for facilitating references in a chat context in dudes receiving by a chat 

5 management server apparatus a search request via a search panel provided in response to a user 

interaction with a chat panel. A token including a special character is generated by the chat 

management server apparatus based on search text in the search request or a unique identifier for 

one of a plurality of items identified based on a search performed using the search text. The 

token is provided by the chat management server apparatus io a source of the search request for 

l O inclusion in the chat panel as a hyperlink. A previevv panel request including the token is 

received by the chat management server apparatus in response to a user interaction with the 

hyperlink. Content for the items or for the one item is retrieved by the chat management server 

apparatus based on the special character included in the token. The content is provided by the 

chat management server apparatus to a source of the preview panel request. 

15 [0006] A non-transitory computer readable medium having stored thereon instrnctions 

for facilitating references in a chat context comprising executable code which when executed by 

a processor, causes the processor to perfonn steps including receiving a search request via a 

search panel provided in response to a user interaction with a chat paneL A token including a 

special character is generated based on search text in the search request or a unique identifier for 

20 one of a plurality of items identified based on a search perfom1ed using the search text. The 

token is provided to a source of the search request for inclusion in the chat panel as a hyperlink. 

A preview panel request including the token is received in response to a user interaction with the 

hyperlink. Content for the items or for the one item is retrieved based on the special character 

included in the token. The content is provided to a source of the preview panel request 

25 [0007] A chat mam1gement server apparatus including a processor and a memory coupled 

to the processor which is configured to be capable of executing programmed instrnctions 

comprising and stored in the memory to receive a search request via a search panel provided in 

response to a user interaction with a chat panel. A token including a special character is 

generated based on search text in the search request or a unique identifier for one of a plurality of 

30 items identified based on a search performed using the search text The token is provided to a 

source of the search request fbr inclusion in the chat panel as a hyperlink. A preview panel 

request including the token is received in response to a user interaction with the hyperlink. 
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Content for the items or for the one item is retrieved based on the special character included in 

the token. The content is provided to a source of the preview panel request. 

[0008] This technology provides a number of advantages including methods, non-

transitory computer readable media, and apparatuses that more effectively facilitate references in 

5 a chat context. With this technology, website host representatives can identify content 

responsive to a search request from a user and communicate a reference to the content using a 

relatively short token. The token includes a special character and is introduced to a chat panel as 

a hyperlink. Upon selection of the hyper link, the content is retrieved based on the token and 

included special character, and a preview panel is display to the user that includes the content. 

f0009J Accordingly, using the tokens, the size of the communicated reference(s) can be 

reduced, particularly when multiple URLs would otherwise have been required to communicate 

references to content associated with multiple items responsive to a search request. Additionally, 

the user does not have to navigate away from the cmTent web page to see the content. Moreover, 

the tokens can be reused, advantageously allowing the host representative to respond relatively 

15 quickly to certain search requests matching previously searched criteria. 

BRIEF DESCRIPTION OF THE DRA ·wINGS 

[0010] FIG. 1 is a block diagram of a network environment which incorporates an 

exemplary chat management server apparatus; 

fOOllJ FIG. 2 is a flowchart of an exemplary method of generating an item previev,t panel 

20 based on a token; 

[00121 FlG. 3 is an exemplary product web page with an exemplary chat panel link; 

FlG. 4 is an exemplary host chat panel with a search request button; 

[0014] FlG. 5 is an exemplary search panel for receiving search text; 

[0015! FIG. 6 is an exemplary search result panel displaying content for a plurality of 

25 selectable items identified based on search text; 

[00161 FTG. 7 is the exemplary chat panel of FIG. 4 with an item set link conesponding 

to a search token; 

SlIBSTITUTE SHEET (RULE 26) 

ACCESSIBE LTD EXHIBIT 1004 
Page 2024 of 2149



WO 2016/057092 PCT/US2015/036956 

- 4 -
[0017] FIG. 8 is a flowchart of an exemplary method of generating a token for inclusion 

in a customer chat panel as a reference to item content; 

[0018] FIG. 9 is an exemplary customer chat panel with the item set link and an 

exemplary multi-item preview panel with a navigational structure; and 

5 [0019J FlG. 10 is the exemplary chat panel of FIG. 9 with an item link and an exemplary 

single item preview panel. 

D_ETAILED IlESCRlPTION 

[0020] An exemplary netvvork environment 10 is illustrated in FIG. 1 as including an 

exemplary chat management server apparatus 12. In this example, the chat management server 

10 apparatus 12 is coupled to a host representative device 14 by a local area network (LAN) 16 and 

a client device 18 by the LAN 16 and a wide area network (WAN) 20, although other types and 

numbers of devices, components, and elements in other topologies could be used. This 

technology provides a number of advantages including methods, non-transitory computer 

readable media, and apparatuses that more efficiently and effectively facilitate identifying and 

15 providing references to content matching user search criteria in a chat context. 

[0021] In this example, the chat management server apparatus 12 includes a processor 

22, a memory 24, and an interface device 26, which are coupled together by a bus 28 or other 

communication link although other numbers and types of components, parts, devices, systems, 

and elements in other configurations and locations can be used. The processor 22 of the chat 

20 management server apparatus 12 may execute one or more stored programmed instructions for 

one or more aspects of this technology as described and illustrated by way of the embodiments 

herein, although the processor 22 could execute other numbers and types of programmed 

instructions. 

[0022] The memory 24 of the chat management server apparatus 12 stores these 

25 programmed instructions for one or more aspects of this technology, as described and illustrated 

herein, although some or all of the programmed instrnctions could be stored and/or executed 

elsewhere. The memory 24 of the chat management server apparatus 12 may include one or 

more tangible storage media and/or devices, such as RAM, ROM, flash memory, hard disk 

drive(s), solid state memory, or any other memory storage types or devices, including 

30 combinations thereof, which are known to those of ordinary skill in the art. 
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[0023] In this example, the memory 24 of the chat management server apparatus 12 

includes an item content catalog 30, a search web service 32, a preview web service 34, and an 

optional encoded token database 36, although the memory 24 can include other types and 

numbers of systems, devices, and elements in other configurations. Additionally, while the item 

5 content catalog 30, search "veb service 32, preview web service 34, and encoded token database 

36 are illustrated in this example as being stored in the memory 24 of the chat management 

server apparatus 12, one or more of the item content catalog 30, search web service 32, preview 

web service 34, or encoded token database 36 could be stored elsewhere, including on another 

network device not shown in the netvvork environment 10. 

10 

15 

[0024] The item content catalog 30 in this example includes content for items, which can 

represent products or services, for example. The content can include a unique identifier for the 

item and infrm:nation regarding the item including a description of the item, an item price, item 

options (e.g., colors), and/or any pictures or graphics associated with the item, for example, 

although any other type of content can also be stored in the item content catalog. 

[0025] The search web service 32 in this example is configured to receive a request 

including search crite1ia and to identify matching item(s) in the item content catalog. The 

criteria can include search text, for example, when associated with a request to generate a search 

panel or a search token, for example, when associated with a request to generate a preview panel, 

as described and illustrated in more detail later. ln response to the request, the search \lveb 

20 service 32 retrieves at least a poiiion of the content (e.g", as used to present a preview of the item 

to a user) for each of the identified item(s) from the item content catalog 30 and generates and 

returns a Hypefrext Markup Language (HTML) fragment including the content, as described 

and illustrated in more detail later. 

[0026] The preview web service 34 in this example is configured to receive a request to 

25 generate a preview panel that in dudes an item token. In response to the request, the preview 

web service 34 retrieves at least a pmiion of the content associated with an item identified based 

on the item token fi-orn the item content catalog 30 and generates and returns an HTML fragment 

including the content, as described and illustrated in more detail later, 

[0027] The optional encoded token database 36 in this example stores encoded token 

30 values as associated with actual values. The actual values can be search text in the case of an 

encoded search token value or a unique item identifier in the case of an encoded item token 

value, As described and illustrated in more detail later, tokens can advantageously be encoded 
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with this technology to facilitate the inclusion of references in a chat panel that are even shorter 

than search text or item identifiers, for example. 

[0028] The interface device 26 in the chat management server apparatus 12 is used to 

operatively couple and communicate between the chat management server apparatus 12 and the 

5 client device 18 via LAN 16 and WAN 20 and the host representative device 14 via the LAN 16, 

although other types and numbers of communication networks or systems with other types and 

numbers of connections and configurations to other devices and elements can also be used. The 

LAN 16 and WAN 20 can use TCP/JP over Ethernet and industry-standard protocols, including 

NFS, CIFS, SOAP, XML, LDAP, and SNMP, for example, although other types and numbers of 

10 communication networks can also be used. 

[0029] The client device 18 in this example enables a user to request, receive and interact 

with services and content hosted by the chat management server apparatus 12 via the LAN 16 

and WAN 20, although the client device 18 could access content and utilize other types and 

numbers of content or applications from other sources and could provide a wide vaiiety of other 

15 functions for a user. By way of example only, the client device 16 can be a mobile computing 

device, smart phone, personal digital assistant, or computer, for example. 

[0030] The client device 18 includes a processor 38, a memory 40, an interface device 

42, an input device 43, and a display device 44 which are coupled together by a bus 45 or other 

communication link, although the client device 18 can include other numbers and types of 

20 components, parts, devices, systems, and elements in other configurations. The processor 38 in 

the client device 18 executes a program of stored instructions for one or more aspects of the 

present invention as described and illustrated herein, although the processor 38 could execute 

other numbers and types of programmed instructions. 

[0031] The memory 40 in the client device 18 stores these programmed instructions fix 

25 one or more aspects of the present invention as described and illustrated herein, although some or 

all of the progTammed instmctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a RA_M, ROM, hard disk drive(s ), solid state 

storage device(s), and/or other storage device which is read from and/or vvritten to by a magnetic, 

optical, or other reading and/or vvriting system that is coupled to processor 38 can be used for the 

30 memory 40 in the client device 18. In this example, the client device 18 is configured to access 

web services and web content through a web brov,-ser 46 stored in the memory 40. The web 

browser 46 in this example is configured to process programmed instructions ( e.g., JavaScript 
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code) to render chat panels and preview panels, as well as provide other functionality, as 

described and illustrated in more detail later. 

[0032] The interface device 42 in the client device 18 is used to operatively couple and 

communicate between the client device 18 and the chat management server apparatus 12 via the 

5 LAN 16 and the WAN 20, although other types and numbers of communication networks \vith 

other t11)es and numbers of connections and configurations can be used. 

[0033] The input device 43 in the client device 18 can be used to input selections, such as 

a request for a chat or preview panel, as well as messages to be exchanged with the user of the 

host representative device 14, although the input device 43 could be used to input other types of 

l 0 data and interact with other elements. The input device 43 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

also be used. 

[0034! The display device 44 in the client device 18 can be used to show data and 

infbrmation to a user, such as the requested chat or preview panel., although the display device 44 

15 could be used to display other types of data and interact with other elements. The display device 

44 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

monitor fi.)r example, although other types and numbers of displays could be used depending on 

the particular type of client device 18. 

[0035] The host representative device 14 includes a processor 48, a memory 50, an 

20 interface device 52, an input device 53, and a display device 54, which arc coupled together by a 

bus 55 or other communication link, although the host representative device 14 can include other 

numbers and types of components, parts, devices, systems, and clements in other configurations. 

The processor 48 in the host representative device 14 executes a program of stored instrnctions 

for one or more aspects of the present invention as described and illustrated herein, although the 

25 processor 48 could execute other numbers and types of programmed instructions. 

[0036] The memory 50 in the host representative device 14 stores these programmed 

instrnctions for one or more aspects of the present invention as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed else\'vhere. 

A variety of different t}1)es of memory storage devices, such as a RATvi, ROM, hard disk 

30 drive(s), solid state storage device(s), and/or other storage device which is read from and/or 
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written to by a magnetic, optical, or other reading and/or v,Titing system that is coupled to 

processor 38 can be used for the memory 40 in the host representative device 14. 

[0037] In this example, the host representative device 14 is operated by a representative 

of a host of the website associated with the item content, although the host representative device 

5 14 could be operated by other users, in order to engage in a chat with a user of the client device 

18. Accordingly, the memory 50 in this example includes a web browser 56 through which the 

user of the host representative device can access web services and web content. The web 

browser 56 in this example is configured to process programmed instructions (e.g., JavaScript 

code) to render chat panels, search panels, and search result panels, as well as provide other 

10 functionality, as described and illustrated in more detail later. 

15 

[0038] The interface device 52 in the host representative device 14 is used to operatively 

couple and communicate between the host representative device 14 and the chat management 

server apparatus 12 via the LAN 16, although other types and numbers of communication 

networks with other t}1:,es and numbers of connections and confiJ:,'Urations can be used. 

[0039] The input device 53 in the host representative device 18 can be used to input 

selections, such as a request fix a search panel, as well as messages to be exchanged with the 

user of the client device i 8, although the input device 53 could be used to input other types of 

data and interact with other elements. The input device 53 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

20 also be used. 

[00401 The display device 54 in the host representative device 18 can be used to show 

data and information to a user, such as the requested search paneL although the display device 54 

could be used to display other types of data and interact with other elements. The display device 

54 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

25 monitor fr1r example, although other types and numbers of displays could be used depending on 

the particular type of host representative device 18. 

[00411 Although embodiments of the chat management server apparatus 12, host 

representative device 14, and client device 18 are described and illustrated herein, each of these 

devices can be implemented on any suitable computer system or computing device. It is to be 

30 understood that the devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to implement the 
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embodiments are possible, as will be appreciated by those skilled in the relevant art(s). 

Furthermore, each of the systems of the embodiments may be conveniently implemented using 

one or more general purpose computer systems, microprocessors, digital signal processors, and 

micro-controllers, programmed according to the teachings of the embodiments, as described and 

5 illustrated herein, and as will be appreciated by those ordinary skill in the art. 

[0042] In addition, two or more computing systems or devices can be substituted for any 

one of the devices in any embodiment. Accordingly, principles and advantages of distributed 

processing, such as redundancy and replication also can be implemented, as desired, to increase 

the robustness and performance of the devices and systems of the embodiments. The 

10 embodiments may also be implemented on computer system(s) that extend across any suitable 

network using any suitable interface mechanisms and communications technologies, including 

by way of example only telecommunications in any suitable form (e.g., voice and modem), 

,:virekss communications media, wireless communications networks, cellular communications 

networks, G3 communications networks, Public Switched Telephone Network (PSTNs), Packet 

15 Data Networks (PDNs), the Internet, intranets, and combinations thereof. 

f0043J The examples may also be embodied as a non-transitmy computer readable 

medium having instructions stored thereon for one or more aspects of the present technology as 

described and illustrated by way of the examples herein, as described herein, which when 

executed by a processor, cause the processor to carry out the steps necessary to implement the 

20 methods of the examples, as described and illustrated herein. 

!0044J An exemplary method for facilitating references in a chat context will now be 

described with reference to FIGS. 1-10. Referring specifically to FIG. 2, an exemplary method 

of generating a token fix inclusion in a chat panel as a reference to item content will now he 

described. Jn this example, in step 200, the chat management server apparatus 12 provides chat 

2.5 panel definitions in response to a request received from the client device 18. Referring more 

specifically to FIG. 3, an exemplary product web page 300 with an exemplary chat panel link 

302 is illustrated. In this example, a user of the client device 18 use the input/display device 43 

to select the chat panel link 302 thereby initiating a chat session and requesting a customer chat 

panel from the chat management server apparatus 12, although the chat session can be initiated 

30 in other manners. 

[0045] In response, the chat management server apparatus 12 sends a definition of a 

customer chat panel to the client device 18 and a host chat panel to the host representative device 
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14. The definitions can define the chat panels using HTML, for example, V{hich, when 

interpreted by the web browsers 46 and 56 cause the client device 18 and host representative 

device 14 to display the customer and host chat panels, respectively, in a pop-up window or an 

overlay, for example, although any other type of display for the chat panels can also be used. 

5 The chat panels facilitate communication of messages between the users of the client device 18 

and host representative device 14. 

[00461 Referring more specifically to FIG. 4, an exemplary host chat panel 400 is 

illustrated. In this example, a definition of the host chat panel 400 is provided by the chat 

management server 12 to the host representative device 14 in response to receiving an initiation 

10 of the chat session in step 200 from the client device 18. The definition sent by the chat 

management server 12 to the client device 18 in step 200 can define a customer chat panel 

similar to the host chat panel 400 but without the search request button 402, for example, 

although the chat panels can be similar or different in other ways and other methods of 

distributing and generating the chat panels can also be used. An exemplary customer chat panel 

15 will be described and illustrated in more detail later with reference to FIGS. 9- l 0. 

f0047J Tn this example, the user of the client device 18 is a prospective customer of the 

host of the product web page 300 that is looking fix assistance completing an outfit p1ior to 

purchasing, although the v;cb page 300 can be any other type of web page and the user of the 

client device 14 can be any other type of user. Accordingly, the customer user of the client 

20 device 18 initiates the chat session in order to communicate with a representative of the host of 

the website, that is currently using the host representative device 14, to obtain the requested 

assistance in an efficient manner. 

[0048] Referring back to FlG. 2, in step 202, the chat management server apparatus 12 

detennines when a search request has been received from the host representative device 14. The 

25 search request can be for content that a user of the host representative device 14 would like to 

refer the customer to in order to attempt to assist the customer and facilitate a purchase, for 

example. If the chat management server apparatus 12 determines that a search request has not 

been received, then the No branch is taken back to step 202 and the chat management server 

apparatus 12 effectively waits for a search request to be received. 

30 [0049] Referring back to FlG. 4, the search request button 402 of the host chat panel 400 

can be used to initiate a search request, although any other type of interface for initiating a search 

request can also be used. In this example, the customer user of the client device 18 is looking for 
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white :,,hoes to pair with a specified dress. Accordingly, the host representative using the 

input/display device 53 of the host representative device 14 begins to type a message in an input 

field 404, having the text "No problem, here is a set of options for you:'' in this example. Next, 

the host representative using the input/display device 53 of the host representative device 14 

5 selects the search request button 402 in order to initiate a search for items responsive to the 

customer's request. 

[00501 Referring back to step 202 of FIG. 2, upon selection of the search request button 

402, or if the chat management server apparatus 12 otherwise determines that a search request 

has been received, then the Yes branch is taken to step 204. In step 204, the chat management 

10 server apparatus 12 generates, and provides to the host representative device 14, a definition of a 

search panel, receives search text, and retrieves item content based on the search text. The 

definition can define a search panel using HTML, for example, which, ,:vhen interpreted by the 

,:veb brov,·ser 56 can cause the host representative device 14 to display a search panel in a pop-up 

vvindow or an overlay, for example, although the search panel can be displayed in other manners. 

15 The search panel is configured to receive search text, and optionally other search criteria, from 

the host representative using the host representative device 14. 

[0051] Referring more specifically to FIG. 5, an exemplary search panel 500 for 

receiving search text via a text input box 502 is illustrated, although in other examples the search 

panel 500 can include inputs for other search criteria. ln this example, the search text "faith 

20 court shoes white" is input by the host representative using the input/display device 53 of the 

host representative device 14. Upon selection of a search button 504 by the host representative, 

the search criteria are sent to the chat management server apparatus 12. In this example, the 

search criteria, including the search text, is sent to the search web service 32 of the chat 

management server apparatus 12, which is configured to process the criteria as described and 

25 illustrated in more detail later. Other methods of receiving search criteria can also be used. 

[0052J In response to receiving the search text, the search web service 32 of the chat 

management server apparatus 12 identifies and retrieves item content responsive to the request in 

step 204. The item content can be retriewd from the ikrn content catalog 30, which in this 

example includes content associated with a plurality of items for sale by the website host, 

30 although any other type of content associated with any other type of item can also be used. The 

content can include an item description, an item depiction, an item price, or any other 

information associated with each of the items. Optionally, the content includes at least 
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information suitable to provide the customer with a previevv of the item to allow the customer to 

decide whether to learn more about the item in order to make a purchasing decision. 

[0053] In step 206, the search 'web service 32 of the chat management server apparatus 

12 generates and provides to the host representative device 14 a definition of a search result 

5 panel based on the item content retrieved in step 204. In this example, the item content can 

include a picture, a short description, and a price of various white faith court shoes identified 

based on the search text. Accordingly, the definition includes one or more HTML fragments for 

the identified item(s) that includes the content and is configured to generate a search result panel 

including the content when rendered by the web browser 56 of the host representative device 14. 

f0054J Referring more specifically to FIG. 6, an exemplaiy search result panel 600 

displaying content for a plurality of selectable items identified based on the search text is 

illustrated. In this example, the search result panel 600 includes item content 602(1) and 601 (2) 

for two items ("vvhite heeled court shoes" and "patent heeled court shoes") satisfying the search 

criteria received in step 204. Any number of items can be identified and included in the search 

15 result panel 600 and the search results can be displayed by the web browser 56 of the host 

representative device 14 in other manners. 

f0055J Referring back to FTG. 2, in step 208, the chat management server 12 receives a 

selection from the host representative using the host representative device 14 of one or more of 

the item( s) for which content 602( l) and 60 l (2) was identified and retrieved in step 204, and 

20 provided to the host representative device 14 in step 206. The selected item(s) are those item(s) 

responsive to the customer's request and for which the host representative would like to 

specifically refer the customer to in order to assist the customer in making a purchasing decision 

in this example. 

[0056] Referring back to FIG. 6, in this example, the content 602( l) and 602(2) for each 

25 item is associated vvith a select button 604( I) and 604(2), respectively. Additionally, the search 

result panel 600 includes a select all button 606. TJpon selection of one of the buttons 604(1 ), 

604(2), or 606 by the host representative using the input/display device 53 of the host 

representative device 14, an indication of the selection is sent to the chat management server 

apparatus 12. Accordingly, the definition of the search result panel 600 sent to the host 

30 representative device 14 in step 206 of FIG. 2 is configured to facilitate the selection of items, 

although other methods of facilitating the selection of item(s) can also be used. 
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[0057] In step 210, the chat management server apparatus 12 generates, and optionally 

encodes, a search or an item token. In this example, the tokens are prefixed by a first special 

character (e.g.,"@") or a second special character (e.g.,"#") according to whether the token is a 

search token or an item token, respectively, although the first or second special character can be 

5 included in the tokens in any location. The token is a search token if all of the items for which 

content is displayed in the search panel 600 are selected by the host representative using the host 

representative device 14 (e.g., by selecting the select all button 606). Additionally, the token is 

an item token if fewer than all of the items or \vhich content is displayed in the search panel 600 

are selected (e.g., using one or more of the select buttons 604(1) or 604(2)). 

[0058] In this example, if the host representative using the host representative device lLJ 

selects the select all button 606, an exemplary token including the first special character and the 

search text could be "@faith_ court_ shoes_ ,vhite". By including the search text, the host 

representative can advantageously reuse this token in subsequent chat sessions as it will be 

relatively easy to remember. For example, the host representative can reuse the token with other 

15 prospective customers the host representative would like to refer to the same content, as 

described and illustrated in more detail later. 

[0059] In another example, as described and illustrated in more detail later with reference 

to FIG. 10, if the host representative using the host representative device 14 selected only one of 

the items for which content was displayed on the search panel 600, an exemplary token including 

20 the second special character and a unique item identifier could be '#3611369". Accordingly, in 

this example, the ''3611369" portion of the token corresponds to a unique identifier for the one 

selected item, as stored as associated with the content fix the item in the content catalog 30. 

[0060] However, in yet another example, the chat management server apparatus 12 can 

encode the token in order to reduce the size instead of merely using the search text or the unique 

25 item identifier fi_1r the portion of the token not including the special character. Accordingly, the 

chat management server apparatus 12 can decide to encode the token based on whether the 

number of characters in the search text or unique itern identifier exceeds a threshold, for 

example, although the decision of whether to encode a token can be based on any other criteria. 

Additionally, the chat management server apparatus 12 can be configured to encode atl or none 

30 of the tokens as a default setting. 

[0061] If the chat managernent server apparatus 12 determines in step 210 that the search 

token in this example should be encoded, an exemplary encoded search token could be 
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"@42ad42", although any other encoding can be used. The chat management server apparatus 

12 can replace the '"faith court shoes white" search text in the token by encoding the search text 

to generate an output of "42ad42''. Any type of encoding function or formula can be used. 

Optionally, the output of the encoding can be limited to a certain number of characters in order to 

5 optimize the benefit of using an encoded token in place of a token including search text or an 

item identifier. Additionally, if the chat management server apparatus 12 determines in step 210 

that the token should be encoded, then the chat management server apparatus 12 in this example 

stores at least the encoded portion of the search token as associated with the search criteria (e.g., 

the search text) in the encoded token database 36 so that the encoded token can subsequently be 

10 decoded, as described and illustrated in more detail later with reference to step 804 of FIG. 8. 

[0062J RefelTing back to FIG. 2, in step 212, the chat management server apparatus 12 

provides the search or item token to the host representative device 14. Refen-ing rnore 

specifically to FIG. 7, the exemplary host chat panel 400 is illustrated with an item set link 702 

corresponding to the search token "@42ad42", which is an encoded search token in this 

15 example. Accordingly, upon receipt by the host representative device 14 of the search token, the 

host chat panel 400 inserts the search token text into the input field 404. 

[0063] Upon the host representative selecting the send button 700, using the input/display 

device 53 of the host representative device 14, the input text including the search token is sent to 

the chat management server 14, which routes the text to the customer chat panel currently 

20 rendered on the client device 18 using an established connection. Upon display of the input text 

in the host chat panel 400, as well as the customer chat panel cun-ent1y rendered on the client 

device 18, the search token becomes the item set link 702. 

[0064] Accordingly, the definition of the chat panel 400 sent to the host representative 

device 14 is confi1:,•ured to insert a token returned in step 212 into the input field 404 and render 

25 the token as a hyperlink (the item set link 702 in this example) used as described and illustrated 

in more detail with reference to FlG. 8. Optionally, at least the customer chat panel is 

configured, based on its definition, to render any text sent from a host representative in a chat 

session that includes the first or second special character as an item set link or an item link, 

respectively. 

30 [0065] Referring more specifically to FIG. 8, an exemplary method of generating an item 

previev,1 panel based on a token will now be described. In step 800 in this example, the chat 

management server apparatus 12 receives a request from the client device 18 for a preview panel. 
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The request includes a token and is sent in response to a selection by the customer, using the 

input/display device 43 of the client device 18, of a hyperlink including the token that was 

rendered in the customer chat panel. The hyperlink can be rendered in the customer chat panel 

subsequent to the host representative submitting a message including the token. The token can 

5 be manually entered by the host representative or provided by the chat managernent server 

apparatus 12, as described and illustrated earlier with reference to step 212. 

[00661 ln step 802, the chat management server apparatus 12 determines when the token 

included in the request for the preview panel received in step 800 is encoded. In order to 

determine vvhether the token is decoded, the chat management server apparatus 12 can compare 

10 the token to entries of the encoded token database 36 to detem1ine where there is a match in this 

example, although other methods of detem1ining whether the token is encoded can also be used. 

If the chat management server apparatus 12 determines that the token is encoded, then the Yes 

branch is taken to step 804. 

[0067] In step 804, the chat management server apparatus 12 decodes the token. In order 

15 to decode the token in this example, the chat management server apparatus 12 retrieves the actual 

value of the portion of the token not including the special character from the matching entry of 

the encoded token database 36. The actual value could have been stored in the encoded token 

database 36 as described and illustrated in more detail earlier with reference to step 210 of FIG. 

2. Accordingly, in this example, the chat management server 12 can obtain the 

20 "faith_ court_ shoes_ vvhite" actual value by decoding the "42ad42" encoded token value. Other 

methods of encoding or decoding the tokens, including u,;;ing a reversible encoding function that 

does not require a database look-up, can also be used. Subsequent to decoding the token, or if 

the chat management server apparatus 12 determines in step 802 that the token is not encoded 

and the No branch is taken, the chat management server apparatus 12 proceeds to step 806. 

25 [0068] In step 806, the chat management server apparatus 12 retrieves item content based 

on the token. ln order to retrieve the item content, in this example, the chat management server 

apparatus 12 first determines whether the token is a search or an itern token based on vvhether the 

token includes the first or second special character. lf the chat management server apparatus 12 

determines that the token is a search token, then the portion of the token not including the first 

30 special character, or the decoded actual value in examples in which step 804 is performed, is 

processed by the search web service 34. Accordingly, the search web service 32 searches the 

item content catalog 30, as described and illustrated earlier with reference to step 206 of FIG. 2, 

using the token value as the search text in order to identify and retrieve responsive item content. 
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[0069] However, if the chat management server apparatus 12 determines that the token is 

an item token, then the portion of the token not including the first special character, or the 

decoded actual value in examples in which step 804 is performed, is processed by the preview 

web service 34. Accordingly, the preview web service 34 searches the item content catalog 30 

5 using the token value to identify and retrieve content for an item having a unique item identifier 

matching the token value. 

[0070] ln step 808, the chat management server apparatus 12 provides a preview panel 

definition, including HTML fragment(s) including the content retrieved in step 806, to the client 

device 18 in response to the request for the preview panel received in step 800. The previevv 

10 panel definition is configured to, when rendered, cause the vveb browser 46 of the client device 

18 to generate a preview panel that includes the item content. The preview panel can be 

generated a pop-up windov,', an overlay, or any other type of display that does not require 

navigation by the web browser 46 away from the customer chat panel. Additionally, the preview 

panel can be a multi-item preview panel with a navigation structure or a single item preview 

15 panel based on whether the token, received with the request for the preview panel in step 800, is 

a search token or an item token, respectively. 

[0071] Optionally, at least a portion of the content displayed by the preview panel is, or 

another portion of the preview panel includes, a link that is selectable by the customer using the 

client device 18 in order to allow the customer to navigate to a different web page associated 

20 with the item that provides additional content. Also optionally, at least a portion of the content 

displayed by the preview panel is, or another portion of the preview panel includes, a link that is 

selectable by the customer using the client device 18 in order to allow the customer to navigate 

to an item purchase web page or add the item to a shopping cart, fix example. Other types of 

links and other content can also be provided in the preview paneL 

25 [0072] Refe!Ting more specifically to FIG. 9, an exemplary customer chat panel 900 with 

the item set link 702 corresponding to the encoded search token "@42ad42" and an exemplary 

multi-item preview panel 902 are illustrated. In this exarnple, the multi-item preview panel 902 

is generated, based on the definition provided in step 808, subsequent to the customer selecting 

the item set link 702 using the input/display device of the client device 18. The multi-item 

30 previev,r panel 902 includes the content 602( 1) for one of the items that the host representative 

selected to be refened to the customer in this example. 
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[0073] Additionally, the multi-item preview panel 902 includes a navigation structure, 

which in this example includes a next button 904, which facilitates navigation between content 

associated with a plurality of items, including at least the content 602(2) of another of the items 

that the host representative selected to be referred to the customer in this example. Other types of 

5 navigational structures can also be used. 

[0074] Referring more specifically to FIG. 10, the exemplary customer chat panel 900 of 

FlG. 9 with an item link 1000 and an exemplary single item preview panel 1002 are illustrated. 

In this example, the item link 1000 corresponds to an item token "#3611369" which includes a 

unique item identifier "3611369" for a single item selected by the host representative in an 

10 iteration of steps 202-212 of FIG. 2 performed prior to the example iteration described and 

illustrated in detail earlier. The item preview panet 1002 includes content 1004 for a navy 

colored shoe item that the customer in this example is not interested in. Instead, the customer 

indicated to the host representative a preference for a white shoe and the host representative 

submitted the request received in step 202 in the example iteration described and illustrated 

15 earlier in order to identify items responsive to the customer's preference. 

[0075] Accordingly, with this technology, representatives of website hosts can more 

easily and effectively refer website users to preview content for items in a chat context. The 

references can be sent using tokens which arc generally, or can be encoded to be, shorter than 

URLs associated with web pages corresponding to the items. Additionally, host representatives 

20 can refer users to preview content for item(s) by reusing tokens thereby facilitating relatively 

quick responsiveness. Moreover,. items identified by a ho<;t representative can advantageously be 

displayed by a user in a preview panel without requiring the user to navigate away from the chat 

panel or the current web page and thereby significantly improving the functioning of the user's 

client device, 

2.5 [0076] Having thus described the basic concept of the invention, it will be rather apparent 

to those skilled in the art that the foregoing detailed disclosure is intended to be presented by 

way of example only, and is not limiting. Various alterations, improvements, and modifications 

\Vill occur and are intended to those skilled in the art, though not expressly stated herein. These 

alterations, improvements, and modifications are intended to be suggested hereby, and are within 

30 the spirit and scope of the invention. Additionally, the recited order of processing elements or 

sequences, or the use of numbers, letters, or other designations therefore, is not intended to limit 

the claimed processes to any order except as may be specified in the claims. Accordingly, the 

invention is limited only by the following claims and equivalents thereto. 
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1. A method for facilitating references in a chat context, the method 

5 compnsmg: 

receiving, by a chat management server apparatus, a search request via a 

search panel provided in response to a user interaction with a chat panel; 

generating, by the chat management server apparatus, a token including a 

special character and generated based on search text in the search request or a unique identifier 

10 for one of a plurality of items identified based on a search performed using the search text; 

providing, by the chat management server apparatus, the token to a source 

of the search request frw inclusion in the chat panel as a hyperlink; 

receiving, by the chat management server apparatus, a previe,v panel 

request in response to a user interaction with the hyperlink, the preview panel request including 

15 the token: 

20 

25 

30 

retrieving, by the chat management server apparatus, content for the items 

or for the one item based on the special character included in the token; and 

providing, by the chat management server apparatus, the content to a 

source of the preview panel request. 

2. The method as set forth in claim 1, futiher comprising, prior to generating 

the token: 

retrieving, by the chat management server apparatus, the content for the 

iterrn; based on the search text; 

providing, by the chat management server apparatus, the content for the 

items to the source of the search request for inclusion in a search result panel: and 

receiving, by the chat management server apparatus, a selection of one or 

more of the items from the source of the search request. 

3. The method as set f01th in claim 2, wherein the selection is of all of the 

items and the generating further comp1iscs generating a search token comprising a first special 

character and the request for the preview panel includes the search token. 

4. The method as set forth in claim 2, wherein the selection is of one or more 
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of the items, the generating further comprises generating an item token for each of the one or 

more items, each item token comprises a second special character, and the request for the 

preview panel includes at least one of the item tokens. 

5. The method as set forth in claim 3, wherein the search token includes at 

least one or more tem1s included in the search text 

6. The method as set fr)rth in claim 1, wherein: 

the generating further comprises encoding the search text or the unique 

10 identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated svith the corresponding search text or unique identifier, wherein the 

token is generated based on the encoded search text or the encoded unique identifier; and 

15 

20 

the retrieving ftuihcr comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

7. The method as set forth in claim 1, wherein the retrieving further 

compnses: 

detem1ining when the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

perfom1ing a search of an item content catalog using the search text, as 

determined based on the token included in the preview panel request , to retrieve the content for 

the items, when the token included in the preview panel request is determined to be the search 

token; and 

retrieving content for the one item based on the unique identifier, as 

25 detem1ined based on the token included in the previevv panel request, when the token included in 

the preview panel request is not determined to be the search token. 

8. A non-transitory computer readable medium having stored thereon 

instrnctions fix facilitating references in a chat context comprising executable code which when 

30 executed by a processor, causes the processor to perform steps comprising: 

receiving a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generating a token including a special character and generated based on 

search text in the search request or a unique identifier for one of a plurality of items identified 
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based on a search perfr:mned using the search text; 

PCT/US2015/036956 

providing the token to a source of the search request for inclusion in the 

chat panel as a hyperlink; 

receiving a preview panel request in response to a user interaction with 

5 the hyperlink, the preview panel request including the token; 

15 

20 

25 

30 

retrieving content for the items or for the one item based on the special 

character included in the token; and 

providing the content to a source of the preview panel request. 

9. The non-transitory computer readable medium as set f01th in claim 8, 

further having stored thereon instructions that when executed by the processor cause the 

processor to perfom1 steps further comprising, prior to generating the search token or the item 

token: 

retrieving the content for the items based on the search text; 

providing the content for the items to the source of the search request for 

inclusion in a search result panel: and 

receiving a selection of one or more of the items from the source of the 

search request. 

10. The non-transitory computer readable medium as set forth in claim 9, 

wherein the selection is of all of the items and the generating further comprises generating a 

search token comprising a first special character and the request fru the preview panel includes 

the search token. 

11. The non-transitory computer readable medium as set frmh in claim 9, 

,vherein the selection is of one or more of the items, the generating further comprises generating 

an item token for each of the one or more items, each item token comprises a second special 

character, and the request for the preview panel includes at least one of the item tokens. 

12. The non-transito1y computer readable medium as set forth in claim 10, 

wherein the search token includes at least one or more terms included in the search text. 

13. The non--transitory computer readable medium as set forth in claim 8, 

wherein: 
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the generating further comprises encoding the search text or the unique 

identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated with the corresponding search text or unique identifier, wherein the 

token is generated based on the encoded search text or the encoded unique identifier; and 

the retrieving further comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

14. The non-transitory computer readable medium as set forth in claim 8, 

wherein the retrieving further comprises: 

determining when the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

performing a search of an item content catalog using the search text, as 

determined based on the token included in the preview panel request, to retrieve the content for 

the items, when the token included in the preview panel request is determined to be the search 

15 token; and 

20 

25 

30 

retrieving content for the one item based on the unique identifier, as 

detem1ined based on the token included in the preview panel request, when the token included in 

the preview panel request is not determined to be the search token . 

15. . A chat management server apparatus, comprising a processor and a 

memory coupled to the processor which is configured to he capable of executing programmed 

instructions comprising and stored in the memory to: 

receive a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generate a token including a special character and generated based on 

search text in the search request or a unique identifier for one of a plurality of items identified 

based on a search performed using the search text; 

provide the token to a source of the search request for inclusion in the chat 

panel as a hyperlink; 

receive a preview panel request in response to a user interaction with the 

hyperlink, the preview panel request including the token; 

retrieve content for the items or for the one item based on the special 

character included in the token; and 

provide the content to a source of the preview panel request. 
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16. The chat management server apparatus as set forth in claim 15, wherein 

the processor coupled to the memory is further confi,gured to be capable of executing 

programmed instructions further comprising and stored in the memory to, prior to generating the 

5 search token or the item token: 

retrieve the content for the items based on the search text; 

provide the content for the items to the source of the search request for 

inclusion in a search result panel: and 

receive a selection of one or more of the items from the source of the 

10 search request. 

]. 
'7 
/, The chat management server apparatus as set forth in claim 16, wherein 

the selection is of all of the items, the processor coupled to the memory is further configured to 

be capable of executing at least one additional programmed instruction further comprising and 

15 stored in the memory to generate a search token comprising a first special character, and the 

request for the preview panel includes the search token. 

18. The chat management server apparatus as set fi.mh in claim l 6, wherein 

the selection is of one or more of the items, the processor coupled to the memory is fu1iher 

20 configured to be capable of executing at least one additional programmed instruction fi_trther 

comprising and stored in the memory to generate an itern token for each of the one or more 

items, each item token comprises a second special character, and the request fi.)r the preview 

panel includes at least one of the item tokens. 

25 19. The chat management server apparatus as set fi.mh in claim 17, wherein 

the search token includes at least one or more terms included in the search text. 

20. The chat management server apparatus as set forth in claim 15, wherein 

the processor coupled to the memory is further confi_gured to be capable of executing 

30 programmed instmctions further comprising and stored in the memory to: 

encode the search text or the unique identifier and storing the encoded 

search text or the encoded unique identifier in an encoded token database as associated with the 

corresponding search text or unique identifier, wherein the token is generated based on the 

encoded search text or the encoded unique identifier; and 
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decode the token comprising comparing the token to the encoded token 

database to retrieve the search text or unique identifier. 

21. The chat management server apparatus as set forth in claim 15, wherein 

5 the processor coupled to the memory is further configured to be capable of executing 

programmed instructions further comprising and stored in the memory to: 

determine when the token included in the preview panel request is a search 

token based on a match of a specified character of the token with a first special character; 

perform a search of an item content catalog using the search text, as 

10 determined based on the token included in the preview panel request, to retrieve the content for 

the items, when the token included in the preview panel request is determined to be the search 

token; and 

retrieve content for the one item based on the unique identifier, as 

determined based on the token included in the preview panel request, when the token included in 

15 the preview panel request is not determined to be the search token. 
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Provide Chat Panel Definitions J_{)_() 

Cienernte and Provide a Definttion of a Search Panel, Receive Search Text, and 
Retrieve Item Content Based on the Search Text 204 

Generate and Provide a Definition of a Search Result Panel Based on the Item 
Content 2.06 

r Receive a Selection of ltern( s) i_0_~_ 

Generate and Optionally Encode a Search or an Item Token ;J_Q 

Provide the Search or Item Token 2-12. 
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Conf. No. 6600 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

References and Listing 

Pursuant to 37 CFR 1.56, an Information Disclosure Statement listing references is 

provided herewith. Copies of any listed foreign and non-patent literature references are being 

submitted. Any foreign references may also include English abstract(s) and/or machine 

translation(s), but no representation is made as to their accuracy. 

If the Examiner would like additional information regarding these references or if 

anything is unclear, the Examiner is invited to contact the undersigned for assistance. 

No Disclaimers 

To the extent that anything in the Information Disclosure Statement or the listed 

references could be construed as a disclaimer of any subject matter supported by the present 

application, Applicant hereby rescinds and retracts such disclaimer. 

Timing of Disclosure 

This Information Disclosure Statement is being filed before the receipt of a First Office 

Action on the merits, and presumably no fee is required. If a First Office Action on the merits 

was mailed before the mailing date of this Statement, the Commissioner is authorized to charge 

the fee set forth in 37 CFR l.17(p) to Deposit Account No. 11-1410. 
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Docket No.: AUDEY.003Cl 
App. No.: 16/430210 

Dated: August 13, 2020 

33306741 

Page 2 of 2 

Respectfully submitted, 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

By:/Xiaoyu Wang/ 
Xiaoyu Wang 
Registration No. 75,640 
Registered Practitioner 
(212) 849-3000 

-2-
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Doc Code: ECOMM.AUTH/ECOMM.WTDW 
Doc Description: Internet Communications Authorized/Internet Communications Authorization Withdrawn 

PTO/SB/439 (l:l-15) 

r AUTHORIZATION FOR INTERNET 

COMMUNICATIONS IN A PATENT 

APPLICATION OR REQUEST TO 

WITHDRAW AUTHORIZATION FOR 

INTERNET COMMUNICATIONS 

Appiication No. 

Filing Date 

First Named Inventor 

Art Unit 

Examiner Name 

16/430210 

June 03, 20·19 

BrcHJley, Sean D. 

2177 

Zuberi. Mohamrne1j H. 

\... Practitioner Docket No. AUDEY.003C1 

To: Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

L To authorize permission for Internet Communications. 

.,J 

[1_J Recognizing that Internet communications are not secure, I hereby authorize the USPTO to communicate 
with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject 
matter of this application via video conferencing, instant messaging, or electronic mail. I understand that a copy of 
these communications will be made of record in the application fiie. (MPEP 502.03) 

!I. To withdraw authorization for Internet Communications. 

D The authorization given on ---------~ to the USPTO to communicate with the undersigned and 
any practitioner in accordance with 37 CFR l.33 and 37 CFR 1.34 concerning any subject matter of this application 
via Internet communications such as video conferencing, instant messaging, or electronic mail is hereby 

withdrawn. I understand that the withdrawal is effective when approved rather than when received. 

I am the 

D applicant. 

[7! attorney or agent of record. Registration number _5_7_0_1_3 __________ _ 

D attorney or agent acting under 37 CFR 1.34. Registration number _____________ _ 

/THOMAS Y. YEE/ 10/29/2020 
Signature Date 

Thomas Y. Yee 212-849-3077 
Typed or printed name Telephone Number 

NOTE: This forn1 must be signed in accordance with 37 CFR 1.33. See 37 CFR l.4 for signature requirements and certifications. Juristic entities 

must be represented by a patent practitioner (see 37 CFR 1.31, which is appiicable to any paper filed on or· after September 16, 2012, that is 
presented on behalf of a juristic entity, regardless of application fiiing date). Submit multiple forms if more than one signature is required, see 
beiow*. 

I ✓ I • Totai of ______ 1 _______ forms are submitted. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general autMrity !or the 
collection of this information is 35 U.S"C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination ol proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form wili be subject to the following routine uses: 

1. The information on this form wili be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whet~1er 
disclosure of these records is required by the Freedom of Information Act 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of sett!ement negotiations" 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S"C" 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part or that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 l.LS.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from mis system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application w~1ich 
became abandoned or in which the proceedings were terminated and whiCl1 application is 
referenced by either a published application, an application open to public inspection or an 
issued patent 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, il the USPTO becomes aware or a violation or potential 
violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 40991573 

Application Number: 16430210 

International Application Number: 

Confirmation Number: 6600 

Title of Invention: 
Modular Systems and Methods For Selectively Enabling Cloud-Based 
Assistive Technologies 

First Named Inventor/Applicant Name: Sean D. Bradley 

Customer Number: 20995 

Filer: Thomas Yee/Daisy Perez 

Filer Authorized By: Thomas Yee 

Attorney Docket Number: AUDEY.003Cl 

Receipt Date: 30-OCT-2020 

Filing Date: 03-JUN-2019 

Time Stamp: 12:49:40 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

48389 

1 
Information Disclosure Statement (IDS) 

IDS.pdf no 3 
Form (SB08) 

7b6393Se8bb4d62bc666b4a5ad0fe9da20t 
c2115 

Warnings: 
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Information: 

This is not an USPTO supplied IDS fillable form 

88714 

2 Internet Communications Authorized lnternet_Authorization.pdf no 2 
07db7Sb2b857e2e5984a9e508232a90c0e( 

36697 

Warnings: 

Information: 

173631 

3 Non Patent Literature 
Sato_Accessibility_Evaluation_ 

no 2 
2006.pdf 

b 7d 2Sb9ce 7adf84 35 eecb252ffeeca 77 c798 
4eb5 

Warnings: 

Information: 

405698 

4 Non Patent Literature 
Shadi_Artificial_lntelligence_fo 

no 5 
r_Web.pdf 

befd9bc3c27d60657beadb093f0f1 b5f31 cl 
52ba 

Warnings: 

Information: 

Total Files Size (in bytes) 716432 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Docket No.: AUDEY.003Cl Page 1 of 1 

INFORMATION DISCLOSURE STATEMENT 

First Inventor : Sean D. Bradley 

App. No. 16/430210 

Filed June 3, 2019 

For MODULAR SYSTEMS AND METHODS FOR SELECTIVELY ENABLING 
CLOUD-BASED ASSISTIVE TECHNOLOGIES 

Examiner Zuberi, Mohammed H. 

Art Unit 2177 

Conf. No. 6600 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

References and Listing 

Pursuant to 37 CFR 1.56, an Information Disclosure Statement listing references 1s 

provided herewith. 

No Disclaimers 

To the extent that anything in the Information Disclosure Statement or the listed 

references could be construed as a disclaimer of any subject matter supported by the present 

application, Applicant hereby rescinds and retracts such disclaimer. 

Timing of Disclosure 

This Information Disclosure Statement is being filed before the receipt of a First Office 

Action on the merits, and presumably no fee is required. If a First Office Action on the merits 

was mailed before the mailing date of this Statement, the Commissioner is authorized to charge 

the fee set forth in 37 CFR l.17(p) to Deposit Account No. 11-1410. 

Respectfully submitted, 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Dated: October 30, 2020 By: /THOMAS Y. YEE/ _______ _ 
Thomas Y. Yee 
Registration No. 57,013 
Registered Practitioner 
(212) 849-3000 

33768995 
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PTO/SB/08 E . I t :quIvaen 

Application No. 16/430210 

INFORMATION DISCLOSURE Filing Date June 03, 2019 

STATEMENT BY APPLICANT 
First Named Inventor Bradley, Sean D. 

Art Unit 2177 

(Multiple sheets used when necessary) Examiner Zuberi, Mohammed H. 

SHEET 1 OF 2 Attorney Docket No. AUDEY.003C1 

U.S. PATENT DOCUMENTS 
Document Number Pages, Columns, Lines Where 

Examiner Cite Publication Date 
Initials No. 

Number- Kind Code (if known) MM-DD-YYYY Name of Patentee or Applicant Relevant Passages or Relevant 
Example: 1,234,567 B1 Figures Appear 

1 7,546,531 06-09-2009 Celik 

2 8,452,600 05-28-2013 Fleizach 

3 8,855,423 10-07-2014 Boncyk et al. 

4 10,037,318 07-31-2018 Liu 

5 10,425,501 06-09-2016 Nasson et al. 

10,762,280 (Our Ref. 09-01-2020 Bradley et al. 
AUDEY.002C1 ), 

6 including its prosecution 
history, the cited references, 

and the Office Actions 
therein 

10,809,877(0ur Ref. 10-20-2020 Bradley et al. 
AUDEY.003C4), 

7 including its prosecution 
history, the cited references, 

and the Office Actions 
therein 

8 2002/0122053 09-05-2002 Dutta 

9 2012/0254723 10-04-2012 Kasa et al. 

10 2013/0104029 04-25-2013 Hendry et al. 

11 2015/0106686 04-16-2015 Blitzstein 

12 2017/0371975 12-28-2017 Chen et al. 

13 2019/0340212 11-07-2019 lsager 

14 16/991329** 08-12-2020 Bradley et al. 

15 16/991346** 08-12-2020 Bradley et al. 

16 16/991416** 08-12-2020 Bradley et al. 

17 16/991392** 08-12-2020 Bradley et al. 

18 16/991304** 08-12-2020 Bradley et al. 

19 16/991381 ** 08-12-2020 Bradley et al. 

20 16/991434** 08-12-2020 Bradley et al. 

Examiner Signature I Date Considered 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

T1 
- Place a check mark in this area when an English language Translation is attached. 
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PTO/SB/08 E . I t :quIvaen 

Application No. 16/430210 

INFORMATION DISCLOSURE Filing Date June 03, 2019 

STATEMENT BY APPLICANT 
First Named Inventor Bradley, Sean D. 

Art Unit 2177 

(Multiple sheets used when necessary) Examiner Zuberi, Mohammed H. 

SHEET 2 OF 2 Attorney Docket No. AUDEY.003C1 

U.S. PATENT DOCUMENTS 

Examiner Cite 
Document Number 

Publication Date 
Pages, Columns, Lines Where 

Initials No. 
Number- Kind Code (if known) MM-DD-YYYY Name of Patentee or Applicant Relevant Passages or Relevant 

Example: 1,234,567 B1 Figures Appear 

21 16/991405** 08-12-2020 Bradley et al. 

22 16/991505** 08-12-2020 Bradley et al. 

23 16/991584** 08-12-2020 Bradley et al. 

24 16/991578** 08-12-2020 Bradley et al. 

25 16/991671 ** 08-12-2020 Bradley et al. 

FOREIGN PATENT DOCUMENTS 

Examiner Cite 
Foreign Patent Document Publication 

Name of Patentee or 
Pages, Columns, Lines 

Initials No. 
Country Code-Number-Kind Code Date 

Applicant 
Where Relevant Passages or T1 

Example: JP 1234567 A1 MM-DD-YYYY Relevant Figures Appear 

NON PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), 

Initials No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), T1 

volume-issue number(s), publisher, city and/or country where published. 

26 Sato et al., "Accessibility Evaluation based on Machine Learning Technique", October 22-25, 
2006, Portland, Oreqon, USA, ACM, paqes: 2 (Year: 2006) 

Shadi et al., "Artificial Intelligence for Web Accessibility- Conformance Evaluation as a Way 
27 Forward?", April 23-25, 2018, Lyon, 

France, ACM, paqes: 5 (Year: 2018) 

**Reference is co-owned by Applicant and signature indicates consideration of publication and file history, including references cited 
and office actions issued therein. The Examiner has access to these materials through PTO computer systems. If additional copies 
are desired, please notify Applicant through its attorneys. 
33780263 

Examiner Signature I Date Considered 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

T1 
- Place a check mark in this area when an English language Translation is attached. 
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Doc Code: DIST.E.FILE 
Document Description: Electronic Terminal Disclaimer - Filed 

PTO/SB/26 
U.S. Patent and Trademark Office 

Department of Commerce 

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A 
"PRIOR" PATENT 

Application Number 16430210 

Filing Date 03-Jun-2019 

First Named Inventor Sean Bradley 

Attorney Docket Number AUDEY.003C1 

Title of Invention 

Modular Systems and Methods For Selectively Enabling Cloud-Based Assistive 
Technologies 

l'vl Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding 
iL:::,J Office Action 

~ This electronic Terminal Disclaimer is not being used for a Joint Research Agreement. 

Owner Percent Interest 

AUDIOEYE, INC. 100% 

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the 
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration 
date of the full statutory term of prior patent number(s) 

10444934 

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so 
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly 
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors 
or assigns. 

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant 
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent 
is presently shortened by any terminal disclaimer," in the event that said prior patent later: 
- expires for failure to pay a maintenance fee; 
- is held unenforceable; 
- is found invalid by a court of competent jurisdiction; 
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321; 
- has all claims canceled by a reexamination certificate; 
- is reissued; or 
- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer. 

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request. 
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0 
I certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d) 
required for this terminal disclaimer has already been paid in the above-identified application. 

Applicant claims the following fee status: 

Q Small Entity 

Q Micro Entity 

@ Regular Undiscounted 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and 
that such willful false statements may jeopardize the validity of the application or any patent issued thereon. 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

@ An attorney or agent registered to practice before the Patent and Trademark Office who is of record in 
this application 

Registration Number 57013 

Q A sole inventor 

0 

0 

A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

A joint inventor; all of whom are signing this request 

Signature 
/THOMAS Y. YEE/ 

Name THOMAS Y. YEE 

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner). 
Form PTO/SB/96 may be used for making this certification. See MPEP § 324. 
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Electronic Patent Application Fee Transmittal 

Application Number: 16430210 

Filing Date: 03-Jun-2019 

Title of Invention: 
Modular Systems and Methods For Selectively Enabling Cloud-Based 
Assistive Technologies 

First Named Inventor/Applicant Name: Sean D. Bradley 

Filer: Thomas Yee 

Attorney Docket Number: AUDEY.003Cl 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

STATUTORY OR TERMINAL DISCLAIMER 1814 1 170 170 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 170 
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Doc Code: DISQ.E.FILE 
Document Description: Electronic Terminal Disclaimer -Approved 

Application No.: 16430210 

Filing Date: 03-Jun-2019 

Applicant/Patent under Reexamination: Bradley 

Electronic Terminal Disclaimer filed on December 31, 2020 

C8J APPROVED 

This patent is subject to a terminal disclaimer 

0 DISAPPROVED 

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web 

U.S. Patent and Trademark Office 
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Electronic Acknowledgement Receipt 

EFSID: 41534634 

Application Number: 16430210 

International Application Number: 

Confirmation Number: 6600 

Title of Invention: 
Modular Systems and Methods For Selectively Enabling Cloud-Based 
Assistive Technologies 

First Named Inventor/Applicant Name: Sean D. Bradley 

Customer Number: 20995 

Filer: Thomas Yee 

Filer Authorized By: 

Attorney Docket Number: AUDEY.003Cl 

Receipt Date: 31-DEC-2020 

Filing Date: 03-JUN-2019 

Time Stamp: 16:18:17 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $170 

RAM confirmation Number E2020BUG18148221 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

33378 

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2 
0023 3fcbb460cd4a96a4cd 188a8777 c0a dd 

ae76c 

Warnings: 

Information: 

30346 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
349a 1ab2539aff53713198347d943f14c62d 

e526 

Warnings: 

Information: 

Total Files Size (in bytes) 63724 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

20995 7590 01/11/2021 

KNOBBE MARTENS OLSON & BEAR LLP 
2040 MAIN STREET 
FOURTEENTH FLOOR 
IRVINE, CA 92614 

APPLICATION NO. FILING DATE 

16/430,210 06/03/2019 

FIRST NAMED INVENTOR 

Sean D. Bradley 

EXAMINER 

ZUBER!, MOHAMMED H 

ART UNIT PAPER NUMBER 

2177 

DA TE MAILED: 01/11/2021 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

AUDEY.003Cl 6600 

TITLE OF INVENTION: Modular Systems and Methods For Selectively Enabling Cloud-Based Assistive Technologies 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 04/12/2021 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

20995 7590 01/11/2021 

KNOBBE MARTENS OLSON & BEAR LLP 
2040 MAIN STREET 
FOURTEENTH FLOOR 
IRVINE, CA 92614 

APPLICATION NO. FILING DATE 

16/430,210 06/03/2019 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Sean D. Bradley AUDEY.003Cl 6600 

TITLE OF INVENTION: Modular Systems and Methods For Selectively Enabling Cloud-Based Assistive Technologies 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1200 

EXAMINER ART UNIT 

ZUBER!, MOHAMMED H 2177 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

715-747000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1200 04/12/2021 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: Orssue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

16/430,210 06/03/2019 

20995 7590 01/11/2021 

KNOBBE MARTENS OLSON & BEAR LLP 
2040 MAIN STREET 
FOURTEENTH FLOOR 
IRVINE, CA 92614 

FIRST NAMED INVENTOR 

Sean D. Bradley 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

AUDEY.003Cl 6600 

EXAMINER 

ZUBER!. MOHAMMED H 

ART UNIT PAPER NUMBER 

2177 

DA TE MAILED: 01/11/2021 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/430,210 
Examiner 
MOHAMMED H ZUBERI 

Applicant(s) 
Bradley et al. 

Art Unit I AIA (FITF) Status 
2177 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to CON filed 6/3/2019. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are 11-16 and 42-55. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information 
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. 0 Notice of References Cited (PT0-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date See Continuation Sheet. 

5. 0 Examiner's Amendment/Comment 

6. 0 Examiner's Statement of Reasons for Allowance 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. 12/31/2020. 

/MOHAMMED H ZUBERI/ 
Primary Examiner, Art Unit 2177 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20201231 
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Continuation Sheet (PTOL-37) Application No. 16/430,210 

Continuation of Attachment(s) 2. Information Disclosure Statements (PTO/SB/08), Paper No./Mail Date: 10/ 
30/2020, 8/13/2020, 6/22/2020, 8/12/2019 
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Application/Control Number: 16/430,210 
Art Unit: 2177 

DETAILED ACTION 

Claims 1- 22 are pending in the case. Claims 1 and 10 are independent claims. 

Information Disclosure Statement 

Page 2 

The information disclosure statements (IDS) submitted on 10/30/2020, 8/13/2020, 6/22/2020, 

8/12/2019, are in compliance with the provisions of 37 CFR 1.97. Accordingly, the information 

disclosure statements are being considered by the examiner. 

Drawings 

The drawings filed on 6/3/2019 have been accepted by the Examiner. 
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Application/Control Number: 16/430,210 
Art Unit: 2177 

EXAMINER'S AMENDMENT 

Page 3 

An examiner's amendment to the record appears below. Should the changes and/or additions 

be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure 

consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with Thomas 

Vee {Registration Number 57013) on 12/31/2020. 

The application has been amended as follows: 

CROSS-REFERENCE TO RELATED APPLICATIONS 

1-10 (Cancelled) 

11. (Amended) A non-transitory electronic storage medium with Gf_omputer code 

stored thereon, in a non transient medium the computer code configured to programmatically 

assign a descriptive attribute to an element on a web page to provide an audible description of 

the element, the web page having an associated document object model (DOM), and the 

computer code configured to perform, when executed by a computer processor, the steps of: 

accessing code associated with the web page, the code comprising HTML or the 

DOM; 

retrieving at least one remediation code from a remote server, the at least one 

remediation code configured to associate a descriptive attribute to an element in the web 

page, the element in the web page lacking an adequate descriptive attribute; 

amending the web page, based on applying the retrieved at least one remediation 

code, to assign the descriptive attribute to the element in the web page, the descriptive 

attribute configured to enable an assistive technology to speak the descriptive attribute 

to a user; 

superimposing amending the web page to display a timed toggle-able e-f-..a 

eranding icon m,ier a universal accessibility icon on a-the web page; and 
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Art Unit: 2177 
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re•;ealingdisplaying, in response to input from the -a-user commandto the 

displayed toggle-able universal accessibility icon, an assistive technology tool bar 

including user controls for independently enabling remediating the web page at least an 

a1,1dio ~layer and a reader tool s1,1ite, wherein user controls of the assistive technology 

tool bar are configured to enable the user to dynamically change on the web page a font 

type. magnification. and contrast of colors displayed to the user. 

12. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the user command input comprises one or more of mouse 

hovering over and or clicking on the branding icon toggle-able universal accessibility icon. 

13. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein independently enabling comprises selecting one of: a first 

option to enable the an audio player without enabling the reader tool suite assistive technology 

tool bar; a second option to enable the reader tool suite assistive technology tool bar without 

enabling the audio player; and or a third option to simultaneously enable both the audio player 

and the reader tool suite assistive technology tool bar. 

14. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein superimposing amending the web page to display the timed

toggle-able universal accessibility icon comprises using one of a cascading style sheet (CSS) and 

or JavaScript to periodically animate the branding icon universal accessibility icon. 

15. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the assistive technology tool bar further includes a control 

for independently enabling a help desk function. 

16. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the computer code comprises JavaScript. 

17.-41. (Cancelled) 

42. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the computer code comprises one or more program codes. 

43. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the amending the web page based on applying the retrieved at least 

one remediation code comprises amending the DOM or HTML associated with the web page. 
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44. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the at least one remediation code comprises javascript. 

45. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the element lacking an adequate descriptive attribute is a graphic. 

46. (New) A computer-implemented method of programmatically assigning a 

descriptive attribute to an element on a web page to enable an audible description of the element, the 

web page having an associated document object model (DOM), the computer-implemented method 

comprising: 

accessing code associated with the web page, the code comprising HTML or the 

DOM; 

retrieving at least one remediation code from a remote server, the at least one 

remediation code configured to associate a descriptive attribute to an element in the web 

page, the element in the web page lacking an adequate descriptive attribute; 

amending the web page, based on applying the retrieved at least one remediation 

code to identify the element in the code associated with the web page, to associate the 

descriptive attribute to the element in the web page, the descriptive attribute configured 

to enable an assistive technology to speak the descriptive attribute to a user; 

amending the web page to display a universal accessibility icon on the web page, 

the universal accessibility icon configured to receive input from the user; and 

displaying, in response to input from the user to the displayed universal 

accessibility icon, an assistive technology tool bar including user controls for 

independently enabling remediating the web page, 

wherein user controls of the assistive technology tool bar are configured to enable 

the user to dynamically change on the web page a font type, magnification, and contrast 

of colors displayed to the user. 

47. (New) The computer-implemented method of claim 46, wherein the amending 

the web page based on applying the retrieved at least one remediation code comprises amending the 

DOM or HTML associated with the web page. 

48. (New) The computer-implemented method of claim 46, wherein the element 

lacking an adequate descriptive attribute is a graphic. 
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49. (New) The computer-implemented method of claim 46, wherein the at least 

one remediation code comprises javascript. 

50. (New) The computer-implemented method of claim 46, wherein the element 

lacking an adequate descriptive attribute is a video. 

51. (New) The computer-implemented method of claim 46, wherein the 

descriptive attribute associated with the element in the web page is an alt-text tag. 

52. (New) The computer-implemented method of claim 46, wherein the 

descriptive attribute is generated by an artificial intelligence algorithm. 

53. (New) The computer-implemented method of claim 46, wherein the 

computer-implemented method is based on executing one or more program codes. 

54. (New) The computer-implemented method of claim 46, wherein the 

computer-implemented method is based on executing a JavaScript. 

55. (New) The computer-implemented method of claim 46, wherein the element 

lacking an adequate descriptive attribute is an input field. 
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REASONS FOR ALLOWANCE 

The following is an examiner's statement of reasons for allowance: The prior art of record 

Page 7 

discusses aspects of the claimed invention, however the combination of cited prior art fails to teach 

the all of features claimed. The closest prior art of record discuss aspects of the features present in 

the claims, however they fail to individually, or in combination, teach each of the features present in 

the allowable claims. 

Blitzstein {USPUB 20150106686 Al), discusses generating content rules and additional content 

for a webpage, the content rules directed to providing accessibility content to visually impaired 

users. Additional fields, images, descriptions, text or other information may be added to existing 

webpage simply by creating rules for the inclusion of the additional content and storing the rules and 

the additional content to the rules database. Additional content may be derived based on standards 

and guidelines provided, and utilized in the analysis of a web page. A web page is provided to a client 

device, a determination is made as to whether there is a rule set and additional content available for the 

URL in a rules database, if a match is found then rule set is accessed which includes additional content to 

be injected into the webpage (0044-56). 

Hendry {USPUB 20130104029) discusses automated addition of accessibility features to 

documents, wherein a first document is analyzed to identify a first set of one or more tags 

and responsive to identifying the first set of one or more tags, automatically producing a second 

document based in part on first set of one or more tags, where the second document includes one or 

more accessibility features that were not in the first document. 

Trujillo {USPUB 20100070872) discusses adaptive techniques used to render dynamic web 

content for accessibility software applications, such as screen readers, additional content is rendered on 

the web page to screen reader applications, and is placed at the position of the screen reader focus. 
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Bradley {USPUB 20120240045) discusses audio files representing files intended primarily for 

viewing being created and organized into hierarchies that mimic those of the original files as 

instantiated at the original websites so as to provide access to visually impaired users with access to and 

navigation of the audio files in a way that mimics the original website. 

Edwards {USPUB 20080133500) discusses a website evaluation and recommendation tool which 

accesses a website, evaluates the website, and provides recommended changes. 

Any comments considered necessary by applicant must be submitted no later than the payment 

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. 

Such submissions should be clearly labeled "Comments on Statement of Reasons for Allowance." 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 

Page 9 

should be directed to MOHAMMED H ZUBERI whose telephone number is (571)270-7761. The examiner 

can normally be reached on Monday-Thursday 10AM-8PM. 

Examiner interviews are available via telephone, in-person, and video conferencing using a 

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 

the US PTO Automated Interview Request (AIR) at http:/ /www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Cesar Paula can be reached on 571-272-4128. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a US PTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

/MOHAMMED H ZUBERI/ 
Primary Examiner, Art Unit 2177 
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Examiner-Initiated Interview Summary 

Application No. 

16/430,210 

Examiner 

MOHAMMED H ZUBERI 

All participants (applicant, applicant's representative, PTO personnel): 

(1) MOHAMMED H. ZUBERI. (3)_. 

(2) THOMAS YEE. (4)_. 

Date of Interview: 31 December 2020. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: D Yes ~ No. 
If Yes, brief description: __ . 

Issues Discussed □ 101 □ 112 □ 102 ~ 103 ~ Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-55. 

Identification of prior art discussed: __ . 

Substance of Interview 

Applicant(s) 

Bradley et al. 

Art Unit 

2177 

AIA (FITF) Status 

Yes 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference 

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Discussed restriction requirement, elected group and agreed to amendments to the claims that would place the 
application in condition for allowance. Terminal disclaimer was also discussed and filed .. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general 
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or 
outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

~ Attachment 

/MOHAMMED H ZUBERI/ 
Primary Examiner, Art Unit 2177 

U.S. Patent and Trademark Office 
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AMENDMENTS TO THE CLAIMS 

1-10 (Cancelled) 

11. (Amended) A non-transitory electronic storage medium with G.£omputer code 

stored thereon, iH a HOH traHsieHt medium the computer code configured to programmatically 

assign a descriptive attribute to an element on a web page to provide an audible description of the 

element, the web page having an associated document object model (DOM), and the computer 

code configured to perform, when executed by a computer processor, the steps of: 

accessing code associated with the web page, the code comprising HTML or the 

DOM; 

retrieving at least one remediation code from a remote server, the at least one 

remediation code configured to associate a descriptive attribute to an element in the web 

page, the element in the web page lacking an adequate descriptive attribute; 

amending the web page, based on applying the retrieved at least one remediation 

code, to assign the descriptive attribute to the element in the web page, the descriptive 

attribute configured to enable an assistive technology to speak the descriptive attribute to 

a user; 

supenmposmg amending the web page to display a timed toggle-able ef-a 

braHdiHg ieoH o•rer a universal accessibility icon on a-the web page; and 

revealiHgdisplaying, in response to input from the a-user eommaHdto the displayed 

toggle-able universal accessibility icon, an assistive technology tool bar including user 

controls for independently enabling remediating the web page at least aH audio player aHd 

a reader tool suite, wherein user controls of the assistive technology tool bar are 

configured to enable the user to dynamically change on the web page a font type, 

magnification, and contrast of colors displayed to the user. 

12. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the user eommaHd input comprises one or more of mouse 

hovering over and or clicking on the braHdiHg ieoH toggle-able universal accessibility icon. 

13. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein independently enabling comprises selecting one of: a first 

option to enable the an audio player without enabling the reader tool suite assistive technology 

-2-
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tool bar; a second option to enable the reader tool suite assistive technology tool bar without 

enabling the audio player; ttttti .QI._a third option to simultaneously enable both the audio player 

and the reader tool suite assistive technology tool bar. 

14. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein superimposing amending the web page to display the timed 

toggle-able universal accessibility icon comprises using one of a cascading style sheet (CSS) ttttti 

or JavaScript to periodically animate the branding icon universal accessibility icon. 

15. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the assistive technology tool bar further includes a control for 

independently enabling a help desk function. 

16. (Amended) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the computer code comprises JavaScript. 

17.-41. (Cancelled) 

42. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the computer code comprises one or more program codes. 

43. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the amending the web page based on applying the retrieved 

at least one remediation code comprises amending the DOM or HTML associated with the web 

page. 

44. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the at least one remediation code comprises javascript. 

45. (New) The non-transitory electronic storage medium with computer code 

stored thereon of claim 11, wherein the element lacking an adequate descriptive attribute is a 

graphic. 

46. (New) A computer-implemented method of programmatically assigning a 

descriptive attribute to an element on a web page to enable an audible description of the element, 

the web page having an associated document object model (DOM), the computer-implemented 

method comprising: 

accessing code associated with the web page, the code comprising HTML or the 

DOM; 
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retrieving at least one remediation code from a remote server, the at least one 

remediation code configured to associate a descriptive attribute to an element in the web 

page, the element in the web page lacking an adequate descriptive attribute; 

amending the web page, based on applying the retrieved at least one remediation 

code to identify the element in the code associated with the web page, to associate the 

descriptive attribute to the element in the web page, the descriptive attribute configured to 

enable an assistive technology to speak the descriptive attribute to a user; 

amending the web page to display a universal accessibility icon on the web page, 

the universal accessibility icon configured to receive input from the user; and 

displaying, in response to input from the user to the displayed universal 

accessibility icon, an assistive technology tool bar including user controls for 

independently enabling remediating the web page, 

wherein user controls of the assistive technology tool bar are configured to enable 

the user to dynamically change on the web page a font type, magnification, and contrast 

of colors displayed to the user. 

47. (New) The computer-implemented method of claim 46, wherein the 

amending the web page based on applying the retrieved at least one remediation code comprises 

amending the DOM or HTML associated with the web page. 

48. (New) The computer-implemented method of claim 46, wherein the 

element lacking an adequate descriptive attribute is a graphic. 

49. (New) The computer-implemented method of claim 46, wherein the at 

least one remediation code comprises javascript. 

50. (New) The computer-implemented method of claim 46, wherein the 

element lacking an adequate descriptive attribute is a video. 

51. (New) The computer-implemented method of claim 46, wherein the 

descriptive attribute associated with the element in the web page is an alt-text tag. 

52. (New) The computer-implemented method of claim 46, wherein the 

descriptive attribute is generated by an artificial intelligence algorithm. 

53. (New) The computer-implemented method of claim 46, wherein the 

computer-implemented method is based on executing one or more program codes. 
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54. (New) The computer-implemented method of claim 46, wherein the 

computer-implemented method is based on executing a JavaScript. 

55. (New) The computer-implemented method of claim 46, wherein the 

element lacking an adequate descriptive attribute is an input field. 

34140291 
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1 5,918,223 06-29-1999 Blum et al. 

2 5,930,752 07-27-1999 Kawaguchi et al 

3 5,991,781 11-23-1999 Nielsen 

4 6,092,039 07-18-2000 Zing her 

5 6,240,448 05-29-2001 lmielinski et al 

6 6,606,374 08-12-2003 Rokoff et al. 

7 6,665,642 12-16-2003 Kanevsky et al. 

8 6,742,021 05-25-2004 Halverson et al. 

9 6,940,953 09-06-2005 Eberle et. Al 

10 6,959,279 10-25-2005 Jackson et al. 

11 6,934,684 08-23-2005 Alpdemir et al. 

12 7,106,220 09-12-2006 Gourgey et al. 

13 7,124,366 10-17-2006 Foreman et al. 

14 7,174,293 02-06-2007 Kenyon et al. 

15 7,194,752 03-20-2007 Kenyon et al. 

16 7,219,136 05-15-5007 Danner et al. 

17 7,284,255 10-16-2007 Apel et al. 

18 7,653,544 01-26-2010 Bradley et al. 

19 7,810,087 10-01-2010 O'Brien 

20 7,966,184 06-21-2011 Bradley et al. 

21 8,046,229 10-25-2011 Bradley et al. 

8,296,150 (Our Ref. 10-23-2012 Bradley et al. 
AUDEY.004A2), 

22 including its prosecution 
history, the cited references, 

and the Office Actions therein 
(AUDEY.004A2) 

8,589,169 (Our Ref. 11-19-2013 Bradley et al. 
AUDEY.004C2) 

23 including its prosecution 
history, the cited references, 

and the Office Actions therein 
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24 8,990,392 03-01-2015 Stamos 

25 2002/000354 7 01-10-2002 Wang 

26 2002/0007379 01-17-2002 Wang 

27 2002/0010584 01-24-2002 Schultz et al. 

28 2002/0010715 01-24-2002 Chinn et al. 

29 2002/0023020 02-21-2002 Kenyon et al. 

30 2002/0065658 05-30-2002 Kanevsky et al. 

31 2002/0074396 06-20-2002 Rath us et al. 

32 2002/0124020 09-05-2002 Janakiraman et al . 

33 2002/0194388 12-19-2002 Boloker et al. 

34 2002/0198705 12-26-2002 Burnett 

35 2003/0033434 02-13-2003 Kavacheri et al. 

36 2003/0115546 06-19-2003 Dubey et al. 

37 2003/0158737 08-21-2003 Csicsatka 

38 2004/0002808 01-01-2004 Hashimoto et al. 

39 2004/0128136 07-01-2004 Irani 

40 2004/0158429 08-01-2004 Bary 

41 2004/0218451 11-04-2004 Said, et al. 

42 2004/0254988 12-01-2004 Rodriguez 

2005/0033577 (Our Ref. 02-10-2005 Bradley et al. 
AUDEY.004A1) 

43 including its prosecution 
history, the cited references, 

and the Office Actions therein 

44 2005/0108338 05-19-2005 Simske et al. 

45 2005/0195077 09-08-2005 McCulloch et al. 

46 2006/0212466 09-21-2006 Hyder et al. 

47 2007/0100628 05-03-2007 Bodin et al. 
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2007/0208687 (Our Ref. 09-06-2007 Bradley et al. 
AUDEY.005A) 

48 including its prosecution 
history, the cited references, 

and the Office Actions therein 

49 2008/0133500 06-05-2008 Edwards 

50 2008/0168049 07-10-2008 Gao et al. 

51 2008/0208593 08-28-2008 Ativanichayaphong et al. 

52 2010/0070872 03-18-2010 Trujillo 

53 2010/0251217 09-01-2010 Miller 

54 2010/0114578 05-06-2010 Yuen et al 

2010/0095210 (Our Ref. 04-15-2010 Bradley et al. 
AUDEY.004C1) 

55 including its prosecution 
history, the cited references, 

and the Office Actions therein 

56 2010/0166165 07-01-2010 Langseth et al. 

57 2011/0154212 0-23-2011 Gharpure et al. 

58 2011/0295623 12-01-2011 Behringer et al. 

2011 /0307259 (Our Ref. 12-15-2011 Bradley et al. 
AUDEY.004A2) 

59 including its prosecution 
history, the cited references, 

and the Office Actions therein 

60 2012/0116872 05-10-2012 Hicken et al. 

61 2012/0176509 07-12-2012 Aravamudan et al. 

62 2012/0216243 08-01-2012 Gill 

2012/0278714 (Our Ref. 11-01-2012 Bradley et al. 
AUDEY.004C2) 

63 including its prosecution 
history, the cited references, 

and the Office Actions therein 

64 2013/0073949 03-21-2013 Barrell 

65 2014/0164352 06-12-2014 Denninghoff 

66 2014/0195653 07-10-2014 Alexander et al. 
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67 2014/0365860 12-11-2014 Spielberg et al. 

68 2015/0156084 06-01-2015 Kaminsky 

69 2016/0306784 10-01-2016 Bradley 

70 2016/0337426 11-17-2016 Shribman 

2017/0269816 (Our Ref. 09-21-2017 Bradley et al. 
AUDEY.003A) 

71 including its prosecution 
history, the cited references, 

and the Office Actions therein 

72 2018/0336356 11-22-2018 Papaxenopoulos 

73 2018/0075488 03-15-2018 Celik et al. 
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79 Sensus Internet Browser, printed from www/sensus.dk/sibl0uk.htm on Jul. 23, 2002. 

80 International Search Report and Written Opinion of PCT/US17/22542 dated June 20, 2017 in 10 pages 

81 International Preliminary Report on Patentability dated January 25, 2019 for International Application 
No. PCT/US2017/022542 in 36 pages 
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1 7,546,531 06-09-2009 Celik 

2 8,452,600 05-28-2013 Fleizach 

3 8,855,423 10-07-2014 Boncyk et al. 

4 10,037,318 07-31-2018 Liu 

5 10,425,501 06-09-2016 Nasson et al. 

10,762,280 (Our Ref. 09-01-2020 Bradley et al. 
AUDEY.002C1 ), 

6 including its prosecution 
history, the cited references, 

and the Office Actions 
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10,809,877(0ur Ref. 10-20-2020 Bradley et al. 
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history, the cited references, 

and the Office Actions 
therein 

8 2002/0122053 09-05-2002 Dutta 

9 2012/0254723 10-04-2012 Kasa et al. 

10 2013/0104029 04-25-2013 Hendry et al. 

11 2015/0106686 04-16-2015 Blitzstein 

12 2017/0371975 12-28-2017 Chen et al. 

13 2019/0340212 11-07-2019 lsager 

14 16/991329** 08-12-2020 Bradley et al. 

15 16/991346** 08-12-2020 Bradley et al. 

16 16/991416** 08-12-2020 Bradley et al. 

17 16/991392** 08-12-2020 Bradley et al. 

18 16/991304** 08-12-2020 Bradley et al. 

19 16/991381 ** 08-12-2020 Bradley et al. 

20 16/991434** 08-12-2020 Bradley et al. 
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21 16/991405** 08-12-2020 Bradley et al. 

22 16/991505** 08-12-2020 Bradley et al. 

23 16/991584** 08-12-2020 Bradley et al. 

24 16/991578** 08-12-2020 Bradley et al. 

25 16/991671 ** 08-12-2020 Bradley et al. 
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26 Sato et al., "Accessibility Evaluation based on Machine Learning Technique", October 22-25, 
2006, Portland, Oreqon, USA, ACM, paqes: 2 (Year: 2006) 

Shadi et al., "Artificial Intelligence for Web Accessibility- Conformance Evaluation as a Way 
27 Forward?", April 23-25, 2018, Lyon, 

France, ACM, paqes: 5 (Year: 2018) 
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1 8,321,502 11-27-2012 Scoda 

2 8,516,362 08-20-2013 Scoda 

3 8,527,862 09-03-2013 Scoda et al. 

4 8,589,484 11-19-2013 Scoda 

5 8,650,474 02-11-2014 Scoda 

6 8,868,638 10-21-2014 Scoda 

7 8,983,935 03-17-2015 Scoda 

8 8,984,164 03-17-2015 Scoda 

9 9,275,023 03-01-2016 Scoda 

10 9,311,281 04-12-2016 Scoda 

11 9,319,244 04-19-2016 Taylor et al. 

12 9,473,592 10-18-2016 Scoda 

13 9,547,633 01-17-2017 Scoda 

14 9,736,245 08-15-2017 Scoda 

15 9,846,572 12-19-2017 Scoda 

16 9,846,686 12-19-2017 Scoda 

17 9,876,776 01-23-2018 Scoda 

18 9,971,636 05-15-2018 Scoda et al. 

19 10,015,226 07-03-2018 Scoda et al. 

20 10,049,089 08-14-2018 Scoda et al. 

21 10,116,726 10-30-2018 Scoda 

22 10,120,847 11-06-2018 Scoda 

23 10,198,414 02-05-2019 Scoda 

24 10,282,401 05-07-2019 Scoda 

25 10,218,775 02-026-2019 Scoda 
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10,423,709 (Our Ref. 09-24-2019 Bradley et al. 
AUDEY.002A), 

26 including its prosecution 
history, the cited references, 

and the Office Actions 
therein 

10,444,934 (Our Ref. 10-15-2019 Bradley et al. 
AUDEY.003A), 

27 including its prosecution 
history, the cited references, 

and the Office Actions 
therein 

28 10,452,730 10-22-2019 Scoda 

29 2011 /0307855 12-15-2011 Scoda et al. 

30 2013/0305139 11-14-2013 Scoda 

31 2014/0149447 05-29-2014 Scoda 

32 2015/0319215 11-05-2015 Scoda 

33 2017/0111431 04-20-2017 Scoda et al. 

34 2018/0191764 07-05-2018 Chawla et al. 

35 2018/0239516 08-23-2018 Scoda 

36 2018/0349004 12-06-2018 Scoda et al. 
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37 CA2716635C 11-01-2016 USABLENET INC. 

38 CA2732540C 02-27-2018 USABLENET INC. 

39 CA2773088A 1 03-17-2011 USABLENET INC. 

40 CA2800723A 1 12-15-2011 USABLENET INC. 

41 CA2800790A 1 12-15-2011 USABLENET INC. 

42 CA2807320A 1 02-23-2012 USABLENET, INC. 
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43 CA2811207A1 03-22-2012 USABLENET, INC. 

44 CA281 6336A 1 05-18-2012 USABLENET INC. 

45 CA281 6338A 1 05-18-2012 USABLENET INC. 

46 CA2821769A 1 06-28-2012 USABLENET INC. 

47 CA2824861 A 1 03-10-2014 USABLENET INC. 

48 CA2834466A 1 05-29-2014 USABLENET INC. 

49 CA2839006C 08-01-2017 USABLENET INC. 

50 CA2839013A 1 01-03-2013 USABLENET INC. 

51 CA2843938A 1 09-13-2014 USABLENET INC. 

52 CA2845279A 1 09-13-2014 USABLENET INC. 

53 CA2848175A 1 10-03-2014 USABLENET INC. 

54 CA2855420A 1 01-09-2015 USABLENET INC. 

55 CA2858590A 1 02-28-2015 USABLENET INC. 

56 CA2861602A 1 08-01-2013 USABLENET INC. 

57 CA2868162A 1 05-04-2015 USABLENET INC. 

58 CA2944659A 1 04-15-2017 USABLENET INC. 

59 CA294 7 402A 1 11-12-2015 USABLENET INC. 

60 CA2951659A 1 06-22-2017 USABLENET INC. 

61 CA2958235A 1 03-03-2016 USABLENET INC. 

62 CA2963393A 1 04-14-2016 USABLENET INC. 

63 EP2363995B1 07-29-2015 USABLENET INC. 

64 EP2476063A4 02-21-2018 USABLENET INC. 

65 EP2580686A4 11-30-2016 USABLENET INC. 

66 EP2580699A4 07-27-2016 USABLENET INC. 

67 EP2606436A4 11-15-2017 USABLENET INC. 

68 EP2616962A4 01-17-2018 USABLENET INC. 

69 EP2638681 B1 07-19-2017 USABLENET INC. 
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70 EP2638683B1 03-15-2017 USABLENET INC. 

71 EP2656303A4 07-30-2014 USABLENET INC. 

72 EP2724251 B1 08-08-2018 USABLENET INC. 

73 EP2724253A4 04-20-2016 USABLENET INC. 

74 EP2732385A4 04-29-2015 USABLENET INC. 

75 EP2738696A 1 06-04-2014 USABLENET INC. 

76 EP2778975A 1 09-17-2014 USABLENET INC. 

77 EP2778976B1 12-27-2017 USABLENET INC. 

78 E P278 7 454A 1 10-08-2014 USABLENET INC. 

79 EP2807578A4 11-18-2015 USABLENET INC. 

80 EP2827261 A 1 01-21-2015 USABLENET INC. 

81 EP2851813A1 03-25-2015 USABLENET INC. 

82 EP2869222A 1 05-06-2015 USABLENET INC. 

83 EP3140733A4 12-13-2017 Usablenet Inc. 

84 EP3156919A1 04-19-2017 USABLENET INC. 

85 EP3185145A1 06-28-2017 USABLENET INC. 

86 EP3195136A4 04-25-2018 USABLENET INC. 

87 EP3204874A4 07-04-2018 USABLENET INC. 

88 WO 2001 /75678 10-11-2001 USABLENET, INC. 

89 WO2009111251 A 1 09-11-2009 USABLENET INC. 

90 WO2011031868A 1 03-17-2011 USABLENET INC. 

91 WO2011156739A2 12-15-2011 USABLENET INC. 

92 WO2011156743A2 12-15-2011 USABLENET INC. 

93 WO2012024380A3 06-14-2012 USABLENET, INC. 

94 WO2012036833A9 12-20-2012 USABLENET, INC. 

95 WO2012064856A3 10-04-2012 USABLENET INC. 

96 WO2012064857 A3 09-27-2012 USABLENET INC. 
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T1 
- Place a check mark in this area when an English language Translation is attached. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H.Z/ 
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16/430,210 - GAU: 2177 

PTO/SB/08 E . I t :quIvaen 

Application No. 16/430210 

INFORMATION DISCLOSURE Filing Date June 03, 2019 

STATEMENT BY APPLICANT 
First Named Inventor Bradley, Sean D. 

Art Unit 2177 

(Multiple sheets used when necessary) Examiner Zuberi, Mohammed H. 

SHEET 5 OF 5 Attorney Docket No. AUDEY.003C1 

FOREIGN PATENT DOCUMENTS 

Examiner Cite 
Foreign Patent Document Publication 

Name of Patentee or 
Pages, Columns, Lines 

Initials No. 
Country Code-Number-Kind Code Date 

Applicant 
Where Relevant Passages or T1 

Example: JP 1234567 A1 MM-DD-YYYY Relevant Figures Appear 

97 WO2012088326A9 09-20-2012 USABLENET INC. 

98 WO2012178167 A3 02-28-2013 USABLENET INC. 

99 WO2013003455A3 03-14-2013 USABLENET INC. 

100 WO2013112285A1 08-01-2013 USABLENET INC. 

101 WO2014040080A 1 03-13-2014 USABLENET INC. 

102 WO2015171228A 1 11-12-2015 USABLENET INC. 

103 WO2016032602A 1 03-03-2016 USABLENET INC. 

104 WO2016057092A 1 04-14-2016 USABLENET INC. 

NON PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), 

Initials No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), T1 

volume-issue number(s), publisher, city and/or country where published. 

105 

33320834 

Examiner Signature /MOHAMMED H ZUBERI/ I Date Considered 12/31/2020 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

T1 
- Place a check mark in this area when an English language Translation is attached. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H.Z/ 
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website accessibility standards 

About 716,000,000 results (0.41 seconds) 

Ad · www.audioeye.corni " (866) 331-5324 

ADA Website Standards - Is Your Website ADA Compliant? 
Quick. CostFtfect;v2 Solutions Co:npliJnt with ADA?, WCAG L3W5 or: DBy 1 of :;npl•2:nent3fon 

f\/4ake Your ~~t-:bsih:: i\(;:t:f1ssib!t-: Fa.st Get Started No-..'\-· 1Nith 2. Free _h,:i;1:y.sis frcr;i 2.n Expert. 

Ad · v,.rww.accessibe.com/ ~· 

The #1 Fully Automated·· Web Accessibility Solution 
Trusted :.o p;ctect te:is of tbcusands ;Jf srna!! bus:nesse·;; and industry !e;1de:s ;1nke :=:rotect ycl:~

bus;r:ess trmn !Jwsuits. O;ien your websit,, to th2 world! ivlachir.e LeBrr.ing. lrn3ge Recognition 

Gl;1:ft Tech C:""J!!;1borntlo;r;;. Ccntextua! Unde~·stand!ng. 

Examples & Demo· fC>ricing ·Technology· Story & V;sion 

Ad · www.siteimprove.com/accessibility ,. 

Siteimprove Web Accessibility·· Check Your Sites Accessibility 

Ad • vJvvw.oniineada.com/ , .. 

Get Your Website Accessible - WCAG A/ AA Certification 

WCAG 2..0 and WCAG 2.1 are stable, referenceable technical standards. They have 12· 

13 guidelines that are organized under 4 principles: perceivable, operable, 
understandable, and robust. For each guideline, there are testable success criteria, 

which are at three levels: .A, AA, and AAA 

Web Content Accessibility Guidelines (WCAG) Overview ... 

@ About Featured Snippets ~ Feedback 

W3C Accessibility Standards Overview I Web Accessibility.,. 
rhe V-Jehs!t.::-: cf the \Nor:rl V'/kl-2 '.f/.:-:'0 Ccr:scrtiurn·s \.\ieb A:.x.-:.::-:sBi;:Jj;;;:y :r::t:Z:tlve, 

WCAG · WAi-AR!.4. · WCAG 2. 1 at a Glance Mobiie 

Accessibility Basics ! Usability.gov 
Sy making ycur w,msite ;;ccessibl~\ you me ensuring th~t ~II of your po,entiJ, t;sers, incl:iding 

pe:;ple with di":,Li:lities, lrnw a desent Llser experience c1:1d :,re . 

The ADA Checklist: Website Compliance Guidelines for 2o-l 9 .,. 
Nov 7, 207 8 - V-Jehs!t.::-: B\.-:c.::ssihi!ity- ca:i rnea:i tv,:c th:r:gs depending en the context: 1) ... :Z:vv but 

h j·;; the rn•x;;:. freqLle:it!y refe:enced set of technlcc:! $tandards. 

www.essentialaccessibnity.corn" r3!:-,;.-J ~~ 

How To Ensure Website Compliance With Accessibility ... 
Jun 7, 20·1 9 -· A co:-i1p!ete guide to e:1si.:ri:1g \''.:'{:'b:c~!t€ ;~~";f';f:sslhllity t eor:1 r.1ore abeut web 

comp!iance 3ccesslbi!:ty st-.~JH .. i..=;rds a~d !aws frcrn experts. 
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Is There a Legal Requirement to Implement WCAG? 
Aug 22, 2019 ·· rhe Web Content .,\,x,essi!:lilit\'" Guiddr:es (WC/i.G) p,ovide the Bny specific 

Web Content Accessibility Guidelines - Wikipedia 
In 2.017, 3 F•2d•2rnl Cou,, in Florid~ icl2ntitied the WCAG g;i;delines 33 the "industry st:mdan!" fer 

-,.··N:-:bs!tt-: act'!~$~;it-im~i and found :Jrnt Vi/inn Dlxie Sto~·e, Inc,, ... 

Website Accessibility & the Law: Why Your Website Must Be . ., 
Jan 9, 2019 - VVe k:iov,: these B~BndBn.is 3s the V1ior!d \Nide \Neb Co:1so:t::..:r:1. er 'vV3C. 

ADA Tool Kit Website Accessibility Under Title II of the ADA 
May 7, 2007 - A-..x~€f3:C~!~J!~: ~;.;0hslt~ deslgr. reccgr.lzr:s t:"1f:se dlfff::enrx:s ant: t1ees :1at r~x;:~:ff: 

peap!e ta see, hear, or use 3 st-.::;nd..=:.rd mo~;;_;e l:i order t•J ~-::cess ,, 

People also ask 

What is the accessibility of a website? 

What is WCAG standard? 

What does ADJ.\ compliant mean for websites? 

How do you ensure accessibility? 

, .. 

Feedback 

2020 ADA Website Accessibility Standards -Accessibility.Works 
Jul 21, 2020 ·· r)racticai guide tc current requirer:1e~ts fer wetss;,es ,c Bvoic, ADA lawsuits J~d 

Searches related to website accessibility standards 

website accessibility checklist 

website accessibility checker 

web accessibility 

wcag 

Hdp 

latest accessibility standards 

web accessibility initiative 

w3c accessibiiity checklist 

accessibility testing 

?. 3 4 S 6 7 8 9 7 O Next 
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AUDEY.003C1 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant 

App. No 

Filed 

For 

Examiner 

Art Unit 

Cont No. 

Sean D. Bradley 

16/430210 

June 3, 2019 

MODULAR SYSTEMS AND 
METHODS FOR SELECTIVELY 
ENABLING CLOUD-BASED 
ASSISTIVE TECHNOLOGIES 

ZUBERI, Mohammad H. 

2177 

6600 

PATENT 

COMMENTS ON THE EXAMINER'S STATEMENT OF REASONS FOR ALLOWANCE 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Applicant takes no position regarding any reasons for allowance presented by 

the Examiner (in the Notice of Allowance or elsewhere in the application's file history) 

other than the positions Applicant may have taken during prosecution. Therefore, the 

Examiner's reasons for allowance should not be attributed to Applicant as an indication 

of the basis for Applicant's belief that the claims are patentable. Furthermore, Applicant 

respectfully asserts that there may also be additional reasons for patentability of the 

claimed subject matter not explicitly stated in this record and Applicant does not waive 

its rights to such arguments by not further addressing such reasons herein. 

Applicant also respectfully reserves the right to traverse the characterizations of 

what any particular reference shows or teaches, of what any combination of references 

shows or teaches, or the appropriateness of combining references. Further, by making 

certain amendments to the claims, Applicant is not conceding that previously pending 

-1-
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Application No.: 16/430210 
Filing Date: June 3, 2019 

claims are not patentable. Rather, the amendments are being made to facilitate 

expeditious prosecution of this application. Applicant reserves the right to pursue at a 

later date any previously pending or other broader or narrower claims that capture any 

subject matter supported by the application's disclosure. Accordingly, reviewers of this 

or any child or related prosecution history shall not reasonably infer that Applicant has 

made any disclaimers or disavowals of any subject matter. 

Dated: January 12, 2021 

34195198 

Respectfully submitted, 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

-2-

By: /THOMAS Y. YEE/ 
Thomas Y. Yee 
Registration No. 57,013 
Attorney of Record 
Customer No. 20,995 
212-849-3077 
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PART R - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS--Web. 

By mail, send to: Mail Stop lSSUE FEE 
Commissioner for Patents 
P.O. Box l 450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571 )-273-2885 

INSTRlJCTlONS: This form should be used for transmitting r.he ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be compler.ed where appropriate. All 
further correspondence including the Patent, advance orders. and notification of rnaintenance fees will be 111ailed to the cunern coITespondence address. as indicated unless co1Tected 
below or directed otherwise in Block l. by (a) specifying a new com,spondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

ClIRRE.N"f CORRESPO.NDf'.NCE ADDRESS (Note: U~,;; B!ock l for any ct1aag,;; of address) 

20995 7590 0l/l li202l 

KNOBBE MARTENS OLSON & BEAR LLP 
2040 MAIN STREET 
FOURTEENTH FLOOR 
IRVINE, CA 92614 

APPLICATION NO. FILING DATE 

16/430,210 06/03/2019 

J'\Jote: A cerhfica.r.e of rnaiJh,g can only be used for dcnnestic nrnHings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additjonaJ paper, such as an assignn1ent or formaJ drawing, n1ust 
have its own certH'ica::.e of nrnHing or transn1is~:don 

C;:rtificate of MaiHng or Transmission 
l hereby certify that r.his Fee(s) Transrrdr.rnJ 1s be1ng deposfred with the Un1ted 
States Postal Service V/ith s.ufficient postage for firs.t clas.s mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being lrnnsmitted lo 
the lJSPTO via EFS-Web or by facsimile lo (:571) 273-'.:885. on r.he da.te below. 

I "'"'"'"'""' ''"'"'I • (S\gn,;itt1r~J. 

tc) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIR1\.1ATION NO. 

Sean D. Bradley AlJDEY.003CJ 6600 

TITLE OF INVENTION: Modulat Systems and Methods For Selectively Enabling Cloud-Based Assistive Technologies 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional lJNDISCOUNTED $1200 

EXAMC\IER AJUUNJT 

ZllBERI, NIOHAMlvlliD H 2177 

l. Change of correspondence address or indication of '"Fee Address" (37 
CFR J.3631. 

~:} Change of correspondence address ( or Change of Correspondence 
Address fonn PTO/SB/J ~!2) ar.rn.ched< 

l:] "Pee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Custom;;r 
Number is r.-qufred. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOT AL FEE(S) DUE DATE DUE 

$0.00 S0.00 

CLASS-SUBCLASS 

715-7,\ 7000 

2. For printing on the patent front page, list 
( l) The names of up to 3 registered patent attorneys 
or agent, OR. alternatively. 
(:2) The name of a single firm (having as a member a 
registered attorney or agent) and the narnes of up to 
2 registered patent attorneys or agents.. If no nan:JJ:' is 
listed, no name will be printed. 

$1200 

Knobbe, l\ilartens, 

2 
Olson & Bear, LLP 

.3 _______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless. an assignee is identified below, no as.signee darn. will appe1..1.r on the patent. If an assignee is identified below, the docu111ent mus.t have been previous.ly 
recorded. or filed for recordation. as sel forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a snbstilule for filing an assignment. 

(A) NAME OF ASSIGNEE 

AudioEye, lnc. 

(B) RESIDENCE· (CITY and STATE OR COUNTRY) 

Tucson, AZ 

PJease check the appropriate assignee ca.tegory or car.egories (w1JJ no::. be pdnted on the patent) · [] lndh1idual l-2icorporath_1n or or.her pdva.te group entfry [] Government 

4a. Fee, submitted: Is.sue Fee l.JPublication Fee (if required) UAdvance Order - # of Copies __________ _ 

4b. Jv1ethod of Payment: ( Please first reapply any previously pairlfee shown above) 

00 Electronic Payment via EFS-Web 0 Enclosed check [) Non-electronic payment by credit card (Attach form PTO-2038) 

~ The Director is hereby authorized lo charg 0 tlw lff%iE0 4 focJ51 any deficiency, or credit any overpayment to Deposit Account No. _ l l- l 4 l O 

5 Clurng<e in Entity Status (from sr.ar.us indica.ted above) 

[] AppUcant cenifyh,g n11cro enr.ity status, See 37 CFR ] .~!9 

0 Applicant asserting small entity status. See 37 CFR l.27 

[J Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid cerlificcttion of Micro Entity Status (see forms PTO/SB/15A and 15B), is,,ue 
fee payment in the mjcro entity amount \viH not be accepted at the risk of appJication abandonn-1ent. 
NOTE: lf the appJkation was previously under rnicro en thy sr.a.r.us, checking this box ;,viU be taken 
lo be a notification of loss of entitlement lo micro en lily status. 
NOTE:. Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity stams, a.s applicable. 

NOTE: This form must be signed in accorda.'!ce with 37 CFR 1.3 l and 1.33. See 37 CFR 1.4 for signature requirements and certifications . 

. /THOMAS Y. '{EEi Authorized Signature ________________________ _ 

Thomas Y. Yee 
Typed or pdn::.ed nmne _______________________ _ 

PTOL-85 Pmt B (08-18 i Approved for u,e through OJ /31!2.0:!.0 
Page 2 of3 

Oivrn 0651-0033 

Dale _____ l_/_1_2_/_'2_0_2_, _l _________ _ 

Registration No. _____ 5_7_,0_)_1_3 _________ _ 

U.S. Patent and Trademark Office: lJ.S. DEPART1\.1ENT OF CO1\-1J'vlERCE 
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Electronic Patent Application Fee Transmittal 

Application Number: 16430210 

Filing Date: 03-Jun-2019 

Title of Invention: 
Modular Systems and Methods For Selectively Enabling Cloud-Based 
Assistive Technologies 

First Named Inventor/Applicant Name: Sean D. Bradley 

Filer: Thomas Yee/Daisy Perez 

Attorney Docket Number: AUDEY.003Cl 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1501 1 1200 1200 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1200 
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Electronic Acknowledgement Receipt 

EFSID: 41618376 

Application Number: 16430210 

International Application Number: 

Confirmation Number: 6600 

Title of Invention: 
Modular Systems and Methods For Selectively Enabling Cloud-Based 
Assistive Technologies 

First Named Inventor/Applicant Name: Sean D. Bradley 

Customer Number: 20995 

Filer: Thomas Yee/Christina Graul 

Filer Authorized By: Thomas Yee 

Attorney Docket Number: AUDEY.003Cl 

Receipt Date: 12-JAN-2021 

Filing Date: 03-JUN-2019 

Time Stamp: 12:58:43 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1200 

RAM confirmation Number E20211BC59050816 

Deposit Account 111410 

Authorized User Christina Graul 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

20323 

1 
Post Allowance Communication -

Comments.pdf 2 no 
Incoming 

59b6bcae 74 7c92f378ad63fbb41 Sbd67e1 a 
603da 

Warnings: 

Information: 

182299 

2 Issue Fee Payment (PTO-85B) lssue_Fee.pdf no 1 
38d69fdba2ee63064fdce42782868ee4942 

305c6 

Warnings: 

Information: 

30191 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
d997d8ad 1 ffaf88f2d9b5cdbd427dba 1 da53 

36f4 

Warnings: 

Information: 

Total Files Size (in bytes) 232813 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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16/430,210 - GAU: 2177 

PTO/SB/08 E . I t :quIvaen 

Application No. 16/430210 

INFORMATION DISCLOSURE Filing Date June 03, 2019 

STATEMENT BY APPLICANT 
First Named Inventor Bradley, Sean D. 

Art Unit 2177 

(Multiple sheets used when necessary) Examiner Zuberi, Mohammed H. 

SHEET 1 OF 2 Attorney Docket No. AUDEY.003C1 

U.S. PATENT DOCUMENTS 

Examiner Cite 
Document Number 

Publication Date 
Pages, Columns, Lines Where 

Initials No. 
Number- Kind Code (if known) MM-DD-YYYY Name of Patentee or Applicant Relevant Passages or Relevant 

Example: 1,234,567 B1 Figures Appear 

1 7,546,531 06-09-2009 Celik 

2 8,452,600 05-28-2013 Fleizach 

3 8,855,423 10-07-2014 Boncyk et al. 

C I ( \ j,4 10,037,318 07-31-2018 Liu 
-' ~ -v ,-i ~r r 

t 0 IJ_::..,,:'.'7::::: -, 
5 10,425,501 86 89 ~B16 Nasson et al. 09/2019 

S.5/ 10,762,280 (Our Ref. 09-01-2020 Bradley et al. 
AUDEY.002C1 ), 

I 5/2021 
6 including its prosecution 

history, the cited references, 
and the Office Actions 

therein 

10,809,877(0ur Ref. 10-20-2020 Bradley et al. 
AUDEY.003C4), 

7 including its prosecution 
history, the cited references, 

and the Office Actions 
therein 

8 2002/0122053 09-05-2002 Dutta 

9 2012/0254723 10-04-2012 Kasa et al. 

10 2013/0104029 04-25-2013 Hendry et al. 

11 2015/0106686 04-16-2015 Blitzstein 

12 2017/0371975 12-28-2017 Chen et al. 

13 2019/0340212 11-07-2019 lsager 

14 16/991329** 08-12-2020 Bradley et al. 

15 16/991346** 08-12-2020 Bradley et al. 

16 16/991416** 08-12-2020 Bradley et al. 

17 16/991392** 08-12-2020 Bradley et al. 

18 16/991304** 08-12-2020 Bradley et al. 

19 16/991381 ** 08-12-2020 Bradley et al. 

20 16/991434** 08-12-2020 Bradley et al. 

Examiner Signature /MOHAMMED H ZUBERI/ I Date Considered 12/31/2020 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

T1 
- Place a check mark in this area when an English language Translation is attached. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H.Z/ 
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16/430,210 - GAU: 2177 

PTO/SB/08 Equivalent 

Application No. 16/430210 

INFORMATION DISCLOSURE Filing Date June 03, 2019 

STATEMENT BY APPLICANT 
First Named Inventor Bradley, Sean D. 

Art Unit 2179 

(Multiple sheets used when necessary) Examiner ZUBERI, MOHAMMED H 

SHEET 1 OF 3 Attorney Docket No. AUDEY.003C1 

U.S. PATENT DOCUMENTS 

Examiner Cite 
Document Number 

Publication Date 
Pages, Columns, Lines Where 

Initials No. 
Number - Kind Code (if known) 

MM-DD-YYYY Name of Patentee or Applicant Relevant Passages or Relevant 
Example: 1,234,567 B1 Figures Appear 

1 6,751,544 06-15-2004 Hashimoto et al. 

2 7,028,306 04-11-2006 Boloker et al. 

3 7,181,692 02-20-2007 Siegel 

4 7,194,411 03-20-2007 Slotznick et al. 

5 7,246,058 07-17-2007 Burnett 

6 7,702,674 04-20-2010 Hyder et al. 

7 8,055,713 11-08-2011 Simske et al. 

8 8,090,800 01-03-2012 Yee 

9 8,103,956 01-24-2012 Trujillo 

10 8,260,616 09-04-2012 O'Conor et al. 

Cha 
to d 

( \ 11 8,694,319 04-08-2014 Bodin et al. 
·v ,-i -r r 

12 8,874,716 08-22-2000 Daiwa Seiko Inc. (Withdrawr ) 
- ~-

' 
/5. 
1/1 

tr-./ 13 8,903,978 12-02-2014 Zerr et al. 

5V2021 
14 9,208,783 12-08-2015 Ativanichayaphong et al. 

15 9,268,753 02-23-2016 Hendry et al. 

16 9,356,574 05-31-2016 Denninghoff 

17 9,384,183 07-05-2016 Kasa et al. 

18 9,727,660 08-08-2017 Barrell et al. 

19 9,736,524 08-15-2017 Aravamudan et al. 

20 9,875,671 01-23-2018 Gharpure et al. 

21 9,996,613 06-12-2018 Jadhav et al. 

22 10,237,334 03-19-2019 Alexander et al. 

23 2002/0010715 01-24-2002 Chinn et al. 

24 2003/0098803 05-29-2003 Gourgey et al. 

25 2004/00064 78 01-08-2004 Alpdemir et al. 

26 2004/0056882 03-25-2004 Foreman et al. 

27 2005/0160065 07-21-2005 Seeman 

Examiner Signature /MOHAMMED H ZUBERI I I Date Considered 12/31/2020 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

T1 - Place a check mark in this area when an English language Translation is attached. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H.Z/ 
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UNITED STATES PA TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

APPLICATION NO. ISSUE DATE 

16/430,210 02/23/2021 

20995 7590 02/03/2021 

KNOBBE MARTENS OLSON & BEAR LLP 
2040 MAIN STREET 
FOURTEENTH FLOOR 
IRVINE, CA 92614 

PATENT NO. 

10928978 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

AUDEY.003Cl 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

6600 

The Patent Term Adjustment is 161 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Sean D. Bradley, Tucson, AZ; 
AudioEye, Inc., Tucson, AZ; 
Mark D. Baker, Marietta, GA; 
Jeffrey 0. Jones, Mountain Park, GA; 
Kenny P. Hefner, Buchanan, GA; 
Adam Finkelstein, Alpharetta, GA; 
Douglas J. Gilormo, Cumming, GA; 
Taylor R. Bodnar, Tucson, AZ; 
David C. Pinckney, Roswell, GA; 
Charlie E. Blevins, Atlanta, GA; 
Trevor C. Jones, Kennesaw, GA; 
Helena Laymon, Duluth, GA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
IR103 (Rev. 10/09) 
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ELECTRONIC PAYMENT RECEIPT 

RECEIPT DATE/ TIME ATTORNEY DOCKET# 
04/19/2021 06:27:07 PM ET AUDEY,003C1 

Title of Invention 
Modular Systems and rviethods For Se!ective!y Enab!ing C!oud-Based Assistive Ted1nologies 

Application Information 

APPLICATION TYPE Utility - Nonpmvisional Application 
unde, 35 USC 11 ·, (a) 

PATENT# 10928978 

CONFIRMATION# 6600 

PATENT CENTER# GO·J 79246 

CUSTOMER# 20995 

CORRESPONDENCE -
ADDRESS 

Payment Information 

PAYMENT METHOD 
CARD/ 2564 

PRE-A.UTHOfUZED ACCOUNT 

111410 

FEE CODE DESCRIPTION 

CEFnlFICATE OF 
CORRECT!O~J 

FILED BY Kim Skofl 

AUTHORIZED BY Bryan ,Johnson 

PAYMENT TRANSACTION ID 
EW214H29470146 

PRE-AUTHOFffZED CATEGORY 

FILING DATE 0fi/0]/2079 

FIRST NAMED Sean D. Bradley 
INVENTOR 

PAYMENT AUTHORIZED BY 
Fabiola fasmedo 

37 CFR 1.16 (NaHona! application filing, search, and examination foes); 37 
CFR 1.H (Patent application and reexamination processing foes) 

ITEM PRICE($) 

160.00 

QUANTITY 

TOTAL 
AMOUNT: 

ITEM TOT AL($) 

160.00 

This Acknowledgement H,::eeip! evioences rnce,pt on the noted dat;:i by the USPTO of H1<:, ,ridica.ted documents, characterized 

by tr1e applicant, and including page counts, 1,vhere appiicabie. It serves as evidence of receipt similar to a Post Card, as 

clescr,bed in MPE:P 503. 

I! a new application is being filed and the application ir.ciudes the necessary components lor liiing date (see 37 CFR 153(b)-(d) 

and MPE:P 506), a Filing Receipt (37 CFR 1.54) wil: be issued in due course and tr1e date sr1own on this Acknowledgement 
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Receipt 1Nill estab!isl1 the filing date of tile application 

National Stage of an !ntemationa! Appl!cation lmdm· 35 i..LS.C. 371 

If a timeiy submission to enter the nationa! staqe of an intemational application is compliant with tl:e conditions of 35 U.S.C. 

371 and other Hpplicable requirernents a Forrn PCT/DO/EO/903 ind,cating aceeptance ol the applicat:on as a national stage 

sub,,1ission under ~15 U.S.C. 37·1 will b,,, ,ssu,x: in addition to the Fiiing Heceipt in due course. 

If a new ,nternationa! app:ication is being f:led w,d !he interna!iona, application includes the necessa:y components for an 

interna!ional li:,nq dat;:i (see PCT Ar!ic:le 11 and MPEY i 810), a f.,jotification ol the International Appl:cation ~~umber and ol the 

International Filinq Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national secmity, 

and Fie date sr1own on U1is Acknowledgernent Receipt will establish the internationa, liling date ol the applica!ion. 
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ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION # RECEIPT DATE/ TIME ATTORNEY DOCKET# 
16/430,210 04/19/2021 06:27:07 PM ET AUDEV.003C1 

Title of Invention 

Modular Systems and Methods For Selectively Enabling Cloud-Based Assistive Technologies 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

PATENT# 10928978 

CONFIRMATION# 6600 

PATENT CENTER# 60179246 

CUSTOMER# 20995 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

Transrnitla!.pdf 

Certificate of Correction.pdf 

Digest 

DOCUMENT 

Transmitta!.pdf 

FILED BY Kim Skoff 

FILING DATE 06/03/2019 

FIRST NAMED Sean D. Bradley 
INVENTOR 

AUTHORIZED BY Bryan Johnson 

TOTAL DOCUMENTS: 2 

PAGES DESCRIPTION 

Transmit.ta! Letter 

Request for Certificate of 

Correction 

SIZE {KB) 

i6 KB 

16 KB 

6C50C828BA48864F887BF8F1i0F92A56E630EE0998B2EDC78 
D4F88AD0CD3EA00434120E2F445FA1F62D6BF6DC23F4E09B6 
8CAi417O065E5FE2CB7E611FF1A7CD 
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Certificate of Correction.pdf 

Page 2 of 2 

907BA2BCEB0160E82A28EC57603D3E6EC24356581EC20719 
257B89982BBOD85F387D67F3EDF736A45080E790E298766E7A 
7F77900501EF59879E1COOA102CA39 

Tr1is Acknowledgernent Receipt evidences receipt on Fie noted date by Fie USPTO ol the ind,cated documents, ch;:U"ac!e,ized 

oy !he appl:c:ant, a.no includin9 page counts, vvhere app,,cab,e. It serves as e11id::ince of r;:iceipt si,,1ilar to a Post Card, as 

described in MPEP 503. 

New Applicatlrn,s Under 35 ll.S.C. 111 

ll a new application is being lil,,,d and the applicat,on inc,udes the n,,,cessary componen!s lor l::inq date (s,,,;:i 37 c;-:,.1 i .53(b)-(d) 

and fvlPEP 506), a Filino Receipt (37 CFR 1.541 wil! be issued in due course and the date shovvn on this .Acknowledoemer1t 

Rece,pt w,11 estabiisr1 the lilino date ol the q.:plica!ion 

National Stage of an !ntemam:ma! Appl!cam:m lmdm· 35 lLS.C. 371 

If a timeiy submission !o enter the national stage of an international application is compliant vvi!h the conditions of 35 U.S.C. 

371 and other q.:plicable requirernents a Forrn PCT/DO/EO/903 ind,cating acceptance ol the applicat:on as a national stage 

subn1ission uncler 35 U.S.C 37"1 will be issueo in addition to tl1e Fiiino Receipt, in ciue course. 

New international Application Filed with the USPTO as a Receiving Office 

If a new ,ntemationai app:ication is beino f:led w,d !he interna!iona, application includes the necessa:y components for an 

international fi!inq ciate (see PCT .Article 11 ancl MPEP 1B10), a t"1otification of the International Application f\Jumber and of the 

International Filing Dale (Form PCT/RO/105) will be issued in due course, subject to prese:iptions concerning national security, 

and !h::i date shown on this Ac:knovvl,,,dgement ,-"\ec:eipt will establish the int::Hnationa, liling date of the applica!ion. 
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Docket No.: AUDEY.003Cl 

First Inventor 

App. No. 

Filed 

Patent No. 

Issue Date 

REQUEST FOR CERTIFICATE OF CORRECTION 

Sean D. Bradley 

16/430210 

June 3, 2019 

10,928,978 

February 23, 2021 

Page 1 of 1 

Title MODULAR SYSTEMS AND METHODS FOR SELECTIVELY 
ENABLING CLOUD-BASED ASSISTIVE TECHNOLOGIES 

Conf. No. 6600 

Commissioner for Patents 
Office of Data Management 
Attention: Certificates of Correction Branch 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

Enclosed for filing is a Certificate of Correction in connection with the above-identified 
patent. 

Some of the errors cited in the Certificate of Correction appear to have been incurred 
through the fault of the PTO (see 35 USC § 254, 37 CFR § 1.322, and MPEP § 1480). However, 
because this may not apply to each item in the Certificate of Correction, the $160 fee under 
37 CFR § 1.20(a) is submitted herewith. Please charge any additional fees to our Deposit 
Account No. 11-1410. 

Dated: April 19, 2021 

34690617 

Respectfully submitted, 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

By: /Bryan Johnson/ 
Bryan J. Johnson 
Registration No. 77,244 
Registered Practitioner 
(212) 849-3000 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. 10,928,978 Page 1 of 1 

APPLICATION NO. 16/430210 

ISSUE DATE : February 23, 2021 

INVENTOR(S) : Sean D. Bradley 

It is certified that an error appears or errors appear in the above-identified patent and that said Letters 

Patent is hereby corrected as shown below: 

On page 2, in column 1, field (56), U.S. Patent Documents, line 27, delete "Bradley et al." and insert 

--O'Conor et al.--. 

On page 3, in column 2, field (56), Other Publications, line 21, delete "www/" and insert --www.--. 

In sheet 4 of 13, FIG. 4, reference numeral 403, line 1, delete "403." and insert --403--. 

In column 1, line 60, delete "Brousealoud™" and insert --Browsealoud™--. 

In column 6, line 62, delete "mark-up" and insert --markup--. 

In column 17, line 60, delete "SIT" and insert --STT--. 

34690486 

MAILING ADDRESS OF SENDER: 

Bryan J. Johnson 
KNOBBE, MARTENS, OLSON & BEAR, LLP 
2040 Main Street, 14th Floor 
Irvine, California 92614 

PTO/SB/44 Equivalent 

DOCKET NO. AUDEY.003Cl 
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PATENT NO. 
APPLICATION NO. 
DATED 
INVENTOR(S) 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

: 10,928,978 B2 
: 16/430210 
: February 23, 2021 
: Sean D. Bradley et al. 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

On the Title Page 

On page 2, in Column 1, item (56), U.S. Patent Documents, Line 27, delete "Bradley et al." and insert 
--O'Conor et al.--. 

On page 3, in Column 2, item (56), Other Publications, Line 21, delete "www/" and insert --www.--. 

In the Drawings 

In sheet 4 of 13, FIG. 4, reference numeral 403, Line 1, delete "403." and insert --403--. 

In the Specification 

In Column 1, Line 60, delete "Brousealoud™" and insert --Browsealoud™--. 

In Column 6, Line 62, delete "mark-up" and insert --markup--. 

In Column 17, Line 60, delete "SIT" and insert --STT--. 

Signed and Sealed this 
Twenty-fifth Day of May, 2021 

Drew Hirshfeld 
Performing the Functions and Duties of the 

Under Secretary of Commerce for Intellectual Property and 
Director of the United States Patent and Trademark Office 
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