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Description
FIEELD
{60847 This technology generally relates to web con-

tent optimization apparatuses and, more particularly, to
methods and systems for reducing latency in network
connections using automatic redirects in web content op-
fimization apparatuses,

BACKGROUND

[0002] When a client device connects to a server {e.g.,
a web sarvar, or a content sarver) o get 8 network re-
source using a network protocdl, e.g., the Hyper-ext
Transfer protocol (HTTP), the server rasponds by send-
ing the network resource or by sending a redirect mes-
sage back lo the client device over a communication
channel. if the client device receives aredirect message,
it will need to send a new request to the server based
upon the redirect message, and the server will again re-
spond with a redirect or a real resource. This communi-
calion process betwaen the client device and the server
repeats until the client device is able to get the resource,
if available.

[0083] However, when the dlient device, e.g., a celi
phone using a radio nebwork, or a computer having a
stow Internet connection, requests a network resource
and has to perform more than one redirects to obtain the
network rasource, the client device will experience sub-
stantial delay and will spend a considerable amount of
time to execute the whole process before finally being
provided with the network resource. The delay can occour,
for example, because of a large time to establish a con-
nection and send the HTTP request, aiso referred o as
fatency time of radio networks or other slow network con-
nections {e.g., internet via a dial-up connaction). Unfor-
tunately, this delay can ofien iead to the dlient device not
being abie o obtain the network resource at all, or tha
client device giving up or refinquishing atiempts to obtain
the natwork resource under time constraints.

[0604] One conventional solution built to obtain fasier
HTTP responses for slow connection networks utilizes
one orrore proxy server devices (8.9., Wb proxy serv-
ers}. Another conventional sohution utilizes telephone
carrier data centers that handle the network traffic for
each client device by handling one or more reguests
when tha client device is a mobile telephone, or a mobile
personal digital assistant (PDA) device, for example. Un-
fortunately, the above-noted conventional solutions do
not resolve the redirection problern associated with net-
worlc resources stored on the servers since the redirect
messages are forwarded on 1o the client devices for han-
dling resulting in multiple back and forth communication
betwean the dient devices and the servers. US patent
applicaton n. 2008/019569¢ discloses a redirection re-
guest interception mathod includes: a step of recaiving
an HTTP response sent to a user station; a step of ob-
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faining a redirection address contained in thai response;
a step of creating and a step of sending a substitution
requast to that redirection address; a step of receiving
the response o that substitution request; and a step of
fransmitting that response o the user station. US patent
application n. 2004/0215717 discloses a3 method for
prefatehing of structurad data between a client device
and a server device adapted to achieve more efficient
data transmission, in particular transmission of struc-
fured data, such as web pages, in a systern comprising
a server means and a client means which are intercon-
nected via a plurality of proxy means, including a server
proxy means and 3 client proxy means.

SUMMARY

{0005] A method for reducing latency in network con-
nections includes receiving at an optimization apparatus
areqguest from one of one or more client devices for net-
work contenthosted at one of one ormore server devices.
The optimization apparaius determines whether an au-
tomatic redirect parameier is enabled for the request.
The request from one proxy processing device acting as
the requesting one of the dlient devices within the opli-
mization apparatus is sent fo another proxy processing
device within the optimization apparatus when the auio-
matic redirect parameter is determined to be enabled.
Crie or more redirect messages with one or more opii-
mized cookies associated with the requested network
resource are obtained from the one or more server de-
vices at the other proxy processing device within the web
soritent optimization apparatus. The last of the one or
more redirects messages with the one or more optimized
cookies when the requested network resource is located
is sent from the other proxy processing device within the
optimization apparaius to the one proxy processing de-
vice within the optirization apparatus. The last of the
one or more redirect messages with the one or more
optimized cockins associated with the requestad network
resource is sent from the optimization apparatus fo the
requesting one of the one or more of dlient devices.

{0008 A non-transitory computer readable medium
having stored thereon instructions for reducing latency
in network connections comprises machine executable
code which when executad by at least one processor,
causes the processor o perform steps induding receiv-
ing a request from one of one or more client devices for
network content hosled at one of one or more server
devices. A determination is made whether an autornatic
redirect parameter is enabled for the request. The re-
quest from one proxy processing device acting as the
requesting one of the client devices within an optimization
apparalus is sani to another proxy processing device
within the optimization apparatus when the automatic re~
direct parameter is determined 1o be enabled. One or
more redirect messages with one or more optimized
sookies associated with the requested network resource
is obtained from the one or more server devices at the
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oiher proxy processing device within the optimization ap-
paratus. The last of the one or more redirects messages
with the one or more optimized cookies when the requesi-
ed network rescurce is located is sent from the other
proxy processing device within the oplimization appara-
tus to the one proxy processing device within the optimi-
zation apparaius. The last of the one or more redirect
messages with the one or more optimized cockies asso-
ciated with the reguested network resource is sent to the
requesting one of the one or more of client devices.
[0087] An apparatus configured to reduce iatency in
network connections comprising one or more processors
and a memory coupled to the one or more processors
configurad to execule programimed instructions stored in
the memory including receiving a request from one of
one or more client devices for natwork content hosted at
one of one or more server devices. A determination is
made whether an avtomatic redirect parameler is ena-
bled for the request. The requestirorm one proxy process-
ing device acting as the requesting one ¢f the client de-
vices within an oplimization apparatus is sent to another
proxy processing device within the optimization appara-
fus when the automatic redirect parameler is determined
to be enabied. One or more redirect messages with one
or more optimized cookies asscciated with the requested
network resource is obtained from the one or more server
devices at the other proxy processing device within the
optimization apparaius. The lasi of the one or more re-
directs messages with the one or more optimized cookies
when the requested network resource is located is sent
from the other proxy processing device within the opti-
mization apparaius to the one proxy processing device
within the optimization apparatus. The last of the one or
more redirect messages with the one or more optimized
cookies associated with the requesied network resource
is sent o the requesting one of the one or more of client
devices.

[0688] This technology provides a number of advan-
tages including providing a mathoed, computer readabie
medium and apparatus that efficienily manages the
whole redirest chain on behalf of the client device by op-
timizing at ieast a portion of redirect messages autormat-
ically within a web content optimization apparatus. Since
at least a portion of the redirect chain associaied with
locating and obtaining the network resource is handied
internally by separaie processing devices within the web
content optimization apparatus, network communica-
ions between the client devices and the servers for net-
work resources are sped up. This technology exploits the
faster internal processing of redirect massages in one or
more redirect chains by the web conlent optimization ap-
paratus, as compared to slower communication speeds
between client device and the servers.

BRIEF DESCRIPTION OF THE DRAWINGS

[e00s]
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FiG. 1 is a block diagram of an exemplary network
environment with a web content optimization appa-
ratus interposed between client devices and server
devices;

FiG. 2 is a flow chart of a method for proscessing an
exempiary sequence of HTTP requests and re-
sponses between one of the client devices and the
server devices hosting example.com and sam-
ple.com;

FIG. 3 is a flow chart of a method for processing an
exempiary seguence of HTTP reguests and re-
sponses between a client device and the web con-
tent optimization apparatus; and

FIG. 4 is a flow chart of a method for processing an
exemplary sequence of HTTP reguests and re-
sponses beiween a dlient device and the web con-
tent optimization apparatus when autorediractis en-
abled; an

FiG. 5 is a flowchart of an exemplary method for
reducing latency in network connections by optimiz-
ing network resocurce using automatic redirection of
redirect rasponse messages at the web content op-
timization apparatus.

DETAILED DESCRIPTION

{3010]  An exemplary environment 10 in which a2 web
sorient optimization apparatus 12is oplimized for reduc-
ing latency in network connections is illustrated in FIG.
1. The exemplary environment 10 includes the web con-
tent oplimization apparatus 12, client devices 14(1}-
14(n}, server devices 168(1}-16{n), and communication
natworks 18(1}-18(2}, although other numbers and types
of systems, devices, and/or elements in other configura-
fions and environments with other communication net-
work fopologies can be used. This technology provides
a number of advantages including providing a method,
computer readable medium, and an apparatus that re-
duces latency in network connections, for example, HT-
TP connections.

{8011] Referring more specifically to FIG. 1, the web
content optirnization apparatus 12 manages handling of
redirect messages or redirection responses from the
server devices 16(1)-16{n) for and/or on behalf of re-
questing clientdavices 14(1}14(n) and provides updaied
cookie information to the client devices 14{1}14{n} for
future requests for network resources from the client de-
vices 14(1)-14{n), although the web content optimization
apparatus 12 can provide other numbers and types of
functions and other types of processing devices can be
used. Although one web corttent optirnization apparatus
12 is shown, other numbers and types of optimization
devices and systemns can be used.

{8012] The web content optimization apparatus 12 in-
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cludes central processing units (CPU) or processors
13{1) and 13{2), a memory 15, and an interface system
17 which are coupled together by a bus 19 or ather link,
although other numbers and types of components, paris,
devices, systems, and elements in other configurations
and locations can be used. The processors 13(1} and
13(2} in the web content optimization apparatus 12 exe-
cutes a program of stored instructions to carry out or per-
form one or more aspects of the present invention as
described and illustrated by way of the embodiments
herein, aithough other numbers of processors can be
used and one or more of the processors could execute
other numbers and types of programmed instructions.
[86813] Themamory 15 in the web content optimization
apparatus 12 stores these programmed insiructions for
one or more aspects of the prasent invention as de-
scribed and illustrated herein, although some or ali of the
programmed instructions could be stored and/or execut-
ed eisewhers. A varisty of different types of memory stor-
age devices, such as a random access memory (RAM}
or a read only meraory (ROM) in the system or a floppy
disk, hard disk, CD ROM, DVD ROM, or other computer
readable medium which is read from and/or written to by
a magnetic, optical, or other reading and/or wiiting sys-
tern that is coupled o the processors 13(1) and 13(2),
can be used for the memaory 15 in the web content opti-
mization apparatus 12. In these embodiments, the mem-
ory 15 includes a core module 21 and a redirect module
23 which store programmed instructions for one or more
aspects of the present invention as described and ilus-
irated nerein, although the memory can comprise other
types and numbers of systems, devices, and slements
in other configurations which store other data.

[0014] The interface system 17 in the web content op-
fimization apparatus 12is usad to operatively couple and
communicate between the web content optimization ap-
paratis 12 and the client devices 14{1)-14(n) and the
server devices 16(1)-18{(n) via the communication net-
works 18(1) and 18(2), although other types and numbers
of communication networks with other types and num-
kers of con ions and configurations can be used. By
way of exampie only, the communication networks 18(1}
and 18(2) can use TCP/IP over Ethernet and industry-
standard protocols, inciuding HTTR, HTTRS, WAP, and
SOAP, although other types and numbers of communi-
cation networks, such as a direct connection, a local area
network, a wide area neiwork, modems and phone lines,
e-mail, and wireless and hardwire communication tech-
nology, each having their own communications proto-
cols, can be used. In one exemplary embodiment, one
of communication netwaorks 18(1) and 18(2) can be op-
erating over one or more low-speed connections (e.9., a
dial-up connection} while the other one of the comrmuni-
cation networks 18{1} and 18{2) can be operating ovar
a high speed, high bandwidth connection (e.g., optical
fiber based communication network). In vet another ex-
emplary embodiment, one or more of communication net-
works 18(1) and 18{2) can be a radio network, = satelliie
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network, an intermnet connection, a wired cable network,
or combinations thereof, well known to one of ordinary
skill inr the art reading this disclosure.

[0015] Each of the client devices 14{1)}-14{n) enables
a user to request, obtain, and interact with one or more
network resources, e.g., web pages from one or more
web sites, hosled by server devices 16(1}-16{n} through
the web content optimization apparatus 12 via one or
more communication networks (e.g., communication net-
work 18{1}}, although one or more of the client devices
14{1)-14{n) could access content and utilize other types
and numbers of applications frorn other sources and
could provide a wide variety of other functions for the
user. Aithough multiple client devices 14(1}-14(n) are
shown, other numbers and types of user computing sys-
tems could be usad. In one exampla, the client devices
14(1}-14{n)} comprise mobile devices with Iniemet ac-
sess that permit a website form page or other refriaved
data that is a part of a requested network resource o be
displayad, although each ofthe clientdevices 14{1)-14(n}
can connect to server devices 18(1)-16(n} via other types
of network connections directly or indirectly, depending
upon specific scenarios, as can be contempiated by one
of ordinary skill in the art, after reading this disclosure.
By way of exampie only, one or more of the client devices
14{1}-14{n) can comprise srmari phones, personal digital
assistants, computers, or other computing devices.
[0018] Each of dient devices 14{1)-14{n} in this exarm-
pleis a computing device thatincludes a central process-
ing unit {CPU) or processor 20, a memaory 22, user inpul
device 24, a display 28, and an interface system 28, and
which are scoupled fogether by a bus 30 or other link,
although one or more of client devices 14{1}-14{n} can
nclude other numbers and types of components, parts,
devices, systems, and elernants in other configurations.
The processor 20 in each of client devices 14{1)}-14(n}
axecutes a program of stored instructions for aiding one
or more aspects of the present invention as described
and iliustrated herein, although the processor could ex-
ecute other numbers and types of programmed instruc-
fions,

{00177 The memory 22 in each of the client devices
14{1)-14{n) stores these programmed instructions for
one or more aspects of the present invention as de-
scribed and illustrated herein as well as other daia, such
as updated cookies assodiated with & network resource
and received as part of one or more redirect chains for-
warded by web conteri optimization apparatus 12, ai-
though sorne or all of the programmed instructions could
be storad and/or executed elsewhere, A variety of differ-
ant iypes of mamory storage devices, such as a random
aceess memory {RAM) or a read only memory (ROM) in
the system or a floppy disk, hard disk, CD ROM, or other
computer readable medium which is read from and/or
written 1o by a magneatic, oplical, or other reading and/or
writing system that is coupled o processor 20 can be
used for the memory 22 in each of the clierd devices
14{1)-14{n}.
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[08818] The user input device 24 in each of the client
devices 14{1)-14(n} is used to input selections, such as
requestsfor anetwork resource, e.g., a particular website
form page or {o enter data in fields of a form page, al-
though the user input device could be used 1o input other
types of data and interact with other elements of exem-
plary environraent 10, The user input device 24 can in-
clude keypads, touch screens, andfor vocal input
processing sysiems, although cther types and numbers
of user input devices can be usad.

[0018] The display 26 in each of the client devices
14{1)-14{n} is used to show dala and information to the
user, such as requested website page by way of exampie
only. The display ineach of the client devices 14{1)-14(n}
is & mobile phone screen dispiay, although other types
and numbers of displays could ba used depending on
the particular type of client device, as can be contermnplai-
ed by one of ordinary skill in the art, after reading this
disclosure.

[0028] The interface system 28 in each of the client
devices 14{1)}-14(n} is used to operatively couple and
communicate between the clientdevices 14(1)-14{n} and
the web content oplimization apparatus 12 and server
devices 16{1}-16{n} over the communication networks
18{1) and 18(2}, although other types and numbers of
comraunication networks with other types and nurmbers
of connections and configurations can be used.

[8621] The server devices 18{1)-16(n) provide cne or
more pages from one or more web sites for use by one
or more of the client devices 14(1}-14{n} via the web con-
ient optimization apparatus 12, although the server de-
vices 16(1}-18{n) can provide other numbers and types
of applications and/or content and can have provide other
numbers and types of functions. Although server devices
16{1)-18(n} are shown for ease of ilustration and discus-
sion, other numbers and types of server systems, for ex-
ampie, web servers, and devices can be used. iIn one
exampie, server devices 16{1}-16(n) can be web servers
having dedicated hardware with software execuling on
the dedicated hardware o facititate the web content op-
irnization apparatus 12 and client devices 14{1}-14(n}in
neir functioning. In ancther example, server devices
8{1)-16(n} can be content servers that are configured
io deliver network resources stored thereupon using the
HTTP protocol, or other network protocols for example.
Content stored on server devices 18(1}-16{(n) that can
be part of the neiwork resources requested by client de-
vices 14{1)-14(n} can be wab pages, electronic files and
docurnanis, configuration data, metadata, or cther nei-
work data and files, by way of example only and not by
way of Hraitation.

[0022] Each of the server devices 16(1)-18{n) include
a cenfral procassing unit (CPU) or processor, a rmemory,
and an interface system which are coupled together by
a bus or other link, although each of the server devices
18{1)}-16(n} could have other numbers and types of con-
ponents, parts, devices, systemns, and elements in other
configurations and locations can be used. The processor
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in each of the server devices 16(1)-16{n} executes a pro-
gram of stored instructions one or more aspects of the
presert invention as descrived and Hlusirated by way of
the embodiments herein, although the processor could
axecute other numbers and types of programmed in-
structions. When one ¢of the server devices 18{1)-16(n}
does not store the requested content, the server device
may respond by sending a redirect message to the web
content optimization apparatus 12.

{00237 The memory in each of the server davices
16{1)-16{n) stores these programmed instructions for
one or more aspects of the present invention as de-
scribed and illustrated by way of the embodiments, ak-
though some or all of the prograrnmed instructions could
be stored and/or executed elsewhere. A variety of differ-
ent types of memory storage devices, such as a random
access memory (RAM) or a read only memory (ROM) in
the system or a floppy disk, hard disk, CD ROM, DVD
ROM, or other computer readable medium which is read
from and/or written to by a magnetic, optical, or other
reading and/or wriling systern that is coupied to the proc-
essor, can be used for the memory in each of the server
devices 16(1)-16(n).

{00247 The interface system in each of the server de-
vices 16{1}-16(n} is used to operatively coupie and com-
municate between the server devices 16(13-18{n} and
the web content optimization apparatus 12 and the client
devices 14(1)-14{n} via communication netwarks 18(1)
and 18{2}, although cther types and numbers of commu-
nication networks with other types and numbers of con-
nections and configurations can be used.

[0025] Although embodiments of the web content op-
fimization apparatus 12, the client devices 14(1)}-14{n},
and the sarver devices 16(1}-18{n), are described and
Hlusirated herein, each of the dient devices 14{1}-14{n},
the web content optimization apparatus 12, and the serv-
ar devices 16(1)-18{(n}, can be implemented on any suit-
able computer system or computing device. it is to be
understood that the devices and systems of the arnbod-
iments described herein are for exemplary purposes, as
many variations of the specific hardware and softwara
used to impiement the embodiments are possible, as will
be appreciated by those skilied in the relevant ari(s).
{30287 Furthermore, gach of the systems of the em-
bodiments may be conveniently implemented using one
or more genaral purpose computer systems having non-
fransitory computer readable mediurm, microprocessors,
digital signal processors, and microconiroliers, pro-
grammed according to the teachings of the embodi-
menis, 3s described and illustrated herein, and as will be
appreciated by those ordinary skill in the art.

{00277 In addition, two or more computing sysiems or
devices can e substiluted for any one of the systems in
any embodiment of the embodiments. Accordingly, prin-
cipies and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desirad, to increase the robustness and performance of
the devices and systems of the embodiments. The em-
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bodiments may alsc be impiemented on computer sys-
tern or systems that extend across any suitable network
using any suitable interface mechanisms and communi-
cations technologies, including by way of exampie only
telecommunicalions in any suitable form {&.g., voice and
modem), wireless communications media, wireless com-
munications networks, cellular communications nei-
works, G3 communications networks, Public Switched
Telephone Metwork (PSTNs), Packet Data Networks
{PDNs), the Internet, intranets, and combinations there-
of.

[0028] The embodimeants may also be embodied as
non-fransitory computer readable medium having in-
structions stored thereon for one or more aspects of the
present invention as descriped and iilusirated by way of
the embodiments herain, as described herein, which
when executed by a processor, cause the processor to
carry oul the steps necessary o implement the methods
of the embodiments, as described and illustrated herein.
[0028] Referring to FIG. 2, an exemplary method 200
for processing an exermpiary sequence of HT TP requests
and responses between one of the client devices 14{1}-
14{n} and the server devices 16(1)-16({n) hosting exam-
ple.com and sarnple.com without a the web content op-
timization apparatus is illusirated. it is to be noted that
the sequence of steps for the method 200 is only exern-
plary and one of ordinary skill in the art, after reading this
disclosure, can contemplaie ailernalive sequences of
steps that achieve substantially the same resuit.

[0038] More specifically, at slep 202 ong of the client
devices 14(1}-14{n) {e.g., a mobile device) sends an HT-
TP request: GET/A.ntmi HTTR/1.1 for a network resource
at a Uniform Resource Locator (URL) hitp/Awww . exan-
ple.com/A.htmi, although other types of reguests for oth-
er fypes of network resources may oe sent. Although in
this example one of the client devices 14(1)-14{n) via a
web browser requests a page Ahiml al the URL,
"www.example.com” as shown, by way of example only,
client devices 14(1)-14{n} rmay sand a requast for a net-
work shared data file using a file transfer protocol instead
of a URL using the HTTP protocol.

{0631] Insiep 204, the requesting one of the client de-
vices 14{1)}-14{n) gets a response from the one of the
server devices 16(1)}-16(n) that was previously hosting
the network resource, in this exampie the reguesied page
Anirl. The response includes a temporary redirect mes-
sage (shown as an exemplary status code 302 with a
message "Moved Temporarily”} to a different URL hi-
infsampie.cora/B.html along with a "Set-Cookie™ includ-
ing a cockie named "SESSION” set to value "1234".
[0032] Generally, the cookie is a string formed by the
pair "name=value" (e.g., "SESSION=1234", followed by
optional altribules. Although one illustrative exampie is
described herein, this fechnology can be used with spec-
ifications for all cockies.

{0633] Insiep 2086, the requesting one of the client de-
vices 14{1)-14{n) processes the response and sends a
new HTTP request to the one of the server devices 16{1}-
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16(n) hosting the URL htip/Avww.sample.com/B.mi.
{00347 Instep 208, the requesting one of the client de-
vices 14(1}-14(n} gets a response from the one of the
sarver devices 16{1)}-16(n) that was previously hosting
the natwork resource, in this example the requested pags
B.htmi. The response includes another temporary redi-
rect reessage, "Moved Ternporanily” to a different URL
ntip:/fexample.com/C.himi along with a "Set-Cookie” in-
cluding a cookie named "LANG" set to value "EN".
{00357 instep 210, the requesting one of the client de-
vices 14(1)-14{n) processes the response and sends an-
other new HT TP request to the one of the server devices
16(1)-168{n} hosting the URL hitp/iwww.exam-
ple.com/C.hirl.

{00387 instep 212, the reguesting one of the client de-
vices 14{1)-14(n} gats a response from the one of the
server devices 18(1)}-18(n} hosting the network resource
with a status identifier message shown as status code
200 set to "OK” and the network resource can now be
refrieved. Although exemplary steps 202-212 are shown,
a higher or a lower number of redirections may be re-
quired by a particular request.

[8037] Referring to FIG. 3, a flow chart of a method for
processing an exemplary sequence of HTTP requests
and responses between one of the client devices 14(1)-
14({n} and the web content oplimization apparatus 12 is
iflustrated. in step 302, one of the client devices 14(1)-
14(ny makss a requsst for hitp:fim.acme.comfmfexam-
ple.com/Ahtmi which is received by the web conient op-
fimization apparaius 12.

{3038] In step 304, the web conteni optimization ap-
paratus 12 geperates a request for Abtml at exam-
ple.com which is iransmitted to the one of the server de-
vices 16{1}~16{n) thought to host the network resource.
{30391 in step 306, the web conteni optimization ap-
paratus 12 receives a redirect response from the one of
the server devices 16(1)»18(n} to hiip/isam-
ple.com/B.himl and setting the cookie SESSION=1234
which is provided to the requesting one of the olient de-
vices 14{1}-14(n).

{00407 In step 308, this rediract response is optimized
by the web content optimization apparatus 12 into a re-
direct to hitpJ//m.acme.com/m/sample.com/B.himl with
optimized version cockis SESSION+exam-
ple.com+%2F=1234 in this example and transmitied to
the requesting ons of the client devices 14{1)-14(n}.
{00417 instep 310, the requesting one of the client de-
vices 14{1)-14{n) makes the next request for hitp/im.ac-
me.comir/sample. com/B . himi based on the received
optimized redirect response. This requestis received by
the web content oplimization apparatus 12,

{00427 Instep 312 the web content optimization appa-
ratus 12 gensrates a request for docurnent B.himt on
sample.com which is transmitted o the one of the server
devicas 16{1)}-16(n) thought to currently host the network
resource.

{00437 In step 314, the web content optimization ap-
paratus 12 recsives a redirect response from the one of
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the server devices 16(1)-16(n} to htip:fexam-
ple.com/C.himl setting the cookie LANG=EN.

[0044] In step 316, this redirect response is optimized
by the web content optimization apparatus 12 into a re-
direct fo hitp:.//m.acree.comirafexarmple.com/C.hirnl with
optimized version cookie LANG+sample.com+%2F=EN
which is transmitied to the requesting one of the client
devices 14{1}-14{n}.

[0045] Instep 318, the one of the client devices 14{1}-
14{n) makes the nexi request for hitpd/m.ac-
me.com/mfexample.com/C.hitml which is received by the
web content optimization apparatus 12.

[0048] In step 320 the web content optimization appa-
ratus 12 generates a request for document C.himl on
exampie.com passing the matching cookie SES-
SION=1234 fo the one of the server davices 16{1)-16{(n}
thought to currently host the network resource.

[0047] In step 322, gets a response from the cne of
the server devices 18{1)-16(n) with a status identifier
message shown as status code 200 setio "OK" indicating
the network resource has been found. In step 324, the
web content optimization apparatus 12 provides this re-
sponsa to the requesting one of the client devices 14(1)-
14{n) to refrieve the iocated network resource.

[0048] Referring to FIG. 4, an exemplary method 400
for processing an exermpiary sequence of HT TP requesis
and responses between one of the client devices 14{1}-
14{n) and the web content oplimization apgaratus 12
when auto redirect is enabied. In step 402, one of the
client devices 14(1)-14{n}, which in this exampleis amo-
bile device, makes a new reguest for the URL: m.ac-
mea.com/miaxample.com/A.htmi which isreceived by the
web content optimization apparatus 12.

[0043] In step 404, the web content optimization ap-
paratus 12 processes the request util

13{1} and 13(2} which act as both requesting client
device and the proxy server davice as explained in great-
er detail below.

More specifically, in step 4048 ona of the processors
13{1}intheweb content optimization apparatus 12 acting
as the client device sends a request for /mfexam-
ple.com/A.htmi to another one of the processors 13(2) in
the web content optimization apparatus 12. The auto re~
direct between the processors 13(1) and 13(2} in the web
content optimization apparatus 12 is turned off.

{86887 In step 404k, the other one of the processors
13{2) inthe web content optimization apparatus 12 sends
the request to one of the server devices 16{1)-18{n} cur-
rently identified as hosting the requesiad resource. The
processor 13(2} in the web content optimization appara-
s 12 gels a redirect response from one of the sarver
devices 18{1)}-16(n) thought to store the network re-
source. The processor 13(2) in the web content optirni-
zation apparatus 12 optimizes the redirect response 1o
hitpe/im.acme/misample.com/B.htmi, and  cookie to
SESSION+example.com+%2F=1234, which is provided
o the processor 13(1) in the web content optimization
apparatus 12 acting as the requesting client device.
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{00511 in step 404c, based on the redirect response
the processor 13(1) in the web content optimization ap-
paratus 12 ascting as the requesting dlient device sends
an updated HTTP request to the processor 13{2) in the
wabl content optimizalion apparatus 12 acting as the
proxy server device. The processor 13(2} in the weh con-
tent optimization apparatus 12 sends the updated re-
quest to the one of the server devices 16(1)-16(n} iden-
tified as hosting the network resource.

{00527 In step 404d, the processor 13(2) in the web
content optimization apparatus 12 gets a redirect re-
sponse from the one of the server devices 16{1)-18(n}
identified as hosting the network rescurce hased on the
updated request. The processor 13(2) in the web content
optimization apparatus 12 optimizes the redirect re-
sponse o hittpd/im.acme/misample.com/C.himi, and the
cookie LANG+sample.com+%2F=EN, which is provided
o the processor 13(1) in the web content oplimization
apparatus 12 acting as the reguesting client device.
{60537 In step 404e, based on the last redirect re-
sponse the processor 13(1) in the web content oplimiza-
tion apparatus 12 acting as the requesting client device
sends another updated HTTP request (o the processor
13(2) in the web content optimization apparatus 12 acting
as the proxy server device. The processor 13(2) in the
web content optimization apparaius 12 sends the updat-
ed request to the one of the server devices 16{1)-16(n}
identified as currently hosting the network resource.
{00547 Instep 404, the processor 13(2} inthe web con-
tent optimization apparatus 12 geis a response frora the
one of the server devices 16(1)-16{n} with a status ider-
fifier message shown as status code 200 sat to "OK"
indicating the network resource has been found.

{00557 In step 406, when the processor 13(1) in the
web content optimization apparatus 12 gels the hi-
tpfim.acme.com/miexample.com/C . himi response that
is a 200 {i.e. a real resource}, then it creates the hiip
response for the reguesting one of the client devices
14{1}-14{n) that is a rediract to hitp://m.acme.comim/ex-
ample.com/C.hirml with the two collected cookies from
steps 404b and 404d.

{00581 Referring to FIG. §, an exemplary method for
reducing latency in network connections between re-
questing client devices 14{1)-14(n} and content hosling
server devices 16(1)-16{n} is described using flowchart
500 with reference back to FIGS. 1 and 3-4. More spe-
cifically, detsils of operation of web content optimization
apparatus 12 with respect o optimization of redirect
chain 300 and 400 using core module 21 and redirect
module 23 are described. Redirect module 23 is part of
a web content optimization system {referred to as
"WCOS," not shown) implementad in web content opti-
mization apparatus 12 that is responsible for handiing
muitiple content serverredirect response messages from
sarver devicas 16(1)-16(n} and sending them to client
devices 14{1)-14(n} that originally made the HTTP re-
quest {e.g., as shown in steps 202 and 302}. In one ex-
ample, only the last URL of the redirect chain 300 is han-
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died by the redirect module 23. Core moduie 21 and re-
direct moduie 23 reside as part of WCOS on hardware
of mamory 15. Altematively, core module 21 and 23 may
be implemented at ieast partially in software residing on
a hardware portion of memory 15. The embodiment de-
scribed in FIG. § adds an additional layer of optimization
io handling redirect chains 300 and 400 by operaling up-
on prior already optimized requests.

[0887] The method of flowchart 500 begins in step 502
where redirect module 23 inside web content oplimiza-
tion apparatus 12 receives a reguest from core moduie
21, which received request was a part of & request orig-
inally received by the web content optimization apparatus
12 from the requesting one of the client devices 14(1)-
14{n}) {e.g., from a web browser on one of the client de-
vices 14{1}-14(n)}.

[0058] In step 504, redirect module 23 determines
whather an automatic-redirect identifier or flag is enabled
and was recsived as part of the original request for the
network resource by the requesting one of the client de-
vices 14(1}-14(n}. The autormatic-redirect, also referred
io as "auto-redirect” herein, is a programming instruction
that is used to decide which HTTP requests from client
devices 18(1)-16(n} should be optimized for handling by
the web content optimization apparatus 12, in accord-
ance with the redirect chain 400 described by FIG. 4, and
whichrequests shouldbe handled directly by the request-
ing client devices 14{1)-14(n) directly, as shown by FIG.
2 with minimum processing by the web content optimi-
zation apparatus 12, although other options could be pro-
vided such as the exemplary redirect ifiusirated and de-
scribed with reference to FIG. 3. The autco-redirect
flag/identifier adds an additionat level of optimization be-
cause automatic redirection by web content optimization
apparatus 12 is used only when needed and when cho-
sen by the programmer or administrator of the web con-
tent optimization apparatus 12. H the auto-redirect
flagfidentifier is not enabled or set {0 a value "false” set
programmatically by a WCOS programmar, the No
branch is taken in step 504, where the requestis refurmed
to core module 21 by redirect module 23, as shown in
step 518. In step 518, the web content optimization ap-
paratus 12 can process the reguest from the reguesting
one of the client devices 14{1}-14(n), send a request to
one of the server devices 168{1)}-16(n}, and then optimize
the response which is sent back to the requesting one of
the client devices 14(1)-14{n).

[6058] However, if the auto-redirect flag/parame-
ierfidentifier is set 0 a value "rug,” the Yes branch is

taken and the flow proceads to step 5086. In step 506, the
same HTTP request is sent back to the core modude 21
in WCOS with its "auto-redirect” flag setto a value "false.”
By way of exampie only, m.acme.cor is the host narme
associated with the web content optimization system re-
siding in mamory 15 of web content oplimization ap-
paratus 12. When the auto-redirect parameteris disabled
and m.acme.com receives an exemplary request hi-
ip:fm.acme.com/example.com/Ahimi, it sends a2 re-
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quest to hitpi/fexarnple.com/A htmi getting a redirect io
http://sample.com/B.html with SESSION=1234 coockie
{as shown, for exampie, in FiG. 2). Accordingly, m.ac-
me.com will send response to the client device with a
redirect to hitpy//m.acree.cora/sample.comvB.htmi with
cookie maodified o SESSION+exam-
ple.com+%2F=1234. Modification of the cockie is ex-
plained in more detail, by way of example only, in U.S.
Patent Application Serial No. 12/680,837, filed March 2,
2010, entitled "Meathod for Optimizing a Web Content
Proxy Server and Devices Thereof”. When core module
21 and redirect module 23 receive a request for hi-
tn//m.acme.com/sample.com/B.himl from the client de-
vice {e.g., client device 14(1)}, a request to hitp./fsam-
sentand then aredirect to htip://exam-
mil with LANG=EN cookie is rece

will be transformed in a redirect response to htfp/im.ac-
me.comiexample.com/C.himil

with LANG+se
ple.com+%2F=EN cookie, io be sent to the client web
browser of the client device.

{80807 In another exernplary scenario, automatic-redi-
rectis enabled for firsi request for hitp://m.acme.com/ex-
amiple.com/A.htrnl. Since automatic-redirect is enabled,
fhe redirect moduie 23 will decide to follow the redirect
chain 300 making the HTTP requests internaliy to itself
within the web content optimization apparatus 12, includ-
ing all the intermediate redirection requests. Accordingly,
redirect rodule 23 will make HTTP request to hitp//im.ac-
me.comiexampie.com/Ahtml with auto redirect disa-
bled. This way, correct optimized cockies will be collected
by redirect module 23 and WCOS redirects will be fol-
lowed. When all the redirect chain 400 is collecled as
illustrated and described with reference to FIG. 4, a re-
direct response to http://im.acme.com/exam-
ple.com/C.himl will be sent to the client browser having
new cookies set to SESSION+example.com+%2F=1234
and LANG+sample.com+%2F=EN that are valid cookies
for m.acme.com domain.

{80617 In step B0B, the HT TP response is raceived by
core moduie 21. Sending HTTP requests back to core
module 21 of WCOS instead of o hosting one of the
server devices 16(1}-16{(n} enables the WCOS to opti-
mize the redirect chain 400 of already optimized HTTP
responses, although again other optimized redirect
chains can be used as illusirated and described with ref-
arence (o FIG. 3 by way of example. In some examples,
core moduie 21 of WCOS can create longer redirect
chains than original content site. By way of exampie only,
the web content oplimization system adds new redirect
chains to the original server regquest-response flow. For
axample, when the web content oplimization system has
o simulate s compilex JavaScript behavior that is avail-
able onthe original web site page for JavaScript enabled
browsers, on iis server side JavaScript emulator. Using
the auio redirect module 23 over already optimized
WCOS pages can advantageously improve the WCOS
performance in the web content optimization apparatus
12.
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[6682] In step 510, if the response from the redirect
moduie 23 in WCOS optimization system is a redirect
response message, thenthe Yes branch is taken o step
512,

[B3083] Inslep 512, anew HTTP requestis created for
the redirect URL and the auto-redirect flag is set to a
value "faise.” Further, by way of example only, cookies
in the header field are the result of merging the cookies
set by the redirect responses with the cockies passed to
the first HTTP request.

[0084] Insiep 514, the core moduie 21 will then create
ihe appropriate HTTP response to be sent to the redirect
module 23. if the HTTP response from the redirect mod-
ule 23 is a redirect response, the previcus steps 510-514
will be repeated one or more times.

[6068] However, in step 510, if the response is a real
resource, then the No branch is taken to step 518 where
the last redirect response coupled with coliected re-
sponse cockies in the header fields are sent back {o the
core module 21. By way of example only, the method of
flowchart 500 is used when the requesting one of the
client devices 14(1)-14(n} is a mobile client device, for
example, a cellular telephona.

[0686] Accordingly, as illustrated and described herein
this technology provides a number of advantages includ-
ing providing a method, computer readable medium and
an apparatus that reduces latency in network connec-
tions, for example, by managing handiing of redirect mes-
sages from server devices 16(1)-168(n) substantially at
weabl conient optimization apparatus 12 interposed be-
tween the client devices 14{1)-14(n} and server devices
18{1}-16(n} on which varicus network resources are
stored, which network resources are requesied by client
devices 14{1)-14{n}. With this technology, the web con-
feni optimization apparatus 12 optimizes network re-
source provisioning by refurning only the iast redirect
message along with all cookies collected from interme-
diate redirect messages frorm a chain of redirect messag-
es from server devices 168{1)-18(n} fo client devices
14{1}-14(n}for a particular network resource, thereby re-
ducing latency in network connestions betweean client de-
vices and server devices.

[0087] Having thus described the basic concept of the
invention, it will be rather apparent fo those skilled in the
art that the foregeoing detailed disclosure is intended o
ke presented by way of example only, and is not limiting.
Various alterations, improvements, and modifications will
oceur and are intended o those skilled in the art, though
not expressly stated herain, These allerations, irmprove-
ments, and modifications are intended to be suggested
hereby as well,

[0068] Additionally, the recited order of processing el
ernenis or sequences, or the use of numbers, lettars, or
cther designations therefore, is not intended to limit the
claimed processas to any order except as may be spec-
ified in the claims. Accordingly, the invention is limited
only by the following claims.
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Claims

1. A method for reducing latency in network connec-
tions, the method comprising:

receiving, at an optimization apparatus {12}, &
request, from one of one or more client devices
{14{1)-14(n)}, for a network resource hosted ai
one of one or more server devices (168(1)-16{n});
datermining, at the optimization apparatus {12),
whether an automatic rediract parameter is en-
abled for the request;

sending the request from one proxy processing
davice acting as the requesting one of the ona
or more client devices (14(1)-14(n}} within the
optimization apparatus {12) to another proxy
processing device within the optimization appa-
ratus {12) when the automatic redirect parame-
ter is determined {0 be enabled;

repeatedly obtaining, at the another proxy
processing device within the oplimization appa-
ratus {12), a redirect message with one or more
optimized cookies associated with the request-
ed network resource fromthe one or more server
devices (16(1)-18{n)},, sending the rediract
message and the one ormore optimized cookies
from the another proxy processing device within
the optimization apparatus (12) fo the one proxy
processing device within the optimization appa-
ratus {12), sending from the one proxy process-
ing device back to the another proxy processing
device a new request for the requested network
resource using the redirect message until the
requested network resource is located; and
forwarding, when the requested network re-
sourceislocated, from the one proxy processing
device to the requesting one of the one or more
client devices (14(1)}-14{n})}, only a last of the
oblained redirect messages with the one or
more optimized cockies associated with the re-
quested network resource,

2. The method as set forth in claim 1 wherein the de-
termining at the oplimization apparatus (12} whether
the automatic redirect parameter is enabled for the
request is based on information contained in the re-
quest.

3. Themethod as setforthin any of claims 1 to 2 further
comprising disabling the automatic redirect param-
ater when the request is sent from the one proxy
processing device acting as the requesting one of
the one or more dient devices (14(1)-14{n}) within
the optimization apparatus {12) to the ancther proxy
processing device within the optimization apparatus
(12).

3

4. The metnhod as setforthin any of claims 1 to 3 further
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comprising:

processing at the optimization apparatus (12} &
revised reguest for the requested network re-
source from the requesiing one of the one or
maore client devices (14{1)-14(n)} based on the
{ast of the oblained redirect messages with the
one or more optimized cookies;
obtaining network content at the optimization
apparatus (12) from one of the one or mors serv-
er devices (16{1)-18(n})) based on the revised
raquest;
optimizing at the optimization apparatus {12) the
btained network content at the optimization ap-
paratus (12} for the requesting one of the one
or more client devices {14{1)-14(n}}; and
forwarding from the optimization apparatus (12}
the optimized obtained natwork content to the
requesting one of the one or more dlient devices
(14{1)-14(n}).

The method as setforthin any ofclaims 1104, where-
in the receiving further comprises receiving at the
optimization apparatus (12} the requestfrom the one
of the one or more client devices (14{1}-14(n}} com~
prising & mobile device configured to display the ob-
tained network content on a browser of the mobile
device.

Themethod as setforthin any of claims 2105, where-
in the information containedin the request comprises
a Uniform Resource dentifier (UR1).

The method as setforthin any ofclaims 1106, where-
in the network resource comgprises one or more web
pages.

A cornputer readable medium having stored thereon
instructions for reducing latency in network connec-
tions comprises machine executable code which
when executed by at least one processor, causes
the processor to perform the steps of the method
according to claims 1to 7.

An optimization apparatus {12} configurad toreduce
latency in natwork connections comprising one or
more processors (13) acting as proxy processing de-
vices and a memory (15) coupled to the one or more
processors (13} configured to execute prograrmmed
insiructions stored in the memory (15) comprising:

receiving a request from one of one or more cli-
ent davices (14(1)-14(n)) for a nelwark resource
hosted at one of one or more server devices
(16(1)-18(m));

determining whether an automatic redirect pa-
rarnater is enabled for the request;

sending the request from one proxy processing
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10.

11.

12.

device acting as the requesting one of the client
devices (14{1}-14{n)} to ancther proxy process-
ing device within the optimization apparatus (12}
when the automatic redirect parameter is deter-
mined o be enabled;

repeaiedly obtaining at the another proxy
processing device a redirect message with one
or more optimized cookies associated with the
requested network rescurce from the one or
more sarver devices (16(1)-16(n}}, sending the
redirectmessage and the one or more optimized
sogckies from the anocther proxy processing de-
vice to the one proxy processing device, and
sending from the ona proxy processing device
back to the another proxy processing device a
new request for the requested network resource
using the redirect message until the reguested
natwork resource is located ; and

forwarding, when the requested network re-
sourceislocated, from the one proxy processing
device to the requesting one of the one or more
client devices (14(1}-14{(n}), only a last of the
obtained redirect messages with the one or
more optimized cockies associated with the re-
guested network resource.

The apparatus as set forth in claim 9 wherein the
one or more processors (13} is further configured io
execute programmed instructions stored in the
memory {15) for the datermining further comprising
determining at the optimization apparatus (12}
whether the automatic redirect parameter is enabled
for the request based on information contained in
the request.

The apparatus as set forth in any of glaims 8§ to 10
wherein the one or more processors {13) is further
configured fo execute programmed instructions
storad in the memory (15) further comprising disa-
bling the automatic redirect parameter when the re-
quest is sent from the one proxy processing device
acting as the requesting one of the one or more client
devices (14{1)}-14{n}) within the optimization appa-
ratus (12) io the another proxy processing device
within the optimization apparatus {12).

The apparaius as set forth in any of claims 8 to 11
wherein the one or more processors {13) is Rurther
configured to execule programmed instructions
stored in the memory {15} further comprising:

processing a revised request for the requestad
network resource frorm the requesting one of the
one or more client devices (14{1}-14{n}} based
on the last of the oblained redirect messages
with the one or more optimized cookies;

oblaining network content from one of the one
or more server devices {16(1}-16(n}} based on
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the revised request;

optimizing the obfained network content at the
optimization apparatus (12) for the requesting
one of the one or more client devices (14{1}-
14{n}}; and

forwarding the optimized obhtained network con-
tent to the requesting one of the one or more
client devices (14{1)-14(n})}.

The apparatus as set forth in any of claims 9 10 12,
wherein the one or more processors {13} is further
configured o execute programmed insiructions
stored in the memory {15) for the receiving further
comiprising recaiving the request from the one of the
one or more client devices {(14{1}-14(n}) comprising
a mobile device configured to display the obtained
network content on a browser of the mobile device.

The apparatus as set forth in any of claims 10tc 13,
wherein the information contained in the request
comprises a Uniform Resourse Identifier (URI.

The apparatus as set forth in any of claims 9 to 14,
wherein the network resource comprises one or
more web pages.

Patentanspriiche

1.

Verfahren zum Reduzieren von Verzdgerungen in

Neizwerkverbindungen, wabei das Verfahren auf-

welst:
- Erhalten einer Anfrage an einer Optimierungs-
vorrichtung (12} von einer von einer ader meh-
reren Client-Vorrichtungen (14{1}-14(n)) fir ai-
ne Melzwerkressource, die auf einer von einer
oder mehreren Server-Vorrichtungen (168(1)-
18(n)) gehostet ist;
- Erkennen an der Optimierungsvorrichiung
{12}, ob ein automatischer Redirect-Parameter
fUr die Anfrage frei geschaltet ist;
- Versenden der Anfrage von einer Proxy-Ver-
arbeitungseinhei, die als die Anfragende der ei-
nen oder mehreren Client-Vorrichtungen (14(1)-
14{n})} innerhalb der Optimierungsvorrichtung
(12} agiert, zu einer anderen Proxy-Verarbei-
tungseinrichtung innerhalb der Optimierungs-
vorrichtung (12}, wenn der automatische Redi-
rect-Parameter als freigeschaiten erkannt wur-
de;
- Wiederhoites Erhalien an der anderen Proxy-
Verarbeitungsainrichiung in der Oplimierungs-
vorrichtung {12) einer Redirect-Nachricht mit ai-
nem oder mehreren optimierien Cockies, diesmit
der angefragten Netzwerkressource der einen
oder mehreren Server-Vorrichtungen (16(1)-
18(n)} verbunden sind, Versenden der Redireci-
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Nachricht und des einen oder dermehreren op-
timierten Cookies der anderen Proxy-Verarbei-
fungs-Vorrichtung innerhalb der Optirierungs-
vorrichiung {12} zu der sinen Proxy-Verarbei-
tungsvorrichtung innerhalb der Optimierungs-
vorrichtung {12), Zurlcksenden einer neuen An-
frage fir die angefragte Netzwerk-Ressource
von der einen Proxy-Verarbeitungsvorrichtung
an die andere Proxy-Verarbeitungseinrichtung
unter Verwandung der Redirect-Nachricht, so-
lange bis die angefragte NMetzwerkressource lo-
kalisiert wurde; und

- Waiterleiten, wenn die angefragte Netzwer-
kragsource lokalisiart ist, nur ainer leizien der
erhaltenen Redirect-Nachrichten mit einem
oder mehreren optimierten Cookies, die mit der
nachgefragten Netzwerkressource verbunden
sind, vonder einern Proxy-Verarbeitungsvorrich-
tung zu der Anfragenden der sinen oder meh-
reren Client-Vorrichtungen ({14{1)-14{n}}.

Verfahren nach Anspruch 1, wobei das Erkennen an
der Optimierungsvorrichiung (12}, ob der automati-
sche Redirect-Parameter freigeschaltet ist fiir die
Anfrage basierend auf Informationen, die in der An-
frage enthallen sind,

Verfahren nach einern der Anspriiche 1 bis 2, weiter
aufweisend, Deaktivieran des automatischen Redi-
rect-Parameters, wenn die Anfrage von der einen
Proxy-Verarbeitungsvorrichlung, die als die Anfra-
gende der sinen oder mehreren Client-Vorrichiun-
gen {(14(1)-14(n}) innerhaib der Optimierungsvor-
richtung {12) agiert, zu der anderen Proxy-Verarbei-
tungsvorrichtung innerbalb der Oplirisrungsvor-
richtung (12} versendet wird.

Verfahren nach einem der Anspriche 1 bis 3 weiter
aufweisend:

- Verarbeitan in der Optimierungsvorrichiung
{12) einer Gberarbeiteten Anfrage flr die von der
Anfragenden der einen oder mehreren Clieni-
Vorrichiungen {14{1)-14{n)} angefragten Nelz-
werkressource basierend auf der leizten erhai-
tenen Redirect-Nachricht mit sinern oder meah-
reren optimierten Cookies;

- Erhalten von Netzwerkinhalt an der Optimie-
rungsvorrichtung (12} von einer der elnen oder
mehreren Server-Vorrichtungen (18(1)-18(n}},
basierend auf der {iberarbeiteten Anfrage;

- Optimieren des an der Optimierungsvorrich-
fung {12} erhallenen Netzwerkinbalts in der Op-
tfimierungsvorrichtung {12} fiir die Anfragende
der einen oder mehraren Client-Vorrichtungen
{14{1}-14{n)}; und

- Weitereiten durch die Oplimierungsvorrich-
fung {12) des erhaltenen optimierten Netz-
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werksinhalis an die Anfragende der einen oder

~

mehreren Client-Vorrichtungen (14(1}-14{n}}.

Verfahren nach einem der Anspriiche 1 bis 4, wobei
das Erhalien weiter das Erhalten der Anfrage der
einen der einen oder mehreren Client-Vorrichtungen
(14{1)-14{n)) an der Optimierungsvorrichtung {12}
aufweist, welche eine Mobilvorrichiung aufweist, die
ausgebildet ist, den erhaltenen Netzwerkinhait in ei-
nem Browser der Mobilevorrichiung anzuzeigen.

Varfahren nach einern der Anspriiche 2 bis 5, wobei
die in der Anfrage enthaltene Information einen Uni-
form Ressource Identifier (URI) aufweist.

Varfahren nach einem der Anspriche 1 bis 6, wobei
die Metzwerkressource eine oder mehrere Websei-
ten aufweist,

Computerieshares Medium auf dem Instruktionen
zum Reduzieren von Verzdgerungen in Netzwerk-
verbindungen gespeichert sind, aufweisend Maschi-
nenausflihrungscode, der, wenn durch zumindast
einen Prozessor ausgefihrt, den Prozessor veran-
lasst, die Schritte des Verfahrens gemaf den An-
sprichen 1 bis 7 auszufihren.

Optimierungsvorrichiung (12), ausgebildet zum Ra-
duzieren von Verzégeningen in Netzwerkverbindun-
gen, aufweisend einen oder mehrere Prozessoren
(13}, die als ProxyVerarbeitungsvorrichtungen agie-
ren sowie einan Speicher (15), der mit einem oder
mehreren Prozessoren {13} verbunden ist, die aus-~
gehildet sind, um programmierte instruktionen, die
in dern Speicher (15) gespaicheri sind, auszufithren,
aufweisend:

- Erhalten einer Anfrage flir eine Netzwerkres-
source, die auf einem von einer oder mehreren
Servervorrichtungen {16{1)-16{n}} gehostet ist,
von einer von einer oder mehreren Client-Vor-
richtungen (14(1}-14{n});

- Erkennen, ob ein automatischer Redirect-Pa-
rarnater [Ur die Anfrage freigeschaltel ist;

- Versenden der Anfrage der einen Proxy-Ver-
arbeitungsvorrichtung, die als die Anfragende
der Client-Vorrichtungen (14(1)-14{n)) agiert, zu
einer weiteren Proxy-Verarbeitungsvorrichiung
in der Optirisrungsvorrichtung {12}, wenn der
automatische Redirect-Parameter ais freige-
schaltet erkannt ist;

- Wiederhoites Erhalten an der waiteren Proxy-
Verarbeitungsvorrichiung einer Redirect-Nach-
richt mit einem oder mehreren optimierten
Cogokies, die mit der von der einen oder mehre-
ren Server-Vorrichtungen {(16{1)-16(n}} ange-
fragten Nelzwerkressource verbunden sind,
Senden der Redirect-Nachricht und des einen
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adermehreren optimierten Cockies der anderen
Proxy-Verarbeitungsvorrichiung zu der einen
Proxy-Verarbeitungsvorrichtung  und  Zurlick-
senden von der einen Proxy-Verarbeitungsvor-
richtung zu der anderen Proxy-Verarbeitungs-
vorrichiung einer neuen Anfrage fUr die ange-
fragte Netzwerkressource unter Verwendung
der Redirect-Nachricht, solange bis die ange-
fragte Netzwerkressource [okalisiert ist; und

- Weiterleiten, wenn die angefragte Netzwer-
kressource lokalisiert ist, nur einer leizten der
arhalienen  Redirect-Nachrichten mit esinem
oder mehreren optimierten Cockies, die mit der
nachgefragten Netzwerkressource verbunden
sind, vonder einen Proxy-Verarbeitungsvorrich-
tung zu der Anfragenden der einen oder meh-
reren Client-Vorrichtungen (14(1)-14{n}).

Vorrichtung nach Anspruch S, wobei der eine oder
mehrere Prozessor {13} weiter ausgebildet ist, um
programmierte Insiruktionen, die in dern Speicher
(15) zum Erkennen gespeichert sind, aufweisend
weiiar ein Erkennen an dar Optirnierungsvorrichiung
{12}, ob der autornatische Redirect-Parameter frei-
geschaltetist fiir die Anfrage, die auf information ba-
siert, die in der Anfrage enthaiten sind.

Vorrichiung nach einern der Anspriche 8 bis 10, wo-
bei der eine oder mehrere Prozessor (13} weiteraus-
gebildet sind, um programmierie Insiruktionen, die
indem Speicher {15) gespeichert sind, auszufithren,
aufweisend weiter ein Abschalten des aulomati-
schen Redirect-Parameters, wenn die Anfrage von
der einen Proxy-Verarbeitungs-Vorrichtung, die als
die Anfragende der ginen oder mahreren Clieni-Vor-
richtungen (14(1)-14{n}} innerhalb der Optimie-
rungsvorrichtung (12} agiert, zu der anderen Proxy-
Verarbeitungsvorrichiung innerhalb der Optimie-
rungsvorrchiung (12) gesendet wird.

Vorrichtung nach einen der Anspriche 9 bis 11, wo-
bei der eine oder die mehreren Prozessoren (13}
weiterausgebildet sind, um programmierie Instrukti-
onen, die in dem Speicher (15) gespeichert sind,
auszuflihren weiter aufweisend:

- Verarbeiten einer Gberarbeiteten Anfrage flr
die angefragte Netzwerkressource der Anfra-
genden der einen oder mahreren Clieni-Vorrich-
tungen (14(1}-14{n}), basierend auf der letzien
der erhalienen Redirect-Nachrichten mit einem
oder mehreran optimierten Coockies;

- Erhallen von Netzwerkinhait von einer der ai-
1 oder mehreren  Server-Vorrichtungen
{16(1)-16(n)} basiarend auf der Jberarbeitsten
Anfrage;

- Oplimierung des erhaltenen Netzwerkinhaits
in der Optimierungsvorrichtung {12} fiir die An-

nen
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fragende der einen oder mehreren Client-Vor-
richtungen (14(1}-14{n}}; und

- Weiterleiten des oplimierten erbaltenen Netz-
werkinhalts zu der Anfragenden der einen oder
mehreran Client-Vorrichtungen (14(1)-14{n}}.

Vorrichtung nach einern der Anspriiche 9 bis 12, wo-
bei der eine oder die mehreren Prozessoren (13}
welier ausgebildet sind, um programmierte Instruk-
tionen, die in dem Speicher (15} fiir das Erhalien
gespeichert sind, auszufiihren, aufweisend weiter
gin Erhalten der Anfrage von der einen der einen
oder mehreren Client-Vorrichtungen {(14(1)-14{n}},
dia eina mobile Vorrichtung auiweist, die ausgebildet
ist, um den erhaltenen Netzwerkinhait auf einem
Browser der mobilen Vorrichtung anzuzeigen.

Vorrichtung nach einem der Anspriiche 10 bis 13,
wobei die in der Anfrage enthaliene Information ei-

nen Uniform Resscurce Identifier(URI) aufweist.

Vorrichtung nach einerm der Anspriiche 9 bis 14, wo-
bei die Netzwerkressource eine oder mehrere
Webseiten aufweist.

Revendications

1.

Procadé de réduction de ia latence dans des con-
nexions de réseau, le procédé comprenant :

la réception, au niveau d'un appareil d’optimisa-
tion {12), d’'une demande, en provenance d'un
ou de plusieurs dispositifs clients {14(1}-14{n}),
pour une ressource de réseau hébergée au ni-
veau d’un parmi un ou plusieurs dispositifs ser-
vaurs {(18{1)}-16(n});

le fait de déterminer, au niveau de 'apparsi
d'optimisation (12}, si un parametre de redirec-
tion automatique est activé pour la demande ;
Tanvoi de la demande depuis un dispositif de
traitement de serveur mandaiaire agissantcom-
me celui demandant 'un parmi les un ou plu-
sieurs dispositifs clients (14(1)-14{)) au seinde
appareil d'optimisation {12} & un autre dispositif
de fraitement de serveur mandataire au sein de
appareil d'optimisation (12} lorsque le paramé-
tre de redirection automatique est déterming
comme étant activé ;

'obtention de maniére répéige, au niveau de
Tautre disposilif de trailement de serveur man-
dataire au sein de I'appareil d’'optimisation (12},
d'un message de redirection avec un ou plu-
sisurs témoins optimisés associés 3 la ressour-
se de réseay demandée a partir des un ou plu-
sieurs dispositifs serveurs (16{1}-18(n}), 'envai
du message de redirection at des un ou plu-
sieurs témoins optimisés a partir de 'autre dis-
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positif de fraitement de serveur mandataire au
sein de 'appareil d’optimisation (12) au un dis-
posilif de traitement de serveur mandataire au
sein de 'appareil d'optimisation (12}, Venvoi en
ratour depuis le un dispositii de traitement de
serveurmandataire vers 'autre dispositif de trai-
fement de serveur mandataire d'une nouvelle
demarde pour la ressource de réseau demar-
dée a l'aide du message de redirection jusqu’a
ce que la ressource de réseau demandée soit
iocalisée ; et

le réacheminement, lorsque laressource de ré-
seau demandée est localisée, depuis le un dis-
positif de traitament de serveur mandataire vers
ie demandeur des un ou plusieurs dispositifs
slients (14(1)-14{n}), uniquarment d'un dernier
des messages de redirection obtenus avec les
un ou plusieurs tdmoins optimisés associés ala
ressource de réseau demandee.

Procédeé selon la revendication 1, dans lequel {e fait
de déterminer au niveau de "appareil d'optimisation
{12} si le parametre de redirection automatigue est
activé pour la demande est basé sur des informa-
tions contenues dans la demande.

Procédé selon 'une quelcongue des revendications
1 & 2, comprenant en oulre la désactivation du pa-
rameétre de redirection automatique lorsgue ia de-
mande est envoyés du un dispositif de traitement de
serveur mandataire agissant comme le demandeur
des un ou plusieurs dispositifs clients (14{1)-14(n})}
au sein de appareil d'optimisation {12} vers V'autre
dispositif de traitement de serveur mandataire au
sein de l'appareil d'optimisation (12},

Procédé selon f'une quelcongue des revendications
1 & &, comprenant en outre :

le traiternent au niveau de Pappareil d'optimisa-
tion {12} d'unademandes révisée pourlaressour
ce de réseau demandeée a partir du demandeur
des un ou plusieurs dispositifs clients {(14{1)-
14(}} en se basant sur e dernier des messages
de radirection obtenus avec les un ou plusieurs
téraoins oplirisés ;

{'obtention d'un contenu de réseau au niveau de
Papparei! doptimisation (12} & partir de 'un des
un ou plusieurs dispositifs serveurs (18(1)
16{n}) en se basant sur la demande révisée ;
Poptimisation auniveau de lappareil d'oplimisa-
tion {12} du contenu de réseau obtenu au niveau
de Pappareil dopliraisation (12) pour le deman-
deur des un ou plusieurs dispositifs clients
{14{1)}-14(n}) ; &t

{e réacheminement depuis 'appareii d'optimisa-
tion {12) du contenu de réseau oblenu optimisé
vers le demandeur des un ou plusieurs disposi-

-
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tifs clients {14{1)-14(n}).

Procédé selon 'une quelconque des revendications
1a4, dans lequa! ia récaption comprend en cutre ia
réception au niveau de Pappareil d'optimisation (12}
de Ia demande depuis le un des un ou plusieurs dis-
positifs clisnis (14{1}-14{n}} comprenant un disposi-
tif mobile configuré pour afficher le contenu de ré-
seau obtenu sur un navigateur du dispositif mobile.

Procadé selon 'une quelcongue des revendications
2 a5, dans lequel les informations contenues dans
la demande comprennentunidentifiant deressource
uniforme {(URI),

Procédé selon P'une queiconque des revendications
1 a8, dans lequel la ressource de réseau comprend
une ou plusieurs pages Web.

Support lisible par ordinateur sur lequel sont stoc-
kées des instructions permettant de réduire {a laten-
ce dans des connexions de réseau comprenant un
code exécutable par machine qui, lorsqu'il est exé-
cuté par au moins un processeur, ameéne le proces-
aeur a réaliser les étapes du procédé selon les re-
vendications 1 a 7.

Appareil d'optimisation (12} configurd pour réduire
la latence dans des connexions de réseau compre-
nantun ou plusieurs processeurs {13} agissant com-
me des dispositifs de traitement de serveur manda-
taire et une mémoire (15} couplée aux un ou plu-
sieurs processeurs (13} configurds pour exécuter
des instructions programmees sicckées dans lamé-
racire {15) comprenant :

la réception d'une demande provenant d'un par-
mi un ou plusieurs dispositifs clients (14(1)-
14{n)) pour une ressource de réseau hébergée
au niveau de 'un des un ou plusieurs dispositifs
sarveurs (18{1}-18(n});

le fait de déterrniner si un parametre de redirec-
tion automatigue est activé pour la demande ;
Tenvoi de la demande dapuis un dispositif de
fraitement de serveur mandataire agissant com-
me le demandeuwr d'un des disposilifs clients
(14{1)-14(n)} & un aufre dispositif de traitement
de serveur mandataire au sein de Fappareil
doptimisation (12} lorsque le paramatre de re-
direction automatigue est déterminé comme
Stant activé ;

Tobtention de maniére répéiée au niveau de
Tautre dispositif de traitement de serveur man-
dataire d’un message de redirection avec un ou
plusiaurs témoins optimisés associés a la res-
source de réseau demandée & partir des un ou
plusieurs dispositifs serveurs (16(1)-16(n}), l'en-
voi du message de redirection et des un ou plu-
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sieurs témoins optimisés depuis|’autre dispositif
de traitement de serveur mandataire vers un dis-
posilif de traitement de serveur mandataire, et
'envoi en retour depuis ie un dispositif de trai-
ternent de serveur mandataire vers Pauire dis-
positif de traitement de serveur mandataire
d’'une nouvelle demande pour la ressource de
réseau demandée & 'zide du message de redi-
raction jusgu’'a ce gue |a ressource de réseau
darandée soit iosalisée ; et

ie réacheminement, lorsque la ressource de ré-
seau demandée est localisde, depuis le un dis-
positif de traitement de serveur mandataire vers
le demandeur des un ou plusieurs dispositifs
clients {14(1)}-14{n}), uniquement d’un dernier
des massages de redirection obtenus avec les
un ou plusieurs témoins optimisés associés ala
rassource de réseau demandée.

18. Appareil seion larevendication 9, dans lequel ies un

11

ou plusieurs processeurs {(13) sont en outre confi-
gurés pour exécuter des instructions programmees
stockéas dans la mémoire (15} pour la détermination
comprenant en cutre le fait de déterminer au niveau
de I'appareil d'optimisation (12} si le paramatre de
redirection automatique est activé pour la demande
en se basant sur des informations contenues dans
la demande.

Appareil seion une quelcongue des revendications
9 3 10, dans lequel les un ou plusieurs processeurs
{13) sont en outre configurés pour exécuter des ins-
tructions programmeéss stockées dans la mémoire
{15} compranant en outre la désactivation du para-
métre de redirestion automatique lorsque la deman-
de est envoyée depuis le un disposiiif de traitement
de serveur mandataire agissant comme le deman-
deur des un ou plusieurs dispositifs clients {(14(1)-
14{n}} au sein de Vappareil d'optimisation (12} vers
lautre disposilif de traiiement de serveur mandataire
au sein de Vapparell doptimisation (12).

12. Appareil selon 'une quelconque des revendications

9 & 11, dans lequel les un ou plusieurs processeurs
{13} sont en outre configurés pour exécuter des ins-
tructions prograraméss stockées dans la mémoire
(15) comprenant en outre :

letraitement d'une demande révisée pourlares-
source de réseau demandée 4 partir du deman-
deur des un ou plusieurs dispositifs clients
{14{1)}-14(n)} en se basant sur le dernier des
messages de redirection obtenus avec les un
ou plusieurs témoins optimisas ;

f'obtention d'un contenu de réseau & partir de
f'un des un ou plusieurs disposiiifs serveurs
{16{1}-16(n})} en se basant sur la demande
révisée ;
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T'optimisation du contenu de réseau obtenu au
niveau de l'appareil d’optimisation (12} pour ie
dernandeur des un ou plusieurs dispositifs
clients (14{1}-14(n)} ; et

le réacheminarmeant du contenu de réseau obis-
nu optimisé vers le demandeur des un ou plu-
sieurs dispositifs clients (14(1}-14(n}).

Appareil seion 'une queiconque des revendications
9 & 12, dans lequat les un ou plusieurs processeurs
{13} sont en outre configurés pour exacuter des ins-
tfructions programmées stockées dans la mémoire
(15) pour la réception comprenant en outre la récep-
tion de la demande provenant de P'un des un ou plu-
sieurs dispositifs clients (14{1)-14{n}} comprenant
un digpositif mobile configurd pour afficher le conte-
nu de réseau obtenu sur un navigateur du dispositif
mabile.

Appareil seion 'une queicongue des revendications
103 13, danslequellesiniormations conlenues dans
la demande comprennentunidentifiant deressource
uniforme (URI),

. Appareil selon 'une queicongue des revendications

93 14, dansiequeliaressource de réseau comprand
une ou plusieurs pages Webh.
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METHODS FOR EMAILING LABELS AS PORTABLE DATA
FILES AND DEVICES THEREQYK

FIELD
{6061] This technology relates to mcthods for emailing labels as portable
data files and devices thereof.
BACKGROUND
[6602] Some Web based applications, usually developed for desktop

browsers, provide the functionality of printing labels, such as bar codes, proof of
insurance, medical records, or bank statements. All these documents have a well-
defined printing format, can include personal information and usually are

generated from password protected Web content.

[(6003] A desktop browser can casily exploit this type of printing
functionalities. Unfortunately, mobile browsers do not have the same capability

since they usually fack of a direct connection with a printing device.
SUMMARY

[6004] A method for emailing a label as a portable data file to destination
information associated with 2 mobile computing device includes obtaining at a
proxy server device a web page with a label from a web server device in response
to a request from a mobile computing device. The proxy server device obtains
destination information for the label associated with the requesting mobile
computing device. The proxy server device converts the label into a portable data
file and transmits the portable data file using the destination information for the

label associated with the requesting mobile computing device.

{B0G5] A non-transitory computer readable medium having stored thereon
instructions for emailing a label as a portable data file to destination information
associated with a mobile computing device comprising machine executable code
which when executed by at least one processor, causes the processor to perform

steps including obtaining a web page with a label from a web server device in
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response to a request from a mobile computing device. Destination information
for the label associated with the requesting mobile computing device is obtained.
The label is converted into a portable data file and then is transmitied using the
destination information for the label associated with the requesting mobile

computing device.

8006} A proxy server device includes one or more processors and a
memory coupled to the one or more processors which are configured to execute
programmed instructions stored in the memory including obtaining a web page
with a label from a web server device in response to a request from a mebile
computing device. Destination information for the label associated with the
roquesting mobile computing device is obtained. The label is converted into a
portable data file and then 1s transmitted using the destination mformation for the

label associated with the requesting mobile computing device,

[8007) This technology provides a number of advantages including
providing a method, computer readable mediom and an apparatus that enables a
mobtle computing device to create a portable data file of one or more labels and
send the portable data file, along with custorn information, such as descriptions
and logos, to a designated cmail address associated with the mobile computing
device. Accordingly, with this technelogy data files that are not viewable on

mobile computing devices can be downloaded and printed.
BRIEF DESCRIPTION OF THE DRAWINGS

[6608] FIG. 1is a block diagram of an exemplary environment with an

exemplary proxy server device;

[6609] FIG. 2 is a screen shot of an exemplary confirmation page with

entry fields for data to generate and send a portable data file; and

(66610} FIG. 3 1s a flow chart of an exemplary method for generating and

emailing labels as portable data files and devices thereof
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DETAILED DESCRIPTION

(80611} An exemplary environment 10 with a proxy server devics 12
configured to enable one of the roobile computing devices 14(1)-14(n) to
download a printable version of a label that was converted into PDF format is
5 illustrated in FIG. 1. The exemplary environment 1§ includes the proxy server
device 12, mobile computing devices 14(1)-14(n}, web content server devices
16(1)-16(n), and communication networks 18(1)-18(2)}, although other numbers
and types of systems, devices, and/or elements in other configurations and
environments with other communication network topologies can be used. This
10 technology provides a number of advantages including providing a method,
computcr readable medium and an apparatus that cnables a mobile computing
device to create a portable data file of one or more labels and send the portable
data file, along with custom information, such as descriptions and logos, to a

designated email address associated with a mobile computing device.

15 [68612] Referring more specifically to FIG. 1, the proxy server device 12
is 3 web content optimization device configured to execute the exemplary
methods and other techmology tllustrated and described herein, although the proxy
server can comprisc other types of computing devices configured to execute the
exemplary methods illustrated and described herein. This exemplary proxy server

20 device 12 includes a central processing unit ({CPU) or processor 13, a memory 15,
and an interface system 17 which are coupled together by a bus 19 or other Hink,
although other numbers and types of components, parts, devices, systems, and
elernents in other configurations and locations can be used. The processor 13 in

the proxy server device 12 exccutes a program of stored instructions one or raore

3]
Lh

aspects of the present invention as described and illustrated by way of the
embodiments herein, although the processor could execute other mumbers and

types of programuned instructions.

(86013} The raemory 15 in the proxy server device 12 stores these
programmed instructions for one or more aspects of the present invention as
30 described and illustrated herein, although some or all of the programmed

instructions could be stored and/or exccuted elsewhere. A variety of different
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types of memory storage devices, such as a random access memory (RAM)or a
read only memory (ROM) in the syster or a floppy disk, hard disk, CD ROM,
DVD ROM, or other computer readable medium which is read from and/or
written to by a magnetic, optical, or other reading and/or writing system that is
coupled to the processor 13, can be used for the memory 15 in the proxy server

device 12.

[80614] The interface system 17 in the proxy server device 12 is used to
operatively couple and communicate between the proxy server device 12 and the
mobtle computing devices 14(1}-14(n), and the web content server devices 16(1})-
16{n) via the communication networks 18(1)-18(2), although other types and
nmumbers of communication notworks with other types and numbers of conncetions
and configurations can be used. By way of example only, the communication
networks 18(1)-18(2) can use TCP/IP over Ethernet and industry-standard
protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and
numbers of communication networks, sach as a direct connection, a local area
network, a wide area network, rooderns and phone lines, e-mail, and wircless and
hardwire communication technology, cach having their own communications

protocols, can be used.

[B00315] Each of the mobile computing devices 14(1}-14(n) enables a user
to request, get and interact with documents and other files from one or more web
sites hosted by the web content server devices 16(1)-16(n) through the proxy
server device 12 via one or more communication networks, although one or more
of the mobile computing devices 14(1)-14(n) could access content and utilize
other types and numbers of applications from other sources and could provide a
wide variety of other functions for the user. Although multiple mobile computing
devices 14(1)-14(n) are shown, sther numbers and types of user computing

systems could be used.

(60016} Each of mobile computing devices 14(1)-14(n) in this cxarple is a
computing device that includes a central processing unit (CPU) or processor 20, a
memory 22, user input device 24, a display 26, and an interface system 28, and

which are coupled together by a bus 30 or other link, although one or more of
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mobile computing devices 14(1}-14{n) can include other numbers and types of
components, parts, devices, systems, and elements in other configurations. The
processor 20 in each of mobile computing devices 14{1)-14(n} can execute a
program of stored instructions for one or more aspects of the present invention as
described and tllustrated herein, although the processor could execute other

numbers and types of programmed instructions.

[80617] The memory 22 in each of the mobile computing devices 14(1)-
14{n} stores these programmed instructions for one or more aspects of the present
invention as described and illustrated herein, although some or all of the
progranmued instructions could be stored and/or executed elsewhere. A variety of
different types of memory storage devices, such as a random access memory
{RAM) or a read only memory (ROM) in the systern or a floppy disk, hard disk,
CD ROM, or other computer readable medium which is read from and/or writicn
to by a magnetic, optical, or other reading and/or writing system that is coupled to
processor 20 can be used for the memory 22 in each of the mobtle computing

devices 14(1)-14(n).

[86618] The user mput device 24 in each of the mobile computing devices
14(1)-14{n) 1s used to input request, sclections and other data, although the user
input device could provide other functions and interact with other elements. The
user input device can include keypads, touch screens, and/or vocal input
processing systems although other types and numbers of user input devices can be

used.

(66619} The display 26 in each of the mobile computing devices 14(1)-
14{n) is used to show data and mnformation to the user, such as a website page
optimized for viewing on a mobile computing device by way of exaraple only,
The display in each of the mobile computing devices 14(1)-14{n) is a computer
screen display, although other types and numbers of displays could be use

depending on the particular type of mobile device.

[60626] The interface system 28 in each of the mobile computing devices

14(1)-14(n) is used to operatively couple and cornmunicate between the mobile

ACCESSIBE LTD EXHIBIT 1004
Page 1661 of 2149



WO 2032088326 POT/US2031/066611

10

-6 -

computing devices 14(1)-14{n) and the proxy server device 12, and the web
content server devices 16(1)-16{n) over the cormmunication networks 18(1)-18(2},
glthough other types and numbers of conununication networks with other types

and numbers of connections and configurations can be used.

80621} The web content server devices 16(13-16(n) provide one or more
pages from one or more web sites, although the web content server devices 16(1}-
16{n} can provide other numbers and types of applications and/or content and can
have provide other mumbers and types of functions. Although web content server
devices 16{1})-16(n) are shown for case of illustration and discussion, other

numbers and types of web server systerns and devices can be used.

186622] Each of the web content server devices 16(1})-16(n} include @
central processing unit (CPU) or processor, a memory, and an interface system
which arc coupled together by a bus or other link, although cach of the web
content scrver deviees 16(1)-16{(n) could have other numbers and types of
components, parts, devices, systems, and elements in other configurations and
locations can be used. The processor in each of the web content server devices
16{1)-16(n) executes a program of stored instructions one or more aspects of the
present invention as described and illustrated by way of the embodiments herein,
although the processor could execute other numbers and types of programmed

nstructions.

[66623] The memory in cach of the web content server devices 16(1)-16(n)
stores these programmed instructions for one or more aspects of the present
fnvention as described and illustrated by way of the embodiments, although some
or alf of the programmed instructions could be stored and/or exccuted elsewhere.
A variety of different types of memory storage devices, such as a random access
iemory (RAM) or a read only memory (ROM) in the system or a floppy disk,
hard disk, CD ROM, DVD ROM, or other computer readable medium which is
read from and/or writien to by a magnetic, optical, or other reading and/or writing
system that is coupled to the processor, can be used for the memory in each of the

web content server devices 16{1}3-16(n).
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166624} The interface system in each of the web content server devices
16{1)-16(n) is used to operatively couple and communicate between the web
content server devices 16{1)-16(n) and the proxy server device 12, the mobile
computing devices 14(1)-14{n), and the client computing devices 15(1}-15(n) via
communication networks 18(13-18(2), aithough other types and numbers of
comrunication networks with other types and numbers of connections and

configurations can be used.

[86625] Although embodiments of the proxy server device 12, the mobile
computing devices 14(1)-14{n), and the web content server devices 16(1)-16{n},
are described and illustrated herein, each can be imaplemented on any suitable
computcr system or computing dovice. It is to be understood that the deviees and
systems of the embodiments described herein are for exemplary purposes, as
many variations of the specific hardware and software used fo implement the
cmbodiments are possible, as will be appreciated by those skilled in the relevant

art{s}.

[80626] Furthermore, each of the systems of the embodiments may be
conveniently implemented using one or more general purpose computer systems,
microprocessors, digital signal processors, and micro-controllers, programmed
according to the teachings of the embodiments, as described and illustrated herein,

and as will be appreciated by those ordinary skill in the art.

66627} In addition, two or more computing systems or devices can be
substituted for any onc of the systems in any embodiment of the embodiments.
Accordingly, principles and advantages of distributed processing, such as
redundancy and replication also can be iroplemented, as desired, to increase the
robustness and performance of the devices and systems of the embodiments. The
embodiments may also be implemented on computer system or systems that
extend across any suitable network using any suitable interface mechanisms and
communications technologics, including by way of example only
telecommunications in any suitable form (e.g., voice and modem), wireless
communications media, wireless communications networks, cellular

compmunications networks, G3 communications networks, Public Switched
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Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet,

intranets, and combinations thereof,

[66028] The embodiments may also be embodied as non-transitory
computer readable medium having instructions stored thereon for one or more
aspects of the present invention as described and illustrated by way of the
embodiments herein, as described herein, which when executed by a processor,
cause the processor to carry out the steps necessary to implement the methods of

the embodiments, as described and illustrated herein.

[80629] An exemplary method for emailing labels as portable data files and
devices thereof will now be described with reference to FIGS. 1-3. Referring
more specifically to FIG. 2, in step 100 the proxy server device 12 receives an
HTTP request for a web page from one of the mobile computing devices 1491 }-
14{n}. The proxy scrver device 12 transmuts the request to one of the web server

devices 16(1)-16(n} hosting the website with the requested content,

86630} In step 102, the proxy server device 12 receives the requested
content, such as a web page including a printable label from the one of the web
server devices 16(1)-16(n) hosting the website with the requested content. The
printable label can comprise a variety of different printable content which is not
viewable on the requesting one of the mobile computing devices 14(13-14(n)}, such
as a bar code, proof of insurance, medical record, or bank statement by way of

cxample.

[66031] In step 104, the proxy server device 12 determines whether the
web page with the printable label from the one of the web server devices 16(1)-
16(n) is optimized for printing. If'in step 104, the proxy server device 12
deterroines the web page with the printable label is not optimized for printing,
then the No branch is taken to step 106. In step 106, the proxy server device 12
extracts and/or optimizes the printable label for printing and then proceeds to step
108, Hin step 104, the proxy server device 12 determines the web page with the

printable label is optimized for printing, then the Yes branch is taken to step 108,
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80632} In step 108, the proxy server device 12 determines whether a user
at the requesting one of the mobile computing devices 14(1)-14(n} has provided
notes and/or logos as well as an email address to receive the generate portable data
file, although other types of data and destination information could be used. Ifin
step 108 the proxy server device 12 determines the user at the requesting one of
the mobile coraputing devices 14(1)-14(n) has not provided any notes and/or
logos as well as an email address associated with the requesting one of the mobile
computing devices 14(1)-14{n), then the No branch is taken to step 110, In step
1190, the proxy scrver device 12 transmits a web page, such as the onc shown in
FIG. 2, to the requesting onc of the mobilc computing devices 14{1)-14(n) to
obtain notes and/or logos as well as an email address associated with the
requesting one of the mobile computing devices 14(1)-14(n) fo receive the label,
although other manners of obtaining customizing and addressing information
refating to the label could be used. The proxy server device 12 adds the obtained
notes and/or logos or other data frora entries in the fields shown in FIG. 2 to

customize the label and then proceeds to step 112,

(66633 Ifin step 108 the proxy server device 12 determines the user at
the requesting one of the mobile computing devices 14(13-14(n}) has not added
notes and/or logos for the label and already has provided an email address, then
the Yes branch is taken to step 112, In step 112, the proxy server device 12
converts the customized label into a PDF file, although the label can be converted

in other numbers and types of portable data files for transmission.

[66634] In step 114, the proxy server device 12 transimits the generated
fabel to the email address associated with the requesting one of the mobile
computing devices 14{1)-14(n). The proxy server device 12 may optionally send
a confirmation to the requesting one of the mobile computing devices 14(1)-14(n)
that the PDF or other portable data file has been sent. The user associated with
the requesting one of the mobile computing devices 14(1)-14(n} can later access
the ematl account through for example a deskiop computing device connected o a
printer to print the customized label which was not viewable on the requesting one

of the mobile computing devices 14{1)-14(n).
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[866635] Accordingly, as illustrated and described herein this technology
provides a nurnber of advantages including providing a method, computer
readable medivm and an apparatus that enables a mobile computing device to
create a portable data file of one or more labels and send the portable data file,

5 along with custom information, such as descriptions and logos, to a designated
email address associated with the moebile coraputing device. One of the
advantages of this technology is that mobile computing devices can now obtain

labels that were not viewable on the mobile computing device.

(86635} Having thus described the basic concept of the invention, it will be

10 rather apparent to those skilled in the art that the foregoing detailed disclosure s
intended to be presented by way of example only, and is not limiting. Various
alterations, improvements, and modifications will occur and are intended to those
skilled in the art, though not expressly stated herein. These alterations,
improvements, and modifications are intended to be suggested hereby, and arc

15 within the spirit and scope of the invention. Additionally, the recited order of
processing elements or sequences, or the use of numbers, letiers, or other
designations therefore, is not intended to limit the claimed processes to any order
except as may be specified in the claims. Accordingly, the invention is limited

only by the following claims and equivalents thereto.
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CLAIMS
What is claimed is:
I. A wethod for emailing a label as a portable data file to

destination information associated with a mobile computing device, the method
comprising:

¢btaining at a proxy server device a web page with a label
from a web server device in response to a request from a mobile computing
device;

obtaining with the proxy server device destination
information for the label associated with the requesting mobile computing device;

converting with the proxy server device the label into a
portable data file; and

transmutting with the proxy server device the portabie data
file using the destination information for the label associated with the requesting

mobtie computing device.

2. The method as set forth in claim 1 further comprising:
determining with the proxy server device whether the web
page with the label is optimized for printing; and
extracting and optimizing with the proxy server device the
tabel for printing when the determining indicates the web page and label are not

optimized for printing.

3. The method as set forth in claim 1 further comprising:
determining with the proxy server device whether the
requesting mobile computing device has provided at least one of notes and a logo
to customize the label; and
customzing with the proxy server device the iabel when the
requesting mobile computing device has provided at least one of the notes and the

logo.
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4. The method as set forth in claim 1 wherein the portable data
fite is a PDF file.
5. The method as set forth in claim 1 wherein the obtained

destination information comprises an email address.

6. A non-transitory computer readable medium having stored
thereon instructions for emailing a label as a portable data file to destination
information associated with a mobilc computing device corprising machine
cxccutable code which when exccuted by at icast onc proccssor, causes the
processor to perform steps comprising:

obtaining a web page with a label from a web server device
in response to a request from a mobile computing device;

obtaining destination mformation for the {abel associated
with the requesting mobile computing device;

converting the label into a portable data file; and

transmitting the portable data file using the destination information

for the fabel associated with the requesting mobile computing device.

=3

The medium as set forth in claim 6 further comprising:
determining whether the web page with the label is
optimized for printing; and

extracting and optimizing the label for printing when the

determining indicates the web page and label are not optimized for printing.

8. The medium as sct forth in claim 6 further comprising:
determining whether the requesting mobile computing
device has provided at least one of notes and a logo to customize the label; and
customzing the label when the requesting mobile

computing device has provided at least one of the notes and the logo.

9. The medium as set forth in clairn 6 wherein the portable

data filc is a PDF file.
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10. The medium as set forth in claim 6 wherein the obtained

estination information comprises an email address.

1. A proxy server device comprising:
0TI OT 1MOTS PTOCCSSOTS;
& reernory coupled to the one or roore processors which are
configured to execute programmed instructions stored in the memory comprising:
obtaining a web page with a label from a web server
device 1o responsc to a request from a mobile computing deviee;
obtaining destination information for the label
associated with the requesting mobile computing device;
converting the label into & portable data file; and
transmitting the portable data file using the
destination information for the label associated with the requesting mobile

computing device.

12, The device as set forth in claim 11 wherein the one or more
processors is further configured to execute programmed instructions stored in the
memory further comprising:

determining whether the web page with the label is
optimized for printing; and
extracting and optimizing the label for printing when the

determining indicates the web page and label are not optimized for printing.

13, The deviee as set forth in clairo 11 wherein the one or more
processors is further configured to exccute programmed instructions stored in the
memory further comprising:

determining whether the requesting mobile computing
device has provided at least one of notes and a logo to customize the label; and
customzing the label when the requesting mobile

computing device has provided at least one of the notes and the logo.
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14, The device as set forth in claim 11 wherein the portable

data file is a PDT file,

15. The device as set forth in claim 11 wherein the obtained

5 destination information comprises an email address.
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Description
FIEELD
{30847 This technology generally relates o methods

for processing web application content and, more partic-
utary, io methods for making an asynchronous JavaS-
cript and extensible mark-up language (AJAX) applica-
tion content state bockmarkable and crawlable and de-
vices thersof.

BACKGROUND

[0082] An asynchronous JavaScript and extensible
mark-up language (AJAX) web application uses AJAX 1o
communicate with a server to load data or page frag-
ments. Programming with AJAX offers benefits in the
context of web application development. For example,
AJAX offers site developers an additionai level of inno-
vation that may make a site easier o use for ail visitors.
AJAX may aiso be ulilized to give users the sense that
a web application is more responsive than a traditional
web siia,

[0683] However, with the use of AJAX 1o manipulate
wab page content, an issue arises with regard ic provid-
ing bookrmarkability of content that may be dynamicrath-
er than static during a user session. For exampie, while
a web page may have a single non-changing uniforr
resource locator {URL) stored in the web browser, the
content in many AJAX web siles is asynchronously
changed and replaced. Accordingly, when a usersets a
bookmark, he may only be able to capture the starting
URL of the web site instead of the exact content state he
is currently viewing. Users therefore will want a way to
bookrnark a dynamic web page in a way that allows them
o resiore a specific content state.

{00841 One common solution is to change the hash
part of the URL, since doing 50 does not activate any
actions, such as loading a naw page on the browser side.
However, this approach yields yet another issue as {0
how a web crawler or web robot can access that URL.
£ven if the hash pari of the URL contains all of the infor-
mation needed to fetch correct data using AJAX technol-
ogy, the web crawier will not be able to access it since
web crawiers are not able to execute JavaScript code
inside the web pages they downioad. Examples of prior
art methods are described in the following documents:
PCT application WO2008078187A discloses a8 method
performad by a server for maintaining staie in a staleless
server environment, comprising receiving a request for
performance of an operation by an agplication from a
client wherein the request includes a first universal re~
source locator (URL). A first sel of stats information ray
be extracted from the first URL and evaluated, a second
sel of state information associated with the oparation is
assembled, said second set of state information contain-
ing at least the client identification information, the appli-
cation information, and a counter to keep track of how

1o
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many times the client has interacted with the server for
the operation. PCT application W02011035944 discios-
es a method for managing application state information,
which is represented by a substring of a Uniform Re-
source {dentifier (URE), which identifies a resource in a
network. The substring comprises a plurality of nestad
data arrays. A URI parser and a URI generator convert
the application state information between an object rep-
resentation and a URI string representation. Preferably,
the URlis a Uniforrm Resource Locator (URL), the appli-
cation state information is provided by a web application,
and the URI string representation uses a JavaScript Ob-
iect Notation {(JSON). An object of the present invention
is how to bockmark dynamic web pages more effectively
with respect to the methods known in the art, in order io
allow users to restore the dynamic web pages to a spe-
cific content state.

SUMMARY

{30057  An exemplary method for making an asynchro-
nous JavaScript and exiensible mark-up language
{AJAX) apgiication content state bookmarkable and
crawlable inciudes receiving at a web application
processing server device a HyperText Transfer Protocol
{HTTP) request including an HTTP request uniform re-
source locator (URL) representing a current application
conient state. When the HTTP request URL contains a
first reference substring, a second substring based upon
the first reference substring is exiracted from the HTTP
request URL with the web application processing server
device. Basad at least in part on the exiracted second
substring, a modified URL representing the current ap-
plication content state is generated by the web apglica-
fion processing server davice.

{00067 An exemplary computer-readable storage me-
dium having stored thereon instructions for making an
AJAX application content state bookmarkabie and craw-
lable. The instructions include machine executable code
which, when executed by at least one processor, causes
the processor to perform steps including receiving a HT-
TP request including an HTTP reguest uniform resource
locator (URL) representing a current application content
state. When the HTTP request URL contains a first ref-
erence subsiring, a second substring based upon the
first reference substring is extracted from the HTTP re-
gquestURL. Based at least in part on the extracted second
substring, a modified URL representing the current ap-
plication content state is generated.

{00077 An exempiary wab application processing serv-
ar device including one or more processors and a merm-
ory coupled to the one or more processors which are
configured io execute programmed insiructions stored in
the memory, the programmed instructions including re-
caiving a HT TP request including an HTTP request uni-
form resource {ocator (URL) representing a current ap-
plication content state. When the HTTP request URL con-
tains a first reference substring, a second substring
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based upon the first reference substring is exiracted from
the HTTP reguest URL. Based at least in part on the
extracied second substring, arnodified URL representing
the current application content state is generated.

[B088] This technology provides effective and efficient
methods and devices for creating a concise URL repre-
senting a spacific AJAX web application page or content
state, which thereby aliows generic web crawiers or ro-
bots to index the page or content state thus represented.

BRIEF DESCRIPTION OF THE DRAWINGS
[6009]

FIG. 1 is a block diagram of a netwaork environment
with an exemplary web application processing serv-
er device; and

FIG. 2 is a flowchart of an exempiary method for
making an AJAX application content state book-
markable and crawlable.

DETAILED DESCRIPTION

[0018] A network environment 10 with an exemplary
webh application processing server device 12 isillustrated
in FIG. 1. The environment 10 may include the web ap-
plication processing server device 12, clieni cornpuiing
devices 14(1)}-14{(n), web crawling devices 40(1)-40{n),
a web server device 16, and communicalion networks
18{1)-18(2}, although other numbers and types of sys-
tems, devices, servers, and/or elements in other config-
urations can be used. This technology provides effective
and efficient methods and devices for creating a concise
URL representing a speciic AJAX web apgplication page
or content siate, which thereby allows generic web crawi-
ars or robots to index the page or content state thus rep-
resented.

[G811] This technology is direciad to mathods, devic-
es, and computer-readabie storage media for making an
asynchronous JavaSceript and extensibie mark-up lan-
guage (AJAX) application content state bookmarkable
and crawlable. In this example, the web application
processing sarver device 12 receives a HyperTexi Trans-
fer Protocol (HTTP) request including an HTTP request
upiform rescurce locator (URL) representing a current
application content state; extracts, from the HTTP re-
guest URL, a second substring based upon a first refer-
ence subsiring, when the HTTP request URL contains
the first reference substring; and generates a modified
URL based at least in part on the extracted second sub-
string. wherein the modified URL represents the current
application content state. Alihough one web application
processing server device 12 is shown, other numbers
and types of web appilication processing server systems
can be used.

[0012] In some examples, the web application
processing server device 12 may be a web content proxy
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server, or any other type of proxy server. For example,
the web application processing server device 12 may
manage the handling of redirect messages or redirection
responses from the one or more web server devices 18
for andfor on behalf of raquesting client devices 14(1)-
14(n}) and/or requesting web crawling devices 40(1)-
4({n}, although the web application processing server
device 12 may provide other numbers and types of func-
fions.

{80131 inother examples, the web application process-
ing server device 12 may itself be a web server device.
For exarnple, the web application processing server de-
vice 12 may be contained in or identical o web server
device 18, In such examples, the web application
processing server device 12 may host one or more AJAX
web applications and store assosiated web content in
memory 15.

[0014] Referring more specifically to FIG. 1, the web
application processing server device 12 may include a
central processing unit (CPU) or processor 13, a memory
15, and an interface system 17 which are coupled togeth-
er by a bus 18 or other link, although other numbers and
types of components, parts, devices, systems, and ele-
ments in other configurations and {ocations can be used.
The processor 13in the web application processing serv-
er device 12 ray execuis a program of siored instruc-
tions cne or more aspecis of the present technology as
descrived and illustrated by way of the exaraples herein,
including methods for making an asynchronous AJAX
application content state bookmarkable and crawiable,
alihough the processor could execute othernumbers and
types of programmed instructions.

{60157 The memory 15in the web application process-
ing server device 12 may store these programmed in-
structions for one or more aspects of the present tech-
nology as described and iilustrated herein, aithough
some or all of the programmed instructions could be
stored and/or executed eisewhere. A varisty of different
types of memory storage devices, such as a random ac-
cess memory {RAM) or a read only memory (ROM} in
the system or a floppy disk, hard disk, CD ROM, BVD
ROM, or other computer readable medium which is read
from andior written to by a magnetic, optical, or other
reading and/or wriling systern that is coupled to the proc-
assor 13, may be used for the memeory 15 in the web
application processing server device 12. nsome of these
examples, the memory 15 may include a core module
21, a URL consiruction module 23, and a memory cache
25 which may store prograrmmed instructions for one or
more aspecis of the present technology as described and
illustrated herein, aithough the memory may comprise
cther types and numbers of systems, devices, and ele-
mentsinother configurations which may store oiher data.
{8016] The interface device 17 in the web application
processing server device 12 may be used to oparatively
couple and communicate between the web application
processing server davice 12 and the client compuling
devices 14(1)-14{n), web crawling devices 40{1)}-40{n},

ACCESSIBE LTD EXHIBIT 1004
Page 1679 of 2149



5 EP 2724 251 B1 §

and the web server device 16 via the communication net-
waorks 18(1) and 18(2), although other types and numbers
of comrnunication networks with other types and num-
bers of connections and configurations can be used. By
way of exampie only, the cornmunication networks 18(1}
and 18{2) may use TCP/IP over Ethemet and industry-
standard protocols, including HTTR, HTTRS, WAP, and
SCAP, although other types and numbers of communi-
cation networks, such as a direct connection, a local area
network, a wide area network, modems and phone lings,
e-mail, and wireless and hardwire communication tech-
nology, each having their own communications proto-
cols, may be used.

{00171 Eadh of the client compuling devices 14{1)-
14{n} rmay enabie a user to access content and utilize
one or more applications from the web server device 16
through the web application processing server device 12
through one or more communication networks, although
one or more of the client computing devices 14{1)}-14(n}
could access content and utilize other types and numbers
of applications from other sources and could provide a
wide variety of other functions for the user. Although mul-
tiple client computing devices 14{1}-14{n) are shown,
other numbers and types of user computing systems
could be used. In this example, the client computing de-
vices 14{1}-14{n} comprise devices with internet access
that permit a website page or other retrieved data to be
displayed. By way of example only, one or more of the
client computing devices 14{1}-14{n} may comprise
smart phones, personai digital assistants, or deskiop
computers using visual or voice browsers.

[0818] Eacdh of client computing devices 14(1)-14{n}
may include a central processing unit {CPU) or processor
20, a memory 22, user input device 24, a dispiay 28, and
an interface systern 28, and which are coupled together
by a bus 30 or other link, although one or more of client
computing devices 14{1}-14{n) may include other num-
bers and types of components, parts, devices, systems,
and elermnants in other configurations. The processor 20
in each of client computing devices 14(1)-14{n) may ex-
ecute a program of stored instrustions for one or more
aspects of the present technology as described and i~
lustrated herein, although the processor could execute
other numbers and typss of programmed instructions.
[06619] The memory 22 in each of the dlient computing
devices 14(1}»14{n) may siore these programmed in-
structions for one or more aspects of the present tech-
nology as described and #ustrated herein, although
some or ali of the programmed instructions could be
stored andicr exacuted elsewhera. A variety of different
types of memory storage devices, such as a random ac-
cess memory {RAM) or a read only memory (ROM} in
the systern or a floppy disk, hard disk, CD ROM, or other
computer readable medium which is read from and/or
written to by a magnetic, optical, or other reading and/or
writing system that is coupled to processor 20 may be
used for the memory 22 in each of the client computing
devices 14{1)-14{n}.
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{00207 The user input device 24 in each of the client
computing devices 14{1}-14{(n} may be used to input se-
leclions, such as requests for a parlicular wabsile page,
although the user input device couid be used to input
other types of data and interact with other elements. The
user input device may include keypads, touch screens,
and/or vocal input processing systems aithough other
types and numbers of user input devices can be used.
{0021] The display 26 in each of the client computing
devices 14(1}-14{n} may be used o show data and in-
formation to the user, such as a3 website page by way of
example only. The display in 2ach of the client computing
devices 14{1)-14{n) may be a phone screen dispiay, ai-
though other types and numbers of displays could be
used.

{80221 The interface system 28 in each of the client
computing devices 14(1}-14{n) may be used {o opera-
fively couple and communicate between the client com-
puting devices 14{1}-14{n} and the web application
processing server device 12 and web server device 18
aver the communication networks 18(1) and 18(2), ai-
though other types and numbers of cornmunication net-
works with other types and numbers of connactions and
configurations may be used.

{60237 The web server device 16 may provide one or
mora web software applications for use by one or more
of the client computing devices 14{1}-14(n), although the
web server device 16 can provide other nurbers and
types of applications and/or content and can have pro-
vide other nurabers and types of funclions. Although one
web serverdevice 16 is shown for ease of iifustration and
discussion, other numbers and types of wab server sys-
fems and devices can be used.

{80247 The web server device 16 may include a central
pracessing unit {CPU) or processor, a memory, and an
interface system which are coupled together by a bus or
other link, although the web server device 16 may have
other numbers and types of components, parts, devices,
systems, and alements in other configurations and loca-
tions may be used. The processor in the web server de-
vice 16 may execute a program of stored instructions for
one or more aspects of the present technology as de-
scribed and iliustrated by way of the examples herein,
including managing application functionality, aithough
the processor could execute other numbers and types of
programmed instructions.

{00257 The memory in the web server device 16 may
store these programmed instructions for one or more as-
pects of the present lechnology as described and ilius-
trated by way of the exampies herein including managing
application functionality, aithough some or all of the pro-
grammed instructions could be stored and/or executed
elsewhera, A variety of different types of memory storage
devices, such as a random access memory (RAM) or a
read only memory (ROM) in the system or a floppy disk,
hard disk, CD ROM, DVD ROM, or other computer read-
able madium which is read from and/or written fo by a
magnetic, optical, or other reading and/or writing system
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that is coupled to the processor, may be used for the
memary in each of the web server device 16.

[0028] The interface system in the web server device
16 may be used o operatively couple and communicate
between the web server device 16 and the web applica-
tion processing senver device 12, the dlient computing
devices 14{1}-14(n), and web crawling devices 40{1}-
40{n} via communication networks 18(1} and 18{2), al-
though other types and numbers of communication net-
works with other types and numbers of connections and
configurations can be used.

[0027] Although exampies of the web application
processing server device 12, the client computing devic-
es 14{1}-14(n), web crawling devices 40(1)}-40(n), and
the web server device 16, are described and illustraied
herein, each of the olient computing devices 14(1}-14{n)},
web crawiing devices 40(1)-40(n}, the web application
procassing server device 12, and the web server device
18, may be implemented on any suitable computer sys-~
temn or computing device. It is {o be understood that the
devices and systems of the examples descrived herein
are for exemplary purposes, as many variations of the
specific hardware and software used to implement the
exampies are possible, as will be appreciated by those
skilled in the relevant art{s).

[0028] Furthermore, sach of the systarns of the exam-
ples may be conveniently implemented using one or
more general purposs computer systerns, microproces-
sors, digital signal processcors, and micro-confrollers,
programmed ascording to the teachings of the examples,
as described and illustrated herein, and as will be appre-
ciated by those ordinary skill in the art.

[0628] In addition, two or more computing systems or
devices can be substituted for any one of the systems in
any embodiment of the examples. Accordingly, principles
and advantages of distribuied processing, such as re-
dundancy and reglication alsc can be implemented, as
desired, to increase the robustness and performance of
the devices and systems of the examples. The examples
may aiso be implemented on computer system or sys-
tems that extend across any suitable natwork using any
suitable interface mechanisms and communications
technoiogies, including by way of example only telecom-
munications in any suitabie form {e.q., voice and mo-
demy, wireless communications media, wireless commu-
riications networks, celiular communications networks,
53 communications networks, Public Switched Tele-
phone Natwork (PSTNs), Packet Data Networks {PONs),
ihe Intemel, intranets, and combinations thereof.
[0638] Theexampies mayaisobe embodied as s com-
puter readable rmedium having instructions stored ther-
ecn for one or more aspects of the present technology
as described and Hiustrated by way of the examples here-
in, as described herain, which when executed by a proc-
essor, cause the processor to carry out the steps neces-
sary to implement the methods of the examples, as de-
soribed and illustrated herein.

[0831] Referring to FIGS. 1-2, an exemplary method
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200 for making an AJAX appiication content state book-
markabie and crawlable will now be described. In step
210, the web application processing server davice 12
receives an HTTP request which includes an HTTP re-
quest URL represernting a current application content
state. In other examples, such as where the HTTP re-
quest originated from a client computing device 14, the
HTTP request URL may correspond o a bockmark.
{80327 In step 220, the web application processing
servar device 12 determines whether the HTTP request
contains a first reference subsiring. If in step 220 the
HTTP request URL contains the first reference substring
in step 220, then the Yes branch is taken to step 230.
{60331 In step 230, the web application processing
server device 12 extracts a second subsiring from the
HTTP request URL based upon the first reference sub-
string. in some examples, the second subsiring may fol-
low the first reference substring. In some of these exam-
ples, the second substring may include all of the text im-
mediately following the first reference substring.

{30347 In slep 240, the web application processing
server device 12 generates a modified URL representing
the current application content state based atieastinpart
on the exiracted second substring. The modified URL
may, for example, be generated by the URL construction
module 23 of the web application processing server de-
vice 12.

{00351 In step 242, the web applicalion processing
server device 12 determines if the scurce of the HTTP
request is one of the web crawling device 40(1)-40(n}
basedupon aheaderinthe HT TP request, alihough other
manners for delarmining an identity of the source can be
used. ifin step 242 the web application processing server
device 12 determines the source of the HTTP reguestis
not one of the web crawling device 46(1)-40{n}, than the
No branch is taken to step 244. In siep 244, the web
application processing server device 12 provides the
modified URL to the appropriate web server device 18.
Basad on the modified URL, the web server device 18
generates a respense to the HT TP request which is then
sommunicated to the source of the request (e.q., one of
the client computing devices 14(1}-14(n)}, and then the
method ends. In some embodiments, the response gen-
erated by the web server device 16 may inciude the cur-
rent application content state corresponding to the mod-
ified URL.

{0038] {f in step 242 the web application processing
server device 12 determines the scurce of the HTTP re-
quest is one of the web crawling devices 40{1)}-40{(n},
then the Yes branch is taken to step 246. in step 246,
the web application processing server device 12 rebns
the modified URL as an HTTP rediract response o the
identified one of the one of the web crawling device 40(1)-
40(n). The web application processing server device 12
also may store the default URL atalocation{a.g., inmem-
ory 15} associated with the HT TP redirect response. After
step 246, this method ends.

{80377 If back in step 220, the received HTTP request
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URL does not contain the first reference substring in siep
220, then the No branch is taken to step 222.

[0038] In step 222, the wab applicalion processing
server device 12 determines based upon a headerinthe
HTTP request if the source of the HTTP request is one
of the web crawling devices 40{1)-40(n}, although cther
manners for determining the source can be used. if in
step 222 the web application processing server device
12 determines the source of the HTTP reguest is not one
of the web crawling devices 40{1)3-4%{n), then the No
branch is taken to step 224. In step 224, the web appli-
cation processing server device 12 provides a default
URL to the appropriate web server device 16. Based on
the default URL, the web server device 16 generates a
response to the HTTP request which is then communi-
cated to the requesting one of the client computing de-
vices 14(1}-14{n}, and then the method ends, although
ather types of devices and systems could be the source
ofthe request. In some embodiments, the response gen-
erated by the web server device 16 may include the cur-
rent application content state corresponding to the de-
fault URL.

[0038] If in step 222 the web application processing
server device 12 determines the source of the HTTP re-
guest is one of the wab crawling devices 40{1)-40{n),
then the Yes branch is taken to step 228, In step 225,
the web application processing server device 12 returns
the default URL as an HTTP redirect response to the
identified one of the web crawling devices 40{1}-40(n}
thatl was the source of the HTTP request. The web ap-
plication processing server device 12 also may store the
default URL at a location {e.q., in memory 15) associated
with the HTTP redirect response. After step 226 this
method ends.

[0048] Inanembodiment ulilizing the exemplary rmeth-
od 200, a web application located at www.exam-
ple.comfindax.hirnl may load the fragment welcome . himi
when starting up. This web application may also load
product description pages identified by such links as
{products/pdp.isp?7id=2234. The exemplary method 200
also may be ulilized to address the problem of creating
a URL representing an AJAX web application page or
content state. One concept associated with exemplary
method 200 is that relevant web pages {e.g., pages
whose URLs will likely be saved or shared) may be a
small portion of the entire web application. Moreover,
such relevant web pages may often be identified by a
small set of identifiers corresponding to keys in catalog
databases or specific evenis (e.g., dales, flight numbers,
etc.}). For example, the URL /products/pdp.jsp7id=2234
may be represented by the identifier "2234". Therefore,
in some examples, the AJAX web application JavaSeript
code may contain a function that creates a mapping be-
tween such an identifier and its corresponding URL. In
some of these examples, a standard filename may be
established for the portion of the JavaScript code con-
taining this mapping function. The resulting JavaSeript
file containing this function may be limited to this mapping
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function and iis dependencies {e.g., data structures or
utifity functions). Thus, a simple implementation of the
JavaScript interpreter may be hosted on the wab appli-
cation processing server device 12, and the mapping
function may be executed 1o obtain the URL being used
by the wab appilication AJAX engine. For example, in
step 240, URL construction module 23 of web application
processing server device 12 may, upon receiving such
an identifier or second substring as an input {e.g.,
"2234"), generaie the corresponding modified or proc-
essed URL associated with that identifier.

{80417 In another embodiment ulilizing the exemplary
method 200, an HTTP request URL may coniain the first
referance substring "/shareCode-" in step 220, In some
of these examples, the substring foliowing "/shareCode-"
may be extracted in step 230 and passad along to the
URL construction module 23 of the web application
processing server device 12. In slep 240, URL construc-
fion module 23 may then map this extracted second sub-
string or identifier to a corresponding maodified URL rep-
resenting the current application content state. If, on the
other hand, the HTTP request URL does not contain the
first reference substring "/shareCode-" in step 220, then
a default URL (e.g., a default startup URL) may be pro-
vidaed fo the source of the HTTP request, as describad
in step 224 or step 226.

{0042] Forexample, consider an embediment in which
ihe HTTP request URL contains the path "/s
22347 In step 230, the web application proces erver
device 12 exiracts the identifier or second substring
"2234" and passes it to the URL construction moduie 23,
which returns the URL "products/pdp.jsp?id=2234" in
step 240. If, on the other hand, the URL path is equal fo
"findex.html!", a default URL (e.g., "Awelcome.htm!"} may
be raturnad in step 224 or step 226.

{00437 Beneficially, this approach results in short and
sconcise URLs representing web application pages.
Moreover, relevant data is in the URL path component
such that it is universally recognized as a URL portion i
keep. (Some web crawler devices, for example, will re-
move the hash portion of the URL when indexing.) Ad-
ditionally, since only key information from the URL used
by the AJAX call is used in the URL representing the web
application content state, any marginal changes to the
AJAX call URL will notinvalidate the web application URL
being saved, shared, or indexed.

{00447 {n another embodiment uiilizing exemplary
mathod 200, one of the web crawling devices 40(1)-40({n}
may send an HTTP request to the web application
processing server device 12. The web application
processing server device 12 may recognize that the HT-
TP request originated from one of the weab crawling de-
vices 40{1}-40{n} by analyzing a header (e.q., the User-
Agent HTTP request header) in the HTTP request. In
some axamples, if the headear value is included in a list
of supported or recognized web crawling devices, exem-
plary method 200 will be executad.

{00457 In some of these examples, if, in step 220, the
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HTTP request URL dees not contain the first reference
substring (e.g., "/shareCode-"}, the web application
processing server device 12 may provide to the one of
the wab crawiling devices 40(1)}-40({n} an HTTP rediract
responsa containing the web application main HTML file
{or any other suitable default URL) as contentin step 226.
[0048] Otherwise, if the HTTP request URL does con-
izin the first reference substring (e.g., "/shareCode-"} in
step 220, then, in some exampies, the substring following
"ishareCode-" may be extracted in step 230 and passed
to the URL construction module 23. In steps 240, 242,
and 248, the URL construction moduie 23 may generate
and return the corresponding modified URL gs an HTTP
redirect response to one of the web crawling devices
40{1)-40(n}. In this way, the one of the web crawling de-
vises 40(1}-40{n) may access the URL of the HTML page
containing the relevant information to be indexed.
{00471 Reneficially, this approach allows any of the
web crawling devices 40(1)-40{n) to access AJAX web
application pages or conient states without a nead to
execute JavaSoript code (o emulate the AJAX web ap-
plication behavior. Additionally, there is no need to add
riew standards or profocols to instruct web server devices
andfor web crawiing devices how to share information
about AJAX web appiication pages.

[0048] Having thus described the basic concept of the
invention, it will be rather apparent to those skilled in the
art that the foregoing detailed disclosure is intendead to
be presented by way of example only, and is not limiting.
Various alterations, improvementis, and modifications wiil
ocour and are intended to those skilled in the art, though
not exprassly stated herein. Thase alterations, improve-
ments, and modifications are intended to be suggesied
hereby as well. Additionally, the recited order of process-
ing elements or sequences, or the use of nurbers, let-
ters, or other designations therefore, is not intended fo
fimit the claimed processes to any order except as may
be specified in the claims. Accordingly, the invention is
limited only by the following clairns and equivalenis there-
io.

Claims

1. A method for making an asynchronous JavaScript
and extensible mark-up language, AJAX, application
content staie bookmarkable and crawlable, the
method comprising:

receiving by a web application processing serv-
ar device (12} a HyperText Transfer Protocol,
HTTP, reguesi comprisingan HT TP request uni-
form resource iocator, URL, representing a cur-
rent application content state;

determining, by the web apglication processing
server device (12}, when the HT TP request URL
comprises a first reference subslring and when
the determining indicates that the HTTP request
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URL comprises the first reference substring:

exiracting, by the web applicalion process-
ing server device (12}, a second substring
from the HTTP request URL based upon
the firstreference substring; mapping by the
web application processing server device
the exiracted second substring to a modi-
fiad URL representing the current applica-
fion content state; and

retumning. by the web application process-
ing server device (12}, the modified URL
and determining when the HTTP request is
from a web crawler, wherein the modified
URL is returned as an HTTP redirect re-
sponsa whan the determining indicates that
the HTTP request is from the web crawler.

The method according to claim 1 further comprising:
providing by the web application processing server
device (12} a default URL when the HTTP request
URL does not contain the first reference substring.

The method according to claim 1, wherein the sec-
ond substring foliows the first reference substring.

The method according fo claim 1, whereinthe HTTP
request URL corresponds to a bookmark.

The method according to claim 1 further comprising:
identifving, by the web application processing server
device, when the HT TP requestisfrom aweb crawler
based upon a header in the HTTP request.

The method according to claim 1 further comprising:
storing by the wab application processing server de-
vice (12) the modified URL at a location associated
with the HTTP redirect response.

A computer readable medium having stored thereon
instructions for making an asynchronous JavaSoript
and extensible mark-up language, AJAX, application
content state bookmarkable or crawlabie comprising
machine exacutable code which when execuied by
at least one processor, causes the processor to per-
formn the steps of the method according to any of
claims from 1 to &.

A web application processing server device (12) for
making an asynchronous JavaScript and extensible
raark-up language, AJAX, application content stale
bookmarkable and crawlable, the device comprising:

one or more processors (13); and

amemory (15} couplad to the one or more proc-
essors (13} which are configured to execute pro-
grammed instructions stored in the memory
{15}, the programmed instructions comprising
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the steps of the method according to any of
claims from 1 to 6.

Patentanspriiche

Verfahren, um einen Content-Zustand einer Anwen-
dung mit einem asynchronen JavaScript und mit ej-
ner erweiterbaren Markierungssprache, AJAX-An-
wendung, lesezeichenfihio und filr Sushmaschinen
durchsuchbar zu machen, wobei das Verfahren um-

von einer Webanwendungsverarbsitungs-Ser-
vervorrichtung (12) eine Hypertexitransferpro-
tokali-Anfrage, HTTP-Anfrage, empfangen
wird, weiche einen Uniform Resocurce Locator,
URL, der HTTP-Anifrage umfasst, der einen ak-
tuellen Content-Zustand der Anwendung repra-
sentiert;

von der Wabanwendungsverarbeitungs-Ser-
vervorrichtung (12} ermittelt wird, ob der URL
der HTTP-Anfrage einen ersten Referenz-Teil-
string umfasst, und wenn das Ermitteln anzeigt,
dass der URL der HTTP-Anfrage den ersten Re-
ferenz-Teilstring umfasst:

von der Webanwendungsverarbeitungs-
Servervorrichtung (12) ein zwsiter Tailst-
ring aus dem URL der HTTP-Anfrage auf
der Grundlage des ersten Referenz-Teilsi-
rings extrahiert wird;

von der Webanwendungsverarbeitungs-~
Servervorrichtung der exirahierte zweite
Teilstring einem modifizierten URL zuge-
ordnet wird, der den akiuslien Content-Zu-
stand der Anwendung reprasentiert; und
von der Webanwendungsverarbeitungs-~
Servarvorichiung (12) der modifizierte
URL zurlickgegeben wird und ermittelt wird,
ob die HTTP-Anfrage von einem Web-
Crawler starnmt, wobei der modifizierte
URL als HTTP-Umieitungsantwort zuriick-
gegeben wird, wenn das Ermitisin anzeigl,
dass die HTTP-Anfrage von dem Web-
Crawler stammt,

Varfahren nach Anspruch 1, das fermner umfasst,
dass:

von der Webanwendungsverarbeitungs-8ervervor-
richtung (12} ein Standard-URL bereilgestelii wird,
wenn der URL der HTTP-Anfrage den ersten Refe-
renz-Teilstring nicht enthali,

Verfahran nach Anspruch 1,
wobei der zweite Teilsiring auf den ersten Referenz-
Teilstring folgt.
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4.

Verfahren nach Anspruch 1,
wobei der URL der HTTP-Anfrage einem Lesezei-
chen entspricht.

Verfahren nach Anspruch 1, das femer umiasst,
dass:

vort der Webanwendungsverarbeitungs-Servervor-
richiung auf der Grundiage eines Headers in der
HTTP-Anfrage erkannt wird, ob die HTTP-Anfrage
von einem Welb-Crawier stamrmt,

Verfahren nach Anspruch 1, das ferner umfasst,
dass:

von der Webanwendungsvararbeitungs-Servarvor-
richtung (12} der modifizierte URL an siner Stelle
gaspeichert wird, die der HTTP-Umleitungsantwort
zugeordnet ist.

Computeriesbares Medium, in dem Anweisungen
gespeichert sind, um den Conteni-Zustand einer An-
wendung rmit einern asynchronen JavaScript und mit
einer erweiterbaren Markierungssprache, AJAX-Ar-
wendung, lesezeichenfahig oder fiir Suchmaschi-
nen durchsuchbar zu machen, das maschinenaus-
fihrbaren Code umfasst, welcher, wenn er von min-
desiens einerm Prozessor ausgefithrt wird, veran-
lasst, dass der Prozessor die Schriite des Verfah-
rens nach einem der Anspriiche 1 bis 6 ausfibrt.

Webanwendungsverarbeitungs-Servervorrichiung

{12}, um den Content-Zustand einer Anwendung mit
einarn asynchronen JavaScript und mit einer erwei-
terbaren Markierungssprache, AJAX-Anwendung,
lesezeichenfahig und flir Suchmaschinen durch-
suchbar zu machen, wobei die Vorrichiung umfasst:

sinen oder mehrere Prozessoren (13}; und
einen Speicher (15), dermit dem einen oderden
mehraran Prozessoran (13) gakoppelt ist, wal-
che ausgestaliet sind, um programmierte An-
weisungen auszufiibren, die in dem Speicher
{15} gespeichert sind, wobei die programmier-
ten Anweisungen die Schritte des Verfahren
nach einerm der Anspriche 1 bis & umfassen.

Revendications

Procédeé de réaiisation d'un état de contenu d’appli-
cation de langage JavaScript et de balisage exten-
sible asynchrones, AJAX, pouvant élre mis en si-
gnets et pouvant étre parcoury, le procédé compra-
nant les élapes consistant & :

racevair, via un dispositif serveur de traitement
d'application Web, une demande de protocole
de transfert hyperlexie, HTTP, comprenant un
iocalisateur uniforme de ressources, URL, de
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demande HT TP, représentant un état de conte-
nu d'application en cours ;

déterminer, via le dispositif serveur de traite-
ment d’application web (12}, lorsgue 'URL de
demands HTTP comprend uns premiére sous-
chaine de référence, etlorsque la détermination
indique que 'URL de demande HTTP comprand
la premiere sous-chaine de référence :

exiraire, via le disposilif serveur de traile-
ment d'apglication web (12}, une seconde
sous-chaine a partir de PURL de requéte
HTTP sur la base de ia premiére sous-chal-
rie de référence ;

mapper, via le disposilif serveur de traife-
ment d'application web, a seconde sous-
chaine extraite 3 un URL modifié représen-
tant P'dtat de contenu dapplication en
cours ; et

renvoyer, via le dispositif serveur de traite-
ment dapplication web (12}, PURL modiiié
et déterminer quand ia dermande HT TP pro-
vient d’un robot d’exploration Web, dans le-
guel F'URL modifié est renvoyé comme ré-
ponae de redirection HTTP lorsque la dé-
tarmination indique que la dernande HT TR
provient du robot d’exploration Web.

Procedé selon la revendication 1, comprenant en
outre :

La fourniture, via ie disposilif serveur de raitement
d’appiication web (12), d'un URL par défaut lorsque
'URL de demande HT TP ne contient pas la premiére
sous-chaine de référence.

Procédé selon la revendication 1, dans lequs! [a se-
conde sous-chaine suit [a premiére sous-chaine de
référence.

Procédé selon la revendication 1, dans lequel 'URL
de demande HTTP correspond & un signet.
Procadé selon la revendication 1, comprenant en
outre Véiaps consistant a :

identifier, via le dispositif serveur de traitement d'ap-
plication Web, lorsque la dermande HTTP provient
d’un robot d'exploration Web sur ta base d'un en-
téte dans ia requdte HTTP.

Procédé selon la revendication 1, comprenant en
outre :

le stockage, via le dispositif serveur de traitement
d'application web {12), de PURL modifié 2un empla-
cemant associé 4 la réponse de redirection HTTR.

Support lisible par ordinateur sur lequel sont stoc-
kées des instructions pour réaliser un &tat de conte-
nu d'appiication d'un iangage JavaScript et de bali-
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sage exiensible asynchrones, AJAX, pouvant éire
mis en signet ou rami fi able comprenant un code
exécutable qui, exdécuté par au moins un processeur,
provoque les étapes du procédé selon 'une quel-
congue des revendications 1 & 6.

Dispositif serveur de iraitement d'application web
{12) pour faire un tangage JavaScript asynchrone et
de halisage extensible, AJAX, éiat de contenu d’'ap-
plication pouvant éire ris en signet et pouvant étre
parcoury, ie dispositif comprenant :

un ou plusieurs processeurs {13) ; et
une meémoire (15) couplée aux un ou phusiaurs
processeurs (13} qui sont configurés pour exeé-
suter des instructions programmeéss stockdes
dans la mémoire (15}, les instructions progranm-
maes comprenant les élapes du procédé salon

1

une quelcongue des revendications 1 2 6.
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METHODS FOR IMPLEMENTING WEB SERVICES AND
DEVICES THEREOF

CROUSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Patent
Application Scrial No. 61/501,391, filed Junc 27, 2011, which is hercby

incorporated by reference in its entirety.
BACKGROUND

{0002] Web services provide a standardized way of integrating web-based
applications using eXtensible Markup Language (XML), SOAP, Web Services
Description Language (WSDL), and/or Universal Description Discovery and
Integration (UDDI) standards over an Internet Protocol (1) backbone. XML can
be used to tag data used by a web service, SOAP can be used to transfer the data,
WSDL can be used for describing the web services available and UDDI can be
used for listing the available web services. Web services allow different
applications located at different sources to communicate with each other
cfficiently and without custom coding which can require a significant amaount of
resources. Additionally, because communications are in XML, web services are

not tied to any operating system or programming language.

{0803 Unlike traditional chient/server models, web services do not
provide an end user with a graphical user interface (GUI). Instead, web services
share data and processes through an application interface across a network, These

application interfaces are invoked and used to interpret any resulting data,

{06041 With the growing market for applications, web services are
increasingly popular since it is easy 1o integrate them into applications 1o extend
the features offered o the end user. Unfortunately, there are limitations on the
ability of mobilc computing devices to cffectively utilize web scrvices integrated
into such applications inchuding, for example, with respect to the execution of

functionality implemented using JavaScript code.
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SUMMARY

{0005] A method for implementing a web service mcludes determining
with a web content proxy server when a JavaScript file is associated with a
received web service request. A JavaScript environment is emulated with the web
content proxy server when the determining indicates the JavaScript file is
associated with the received web service request. A JavaScript object including
one or more parameters of the recetved web service request is created with the
web content proxy server. The JavaScript file associated with the received web
service request is executed with the web content proxy server in the ernulated
JavaScript environment using the the JavaScript object. The emulated JavaScript
environment is capable of facilitating execution of web transactions including one
or more pages. A web service response is constructed with the web content proxy
server based on the JavaScript object as populated based on the executing. The
constructed web service response is provided with the web content proxy server to

a source of the received web service request.

{0606] A non-transitory computer readable medium having stored thereon
instructions for taplementing a web service comprising machine executable code
which when exccuted by at least one processor, causes the processor to perform
steps including determining whether a JavaScript file is associated with a received
web service request. A JavaScript environment is emulated when it is determined
that there is a JavaScript file associated with the received web service request. A
JavaScript object including one or more parameters of the received web service
request is created. The JavaScript file associated with the received web service
request is executed in the emulated JavaScript environment using the the
JavaScript object. The enmulated JavaScript environment is capable of facilitating
execution of web transactions including one or more pages. A web service
response is constructed based on the JavaScript object as populated based on the
executing. The constructed web service response is provided to a source of the

received web service request.

{0807 A web content proxy server includes one or more processors and a

memory coupled to the one or more processors which are configured 10 execute
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programmed instructions stored in the memory including determining whether a
JavaScript file is assoctated with a received web service request. A JavaScript
environment is erpulated when it 18 determined that there is a JavaScript tile
associated with the received web service request. A JavaScript object including
5 one or more parameters of the received web service request is created. The
JavaScript file associated with the received web service request is executed in the
emulated JavaScript environment using the the JavaScript object. The emulated
JavaScript environment is capable of facilitating execution of web transactions
including one or more pages. A web service response is constructed based on the
10 JavaScript object as populated based on the executing. The constructed web

service response is provided to a source of the received web service request.

{6008} This technology provides a number of advantages including
providing methods and devices for more eastly troplernenting web services with a
web content proxy server executing a web service automator module and

15 JavaScript environment emulator. With this technology, web services can be
more effectively extended and utilized by mobile computing devices that may not

otherwise be capable of exploiting such fumctionality.
BRIEF DESCRIPTION OF THE DRAWINGS

{0009] F1G. 1 1s a block diagram of an environment with an exemplary
20 web content proxy server with a web content aptinyzation module, web service

automator module, and a JavaScript environment emulator;

{0032 6} FIG. 2 is an exemplary login page, such as may be located at a
* login. htmi web address, and its hypertext markup language (HTML) source

code;

25 (8611} FIG. 3 is an exemplary successful login page including a welcome
message and a list of links to access different functionalities and logout and its

HTML source code;

{001 2] FIG. 4 is a flow chart of an exemplary method for impleraenting

web services; and
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{0813} FIG. § is exemplary JavaScript code for implementing a function

facilitating generation of a welb service response.
DETAILED DESCRIPTION

{0014] An exemplary environment 10 with client devices 12{1)-12(n),
server devices 14(1)-14(n), and web content proxy server 16, including a web
service automator module 12, a JavaScript environment emulator 20, and a web
content optimization module 22, coupled to compmunication networks 24(1)-24(2)
is illusteated 10 FIG. 1. Other numbers and types of systems, devices, and/or
clements in other configurations and environments with other communication
network topologies can also be used. By way of example only, the web service
automator moduie 18, JavaScript environment emulator 20, and/or web content
optimization module 22 can be implemented as an executable module of
programmed instructions for one or more of the methods described herein which
is stored in @ memory 26 and executed by one or more processors or CPUs 28 in
the web content proxy server 16, This technology provides a number of
advantages including providing methods, non-transitory computer readable
medium, and devices for more casily and ctffectively implementing web services

on behalf of mobile computing devices.

{0015 Referring more specifically to FIG. I, the web content proxy server
16 includes a central processing unit (CPU) 28 or processor, a memary 26, and an
iterface system 30 which are coupled together by a bus 32 or other link, although
other numbers and types of components, parts, devices, systems, and elements in
other configurations and locations can be used. The processor 28 in the web
content proxy server 16 executes & program of stored instructions one or more
aspects of the present invention as described and illustrated by way of the
embodiments herein, although the processor 28 could execute other numbers and

types of programmed instructions.

{001 6] The memory 26 in the web content proxy server 16 stores these
programmed instructions for one or more aspects of the prosent invention as

described and illustrated herein, although some or ali of the programimed
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instructions could be stored and/or executed elsewhere. A variety of different
types of memory storage devices, such as a random access memory (RAM) ora
read only memory (ROM) in the system or a floppy disk. hard disk, CD ROM,
DVD ROM, or other computer readable mediura which is read from and/or
written to by a magnetic, optical, or other reading and/or writing system that is
coupled to the processor 28, can be used for the memory 26 in the web content
proxy server 16. In some embodiments, the memory 26 includes a web service
automator module 13, a JavaScript environment enwlator 20, and a web content
optimization module 22 comprising programmed instructions and/or configurable
hardware logic for one or more aspects of the present mvention as described and
illustrated herein, although the memory 26 can comprise other types and numbers

of systems, devices, and clements in other configurations which store other data.

[0817] The web service automator module 18 can include prograramed
instructions and/or logic configured to facilitate one or more of the methods
described and illustrated in detail below inchiding receiving a web service request
from one of the client devices 12(1)-12{(n) and providing a web service response.
The JavaScript environment emulator 20 can include programmed instructions
and/or logic configured to simulate a JavaScript environment for executing one or
more JavaScript files, as described and illustrated in more detail below. The web
content optimization module can inchude progranmumed instructions and/or logic
configured to extract content relevant to a requesting client deviee 12(1)-12(n) and
adapt, transform, or otherwise modify this extracted content to fit the
specifications of the requesting client device 12(1)-12{(n). One or more of the web
service automator module 18, the JavaScript environment enmulator 20, or the web
content optimization module 22 can also have other types and numbers of
functions as described and iflastrated berein. Additionally, one or more of the
web service automator module 18, the JavaScript environment emulator 20, or the
webh content optimization module 22 can be stored at and/or implemented by a
separate device coupled to the web content proxy server 16 by one or more of the

communication networks 24(1)-24(2), for example.

{001 8] The interface system 30 in the web content proxy server 16 1s used

to operatively couple and communicate between the web content proxy server 16,
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the client devices 12(1)-12(n} and the server devices 14(1)-14¢(n} via the
communication networks 24(13-24(2), although other types and numbers of
commumnication networks 24(1}-24(2) with other types and numbers of
comnections and contigurations can be used. Additionally, one or more of the
communication networks 24(1)-24(2) can include one or more networks, such as
one or more local area networks (LANs) and/or wide area networks (WANs). By
way of example only, the communication networks can use TCP/IP over Ethernet
and industry-standard protocols, including hypertext transfer protocol (HTTP),
secure HTTP (HTTPS), wireless application protocol (WADP), and/or SOAP,
although other types and numbers of coramunication networks, such as a direct
connection, modems and phone lines, e-mail, and wireless and hardwire
communication technology, cach having their own communications protocols, can

be used.

{6619} The client devices 12(1)-12(n) enable a user to request, receive,
and interact with applications, web services, and content hosted by the server
devices 14(1)-14(n) through the web content proxy server 16 via one or more
comnmunication networks 24(1), although one or more of the client devices 12(1)-
12{n) could access content and utilize other types and numbers of applications
from other sources and could provide a wide varicty of other functions for the

user, In some examples, the client devices 12(1)-12(n} comprise mobile
computing devices with Internet access that enable one or more web services to be
accessed. By way of example only, the client devices 12(1)-12(x) can be smart

phones, personal digital assistants, or computers,

{0620} In some examples, the client devices 12(1)-12(n) include a central
processing unit (CPU)Y or processor, a memory, a user input device, a display, and
an interface system, which are coupled together by a bus or other link, although
one or more of client devices 12(1)-12{n) can include other numbers and types of
components, parts, devices, systems, and elements in other configurations. The
processor in the client devices 12(1)-12(n) can execute a program of instructions
stored in the memory of the client device 12(1)-12(n) for one or more aspects of
the present invention as described and tltustrated herein, although the processor

could execute other numbers and types of programmed ingtructions,
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{0021] The user input device in the client devices 12(1)-12(n) can be used
to input sclections, such as a request for a particular webs service, although the user
mput device could be used to input other types of requests and data and interact
with other elements. The user input device can inchide keypads, touch screens,

5 and/or vocal input processing systems although other types and numbers of user

nput devices can be used.

{06022} The display the client device can be used to show data and

information to the user, such as a response to the web service request by way of

exarnple only. The display in the client device is a phone screen digplay, although
10 other types and numbers of displays could be used depending on the particular

type of client device.

{0023] The interface system in the client devices 12(13-12(n) can be used
to operatively couple and communicate between the client devices [2{1)-12(n),
the web content proxy server 16, and the server devices 14(1)-14(n) over the

15 communication networks 24(1)-24(2).

[0624] The server devices 14(1)-14(n) provide content including web
pages for use by one or more of the client devices 12(1)-12(n} via the web content
proxy server 16, although the server devices 14(1)-14{n) can provide other

numbers and types of functions.

20 (0825} Each of the server devices 14(1)-14{n) can include a ceniral
processing unit (CPU) or processor, 2 memory, and an interface systern which are
coupled together by a bus or other link, although each of the web server devices
14(1)-14{n) could have other numbers and types of components, parts, devices,

systems, and clements in other configurations and locations. The processor in

2]
i

cach of the server devices 14(1)-14{n) executes a program of instructions stored in
the memory of the server devices 14(1)-14{n) for one or more aspects of the
present invention as described and illustrated by way of the embodiments herein,
although the processor could execute other numbers and types of programmed

instructions,
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[0826] The interface system in cach of the server devices 14(1)-14{n) is
used to operatively couple and communicate between the server devices 14(1)-
14(n), the web content proxy server 16, and the client devices 12{1)-12{n} via

comrnunication networks 24(13-24(2).

{0027] Although embodiments web content proxy server 16, the client
devices 12(1)-12(n), and the server devices F4(1)-14(n)}, are described and
tlustrated herein, each of the web content proxy server 16, the client devices
12(1)-12(n), and the server devices 14(1)-14(n), can be implemented on any
suitable computer apparatus or cornputing device. It is to be understood that the
apparatuses and devices of the erabodiments described herein are for exemplary
purposes, as many variations of the specific hardware and software used to
implement the embodiments are possible, as will be appreciated by those skilled

in the relevant art(s).

{6828} Farthermore, each of the devices of the embodiments may be
convenicntly irnplemented using one or more general purpose computers,
microprocessors, digital signal processors, and micro-controllers, prograramed
according to the teachings of the embodiments, as described and dlustrated berein,

and as will be approciated by those ordinary skill in the art.

{0029 In addition, two o1 more computing apparatuses or devices can be
substitoted for any one of the devices in any embodiment described herein.
Accordingly, principles and advantages of distributed processing, such as
redundancy and replication also can be implemented, as desired, to increase the
robustness and performance of the devices of the embodiments. The
embodiments may alko be implemented on computer apparatuses or devices that
extend across any suitable network using any suitable interface mechanisms and
communications technologices, inchiding by way of example only
telecommunications in any suitable form (e.g., voice and modem), wireless
communications media, wireless communications networks, celiular
communications networks, G3 communications networks, Public Switched
Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet,

intranets, and combinations thereof.
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{0638} The embodiments may also be embodied as one or roore non-
transitory computer readable medium having instractions stored thercon for one or
more aspects of the present invention as described and illustrated by way of the
embodiments herein, as described herein, which when executed by a processor,
cause the processor to carry out the steps necessary to implement the methods of

the embodiments, as described and itlustrated herein.

[0031] An exemplary method for implementing web services will now be
described below. This technology defines methods, non-transitory computer
readable medium, and devices to traplement web services using web site(s) and/or
web page(s), and associated content and/or source code as the source data, to
produce results including one or more web service responses. Additionally, as
many web sites depend on web cookics as a way to store and keep the state of a
transaction or session, web services tmplernented as described with this
technology can extend the standard web service definition to include web cookies

to keep the mapping between web services and a web site data source.

{06032} This technology also utilizes a JavaSeript environment emulator 20
configured to make asynchronous JavaScript and XML (Ajax) calls and to exccute
web site transactions corresponding to the functionality implemented by web
services. By way of exanmple only, a4 JavaScript environment emulator 20 in a
web content proxy server 16 is Ulustrared and described in U.S. Patent Application
Serial No. 12/802,670 entitled, “Methods For Utilizing A JavaScript Emulator In
A Web content proxy Server And Devices Thereof” which is herein incorporated

by reference in its entirety.

{0833] As illustrated in FIG. 1, the web service astomator mmodele 18 can
be an application comprising programmed instructions as described and ilhustrated
herein and executed by the web content proxy server 16 that interacts with one of
the client devices 12(1)-12(n) making a web serviee request and server device(s)
14(1)-14(n) acting as the source data for the web service, although other
configurations can be used. By way of example, the web service automator
module 18 can be a module in memory 26 executed by the web content proxy

server 16, Optionally, the web content proxy server 16 can further execute the
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web content optimization module 22 which can be used as a “preprocessor” that
maodifies web content before the content is passed to the web service automator

module 18.

{0034] Referring to FIG. 2, a diagram of an exemplary login page 200,
5  such as may be located at a *login.html uniform resource locator (URL) or web

232

address, where is a wild card referring to a host name and/or one or more
higher level domains, for example, and its HTML source code 202, is shown. The
HTML source code 202 includes a form pointing to a /login.do script and having a
“sessionid” hidden field, “user” and “passwd” text fields for receiving mserted

10 login credentials, and a submit button labeled “Login”.

[8835] When a user of one of the client devices 12(1)-12(n) submits valid
login eredentials and engages the “Login™ submit button on the web page 200
with a user input device, the user can receive a web page, such as the exemplary
web page 300 shown 1n FIG. 3. The web page 300 includes a welcome message

15 and a list of links to access different functionalities and logout.

[0836] Further illustrated in FIG. 3 is the HTML source code 302
associated with the successful login web page 300. Upon submission of the form,
the submitted values for the “user” and “passwd” fields will be communicated
along with the value for the hidden “sessionid” field. Optionally, the responding

20 device, such as one of the server devices 14(1)-14(n}, can use a set-cookie header
populated with the “sessionid” field vahie (c.g. sessionid=dhfuomsn3¥42blasa
cookie to store identification information for the session. Accordingly, in this
example, an expected web service response for a submission including a valid
username and password is XML data that can be rendered in a browser of the

25 cHent device 12(1)-12{n) and which includes a welcome message for the validated

&6

user such as “<message>welcorme message. .. </message™>",

{0037] Referring to F1G. 4, an exemplary method for implementing a web
service is tlustrated. In step 400, the web content proxy server 16 executing the
web service automator module 1¥ receives a web service request from one of the

30 client devices 12(1)-12(n). Referring to a web service implementation of the login
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process illustrated in FIGS. 2 and 3, the received web service request can be
associated with 3 URL such as
“https://processor.comy/ws/samplesite/loginusemame—jake&password=123",
where processor.com is the web site hosting the web service, /ws/ is a web
application running a web service engine, samplesite/login is a URL substring
identifying the web service, and the username and password are the two
parameters of the web service. While the username and password are shown in
this exemplary URL, the user name and password parameter values can be hidden

using techniques that are well-known in the art.

[0038] In step 402, the web content proxy server 16 executing the web
service automator module 18 determines whether there is 3 JavaScript file
corresponding to the web service. Accordingly, in the above example, the web
content proxy server 16 executing the web service awtorator module 18
determines whether there is a project in the memory calied “samplesite” which
contains a JavaScript file called “loginjs”. I the web content proxy server 16
executing the web service automator module 18 determines that the identified
JavaScript file does not exist, then a No branch is taken to step 404. In step 404,
the web contont proxy server 16 executing the web service antomator module 18
scnds an crror page web scrviee response to the requesting onc of the client

devices 12(1)-12(n) indicating the web service is not gvailable.

{0839] If the web content proxy server 16 executing the web service
automator module 18 determines that the Wdentified JavaScript file does exist, then
a Yes branch is taken to step 406. In step 406, the web content proxy server 16
executing the web service automator module 18 communicates with the JavaScipt
environment erpulator 20 in order to generate a JavaScript environment, such as
illustrated and described by way of example only in U.5. Patent Application Serial

No. 12/802.670 which 1s herein incorporated by reference in its entirety.

{0048 In step 408, the web content proxy server 16 exccuting the web
service automator module 18 creates a JavaScript object representing the web
serviee, although the object can be generated in other manners. With reference to

FIG. 5, in which JavaScript code 500 for implementing a function facilitating
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generation of a web service response is shown, the JavaScript object can be named
“webService”, although other names can also be used. In this example, the
created JavaScript object contains the parameters of the web service request {e.g.
user name and password values), as retrieved from the URL and/or through HTTP

GET and/or POST commands, for example.

{0041] In step 410, the web content proxy server 16 executing the
JavaScript environment emulator 20 executes a function in the matching
JavaScript file identified in step 402, In the example shown in FIG. 5, the
function is named “service”, although other functions and/cr names, the identity
of which is known by the web content proxy server 16, can also be used. The
function is executed using the environment generated in step 406 and the created
web service object as an input parameter. In this example, the “serviee” function
uses a library, such as jQuery, that simplifies the use of Ajax instde the JTavaScript
environment in the JavaScript environment emulator 20 of the web content proxy
server 16, although any other functions or libraries can also be used. The
executed function is responsible for populating the created web service object
{c.g. the “webSlervice” object), with the necessary data to construct a web service

TesSponsc,

3

{0042} The exemplary “service” function shown in the JavaScript code of
FIG. § retrieves the login.lwml page from the responding one of the server devices
14{1)-14{n). Next, the “service” function fills the login html form text fields with
the parameters passed to the function as contained by the web service object input
parameter (e.g. “webService”). Once filled, the “service” function submits the
form data to the “login.do” script indicated by the form action in the HTML
source code 202, simulating submission of the form by the requesting one of the
chient devices 12(1)-12(n). The “login.do” script can, for example, validate the
user name and password parameter values, atthough any other functionality can

also be provided.

[8043) Tn step 412, the web content proxy server 16 executing the web
service automator module 18 generates a web service response based on the input

web service object, as modified by the executed function. Accordingly, in the

ACCESSIBE LTD EXHIBIT 1004
Page 1702 of 2149



WO 2013/003438 PCT/US2012/044395

- 13-

example shown in FIG. 5, the “service” function further sets a “response” property
of the “webService” web service object to include “<message>" and
“</message>" XML tags with a text message {e.g. "Hi Jake, welcome back!™)
mserted between the tags. Any other XML tags, or any other code capable of
being interpreted by the web service automator module 13, and/or the browser of
the requesting one of the client dovices 12(1)-12(n), can be used to populate the
web service object. Additionally, any other web service functionality can be
provided by the JavaScript code 500. Accordingly, the web content proxy server
16 executing the web service autornator module 18 inspects the web service object
returned from, and as modified by, the JavaScript environment eraulator 20, and

generates the web service response.

{06044} In step 414, the web content proxy server 16 executing the web
service automator rsodule 18 provides the generated web service response {o the
requesting one of the client devices 12(1)-12(n). The response is in a form that
can be rendered by the requesting one of the client devices 12(1)-12{(n).
Optionally, the web content proxy server 16 executing the web service automator
module 18 includes a cookie, such as a cookie including the sessionid information
in this example, in order to maintain the state of the session between the
requesting one of elicnt devices 12(1)-12(n) and the responding one of the server

devices 14{1)-14(n).

{0045] Accordingly, as illustrated and described herein this technology
provides s number of advantages inclading providing methods, non-transitory
computer readable medium, and devices for more casily implementing web
services with a web content proxy server.  With this technology, a web content
proxy server can irnplement a web service thereby allowing mobile computing
devices to send and receive web service requests and responses even though the
devices may not be capable of performing such functionality. Thereby, web
services can be more effectively extended and utilized by mobile computing

devices,

{0046 Having thus described the basic concept of the invention, it will be

rather apparent 10 those skilled in the art that the foregoing detailed disclosure 18

ACCESSIBE LTD EXHIBIT 1004
Page 1703 of 2149



WO 2013/003438 PCT/US2012/044395

-14 -

intended to be presented by way of example only, and is not limiting., Various
alterations, inprovements, and modifications will cecur and are intended to those
skilled in the art, though not expressly stated herein. These alterations,

wnprovements, and modifications are intended to be suggested hereby, and are

921

within the spirit and scope of the invention. Additionally, the recited order of
processing elements or sequences, or the use of numbers, fetters, or other
designations thevefore, 18 not intended to limit the claimed processes to any order
except as may be specified in the claims. Accordingly, the invention is limited

only by the following claims and equivalents thereio,
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CLAIMS
What 15 claimed is:
1. A method for implementing a web service, the method

comprising:

determining with a web content proxy server when a
JavaScript file is associated with a received web service request;

cmulating with the web content proxy server a JavaScript
environment when the determining indicates the JavaScript file ts associated with
the received web service request;

creating with the web content proxy server a JavaScript
object including one or more parameters of the received web service request;

executing with the web content proxy server the JavaScript
file associated with the received web service request in the emulated FavaScript
environment using the the JavaScript object;

constructing with the web content proxy server a web
service response based on the JavaScript cbject as populated based on the
executing and

providing with the web content proxy server the constructed

web service response 1o a source of the received web service request.

2. The method as set forth in claim | further comprising
setting with the web content proxy server one or more ceokiss based on the

constructed web service response.

3. The method as set forth in claim 1 further comprising
providing with the web content proxy server an error message to the source of the
received web service request as a web service response when there is no

determined JavaScript file associated with the received web service request.

4. The method as set forth in claim | wherein the web content
proxy server comprises at feast one of a web service automator module, a web

content optimization module, or a JavaScript environment emulator.
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5. The method as set forth in claim 4 wherein the JavaScript
environment emulator is configured to make asynchronous JavaScript and XML
(Ajax) calls and execute web site transactions corresponding to functionality

implemented by one or more web serviees.

5. The method as set forth in claum 1 wherein the recevied

web service request comprises at least one of a GET HTTP request, a POST

HTTP request, a PUT HTTP request, or a DELETE HTTP request.
7. The method as set forth in claim 1 wherein the received

web service request and the constructed sveb serviee response contain cookic and

set-cookie headers, respectively.

8. The method as set forth in claim | wherein the constructed
web service response compriscs one of a hypertext markup language (HTML),
JavaScript Object Notation (JSON), or eXtensible Markup Language (XML)

response.

9. A non-transitory computer readable medivm having stored
thereon instructions for implementing a web service comprising machine
executable code which when executed by at least one processor, causes the
processor to perform steps comprising:

determining when a JavaScript file is associated with a
received web service request;

emulating a JavaScripd environment when the determining
mdicates the JavaScript file is associated with the received web service request;

creating a JavaScript object including one or more
parameters of the received web service request;

executing the JavaScript file associated with the received
web service request in the emulated JavaScript environment using the the

JavaScript object;
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constructing a web service response based on the JavaScript
object as populated based on the executing; and
providing the constructed web service response to a source

of the recetved web service request.

5
10.  The mediurm as set forth in claim 9 further having stored
thereon machine exeoutable code that when executed by the at least one processor
cause the processor to perform steps further comprising setting one or more
cookies based on the constructed web service response.
10

11 The medium as set forth in claim 9 further having stored
thereon machine cxccutable code that when exccuted by the at least once proccssor
cause the processor to perform steps further comprising providing an error
message to the source of the received web service request as 3 web service

15 response when there is no determined FavaScript file associated with the received

web Service reguest.

12, The medium as set forth in claim 9 wherein the recevied
web service request comprises at least one of a GET HTTP request, a POST

20 HTTP request, a PUT HTTP request, or s BELETE HTTP request.

13. The medivn as set forth in claim 9 wherein the received
web service request and the constructed web service response contain cookie and

set-cookie headers, respectively.

25
14, The medium as set forth in claim 9 wherein the constructed
web service response comprises one of a hypertext markup language (HTML),
JavaScript Object Notation (JSON), or eXtensible Markup Language (XML)
TESPORNSe.
30

15. A web content proxy server, comprising;

O1C OF MOre PIroCessors, and
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a memory coupled to the one or more processors which are

configured to execute programmed instructions stored in the memory comprising:

determining when a JavaScript file is associated with
a received web service request;

emulating a JavaScript enviromment when the
determining indicates the JavaScript file is associated with the recetved web
seTVice request;

creating a JavaScript object inchuding one or more
parameters of the received web service request;

executing the JavaScript file associated with the
received web service request in the emulated JavaScript environment using the the
JavaSeript object;

constructing & web service response based on the
JavaScript object as populated based on the execuling; zad

providing the constructed web service response to a

source of the received web service request.

16.  The apparatus as set forth in claim 135 wherein the one or
more processors are further configured to execute programmed instructions stored
in the memory further comprising sctting onc or more cookics bascd on the

constructed web service response.

17. The apparatus as set forth in claim 15 wherein the one or
more processors are further configured to execute programimed instructions stored
in the memory further comprising providing with the web content proxy server an
error message to the source of the recetved web service request as a web service
response when there is no determined JavaScript {ile associated with the received

web service request.

18 The apparatus as set forth in claim 15 further comprising at
least one of a web service antomator module, a web content optimization module,

or a JavaScript environment enulator,

ACCESSIBE LTD EXHIBIT 1004
Page 1708 of 2149



WO 2033/003455 POT/USZ012/0443958

-19-

19, The apparatus as set forth in claim 18 wherein the
JavaScript environment emulator is configured to make asynchronous JavaScript
and XML (Ajax) calls and execute web site transactions corresponding to

functionality implemented by one or more web serviees,

5
20. The apparatus as set forth in claim 15 wherein the recevied
webh service request comprises at least one of a GET HTTP request, a POST
HTTP request, a PUT HTTP request, or a DELETE HTTP requeast.
10 21. The apparatus as set forth in claim 15 wherein the received

web service request and the constructed web service response contain cookie and

set-cookie headers, respectively.

22, The apparatus as set forth 1 claim 15 wherein the
15 constructed web service response comprises one of a hypertext markup language
(HTML), JavaScript Object Notation (JSON), or eXtensible Markup Language
(XML) response.
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METHODS FOR FACIHLITATING WEB PAGE IMAGE HOTSPOTS AND DEVICES
THEREQOF

{0061} This application claims the benefit of US. Provisional Patent Application

Serial No. 61/698,948, filed September 10, 2012, which is hereby incorporated by reference

in its entirety.
FIELD

{0662} This technology generally relates to web page image hotspots and, more
particudarly, to methods, non-transitory compuler readable medivm, apparatuses that

facilitate establishing and interacting with web page image hotspots.
BACKGROUND

{0003} Images have become increasingly pervasive across the Internet, particularly
with respect to social media and retail web sites for example, although many different types
of web sites host images. Hotspots, or identified regions of images, are often established in
order for users to associatc metadata or other information with the images. For cxample, a
host of an imagc on a social media web sitc can cstablish a hotspot {often referred to as
“tagging”) to indicate another user present in the image. Upon selection of the hotspot, the
other user’s name and a link to the other user’s profile can be displayed, for example. Ona
retail web site, a host may identify a region of an image including an item for salc as a
hotspot. Upon sclection of the hotspot by a user, content regardiog the itern can be

displayed, often with a link to a more detailed deseription of the tiem.

{6064} Howgever, web browsers gencrally prohibit communication across domains
based on a same origin policy. Accordingly, the available content for a user to associate with
a web page image hotspot is generally limited to content hosted by a web server in the same
domain as the web page that includes the image. Additionally, web services hosted by web
servers, and configured to identify content to be associated with a hotspot, are often

developed for a single domain. Accordingly, such web services do not provide an interface
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or structire common to any other web service configured to provide similar functionality but

associated with a different domain.
SUMMARY

[0805] A method for facilitating interaction with a web page image hotspot includes
receiving, by a botspot manageraent computing apparatus, a JavaScript Object Notation with
Padding (JSONP) request from a client computing device, wherein the JSONP request
comprises an identifier associated with a selected hotspot associated with an tmage of a first
web page. A HyperText Markup Language (HTML) fragment is generated, by the hotspot
management computing apparatus, based on the identifier, wherein the HTML fragment
defines a first description associated with the hotspot and an input element associated with a
Uniform Resource Locator {URL) of a second web page including a second description
associated with the hotspot. The HTML fragment is sent, by the hotspot management

computing apparatus, to the requesting client computing device.

{6806] A computer readable medivm having stored thereon instructions for
facilitating interaction with a web page image hotspot comprising machine executable code
which when executed by a processor, causes the processor to perform steps including
receiving a JSONP request from a client computing device, wherein the JSONP request
comprises an identifier associated with a selected hotspot assoeciated with an image of a first
web page. An HTML fragment is generated based on the identifier, wherein the HTML
fragment defines a first description associated with the hotspot and an input clement
associated with a URL of a second web page including a second deseription associated with

the hotspot. The HTML fragment is sent to the requesting client computing device.

{0607] A hotspot management computing apparatus includes a memory coupled to a
processor which is configured to execute programmed instructions stored in the memory
comprising receiving a JISONP request from a client computing device, wherein the JISONP
request comprises an identifier asscciated with a selected hotspot associated with an image of
a first web page. An HIML fragment is gencrated bascd on the identificr, whercin the

HTML fragment defines a first deseription associated with the hotspot and an input element
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associated with a URL of a second web page including a second description associated with

the hotspot. The HTML fragment is sent to the requesting client computing device.

{0608] A method for generating a web page image hotspot includes receiving, with a
hotspot management computing apparatus, a JSONP request comprising search criteria.
Content satisfving the scarch criteria is identified by the hotspot management computing
apparatus. An HIML fragment defining an input element associated with cach of one or
more search results and an identifier is generated by the hotspot management computing
apparatus, wherein each of the one or more search results includes at least a portion of the
identified content. The HTML fragment is sent to the requesting client computing device by

the hotspot management computing apparatus.

{0809] A computer readable medium having stored thereon instructions for
facilitating generation of a web page image botspot comprising machine executable code
which when executed by a processor, causes the processor to perform steps inclading
receiving a JSONP request comprising search criteria. Content satisfying the search criteria
is identificd. An HTML fragmoent defining an input clemont associated with cach of onc or
more search results and an identifier is generated, wherein each of the one or more search
results includes at least a portion of the identified content. The HTML fragment is sent to the

requesting client computing device.

{0010] A hotspot management computing apparatus inchades a memory coupled to
one o1 more processors which are configured to execute programmed instructions stored in
the memory inchuding receiving a ISONP request comprising scarch criteria. Content
satisfying the search criteria is identified. An HTML fragrment defining an input clement
associated with cach of one or more search results and an identifier is generated, wherein
cach of the one or more scarch results includes at feast a portion of the identificd content.

The HTML fragment is sent to the requesting client computing device,

{0011] A method for generating a web page image hotspot includes generating, by a
client comaputing device, a search panel in response to a user identifying a region of an image

rendered on a web page as a hotspot, the search panel comprising one or more input fields. A
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JSONP request is sent, by the client computing device, based on interaction with the input
clement of the search panel, to a hotspot management computing apparatus, wherein the
JSONP request comprises search criteria entered in the one or more input fields. An HTML
fragment received from the hotspot management computing apparatus is rendered, by the
client computing device, in a results panel, the HTML fragment defining an input element
associated with cach of one or more search results, wherein cach input clement is associated
with an identifier of onc of the scarch results. The identifier associated with a selected one of
the input elements 15 sent, by the client compoting device, to the hotspot management

computing apparatis.

j0812] A non-trangitory computer readable medium having stored thereon
instructions for generating a web page image hotspot comprising machine executable code
which when exceuted by a processor, causes the processor to perform steps including
generating a scarch panel in response to a user weotifying a region of an image rendered on a
web page as a hotspot, the search panel comprising one or more input fields. A JSONP
request is sent based on interaction with the input element of the search panel, to a hotspot
management computing apparatus, wherein the JSONP request comprises scarch criteria
entered in the onc or more input ficlds. An HTML fragment received from the hotspot
management computing apparatus is rendered in a resulis panel, the HTML fragment
defining an input clement associated with cach of one or more search results, wherein cach
input element is associated with an identifier of one of the search results. The identifier
associated with a sclected one of the input clements is sent to the hotspot management

computing apparatus.

{0613} A client computing device includes a memory coupled to a processor which is
configured to execute progranmuned instructions stored in the memory including generating a
search panel in response to a user identifying a region of an image rendered on a web page as
a hotspot, the search panel comprising one or more input fields. A JSONP request is sent
based on interaction with the input clement of the search panel, to 2 hotspot management
computing apparatus, wherein the ISONP request comprises scarch criteria entered in the one

or more input fields. An HTML fragment received from the hotspot management computing
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apparatus is rendered in a results panel, the HTML fragment defining an input ¢lement
associated with each of one or more scarch results, wherein each ioput element is associated
with an identifier of one of the search results. The identificr associated with a selected one of

the input elements is sent to the hotspot management computing apparatus.

{0614] A method for interacting with a web page image hotspot includes displaying,
with a chient computing device, one or more hotspots of an image included on a first web
page. A JSONP request is sent, with the client computing device, to a hotspot management
computing apparatus in responsg to user interaction with one of the one or more hotspots,
wherein the JSONP request comprises an identificr associated with the one hotspot. An
HIML fragment recetved from the hotspot management compiiting apparatus is rendered,
with the client computing device, in a preview panel, wherein the HTML fragment is based
on the identifier and defines a first description associated with the one hotspot and an input
clement associated with a URL of a second web page including a second description
associated with the one hotspot. The second web page 1s displayed, with the client
computing device, in response to user mteraction with the input element of the preview

pancl.

{0015} A non-transitory computer readable medium having stored thereon
instructions for interacting with a web page image hotspot comprising machine executable
code which when exccuted by a processor, causes the processor to perform steps including
displaying one or more hotspots of an image inchuded on a first web page. A JSONP request
is sent, with the client computing device, to 4 hotspot management computing apparatus in
response to user interaction with one of the one or more hotspots, wherein the ISONP requoest
comprises an identifier associated with the one hotspot. An HTML fragment received from
the hotspot managerent computing apparatus is rendered, with the client computing device,
in a preview panel, wherein the HTML fragment is based on the identifier and defines a first
description associated with the one hotspot and an input clement associated with a URL of a
second web page including a second description associated with the one hotspot. The second
web page is displayed, with the client computing device, in response to user interaction with

the input element of the preview panel.
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{0816] A client computing device including a8 memory coupled to a processor which
is configured to execute programmed instructions stored in the memory including displaying
ong or more hotspots of an image included on a first web page. A JSONP request is sent,
with the client computing device, to a hotspot management computing apparatus in response
to user interaction with one of the one or more hotspots, wherein the JISONP request
compriscs an identifier assoctated with the one hotspot. An HTML fragment received from
the hotspot management computing apparatus is rendered, with the client computing device,
in a preview panel, wherein the HTML fragment is based on the identifier and defines a first
deseription associated with the one hotspot and an input element associated with a URL of a
second web page including a second description agsociated with the one hotspot. The second
web page is displayed, with the client computing device, in response to user interaction with

the input clement of the preview panel.

{0817] This technology provides a number of advantages including methods, non-
fransitory computer readable medivm, and apparatuses that facilitate establishing web page
image hotspots using a plug-in sent along with a web page. The plug-in can obtain data to be
associated with the hotspot from a web service hosted by a different domain using JSONP.
This technology also facilitates user interaction with web page image hotspots using a plag-
in configured to communicaie using JSONP with a web service, which can also be hosted by

a different domain.
BRIEF DESCRIPTION OF THE DRAWINGS

{8018] FIG. 1is a block diagram of a nctwork eovironment which incorporates an

exemplary hotspot management computing apparatus;

{6619] FIG. 2 18 a flowchart of an exemplary method of inserting 2 web page image
hotspot;
{0020] FIG. 3 is a flowchart of ;an exemplary method of facilitating the association of

a web page image hotspot with content;
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{0621} FIG. 4 is a flowchart of an exemplary method of displaying a web page image
hotspot;
[0622] FIG. 5 is a flowchart of an exemplary method of facilitating the display of a
web page image hotspot;
{6623] FIG. 6 1s an exemplary web page including an image and a plurality of
hotspots associated with the image;
{06624] FIG. 7 is an exemplary search panel for obtaining scarch criteria for content to

be associated with a web page image hotspot;

{08025] FIG. & 1s an excmplary search results pancel including identified conient to be

associated with a web page image hotspot; and

{0026] FIG. 9 18 an exemplary web page including a plurality of hotspots and an

exemplary preview pancl associated with one of the hotspots.
DETAILED DESCRIPTION

[0827] An exemplary network environment 10 is illustrated in FIG. 1 as inclading an
exemplary hotspot management computing apparatus 12, In this example, the hotspot
management computing apparatus 12 is coupled to a content server computing apparatus 14
and a client computing device 16 by local arca networks (LANs) 18(1) and 18(2) and a wide
area network (WAN) 26, although other types and numbers of devices, components, and
clements in other topologies could be used. This technology provides a number of
advantages inchuding methods, non-transitory computer readable medium, and apparatuses
for more casily and effectively generating and viewing web page image hotspots across

domains and sources of content associated with the hotspots.

{0628] Referring more specifically to FIG. 1, the hotspot management computing
apparatis 12 includes at least one processor or CPU 22, a memory 24, and an interface
device 26, which are coupled together by a bus 28 or other link, although other numbers and

types of components, parts, devices, systems, and clements in other configurations and
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{ocations can be used. The processor 22 of the hotspot management computing apparatus 12
may execute one or more stored programmed instructions for one or more aspects of the
present invention as described and Hustrated by way of the embodiments herein, although

the processor 22 could execute other numbers and types of programmed instructions.

5 {0629 The memory 24 of the hotpot management computing apparatus 12 stores
these programamed instructions for one or more aspects of the present invention, as described

and illustrated herein, although some or all of the programmed instructions could be stored
and/or executed clsewhere. The memory 24 of the hotspot management computing apparatus
12 may include onc or more tangible storage media and/or devices, such as RAM, ROM,

10 flash memory, CD-ROM, floppy disk, bard disk drive(s), solid state memory, DVD, or any
other memory storage types or devices, including combinations thereof, which are known to

those of ordinary skill in the art.

[0030] In this example, the memory 24 of the hotpot management computing
apparatus 12 includes an item scarch web scrvice 30 and an item preview web service 32

15 including JavaScript instructions, for cxample, for onc or morc aspects of the present
invention as described and illustrated herein, although the memory 24 can include other types

and numbers of systerns, devices, and elements in other configurations.

{0031 The interface device 26 in the hotspot management computing apparatus 12 is
used to operatively couple and commumicate between the hotspot management computing

¢ apparatus 12 and the client computing device 16 via LAN 18(1) and WAN 20, although other
types and pumbers of conununication networks or systerns with other types and murobers of
connections and configurations to other devices and elements can also be used. The LANs
1&(1} and 18(2) and WAN 20 can use TCP/IP over Ethernet and industry-standard protocols,
including NFS, CIFS, SOAP, XML, LDAP, and SNMP, for cxample, aithough other types

25  and numbers of comumunication networks can also be used.

§04832] Generally, the content server computing apparatus 14 processes requests for
web pages 34 reccived from the client computing device 16 via LAN 18(2) and WAN 20

according to the HTTP-based protocol, for example. The content server computing apparatus
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14 includes at Ieast one processor or CPU 36, a memory 38, and an interface device 40,
which are coupled together by a bus 42 or other link, although other numbers and types of
components, parts, devices, systems, and clements in other configurations and locations can
also be used. The processor 36 in the content server computing apparatus 14 execules a
program of stored instructions for one or more aspeets of the present invention, as described
and illustrated by way of the embodiments herein, although the processor 36 could execute

other numbers and types of programmed instructions.

{0033] The memory 38 in the content server computing apparatus 14 stores these
programmed instructions for one or more aspects of the present invention, as described and
iltustrated herein, although some or all of the programmed instructions could be stored and/or
executed elsewhere. A variety of different types of memory storage devices, suchas a
random access memory (RAM) or a read only memory (ROM) in the system or 4 floppy
disk, hard disk, CD ROM, DVD ROM, or other noo-transitory computer readable medium
which is read from and/or written to by a magnetic, optical, or other reading and/or writing
system that is coupled to the processor 36, can be used for the memory 38 in the content

server computing apparatus 14

{0834 in this example, the memory 38 inchides a hotspot editor plog-in 44 and a
hotspot viewer plug-in 46 including JavaScript instructions, for example, configured to be
included in any of the web pages stored by the memory and provided in response to a client
computing device request. The memory 38 can further include other tvpes and nambers of

systems, devices, and elements 1n other configurations which store other data.

{0635 The interface device 40 in the content server computing apparatus 14 s used
to operatively couple and commaunicate between the content server computing apparatus 14
and the clicnt computing deviec 16 via LAN 18(2) and WAN 20, although other types and
ruambers of communication networks with other types and numbers of ¢onnections and
configurations can be used. The content server computing apparatus 14 may be hardware or
software or may represent a system with multiple content server computing apparatuses ina

pool, which may include internal or external networks. In this example the content server
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computing apparatus 14 may be any version of Microsoft® TS server or Apache” server,

although other types of content server compiiting apparatius 14 may be used.

[0836] The client computing device 16 enables a user to request, receive and interact
with services and content hosted by the content server computing apparatus 14 and hotspot
management computing apparatus 12 via the LANs 18(1) and 18(2) and WAN 20, although
the client computing device 16 could access content and utilize other types and nambers of
content or applications from other sources and could provide a wide variety of other
functions for a user. By way of exampie only, the client computing device 16 can be a

mobile computing device, smart phone, personal digital assistant, or computer, for exanple.

{0837} In this example, the client computing device 16 includes at least one processor
or CPU 48, a memory 50, and ao interface device 52, and which are coupled together by a
bus 54 or other link, although the client computing device 16 can include other numbers and
types of components, parts, devices, systems, and elements n other configurations. The
processor 48 in the client computing device 16 executes a program of stored instructions for
onc or morc aspects of the present invention as deseribed and illustrated hercin, although the

processor 48 could execute other numbers and types of programmed instructions.

{0638) The memory 50 in the client computing device 16 stores these programmed
instructions for one or more aspects of the present invention as described and illustrated
herein, although some or all of the programmed instractions could be stored and/or executed
elsewhere. A variety of different types of memory storage devices, such as a RAMora
ROM in the system or a floppy disk, bard disk, CD ROM, or other non-transitory computer
readable medium which is read from and/or written to by a magnetic, optical, or other
reading and/or writing system that is coupled to processor 48 can be used for the memory 50
in the client computing device 16, In this cxample, the client computing deviee 16 i3
configured to aceess web services and web content through a web browser 56 stored in the

raemory 50

{0639 The interface device 52 in the client corputing device 16 is used to

operatively couple and communicate between the client computing device 16 and the content
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server computing apparatus 14 and the hotspot management computing apparatus 12 via the
LANs 18(1) and 18(2) and the WAN 20, although other types and numbers of
communication networks with other types and numbers of connections and configurations

can be used.

5 {0040] Although embadiments of the hotspot management computing apparatus 12,
content server computing apparatus 14, and client computing device 16 are described and
illustrated herein, each of these devices can be implemented on any suitable compiiter system
or computing device. It is to be understood that the devices and systems of the embodiments
described herein arc for exeraplary purposes, as many variations of the specific hardware and

10 software used to implement the embodiments are possible, as will be appreciated by those
skilled in the relevant art{s). Furthermore, cach of the systems of the embodiments may be
conveniently implemented using one or more general purpose computer systems,
roicroprocessors, digital signal processors, and micro-controllers, programmed according to

the teachings of the embodiments, as described and iHlustrated herein, and as will be

Ju—
¥,

appreciated by those ordinary skill in the art.

{0641 In addition, two or more computing systems or devices can be substituted for
any one of the devices in any embodiment. Accordingly, principles and advantages of
distributed processing, such as redundancy and replication also can be implemented, as
desired, to increase the robustness and performance of the devices and systerns of the

20 embodiments. The embodiments may also be implemented on computer system(s) that
extend across any suitable network using any suitable interfuce mechanisms and
comrunications technologies, including by way of example only telecommunications in any
suitable form (2.g., voice and modem), wireless conununications media, wircless
communications networks, cellular conumunications networks, G3 communications

25 networks, Public Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the

Internet, intranets, and combinations thereof

{6042) The examples may also be embodied as a non-transitory computer readable
medium having instructions stored thereon for one or more aspects of the present technology

as described and illustrated by way of the examples herein, as described herein, which when
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executed by a processor, cause the processor to carry out the steps necessary to implement

the methods of the examples, as described and ilfustrated herein.

{0843] An exemplary method for facihitating web page tmage hotspots will now be

described with reference to FIGS. 1-9. Referring specifically to FIG. 2, an exemplary

972

method of inscrting a web page image hotspot will now be described. In this cxample in step
200, a user of the client computing device 16 requests and obtains, using the web browser 56,
one of the web pages 34 hosted by the content server computing apparatus 14 and including
one or more images. An exemplary one of the web pages 34 stored in the memaory 24 of the
content server computing apparatus 14 is illustrated in FI1G. 6 as web page 600, which

10 includes an image 602.

{6044] In this example, along with sending the requested web page 600 to the client
computing device 16, the content server computing apparatus 14 sends the hotspot editor
plug-in 44. The content server computing apparatus 14 can send the hotspot editor phig-in
44 by inserting the JavaSeript code of the plug-in 44 into the source code of the requested

15 wcb page 600. In another cxample, the content scrver compuiting apparatus 14 provides the
hotspot editor plug-in 44 along with the requested web page 600 as a bookmarklet, In vet
another example, the hotspot editor plug-in 44 can be integrated within a platform, suchas a
blog enging or a social network platform, for example. Other methods of providing the
hotspot editor plug-in 44 can also be used. Upon receiving the requested web page 600, the

20 web browser 52 of the client computing device 16 attempts to render the requested web page

on a display of the chient computing device 16.

{0645 o step 202, while rendering the web page 600, and upon encountering the
JavaScript code of the hotspot editor plug-in 44, the web browser 52 of the client computing

device 16 exccutes the code to gencrate a hotspot identification interface. The interface is

o
A

configured to facilitate identifying a region of the image 602 of the requested web page 600
as a hotspot. The interface can be presented visually by the web browser 52, such as inan
overlay, new panel, or new window, for example, which allows selection of the hotspot

features {e.g. size or representation style) by the user. Alternatively, the interface can be run
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in the background without a graphical interface while still allowing the user to select regions

of the image 602 of the web page 600 to be identified as hotspois.

{0846] In step 204, the web browser 52 of the client computing device 16 executing

the hotspot editor plug-in 44 generates a scarch pancl. In this example, the web browser 52

972

generates the search pancl in response to a user of the client computing device 16 identifying
aregion of the tmage 602 of the requested web page 600 as a hotspot using the interface
gencrated in step 202, An exemplary identified hotspot of the image 602 of the web page
600 is illustrated as hotspot 604 in FIG. 6. Referring to FIG. 7, an exemplary search panel
700 gencrated by the web browser 52 of the client computing device 16 in response to the

10 user identifying a region of the image 602 as hotspot 604 is illustrated. The search panel 700
includes one or more input ficlds, such as the search text field 702, a source selector element
704, and an input element, such as the search button 706, although other types and number of

inpwt fields and elements can also be used.

{0047] In this cxample, the source selector element 704 is a drop-down menu

15 identifying a plurality of optional sourccs sclectablc by the uscr. Each sourcc is associated
by the hotspot editor plug-in 44 with a Uniform Resource Locator (URL) of an item search
web service, such as the item search web service 30 stored in the memory 24 of the hotspot
management computing apparatus 12, as described and illustrated in more detail below. The
source selector element 704 can be populated with scurces, and associated URLs, based on

20 an identifier associated with the user sent to the content server computing apparatus 12
during an initialization or registration process. In another example, the source selector
clement 704 can be populated with sources, and associated URLs, based on a hardcoding by
an administrator or developer of the hotspot editor plug-in 44. Other methads for populating

the source selector element can also be used.

25 {9048] In step 206, the web browser 52 of the client computing device 16 executing
the hotspot editor plug-in 44 sends, upon user interaction with the input element 706 of the
search panel 700, a JavaScript Object Notation with Padding (JSONP) request to the item
search web service 30 of the hotspot management computing apparatus 12. In this example,

the JSONP request includes search criteria input using the input field 702 of the search panel
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7600 and is sent to the item search web service 30 located at the URL associated with the
source selected by the user in the source selector element 704, Exemplary sources identified
using the source selector eleroent can be a product catalog, a blog post, or a social network

feed, although any other types of sources can also be used.

5 {0649] Each source and/or item scarch web service 30 can be located on the same or
different hotspot management computing apparatus 12. The search criteria input by the user
is used by the item search web service 30 to locate content that can be presented to and
identified by the user as associated with the hotspot 604. Optionally, the JSONP request
further includes an attribute indicating a layout to be used as described and iltustrated in

10 more detail below. The layoot can be a defanlt layout inchuded in the JavaScript code of the
hotspot editor plug-in 44, for example, although other methods of indicating a layout can also

be used.

{0830] In this example, the JSONP request is sent to a URL endpoint associated
with the sclected source. Additionally, the JSONP request identifics the fiem search web

15 scrvice 30 hosted by a hotspot management computing apparatus 12, By using the JSONP
protocol, the hotspot editor plug-in 44 can advantageously comnumicate with an item search
web service 30 that is cross-domain or located at a URL including a different domain, bost,
port, and/or application layer protocol than a URL of the content server computing apparatus

14 storing the web page 600 and the hotspot editor plug-in 44.

24 (0051 Accordingly, with this example of the techaology, the hotspot editor plug-in
44 and item search web service 30 are decoupled such that the plug-in 44 can be included
with or inserted into the source code of any of the web pages 34 and the tem search web
service 30 can be located on any server computing deviee despite web browser enforcement

of a same origin policy. The URL of the item scarch web scrvice 30 can be included in the

o
A

hotspot editor plug-in 44 such that user interaction with the input ¢lement 706 of the scarch

panct 700 initiates the JSONP request to the item search web service 30 located at the URL.

{0052] o step 208, the web browser 52 of the client computing device 16 cxecuting

the hotspot editor plug-in 44 renders a HyperText Markup Language (HTML) fragment. The
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HTML fragment is received by the web browser 52 of the client computing device from, and
is generated by, the item search web service 30, as described in more detail below. The
HTML fragment, when rendered, is configured to display a results panel 800, such as the
results panel 800 illustrated o FIG. 8, for example. The content of the results panel 800 can
also be output to a display of the chient computing device 16 in the form of a new window or

overlay, for example, although any other form of display can also be used.

{B053] Optionally, the item search web service 30 can generate the HTML fragment
according to a layout attribute value received in the JSONP request sent by the client
computing device 16 in step 206. Referring more specifically to FIG. 8, in this exarnople, the
HTML fragment defines results panel input elements 802(1) and 802(2), cach of which is
associated with one of the search results 304(1) and 804(2). Additionally, each of the results
panel input elements 802(1} and 802(2} is sssociated with an attribute having a value of ap
identifier of an associated one of the search results 804(1) and 804(2). Acceordingly, in this
example, the ttem search web service 30 processes the search criteria sent in the JISONP
request in step 206 and sends a response with search results 804(1) and 804(2) and including

an HTML fragment defining the display of those search results 804(1) and 804(2).

{0854] Referring back to FIG. 2, in step 210, the client computing device 16
executing the hotspot editor plug-in 44 stores the identifier associated with one of the results
panel input clements 802(1) and 802(2) selected by a user to be associated with the identified
hotspot 604. For example, the hotspot editor plug-in 400 can be configured to send the
associalion information to the hotspot management computing apparatus 12 for storage in the
memory 24. Thereby, the hotspot 604 of the image 602 of the web page 600 will be
associated with the content of one of the scarch results 804(1) and 804(2) corresponding to
the selected one of the results panel input elerments 802{1) and 802(2). Accordingly, the
content of the one of the search results 804(1) and 804(2) can be displaved by a web browser
of another client computing device upon subsequent retrieval of the web page 600 and
selection of the hotspot 604 by a user of the other client computing device, as described and

itlustrated in more detail below,
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{0835 Referring more specifically to FIG. 3, an exemplary method of facilitating the
association of a web page image hotspot with content is illustrated. In this example, in step
300, the hotspot management computing apparatus 12 implementing the item search web
service 30 recetves a JSONP request from a hotspot editor plug-in 44, such as the JSONP
5 reguest sent in step 206. As discussed above, the item search web service 30 of the hotspot

management computing apparatus 12 can be located at a different domain, host, port, and/or
application layer protoco! than a URL of the content server computing apparatus 14 that
provided the hotspot editor phug-in 44 that originated the JSONP request. The JSONP
request includes search criteria submitted by a user of the client computing device 16 using

10 the search resuits panel 700, such as a source of the content to be associated with the hotspot

and text search terms for the content.

{6056] In step 302, the hotspot manugernent computing apparatus 12 tmplementing
the itern search web service 30 identifies content satisfying the search criteria to generate

scarch result{s). Accordingly, the source and text inputs, for example, can be used by the

Ju—
¥,

item search web service 30 to locate possible content that the user of the client computing
device 16 may want to assoctate with an identified hotspot, such as hotspot 604 of the image

602 on the web page 600, for example, as illustrated in FIG. 6.

{00571 In step 304, the hotspot management computing apparatus 12 implementing
the item search web service 30 gencrates an HTMLU fragment defining an input element

20 associated with each search result, such as input elements 802(1) and 802(2) associated with
scarch result 804(1) and 804(2), respectively, illustrated in FIG. 8. Additionally, an identifier
of cach scarch result €04(1) and 804(2} is associated by the ttem search web service 30 with
cach input element 802(1} and 802(2) by the HTML fragment. Optionally, the ISONP
request further includes an indication of a layout to be used for presenting the search results

25 804(1) and 304(2) and the HTML fragment can be generated according to the layout.

{0858] in step 306, the hotspot management computing apparatus 12 implementing
the item search web service 30 sends the HTML fragment to the requesting hotspot editor

phug-in 44 executed by the web browser 32 of the client computing device 16. The results
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panct 800 shown in FIG. 8 is an example of a rendering by the web browser 52 of the client

computing device 16 of the HTML fragment generated in step 306.

{0659] Referring more specifically to FIG. 4, an exemplary method of displaying a

web page image hotspot is shown. In this example, in step 400, a user of the client

972

computing device 16 requests and obtains, using the web browser 52, one of the web pages
34 hosted by the content server computing apparatus 14 and including one or more images,
such as the exemplary web page 600 illustrated in FIG. 6 which includes the image 602.
Along with sending the requested web page 600 to the client computing device 16, the
content server computing apparatus 14 sends the hotspot viewer plug-in 46, such as by

10 ingerting the JavaScript code of the hotspot viewer plug-in 46 into the source code of the
requested web page 600, although other methods of providing the hotspot viewer plug-in can
also be used. The web browser 52 of the client computing device 16 then attempts to render

the requested web page 600 on a display of the client computing device 16.

{0060] While rendering the web page 600, and upon cncountering the JavaScript code
15 ofthe hotspot viewcer plug-in 46, in stop 402, the web browscr 52 of the clicat computing
device 16 executes the code to display the hotspot(s} of the image(s} included in the
reguested web page, such as the hotspot 604 of the image 602 of the web page 600 illustrated
in FIG. 6. The hotspot 604 can be inserted into the image 602 of the web page 600 as
described and illustrated above with respect to FIGS. 2-3, for example, although other

20 methods of inserting the hotspot 684 can be used.

{0061 in step 404, the web browser 52 of the clicot computing device 16 executing
the hotspot viewer plug-in 46 sends a JSONP request to the item preview web service 32 of
the hotspot management computing apparatus 12 in response to a user inferaction with one of
the hotspots, such as hotspot 604, n this cxamplc, the JSONP request includes an identificr
associated with the hotspot 604, The identifier can be the identificr stored as described with
respect to the step 210, for example. Accordingly, the web page 600 obtained from the
content server computing apparatus 14 in step 400 can include one of the stored identifiers as

associated with each hotspot 604, Upon user interaction with the hotspot 604 of the image
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602 of the web page 600, the JSONP request including the identificr is generated and sent to

the item preview web service 32.

{06862] Optionally, the ISONP request further includes an attribute indicating a layout
to be used, as described and illustrated in more detail below. The layout can be a default
layout included in JavaScript code of the hotspot viewer plag-in 46, for example, although
other methods of indicating a layout can also be used. Also optionally, the JISONP request
can farther inchude tracking information associated with the client computing device 6

executing the hotspot viewer plug-in 46,

§0663] The item preview web service 32 can be located at a URL including a
different domain, host, port, or application layer protocol than the URL of the content server
computing apparatus 14 from which the web page 600 was obtained in the step 400. The
URL of the item preview web service 32 can be included in the hotspot viewer plug-in 44
such that user interaction with the hotspot 604 imitiates the ISONP request to the item

preview web service 46 located at the URL.

{0064] In step 406, the web browser 52 of the client computing device 16 executing
the hotspot viewer plug-in 46 renders an HTML fragment received from and generated by the
item preview web service 32, as described and illustrated in more detail below, The HTML
fragment defines a preview panel, such as the exemplary preview panel 900 illustrated in
FIG. 9. The content of the preview panel 900 can also be output to a display of the client
computing device 16 in the form of a new window or overlay, for example, although any

other form of display can also be used.

10065] The HTML fragment is generated bascd on the identificr and defings at fcast a
first, generally shorter, description associated with the hotspot and an input element, such as
the input element 904 itlustrated in FIG. 9. Accordingly, based on the identifier, the item
preview web service 32 can obtain the content associated with the hotspot 604, such ag the
content associated with the selected search result €04(1}.  Upon obtaining the content, the
item preview web service 32 can generate the HTML fragment according to the layouwt

attribute value received in the JSONP request or a default layout, for example. In some

ACCESSIBE LTD EXHIBIT 1004
Page 1734 of 2149



10

i

20

o
A

WO 2034040080 POT/USZGI3/59087

5

-19 -

example, the input element 902 of the preview pancel 900 is agssociated with a URL of a
second web page including a second, generally longer, description associated with the
hotspot 604, such as the remaining portionds) of the content not displayed in the preview

panel 500

{0866] In step 408, the web browser 52 of the client computing device 16 executing
the hotspot viewer plug-in 46 displays the second web page in response to a user interaction
with the input element 904 of the preview panel 900. Optionally, the input clement of the
preview panel 900 is further associated with a viewer attribute. The viewer attribute can
indicate the behavior to be used to generate the sccond web page (e.g. ina new panclorin a
new window}. Accordingly, in this example, the sccond web page is displayed on a display

of the client computing device 16 according to the viewer attribute.

{0667] Referring to FIG. 5, an exemplary method of facilitating the display of a web
page tmage hotspot s illustrated. In this example, in step 500, the hotspot management
computing apparatus 12 implementing the item preview web service 32 receives a JSONP
rcqucest from the hotspot viewer phug-in 46, such as the JSONP request sent in the step 404,
for example. The ISONP request includes at least an identifier associated with a selected web
page tmage hotspot, such as the hotspot 604 of the image 602 of the web page 600, for
example. The item preview web service 32 of the hotspot management computing apparatus
12 can be located at a different domain, host, port, and/or application layer protocol than a
URL of'the content server computing apparatus 12 that provided the hotspot viewer plug-in

46 that originated the JSONP request.

{0668 o step 502, the hotspot management coraputing apparatus 12 implementing
the item preview web service 32 generates an HTML fragment based on the identifier
associated with the hotspot 634 sent along with the JSONP request. The HTML fragment
detines a description associated with the hotspot 604, such the description associated with the
content of the search result 804(1), as well as an input clement 902, as described above.
Additionally, in this example, the input element 902 is associated with a URL of a second
web page including a second description associated with the selected hotspot 604 of the

image 602 of the web page 600.
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{0669] Optionally, the JSONP request further includes an indication of a layout to be
used for presenting the preview content and the HTML fragment is gencrated according to
the layout. Also optionally, the JSONP request includes tracking information associated with
the client computing device 16 executing the hotspot viewer plug-in 46, The tracking
information can be stored in the memory 24 of the hotspot management computing apparatus
12 for subscquent retrieval by an administrator, for example, although the tracking

information can also be sent and/or stored elsewhere.

{0070] In step 504, the hotspot management computing apparatus 12 implementing

the item preview web service 32 sends the HTML fragment to the requesting hotspot viewer
phug-in 46 executed by the web browser 52 of the client computing device 16, The preview
panel 800 shown in FIG. 9 is an example of a rendering by the web browser 52 of the client

computing device 16 of the HTML fragment generated in step 504,

[0871] Accordingly, as illustrated and described herein this technology provides a
number of advantages including improved methods, non-transitory computer readable
medium, and devices for cstablishing and goncrating web page image hotspots, With this
technology, inserting or editing an image hotspot of a web page can be facilitated by a
JavaScript plug-in sent along with the web page. The JavaScript phig-in communicates with
a JavaScript web service configured to locate content that can be associated with the hotspot.
The JavaScript web service can be hosted by a hotspot management computing apparatus

outside the domain of the content server apparatus hosting the web page.

{0672 Additionally, viewing iroage hotspots of a web page can be facilitated by a
JavaScript plug-in sent along with the web page. The JavaScript plug-in communicates with
a JavaScript web service configired to generate a preview panel to be displayed upon
sclection of onc of the hotspots. The JavaScript web service can also be hosted by a hotspot
management computing apparatus outside the domain of the content server apparatus hosting

the web page.

[8073] Having thus described the basic concept of the invention, it will be rather

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be
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presented by way of example only, and is not Hmiting. Various alterations, improvements,
and modifications will occur and are intended to those skilled in the art, though not expressly
stated herein, These alierations, improvements, and modifications are intended to be
suggested hereby, and are within the spirit and scope of the invention. Additionally, the
recited order of processing clements or sequences, or the use of numbers, letters, or other
designations therefore, is not intended to Limit the claimed processes to any order except as
may be specified in the claims. Accordingly, the invention is limited only by the following

claims and equivalents thereto.
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CLAIMS
What is claimed is:
1. A method for facilitating interaction with a web page image hotspot,

the method comprising:

receiving, by a hotspot management computing apparatus, a JavaScript
Object Notation with Padding (JSONP) request from a client computing device, wherein the
JSONP request comprises an identifier associated with a selected hotspot associated with an
image of a first web page;

generating, by the hotspot management computing apparatus, a
HyperText Markup Language (HYML) fragment based on the identifier, wherein the HTML
fragment defines a first description associated with the hotspot and an input element
associated with a Uniform Resource Locator (URL) of a second web page including a second
description associated with the hotspot; and

sending, by the hotspot management computing apparatus, the HTML

fragment to the requesting client computing device.

2. The method as set forth in claim 1, wherein the client computing
device is a mobile computing device, the JSONP request further comprises an indication of a

{ayout, and the HTML fragment is gencrated according to the layout.

3. The method as set forth in claim |, wherein the JSONP reqguest further
comprises tracking information associated with the client computing device and the method
further comprises storing, with the hotspot management computing apparatus, the tracking

information as associated with the client computing device.

4, The method as sct forth in claim 1, wherein one or more of the steps

are performed by an item preview web service.
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5. A computer readable medium having stored thercon instructions for
facilitating interaction with a web page image hotspot comprising machine executable code
which when executed by a processor, causes the processor to perform steps comprising:

receiving a JavaScript Object Notation with Padding (JSONP) request
from a client computing device, wherein the JSONP request comprises an identifier
associated with a sclected hotspot associated with an image of a first web page;

generating a HyperText Markup Language (HTML) fragment based on
the identificr, wherein the HTML fragment defines a first deseription associated with the
hotspot and an input clement associated with a Uniform Resource Locator {(URL) of a second
web page including a second description associated with the hotspot; and

sending the HTML fragment to the requesting client computing

device,

6. The mediumn as set forth in claim 5, wherein the client computing
device is a mobile computing device, the JISONP request further comprises an indication of a

fayout, and the HTML fragment is generated according to the layout.

7. The medium as sct forth in elaim 5, wherein the JSONP request further
comprises tracking information associated with the client computing device and the medium
further has stored thercon instructions comprising machine cxecutable code which when
executed by the processor cases the processor to perform steps further comprising storing the

tracking information as associated with the client computing device.

8. The medium as set forth in claim 5, whercin onc or more of the steps

are performed by an item preview web service,

9. A hotspot management computing apparatus, comprising:
a memory coupled 1o a processor which is configured to exccute
programmed instructions stored in the memory comprising:

recetving a JavaScript Object Notation with Padding (JSONP)
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request from a client computing device, wherein the JSONP request comprises an identificr
associated with a selected hotspot associated with an image of a first web page;

generating a HyperText Markup Laoguage (HTML) fragment
based on the identifier, wherein the HTML fragment defines a first description associated
with the hotspot and an input element associated with a Uniform Resource Locator (URL) of
a second web page including a second description associated with the hotspot; and

sending the HTML fragment to the requesting client computing

device.

10. The apparatus as set forth in claim 9, wherein the client computing
device is 2 mobile computing device, the JSONP request further comprises an indication of a

{ayout, and the HTML fragment is generated according to the layout.

11, The apparatus as set forth in claim 9, wherein the ISONP request
further comprises tracking information associated with the client computing device and the
processor is further configured to execute programmed instructions stored in the memory
further comprising storing the tracking information as associated with the client computing

device.

12. The apparatus as set forth in clainm 9, wherein one or more of the steps

are performed by an item preview web service.

13. A method for interacting with a web page image hotspot, the method
comprising:
displaying, with a client computing device, one or more hotspots of an
image included on a first web page;
sending, with the client computing device, a JavaSeript Object
Notation with Padding (JSONP) request to a hotspot management computing apparatus in
response to user inferaction with one of the one or more hotspots, wherein the ISONP request

comprises an identifier associated with the one hotspot;

ACCESSIBE LTD EXHIBIT 1004
Page 1740 of 2149



WO 2034040080 POT/USZGI3/59087

i

[Nl
[

30

b2
wr

rendering, with the client computing device, a HyperText Markup
Language (HTML} fragment received from the hotspot management computing apparatus in
a preview panel, wherein the HTME fragment s based on the identifier and defines a first
description associated with the one hotspot and an input element associated with a Uniform
Resource Locator (URL) of a second web page including a second description associated
with the one hotspot; and

displaying, with the client computing device, the second web page in

response to user interaction with the input element of the preview panel.

14. The method as set forth in claim 13, wherein the client computing
device is 2 mobile computing device, the JSONP request further comprises an indication of a

{ayout, and the HTML fragment is rendered according to the layout.

15, The method as set forth in claim 13, wherein the JSONP request

further comprises tracking information associated with the client computing device.

16. The method as set forth in claim 13, wherein the client computing
device is a mobtilc computing deviee, the input clement of the proview panel is further
associated with a viewer attribute, and the second web page is displayed according to the

viewer attribute.

17. The method as set forth in claim 13, wherein the ISONP request is sent
to or the HTML fragment is received from an item preview web service of the hotspot

management computing apparatus,

18. A non-transitory computer readable medium having stored thereon
instructions for interacting with a web page image hotspot comprising machine executable
code which when executed by a processor, causes the processor to perform steps comprising:

displaying one or more hotspots of an image included on a first web

page,
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sending a JavaScript Object Notation with Padding (JSONP) request to
a hotspot management computing apparatus in response to user interaction with one of the
ong or more hotspots, wherein the JSONP request conprises an identifier associated with the
one hotspot;

rendering a HyperText Markup Language (HTML) fragment received
from the hotspot management computing apparatus in a preview panel, wherein the HTML
fragment is based on the identifier and defines a tirst description associated with the one
hotspot and an input element associated with a Uniform Resource Locator {URL) of a second
web page inchiding a second description associated with the one hotspot; and

displaying the second web page in response te user interaction with the

input clement of the preview panel.

19. The medium as set forth in claim 18, wherein the client computing
device is 1 mobtle computing device, the JSONP request further comprises an indication of a

fayout, and the HTML fragment is rendered according to the layout.

20. The medium as set forth in elaim 18, wherein the ISONP request

further comprises tracking information associated with the client computing device.

21. The medium as set forth in claim 18, wherein the client computing
device is a mobile computing device, the input element of the preview panel is further
associated with a viewer attribute, and the second web page is displayed according to the

viewer atiribute.

22, The medium as set forth in claim 1§, wherein the JSONP request is
sent to or the HTML fragment is received from an item preview web service of the hotspot

management computing apparatus.

ACCESSIBE LTD EXHIBIT 1004
Page 1742 of 2149



WO 2034040080 POT/USZGI3/59087

i

15

[Nl
[

30

b2
~3

23. A client computing device, comprising:
a memory coupled to a processor which is configured to execute

programmed instructions stored in the memory comprising:

displaying one or more hotspots of an image included on a first
web page;

sending a JavaScript Object Notation with Padding (JSONP)
request to a hotspot management computing apparatus in response to user interaction with
one of the one or more hotspots, wherein the JSONP request comprises an identifier
associated with the one hotspot;

rendering a HyperText Markup Language (HTML) fragment
received from the hotspot management computing apparatus in a preview pancl, wherein the
HTML fragment is based on the identifier and defines a first description associated with the
one hotspot and an input clement associated with a Uniform Resouree Locator (URL) of a
second web page including 4 second description associated with the one hotspot; and

displaying the second web page in response to user interaction

with the input element of the preview panel.

24, The deviee as sot forth in elaim 23, whercin the chient computing
device is a mobile computing device, the JSONP request further comprises an indication of a

layout, and the HTML fragment is rendered according to the layout.

25. The device as set forth in claim 23, wherein the JSONP request further

comprises tracking information associated with the client computing device.

26.  The device as set forth in claim 23, wherein the client computing
device is a mobile computing device, the input element of the preview panel is further
associated with a viewer attribute, and the second web page is displayed according to the

viewer attribute,
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27. The device as set forth in claim 23, wherein the ISONP request is sent
to or the HTML fragment is received from an item preview web service of the hotspot

management computing apparatus.

28. A method for generating a web page image hotspot, the method

comprising:

receiving, with a hotspot management computing apparatus, a
JavaScript Object Notation with Padding (JSONP) request from a client computing device,
the JISONP request comprising scarch criteria;

identifying, by the hotspot management computing apparatus, one of
more scarch results satisfying the scarch criteria;

generating, by the hotspot management computing apparatus, a
HyperText Markap Langoage (HTML) fragment defining an input element associated with
each of the one or more search results and an identifier, wherein each of the one or more
scarch results includes content 1o bie associated with a web page image hotspot when an
associated one of the input clements is selected by a user of the client computing device; and

sending, by the hotspot management computing apparatus, the HTML

fragment to the clicnt computing device.

29, The method as set forth in ¢laim 28, wherein the client computing
device 1s a mobile computing device, the JSONP request further comprises an indication of a

lavout, and the HTML fragment is generated according to the layout,

30.  The method as set forth in claim 28, wherein one or more of the steps
are performed by an item search web service and the JISONP request is received from a
hotspot editor plug-in retrieved by the client computing device from a content server

computing apparatus located in a different domain than the tem scarch web service.

31, A computer readable medium baving stored thereon instructions for

facilitating generation of a web page image hotspot comprising machine executable code
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which when executed by a processor, canses the processor to perform steps comprising:

receiving a JavaScript Object Notation with Padding (JSONP) request
from a client computing device, the JISONP request comprising search criteria;

identifying one or more search results satisfving the search criteria;

generating 3 HyperText Markop Language (HTML) fragment defining
an input clement associated with each of the one or more search results and an identifier,
wherein cach of the one or more search results includes content to be associated with a web
page image hotspot when an associated one of the input elements is selected by a user of the
client computing device; and

sending the HTML fragment to the requesting client computing

device.

32. The medium as set forth in claim 31, wherein the client computing
device is 1 mobtle computing device, the JSONP request further comprises an indication of a

fayout, and the HTML fragment is gencrated according to the layout.

33. The medium as set forth in elaim 31, wherein one or more of the steps
arc performed by an item scarch web serviee and the JSONP request is roceived from a
hotspot editor plug-in retrieved by the client computing device from a content server

computing apparatus located in a different domain than the item search web service..

34, A hotspot management computing apparatus, comprising:
a memory coupled to one or more processors which are configured to

execute programmed instructions stored in the memory comprising:

receiving a JavaScript Object Notation with Padding (JSONP)
requoest from a client computing device, the JSONP request comprising search criteria;

tdentifving one or more search resulis satisfying the scarch
criteria;

generating a HyperText Markup Language (HTML) fragment

defining an input clement associated with cach of the one or more search results and an
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identifier, wherein each of the one or more search results includes content to be associated
with a web page image hotspot when an associated one of the input elements is selected by a
user of the client computing device; and

sending the HTML fragment to the requesting client computing

device.

35. The apparatus as sct forth in claim 34, wherein the clicnt computing
device 15 a mobtie computing device, the JSONP request further comprises an indication of a

fayout, and the HTML fragment is generated according to the layvout.

36. The apparatus as set forth in ¢laim 34, wherein one or more of the
steps are performed by an item search web service and the JSONP request is received froma
hotspot editor plug-in retrieved by the client computing device from a content server
computing apparatus located in a different domain thae the item search web service.

37. A method for generating a web page tmage hotspot, the method
comprising:

generating, by a client computing device, a scarch pancl in response to
a user identifying a region of an image rendered on a web page as a hotspot, the search panel
comprising one or more input fields;

sending, by the client computing device, based on interaction with the
input element of the scarch pancl, a JavaSeript Object Notation with Padding (JSONP)
request to a hotspot management computing apparatus, wherein the JSONP request
comprises search criteria entered in the one or more input fickds;

receiving, by the client computing device, a HyperText Markup
Language (HTML) fragment from the hotspot management computing apparatas in response
to the JISONP request;

rendering, by the client computing device, the HTML fragment in a
results panel, the HTML fragment defining an input clement associated with each of one or

more search results, wherein each input element is associated with an identifier of one of the
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scarch results; and
sending, by the client computing device, the identifier associated with

a selected one of the input clements to the hotspot management computing apparatus.

38. The method as set forth in claim 37, wherein the client computing
device 1s a mobile computing device, the JSONP request further comprises an indication of a

{ayout, and the HTML fragment is rendered according to the layout.

39, The method as set forth in claim 37, wherein the JISONP request is sent
to an item search web service of the hotspot management computing apparatus by a hotspot
editor plug-in retricved from a content server computing apparatus located in a different

domain than the item search web service,

49, A pnon-tragsitory computer readable medivum having stored thercon
instructioons for generating a web page image hotspot coroprising machine executable code
which when executed by a processor, causes the processor to perform steps comprising:

generating a scarch panel in response to a vser identifying a region of
an image rendered on a web page as a hotspot, the search pancl comprising onc or more input
fields;

sending based on interaction with the input clement of the search panel
a JavaScript Object Notation with Padding (JSONP) request to a hotspot management
computing apparatus, wherein the JSONP request compriscs search criteria entered in the one
or more input fields;

receiving, by the client computing device, a HyperText Markup
Language (HTML) fragment from the hotspot management computing apparatus in response
to the JISONP request;

rendering the HTML fragment in a results panel, the HTML fragment
defining an input clement associated with cach of one or more search results, wherein cach
input element is associated with an identifier of one of the search resulis; and

sending the identifier associated with a selected one of the input
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clements to the hotspot management computing apparatus,

41, The medium as set forth in claim 40, wherein the client computing
.

device 1s a mobile computing device, the JSONP request further comprises an indication of a

lavout, and the HTML fragment is rendered according to the layout.

42. The medium as set forth in claim 40, wherein the JSONP request is
sent to an item scarch web service of the hotspot management computing apparatus by a
hotspot editor plug-in retrieved from a content server computing apparatus located ina

different domain than the item search web service.

43, A client computing device, comprising;
a memory eotipled to a processor which ts configured to execute

programmed instructions stored in the memory comprising:

generating a scarch panel in response to a user identifying a
region of an image rendered on a web page as a hotspot, the search panel comprising one or
more input ficlds;

scnding based on interaction with the input clemoent of the
search panel a JavaScript Object Notation with Padding (JSONP}) request to a hotspot
management computing apparatus, wherein the JSONP request comprises search criteria
entered in the one or more input fields;

receiving, by the client computing device, a HyperText Markup
Language (HTML) fragment from the hotspot management computing apparatus in response
1o the JSONP request;

rendering the HTML fragment in 4 results panel, the HTML
fragment defining an input element associated with each of one or more search results,
wherein cach input element is associated with an identifier of one of the search results; and

sending the identifier associated with a sclected one of the

input elements to the hotspot management computing apparatus,
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44, The device as set forth in claim 43, wherein the chient computing
device is 2 mobile computing device, the JSONP request further comprises an indication of a

layout, and the HTML fragment s rendered according to the layout.

45. The device as set forth in claim 43, wherein the JSONP request is sent
to an item scarch web service of the hotspot management computing apparatus by a hotspot
editor plug-in retrigved from a content server computing apparatus located in a different

domain than the itern search web service.
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including .
One or More Images 200
i
4
Generate an Interface Configured to Facilitate Identifying a Region of One of the
{mages as a Hotspot 202
¥
Generate a Search Panel in Response to a User Identifying the Region as a Hotspot
2404
¥
Send a JavaScript Object Notation with Padding (JSONP) Reguest to an ltern Scarch
Web Service 206
¥
Render a HyperText Markup Language (HTML) Fragment Received from the Item
Search Web Service in a Results Panel 208
!
¥
Store an Identifier Associated with an Input Element of the Results Panel Selected
by a User as Associated with the Identified Hotspot 210
FiG. 2
Receive a JavaScript Object Notation with Padding (JSONP} Request from a —

Hotspot Editor Plugin 300

¥

Identify Content Satisfving Scarch Criteria of the Request to Generate Search
Result(s) 302
¥

Generate a HyperText Markup Language (HTML) Fragment Defining an Intput
Element Associated with Each Scarch Result 304

¢
Send the HTML Fragment to the Requesting Hotspot Editor Plugin 306

FiG. 3
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including
q.._.
One or More Images 400
¥
Display Hotspot(s) of One of the Images Inchided on the Web Page
402
i
¥
Scod a JavaScript Object Notation with Padding (JSONP) Requcst to an ftom
Preview Welb Service in Response to a User Interaction with One of the Hotspots
404
v
Render a HyperText Markup Langrage (HTML) Fragment Received From the Item
Preview Web Service in a Preview Panel 406
¥
Display a Second Web Page in Response to a User Interaction with an Toput ]
Element of the Preview Pancl 408
FiG. 4
Receive a JavaScript Object Notation with Padding (JSONP) Reqguest from a .

Hotspot Viewer Plugin 500

¥
Generate a HyperText Markup Language (HTML) Fragment Based on an Identifier
Associated with 4 Selected Hotspot 302

v
Send the HTML Fragment to the Requesting Hotspot Viewer Plugin 504
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{54} Methods for providing web search suggestions and devices thereof

(57} A method, non-transitory computer readabie tries to the received at ieast a partial entry are provided
meadiurm, and programmed device that use local storage in the field of the web page from & web search suggestion
in a browser io provide one or more web search sugges- file stored in a web browser of the client computing de-
fions includes receiving atl least a partial entry in field of vice.

aweb page. Any responsive web search suggestion en-
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Description
FIEELD
{30847 This technology generally relates o methods

and devices for assisting web searching and, more par-
ficularly, to methods for using local storage in a browser
at a client computing device for providing one or more
web search suggestions and devices theraof.

BACKGROUND

[0002] Web sites improve the user experience around
"smarch iten” funclionalities by predicting a word or a
phrase when a user at a client computing device starts
typing. By way of example, when the user at the dlient
computing device starts typing the beginning of the word,
such as "New" for a city, an airport, or a rail station, then
the Web content provider could provide suggestions,
such as "New York"” and "New Heaven”. In another ex-
arnpie, when the user at the dient computing device
starts typing "soc”, then the Web content provider couid
provide suggestions, such as "socks 15" and "soccer 3"
where the numbers indicate the number of items in the
catalog including the suggested words.

[0083] This search suggestion functionality is a com-
mon user interface feature that is usually implemented
with Ajax technology at the dlient computing device.
When a user at the client computing device types in a
iext field, the JavaScript engine in the client computing
devices sends a request to a Web content provider. This
Web content provider returns a data set, such as JSON
data set, that the JavaScript at the dlient computing de~
vice will use o display resuits as a list of suggestions.
[o084] Whenthe inlermnet connestion for the client com-
puting device is fast, i.e. low iatency, this search sugges-
tion funclionality works pretty well. However when the
internet connection for the client computing device is stow
or intermittent, such as when browsing the Web from a
mobite computing device, then the performance of this
search suggestion service often deteriorat

SUMMARY

[0685] A method using local storage in a browser {o
provide one or more web search suggestions includes
receiving by a client computing device at least a partial
eniry in field of a web page. Any responsive web search
suggestion entries to the received at least a partial entry
are provided by the client computing device in the fieid
of the web page from a web search suggestion fiie siored
in a web browser of the client computing device.

[o008] A non-transitory compuler readable medium
having stored thereon instructions for providing one or
mora web search suggestions comprising machine exe-
cutable code which when executed by at least one proc-
ess0r, causas the processor to perform steps comprising
receiving at least a partial entry in fieid of 2 web page.

1o

20

30

40

<
(&)

Any responsive web search suggestion entries to the re-
ceived at least a partial entry are provided in the field of
the wab page from a web search suggestion file slored
in & web browser of the client computing device.

{00871 A computing device insludes a mmemory coupied
{o one or more processors which are configured o exe-
cute programmed instructions stored in the memory in-
cluding receiving at least a partial entry in field of a web
page. Any responsive web search suggestion entries to
the received al least a partial eniry are provided in the
field of the web page from a web search suggestion file
stored in a web browser of & client computing device.
{0008] This technology provides a number of advan-
{ages including providing methods, non-transilory com-
puter readable medium, and devices that more guickly
and affectively provide web search suggestions. In par-
ticular, with for example HTML5, this technology can uti-
lize local storage within a browser {o slore a web search
suggestion file for use in providing web search sugges-
fions. As aresull, in environmenis where the internet con-
nection is slower, i.e. has higher latency, this technology
is abie to more quickly provide web search suggestions.

BRIEF DESCRIPTION OF THE DRAWINGS
{0008}

FiG. 1 is a block diagram of an environment with a
client computing device which uses local storage in
a browser to facilitaie providing web search sugges-
fions

FiG. 2 is a flow chart of an example of 2 method for
using local storage in a browser to provide ong or
more web search suggestions;

FiG. 3A is a soreen shot of an example of a web
page for ACME airlines with two entry fieids for a
flight reservation; and

FIG. 3B is a screen shot of an example of web search
suggestions provided from the web search sugges-
tion file in local storage in the browser of the client
cornpuling device.

DETAILED DESCRIPTION

{80107  Anexemplary environment 10 with a client com-
puting device 12 which uses locai siorage in a browser
to facilitate providing web search suggestions is illustrat-
ad in FIG. 1. In this example, the client cormputing device
12 is coupled to one or more server devices 14({1}-14(n}
by a comrnunication network 18, aithough other types
and numbers of systems, devices, components, and/or
elements in other topologies could be used. This tech-
nology provides a number of advantages including pro-
viding methods, non-transitory computer readable medi-
um, and devices that more quickly and effectively provide
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web search suggestions.

[0011] Referring more specifically to FIG. 1, the client
compuiing davice 12 is a mobile phone, although other
types and numbers of client computing devices may he
used, such as cornputer tablets, laplop compulers and
desktop computers by way of example only. In this ex-
arnpie, the client cornputing device 12 includes at least
one processor or central processing unit (CPU) 18, a
memory 20 with a browser 21, a network interface 22, a
user input device 24, and a display device 26 which are
coupled together by a bus 28 or other link, although other
numbars and types of components, parts, devices, sys-
tems, and elements in other configurations and locations
can also be used. Genarally, the client computing device
12 may for exampie request and receive web pages and
othar web content from one or more of the server devices
14{1}-14(n} via the communication network 16 according
o the HTTP-based protocol, for example, although the
client computing device 12 can have and provide other
types and numbers of functions and other operations.
The processor 18 in the client computing device 12 may
execute a program of siored instructions one or more
aspects of the present invention, as described and filus-
trated by way of the embodiments herein, although the
processor 18 could execute other numbers and types of
programmed instructions.

[0812] The memory 20 in the client computing device
12 stores these programmed instructions for one ormore
aspects of the present invention as described and iilus-
frated hersin, although some or all of the programmed
instructions could be stored and/or executed elsewhere.
A variety of different types of memory slorage devices,
such as a RAM or 2a ROM in the system or a floppy disk,
hard disk, CD ROM, DVD ROM, or other non-ransitory
computer readable medium which is read from and/or
written to by a magnetic, optical, or other reading and/or
writing system that is coupled lo the processor 18, can
be used for the memory 20 in the client computing device
12. In this exampie, the memory inciudes the browser 21
which may comprise any application configured fo for
exampie retrieve, present and/or traverse information re-
sources and other content on the world wide web. With
HTML 5, data, such as a web search suggestion file, can
be locally stored within the browser 21, aithough other
manners of obtaining local storage with the browser couid
be used.

[0613] Thenetworkinierface 22in the dlient computing
device 12 is used to operatively couple and communicate
between the client computing device 12 and the server
devices 14{1}-14({n) via the communication network 18,
although other types and numbers of networks with other
types and numbers of connections and configurations
can also be used.

[0814] Theuserinputdevice 24 in the client computing
device 12 can be used to input selections, such as a
request for a particular web page or 1o enter data intc a
field of a web page, although the user inpul device could
be used to input other types of requests and daia and
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interact with other elements. The userinput device in the
client computing device 12 can inciude a keypad, touch
screen, andfor vocal input processing system, aithough
other types and numbers of user input devices can also
be used.

{80157 The display device 26 in the client computing
device 12 can be usedio show data and other information
to the user, such as a requested web page by way of
example only. The display device 26 in in the client com-
puting device 12 can be an LCD, LED, or OLED display,
for exampile, although other types and numbers of dis-
plays could be used depending on the particular type of
client computing device 12.

[G6018] The communication network 16 caninclude one
or more networks, such as one or more wide area net-
works (WANs), for example the Internat, and/or ong or
more local area networks (LANs). By way of example
only, the communication network 16 can use TCP/IP over
Ethemet and industry-standard protocols, including Hy-
pertext transfer protocol (HTTP), secure HTTP (HTTPS),
wirsless application profocol (WAP), andior SCAP, ai-
though other types and numbers of cornmunication net-
works having their own communications protocols, can
also be used.

{00177 The server devices 14(1)-14{n} may each one
or more host applications, web services, andfor other da-
ta and content which may be requested and retrieved by
the client compuiing device 12 via the communication
network 16, although the server devices could each pro-
vide a wide variety of other lypes of funclions and other
operations.

[0018] In this example, each of the server devices
14(13-14{n} includes at least one processor or a CPU, a
memory, and a network interface, which are coupled to-
gether by a bus or other link, although one or more of
server devices 14(1}-14(n) can include other numbers
and types of systems, devices, components, or other el-
ermnents in other configurations. The processor in each of
the server devices 14(1)-14{n) can execute a program
of instructions stored in the memory of each of the server
devices 14(1)}-14{n) for one or more aspects of the
present invention as descriped and illusirated herein, al-
though the processor could execute other numbers and
types of programmed insiructions.

{60197 The memory in each of the server devices
14(13-14{n} stores these programyned instructions for
one or mare aspects of the present invention, as de-
scribed and illustrated herein, although some or ali of the
programmed insiructions could be stored and/for execut-
ad elsewhere. A variety of different types of memory stor-
age devices, such as a RAM or a ROM in the sysiem or
afloppy disk, hard disk, CD ROM, or other non-transitory
computer readable meadiure which is read from and/or
written to by a magnetic, optical, or other reading and/or
writing system that is coupled to processor can be used
for the memory in each of the server devices 14(1}-14{n}.
{00207 The nelwork interiace in each of the server de-
vices 14{1)-14(n} is used to operatively coupie and coni-
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municate between each of the server devices 14(1}-14(n}
and the client computing device 12 via the communica-
fion natwork 16, alihough other types and numbers of
communication networks with other types and numbers
of connections and configurations can be used.

[0021] Aithough embodiments of the client computing
device 12 and server devices 14{1}-14{n) are described
andillustrated herein, each of the client computing device
12 and the server devices 14(1}-14{n} can beimplement-
ed on any suitable computer apparatus or computing de-
vice. it is to be understood that the apparatuses and de-
vices of the embodiments described herein are for ex-
emplary purposes, as many variations of the specific
hardware and software used o impiement the ambodi-
mentis are possible, as will be appreciated by those skilled
in the relevant art{s}. Furthermore, aach of the davices
of the embodiments may be conveniently implemented
using one or more general purpose comgputers, micro-
processors, digital signal processors, and micro-control-
lers, programmed according o the teachings of the em-
bodimentis, as described and iliustrated herein, and as
will be appreciated by those ordinary skill in the art.
[8622] Inaddition, two ormore compuling apparatuses
or devices can be substituted for any one of the devices
in any embodiment described hersin. Accordingly, prin-
cipies and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, to increase the robusiness and performance of
the devices of the embodiments. The embodiments may
also be implemented on cormputer apparatuses or devic-
es that extend across any suitable network using any
suilable interface mechanisms and communications
technoiogies, inciuding by way of example oniy teleconm-
munications in any suitable form {e.g., voice and mo~
dem}, wireless communications media, wireless cornmu-
nications networks, celiular communications networks,
G3 communications natworks, Public Swiiched Tele-
phone Network (PSTNs}, Packet Data Networks (PDNs),
the Internel, intranets, and combinalions thereof,
[0023] Theexamples may also be embodied as a non-
ransitory somputer readable mediumhaving instructions
stored thereon for one or more aspects of the present
technoiogy as described and illustrated by way of the
exampies herein, as described herein, which when exe-
cuted by a processor, cause the processor to carry out
the steps necessary to implement the methods of the
examptes, as described and #lusirated herein.

[0024] Anexempiary method for using local storage in
a dlient computing device 12 for ong or more web search
suggestions will now be described with reference fo
FIGS. 1-38. in siep 100, the client cormputing device 12
requests a web page of a wab site from one of the server
devices 14(1-14(n), although other typss of content
could be request. The one of the web content server de-
vices 14{1}-14{n) which hosts the web site responds with
the requested web page as well as a current version of
wab search suggestion file for the web site which is re-
ceived by the client computing device 12 in step 102.
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{00257 in step 104, the requesting client computing de-
vice 12 determines whether the browser has local stor-
age forthereceived varsion ofthe web search suggestion
file. In this example, with HTML 5 the browser 21 in the
requesting compuling device 12 can provide local stor-
&age so the Yes branch is taken to step 108. In step 106,
the received version of the web search suggestion file is
stored locally within the browser 21 of the client comput-
ing device 12 and in this example without the use of a
cookie, aithough other manners of storing locally within
the browser 21 can be used. More specifically and by
way of example only, once the web search suggestion
file is downloaded to the client computing device 12, a
set of records can be insertad in o one or more (Bbles
in a database in browser 21 to assist with future queries,
although other manners for organizing and locally storing
the web search suggestion file can be used. if in siep
104, the requesting computing device 12 can not provide
local storage, then the No branch is taken o step 120
where the user of the client computing device 12 can
continue with any viewing or other inleraction with the
recsived web page.

[G0287 instep 108, the requesiing client computing de-
vice 12 may optionaily determine whether to update any
stored version of a web search suggestion file. By way
of exarnpie only, the requesling client computing device
12 may adhere to a predefined and stored synchroniza-
fion prolocol for updating any stored version of & web
search suggestion file, although other manners for main-
faining updates of any locally stored web search sugges-
tion file at the requesting one of the client computing de-
vices can be used.

{00277 if in step 108 the requesting client computing
device 12 determines to update any stored version of &
web search suggestion file, then the Yes branch is taken
to step 110. In step 110, the client computing device 12
will request and receive from the one of the server de-
vices 14{1}-14(n) the updated web search suggestion file
which is stored locally within the browsear 21 in the client
computing device 12. If in step 108 the reguesting client
computing device 12 determines notio update any stored
version of a web search suggestion file, then the Mo
branch is taken to step 112.

{30287 In addition to any optlional periodic synchroni-
zation, anytime the client computing device 12 submits
another request for a web page of the web site, the dient
computing device 12 may optionally perform a version
check to compare the current locally stored version of
the web search suggestion file for the web site againsi
the version of the web search suggestion file for the web
site at the one of the web content server devices 14(1)-
14{n) which hosts the web site. If the versions do not
match, then the new wab search suggestion file may be
reguested and downloaded from the one of the web con-
tant sarver davices 14{1)-14(n} to the client computing
device 12 updating the locally stored database instance
in browser 21.

{80297 In step 112, text may be typed into a text field
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of a received web page using user input device 24, al-
though other manners for making an entry in other loca-
fions of a web page couid be used. By way of example
only, the text of "New” is typed into a "From” text field
202(1y with a currently empty "To" text field 202(2) of a
received web page 200 for "ACME Airlines” for making
flight reservations as illusirated in FiG. 3A.

[0038] In step 114, when text is entered inio a field of
a received web page on display device 26 of the client
computing device 12, such as the text of "New” in the
"From"text fieid 202(1), thenin this example a JavaSceript
code executes in the dient computing device 12 {o de-
termine if a database instance of the web search sug-
gestion file is in the local storage within browser 21, al-
though other types of processes couid be used. ifin step
114, the olient compuling device 12 determines a data-
base instance of the web search suggestion file is not
stored in the local storage in browser 21, then the No
branch is taken to step 120 as descriped earlier. If in siep
114, the client computing device 12 determines a data-
base instance of the web search suggestion file is stored
in the local storage in browser 21, then the Yes branch
is taken to siep 1186.

[0831] Instep 116,in this example the client cornpuiing
device 12 executes an SQL query to refrieve all the rows
from the stored & database instance of the web search
suggestion file within browser 21 containing the text that
was entered, although other manners for querying the
locaily stored web search suggestion file could be used.
More specifically, in this particular #lusirative example
iwo types of queries could be performed by the client
omputing device 12, although other types and numbers
of queries couid be utilized. One type of query retrieves
all rows that inciude all words entered by the user at the
client computing device 12 in the version of the web
search suggestion file stored by utilizing HTML 5 fune-
tionalities. This is a simple query and can be used when
the number of results is not high. For example, given the
erifry of the word "New” enterad in the text field 202(1)
in FIG.3A, the client computing device 12 would refrieve
or suggest all text containing this string, which in this
particular example might suggest for the text "New” in
the text field 202{1} in the web page "New York”, "New
Haven”, or "New Plymouth” as illustraied in FiG. 38 by
way of exampie only

[8032] Anctheriype of oplional guery refrieves all rows
that include the string entered by the user at the client
cornputing device 12. Accordingly, this type of query re-
rieves records that include the entered string entered in
the version of the web search suggestion file stored at
the client computing device 12 by utilizing HTRL & func-
tionalities. For example, given a string "soc” entered in
dwhichis searched, the dlient cornputing device
12 mightretrieve, group and suggest items, such as "sce-
cer” {2} or "sosks” (8}, where the number in parenthesis
represents the nurnber of records including the previous
string. This technigue is more CPU intensive and time
consuming, however it provides a better userexperience
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at the client computing device 12 espedially when applied
{o large catalogs or other data.

{00331 Instep 118, the client computing device 12 pro-
vides the suggestions identifiad from the locally siored
web search suggestion file for the text field 202(1) as
illustrated in FIG. 3B in this example, although other man-
ners for providing the suggestions could be used. In step
120, the dlient computing device 12 can continue to view
and interact with the web page on the dispiay device 26.
{00347 Accordingly, as llusirated and described with
the exampiles herein this technology provides methods,
non-transilory computer readable medium, and devices
that more guickly and effectively provide web search sug-
gestions. in these axamples this tachnology uses tha lo-
cal siorage capabifities provided by HTMLS at the client
computing device. With this technology, the procass of
predicting words or phrases can be applied directly and
afficiently in the browser of the client computing davice.
{00357 Having thus described the basic concept of the
invention, it will be rather apparent to those skilied in the
art that the foregoing detailed disclosure is intended o
be presented by way of examipie only, and is not limiting.
Varigus alterations, improvements, and modifications wil
occur and are iniended to those skilled in the art, though
not expressiy siated herein. Thase alterations, improve-
ments, and modifications are intended o be suggested
heraby, and are within the spirit and scope of the inven-
fion. Additionadly, the reciled order of processing ele-
ments or seguences, or the use of numbers, lstters, or
other designations therefore, is not intended to limit the
claimed processes o any order except as may be spec-
ifiad in the claims. Accordingly, the invention is limited
only by the following claims and equivalents thereto.

Claims

1. Amethod for providing one or more web search sug-
gestions, the method comprising:

receiving, by a dient computing device, at least
a partial entry in field of a3 web page;

providing, by the client computing device, in the
field ofthe web page any responsive web search
suggestion entries to the received at least a par-
tial entry from a web search suggestion file
stored in @ web browser of the client computing
device.

2. The method of claim 1 further comprising determin-
ing, by the client computing device, whether the web
search suggestion file is stored in the web browser
of the client computing device, wherein the providing
in the field of the web page any responsive web
search suggestion entries occurs when the deter-
mining indicates the web search suggestion file is
stored in the web browser of the dlient compuling
device.
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Tne method as set forth in claim 2 further comprising:

determining, by the client compuling device,
whether the web search suggestion file stored
inthe web browser has an updated version; and
obtaining and storing, by the client compuiing
device, the updated version in the web browser
at the client computing device when the deler-
mining indicates the update version is available.

The method as set forth in claim 1 further comprising
utilizing, by the dient computing device, HTMLS to
store the web search suggestion file in the web
browser of the client computing device.

The method as sat forth in claim 1 wherein the pro-
viding further comprises:

optaining, by the client computing device, any
rasponsive weh search suggestion entries tothe
atleast a partial entry from the web search sug-
gestion filg;

grouping, by the client computing device, any of
the obiained responsive web search suggesiion
entries based on at least one common charac-
teristic; and

providing, by the client computing device, the
grouped responsive web search suggestion en-
tries with a number in each group corresponding
to a numiber of the responsive web search sug-
gestion enines.

A non-transitory computer readable mediurm having
stored thereon instructions for providing one or more
web search suggestions cornprising machine exe-
cutahie code which when executed by at least one
processor, causes the processor to parform steps
compri

receiving at ieast a partial enfry in field of a web
page; and

providing in the field of the web page any re-
sponsive web search suggestion entrigs {o the
raceived al least a partial entry from a web
search suggestion file stored in a web browser
of the client compuling device.

The medium of claim 8 further comprising detarmin-
ing whether the wab search suggestion file is stored
in the web browser of the client computing device,
wherein the providing in the fisld of the web page
any responsive web search suggestion entries cc-
curs when the determining indicates the web search
suggestion file is stored in the web browser of the
client computing device.,

The medium as set forth in claim 7 further compris-
ing:
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determining whether the web search suggestion
file stored in the web browser has an updated
version; and

obtaining and storing the updated version in the
web browser at the dient computing device
when the determining indicates the update ver-
sion is available.

9.  Themedium as setforthin claim 8 further comprising
utilizing HTMLS5 o store the web search suggestion
file in the web browser of the client computing device.

18. The medium as set forth in claim 8 wherein the pro-
viding further comprises:

oblaining any responsive wab search sugges-
fion entries to the at least a partial entry from the
web search suggestion file;

grouping any of the obtained responsive web
search suggestion entries based on atleastone
somnon characteristic; and

providing the grouped responsive web search
suggestion entries with @ number in each group
corresponding to a number of the responsive
web search suggestion entries.

11. A computing device comprising:

one Or More processors;
a memory coupled o the one or more proces-
sors which are configured to execute pro-
grammed instructions stored in the memaory
cormprising:
receiving at least a partial entry in field of a
web page; and
providing in the field of the web page any
responsive web search suggestion entries
o the received al least a partial enfry from
aweb search suggestion file sfored inaweb
browser of the cliant computing device.

12. The device as set forth in cigim 11 wherain the mem-
ory coupled 1o the onge or rhore processors is further
configured to execuie programmed instructions
stored in the rernory further comprising determining
whether the web search suggestion file is stored in
the web browser of the client computing devioe,
wherein the providing in the field of the web page
any responsive web search suggestion entries oc-
curs when the determining indicates the web search
suggestion file is stored in the web browser of the
client computing device.

13. Thedavice as set forth in claim 12 wherein the mem-

ory coupled to the one or more processors is further
corfigured 1o execuie programmed instructions
stored in the memory further comprising:
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determining whether the web search suggestion
file stored in the web browser has an updated
versiorn; and

obtaining and storing the updated version inthe
web browser at the client cornputing device
when the determining indicates the update ver-
sion is available.

The device as setforth inclaim 11 whersin the mem-
ory coupled 1o the one or more processors is further
configured to execuie programmed instructions
stored in the memory further comprising utilizing
HTMLS to store the web search suggestion file in the
wekbr browser of the client compuiing device.

The davice as sef forth in olaim 11 wherein the mem-
ory coupled o the one or more processors is further
configured o execule programmed instructions
stored in the memory for the providing further conm-
prises:

obtaining any responsive web search sugges-
fion entries to the at least a parlial entry from the
web search suggestion file;

grouping any of the obtained responsive web
search suggestion entries based on at isast one
commeon characteristic; and

providing the grouped responsive web search
suggestion entries with a number in each group
corresponding 10 a number of the responsive
web search suggestion entries.
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57y A method, non-transitory computer readabie
medium, and apparatus that obtains an original menu
assoviated with a web page requested by a client com-
puting device. The original menu comprises at least a
plurality of URLs, each comprising one or more frag-
ments, and a plurality of tities, each comprising one or
more words. A unigue index for one occurrence of each
of at least a subset of the fragments and the words is
generated. Atieast one dictionary comprising the gener-

ated indices associated with a corresponding one of the
fragments or the words is generated. A modified menu
is generated by repiacing each cocurrence of each of the
at least a subset of the one or more fragments and the
one or more words of the original menu with a corre-
sponding one of the unique indices. The modified menu
and the at least one dictionary are sent o the client com-
puting device.
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Description
FIELD OF THE INVENTION

{30847 This technology generally relates to methods,
non-transitory somputer readable medium, and appara-
tuses for compressing source code defining web page
menus and, more particularly, for reducing the amount
of time required to send, and the amount of memory re-
guired to slore, source code defining wab page menus.

BACKGROUND

[0002] Manyweb sites, including particularly retail web
sites, have a farge number of web pages organized based
of categories and subcategories of content. In order to
present a user with information regarding the organiza-
tion of the web site, these web pages often include a
hierarchical menu. The hierarchical menu allows a user
to browse the categories and subcategories withoutleav-
ing the current web page.

[0003] While a hierarchical menu enhances the user
experience, including a hierarchical menu increasas the
size of the web pages. The increased size is due to the
information, including category and subcategory fitles
and hyperink addresses, required {o present the hisrar-
chical menu. Due io the increased size, web pages with
menus require an increased amount of time to refrieve
from g server.

[0004] To reduce the time required o refrieve each

web page, some web site hosts store the menu source

ode in an exiernal file separate from the web pages.
The external file is downloaded one time at a clientdevice
and is referenced by the web pages when the menu is
rendered by a web browser of the dlient device. While
the web pages might be retrieved relatively guickly, the
initial download of this external file can require a signifi-
cant amount of ime. Additionally, this external file stored
at the client device can require a significant amount of
memory. in many client devices, particularty maobile de-
vices, such as smart phones, memory is a limitad re-
source and utilizing a significant amount of memory to
store this external file defining a menu is not desirable.

SUMMARY OF THE INVENTION

[0805] A method for compressing menus includes ob-
taining, with a menu management computing apparatus,
an original menu associated with a web page requested
by a client computing device. The original menu compris-
es atleast apluralily of uniformresource focators (URLs),
each comprising one or more fragments, and a plurality
of fitles, each comprising one or more words, A unigue
index for one occurrence of each of ai least a subset of
the one or more fragments and the one or more words
is generated with the menu management computing ap-
paratus. Atleast one dictionary comprising the generated
indices associated with a corresponding one of the sub-
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set of the one or more fragments or the one or more
words is generated with the menu management comput-
ngapparatus. Amaodified menuis generated by the menu
management computing apparatus by replacing each oc-
surrence of each of the al least a subsel of the one or
more fragmentis and the one or more words of the original
menu with a corresponding one of the unigque indices.
The modified menu and the at least one dictionary are
sent with the menu management computing apparatus
o the dient cornpuiing device.

{60087 A non-transitory computer readable madium
having stored thereon instructions for compressing men-
us inciudes machine executable code which when exe-
cuted by a processor, causes the processor to perform
steps including obtaining an original menu associated
with & web page requested by a dlient cornputing device.
The original menu comprises at least a piurality of URLs,
aach comprising one or more fragments, and a plurality
of titles, each comprising one or more words. A unigue
index for one occurrence of each of at least a subset of
the one or more fragments and the one or mare waords
is generated. Atleast one dictionary comprising the gen-
arated indices associaled with a corresponding one of
the subset of the one or more fragments or the one or
maore words is generated. A maodified menu is generated
by replacing each ocourrence of each of the al least a
subset of the one or more fragments and the one or more
words of the criginal menu with & corresponding one of
the unique indices. The maodified menu and the at least
one dictionary are sent o the client computing device.,
{G007] A menu management computing apparatus in-
cludes a memory and a processor coupled o the mem-
ory. The processor is configured o execute programmed
instructions stored in the memory including obtaining an
ariginal menu associated with a web page requested by
a client computing device. The original menu comprises
at least a plurality of URLs, each comprising one or more
fragments, and a plurality of titles, each comprising one
or more words., A unique index for one occurrence of
each of at least a subset of the one or more fragments
and the one or more words is genarated. Al least one
dictionary comprising the generaied indices associated
with a corresponding one of the subset of the one ormore
fragments or the one or more words is generated. A mod-
ifiad menu is generated by repiacing each occurrence of
each of the at least a subset of the one or more fragments
and the one or more words of the original menu with a
corrasponding one of the unigue indices. The maodified
menu and the al least one dictionary are sent to the client
computing device.

[0008] This technology provides a nurnber of advan-
{ages including methods, non-transitory computer read-
able medium, and apparatuses that reduce the amouni
of resources reguired to send and store web page menus.
With this technology, a web page menu is parsed at a
menu management computing apparaius and modified
o replace URL fragmenis and words in category and
subcategory titles with unigue indices. A dictionary is

S
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generated to store each of the fragments and words and
corresponding indices. The modified original menu and
the dictionary, which together require less time 1o send
and less memory to store than the original menu, are
then seni to a dient computing device that requesied the
wab page having the associated original menu.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009]

FIG. 1 is a block diagrarm of a network environment
which incorporaies an exemplary menu manage-
ment compuling apparatus;

FIG. 2 is a flowchart of an exemplary method for
compressing a web page menu;

FIG. 3is an exemplary original web page meny; and

FIG. 4 is the exemplary original web page menu of
FiG. 3 modified according to the exemplary method
of FIG. 2.

DETAILED DESCRIPTION OF THE INVENTION

(00181 An exemplary network environment 10 is illus-
trated in FIG. 1 as inciuding an exemplary menu man-
agement computing apparatus 12. in this example, the
menu management computing apparatus 12 is coupied
io a piurality of client computing devices 14{1)}-14(n} by
ommunication network 16, although other types and
numbers of devices, components, and elements in other
topologies could be used. This technology provides a
number of advaniages including methods, non-transitory
computer readabie medium, and apparatuses that com-
press wab page menus and reduce the amount of re-
sources required to send and store web page menus.

[6011] Referring more specifically to FIG. 1, the manu
management computing apparatus 12 includes at least
one processor or central processing unit {CPUY 18, a
memory 20, and a netwark interface 22, which are cou-
pled together by a bus 24 or other link, although other
numbers and types of components, parts, devices, sys-
tems, and elements in other configurations and locations
can also be used. Generally, the menu management
computing apparatus 12 processes requests for web
pages and other web content re ed from the client
compuiing devices 14(1)-14{n) via the communication
network 16 according to the HTTP-based protocol, for
exanpie, although the menu management cornpuiing
apparatus 12 can also provide other numbers and types
of functions. The processor 18 in the menu management
computing apparatus 12 may execute a program of
stored instructions one or more aspects of the present
invention, as described and illusirated by way of the em-
bodiments herein, although the processor 18 could exe-
cute other numbers and types of programmed instruc-

1o

20

30

40

<
(&)

ERP 2778975 A1 4

fions.

{00121 The memory 20 in the menu management com-
puting apparatus 12 stores these programmed instruc-
tions for one or more aspects of the present invention as
descrived and iflustrated herain, aithough some or all of
the programmed instructions could be stored and/or ex-
ecuted eisewhere. A variety of different types of merory
storage devices, such as 2 RAM or 2a ROM in the system
or a floppy disk, hard disk, CD ROM, DVD ROM, or other
non-transitory computer readable rmeadium which is read
from and/or written to by a magneiic, optical, or other
reading and/or writing systera th coupled to the proc-
essor 18, can be used for the memory 20 in the menu
management cormputing apparaius 12.

{60131 The network interface 22 in the menu manage-
mant computing apparatus 12is used to operatively cou-
ple and communicate between the menu management
somputing spparatus 12 and the client devices 14(1)-
14(n} via the communication network 16, although cther
types and numbers of networks with other types and num-
vers of connections and configurations can also be used.
The menu management computing apparatus 12 may
be a server compuling device, such as any version of
Microsoft® 1S server or Apache® server, although other
types of servers may be used, or a web content proxy
server, for exarnpie.

{0014] Thecommunicationnetwork 16 caninclude one
or more networks, such as one or more local area net-
works (LANs) and/or wide area networks (WANSs) such
as the internet. By way of example only, the cormmuni-
cation network 16 can use TCP/IP over Ethernet and
industry-standard protocels, including Hypertext transfer
protocot (HTTP), secure HTTP (HTTPS), wireless appli-
cation protocol (WAP), andfor SOAP, although other
types and numbers of comraunication networks having
their own communications protocols, can also be used.
[8015] The client computing devices 14{1)-14(n} ena-
ble a user to request, receive, and inieract with applica-
fions, web services, and content hosted by the menu
management computing apparatus 12 via the communi-
cation network 16, although one or more of the dient
computing devices 14{1}-14(n}) could access contentand
utilize other types and numbers of apgplications from other
sources and could provide a wide variety of other func-
tions for the user. By way of exampie only, the client
sormputing devices 14{1)-14{n} can be mobile computing
devices, smart phones, personal digital assisiants, or
computers.

{38181 In this example, each of the client compuling
devices 14(1}-14{n} includes at least one processor ora
CPU, amemory, a network interface, a user input device,
and a display, which are coupied together by a bus or
other link, although one or more of dlient computing de-
vices 14{1}-14(n) can include other numbers and types
of components, parts, devices, systems, and elemants
in other configurations. The processorineach of the client
omputing devices 14{1}-14{n) can execute a program
of instructions stored in the memory of each of the client
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computing devices 14{1}-14(n) for one or more aspects
ofthe presentinvention as described andillustrated here-
in, although the processor could execute other numbers
and types of programmed instructions.

{38177 Thememoryin each of the client computing de-
vices 14{1}-14(n} stores these programmed instructions
for one or more aspects of the present invention, as de-
scribed and illustrated herein, although some or ali of the
programmed instructions could be stored and/or execut-
ed eisewhere, A varisty of different types of memory stor-
age devices, such as a3 RAM or a ROM in the system or
a floppy disk, hard disk, CD ROM, or other non-transitory
computer readable medium which is read from and/or
written to by a magnedtic, optical, or other reading and/or
writing system that is coupled fo processor can be used
for the memory in each of the client computing davices
14{1}-14(n}. Each of the client computing devices 14{1}-
14{n} can be configured {0 access web services and con-
tent through a web browser stored in the memory.
[0018] The network interface in each of the client com-
puling devices 14{1)}-14(n} is used {0 oparatively coupie
and communicate between each of the client computing
devices 14{1)-14(n) and the menu managerment comput-
ing apparatus 12 via the communication network 16, ai-
though other types and numbers of communication net-
works with other types and numbers of conneactions and
configurations can be used.

[B0818] The user input device in each of the client com-
puting devices 14(1)-14{n} can be usad to input selec-
fions, such as a request for a particular web page, al-
though the user input device could be used to input other
types of requests and data and interact with other ele-
ments. The user input device in each of the client com-
puting devices 14{1}-14{n} can include a keypad, touch
screan, andfor vocat input processing systern, although
other types and numbers of user input devices can aiso
be used.

[0828] The display in each of the client computing de-
vises 14(1)-14{n} can be usad to show data and informa-
fion to the user, such as a requested web page by way
of example only. The display in each of the client com-
puting devices 14{1)-14(n}can be an LCD, LED, orOLED
dispiay, for example, although other types and numbers
of displays could be used depending on the particular
type of client computing device 14{1}-14{n}).

{80217 Although embaodiments of the menu manage-
ment computing apparatus 12 and dlient computing de-
vices 14{1}-14{n) are described and illustrated herein,
each of the menurnanagermant computing apparatus 12,
and client computing devices 14{1}-14{n) can be imple-
mernied on any suitable compuler apparatus or comput-
ing device. It is to be understood that the apparatuses
and devices of the embodiments described herein are
for exempilary purposes, as many variations of the spe-
cific hardware and software used {o implement the em-
bodiments are possible, as will be appreciated by those
skillad in the relevant art{s). Furthermore, each of the
devices of the embodiments may be conveniently imple-
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mented using one or more general purpocse computers,
microprocessors, digital signal processors, and micro-
controllers, prograramed according o the ieachings of
the embodiments, as described and illustrated herein,
and as will be appreciated by those ordinary skillin the ari.
{60227 inaddition, two or more computing apparatuses
or devices can be subsiituied for any one of the devices
in any embodiment described herein. Accordingly, prin-
ciples and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, to increase the robustness and performance of
the devices of the embodiments. The embodiments may
also be implementad on computer apparatuses or devic-
as that extend across any suitable network using any
suitable interface mechanisms and communications
technoiogies, including by way of example only telecom-
munications in any suitable form {e.g., voice and mo-
dem), wir s communications media, wireless commu-
nications networks, cellular communications networks,
G3 communications networks, Public Swilched Tele-
phone Nelwork (PSTNs), Packet Bata Networks (PDNs),
the Internet, intranets, and combinations therecf.
{80231 The examples may also be embodiad as a non-
fransitory computerreadable medium having instructions
stored thereon for one or more aspecis of the present
technology as described and illustrated by way of the
axamples herein, as described herein, which when exe-
cuted by & processaor, cause the processor to carry out
the steps necessary o implement the methods of the
examples, as described and illustrated herein.

{30247 An exemplary method for compressing an orig-
inal menu will now be described with reference to FIGS.
1-4. Referring more spedifically to FIG. 2, in step 200 the
menu management computing apparatus 12 receives a
request for a web page, such as ahypertext transfer pro-
tocol (HTTP) request, from one of the client computing
devices 14(1}-14(n). In step 202, the menu management
computing apparatus 12 obtains the requested web page
frorn one of the menu management computing apparalus
12.

[0025] In step 204, the menu management computing
apparatus 12 determines whether the web page has an
associated original menu. The associated original menu
can be any menu, although hierarchical rmenus with cat-
egories and subcategories may have repeated content
allowing for relatively significant comgpression, as de-
scribed and illusirated in more detai! later. In some ex-
amples, the original menu is included in the source code
or the web page and, in other exarnpies, the wab page
source code references a separate external file, such as
a JavaSecript file, which includes the original menu.
{00287 In examples in which the original menu is de-
fined in a separaie file, the initialiy-requested wab page
source code may cause a wab browser of the reguesting
one of the slient computing device 14(1}-14{n) to submit
arequest for the file. The menu management computing
apparatus 12 can parse the web page or file oblained
from the one of the menu management computing ap-
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paratus 12 io identify any key words or patierns repre-
senting a menu {a.g. alternating plan text titles and URL
hyperlinks), for examiple, although other methods ofiden-
fifying an original menu associated with the requested
web page can &so be used.

{00277 ifthe menu management computing apparatus
12 determinegs in step 204 that the requested web page
does not have an associated original menu, then the No
branch is taken fo step 200 and another request is re-
ceived from one of the client computing devices 14(1)-
14{n}. Iif the menu management computing apparatus 12
delermines in step 204 that the requested web page does
have an associated original menu, then the Yes branch
is taken to siep 206.

[06628] Optionally, in step 208, the menu management
computing apparatus 12 determines whether the re-
questing one of the client computing devices 14{1)-14(n}
is a device having relatively limited storage capabiiilies,
referred to herein as a mobile computing device. The
menu management computing apparatus 12 can deter-
mine whether the requesting one of the client computing
devices 14{1)-14{n} is 2 mobile computing device based
i a user agent header inciuded in one or more of the
packets associated with the HTTP reguest received in
step 200, for example, aithough other methods of iden-
fifying mobile compuling devices can also be used.
[0029] If the menu management computing apparatus
12 determines that the requesting one of the client com-
puting devices 14{1}-14{n} is not a mohile computing de~
vice, then the No branch is taken to step 200 and another
request is received from one of the client computing de-
vices 14{1)-14{n). Accordingly, in some examples, steps
208-220 are only performed for mobile computing devic-
es which have relatively limited siorage capabilities and
can therefore benefit most from the compression method
described and illustrated herein.

[0038] Ifthe menumanagement computing apparatus
12 determines in siep 206 that the requesting one of the
client computing devices 14(1}-14{n} is a mobile comput-
ing device, then the Yes branch is taken to step 208. In
step 208, the menu management computing apparatus
12 parses the original menu and generates a unigue in-
dex for at least a subset of the fragments and/or words
of the original menu. The original menu can include a
plurality of titles, each inciuding one or more words, and
a pluraiity of URLs, each inciuding one or more frag-
ments. Exempiary URL fragments inciude an entire URL,
a prefix, a path, one or more words of a path, a query, a
kaylvaiue pair of a query, a key of a query, a value of &
query, or combinations thereof, for example, although
aiher URL fragments can also be used.

[0031] Referring to FIG. 3, an exemplary original menu
300 associated with a web page is ilusirated. In this ex-
ampie, the original menu 300 defines a hierarchical menu
with categones having titles of "Shoes,” "Accessories,”
and "Dresses.” The "Shoes” and "Dresses” categories
each have two sub-categories with titles of "Men Shoes”
and "Women Shoes” and "Long Dresses” and "Ceremo-
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nies,” respectively. In this example, each of the "Acces-
sories” category and the four subcategories has an as-
sociated URL of a web page having content associated
with the respective category or subcategory tile.

{00321 Referring back to FIG. 2, in step 208, only one
index is generated for multiple occurrences of the same
fragment and/or word in the original menu 300, In this
example, only one index is generated for the titte word
"Shoes” in the source code 300 even though the word
appears in more than one litle. Additionally, only ong in-
dex is generated for the keyfvalue pair fragment
"sort=price” even though the fragraent appears in all of
the URLs. The menu management computing apparatus
12 can be configured to parse the original menu 300 o
identify titie words and URL fragments based on an es-
fablishad configuration in order o ganerate the indices,
{0033} The menu management computing apparatus
12 parses some or all of the titles of the original menu
300 and generaies an index for some or all words or
combination of words in each of the titles. Words can be
any sequence of characters and numbers separated by
aspace (e.g. "Men" and "Shoes"). In one exemplary con-
figuration, the menu management computing apparatus
12 generaies an index for every encountered word in a
fitle. Words included in titles may be repeated as the title
in a lower category in a higrarchical menu is likely to
share word{s} with the title in a higher category, while
adding word(s) 1o be rmore specific.

{60347 The menu management computing apparatus
12 also parses some or all of the URLs of the original
menu 300 and generates an index for some or all frag-
ments or combination of fragments in each of the URLs.
in one exempiary configuration, the menu management
computing apparatus 12 only generates an index upon
encountering & URL fragment more than once or a pre-
determinad number of times, although indices can also
be generated by the menu management computing ap-
paratus 12 upon initially encountering a fragment.
{803587 In the exemplary criginal menu 300 llustrated
in FIG. 3, in this example, the menu management com-
puting apparatus 12 will only generate a unique index for
fhe multiple ocourrences of the "sort=price” key/value
pair fragment upon encountering it a second time in the
URL asscciated with the "Women Shoes” subcategory.
The menu management computing apparatus 12 can
parse the original menu 300 and maintain a list of previ-
ously encountered fragments and/or words which is used
o determine whether an associated index should be, or
has previously been, generated.

{0036] In another exampie, the menu management
somputing apparatus 12 can be configured to parse sach
URL to identify the prefix {e.g. "hitp/fwww.ac-
ma.comicalalog”), path (e.g. "Men_Shoss/products”),
and/or query fragments (e.g. "plp_i=2354&sort=price™
that are likely {0 be repeated in other URLs of the source
code 300. Although one example is illustrated and de-
scribed here, other methods and configurations can be
used to parse the URLs and titles of the original menu
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300.

[0037] Optionally, the generated indices include one
or more digits in base 82 format with each digit being an
ASCillower case letier, upper caseletter, or number from
0-9. In one example, the menu management corapuiing
apparatus 12 uses two base 62 digits which allows the
menurmanagement compuling apparatus 12 torepresent
820 or 3844 numbers, although other numbers of digits
and bases can also be used.

[B3038] In siep 210, the menu management corapuiing
apparatus 12 generates at least one dictionary including
ihe generated indices assodiated with a corresponding
one of the fragments or words or combinaticns of frag-
ments orwords. In this example, the menu management
computing apparatus 12 generates a words dictionary
for storing the generated unique indices for ooourences
ofaword, URL, path, or word of a path, and a parameters
dictionary for storing the generated unique indices for
cocurrences of a query, key/value pair of a query, key of
3 query, or value of a query for example. Other numbers
of dictionaries storing other fragments and/or words can
also be used.

[0038] An examplary words dictionary generated in
step 210 for the source code 300 is ifiustrated in Table 1.

Index

00

01 02/ 00

02 Accessories
03 Shoes

04 Men

08 Women

08 price

07 Dresses

08 Long

08 Ceremonies

[004087 An exempiary parameters dictionary for the
source code 300 is ilustrated in Table 2.
Table 2
Index | Fragment/Word
08 sori=price
01 plp_i
02 sart

[0041] Optionally, in step 212, the menu management
computing apparaius 12 cormpresses al least a poriion
of one or more of the dicticnaries. Also optionally, the
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menu management computing apparatus 12 can deler-
mine whether the requesting one of the client computing
devices 14{1}14(n) is a mobile computing device, as de-
scribed and illustrated earlier in step 208, and only com-
press at least a portion of one or mors of the dictionaries
when it is determinad that the requesting one of the client
computing devices 14(1}-14(n} is a mobile cormputing de-
vice. Accardingly, in some examples, step 212 is only
performed for mobile computing devices which have rel-
atively limited storage capabilities and can therefore ban-
efit most from a second level of compression as de-
scribed and Mlusirated herein.

{0042} In the exemplary original menu 300 illustrated
in FIG. 3, in one axample, the words dictionary includes
an entry of "C1:Accessories/Products” which establishes
an association of the base 62 number "01" with the "Ac-
cessories/Products” path fragment. In this example, the
menu managament computing apparatus 12 can com-
press the dictionary by replacing "Accessories/Products”
in the dictionary entry associated with the "01" index with
indices generated in step 208 for porions of the fragraent
{e.g."Accessories” and "Producis”). inthis exampie, "Ac-
scessories” is associated with the 02 index and "Products™
is associated with the 00 index in the dictionary. Accord-
ingly, the menu management computing apparatus 12
can replace the "01:Accessories/Products”™ eniry using
the indices generated in step 208 {e.g. "00:02/ 00"},
{00431 Alternatively, in examples inwhich indices were
not generated for portions of a fragment in step 208, the
menu managarment computing apparatus 12 can gener-
ate indices in step 212, store the generated indices and
associations in the dictionary, and replace the fragment
as described and illustraied earlier. In some examples,
the menu management computing apparatus 12 can
compress the dictionary for fragments and/or words hav-
ing a threshold number of characters or a threshold
number of portions shared with other fragments and/or
words in the dictionary. By estabiishing a threshoid, the
increased time required 1o comprass the dictionary can
be balanced with the reduced size of the compressed
dictionary. Gther methods of compressing the dictionary
can also be used.

{60447 In step 214, the menu management computing
apparatus 12 generates a moedified manu by replacing
occurrence(s) of the fragments and/or words in the orig-
inal menu 300 with a corresponding one of the indices
generated in step 208. In one example, the madifications
o the original menu 300 oceur during an initial parsing
of the original menu 300 and while the dictionary is being
generated by the menu management computing appa-
ratus 12. In anocther example, the menu management
computing apparatus 12 parses the original menu 300 a
second time, subsequent fo generating the dictionary,
and uses the dictionary to determine which fragments
and/or words are 1o be replaced.

{0045] Optionally, the fragments and/or words in the
ariginal menu 300 are replaced by the longest (e.q. larg-
est number of successive characters) corresponding
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fragment and/or word in the dictionary. For example, the
path fragment (e.g. "Men_Shoes/products”) of a URL as-
sociated with a subcategory is repealed several imes in
the original menu 300. Based on the configuration of the
reny management computing apparatus 12, the path
fragment may be included in the dictionary asscciated
with an index. in this exampie, ocourrences of the path
ofthe URL are replaced by the corresponding index even
when indices were generated, in step 208, and associ-
ated in the dictionary, inslep 210, with one or mora words
of the path {e.g. "Men,” "Shoes,” or "products”). In this
exampie, the dictionary entry for the path fragrent can
opticnally be compressed using the entries of the words
of the path, as described and illustrated earier with ref-
erence to step 212, and path fragment in the original
menu 300 will be replaced with a reduced nurmber of in-
dices.

[0046] Referring to FIG. 4, an exemplary modified
menu 400 generated in step 214 is illustrated. In this ex-
ampie, the modified menu 400 includes "0403" in piace
of the "Men Shoes” subcategory title included in the orig-
inal menu 3C0. As indicated in the exemplary words dic-
fionary shown in Table 1, the base 62 index "04" was
generated by the menu management computing appa-
ratus 12, in step 208, and associated with the word "Men”
in the dictionary, in step 210. Similarly, the base 62 index
"03" was generated by the menu management compui-
ing apparatus 12, in step 208, and associaied with the
word "Shoes” in the dictionary, in step 210. Gther indices
andg dictionary eptries can also ve used.

[0047] The source code 400 further includes " 0403/
00701&2354&00" in place of the "hitp/ivww.ac-
me.com/catalog/Men_Shoes/prod-

ucts?plp_i=2354 &sort=price” URL associated with the
"Men Shoes” subcategory. The "Men _Shoes” portion of
the path in the URL associated with the "Men Shoes”
subcategoryis replaced with "0403" which are the indices
associated with the "Men” and "Shoes” words, respec-
tively, in the words dictionary. Additionaily, the "products”
portion of the path and "plp_i* key fragment in the URL
associated with the "Maen Shoes” subcategory are re-
placed with "00" and "01," respectively, which are the
indices associated with the "products” portion of the path
and the "plp_i" key fragment in the words and parameters
dictionaries, respectively. Finally, the T"sort=price”
keyivalue pair fragment in the URL associated with the
"Men Shoes” subcategory is replaced with "00," which is
the index associated with the "sort=price” key/value pair
fragment in the parameters dictionary. The other titles
and URLs in the source code 300 are similariy modified
as illustraled in the modified renu 400.

[0048] Instep 218, the menu management computing
apparatus 12 optionally applies one or rmore rules to re-
move and/or insert spaces and/or special characters in
the modified manu 400, for exampie, so that the titles
and URLs can be properly interpreted and decom-
pressed at the requesting one of the dient computing
device 14{1}-14(n). In one example in which all words in
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fitles are replaced by a corresponding two digit base 62
index generated in step 208, the spaces or other standard
separaior in the titles can be removed. In this exaraple,
every two digits in a title represenis a word of the title so
the separators do not nead to be included and can be
removed to reduce the size of the modified menu 300.
in the modified menu 400, the space belween indices
that replaced the words in the "Men Shoes,” "Women
Shoes,” and "Long Dresses” litles is removed.

{00437  In exarnples in which some fragments of a URL
{e.g. words of a path} are not be replaced by an index,
the menu management cormputing apparatus 12 can in-
sert a space before and/for after any set of two or more
sequential indices in the URL. Byinserting a space, which
is not a valid characterinside a URL, any valid characters
and/or fragments not replaced can be differentialed from
any indices that repiaced fragments included in the orig-
inal menu 300. Other invalid characters can also be used
o differentiate indices thatreplaced fragments in the orig-
inal menu 300.

{30507 Additionally, in exarmpies in which all key/value
pair fragments are converted, a "&" or other special char-
acter separating sequential keyivalue pairs can be re-
moved by the menu management computing apparatus
12. Instead, in these exampies, the "&” character can he
inseried by the menu management computing apparaius
12 before and/or after any value fragment of a query frag-
ment for any of the URLs, By inserling the "&" charac-
ter{s), the value can be differentiated from any indices
that replaced fragments included in the original menu
300.

[8051] In the modified menu 400, the value fragment
"2354" of the URL associated with the "Men Shoes” sub-
category is preceded and followed by a "&" character,
which differentiates the "2354” value fragment from the
"01" and "00" indices that precede and follow, respec-
fively, the "2354" value fragment. Other special charac-
fers can alscbe used todifferentiaie indices that repiaced
fragments in the original menu 300.

{3052] Because all of the URLs have the same prefix
fragment of "htip:/ferww acme.comicatalog” in the origi-
nal menu 300, the prefix fragment is removed and re-
placed by a space in the modified menu 400. The prefix
fragment could alsa be replaced by an index value or a
special character, for example. Additionally, the " _" spe-
cigl character canberemovedfrom any of the URLs since
fwo indices (e.g. "0403") representing two words of a path
fragment are always separated by the "_" character as
a space is an invalid character in a URL and the words
would be representad by only one index ifthere were no
* " characier betwesan thern.

{0053] Other characters {e.g. "/ and "?") are not re-
moved from the URLs in this example since they are valid
characters and are not digits in the base 82 format used
for the indices. Other nules for modifying titles and/or URL
fragments with respect to spaces and special characters
can also be used.

{0054] Referring back to FiG. 2, in step 218, the menu
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management computing apparatus 12 sends the modi-
fiad menu 400 and the dicticnary to the requesting one
of the client computing devices 14{1)-14(n}. In step 220,
the menu management computing apparatus 12 sends
decompression source code o the requesting one of the
client computing devices 14(1)}-14{n). Tha decompras-
sion source cade, when executed by the requesting one
of the client cornputing devices 14{1)-14(n}, converts the
maodified menu 400 into the original menu 300 using the
diclionaries generated in step 210, and sent to the re-
guesting one of the client computing devices 14{1)}-14{n}
in step 218, and based on the rules applied in step 216.
[0055] Accordingly, the decompression source code,
sent by the menu managernant computing apparatus 12
with the dictionaries and the modified menu 400, is con-
figured to parse the modified menu 400, replace encoun-
iered indices with corresponding URL fragments and/or
title words in the dictionaries, and reversa the results of
the rules applied in step 216. For example, the decon-
pression source code can be configured {o inset a space
foHowing each word in a title thatis converted. In another
exampie, a " " special character in a path fragment of a
URL is inserted by the menu management compuiing
apparatus 12 following any each word of the path thatis
converted.

[0058] The decornpression source code can be con-
figured to reverse the result of applying one or more other
rules and/or perform other functions in order to convert
the modified menu 400 into the original menu 300. Ad-
ditionally, the decompreassion source code can be stored
in the memecry 20 of the menu management computing
apparatus 12 and sent to 8 requesting one of the client
computing devices 14(1)-14{n} following, or along with,
the modified menu 400 and the dictionaries.

[8057] Accordingly, as illustrated and described herein
this technology provides a number of advantages inciud-
ing methods, non-transitory computer readable medium,
and apparaiuses that reduce the storage requirements
for, and time requirad o ratriave, web page menus, With
this technology, a web page menu is compressed using
at least one dictionary to store indices corresponding i
word(s) in menu titles andfor fragmeni(s} in URLs of the
menu. The compressed menu is sent {o a reguesting
client cormputing device along with the dictionariss and
decompression source code configured to convert the
rnodified menu info the original menu. Advaniageously,
the modified menu, dictionaries, and decompression
source code can be sent in less ime and are smaller in
size than the original menu.

[06688] Having thus described the basic concept of the
invention, it will be rather apparent to those skilled in the
art that the foregoing detailed disclosure is intended to
be presented by way of example only, and is not limiting.
Various alterations, improvements, and modifications will
aoour and are intended to those skilied in the art, though
not expressly stated herein. These alterations, improve-
ments, and modifications are intended o be suggested
hereby, and are within the spirit and scope of the inven-
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fion. Additionaily, the recited order of processing ele-
ments or seguences, or the use of numbers, letters, or
other designations therefore, is not intended to limit the
claimed processes o any order except as may be spec-
ified in the claims. Accordingly, the invention is limited
only by the following claims and eguivalents thereto.

Claims

1. A method for compressing menus, the method com-
prising:

obtaining, with a menu managemant computing
apparatus, an original menu associated wiih a
web page requested by a dient computing de-
vice, the criginal menu comprising at least a plu-
ratity of uniform resource locators (URLs), each
cormnprising one or more fragments, and a plu-
rality of titles, each comprising one or more
words;

generating, with the menu management con-
puting apparatus, a unique index for one ocour-
rence of each of &t least a subset of the one or
more fragments and the one or more words;
generating, with the menu management com-
puling apparatus, at least one dictionary com-
prising the generated indices associated with a
corresponding one of the subset of the one or
more fragments or the one or more words;
generating, with the menu management com-
puting apparatus, a modified menu by repiacing
each ocourrence of each of the atleast a subset
of the one or more fragments and the one or
more words of the original menu with a corre-
sponding one of the unique indices; and
sending, with the menu management computing
apparatus, the modified menu and the at least
ong dictionary (o the client computing device.

2. Themethod of claim 1, wherein the one or more frag-
rments comprise one or more of a URL, prefix, path,
word of a path, query, key/value pair of a guery, key
of a query, or vaiue of a query.

The method of claim 1, wherein the at {east one dic-
ticnary comprises a words dictionary for storing the
ganerated unique indices for ccourrences of 8 word,
URL, prefix, path, orword of apath and a parameters
dictionary for storing the generated unigue indices
for ocourrences of a query, key/value pair of a query,
key of a query, or value of a query.

&

4.  The method of claim 1, further comprising:

compressing, with the menu management com-
puling apparatus, atleast a portion of the atleast
one dictionary; and
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sending, with the menumanagernent cornpuiing
apparatus, to the client computing device,
source code configured to convert the modified
source code into the original source code using
the at least one dictionary.

The method of claim 1, wherein the subset of the
one or more fragments includes only ane or more of
the fragments occurring more than once in the plu-
rality of URLs.

The method of claim 1, wherein the unigue indices
comprise one or more digits in base 62 format.

The method of claim 1, wherein the modifying further
comprises:

removing any separator between words for any
of the plurality of titles comprising two or more
words;

inserling a space before or after any two or more
sequential indices for any of the URLs; and
inserting a spedial character before or after any
value of a guery for any of the URLs.

The method of claim 1, further comprising:
determining, with the menu management com-
puting apparatus, whether the client comgputing
device is a mobile computing device; and
only performing the generating and sending
steps when it is determinad that the client com-
puting device is a mobile computing device.

A non-transitory computer readable medium having
stored thereon instructions for compressing menus
comprising machine execuiable code which when
executed by a processor, causes the processor to
perform steps comprising:

obtaining an original menu associated with a
web page requested by a client computing de-
vice, the original menu comprising atleast a plu-
rality of uniform rescurce locators (URLs), each
comprising one or more fragments, and a plu-
rality of titles, each comprising one or more
words;

generating a unigue index for one occurrenca
of each of at least a subset of the one or more
fragments and the one or more words;
generating at least one dictionary comprising
the generated indices associated with a corre-
sponding one of the subset of the one or more
fragments or the one or more words;
generating a modified menu by replasing each
occurrence of each of the at least a subset of
the one or more fragments and the one or more
words of the original menu with a corresponding
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18.

11,

12.

13.

14.

15.

18,

one of the unigue indices; and
sending the modified menu and the at least one
dictionary o the client compuling device.

The medium of claim 9, wherein the one or more
fragments comprise one or more of a URL, prefix,
path, word of a path, query, key/value pair of aquery,
key of a gquery, or value of a query.

The medium of claim 9, wherein the at least ons dic-
tionary comprises a words dictionary for storing the
generated unique indices for oocurrences of a word,
URL, prefix, path, or word of a path and a parameters
dictionary for storing the generated unigue indices
for occurrences of a query, key/value pair of a query,
key of a query, or vaiue of a query,

The medium of claim 8, further comprising machine
executabie code which, when executed by the proc-

5507, causes the processor to perform steps further
cornprising:

compressing at least a portion of the at lsastone
dictionary; and

sending to the client computing device source
code configured to convert the modified source
code into the original source code using the at
feast one dictionary.

The medium of daim 8, wherain the subset of the
one or more fragments includes only one or more of
the fragments oseurring more than once in the plu-
rality of URLs.

The medium of claim 8, wherein the unique indices
comprise one or more digits in base 62 format.

The medium of claim 8, wherein the modifying further
comprises:

rarnoving any separator batween words for any
of the plurality of titles comprising two or more
words;

inserting a space before or after any two or more
sequential indices for any of the URLs; and
inserling a speciai character before or after any
value of a query for any of the URLs.

The mediurm of claim 9, further comprising rmachine
executabie code which, whean executed by the proc-
essor, causes the processor o perform steps further
comprising:

determining whether the client computing de-
vice is a maobile cormpuling device; and

only performing the generating and sending
steps when itis determined that the client com-
puting device is a mobile computing device.
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A menu management computing apparatus, con-
prising:

a memory; and

a processor coupied to the mamory and config-
ured to execute programmed instructions stored
in the memory, cormprising:

obtaining an original menu associated with
aweb page requested by a client coraputing
device, the original menu comprising at
ieast a pluraiily of uniform resource iocators
{URLs), each comprising one or more frag-
manis, and a plurality of litles, each com-
prising one or more words;

generating a unique index for one ocour-
rence of each of ai least a subset of the one
or more fragments and the one or more
words;

generating at least one dictionary compris-
ing the generated indices associated with a
corresponding one of the subset of the one
or more fragments or the one or more
words;

generating a mo d menu by repiacing
each occurrence of each of the at least a
subset of the one or more fragments and
the one or more words of the original menu
with a corresponding one of the unigue in-
dices; and

sending the modified menu and the at least
one dictionary to the client computing de-
vice.

The apparatus of dlaim 17, wherain the one orrmore
fragments comprise one or more of a URL, prefix,
path, word of a path, query, key/value pair of a query,
key of a query, or value of a query.

The apparatus of claim 17 wherein the at least one
distionary comprises a words dictionary for storing
the generated unique indices for occurrences of a
word, URL, prefix, path, or word of a path and a pa-
rameters dictionary for storing the generated unigue
indices for occurrences of a guery, keyivaiue pair of
a query, key of a guery, or value of a query.

The apparatus of claim 17, wharsin the processoris
further configured to execute prograrnmed instruc-
tions stored in the memory further comprising:

compreasing at least a portion of the atieast one
dictionary; and

sending to the client computing device source
code configured to convert the modified source
code into the original source code using the at
least one dictionary.
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24.
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The apparatus of dlaim 17, wherein the subsei of the
one or more fragments includes only one or more of
the fragments ocourring more than once in the plu-

rality of URLs.

The apparatus of claim 17 wherein the unique indi-
ces cornprise one or more digits in base 652 format.

The apparatus of claim 17, wherein the modifying
further comporises:

removing any separator belween words for any
of the plurality of titles comprising twe or more
words;

inserting a space before or after any two or more
sequential indices for any of the URLs; and
inserting a special character before or after any
value of a guery for any of the URLs.

The apparatus of claim 17, wherein the processor is
further configured {o execuie programmed instruc-
tions stored in the memory further comprising:

determining whether the client computing de-
vice is a mobile computing device; and

only performing the generating and sending
steps when it is determined that the client com-
puting device is a mobile computing davice.
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Receive a Hypertext {ransfer Protocol (H'TP) Request for a Web Page from a
Client Computing Device 200

.

Obtain the Requested Web Page from a Server Computing Device 202

/

™

\\\
e,

Generate a Unique Index for One Occurrence of Each Fragnment and Word

:

Generate Dictionaries Including the Cenerated Indices Associated with a
Corresponding One of the Fragments or Words 210

.

Compress the Dictionaries 212

:

Genperate a Modified Menu by Replacing Each Occurrence of the Fragments and
Words in the Original Menu with a Corresponding One of the Indices 214

.

Apply Rule(s) Regarding Special Characters 216

.

Send the Modified Menu and the Dictionaries to the Client Computing Device
218

:

Send Decompression Source Code Configured to Convert the Modified Menu
into the Original Menu to the Clent Computing Device 220

FiG.2
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Description
FIEELD
{30847 This technology generally relates to methods,

non-transitory somputer readable medium, and appara-
iuses for processing cascading style sheets (C88s) in-
cluded in web pages and, more particularly, for reducing
the amount of code required to define CSSs.

BACKGROUND

[0002] Cascading style sheets {CSSs) are used by
software developers to define the format, appearance,
and/or fayout of web pages or to define media asscciated
with wab pages, such as animations. The inferpretation
of the properties of CSS code is browser-specific. For
compatibility, developers often include multiples of each
property and the rendering web browser utilizes only the
properties it recognizes. An exemplary CSS code frag-
ment 300 is Hlustrated in FIG. 3 as including six C8S
properties 302(1}-302(6}. The CS5 properties 302(1}-
302(4) are usad by WebKit-based wab browsers, the
CSS property 302(8) is used by Mozilla Firefox™ web
browsers, and the CSS property 302(6) is used by stand-
ards-compliant  web  browsers o define the
"rounded_border” class attribute. US patent number
6588201 discloses a method, system, and computer-
readable code for dynamically determining the most ap-
propriate [ocation for applying siyle sheels. US patent
number 7574488 discioses a sysiem, a method, and a
computer readable medium for reformatting web content
into a format readabie on one or more mokbile devices.
US patent number 7134073 discloses an apparatus and
a rnethod for enabling composite style sheet application
o multi-part electronic documents.

[0003] Due to the multiple properties, defining CSS8s
can require a large amount of code, which may be conm-
plex and/or difficult to maintain. Communicating and ren-
dering web pages with CSSs can also require a relatively
large amount of rescurces and time. Additionally, the im-
plermeniations required for compatbiiity are exposed 1o
the clientcomputing devices, which may not be desirable.

SUMMARY

[0004] Amethodforprocessing cascading style shests
inciudes receiving at a web content proxy server a Hy-
pertext Transfer Protocol (HTTP) request for a web page
from a client computing device. A type of browser from
which the HTTP request originated is identified with the
web content proxy server based on a user agent header
inciuded in the HTTP request. Al least one cascading
style sheet {CS8)} associated with the requested web
page is obtained with the web content proxy server. The
at least one CS8S including a CSS property comprising
at [east a prefix foliowed by a name. A determination is
made whether the prefix of the CSS property maiches
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an established vaiue with the web content proxy server.
A transformation function for the CSS property is applied
with the web content proxy server, when itis delermined
that the prefix of the C88 property matches the estab-
lished value. The transformation function is configured
{o modify the web page to replace the CSS property
based on the identified type of browser and the name of
the CSS property. The modified web page is sent with
the web content proxy server to the requesting client com-
puting device.

{80057 A non-transitory computer readable madium
having stored thereon instructions for processing cas-
cading style sheets including machine exacutable code
which whan execuled by a processor, causas the proc-
essor to perform steps including receiving an HTTP re-
quest for a web page from a dlient computing device. A
type of browser from which the HTTP request originated
is idenlified based on a8 user agent header included in
the HTTP request. At least one cascading style sheet
{CSS) associated with the requested web page is ob-
fained. The at least one CSS inciuding a CS8 property
comprising at least a prefix followed by a name. A deter-
mination is made whether the prefix of the CSS property
matches an established value. A transformation function
for the CSS property is applied, when it is determined
that the prefix of the C88 properly malches the estab-
lished value. The transformation function is configured
io modify the web page to replace the CSS8 properly
based on the identified type of browser and the name of
the CSS property. The modified web page is sent o the
requesting client computing device.

[0008] A web content proxy server apparatus includes
a memory coupled {0 a processor which is configured o
execute programmed instructions storad in the memory
comprising receiving as HTTP request for a web page
from a client computing device. A type of browser from
which the HTTP requ riginated is identified based on
a user agent header included in the HTTP request. At
least one cascading style sheat (CS8) associated with
the requested web page is obtained. The at least one
CSSincluding a CSS property comprising atleast a prefix
followed by a name. A determination is made whether
the prefix of the CSS property maiches an establishad
value. A transformation function for the CSS property is
applied, when it is determined that the prefix of the CE8
property maiches the established value. The transforma-
fion function is configured io modify the web page to re-
place the CSS property based on the identified type of
browser and the name of the C38 property. The rodified
web page is sent to the requesting client computing de-
vice.

{00077  This technology provides a number of advan-
tages inciuding methods, non-iransitory computer read-
able medium, and apparatuses that reduce the amount
and compiaxity of code required to define web page
C88s. With this technology, developers can include a
prefix to indicate that a C88 progerty should be trans-
formed server-side o be compatible with a web browser
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f a client computing device that originated the request
for the web page with the CS8. Accordingly, CSS code
can be optimized and web pages with C88s can be com-
municated relatively quickly to requesting client comput-
ing devices.

BRIEF DESCRIPTION OF THE DRAWINGS
[8808]

FIG. 1 is a block diagram of 3 network environment
whichincorporates an exarmplary web content proxy
Sarver;

FIG. 2 is a flowchart of an exempiary method for
processing a cascading style sheet (C88) included
in 2 web page;

FiG. 3is an exemplary cascading style sheet (CSS)
code fragment defining a class attribute for a plurality
of web browsers;

FIG. 4 is an exemplary CS8 code fragment dafining
the class aitribute of FIG. 3 and including a C88
property with an exemplary prefix indicating that the
property requires transformation;

FI3. 5is an exemplary CSS8 code fragment dafining
the ciass attribute of FIG. 3 and including the C88
propearty of FIG. 4 transformed for a standards-corn-
pliant web browser;

FIG. 6 is an exemplary CSS code fragment defining
the ciass attribute of FIG. 3 and including the C88
propartyof FIG. 4 fransformed for a Moziiia Firefox ™
web browser; and

FIG. 7 is an exemplary CSS code fragment defining
the class attrivute of FIG. 3 and including the C88
property of FiG. 4 transformed for a WebKit-based
webr browser.

DETAILED DESCRIPTION

[0609] An exemplary network environment 10 is iflus-
frated in FIG. 1 as including an exemplary web content
proxy server 12. In this example, the web content proxy
sarvar 12 is coupled 1o a plurality of server computing
devices 14{1)-14{n} and a plurality of ciient computing
devices 16(1)-16({n} by communication networks 18(1}
and 18({2}, although other types and nurabers of devices,
components, and elements in other topologies could be
used. This lechnology provides a number of advantages
inciuding methods, non-transifory computer readabie
madium, and apparatuses formore efficiently processing
cascading styie sheets (CSSs) of 2 web page based on
the wab browser originating the request for the web page
and without requiring that the web page include multiple

1o

15

20

25

40

<
(&)

ERP 2778976 B1 4

properties of the C&8& for cormpatibitity.

{00107 Referring more specifically to FIG. 1, the web
content proxy server 12 includes at least one processor
or central processing unit (CPU) 20, a memory 22, and
a natwork interface 24, which are coupied logether by a
bus 26 or other link, although other numbers and types
of components, parts, devices, systems, and slements
in other configurations and locations can also be used.
The processor 20in the web content proxy server 12 may
axecute a program of siored instructions one or more
aspects of the present invention, as described and ilius-
trated by way of the embodimenis herein, although the
processor 20 could execute other numbers and types of
programmead instructions,

{00111 The memory 22in the web content proxy server
12 stores these programmed instructions for one or more
aspects of the present invention as described and ilius-
frated herain, although some or all of the programmed
instructions could be siored and/or exscuted elsewhers.
A variety of different types of memory storage devices,
such as a RAM or a ROM in the system or a floppy disk,
hard disk, CD ROM, DVD ROM, or other non-transitory
computer readable medium which is read from and/or
written {o by a8 magnetic, oplical, or other reading and/or
writing system that is coupled to the processor 20, can
e used for the memory 22 in the web content proxy
server 12.

{00421 The neilwork interiace 24 in the web content
proxy server 12 is used to operatively couple and com-
municate between the web content proxy server 12 and
the client devices 18(1}-16(n) and server devices 14(1}-
14(n} via the cornmunication networks 24(1) and 24(2),
although other types and numbers of networks with other
types and numbers of connections and configurations
can aiso be used. For example, one or more of the com-
munication networks 24(1) and 24{2) can include one or
more networks, such as one ormore local area networks
{LANs) and/or wide area networks (WANs) such as the
internet. By way of example only, the commuricationnet-
works can use TCP/IP over Ethernet and industry-stand-
ard protocols, including Hypertext transfer protocol (HT-
TP}, secure HTTP (HTTPS), wireless application proto-
cot (WAP), and/or SOAP, although other types and num-
vers of comrmunication networks having their own com-
munications protocols, can also be used.

[0013]  Generally, the server computing devices 14(1)-
14(n}) process requests for web pages and other web
contentreceived from the client compuling devices 16{(1)-
18{n} via the comraunication networks 18(1) and 18(2)
according to the HTTP-based protoscol, for example, ai-
though the server cornputing devices 14{1}-14(n) can al-
so provide other numbers and types of functions. Each
of the server cornputing devices 14(1)-14{n} can include
a at ieast one processor or CPU, a memory, and a net-
work interface, which are coupled together by a bus or
other link, although each of the server computing devices
14{1}-14{n} could have other numbers and types of com-
ponents, parts, devices, systems, and elements in other
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corfigurations. The processor in each of the server con-
puting devices 14{1}-14(n} exacutes 3 program of stored
instructions for one or more aspects of the present in-
vention, as described and illustrated by way of the em-
bodiments harein, aithough the processor could execute
other numbers and types of programmed insiructions.
[0814] The memory in each of the server computing
devices 14(1)-14(n} stores these programmed instruc-
fions for one or more aspects of the present invention,
as described and iliusirated herein, although sore or all
of the programmed instrugctions could be stored and/or
executed elsewhere. A variety of different types of reerm-
ory sforage devices, such as a RAM or a ROM in the
system or a floppy disk, hard disk, CD ROM, DVD ROM,
or other non-transitory computer readable mediurm which
is read from and/or written to by a magnetic, opfical, or
other reading and/or writing system that is coupled to the
procassor, can be used for the memory in each of the
server computing devices 14{1)-14(n).

[0018] Thenetworkinterfaceineach of the servercom-
puling devices 14{1)}-14(n} is used {0 oparatively coupie
and comrnunicate between the server compuiing devices
14{1)}-14{n} and the web content proxy server 12 and
client computing devices 16(1)-16{n} via the communi~
cation networks 24{1} and 24(2), although other types
and numbers of communication networks with other
types and numbers of connections and configurations
canbeused. Eachofthe server computing devices 18(1)-
18{n) may be hardware or scftware or may represent a
system with raultiple servers in a pool, which may include
internal or exiernal networks. In this exampie the each
of the server computing devices 16{1}-16(n) may be any
version of Microsoft® S server or Apache® server, al-
though other types of servers may be used.

[0048] The client computing devices 12(1)}-12(n} ena-
ble a user to request, receive, and interact with applica-
tions, web services, and content hosted by the server
computing devices 14(1)-14{n} through the web content
proxy server 12 via the communication networks 24(1)
and 24(2), although one or more of the client computing
devices 12(1}-12(n) could access cortent and utilize oth-
er types and numbpers of applications from other sources
and could provide a wide variety of other functions for
the user. By way of exampie only, the client computing
devices 12(1)-12{n} can be smart phones, personal dig-
ital assistants, or computers.

[0617] In this example, each of the client computing
devices 16(1)-18(n} indudes atleas! one processor or a
CPU, amamory, anatwork interfase, a user input device,
and a display, which are couplaed together by a bus or
aiher link, although cne or more of client computing de-
vicas 16{1}-18{n) can include other numbers and types
of components, parls, devices, systems, and siemenis
in other configurations. The processorineach of the client
computing devices 18{1}-16(n} can execute a program
of instructions stored in the memory of each of the client
computing devices 16{1)}-18(n) for one or more aspects
ofthe presentinvention as described and illustrated here-
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in, although the processor could execute other numbers
and types of programmed instructions.

{08181 The marmoryin each of the client computing de-
vices 18{1)-16(n) stores these programmed instructions
for one or more aspacts of the present invention, as de-
scribed and illustrated herein, although some or aii of the
programmed insiructions could be stored andfor execut-
ed elsewhere. A variety of different types of memory stor-
age devices, such as 38 RAM or a ROM in the system or
afloppy disk, hard disk, CD ROM, or other non-fransitory
computer readable medium which is read from and/or
written to by a magnedtic, optical, or other reading and/for
writing system that is coupled to processor can be used
for the memory in each of the dient computing devices
16(1)-16{n}. Each of the client computing devices 16(1)-
16{n} can be sonfigured to access web services and con-
tent through a web browser stored in the memory.
[0019] The network interface in each of the client com-
puting devices 16{1}-16(n} is used to operatively couple
and communicaie hbetween each of the client computing
devices 16(1}16(n) and the web content proxy server 12
and server computiing devices 12(1)-12(n) via the com-
munication networks 18(1) and 18(2), although cther
fypes and numbers of communication networks with oth-
er types and numbers of connections and configurations
can be used.

{0020] The userinput device in each of the client com-
puting devices 16(1)-18(n} can be used to inpul sslec-
fions, such as a request for a particular web page, ai-
though the user input device could be used 1o inpul other
types of requests and data and interact with other ele-
ments. The user input device in each of the client com-
puting devices 18(1)-16{n} can include a keypad, touch
screen, and/or vocal input processing system, aithough
other types and numbers of user input devices can also
be used.

[0021] The display in each of the client computing de-
vices 16(1)-16{n) can be used {o show data and informa-
fion to the user, such as a requested web page by way
of exampie onily. The display in each of the client com-
putingdevices 16(1)-16{n)canbe an LCD, LED, or QLED
display, for exarmple, aithough other types and numbers
of displays could be used depending on the particular
type of client computing device 16(1)-18{n}.

{00227 Although embodiments of the web content
proxy server 12, clisni computing devices 18(1}-18(n},
and server computing devices 14(1}-14{n) are described
and illusiraled herein, each of the web contarnit proxy serv-
er 12, client computing devices 18{1)}-18(n}, and sarver
computing devices 14(1)-14{n} can be implemented on
any suitable computer apparatus or computing device. it
is to be understood that the apparatuses and devices of
the embodiments described herein are for exempiary
purposes, as many variations of the specific hardware
and software used o implement the embodiments are
possible, as will be appreciated by those skilled in the
relevant ar{s). Furthermore, each of the davices of the
embodiments may be conveniently implermented using
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one or more general purpese computers, microproces-
sors, digital signal processors, and micro-controllers,
programred according to the leachings of the embodi-
ments, as described and illustrated herein, and as will be
appreciated by those ordinary skill in the art.

[0023] Inaddition, two ormore computing apparatuses
or devices can be substituted for any one of the davices
in any embodiment described herein. Accordingly, prin-
cipies and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, to increase the robustness and performance of
ihe devices of the embodiments. The ermbodiments ray
also be implemented on computer apparatuses or devic-
es thatl extend across any suitable network using any
suitable interface mechanisms and communications
tachnologies, inciuding by way of example only telecom-
mumnications in any suiiabie form {e.g., voice and mo-
dern}, wireless communications madia, wireless commu-
nications networks, cellular communications networks,
3 communications networks, Public Switched Tele-
phone Network (PSTNs}, Packet Data Networks (PONs),
the Intermnet, intransts, and combinations thereof.
[0024] Theexamples may also be arnbodied as a non-
transitory computer readable medium having instructions
storad thereon for one or more aspects of the present
ischnology as described and illusiraled by way of the
exampies herein, as described herein, which when exe-
cuted by a processor, cause the processor to carry out
the steps necessary to implement the methods of the
exampies, as described and ilustrated bergin,

[0025] Anexemplary method for processing cascading
style sheets (C88s} included in a web page will now be
described with reference to FIGS. 1-7. Referring speci-
icaily to FIG. 2, in step 200, the web content proxy server
12 receives a Hypertext Transfer Protocol (HTTP) re-
quest for a web page from one of the client computing
devices 16(1)-16(n} via the comrmunication network
18(1).

[G0268] In step 202, the web content proxy server 12
identifies a type of web browser from which the HTTP
request received in step 200 originated. in this example,
the HTTP request can include a user agent header which
inciudes information regarding the originating web
browser inciuding at least the iype of the weab browser.
in step 204, the web content proxy server 12 retrieves
the requested web page from one of the server coraputing
devices 14(1}-14{n}, although the web page could be re-
irieved frorm other types of computing devices.

[0027] In step 208, the web content proxy sarver 12
determines whether the retfrieved web page has an as-
sociated CSS. In this example the C88 is included in the
source code for the web page. However, in other exam-
ples, the web page source code references a separate
external file which inciudes a CS8. In examples in which
a CS8Sis defined in a separate file, the initially-requestac
web page source code may cause a web browser of the
requesting one of the client computing device 18{1)-16{n}
io submit a request for the file. The web content proxy
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server 12 can parse the web page or the file retrieved
from the one of the server computing devices 14{1)-14(n}
to identify character strings associated with a C88 in-
cluded therein, for example, although other methods of
determining whether the web page has an asscciated
C&8& can aiso be usad.

{60287 If the web content proxy server 12 delermines
that the retrieved web page does not have an associated
CSS, then the No branch is taken to step 208. In step
208, the retrieved web page is sent io the requesting ong
of the client computing devices 18(1)}-16{(n). Optionally,
the web content proxy server 12 can perform other opti-
mizations on the web page prior to forwarding the web
page to the reguesting one of the client computing de-
vices 18(1)-16{n), such as optimizing the web page for
dispiay on a mobile computing device, for exampie.
{00237 Referring back to step 208, if the web content
proxy server 12 determi that the relrieved web page
does have an associated C88, then the Yes branch is
faken to sitep 210. In step 210, the web content proxy
server 12 determines whather a prefix of one of the C88
properties of the CS8 maiches an established value. The
astablished value can be sat by an administrator and
stored in the memory 22 of the web content proxy server
12, for example. The established value can alsc be
shared with web page devalopers. If the web content
proxy server 12 determines that the prefix of the C8&8
property does match the established value, then the Yes
branch is taken to step 212.

{30307 Referring o FIG. 4, an exemplary CS8S code
fragment 400 defining the "rounded_border” class at-
frivute of FIG. 3 is illustrated. in this examgle, the C88
code fragment 400 includes a CSS property 402 with a
-u-" prefix. In this example, the "-u-" prefix matches the
established value, aithough the established vaiue can be
any value that does not maich a prefix used by a web
browser (e.g. "-webkit-" or "-moz-"

{00317 Referring back to FIG. 2, in step 212, the web
content proxy server 12 determinas whether a transfor-
mation function is stored in the memory 22 for the C88
property based on the type of wab browser identified in
step 202 and a name of the CSS property (e.q. "border-
radius” of the CS8 property 402). In this example, the
web content proxy server 12 can store fransformation
functions for a plurality of CSS properties and a plurality
of wab browsers. The transformation functions are con-
figured to modify the web page to replace a CSS property
with one or more CSS progperties that are recognized by
the web browser of the requasting one of the client com-
puting devices 168{1)-16(n} and that provide equivalent
functionality. if the web content proxy server 12 deler-
mines that there is a transformation function for the ©SS
property and the identified type of web browser, then the
Yes branch is taken to step 214.

{00327 in step 214, the web content proxy server 12
applies the transformation function to the CS8 property
of the web page. Referring to FIGS. 5-7, exempiary CS8S
code fragments 500, 8C0, and 700 defining the
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"rounded_border” class attribute of FIG. 3 are illustrated.
The CSS code fragments 500, 600, and 700 include the
C88 property 402 of FIG. 4 ransformed for a standards-
compliant, Mozilla Firefox™, and WebKit-based type of
web browser, respeciivaly, into the CSS properties 502,
602, and 702. Although one exampie of 3 fransformation
ang web browser is illustrated and described here, other
types of transformations and other types web browsers
can also be used.

[B3033] Intheexampies shownin FIGS. 5-7, the applied
transformations repiace the prefix of the C88 property,
but in another example one or more of the CSS property
prefix, name, or value (e.g. "5px 10px 15px 20px" of the
C88 property 402} canbe removed, replace, or modified.
Additionally, the CSS property 402 is an example of a
C88 rule, but the CSS property can also be a 38 ex-
iension funciion or any other type of CSS statement or
dedaration.

[0634] In step 216, the web conient proxy server 12
determines whether there is an additional CSS property
inciuded in the CS8. For example, the C88 can include
muitiple class attributes having atleastone CSS property
andfor one or more class altribuies with multiple CS88
properties. If the web conient proxy server 12 determines
that the CSS includes an additional CSS property, then
the Yes branch is taken to step 210. Optionally, in this
exampie steps 210-214 would be repeated for each CSS
property included in the CSS8.

[0038] Ifin step 216 the web content proxy server 12
determines that there is no additional C38 property, then
ihe No branch is taken to step 218. in step 218, the web
contentproxy servar 12 determines whether the refrieved
web page includes an additional C3S. If the web content
proxy server 12 determines that there is an additional
C88, thenthe Yes branchis taken tostep 210, Optionally,
in this example steps 210-216 would again be repeated
for each additional C88 inciuded in the refrieved wab
page.

[G036] If, in sipp 218, the wab content proxy server 12
determines there is no additional C8S, then the No
branch is taken o step 208. In step 208, the web page,
which may have come from step 206 or may have been
modified based on any transformation functions applied
in step 214, is seni o the requesting one of the client
computing devices 18(1)-16(n}.

{80377 Referring back to step 210, if the web content
proxy server 12 determines that the prefix of the 88
property does not malch the established vaiue, then the
No branch is taken o step 216. In step 216, the web
content proxy server 12 determines whether the CSS
includes an additional CSS property, as described and
illustrated earlier.

[O038] Additionally, referring back o step 212, if the
web content proxy server 12 determines that there is not
a fransformation function for the CSS property and the
identified type of web browser, then the No branch is
optionally taken to step 220. In step 220, the web content
proxy server 12 removes the C88 property from the re-
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fneved web page. Since the CSS property includes a
prefix matching an established value and that the web
browser of the requesting one of the client compuling
devices 16{1)-16{n} will not recognize, the C3S property
wili not be interprated by the web browser and can be
removed. Once removed, the web content proxy server
12 determines, in step 216, whether the CSS8 inciudes
an additional CSS property, as described and illustrated
earlier.

{00337  Accordingly, as illustrated and described herein
this technology provides a number of advaniages includ-
ingimproved methods, non-ransitory computer readable
medium, and apparaiuses for reducing the amount of
code raguired o define wab page C8S8s, With this tech-
nology, deveiopers can indicate, using an esiablished
prefix value, CSS properties that are 1o be transformad
to be compliant with a web browser from which a request
for the web page included the C8S originatad. Thereby,
developers can define web page CSSs using less and
simpler code, which can advantagecusly be optimized
server-side for each requesting web browser.

{00407 Having thus described the basic concept of the
invention, it will be rather apparent {o those skilled in the
art that the foregoing detailed disclosure is intended io
be presented by way of exampie only, and is not limiting.
Various aiterations, improvements, and rodifications will
occur and are intended to those skilled in the art, though
not expressiy siated herein. These alterations, improve-
ments, and modifications are intended {o be suggestad
hereby, and are within the scope of the invention as
claimed. Additionally, the recited order of processing el
amenis or sequences, or the use of numbers, letiers, or
other designations therefore, is not intended to limit the
claimed processes 1o any order except as may be spec-
ified in the claims. Accordingly, the invention is lirited
only by the following claims and equivalents thereto.

Claims

1. A method for processing cascading style sheets,
comprising:

receiving by & web content proxy server & Hy-
pertext Transfer Protocol (HTTP) request for a
web page from a client computing device;
ideniifying by the web content proxy server a
tvpe of a browser executing on the client com-
puling device from which the HTTP request orig-
inated based on a user agent header included
in the HTTP request;

obtaining by the web content proxy server at
least one cascading siyle sheet (CS8) associ-
ated with the reguested web page, the at least
one CSS inoluding 8 CSS property, the C88
property cormprising at least a prefix foliowed by
aname;

determining by the web contentproxy serverand
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subsequent to obtaining the CSS when the pre-
fix of the CSS property included in the C88
matches an established value;

applying by the web content proxy server a
fransformation function for the CSS property,
the transformation function configured to modify
the previously obiained CSS toreplace the CSS
property based on the identified type of browser
and the name of the CSS property, when the
prafix of the C©SS property is determined 1o
match the established value; and

sending by the web content proxy server the
modified C88 fo the requesting client computing
device to be renderad by the browser axecuiing
on the client computing device.

The method as set forth in claim 1, further compris-
ing:

determining by the web content proxy server
when there is a transformation funstion for the
CSS property based on the identified type of
browser and the name of the CSS property,
when the prefix of the C88S property is deter-
mined to match the established value; and
rarnoving by the web content proxy server the
CSS property, when the determining indicates
there isnota transformation functionfor the C88
property.

The method a5 set forth in claim 1, wherein the CSS
property further comprises at least one value follow-
ing the name of the C88 property and the transfor-
mation function is further configured fo replace the
prefix or the value of the CSS property.

Thne method as set forth in claim 1, further comgpris-
ing:

determining by the web content proxy server
12 Or more

other CSS properties; and

repeating by the web content proxy server the
datermining when the prefix of the one or rore
other CSS properties maiches the esiablished
value and the applying the transformation func-
tion for the C88 property for each of the one or
mora other CSS propertias prior io sending the
modified C88 to the requesting client computing
device, when the atleast one C3S5 is determined
toinclude the one or more other CS8 propertlies.

The method as set forth in claim 1, wherein the CSS8
property is a CSS rule or a CSS extension function.

A non-transitory computer readable medium having
stored thereon instructions for processing cascading
style sheets comprising machine executable code
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which when executed by a processor, causes the
processor to perform steps comprising:

receiving a Hypertext Transfer Protocol (HTTR)
raquest for a web page from a client computing
device;

identifying a type of a browser executing on the
client computing device from which the HTTP
requestoriginatedbased ona useragentheader
included in the HTTP request;

obtaining at least one cascading style sheet
{CSS) associated with the reguesied web page,
the at least one CS8 including a C3S property,
the CS8 properly comprising at least a prefix
followed by a name;

determining subsequent {o obtaining the C38
when the prefix of the CSS property included in
the CS88 maiches an esiablished valus;
applying a transformation function for the CSS
property, the transformation function configurad
iornodify the previously obiained CSS o replace
the CSS property based on the identified type
of browser and the name of the CSS property,
when the prefix of the CSS property is deter-
mined ic maich the established value; and
sending the maodified CSS (o the requesting cli-
ent computing device to be rendered by the
browser executing on the client computing de-
vice.

The medium as sei forth in claim 8, further having
stored thereon instructions comprising machine ex-
ecutabie code which when executed by the proces-
sor causes the processor to perform sieps further
cornprising:

determining when therais a ransformation func-
tion for the CSS property based on the identified
type of browser and the name of the CSS8 prop-
erty, when the prefix of the C588 property is de-
termined to match the established value; and
removing the CSS property, when the determin-
ing indicates there is not a transformation func-
fion for the C88 property.

The medium as setforth inclaim 8, wherein the CSS
property further comprises at least one vaiue follow-
ing the name of the G383 progearty and the transfor-
mation function is further configured o replace the
prefix or the value of the CSS property.

The medium as set forth in claim 8, further having
stored thereon insiructions comprising maching ex-
ecutable code which when executed by the proces-
sor sauses the processor 1o perform steps further
comprising:

determining when the at least one C88 inciudes
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one or mare other C3S properties; and
repeating the determining when the prefix of the
ane or roore ciher C8S properties malfches the
established value and the appliying the transfor-
mation function for the T3S property for each of
the one or more other CSS properties prior to
sending the rmodified C88 to the requesting oli-
ent compuiing device, when the at least one
CSS is determined to inciude the one or more
other C88 properties.

10, The medium as set forth in claim 8, wherein the CS8
property is a CSS rule or a CSS extension function.

11. A web content proxy server apparatus, comprising:

a mermory coupled to a processor which is con-
figured to execute programmed instructions
stored in the memory comprising:

recaiving a Hypertext Transfer Protocol
{HTTP)} request for a web page from a client
compuling device;

identifying a type of a browser executing on
the client computing device from which the
HTTPR request originated based on a user
agent header included inthe HT TP request;
cbtaining atleast one cascading style sheet
{C38) associated with the requested web
page, the atleast one C88 including a CSS
property, the C88 property comprising at
least 8 prefix followed by a name;
determining subseguent fo obtaining the
CSS when the prefix of the CSS property
inciuded in the C8S rmalches anesiablished
value;

applying a transformation function for the
CS8S property, the transformation funciion
configured o modify the previously ob-
tained C8S to replace the CSS property
based on the identified type of browser and
the name of the CSS property, when the
prefix of the CSS property is determined to
maich the established value; and

sending the modified CSS to the requesting
client computing device o be renderad by
the browser executing on the client comput-
ing device.

12. The apparatus as set forth in claim 11, wherein the
processor is further configured to execute pro-
grammed instructions storad in the memory further
comprising:

determining when there is atransformation func-
tion for the C88 property based on the identified
type of browser and the name of the C88 prop-
erty, when the prefix of the CSS property is de-
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termined o maich the established vaiue; and
removing the CSS property, when the determin-
ing indicates thera is not a transformation func-
tion for the CSS property.

13. The apparatus as set forth in claim 11, wherein the
S8 properly further comprises at least one value
following the name of the CSS properly and the
transformation function is further configured to re-
place the prefix or the value of the C8S property.

14. The apparatus as set forth in claim 11, wherein the
processor is further configured to execute pro-
grammead instructions stored in the memory further
comprising:

determining when the at least one CSS includes
one or more other G388 progperties; and
repeating the determining when the prefix of the
one or more other CSS properties matches the
established value and the appiving the transfor-
mation function for the CS88S property for each of
the ona or more other CSS properties prior o
sending the modified C3S8 to the requesting cli-
ent computing device, when the at ieast one
C88 is determined fo indude the one or more
other CSS properties.

18. The apparatus as set forth in claim 11, wherein the
C88 property is a C8S rule or a C8S extension func-
fion.

Patenfanspriche

1. Verfahren zum Verarbeiten von Cascading Style
Sheats, wobei das Verfahren unfasst, dass:

durch einen Proxy-Server fir Webinhalte eine
Hypertext-Transfer-Protokoll-Anfrage  {HTTP-
Anfrage) nach einar Webseite von einer Client-
Rechenvorrichtung empfangen wird;

durch den Proxy-Server fir Webinhalte ein Typ
aines Browsers, der gerade auf der Client-Re-
chenvorrichitng ausgefinrt wird, von der die
HTTP-Anfrage stammte, auf der Grundiage ei-
nes User-Ageni-Headers, der in der HTTP-An-
frage enthalten ist, identifiziert wird;

durch den Proxy-Server flir Webinhalie mindes-

tens ein Cascading Style Sheet (CSS), das der
angefragten Webseite zugeordnel ist, beschaift
wird, wobei das mindestens eine CSSeine C83-
Eigenschafi enthalt, wobei die CSS-Eigenschafi
mindastens einen Vorspann gefolgt von einem
Namen umfasst;

durch den Proxy-Server flir Webinhalte und im
Anschluss an das Beschaffen des C38 fesige-
stelit wird, ob der Vorspann der CSS-Eigen-
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schaft, die in demy CSS enthalten ist, mit einem
fesigelegten Wert Ubereinstimmt;

durch den Proxy-Server flir Webinhalte eine
Transformationsfunktion fGr die CSS-Eigen-
schaft angewendat wird, wobei die Transforma-
tionsfunktion ausgestaltet ist, um das zuvor be-
aschaifte CSS zu modifizieren, indem sie die
CSS-Eigenschafi auf der Grundiage des identi-
fizierien Typs des Browsers und des Namens
der CSS-Eigenschafl erselzt, wenn festgestelit
wird, dass der Vorspann der CSS-Eigenschaft
mit dem festgalegten Wert Obereinstiramt; und
durch den Proxy-Server fir Webinhaite das mo-
difizierte C338 andie anfragende Client-Rechen-
vorrichtung zur Wiedergabe durch den Browser,
der gerade auf der Client-Rechenvorrichtung
ausgefiihrt wird, gesendet wird.

Verfahren nach Anspruch 1, das ferner umfasst,
dass:

durch den Proxy-Server fir Webinhalie auf der
Grundlage des identifizierten Typs des Brow-
sers und des MNamens der CSS-Eigenschaft
fesigestellt wird, ob es aine Transformations-
funkiion flir die CSS8-Eigenschaft gibl, wenn
festgestellt wird, dass der Vorspann der CS88-
Eigenschafi mit derm festgelegten Weri (berein-
stimmt; und

durch den Proxy-Server {ir Wabinhalle die
CSS-Eigenschafi entfernt wird, wenn die Fesi-
stellung anzeigt, dass es keine Transformati-
onsfunktion flir die C8S8-Eigenschaft gibt.

Varfahren nach Anspruch 1,

wobei die CS&-Eigenschaftferner mindestens einen
Wertumiasst, der dem Namen der CS8-Eigenschaft
folgt, und wobei die Transformationsfunktion ferner
ausgestaitet ist, urn den Vorspann oder den Wert
der C8S5-Eigenschaft zu ersetzen.

Jerfanren nach Anspruch 1, das ferner umfasst,
dass:

durch den Proxy-Server flir Webinhaite fesige-
stelit wird, ob das mindestens eine C3S eine
oder menrere andere CSS-Eigenschaften ent-
halt und

durch den Proxy-Server flir Webinhalte das
Fesistellen, ob der Vorspann der einen oder der
mehreren anderen CSS-Eigenschafien mitdern
fesigelegten Wert Ubereinstimmt, und das An-
wendan der Transformationsfunkiion filr die
CSS-Eigenschaft fir jede der einen oder der
mehreren andaren CS8S-Eigenschaften vor dem
Senden des modifizierien C8S an die anfragen-
de Client-Rechernvorrichiung wiederholl wer-
den, wenn festgestellt wird, dass das mindes-
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7.

tens eine CS8 die eine oder die mehreren an-
deren C85-Eigenschaften enthalt.

Verfahren nach Anspruch 1,
waobeidie C88-Eigenschaft eine C8S-Regel oder ei-
ne CSS-Erweiterungsfunkiion ist.

Nicht voribergehendes computerlesbares Medium
mit darin gespeicherten Anweisungen zum Verar-
beiten von Cascading Style Sheets, wobei die An-
weisungen einen maschinenausfGhrbaren Code
umfassen, welcher, wenn er von einem Prozessor
ausgefihrt wird, veranlasst, dass der Prozessor
Schiitte ausflhrt, die umfassaen, dass:

aine Hypertext-Transfer-Proiokoli-Anfrage
{HTTP-Anfrage} nach einer Webseite von einer
Client-Rechenvorrichtung empfangen wird;
ein Typ eines Browsers, der gerade auf der Cli-
ent-Rechenvorrichtung ausgefihrt wird, von
welcher die HTTP-Anfrage starmmi, auf der
Grundlage eines User-Agent-Headers, der in
der HTTP-Anfrage enthalien ist, ideniifiziert
wird;
mindestens ein Cascading Style Sheet {CSS8)
beschafft wird, das der angefragten Webssite
zugeordnetist, wobei das mindestens eine 88
eine C8S-Eigenschaft enthall, wobei die C88-
Eigenschaft mindestens einen Vorspann gefolgt
von einem Naraen unfasst;
im Anschiuss an das Beschaffen des CSS fest-
gestellt wird, ob der Vorspann der CSS-Eigen-
schaft, die in dem C88 enthalten ist, mit einem
fesigeiegten Wert Gbereinstimmt;
aine Transformationsfunktion fiir die CS8-ki-
genschaft angewendet wird, wobei die Trans-
formationsfunktion ausgesiaitet ist, um das zu-
vor beschaffte C88 zu modifizieren, indem sie
die C88-Eigenschaft auf der Grundlage des
identifizierien Typs des Browsers und des Na-
means der C88-Eigenschaft ersetzt, wenn fest-
gestellt wird, dass der Vorspann der CSS-Ei
genschaft mit dem festgelegten Wert Uberein-
stimmt; und
das modifizierte C88 an die anfragende Client-
Rechenvorrichiung zur Wiedergabe durch den
Browser, der gerade auf der Client-Rechenvor-
richiung ausgefiihrt wird, gesendat wird.

Medium nach Anspruch 6,

in dem femer Anweisungen gespeichert sind, die ei-
nen maschinenausfiinrbaren Code umfassen, wal-
cher, wenn er von derm Prozessor ausgeflihel wird,
veranlasst, dass der Prozessor Schritfe austihrt, die
ferner umfassen, dass:

auf der Grundiage des identifizierten Typs des

-

Browsers und des Namens der CSS-Eigen-
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schaft fesigestellt wird, ob es eine Transforma-
tionsfunktion fir die C8S-Eigenschaft gibt,
wenn festgestelit wird, dass der Vorspann der
CSS-Eigenschaft mit dem fesigelegten Wert
Uoerainstimmt; und

die C88-Eigenschaft entfernt wird, wenn das
Fasistellen anzeigl, dass s keine Transforma-
tionsfunktion flr die C88-Eigenschaft gibt.

Medium nach Anspruch 6,

wobei die CSS-Eigenschafi ferner mindestens einen
Wertumfasst, der dem Namen der C88-Eigenschaft
folgt, und wobei die Transformationsfunition ferner
ausgesialtel ist, um den Vorspann oder den Wert
der CSS-Eigenschaft zu ersetzen.

Mediurn nach Anspruch 6,

in dem fernar Anweisungen gespeichart sind, die ei-
nen maschinenausflinrbaren Code umfassen, wel-
cher, wenn er von dem Prozessor ausgefiihrt wird,
veranlasst, dass der Prozessor Schrilte ausiiihit, die
ferner umfassen, dass:

fesigestellt wird, ob das mindestens eine C88
eine oder mehrere andere CSS-Eigenschafien
enthit; und

das Feststellen, ob der Vorspann der einen oder
der mehreren anderen CSS-Eigenschaften mit
dem festgelegten Wert Gbereinstimmi, und das
Anwenden der Transformationsfunktion fUr die
CSS-Eigenschafi fur jede der einen oder der
mehraren anderen C33-Eigenschafien wieder-
holt werden, bevor das modifizierte CS85 an die
anfragende Client-Rechenvorrichtung gesen-
det wird, wenn festgesteiit wird, dass das min-
destens eine CSS die eine oder die mehreren
anderen C88-Eigenschaften enthalt.

18, Medium nach Anspruch 6,

1.

waobei die C8&-Eigenschatteine CSS-Regel oder ei-
ne C3S-Erweiterungsfunktion ist.

Proxy-Servervorrichtung fiir Webinhalte, umfas-
send:

ainen Speicher, dermiteinem Prozessor gekop-
pelt ist, welcher ausgestaltet ist, um program-
mierle Anweisungen auszufGhren, die in dem
Speicher gespeichert sind, welche umfassen,
dass:

eine Hypertext-Transfer-Protokoll-Anfrage
{HTTP-Anfrage) nach siner Webseile von
einer Client-Rechenvorrichtung empfan-
gen wird;

ein Typ eines Browsers, der gerade auf der
Clent-Rechenvorrichiung ausgefihrt wird,
von weicher die HTTP-Anfrage stammit, auf
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12.

13.

14.

18

der Grundlage eines User-Agent-Headers,
derinder HT TP-Anfrage enthaitenist, iden-
tifiziari wird;

mindestens ein Cascading Style Sheet
{CS8) beschafft wird, das der angefragten
Webseite zugeordnet ist, wobei das min-
destens eine CS8 eine CSS-Eigenschaft
enthalt, wobei die CS8S-Eigenschaft min-
destens einen Vorspann gefolgt von einem
Narnen umfasst;

nach dem Beschaffen des CSS festgestellt
wird, ob der Vorspann der CSS-Eigen-
schaft, die in dem CSS enthalten ist, mit ei~
nem festgelegten Wert Ubereinstirnmy;
eine Transformationsfunktion fur die C8S8-
Elgenschaft angewendat wird, wobei die
Transformationsfunktion ausgestaitet ist,
um das zuvor beschaifte CSS zu modifizie-
ren, indem sie die CSS-Eigenschaft aufder
Grundlage des identifizierten Typs des
Browsers und des Namens der CSS-Eigen-
schaft ersetzt, wenn festgestellt wird, dass
derVorspann der C88-Eigenschaft mil dem
festgelegten Wert (bereinstimmt; und

das modifizierte CE8 an die anfragende Cli-
ent-Rechenvorrichtung  zur Wiedergabe
durch den Browser, der gerade auf der Cli-
eni-Rechenvorrichiung  ausgef(ihri  wird,
gesendet wird.

Vorrichtung nach Anspruch 11,

wobei der Prozessor ferner ausgestaltet ist, um pro-
gramrmierie Anweisungen auszufiihren, die in dem
Speicher gespeichert sind, die ferner umfassen,
dass:

auf der Grundiage des identifizierten Typs des
Browsers und des Namens der CSS-Eigen-
schaft fesigestellt wird, ob es eine Transforma-
fionsfunktion fUr die C8S-Eigenschaft gibt,
wenn festgesialit wird, dass der Vorgpann der
CSS-Eigenschaft mit dem festgelegten Wert
Ubereinstimmt; und

die C88-kigenschait enfferni wird, wenn das
Feststellen anzeigt, dass es keine Transforma-
tionsfunktion flir die CSS-Eigenschaft gibt.

Vorrichtung nach Anspruch 11,

wobei die CSS-Eigenschafi ferner mindestens einen
Wert umfassi, der dem Namen der CSS-Eigenschaft
foigt, und wobei die Transformationsfunktion ferner
ausgestaltet ist, um den Vorspann oder den Wert
dar CS8-Eigenschaft zu ersatzen.

Vorrichiung nach Anspruch 11,

wobei der Prozessor ferner ausgestaltet ist, um pro-
grammierte Anwaisungen auszufhren, die in dem
Speicher gespeichert sind, die ferner umfassen,
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dass:

festgestellt wird, ob das mindestens eine CS8
aine oder mehrere andere CS3-Eigenschaften
enthait; und

das Feststellen, oh der Vorspann der einen oder
der mehreren anderen C8S-Eigenschaiten mit
dem festgelegten Wert (bereinstimmt, und das
Anwenden der Transformationsfunktion fUr die
C88-Eigenschaft fiir jede der einen oder der
mehreren anderen CS8-Eigenschaften wieder-
nholt werden, bavor das maodifizierte C88 an die
anfragende Client-Rechenvorrichtung gesen-
det wird, wenn fesigesteill wird, dass das min-
destens eine CSS die eine oder die mehreren
anderen C35-Eigenschaften enthait.

15, Vorrichtung nach Anspruch 11,

wobei die CSS-Eigenschafi eine C5S-Regel oder ei-
ne C88-Erweiterungsfunktion ist.

Revendications

Procadeé de traitement de feuilles de style en casca-
de, cornprenant les dtapes consisiant & ©

recevoir, par un serveur proxy de contenus Web,
une demande de Protocole de Transfert Hyper-
texte (HTTP) pour une page Web & partir d'un
dispositif informatique client ;
identifier, par le serveur proxy de contenus Web,
un type de navigateur g'exécutant sur le dispo-
sitif informatique client d'ot la demande de
HTTP est originaire sur la base dun en-iéte
d'agent utilisateur inclus dans I3 demande de
HTTP;
obtenir, par le serveur proxy de contenus Web,
au moins une feuille de style an cascade (C38)
associée a la page Web demandée, la au moins
une C88 incluant une propriétd de CS8, la pro-
prigté de CSS comprenant au moins un préfixe
suivi d'un nom ;
déterminer, par le serveur proxy de contenus
Wab et aprés V'obtention de la CSS, lorsgue e
préfixe de la propriété de C88 incluse dans |
CSS correspond a une valeur établie ;
appliguer, par le serveur proxy de contenus
Web, unefonciion de transforraation pouria pro-
riété de C8S, la fonction de transformation
dtant configurée pour madifier la CSS précsé-
demment obtenue pour remplacer la propriété
de C88 sur la base du type de navigaleur iden-
tifié ot du nom de ia propriété de €SS, lorsque
l2 préfixe de la propriété de C83 est déterminé
pour correspendre & [a valeur établie ; et
envoyer, par le servaur proxy de contenus Web,
la CS5 modifide au dispositif informatique client
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demandeur pour un rendu par le navigaieur
s'exécutant sur le dispositif informatique client.

2. Procédé selon la revendication 1, comprenant en

oulre les étapes consistant a ¢

déterminer, par le serveur proxy de contenus
Web, iorsqu’il existe une fonction de transfor-
mation pour la propriété de CSS surla base du
type de navigateur identifié et du nom de la pro-
prigté de CSS, lorsque le préfixe de la proprigié
de CSS8 est déterminé pour correspondre a la
valeur établie ; et

supprimar, par le serveur proxy de contenus
Web, la propriété de CSS, lorsque |a détermi-
nation indigue quil n'y a pas da fonction de
fransformation pour |a propriété de CSS.

3. Procédé selonlarevendication 1, dans lequella pro-

priété de CSS comprend en guire au moins une va-
leur suivant le nom de la propriéid de €8S, et la
fonction de transformation est en outre configurée
pour remplacer le préfixe ou la valeur dela propriéid
de CSS.

Procédé selon la revendication 1
outre ies étapes consistant a :

, comprenant en

déterminer, par le serveur proxy de contenus
Web, lorsque {a au moins une C88 comprend
une ou plusieurs autres propriétés de C88 ; ot
répéter, par le servaur proxy de contenus Web,
ia détermination lorsque le préfixe des une ou
plusieurs autres propriétés de CSS correspond
a la valeur stablie, et appliquer ia fonction de
transformation pour ia propriété de CSS pour
chacune des une cu plusieurs autres propridtés
de CS88 avant d'envoverla CSS modifiée au dis-
posilif informalique client demandeur, lorsque
iz au moins une CS8 est déterminée pour inclu-
re les une ou plusieurs autres proprigtés de
CSS.

5. Procédé selonlarevendication 1, dans lequel ta pro-

prigté de CSS est une régle de CSS ou une fonction
d'extension de C8S.

Support lisivle par ordinateur non fransiioire sur le-
quel sont stockées des instructions pour traiter des
feuilles de style en cascade comprenant un code
exécutable parune machine qui, lorsqu’it est exécuis
par un processeur, améne le processeur & effectusr
des Stapes consistant & ©

recevoir une demande de Protocole de Trans-
fert hypertexte (HTTP) pour une page Web &
partir d'un dispositif informatique client ;

identifier un type de navigateur s'exécutant sur
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le dispositif informatigue client d'ol la demande
de HTTP est criginaire sur ia base d’un en-téte
d'agent ulilisateur inclus dans la demande de
HTTP ;
obtenirau moins une fauille de style en cascade
associée a la page Web demandée, la au moins
une C88 incluant une propriété de C88, la pro-
priéié de CSS comprenant au moins un préfixe
suivi d'un nom ;
déterminer aprées Pobtention de la C88 lorsque
le préfixe de la propriété de CSS incluse dans
la CS8 correspond a une valeur établie ;
appliquer une fonction de fransformation pour
la proprigté de CS8, la fonclion de transforma-
tion étant configurée pour modifier la C55 pré-
cédemment obtenua pour remplacer 13 proprié-
té de CSS en fonction du type de navigateur
identifié et du nom de la proprigté de CSS, iors-
que le préfixe de la propriété de CSS est déter-
miné pour correspondre 4 la valeur établie ; et
envoyer ia CS8 madifiée au dispositif informa-
tique client demandeur pour un rendu par le na-
vigateur s'exécutant sur le dispositif informati-
que client.
Suppart seion la revendication 8§, comportant en
outre des instructions stockées sur celui-ci compre-
nani un code exécutable par une machine qui, iors-
quil est exéoutéd par le processeur, amene le pro-
cesseur a effectuer des Stapes suivaniss consistant

=i

determiner quand il existe une fonction de trans~
formation pour la propriété de CSS sur la base
du type de navigateur identifié et du nom de ia
proprieté de CSS, lorsgue le préfixe de la pro-
prigté de CSS ast déterminéd pour correspondre
2 la valeur établie ; et

supprirmaer ia propriétd de CS8, lorsque la déter-
mination indigue qu’il N’y a pas de fonction de
fransformation pour ia propriété de CSS.

Support selon ia revendication 8, dans lequel la pro-
priété de C8S comprend en oulre au moins une va-
leur suivant le nom de la propriété de CSS, et ia
fonction de transformation est en outre configurée
pour rempiacer le préfixe ou la valeur de la propriété
de C88.

Support selon la revendication 6, comprenant en
outre des instructions stockées sur celui-ci compre-
nant un code exécutable par une machine qui, iors~
quil est exéouté par le processeur, amene e pro-
cesseur & effectuer des atapes consistant en outre

a:

déterminer quand la au moins una CSS com-
prend une ou plusieurs aulres proprigtés de
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CSS8 et

répéter la détermination lorsque le préfixe des
une ou plusieurs aulres propriéiés de CSS cor-
respond & la valeur établie, et appliguer la fone-
tion de transformation pour {a progriétsd de C88
pour chacune des une ou plusieurs autres pro-
pridgtés de CSS avani d’envoyeria CSSmodifide
au dispositif informatique client demandeur,
lorsque la au moins une CSS est déterminée
pourinclure les une ou plusieurs aulres proprié-

oo

tés de CSS.

18. Support selon la revendication 8, dans legquel la pro-

prigté de C3S est une regle de CSS ou une fonction
d'extension de CSS.

11. Appareil de serveur proxy de contenus Web,

comprenant :

une mémoire couplée a un processeur gui ast
sonfiguré pour exécuter des instructions pro-
grammees stockées dans la mémoire, compre-
nant les élapes consistant & :

recevoir une demande de Protocole de
Transferi hyperiexte (HTTP) pourune page
Waeb a partir d'un dispositif informatique
client ;

identifier un type de navigateur s'exéeutant
sur e dispositif informatique client d'ot la
demande de HTTP estoriginaire surta base
d'un en-idte d'agent utilisateur inclus dans
la demande de HTTP ;

obtenir au moins une feuille de style en cas-
cade (CS8) associde a la page Web de-
mandée, I3 au moins une CSSincluant una
propriété de CSS, la propriété de CS8 com-
prenant aumoeins un préfixe suivid'unnom ;
déterminer, apras obtention de la CS8S,
forsgue ie préfixe de la propriéeté de C88
incluse dans la CS8 correspond 4 une va-
leur étabiie ;

appliquer une fonction de transformation
pour la propriété de C88, la fonclion de
transformation étant configurée pour modi-
fier la CS8 précédernment obtenue pour
remplacer la propriété de CSS en fonction
du tvpe de navigateur identifid et du nom de
ta propriété de CSS, lorsque e préfixe de
{a propriété de CSS est déterminé pour cor-
respondre a la valeur élablie ; at

envoyer la C88 modifide au dispositif infor-
rmatique client demandeur pour un rendu
par le navigateur s'exdcutant sur le dispo-
sitif informatique client.

12. Appareil selon [8 revendication 11, dans lequel le

processeur est en outre configuré pour exdcuter des
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instructions programmées stockées dans la mémoi-
re, comprenant en oufre les atapes consistant a :

déterminer guand il existe une fonction de trans-
formation pour la propriéié de CSS sur la base
du type de navigateur identifid et du nom de la
proprigté de £S88, lorsque le préfixe de la pro-
priéié de CSS est déterminé pour correspondre
4 la valeur établie ; ot

supprimer la proprigté de CSS, lorsque la déter-
mination indique qu’il N’y a pas de fonction de
transformation pour ia propriété de CSS.

13. Appareil selon la revendication 11, dans lequel ia

14,

propriété de CSS comprend en outre au moins une
valeur suivant le nom de la propriété de CS8, ot la
fonction de fransformation est en cutre configurée
pour rempiacer le préfixe ou la valeur de la propriété
de C38.

Appareil selon la revendication 11, dans lequel le
processeur est en outre configuré pour exécuter des
instructions programmeées stockées dans la mémoi-
re, comprenant en outre les étapes consistant 3 :

déterminer quand la au moins une €88 com-
prend une ou piusieurs autres propriétés de
C8S et

répéier la détermination lorsgque le préfixe des
une ou plusieurs autres propriétés de C8S cor-
respond 3 la valeur établie, et appliquer la fone-
tion de transformation pour la propriété de CSS
pour chacune des une ou plusieurs autres pro-
priétas de CSSavantd’envoyer la CSS modifiée
au disposilif informatique client demandeur,
lorsque la au moins un CSS estdéterminée pour
inclure les une ou plusieurs autres propridtés de
Cs8.

15. Appared selon la revendication 11, dans leguel ia

proprig
tion d'extension de CSS.

2 de GS8 estune ragle de CS8 ou une fone-
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(57} A method, non-transitory computer readabie original server cookie prefixed by a first indicator char-

mediurn, and apparatus that inciudes obtaining content
with an original server cookie comprising a name and a
valug in response 1o a client request. Whether the value
inciudes one or more of an established set of characters
is determined. A new vailue is generated based on the
value of the original server cookie and a URL encoding
of the one or more of the established set of characlers
and any percent characters included in the value of the

acter, when it is determined that the value includes one
or more of the established set of characters. A web op-
fimized client cookie comprising the naw value and the
narme of the original server cookie concatenaied with a
domain attribute and path attribute associated with the
content is generated. The web optimized client cookie is
provided to the client.

Printed by Jouve, 75001 PARIS (FR}

ACCESSIBE LTD EXHIBIT 1004
Page 1802 of 2149



1 EP 2787 454 A1 P

Description
FIELD OF THE INVENTION

{30847 Thisinventiongeneraily relates to proxy servers
and, more particularly, methods for optimizing web con-
feni proxy servers and apparatuses thereof.

BACKGROUND

[0082] A web conient proxy server optimizes web pag-
es obtained from remote web servers for client devices
with special requirements, such as mobile phones,
PDAs, and smarfphones. Every time a client device re-
guesis a3 web page, the web content proxy server dowin-
loads the original page from a remote web server, applies
some customized rules to exiract reievant content, and
adapts it to fit the neads of the requesting client device.
By way of example, the web conient proxy server may
remove JavaScript, linearize content, and adapt the orig-
inal page to a smaller screen layout for the requesting
client device.

{80837 Incomputing, a cookie, such as a tracking cook-
ie, browser cookie, and HTTP cockie, is & small piece of
text stored by aweb browser on the client device. A cook-
ie includes one or more narna-value pairs containing da-
ta, such as user preferences, shopping cart contents, the
identifier for a server-based session, or other data used
by websites.

[0084] Web content proxy servers need to save cock-
ies to enabie the client devices to interact with the originat
website at the remole web servers in the correct way.
Accordingly, web content proxy servers store these cook-
ies in an intarnal memory and associate them with the
corresponding session from each dlient device so that
when the same client device sends a request for a new
page, the wab content proxy server will load the malching
cookies and send them o the remote web server o get
the page o process. Unfortunately, storing the cookies
for these dlient devices causes problems with scalability,
security, and privacy of the wab content proxy servers,

SUMMARY OF THE INVENTION

[0885] A method for optimizing a web content proxy
server includes oblaining at & web content proxy server
content with an original server cookie comprising at {east
a name and a vaiue from a content sarver in response
io arequest from a client device Tor the content. A deter-
mination is made whether the value of the original server
cookie includes one ormore of an established set of char-
acters at the wab content proxy server. A new value is
generated at the welb content proxy server based on the
value of the original server cockie and a uniform resource
lacator (URL) encaoding of at least the one or more of the
established set of characters and any percent characters
included in the value of the original server cookie prefixed
by a first indicaior character, when the determination in-
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dicates the value of the original server cookie inciudes
one or more of the established set of characters. A web
optimized client cookie ncluding the new value and a
new name with at least the name of the original server
cookie concatenated with at least a porlion of a domain
attribute and a path attribute associated with the obtainad
content is generaiad at the web content proxy server. Al
least the web optimized client cookie is provided by the
web content proxy server o the requesting client device.
{00087 A non-transitory cornputer readable medium
having stored thereon instructions for optimizing a web
content proxy server comprising machine executable
code which when executed by a processor, causes the
processor o perform sieps including obtaining content
with an original server cookie comprising atleast a name
and avalue from acontent server in response to arequast
from a client device for the content. A determination is
made whether the value of the original server cookie in-
cludes one or more of an established set of characters.
A new value is generated based on the vaiue ¢f the orig-
inal server cockie and a uniform resource locator (URL)
encoding of at least the one or more of the established
set of characters and any percent characters included in
the vaiue of the original server cookie prefixed by a first
indicator character, when the determination indicates the
value of the original server cookie includes one or more
of the established set of characters. A web optimized
client cookie including the new value and a2 new nams
with at least the name of the original server cookie con-
catenated with at least a portion of a domain attrioute
and a path atiribute associated with the obtained content
is generaled. At least the web optimized client cookie is
provided to the requesting client device.

{00077 Aweb contentproxy serverapparatus, compris-
ing a memory and a processor coupled to the meraory
and configured to execute programmed instructions
stored in the rmemory including oblaining content with an
original server cockie comprising at least a name and a
value from a content server in response (o areqguest from
a client device for the content. A determination is made
whether the value of the original server cookie includes
one or more of an esiablished set of characters. A new
value is generated based onthe value of the criginal serv-
er cookie and a uniform resource locator {URL) encoding
of at least the one or more of the established set of char-
acters and any percent characiers included in the value
of the original server cookie prefixed by a first indicator
character, when the determination indicates the value of
the original server cookie includes ong or mare of the
astablished set of characters. A web optimized client
sookie including the new value and a new names with at
least the name ofthe original server cogkie concatenatad
with at least a portion of a domain afiribute and a path
attribute associated with the obtained content is gener-
ated, Atleast the web optimized client cockia is provided
o the requesting client device.

{00081 This technology provides a8 number of advan-
tages including providing a method, non-transitory con-

ACCESSIBE LTD EXHIBIT 1004
Page 1803 of 2149



[

puter readable medium and an apparatus that optimizes
implementation of a wab content proxy server for inter-
actions involving cookies between client devices and re-
mote web servers. With this technology, original server
cookies are transformed by the web conlent proxy server
to web optimized client cookies which are transmitted to
the client devices requesting the web pages for slorage
and use with subsequent requests.

[0089] This technology provides greater scalability be-
cause the web optimized client cockias are stored in the
web browser at the dlient device, not in memory at the
web content proxy server. As a result, the web content
proxy server does not face any issues with respect to
marmory storage capacity due to the number of sessions
with cockies for client devices. The web content proxy
sarver can use the same memory whether there are 100
or 1,000,000 or more client devices engaged in sessions
with the remote web servers through the web content
proxy server.

[00168] Additionally, this technology provides greater
security and privacy because the web content proxy serv-
er does not coniain a centralized database of original
server coockies which contain session information from
client devices browsing pages of web sites. instead,
these original server cockies are franslated into web op-
fimized ciient cookies which are then dispersed out
among the client devices. As a resulf, the wab content
proxy server does not have any stored cookies from in-
teractions hetween client devices and remote web serv-
ers that couid be used 1o steal identily or other confiden-
fial information of these dlient devices.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011]

Fi3. 1 is a block diagram of an examplary environ-
ment with an optimized web content proxy server;

FIG. 2A is an example of 8 HT TP request for a web
page from a remote web server;

FiG. 2B is an example of a HT TP response with an
original server cookie from a remote web server (o
a HTTP request;

FiG. 2C is an example of a HTTP response contain-
ing the web optimized client cookie generated from
the original server cookie received shown in FIG. 2B;

F13. 2D is an example of another HTTP reqguest with
the web optimized client cookie shown in FiIG. 2C
for a web page from a remote web server.

FI5. 2E is an example of tha another HTTP request
with the web optimized client cookie shown in FIG.
2D translated into the original server cookie for trans-
rmission to the remocte web server with the another
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get request;

FIG. 3 is a flow chart of an exampie of a method for
generating a web optimized client cookie from an
original server cookie to optirnize implerneniation of
a web content proxy server; and

FIG. 4 is a flow chart of an exampie of a method for
transforming a web optimized client cockie hack to
an original server cookie to oplirnize implementation
of a web content proxy server,

DETAILED DESCRIPTION OF THE INVENTION

{00127 An exempiary environment 10 in which a web
content proxy server 12 is oplimized is illustrated in FIG.
1. The exernplary environment 10 includes a web content
proxy server or apparatus 12, client devices 14(1)-14{n),
web server devices 18(1)-16{n}, and cornmunication net-
works 18(1)-18(2), although other numbers and types of
systems, devices, andfor elements in other configura-
tions and environments with other communication net-
work topologies can be used. This technology provides
a number of advantages including providing a method,
computer readable madium and an apparatus that opti-
mizes implementation of a web content proxy server for
interactions involving cookies between client devices and
remole web servers.

{60137 Referring more specifically to FIG. 1, the web
content proxy server 12 optimizes the handling of original
server cookies from the web server devices 16{1)-16(n}
forrequesting client devices 14(1)-14{n} and the handling
of web optimized client cookies, aithough the web content
proxy server 12 can provide other numbers and types of
functions. Aithough one web content proxy server 12 is
shown, other numbers and types of web content proxy
devices and systems can be used.

{60147 The web content proxy server 12 includes a
central processing unit (CPUY or processor 13, a memory
15, and an interface system 17 which are coupled togeth-
ar by a bus 19 or other link, although other numbers andg
fypes of components, parts, devices, systems, and ele-
ments in other configurations and locations can be used.
The processor 13 in the web content proxy server 12
axecutes a program of stored instructions one or more
aspects of the present invention as described and ilius-
frated by way of the embodiments herein, aithough the
processor could execute other numbers and types of pro-
grammed insirustions.

{8015] The memory 15in the web content proxy server
12 stores these programrmed instructions for one or more
aspects of the prasent invention as describad and ilius-
trated herein, although soree or all of the programmed
instructions could be stored and/or exacuted elsewhere.
A varety of different types of memory storage devices,
such as a random access memory (RAM) or 2 read only
mermory (ROM) in the systern or a floppy disk, hard disk,
CD ROM, DVD ROM, or other computer readable medi-
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um which is read from and/or written io by a magnetic,
optical, or other reading and/or writing system that is cou-
pled to the processor 13, can be used for the memory 15
in the web content proxy server 12. In these embodi-
rents, the memory 15 includes a core module 21 and a
cookie module 23 which store programmed instructions
for one or more aspects of the present invention as de-
scribed and ilfustrated herein, aithough the memory can
comprise other types and numbers of systems, devices,
and elements in other configurations which store other
data. The cockie module 23 inciudes programmed in-
structions and/or logic configured to transtate an original
server cookie info a web optimized client cookie and to
exiract the original server cockie when a wab oplimized
client cockie is received, although the cockie module 23
can have other typas and numbers of functions as de-
scribed and illustrated herein.

[08168] The interface system 17 in the web content
proxy server 12 is used fo operatively couple and com-
municate between the wab content proxy server 12 and
ihe client devices 14(1}-14{n) and the wab server davices
16{1}-16(n) via the communication networks 18(1) and
18(2), although other types and numbers of communica-
tion networks with other types and numbers of connec-
tions and configurations can be used. By way of exampie
only, the communication networks 18(1} and 18(2} can
use TCPAP over Ethernet and industry-standard proto-
cols, including HTTP, HTTPS, WAP, and SOAP, al-
though other types and numbers of communication net-
works, such as a direst connaction, a local arsa network,
a wide area network, moedems and phone lines, e-mail,
and wireless and hardwire communication technology,
each having their own communications protocols, can be
used.

[0017] Each of the client devices 14(1)-14{p) enables
a user to request, get and interact with web pages from
one or more web sites hostad by the web server devices
18{1)-16(n) through the web conient proxy server 12 via
one or more communication networks, although one or
more of the client devices 14(1}-14{n) could access con-
tent and utilize other types and numbers of applications
from other sources and could provide a wide variety of
cther functions for the user. Although muliipie client de-
vices 14{1)}-14{n} are shown, other numbers and types
of user computing systems couid be used. In this exam-
ple, the dlient devices 14{1)-14(n} comprise mobile de-
vices with internet access thatpermit a websiteformpage
or other retrieved data to be displayed, although each of
the client devices 14{1)-14(n). By way of exampie only,
one or more of the client devices 14(1}-14{n) can com-
prise smart phones, personal digital assistants, or com-
puters.

[00148] Eachofclient devices 14{1}-14(n} in this exam-
ple is 8 computing device thatincludes a central process-
ing unit {CPU) or processor 20, a memory 22, user input
device 24, a display 26, and an interface system 28, and
which are coupled together by a bus 30 or other link,
although one or more of client devices 14(1)-14{n) can
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include other numbers and types of components, parts,
devices, systems, and elements in other configurations.
The processor 20 in each of client devices 14(1)-14(n}
exgcutes a program of stored instructions for one ormore
aspects of the present invention as described and ilius-
frated herein, although the processor could execute other
nurabers and types of programrmed instructions.

{00181 The memory 22 in each of the client devices
14(1}-14{n} stores these programmed instructions for
one or more aspecis of the present invention as de-
scribed and illustrated herein as well as the web opti-
mized client cookies, although some or all of the pro-
grammed instructions could be stored and/or execuied
elsewhere. A variety of different types of memory storage
devices, such as a random access memory (RAM) or a
read only mamory (ROM) in the system or a floppy disk,
hard disk, CD ROM, or other computer readable medium
which is read from and/or writien to by a magnetic, optical,
or other reading and/or writing system that is coupled io
processor 20 can be usead for the memory 22 in each of
the client devices 14{1}-14(n.

{00207 The user input device 24 in each of the client
devices 14(1)-14(n) is used o input selections, such as
requests for a particular websiie form page or 1o enter
data in fields of a form page, although the user input
device could be used to input other types of data and
interact with other elements. The user input device can
include keypads, louch screens, and/or vocal input
processing systems aithough other types and numbers
of user input devices can be used.

{30217 The display 26 in each of the client devices
14(1)-14{n} is used to show data and information {o the
user, such as website page by way of example only. The
display in each of the client devices 14{1}-14{n} is a
phone screen dispiay, aithough other types and numbers
of displays could be used depending on the particular
type of client device.

{00227 The interface system 28 in each of the client
devices 14(1)}14(n) is used o operatively couple and
communicate betweentheclient devices 14{1)-14{n}and
the web content proxy server 12 and web server devices
16(1}3-16{n) over the communication networks 18(1) and
18(2), although other types and numbers of communica-
fion networks with other types and numbers of connec-
tions and configurations can be used.

{00237 The web server devices 16(1)-18{n} provide
one or more pages from one or more web sites for use
by one or more of the client devices 14(1)-14{n} via the
web content proxy server 12, although the web server
devices 16{1}-18(n) can provide other numbers and
types of applications and/or content and can have pro-
vide other numbers and types of functions. Although web
server devices 18{1)-168(n) are shown for ease of ilius-
tration and discussion, other numbers and types of web
sarver systems and devices can be used,

{00247 Each of the web server devices 18{1)-16(n} in-
clude a ceniral processing unit (CPU) or processor, a
memory, and an interface system which are coupled to-
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gether by a bus or other link, afthough each of the web
server devices 16(1)318(n} could have cother numbers
and types of componenis, parts, devices, syslems, and
elements in other configurations and locations can bhe
used. The procassor in each of the web server devices
18{1)-16(n} executes a program of stored instructions
one or more aspects of the present invention as de-
scribed and iflustrated by way of the embodimenisherein,
although the processor could execute other numbers and
types of programmmed instructions.

[0028] The memory in each of the web server devices
16{1)-18(n} stores these programmed instructions for
one or more aspecis of the present invention as de-
scribed and illustrated by way of the embodiments, al-
though some or all of the programmed instructions couid
be stored andfor execuled elsewhers, A variety of differ-
ent types of memory storage devices, such as a random
access memory (RAM) or a read only memory (ROM} in
the system or a floppy disk, hard disk, CD ROM, DVD
ROM, or other computer readable medium which is read
from and/or written fo by a rnagnetic, oplical, or cther
reading and/or writing system that is coupled to the proc-
essor, can ke used for the memory in each of the web
server devices 16(1)-16{n}.

[0026] The interface system in each of the web server
devices 18{1}-16(n} is used to operatively couple and
communicate between the web server devices 16(1}-
18{n) and the web content proxy server 12 and the client
devices 14(1)-14{n} via communication networks 18(1}
and 18(2), although cther types and numbers of cornmu-
nication networks with other types and numbers of con-
nections and configurations can be used.

{08277 Aithough embodiments of the web content
proxy server 12, the client devicas 14(1}-14(n), and the
web server devices 168(1)-16(n), are described and illus-
rated herein, each of the dlient devices 14{1)-14{n}, the
web content proxy server 12, and the web server devices
18{1)-16(n), can be impiemented on any suitable con-
puter system or compuling device. s 1 be understood
that the devices and systems of the embodiments de-
scribed herein are for exemplary purposes, as many var-
iations of the specific hardware and software used to im-
plement the embaodiments are possible, as will be appre-
ciated by those skilied in the relevant ari(s).

[06628] Furthermore, each of the systems of the em-
bodiments may be conveniently implerneniad using one
or more general purpose computer systems, microproc-
essors, digital signal processors, and micro-controllers,
programmed according to the fsachings of the embodi-
ments, as described and illustrated herein, and as will e
appreciated by those ordinary skill in the art.

[0028] In addition, two or more computing systems or
devices can be substituled for any one of the systems in
any embodiment of the embodiments. Accordingly, prin-
ciples and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, to increase the robusiness and performance o
the devices and systems of the embodiments. The em-
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bodiments may alsc be implemented on computer sys-
{em or systems that extend across any suitable network
using any suilable inlerface mechanisms and cormmuni-
cations technologies, including by way of example only
felecommunications in any suitable form {e.q., voice and
modem}, wireless communications media, wireless com-
munications networks, cellular communications net-
works, G3 communications networks, Public Switched
Telephone Network {(PSTNs), Packet Data Networks
{PDNs), the Internet, intranets, and combinations there-
of.

{00307 The ernbodiments rmay also be embodied as a
computer readable medium having instructions siored
thereon for one or more aspects of the present invention
as described and illusirated by way of the embodiments
herein, as described herein, which when executed by a
processor, cause the processor o carry out the steps
necassary {o implement the methods of the embodi-
ments, as described and illustrated herein.

{00317 An exempiary method for generating a web op-
fimized client cookie from an original server cookie o
optimize implermentation of the web content proxy server
12 will now be described with reference to FIGS. 1-2C
and 3. in step 50, in this example one of the client devices
14{1)-14{n} via a web browser requesis a page A.htmi
at the website, "www.example.com” as shown in one ex-
ample in FIG. 2A. This request is transmitted to the web
conient proxy server 12 which processes and transmils
the reguest to the one of the web servers 18{1)-16(n}
hosting the website "www.examgple.com.”

{00327 The hosting one of the web servers 16(1}-16(n}
provides a response in this example for the reguested
page A.ntriwhich aiso contains an original server cookie
"SESSION to the web content proxy server 12 as shown
in FIG. 2B, In this example, SESSION has a value equal
t0"1234", the domain atiribute is equal to ".exampie.com”
and the path atlrivute is equal to ™", This response uses
fhe HTTP header Field "Set-Cockie”. The cookie is a
string formad by the pair "nama=valug”, followed by op-
tional atiributes, like those in this example indicating the
sarver domain attribute and path atiribute accepting this
cookie. Although one illustrative exarnple is described
herein, this technology can be used with specifications
for all cookies.

{80331 Nexi, in step 52 the web content proxy server
12 determines whether the original server cockie in-
cludes the domain attribute for the requested web page
orovided by the hosting one of the web servers 16(1)-
18(n}. I in slep 52 the wab content proxy server 12 de-
termines the criginai server cookie does not include the
domain atiribute, then the No branch is taken to step 54.
In step 54, the web content proxy server 12 extracts the
dornain attribute from the requested weab page provided
by the hosting one of the web servers 18{1}-16{(n}). f in
step 52 the web content proxy server 12 determines the
original server cookie does include the domain atiribute,
then the Yes branch is taken to step 56.

{0034] Instep 56, the web content proxy server 12 de-
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termines whether the originai server cookie includes the
path attribute for the reguested web page provided by
the hosting one of the web servers 16(1)}-16(n). ifin step
56 the web content proxy server 12 determines the orig-
inal server cookie does not indude the path aftribute,
then the No branch is taken to step 58. In step 58, the
weabh content proxy server 12 exiracts the path aitribute
from the requested web page provided by the hosting
one of the web servers 16(1}-18(n). If in step 56 the web
content proxy server 12 delermings the original server
cookie does include the path attribute, then the Yes
branch is taken to step 60.

[00353] Instep 60, the web content proxy server 12 de-
termines whether the dormain attribute or the path at-
tribute contains any characters in an established set or
a percent, a first, or a8 second character. In this example,
ihe established set of characters includes a control char-
acter, a double quote character, a space character, a
comma character, a semicolon character, a backslash
character, or cne or more reserved characters identified
in Request for Comment No. 6265 ("RFC8265"). In this
exampie, the first character is a pius sign character and
the second character is an equal sign character, aithough
ciher characters can alsc be used in the established set
or as the first or second character.

[0038] If the web content proxy server 12 determines
that the domain attribute or the path atiribute assodiated
with the conieni conlains any characiers in the estab-
lished set or a percent, a first, or a second character,
then the Yes branch is taken to step 82. in step 82, the
web confent proxy server 12 generates a new domain
aitribute and/or a new path attribuie by performing a uni-
form rescurce locator (URL) encoding of any characters
in the established set and any percent, first, or second
characters in the domain aliribule and/or path atiribute.
Since the domain attribute and path afiribute in this ex-
amgpile are incorporated into a name of a walb oplimized
client cookie, as described and ilustrated in more detail
below, the domain aftribute and path atiribute must ba
converted to conform to cookie name specifications set
forth in RFC6265.

[0637] Additionally, the plus sign character is used to
separate the name of the original server cookie from a
domain aliribuie and a path attribute in a new name for
the web optimized dient cockie, as described and iilus-
frated in detail below, The equal sign character is used
to separaie the new name from a new value in the web
optimized client cookie, alse as described and illustrated
in detail below. Other characters can also be used as
separators and corresponding first and second charac-
ters. Since, in this example, some character(s} of the
domain atiribute and/or the path atiribute may be URL
encoded, instances of the percent characier in the do-
main attribute and path attribute must also be URL en-
coded to distinguish instances of the parcent character
from a percent character introduced by a URL encoding
of another character in the domain altribute or path ai-
iribute.
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{00387 Subseguent o the encoding in step 62 or, if the
web content proxy server 12 determines, in step 60, that
the domain atiribute and path altributes asscdaled with
the content do not contain any characters in the estab-
lished set or any percent, first, or second characters, and
the No branch is taken, the web content proxy server 12
generales a narne for a new web oplirnized client cookie
in step 64. The web conient proxy server 12 generates
the name for the new web optimized client cogkie by con-
catenaling the original name and the orginal domain ai-
fribute and/or the path atiribute, or the new domain at-
fribute and/or the new path attribule generated in siep
£2, each separated by the plus character, although other
manners for generating the new name can be used,
{00397 The resulting new name is "universal resource
iccator encoded” fo keep conformance o the cookie
specification. Additionally, the resuling new name is
unigue even if different dornain attributes contain cookies
with the same name. This new name coniains all the
information necessary for the web content proxy server
12 fo extract the original server cookie later, as described
in greater detail by reference fo FIG. 4.

{80407 instep 68, the wab content proxy server 12 de-
fermines whether the value of the original server cockie
includes one or more of an esiablished set of characters.
Optionally, the established set of characters is the same
set of characters used in step 60, although a different set
of characiers can also ve used. if the web content proxy
server 12 determines that the value of the original server
00Kie inciudes one or more of the established set of
characters, then the Yes branch is taken to step 58.
[0041] In siep 68, the web content proxy server gen-
erates a new value based on the value of the original
server cookie and a URL encoding of any characters in-
cluded in the established set of characters, as well as
any percent characters. Since the new value must com-
ply with RFC §265 but it is not guaranteed that original
server cookie value is compliant, the original sever cockie
value must be converted to comply with cookie-oolet
specifications

{00427 Additionally, instances of the percent character
in the value must aiso be URL encoded to distinguish the
instances with a percent character introduced by a URL
encoding of another characier in the value. in this exam-
ple, the generated new value is further prefixed by a first
indicator character such as "e" in this example, although
other characters can be used for the first indicator char-
acler,

{30437 Referring back io step 66, if the web content
proxy server 12 determines that the value of the original
server cookie does not include any of the established set
of characters, then the No branch is taken to step 70. in
step 70, the web coptent proxy server 12 optionaliy gen-
erates a new value based on the value of the original
sarver cookie prefixed by a second indicator character
such as "n" in this example, although other characters
can be used for the second indicator character. In other
examples, the first indicator character is used to deter-
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mine whether the vaiue has been encoded, as described
and iliustrated in greater detail with reference to FIG. 4,
and a second indicalor character is not used.

[0044] In step 72, the web content proxy server 12
forms a new wab oplimized client cookie having the new
name generated in step 84 and new value generated in
step 68 or step 70. In this exampile, the domain altribule
in the web optimized client cookie is not specified, and
the path attribute is associated with a value "7". Gther
values can be used, such as one for the path attricute
that corresponds to a prefix associated with this optimi-
zation method (by way of example only "/mif").

[00453] By way of exampie only, when the web content
proxy server 12 receives a response with the original
servercookie as shown in FIG. 2B, the web content proxy
sarver 12 generates a wab optimized dlient cookie as
shown in FIG. 2C. More specifically, the original server
cookie: SESSION=1234; domain atiribute=.exam-
ple.com; and path attribute=/ is fransformed by the web
content proxy server 12 to a web optimized client cookie:
SESSION+.exampie.com+/=n1234,; path atiribute=/mt/,
Accordingly, in this illustrative example the new web op-
firnized client cookie name represents the concatenation
of the original server cookie name, original domain at-
tribute, and original path atfribute each separated by the
plus sign character. Additionally, in this example, the new
web optimized client cockie value represents the original
server cookie value prefixed by an indicator character
indicating whether the original server cookie vaiue is en-
coded.

[0046] In this example, the originai domain attribute
and original path attribute are used because none of the
characters of the original domain aitribute and original
path attribute were included in the established set of char-
acters or matched the first or second characiers (plus
sign and equal sign, respectively, in this example}. Gther
orders and manners for forming the name of the web
optimized client cookie can alsc be used. In this example,
the value of the web oplimized client coockie is prefixed
with an "n” character indicating that the vaiue of the orig-
inal server cookie did not include any charasters in the
established set of characters and, therafore, wasnot URL
encoded. Additionally, in this exampie, the new path at-
iripute corresponds to & prefix "imt/” associated with this
optimization method.

[B8047] Next, in step 74 the web content proxy server
12 copies the remaining attributes in the original server
cookie, such as an expiration dale for the original server
cookie by way of example, in the web oplimized ciient
cookie, aithough other amounis of the remaining at-
tributes could be copied and other information also couic
be appended.

[0048] Instep 78, the criginal server cookie which has
been transiated into the web optimized client cookie is
now provided o the core module 21 in the web content
proxy server 12. The core module 21 includes pro-
grammed instructions and/or logic to manage the trans-
mission of the web optimized client cookie and the con-
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fentfrorm the web content proxy server 12 o the request-
ing one of the client devices 14{1)-14(n}. The web brows-
er at the requssting one of the client devices 14(1)-14(n}
receives and saves the web optimized client cookie in
the memaory 22 at the raquesting one of the client devices
14{1)-14{n}.

{60497 Accordingly, inthisillustralive example, the web
optimized client cookie shown in FIG. 2C is stored in the
memory 22 at the requesting one of the client devices
14(13-14{n} and is not stored by the web conient proxy
server 12. While conformance with cockie name speci-
fications could be raintained by URL encoding all char-
acters, or all special characters, of the domain attribute,
path attribute, and value of the original server cookie, in
this example, oniy & limited number of characters are
URL encoded, thereby reducing the size of the web op-
timized client cookie. By reducing the size of the web
optimized client cookie, less space in the memory 22 of
the requesting one of the client devices 14{1)-14(n} is
utilized and the web optimized dlient cookie can be sent
to the requesting one of the client devices 14(1)-14(n} in
less time.

[80507 Referring now o FIGS. 1, 2D-2E, and 4, an ex-
emplary method for translating a web optimized client
cookie back to an original server cookie o optimize the
impiementation of the web content proxy server 12 will
now be described. In step 100, in this example one of
the client devices 14(1)-14{n} via a web browser subrmils
another reqguest to the web content proxy server 12 for
page B.hinl al the website, "www.example.com” as
shown in one example in FIG. 28. This request includes
awaeb oplimized client cookie, which in this example com-
prises  a namefvalue  pain SESSION+.exam-
ple.com+/=n1234.

{30511 In step 102, the web conient proxy server 12
extracts the original server cookie name and the encoded
domain atirivute and path attributes from the name of the
web optimized client cockie. in this illustrative example,
the original server cockie name and the dornain attrivute
and path atiributes are exiracted by the web conteni
proxy server from name: SESSION+.exam-
ple.com+/. The domain atiribute can be extracted based
on the characters following the first plus sign character
separating the domain allribute from the original server
cockie name and the path atfribute can be exiracted
based on the characiers following the second pius sign
character separating the domain aitribute from the path
attribute. Additionally, the value can be extracted based
on the characiers of the web optimized client cookie foi-
lowing the equal sign character. The web content proxy
server 12 further performs a URL decoding of the domain
attribute and path atfributes. In this example, no charac-
ters of the domain allribute and path atlribute were en-
coded in step 62 and the extracted domain attribute and
path attribute represent the original domain attribute and
path attributes as inciuded in the original server cookie.
{0052] In step 104, the web conlent proxy server 12
determines whether the exiracted domain attribute and

the
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path attribute identify a web optimized client cookie that
is @ match to a universal resource locator for the request-
ed web page. Hin step 104 the web content proxy server
12 determines the exiracted domain atiribute and path
aflributes identify a web optirnized client cookie that is
not a match, then the No branch is taken to step 108, In
step 108, the web conient proxy server 12 submits the
request to the hosting one of the web servers 18(1)-16(n}
hosting the request page without an original server cook-
ie. In this illustrative examnple, the requested page is
"B.htmi" if in step 104 the web content proxy server 12
delermines the extracted domain atiribute and path at-
ributes identify a web optimized client cockie thatis a
match, then the Yas branch is taken o step 108.
[0653] In step 108, the web conient proxy server 12
determines whether the web oplimized olient cookie in-
cluded in the request received in step 100 includes a
value, prefixed with the first indicator character or the
second indicator character. ifthe web content proxy serv-
er 12 determines that the value of the web optimized
client cookie is prefixed by the first indicator character,
then the Yes branch is taken fo step 110.

{00541 In step 110, the web content proxy server 12
generates a decoded value by performing a URL decod-
ing of any characters following the firstindicator character
in the value of the web optirnized dient cookie exiracted
in step 102. Referring back to step 108, if the web content
proxy server 12 determines that the value of the web
optimized client cookie is prefixed by the second char-
acter, then the No branch is taken o step 112, In examn-
ples in which the second indicator is not used, and op-
tional step 70 is not performed, the No branch is taken
by web content proxy server 12 when the web content
proxy sever 12 determines the extracted valueis not pre-
fixed oy the first indicator character.

[0685] In step 112, the web content proxy server 12
generales a decoded value including the characters fol-
lowing the second indicator character in the vaiue of the
wab optimizad client cookie extracted in step 102, In ex-
ampies in which the second indicator character is not
usad, the value of the web optimized client cookie ex-
tracted in step 102 is used as the decoded value. Since,
in the exampie illustrated in FIG. 20, the value n1234 is
prefixed with an "n”, the No branch is taken from step
108 and the decodead value generated in step 112is 1234.
Accordingly, one of the indicalor characters is inserted
by the web content proxy server 12 to indicate to the web
content proxy server 12 whether the value inciuded in a
subsaquent request inciuding a web optimized clienthas
been URL encoded, as described and illustrated earlier
with reference to step 68.

[0056] In step 114, the web content proxy server 12
creates a new cockie by associating the name exiracted
from the web optimized client cookie in step 102 with the
value for the original server cookie decoded in step 110
or 112, The extracted name and decoded vailue comprise
the original server cockia whichis appendedto the HTTP
cookie header fields of the request io be sent o the one
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of theweb servers 16{1)-16{n}hosting the requested web
page. In this illustrative example, the exiracted name
SESSION is associated with the value 1234,

{80577 In step 116, the web conient proxy server 12
submits the request with the reconstituted original server
cgokie to the one of the web servers 168(1)-18{n} hosting
the requested page. in this illustrative exampie, the re-
quest with the reconstituted original server cookie as
shown in FIG. 2E is transmitted o the one of the web
servers 18{1)-16(n} hosiing the requesied web page
B.htmi.

{00581 Accordingly, as illusirated and described herein
this technology provides a number of advantages includ-
ing providing a method, cornputer readable medium and
an apparatus that optimizes implementation of a web
content proxy server for interactions involving cookies
between client devices and remote web servers. With
this technology, the web content proxy server is much
more scalable because of the reduced memory storage
demands and the wab content proxy server poses a much
fower security and privacy risk to inforraation provided
by the client devices 14{1)-14(n}. Additionally, the size
of the cookies, and associaied lime required fo send
cookies to client devices and slorage reguirements on
the client devices, is advantageously reduced while con-
formance with cookie name specifications is mainiained.
{0059] Having thus described the basic concept of the
invention, it will be rather appareni {o those skilied in the
art that the foregoing detailed disclosure is intended o
be presented by way of exampie only, and is not imiting.
Various aiterations, improvements, and modifications wiil
occur and are intended to those skillad in the art, though
not expressiy stated herein. These alterations, improve-
ments, and modifications are intended {oc be suggestad
hereby, and are within the spirit and scope of the inven-
tion. Additionaily, the recited order of processing ele-
ments or sequanaces, or the use of numbaers, lstters, or
other designations therefore, is not intended to limit the
claimed processas o any order excapt as may be spec-
ified in the claims. Accordingly, the invention is lirmited
only by the following claims and aquivalents thereto,

Claims

1. Amethod for optimizing a web conient proxy server,
the method comprising:

oplaining at a web content proxy server content
with an original server cookie comprising at least
a name and a value frorm a content server in
response to a request from a client device for
ihe content;

determining at the web content proxy server
wheather the value of the original server cockie
includes one or more of an established set of
characters;

generating with the web content proxy server a
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new value based on the value of the criginal
server cookie and a uniform rescurce locaior
{URLY} encoding of at least the one or more of
the established set of characters and any per-
cent characters included in the value of the orig-
inal server cookie prefixed by a first indicator
character, when the determining indicates the
value of the original server cookie inciudes one
or more of the established set of characters;
generating at the web conient proxy server a
web optimized client cookie comprising the new
value and a new name comprising at least the
name of the original server cookie concatenated
with at least a portion of a domain altribuie and
a path attribute associaied with the obtained
content; and

providing with the web content proxy server at
least the web optimized client cockie to the re-
questing client device.

Themethod as set forthin claim 1, further comprising
generating with the web content proxy server a new
value comprising the value of the original server
cookie prefixed by a second indicator character,
when it is determined that the value of the criginal
server cookie does not inciude one or more of the

established set of characters.

The method as set forth in claim 1, further compris-
ing:

generating with the web content proxy server a
new domain aitribute or a new path atiribute
based on the domain atiribute or the path at-
tribute associated with the content and a URL
encading of at least any percent character, first
character, or second character of the domain
attribute or the path attribute associated with the
content; and

wherein the domain attribute or the path attribute
oftha web optimized client cookie comprises the
new domain attribute or the new path attribute
and the new path altribute and the new vaiue
are separated by the second charactar.

The method as set forth in claim 3, further compris-
ing:

determining at the web content proxy server
whether the originai server cookie includes a do-
main attribule or a path aitribute;

generating with the web content proxy server
the new domain attribuie or the new path ai-
tribute based on the domain attribute or the path
attribute included in the original server cookie,
when it is determined that the original server
cookie includes the domain atlribute or the path
attribute; and
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8.

7.

8.

generating with the web content proxy server
the new domain attribute or the new path at-
iribute based on a domain attribule or a path
attribute of a network address of the obtained
content, when it is determined that the original
server cookie does not include the domain at-
ribute or the path attribuie.

The method as set forth in claim 3, wherain the first
character is a plus character and the second char-
acter is an equal character and the established set
of characters further cornprises one ormere of g con-
trol character, a double quote character, a space
character, a comma character, a semicolon charac-
ter, & backslash character, the plus character, the
enual character, or one or mora reserved characters

o

identified in Request for Comment No. 8285,
The method of claim 1, further comprising:

processing with the web content proxy server a
subsequent request from the client device by
raconstituting the original server cookie using a
web optimized client cookie included in the sub-
sequent reguest, the reconstituting comprising:

determining whether the web optimized cli-
eni cookie included in the subsequent re-
quest includes a value prefixed with the first
indicator character; and

generating a URL decading of a piurality of
characters following the first indicator char-
acter included in the web optimized client
cookie included in the subsequent reguest,
when itis determined that the web oplirized
client cookie included in the subsequentre-
guest includes a value prefixed with the first
indicator character.

The method as set forth in claim 6, wherein the
processing further comprises:

determining whether a domain attribute and a
path attribute of the reconstituiad original server
cookie correspond with a network address ofthe
subsequent request; and

providing the subsequent request with the re-
constituted original server cookie to the content
server, whern it is delermined that the domain
attribute and the path attribute of the reconsti-
tuted original server cockie corraspond with the
network address of the subseguent request.

The method as set forth in claim 1, wherein the pro-
viding further comprises providing the obtained con-
tent and the web optimized client cookie to the client
device without storing the criginal server cookie or
the web optimized client cookie.
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Tne method as set forth in claim 1, wherein the gen-
erating the web optimized client cockie further com-
prises appending one or more original atiributes of
the original server cogkie o the web optimized client
cockia.

A norn-transitory computer readable medium having
stored thereon instructions for oplimizing a web con-
tent proxy server comprising machine executable
code which when executed by a processor, causes
the processor to perform steps of the method ac-
carding to any of claims from 110 9.

A wab content proxy server apparatus, comprising:

a memory, and

aprocessor coupled to the memory, and config-
urad to exesuta programmead instructions stored
in the mernory and comprising the steps of the
method according to any of claims from 1 o 9.
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GET /8 iml HTTPLE

Host: www.enample.com

fenept:

User-fgent: my-mobile-hrowser 1.0

FIG. 2A

HTTP/1.1 200 0K

Content-Tipe: text/Mamd; charet= {14

Content-Length: 5380

Set-Dookin: sESSION = 1734; domain= .example.com; path=/

FiG. 2B

HETP/LT 200 0K

Content-Type: text/hinak, charset=UTF-8

Content-Lenvth: 5300

Set-Cookie: SESSION+.example.com+/=ni234; path=mt/

FiG. 2C

GET fmt/wurw sxample.com/B om! BTTRA T
User-figent: my-mabile-browser 1.0
Host: mproxy.com
Boeept °™
Cookie: SESSION+.example.com+/=n1234

FIG. 2D

GET /B.htmi BITP1D

tser-fgent: my-mebile-browser 1.0
Host: varw example.com

Aeceph *™

{Gookie: SESSION==1134

FIG, 2E
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METHODS FOR TRANSFORMING REQUESTS FOR WEB
CONTENT AND DEVICES THEREOF

[B001] This application claims the benefit of U.S. Patent Apphlication
Sertal No. 13/360,357, filed Januvary 27, 2012, which is hereby incorporated by
reference in its entirety.

FIELD

[6602] This technology generally relates to methods and devices for
transforming requests for web content and, more particularly, for extending the
extensible stylesheet langnage (XSL} in order to manage hypertext transfer

protocol (HTTP) requests for web pages.

BACKGROUND
8083} The introduction of extensible markup language (XML} and the

cxtensible stylesheet language (XSL) specifications has provided an casy way to
transform documents between various formats. This fimctionality has been
included 1o web development frameworks, giving thera the ability to
automatically transform an XML document into a decument with a different
format, such as hypertext markup langoage (HTML) or extensible hypertext
markup langoage (XHTML), integrating the original data with graphic layout and
user interface components. The XSL specifications are based on special
constructs called templates that match a single element or a set of similar clements

and rewrite them and their content based on instructions defined in the template.

[8664] Unfortanately, there is aurrently no effective way to define actions
to take, based on attributes of a hypertext transfer protocol (HTTP) request, or
otherwise to alter or control the flow of a web application and/or transaction
processing the HTTP request. Attributes of the HTTP request can include HTTP
header values and/or names of query or post parameters that correspond with web
page user interface functionality, such as a submit or purchase button, for
example. While XSL has been utilized to transform the format of web content

provided in response to an HTTP request resulting from engagement with such
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aser interface functionality, there is no effective method or device that is capable
of manipulating an HTTP reguest based on the engaged functionality, on the type
of request, or on any other attribute of the request, in order to communicate with a

wceb application or otherwise affoct the flow and/or processing of the roquecst.
5 SUMMARY

[B005] A method for transforming a request for web countent inchudes
obtaining at a web content opfimization cornputing apparatus a hypertext transfer
protocol (HTTP) request for a web page from at least one client computing device.
An extensible markup language (XML) document including a representation of

10 the HTTP request is generated with the web coutent optirnization computing
apparatus. At least one rule document associated with the HTTP request is
identificd with the web content optimization computing apparatus. The identified
at least one rule document is transformed with the web content optirmization
computing apparatus into an extensible stylesheet language (XSL)Y document

15 including one or more templates. One or more of the templates of the XSL
document are applied with the web content optimization computing apparatus to
transform the XML document. The transformed XML document is provided by

the web content optimization computing apparatus.

[8086] A computer readable medium having stored thereon instructions

20 for transforming a request for web content comprising machine executable code
which when executed by at least one processor, causes the processor to perform
sicps including obtaining an HTTP request for a web page from at lcast onc clicnt
computing device. An XML document including a representation of the HTTP
requiest is generated. At least one rule document associated with the HTTP

25 requestis identified. The dentified at least one rule document is transtormed into
an XSL document including one or more templates. One or more of the templates
of the XSL document are applied to transform the XML document. The

transformed XML document is provided.

[B047] A web content optimization computing apparatus for transforming

30 arequest for web content includes one or more processors and a memory coupled
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to the one or more processors which are configured to execute programmed
instructions stored in the memory including obtaining an HTTP request for a web
page from at least one client computing device. An XML document including a
representation of the HTTP request is gencrated. At least one rule document
associated with the HTTP request is identified. The identified at least one rule
document is transformed into an XSL document including one or more templates.
One or more of the templates of the XSL document are applied to transform the

XML docament. The transformed XML document is provided.

[6608] This technology provides a number of advantages including
providing a method, a coraputer readable medium, and an apparatus that
transforms requests for web content by utilizing XSL to manipulate an HTTP
request for the content. More specifically, examples of this technology generate
an XML document representing an HTTP request and apply one or more rules to
the XML document, the rules being predefined and represented in one or more
templates of an XSL document. With this technology, the applied rules can
manipulate one or more HTTP request headers or request parameters and/or the
actions responsive to the HTTP request and/or flow of the application and/or web

transaction configured to process the HTTP request.
BRIEF BESCRIPTION OF THE DRAWINGS

[6839] FIG. 1 is a block diagram of an exemplary environment with a web
content optimization computing apparatus configored to transform a request for

wcb content;

[8410] FIG. 2 is a flow chart of an excmplary mcthod transforming a

request for web content;
FIG. 3 is an cxemplary hypertext transter protocol (HTTP) request;

[8611] FIG. 4 is an exeroplary extensible markup language (XML)

document including a representation of the HTTP request of FIG. 35

[8612] FIG. § is an exeraplary rule document;

S052706-3
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[6613] FIG. 6 is an exernplary extensible stylesheet langnage (XSL)
document including a plurality of exemplary teraplates and resulting from an

exemplary transformation of the rule document of FIG. 5; and

[6014] FIG. 7 is an exemplary XML document transformed according to

5 an cxeraplary application of the templates of the XSL document of FIG. 6.
DETALLED DESCRIPTION

[B815] An cxermnplary environment 10 with a web contont optimization
computing apparatus 12 configured to transform requests for web content is
illustrated i FIG. 1, although this technology can be implemented on other types

16 of devices, such as one of the web server devices 16(13-16(n}, or any other server
computing apparatus configured to receive and process hypertext transfer protocol
(HTTP) requests, by way of example only. The exemplary environment 10
inciudes the web content optlimization computing apparatus 12, client devices
14(1)-14(n), the web server devices 16(1)-16(n}, and cormmunication networks

15 18(1)-18(2), although other numbers and types of systems, devices, and/or
clements in other configurations and environments with other communication
network topologies can be used. This technology provides a number of
advantages including providing a racthod, computer readable medium and an
apparatus that transforms HTTP requests for web content, such as a hypertext

20 markup language (HTML) web page, for example, in order to manipulate one or

maore actions taken based on the HTTP request headers and/or parameters.

[6816] Referring roore specifically to FIG. 1, the web content optimization
computing apparatus 12 includcs a contral processing unit {CPU) or processor 13,

a memory 15, and an interface system 17 which are coupled together by a bus 19

[\.]
(¥

or other hink, aithough other numbers and types of components, parts, devices,
systems, and clements in other configurations and locations can be used. The
processor 13 in the web content optimization computing apparatus 12 executes a
program of stored instructions for one or more aspects of the present invention as
described and ilustrated by way of the embodiments herein, although the

30 processor could execute other numbers and types of programmed instructions.

S052706-3
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[8617] The memory 15 in the web content optimization computing
apparatus 12 stores these programmed instructions for one or more aspects of the
present tnvention as described and tiustrated herein, although some or all of the
programmed instructions could be stored and/or executed clscwhere. A varicty of

S different types of memory storage devices, such as a random access memory
{RAM} or a read only memory (ROM) in the system or a floppy disk, hard disk,
CD ROM, DVE ROM, or other computer readable medium which is read from
and/or written to by a magnetic, optical, or other reading and/or writing system
that is coupled to the processor 13, can be used for the memory 15 in the web

10 content optimization computing apparatus 12,

[6818] The interface systern 17 in the web content oplimization computing
apparatus 12 is used to operatively couple and communicate between the web
content optimization computing apparatus 12 and the client devices 14(1)-14(n)
and the web server devices 16(1)-16(n) via the communication networks 18(1)
153 and 18(2}, although other types and numbers of communication networks with
other types and numbers of connections and configurations can be used. By way
of examaple only, the communication networks 18(1) and 18(2) can use TCP/IP
over Ethernet and industry-standard protocols, including HTTP, HTTPS, WAP,
and SOAP, although other types and numbers of commumication networks, such
20 as a direct connection, a local area network, a wide area network, modems and
phone lincs, c-mail, and wircless and hardwirc communication tcchnology, cach

having their own communications protocols, can be used.

8619} Hach of the client devices 14(1)-14(n} enables a user to request,
receive, and interact with web pages from one or more web sites hosted by the

25 web server devices 16(1)-16(n) through the web content optimization computing
apparatus 12 via one or more communication networks 18(1), although one or
more of the client devices 14(1)-14(n) could access content and utilize other types
and numbers of applications from other sources and could provide a wide variety
of other functions for the user. Although multiple client devices 14(1)-14(n) are

30 shown, other numbers and types of user computing systems could be used. Tnone
example, the chient devices 14(1)-14(m) comprise smart phones, personal digital
assistants, coraputers, or mobile devices with Internet access that permit a website

S052706-3
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form page or other retrieved web content to be displayed on the client devices
14(1)-14(n).

[8020] Each of the client devices 14(1)-14(n) in this example 1s &
computing device that includes a central processing unit {CPU) or processor 20, a
merory 22, user input deviee 24, a display 26, and an interface system 28, which
are coupled together by a bus 30 or other link, although one or more of the client
devices 14{1)-14(n) can include other numbers and types of components, parts,
devices, systems, and elements in other configurations. The processor 20 in each
of the client devices 14(1)-14(n) executes a prograrn of stored instructions for one
or more aspects of the present invention as described and illustrated hercin,
although the processor could execute other numbers and types of programmed

instructions.

[6821] The memory 22 in each of the client devices 14(13-14({n) stores
these programmed instructions for one or more aspects of the present invention as
described and illustrated herein, although some or al of the progranumed
instructions could be stored and/or executed elsewhere. A variety of different
types of memaory storage devices, such as a random access memory (RAM) or a
read only mernory (ROM) in the system or a floppy disk, hard disk, CD ROM, or
other computer readable mediom which is read from and/or written to by a
magnetic, optical, or other reading and/or writing system that is coupled to
processor 20 can be used for the roemory 22 in cach of the client devices 14(1)-

14{n}.

8022} The user input device 24 in cach of the client devices 14(13-14(n} is
used to input selections, such as requests for a particular website form page or to
enter data mn fields of a form page, although the user input device could be used to
input other types of data and interact with other elements. The user input device
can include keypads, touch screens, and/or vocal input processing systems,

although other types and numbers of user input devices can be used.

[8623] The display 26 in each of the client devices 14(1)-14(n) is used to

show data and information to the user, such as website page by way of example
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only. The display in cach of the client devices 14(1)-14(n) can be a mobile phone
screen display, although other types and nurabers of displays could be used

depending on the particular type of client device 14(13-14{(n).

[6024] The interface system 28 in cach of the client devices 14(1)-14{n) is
uscd to operatively couple and communicate between the client deviees 14(1)-
14(n), the web content optimization coraputing apparatus 12, and the web scrver
devices 16{1)-16(n}) over the communication networks 18(1) and 18(2), although
other types and numbers of communication networks with other types and

numbers of connections and configurations can be used.

[6625] The web server devices 16(1)-16(n) provide web content such as
one or more pages from one or more web sites for use by one or more of the client
devices 14(1)-14(n) via the web content optimization computing apparatus 12,
although the web server devices 16(1)-16(n} can provide other nursbers and types
of applications and/or content and can provide other numbers and types of
functions. Although the web server devices 16(1)-16(n) are shown for ease of
itlustration and discussion, other numbers and types of web server systems and

devices can be used.

[8026) Each of the web server devices 16(1)-16(n) include a central
processing unit (CPU) or processor, a memory, and an interface system which are
coupled together by a bus or other link, although each of the web server devices
16(1)-16(n) could have other numbers and types of components, parts, devices,
systems, and cicments in other configurations and locations. The proccssor in
cach of the web server devices 16(1)-16{(n} exccutes a program of stored
mstructions one or more aspects of the present invention as described and
illustrated by way of the embodiments herein, although the processor could

execute other numbers and types of programmed instructions.

8027 The memory in cach of the web server devices 16(1}-16(n} stores
these programmed instractions for one or more aspects of the present invention as
described and tustrated by way of the embodiments described and illustrated

herein, although some or all of the programmed instructions could be stored
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and/or executed elsewhere, A variety of different types of roemory storage
devices, such as a randorn access memory {(RAM) or a read only memory (ROM)
i the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other
computer readable medium which is read from and/or written to by a magnetic,

5 optical, or other reading and/or writing system that is coupled to the processor,

can be used for the memory in cach of the web server devices 16(1)-16{(n).

[8028] The interface system in cach of the web server devices 16{1)-16(n)
is used to operatively couple and communicate between the web server devices
16{1)-16(n}, the web content optimization computing apparatus 12, and the client

16 devices 14(1)-14{n) via the communication networks 18(1) and 18(2), although
other types and numbers of communication networks with other types and

numbers of connections and configurations can be used.

[6629] Although embodiments of the web content optirization computing
apparatus 12, the client devices 14(1)-14(n), and the web server devices 16(1)-

15 16{(n}, are described and ilustrated herein, cach of the client devices 14(13-14{n},
the web content optimization computing apparatas 12, and the web server devices
16{1)-16(n), can be iraplemented on any suitable computer systern or computing
device. It is to be understood that the devices and systerns of the embodiments
described herein are for exemplary purposes, as many variations of the specific

28 hardware and software used to implement the ernbodiments are possible, as will

be appreciated by those skilled in the relevant ari(s).

18630} Furthermore, cach of the systems of the cmbodiments may be
conveniently implemented using one or more general purpose computer systems,
microprocessors, digital signal processors, and micro-controllers, programmed

25 according to the teachings of the erabodiments, as described and illustrated herein,

and as will be appreciated by those ordinary skill in the art.

[6631] In addition, two or more computing systems or devices can be
substituted for any one of the systems in any of the embodiments. Accordingly,
principles and advantages of distributed processing, such as redundancy and

30 replication also can be implemented, as desired, to increase the robustness and
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performance of the devices and systems of the embodiments. The ernbodirsents
may aiso be implemented on computer system or systeras that extend across any
uitable network using any suitable interface mechanisis and communications
technologics, including by way of cxample only teleccommunications in any
suitable form (e.g., voice and modem), wircless communications media, wircless
conumunications networks, cellular communications networks, G3
communications networks, Public Switched Telephone Network (PSTNs}, Packet

Bata Networks (PDNs), the Internet, intranets, and combinations thereof,

[6632] The embodiments may also be embodied as a non-transitory
computer readable medium having instructions stored thereon for one or more
aspects of the present invention as described and illustrated by way of the
embodiments herein, as described herein, which when executed by a processor,
cause the processor to carry out the steps necessary to implerment the methods of

the embodiments, as described and illustrated herein.

[8033] An exemplary method for transforming an HTTP request for web
content with the web content optimization computing apparatus 12 will now be
described with reforence to FIGS. 2-7, although this technology can be executed
by other types of devices, such as by one of the web server devices 16{1)-16(n)
and without a web content optimization computing apparatus 12 or other proxy
server, for example. Referving more specifically to FIG. 2, in step 200 the web
content optimization computing apparatus 12 obtains an HTTP request for web
content, such as an HTML web page, from at least one of the client devices 14(1)-
14(n). The requested web content can be stored on one or more of the web server

devices 16(1)-16{(n), for example.

[6034] Referring to FIG. 3, an exernplary HTTP request 300 for the
“http://processor.con/app/www.acme.convsample/?a=1&b=2" uniform resource
located (LJRL) is shown as communicated by one of the client devices 14(13-14(n)
using a web browser having a “roy_browser” associated user agent identification.
In this example, the “app” portion of the URL refers to the “app” application
operating on the “processor.com” device, which can be the web content

optimization coraputing apparatus 12. The “app” application is configured to
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download the content referred to by the “weww.acme.com/sample/?a=1&b=2"
portion of the URL and optionally perform some operation on the content, based
on the headers and/or query and/or post parameters of the HTTP request 300, such
as transforming the content into a desired format, such as HTML or XHTML
S and/or a desired graphical format optimal for the browser identified by the user

agent, for exaraple.  With this technology, as described in detail below, the HTTP
request can be manipuiated such that the “app” application downloads web
content referred to by a different URL than the original URL, performs a different
operation oo the content than indicated by the headers and/or query and/or post

10 parameter values of the HTTP request 300, and/or performs an action different
than, or in addition to, the transformation of the content into a different format, by

way of example only.

[6635) In order to manipulate the HTTP request 300, an XML docuraent
400 including a representation of the HTTP request is generated, at step 202, by
15 the web content optimization computing apparatus 12, The XML document 4400
can include a plurality of elements, optionally nested by a request root clement,
the values of which are based on the contents of the HTTP request 300. In this
example, the value of the URL element is the URL of the content to be
downloaded, without any query parameters, the valoe of the cwrrentserver clement
28 is the name of the device running the “app” application, such as the web content
optimization computing apparatus 12, that will proccss the HUTP request 300 to at
least retrieve the requested content from one of the web server devices 16, the
value of the remoteip clement is the TP address of the requesting client device
14{1)-14(n), the valuc of the headers clement is a param clement list, the name
25 attribute of cach element of which corresponds to cach header of the HTTP
request 300 such as the host, user-agent, and accept headers and the value of cach
clement of which is included in the HTTP request 300, the value of the original-ua
clement is the user agent header of the HTTP request 300, and the value of the
query element is a param element list, the name attribute of each element of which
30 corresponds to cach query parameter of the URL associated with the HTTP
request 300 and the value of each element of which is included in the URL

associated with the HTTP request 300.
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[6035] While erpty in the exemplary XML document 400 shown in FIG.
4, a plurality of other eloments can be provided in the XML document 400, and
can contain value(s) based on the HTTP request 300, including a post element
having & valuc of a param clement bist, the name atiribute of cach clement of

S which corresponds to cach post parameter of the HTTP request 300 and the value
of cach clement of which is sct forth in the HTTP request 304, a cookies element
having a value of a param element list, the name attribute of each element of
which corresponds to a cookic name as included in the HTTP request 300 and the
value of cach element of which corresponds to a cookie value as jncluded in the

16 HTTP request 300, and an imode clement having a string value indicating whether

the requesting client device 14(1)-14{n) supports i-mode services.

[6837] In other examples, the XML document 400 can contain a plurality
of other elements representing actions that can be performed by the “app”
application including a redirect element having a value of a URL of a location to
15 which the HTTP request 300 is to be redirected, an avto_redirect element having a
value of a string indicating the “app” application should iraplement an automatic
redirect algorithum, such as that described in U.S. Patent Application Nos.
12/927,169 and 13/135,707, each of which is hereby incorporated by reference in
its entirety, an encoding element having a string value indicating the character set
20 to be used to read the web content requested by the HTTP request 300, a content-
type clement having a string valuc indicating the content or mime type to be used
to read the web content requested by the HTTP request 300, a popup element
having a value to be sent to the requesting client device 14(1)-14(n) to be
displayed on the requesting client device 14(1)-14(n) instcad of the requested web
25  content, an error element having a string value including an error message to be
displayed on the requesting chient device 14(1)-14(n) when one or more attributes
and/or values of the attributes of the HTTP request 300 are invalid, for example,
and a ua clement having a string value indicating a user agent to be used by the
“app” application, prior to retrieving the requested web content from the web
30 server device 16(1)-16(n), instead of the user agent indicated in the HTTP request

364,
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[6638] In step 204, the web content optimization computing apparatus 12
determines whether a rule document exists for the HTTP request 300. The web
content optimization computing apparatus 12 can identify at least one rule
document 500 associated with the HTTP request 300 based on a match of at lcast
S aportion of the URL included in the HTTP request 300 or the value of any of the

headers included in the HTTP request 304, for example. Accardingly, a plurality
of rule documents can be stored in the memory 15 of the web content optimization
computing apparatus 12 as associated, such as in a table, with one or more
attributes of an HTTP request. fo one exarople, a rule document is provided for a

10 plurality of URLs and the web content optimization computing apparatus 12 is
configured to identify the rule document applicable to the current HTTP request
based on a match in the table of the URL included in the current HTTP request.
In ancther example, a rule document is stored for one or more user agents and the
web content optimization computing apparatus 12 is configured to identify the

153 role document applicable to the current HTTP request based on a match in the
table of the value of the user agent indicated in the HTTP request or in the us
element of the XML document representing the HTTP request, for example. I no
rule document is identified at step 204, the web content optimization computing
apparatus 12 provides the XML document 400 at step 206, such that the requested

26 wcb content can be retricved from the web server deviee 16(1)-16{n) and

communicated to the requesting client device 14{1}-14(n).

[6639] H a nuie document 500 is identified for the HTTP request at step
204, the web content optirnization computing apparatus 12 transforms, at step 208,
the identified rule docuraent 500 into an eXtensible Styleshect Language (XSL)
25  document 600 including one or more templates. An exemplary rule document 500
is shown in FIG. 5 as including two rule clements, each including a “for”
condition satisfied based upon a match of a query or post parameter nare, for
example, and cach also including one or more commands nested by an execute

element.

30 [8040] In this example, the rule clements of the rule document 500 are
established based ov a match of a narse of the query parameters included ina
URL associated with the HTTP request 300, although in other examples one or
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more rules can be applicd based on a match of the name of a post parameter, ot
based on any other attribute of the HTTP request 300, In one example, the name
of one of a query or a post parameter inchuded in 8 URL associated with the HTTP
roquest 300 corresponds o the name of uscr interface functionality that, when

S engaged by a user of one of the client computing devices 14{1)-14{n), results in
generating the HT TP request 300 that is then communicated to the web content

optimization computing apparatus 12.

16641} iIn the example shown in FIG. 5, the parameter names included in
the conditional expression are “a” and “¢” and the coramands in the first rule

10 clement arc set-encoding and set-query-param and the comumand in the sccond
rule is set-query-param. While the “c” query parameter is not included in the
HTTP request 300, the “a” parameter name can indicate the name of user interface
functionality such as a button that, when engaged by a user of one of the client
computing devices 14(1)-14(n), causes the communication of the HTTP request to

15 be sent to the web content optimization computing apparatus 12. In other
examples, the name of the query parameter and associated user interface
functionality can be “submit” or “purchase”, for cxample, or any other string
value corresponding to a button, image, link, or any other web functionality
mitiating an HTTP request 300, Accordingly, a rule element, such as the first rule

20 clement in the exemplary rule document 500 of FIG. 5, can be included and can
corrcspond to the name of the uscr interface functionality. The sct-cncoding
command of the first rule element has a string value indicating the character set to
be applied to the requested web content by the “app” application. The set-query-
param command has a narmae attribute of a query parameter of the HTTP request

25 300 to be replaced by the value of the string indicated in the clement.

[3642] Accordingly, in this example, whenever a user engages the “a”
button on a web page, an HTTP request 300 for content is initiated whereby the
content is stored on a web server device 16(1)-16(n) located in Japan, for
example, and requires Japanese encoding for proper manipulation and/or display.
380 Therefore, a rule clement is rectted in a rule document 500 conditional upon a

match of the “a” query parameter name included in the HTTP request 300 and
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including a set-encoding command with a “Shift JIS” value indicating a Japanese

character set.

[6043] In other examples, commands are set forth 0 one or more rule
elements of the rule document 560 to manipulate one or more parareters of the
5 HTTP request 300, mchuding a remove-post-param coromand configured to
remove a specified post pararaeter from the HT'TP request 300, a remove-query
param command configured to remove a spectficd query parameter from the
HTTP request 300, a set-ali-post-params command configured to replace all post
parvameters of the HTTP request 300 with a specified post parameter value, a set-
16 all-query-params conunand configured to replace all query parameters of the
HTTP request 300 with a specified query parameter value, and a set-post-param
configured to set & specified post parameter of the HTTP request 300 with a

specified value.

[8844] I other examples, commands are set forth in one or maore rule

15 clements of the rule document 500 to change one or more parameters of the HTTP
requeast 300 and/or one or more parameters of an HTTP response, including a set-
content-type command configured to st the content type of the requested web
content including in the HTTP request 300 or an HTTP response, & set-cookie
command configured to set a new cookie in the HTTP request 300 or an HTTP

28 response, a set-header command configured to add a header to the HTTP request
300 or an HTTP response, and a set-user-agent command configured to change or

set the user agent included in the HTTP request 300 or an HTTP response.

[8045] In yet other examples, commands are st forth in one or more rule

clements of the rule document 500 to change the flow of a web transaction and/or
25 an action performed by the identified “app” application mcluding a set-auto-

redirect command configured to enable an automatic redirect algorithm, as

identificd above, a sct-error command configured to sct an error message to be

displayed on the requesting client device 14(1)-14(n), a set-popup command

configured to display a virtual page on the requesting client device 14(1)-14(n)
36 instead of the web content requested by the HTTP request 300, a set-redirect

command configured to generate an HTTP response status code 302 to be
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communicated to the requesting client deviee 14(1)-14(n), and a set-ur] coramand
configured to change the URL of the requested web content included in the HTTP

request 300.

[8046] Accordingly, in this example, the web content optimization
S computing apparatus 12 identifics the vule document 500, at step 204, of FIG. S,

based on an atiribute of the HETP request 300, as represented by the XML
document 400, generated at step 202, and, in order to apply the rule(s) to the
HTTP request 300, transforms the rule document 500, at step 208, into an XS0
document 600 inchuding one or more templates, an example of which is shown in

10 FIG. 6. The XSL document 600 includes at least one template corresponding to
each rule element included in the rule document 500 and, optionally, each

command included in each rule element.

[6847] I the exemplary role document 500 of FIG. 5, a fust rule element
is associated with a query or post parameter value of “a” and a second rule s

15 associated with a query or post parameter value of “¢”. The first rule includes a
first command to set the encoding of the character set of the requested web
content to “Shift JS”, a Japancse encoding, and a second comumand to set the
value of the query parameter having a value of “b” in the initial HTTP request to
the value of “IP.” The second rule includes a command to set the vahue of the

28 query parameter having a value of “¢” in the HTTP request 300 to the value of
“TRANSLATE”. While the HTTP request 300 does not include a query
parameter having a vaine of “e”, as shown in FIG. 3, in one example all rule
clernents are mcluded as part of the transformation of the rule document 500 into
the XSL docurnent 600, and have a corresponding template in the XSL document

25 600, irrespective of whether the rule clement(s) are applicable to the current

HTTP request 300

[B048] In step 210, the web content optimization computing apparatus 12

applies one or more of the ternplates of the XSL document 600 in order to

transform the XML document 400 into the transformed XML document 700, an
36 example of which is shown in FIG. 7. The exemplary XSL document 600,

esulting from a transformation of the rule document 508, includes a first template
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with a match expression for the “a” query pararseter and configured to set a value
for the encoding element to “Shift JIS” when applied to the XML document 400,
as shown in the resulting transformed XML document 700. The XSL document
600 further includes a sccond template with a match expression for the “a” query
parameter and configured to change the value of the “b” query parameter from “27
to “JP” when applied to the XML document 400, as shown in the resulting
transformed XML document 700. The XSL docament 600 further includes a third
template with a match expression for a “¢” query parameter which is not satistfied
by the current HTTP request 300. The rule elements included in the rule
document 500 are exemplary only and the rule elements can include any number
and type of commands as identified above, or any other command. Additionally,
the associated templates of the XSL docoment 600, resulting from a
transformation of the rule elements of the rule document 500, can change and/or

set values for any element of the HTTP request 300,

[8045] In step 212, the web content optimization computing apparatus 12
provides the transformed XML document 700, such as to the “app” application
identified by the URL associated with the HTTP request 300 and configured to
process and service the HTTP request 300 according to the transformed XML
document 700, inchiding by retrieving the requested web content from the web
server device 16(1)-16(n) and communicating it to the roquesting client computing

device 14(13-14(n).

[8050] Accordingly, in this example, the “app” application interprets the
HTTP request represented by the transformed XML document 700 to retrieve the
requested content as identified by the “http://www.acme.com/sample” value of the
url element and encodes the requested content with the Shift S character set as
indicated by the value of the encoding element, thereby overriding any other
encoding that may have been applied by the “app” application. Accordingly, in
this cxample, the HTTP request 300 is manipulated, based on predefined rules, to
ensure the proper display of the requested web content on the client device 14(1)-

14(n).
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[8051] Accordingly, as illustrated and described herein this technology
provides a number of advantages including providing a method, a computer
readable medium, and an apparatus that transforms requests for web content by
utilizing XSL to manipulatc an HTTP request for the content. More specifically,
S examples of this technology identify a rule document based on one or more
attributes of an HTTP request, transform the rule document imnto an XS4
document, and apply the XSL document to an XML representation of the HTTP
request. With this technology, one or more HTTP request headers, one or more
HTTP request pararoeters and/or parameter values, and/or one or more actions
160 performed in response to an HTTP request can be manipulated based on one or
more predefined rules, thereby enabling control over the flow of a web application

and/or transaction.

18052) Having thus described the basic concept of the invention, it will be
rather apparent to those skilled in the art that the foregoing detailed disclosure is

15 intended to be presented by way of example only, and is not limiting. Various
alterations, tmprovements, and modifications will occur and are intended to those
skilled in the art, though not expressly stated herein. These alterations,
improvements, and modifications are intended to be suggested hereby, and are
within the spirit and scope of the invention. Additionaily, the recited order of

20 processing elements or sequences, or the use of numbers, letters, or other
designations thercfore, is not intended to limit the claimed processcs to any order
except as may be specified in the claims. Accordingly, the imvention 1s hmited

only by the following clairns and equivalents thereto.
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CLAIMS
What is claimed is:
1. A method for transforming a request for web content,

comprising:

obtaining at a web content optimization computing
apparatus a hypertext transfer protocol (HTTP) request for a web page from at
least one client computing device;

generating with the web content optimization computing
apparatus an eXtensible Markup Language (XML} document including a
representation of the HTTP request;

identifying with the web content optimization computing
apparatus at least one rule document associated with the HTTP request;

transforming with the web content optimization computing
apparatus the identified at least one rule document into an eXtensible Stylesheet
Language (XSL) document including one or more templates;

applying with the web content optimization computing
apparatus one or more of the templates of the XSL. document to transform the
XML document; and

providing by the web content optimization computing
apparatus the transformed XML document.

2. The method as set forth in claim 1 wherein the providing

further comprises providing with the web countent optimization coraputing
apparatus the XML docurnent when there s not at least one rule document

agsociated with the HTTP request.

3. The method as set forth in claim 1 wherein the XML
document includes a plurality of elements sclected frorn uniform resource locator
(URL), redirect, auto_redirect, encoding, content-type, popup, error,

currentserver, remoteip, headers, original-ua, ua, query, post, cookies, or imode.
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4. The method as set forth in claim 1 wherein the at least one
rule document includes at lcast one rule and whercin each rule includes at least
one command selected from remove-post-param, remove-query-param, set-all-
post-params, sct-all-query-params, sct-avto-redirect, sci-content-type, sct-cookic,
set-encoding, sct-error, set-header, set-popup, set~-post-param, sct-query-param,
set-redirect, set-url, or set-user-agent.

5. The method as set forth in claim 1 wherein the rule
document includes at least oue rule including a conditional stateroent satisfied
based on a match of a name of one of a query parameter or a post parameter
included in a URL associated with the HTTP request wherein the name
corresponds to a name of user interface functionality configured to initiate an

HTTP request when engaged.

6. The method as set forth in claim 1 wherein the providing

further comprises:

communicating with the web content optimization
computing apparatus the transformed XML document to an application identified
by a URL associated with the HTTP request; and

scrvicing with the web content optimization computing
apparatus the HTTP request based at least in part on the transformed XML
document.
7. A pon-transitory computer readable medium having stored
thereon instructions for transforming requests for web content comprising
machine executable code which when executed by at least one processor, causes
the processor to perform steps comprising:

obtaining a hypertext transfer protocol (HTTP) request fora
web page fror at least one client cornputing device;

generating an eXtensible Markup Language (XML)
document including a representation of the HTTP request;

identifying at least one rule docurnent associated with the
HTTP request;
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transforming the identified at least one rule document into
an eXtensible Stylesheet Language (XSL) document including one or more
templates;

applying onc or more of the templates of the XSEL document
to transform the XML document; and

providing the transformed XML document.

8. The medium as sct forth in claim 7 wherein the providing
further comprises providing the XML docurnent when there is not at least one rule

document associated with the HTTP request.

g The mediurm as set forth in claim 7 wherein the XML
document includes a plurality of elements selected from uniform resource locator
{URL)}, redirect, auto_redirect, encoding, content-type, popup, error,

currentserver, remoteip, headers, original-ua, ua, query, post, cookies, or imode.

16.  The medium as set forth in claim 7 wherein the at least one
rule document imcludes at least one rule and wherein cach rule includes at east
onc command scleeted from remove-post-param, romove-guery-param, sct-all-
post-params, sct-all-query-params, sct-amto-redirect, sct-content-type, sct-cookic,
set-encoding, set-crror, set-header, set-popup, set-post-param, set-query-param,

set-redirect, set-url, or set-user-agent.

11, The medium as set forth in claim 7 wherein the rule
document includes at least one rule including a conditional statement satisfied
bascd on a match of 4 name of one of 4 query parameter or a post pararaeter
included in a URL associated with the HT TP request wherein the name
corresponds to a name of user interface functionality configured to initiate an

HTTP request when engaged.

12, The medium as set forth in claim 7 wherein the providing

further comprises:
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communicating the transformed XML docursent o ap
application identified by a URL associated with the HTTP request; and
servicing the HTTP request based at least in part on the

transformed XML document.

13. A web content optimization computing apparatus for
transforming a request for web content, comprising:
ONC Of MOTS Processors;
a memory coupled to the one or more processors which are
16 configured to exccute prograramed instructions stored in the memory comprising:
obtaining a hypertext transfer protocol (HTTP)
request for 8 web page from at least one client computing deviee;
generating an eXtensible Markup Language (XML)
document including a representation of the HTTP request;
i3 identifying at east one rule document associated
with the HTTP request;
transforming the identified at least one rule
document into an eXtensible Stylesheet Language (XSL} document including one
ot uorce templates;
26 applying onc or morc of the templates of the XSL
document to transform the XML document; and

providing the transformed XML document.

14, The apparatus as set forth in ¢laim 13 wherein the providing
25 further comprises providing the XML document when there is not at lzast one rule

document associated with the HTTP request.

15.  The apparatus as set forth in claim 13 wherein the XML

document inchudes a plurality of elements selected from uniform resource locator

(%]
<

(URL), redirect, auto_redirect, encoding, content-type, popup, £iror,

currentserver, remoteip, headers, original-ua, ua, query, post, cookies, or imode.
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16.  The apparatus as set forth in claim 13 wherein the at least
one rule document includes at least one rule and whercin each rule includes at
feast one command selected from remove-post-param, reraove-guery-parant, set-
all-post-params, sct-all-query-params, sct-auto-redirect, sct-conicni-type, sct-
S cookie, set-cncoding, set-crror, set-header, set-popup, set-post-param, set-guery-

param, set-redirect, set-url, or set-user-agent.

17.  The apparatus as set forth in claim 13 wherein the rule
document includes at least oue rule including a conditional stateroent satisfied
10 based on a match of a name of one of a query parameter or a post parameter
included in a URL associated with the HTTP request wherein the name
corresponds to a name of user interface functionality configured to initiate an

HTTP request when engaged.

i3 18, The apparatus as set forth in claim 13 wherein the providing
further comprises:
communicating the transformed XML document to an
application identified by a URL associated with the HTTP request; and
servicing the HTTP request bascd at least in part on the

20 transformed XML document.
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Obtain a Hypertext Transfer Protocol (HTTP) Request for a Web Page From at
Least One Client Computing Device 200

v
Generate an ¢Xtensible Markup Language (XML} Document Including
Representation of the HTTP Request 202

Rule Document?

Provide the XML Document | |
204

Transform the Tdentified at Least One Rule Document Into an eXtensible
Stylesheet Language {XSL) Document Including One or Morg Templates 208

v
Apply One or More of the Templates of the XSL Document to Transform the
XML Document 210

;
¥
Provide the Transformed XML Document 212
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{54}  Method for bundiing images and devices thereof
(57} A method, non-transitory computer readabie the web page. The web page is sent {o the client device

meadiurm, and web server device that obtains a web page
comprising a plurality of image elements each including
a source altribute having a value identifying an image.
Each of the image elements is modified to insert a daia
attribute having a vaiue of the respective source attrivute
value and to repiace the source atfribute value with a
data URL A reference to a executable file is inserted into

and a request from the client device for the execulable
file is received. The executable file is sent to the client
device and is configured when executed o replace the
source attribute value of each of the image elemenis with
a data URI of an image identified by tha respective daia
attribute value.
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Description
FIEELD
{30847 This technology generally relates o methods

and devices for optimizing transmission of web page im-
ages and, more particularly, methaods for bundiing imag-
es and devices thereof.

BACKGROUND

[0002] Many web sites are increasingly sophisticated
and provide rich multimedia experiences forusers. Gften,
the multimedia content of @ web page includes a signif-
icant number of images which are sent across a commu-
nication network. For example, product catalog and so-
cial network web pages are generally image-intensive,
although many cther types of web pages also have sig-
nificant graphical content. The images of a web page are
generally each retrieved through a hypertext transfer pro-
iocol (HTTP) request sent from a client device while ren-
dering the web page. However, many networks have high
latency and require a significant amount of time fo trans-
mit each request and server response including one of
the requested images. Latencyis a particulariy significant
issue with respact 1o networks generally utitized by mo-
bile devices.

[B083] Inordertoreduce the numberof HT TP reguests
sent by a client device for the images of a web page, web
servars can parse web pages requested by client davices
io identify referenced images, retrieve the images, gen-
erate an encoding of each of the images, and modify the
web pages fo include the encoeding of the images in-line
prior to sending the web pages to the requesting client
devices. The embedded encoding can be a base 64 rep-
reaseniation of each image and can be included in the
web page according to a data uniform resource identifier
{URI) scheme, for example. By including the referenced
images in-line, web pages can be rendered by web
browsers of client devices without reguiring an HTTP re-
quest and response for each of the images.

[0004] While including images in-line can reduce the
time required to render a web page, particuiarly in high
fatency cormmunication networks, there are several
drawbacks to this approach. For example, the images
are not cached separately from the web page that in-
cludes the corresponding in-line encoding. Accordingly,
every time a change is made o the web page, and a
cached version of the web page becomes invaiid, the
images must again be encoded and embedded in-line.
Another drawback is that multiple copies of the encoded
version of images that are referenced more than oncein
a wab page are generaled, while externally-referenced
images are downloaded only once irrespective of the
number of references o the images in the web page.
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SUMMARY

{00057 A method for bundiing images includes obtain-
ing, with a web server, a web page requested by a client
device, the web page comprising a plurality of image ei-
ements each including a source attribute having a value
identifying an image. Each of the plurality of irnage ele-
ments is modified, with the web server, to insert a data
attribute having a value of the respective source attribute
vaius and o replace the source aliribuie value with a
data uniform resource indicator (URH). With the web serv-
er, a reference to an executable is inserted inio the
reguested web page, the requested web page is sent to
the client device, and then arequest from the client device
for the executable file is received. The executable file is
sent with the wab server (o the client davice in response
totherequesiandisconfigured when executedtoreplace
the source attribute value of each of the plurality of image
elements with a data URI of an image identified by the
respective data attribute value.

{30087 A non-fransitory computer readable madium
having stored thereon instructions for bundling images
cormprising machine executable code which when exe-
cuted by a processor, causes the processor to perform
steps inciuding obfaining a web page requested by a cli-
ent device, the web page comprising a pluralily of image
slements eachincluding a source aftribute having a value
identifying an image. Each of the plurality of image ele-
ments is modified to insert a data attribute having a value
of the respective source atlribule value and to replace
the source aitribute vaiue with a data URIL. A reference
o & executable file is inserted into the web page, the web
page is sent fo the client device, and a reguest from the
client device for the executable file is received. The ex-
ecutable file is sent to the client device in response o
the request and is configured when executed fo replace
the source attribute value of each of the plurality of image
elements with a data URI of an image identified by the
respective data altribute value.

{G007] A web server device inciudes a processar cou-
pled to ameamory and configured o exacute programmed
instructions stored in the memory including obtaining a
web page requested by a client device, the web page
comprising a plurality of image elements each including
a source attribute having a value identifying an image.
Each of the plurality of image alements is rmodified o
insert a data aftribute having a value of the respeactive
source attribute value and lo replace the source attribute
value with & data URI Areference o a executable file is
inserted into the web page, the wab page is sent to the
dlient device, and a request from the client device for the
executable file is received. The executable file is sent io
the client device in response o the request and is con-
figured when executed to replace the source atiribute
valua of each of the piurality of image elements with a
data UR! of an image identified by the respective daia
attribute value.

{B008] This technology provides a number of advan-
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tages including methods, non-iransitory computer read-
able medium, and a web server device that mitigates the
negative affects of high network fatency with respect io
retrieval of web page images, while aisoreducing storage
averhead. With this techinology, web page images are
encoded, hundied, and included in-line in web pages by
a refrieved exscutable file. Advantageously, only one
copy of each of the image encodings is stored irrespec-
five of the number of references to the images in the web
page. Additionally, the irnage encodings are stored sep-
arately from the associated web pages. Therefore,
changes made o a web page that render a cached ver-
sion invalid do not naecessitate a subsequent download-
ing and encoding of the images of the web page.

BRIEF DESCRIPTION OF THE DRAWINGS
[6009]

FIG. 1 is a block diagram of an environment with an
exeraplary web content proxy server;

FiG3. 2 is a flow chart of an exemplary method for
bundiing web page images;

FIG. 3 is exernplary hyperiext rnarkup language
(HTML) code fragment defining a portion of a wab
page that references multiple images;

FIG. 4 is an exemplary version of the HTML code
fragment of F1G. 3 with image elements modified io
include a data uniform resource identifier (URI} of a
default image and a respective data attribute; and

FIG. 5 is exeraplary JavaScript code fragment con-
figured {o insert, when executed by a client device,
a data UR] of the images referenced by the HTML
code fragment of FIG. 3.

DETAILED BESCRIPTION

{0618] An exemplary environment 10 with a web con-
tent proxy server 12 coupled to client devices 14{1)-14(n}
and server devices 18(1)-16{(n) by communication nei-
works 18(1)-18{2) is illustrated in FIG. 1. Other numbers
and types of systems, devices, and/or elermenis in other
corfigurations and environments with other communica-
tion network {opologies can aiso be used. This technol-
gy provides a number of advantages insluding providing
methods, non-transitory computer readable medium,
and devices for bundling and in-lining web page images
to reduce the number of communications reguired to
render the images on a client device while also reducing
storage overhead.

[8611] Referring more specifically to FIG. 1, the wab
content proxy server 12 includes a central processing
unit (CPU} 20 or processor, a mermory 22, and an in-
pul/output device 24, which are coupled together by a
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bus 26 or other link, although other numbers and types
of components, parts, devices, systems, and elements
in other configurations and locations can be used. The
CPU 20 in the web content proxy server 12 executes a
program of stored instructions one or more aspects of
the present invention as described and itlustrated by way
of the embodiments herein, aithough the CPU 20 could
exscute other numbers and types of programmed in-
structions.

{80427 The memory 22in the web content proxy server
16 siores these programmed instructions for one or more
aspects of the present invention as described and ilius-
trated herein, although some or all of the programmed
instructions could be stored and/or exaculed elsewhers.
A variety of different types of memory storage devices,
such as a random access memaory (RAM) or a read only
memory (ROM) in the system or a floppy disk, hard disk,
G ROM, DV ROM, or other computer readable medi-
urn which is read from and/or writien to by a magneiic,
optical, or other reading and/or writing sysiem that is cou-
pled to the CPU 20, can be used for the memory 22 in
the web content proxy server 12.

{80131 The inpulfoutput device 24 in the web content
proxy server 12 is used to operatively couple and com-
municate between the wab content proxy server 12, client
devices 14{1)}-14(n}, and server devices 16{1}-16(n) via
the communication networks 18{1}-18(2). One or more
of the communication networks 18{1)-18(2) can include
one or more networks, such as one or more local area
networks {LANS) and/or wide area networks (WANSs). By
way of example only, the communication networks can
use TCP/IP over Ethemet and industry-standard proto-
cols, including hyperiext transfer protocol {HTTP), se-
cure HTTP {HTTPS), wireless application protocol
{WAP), andior SOAP although other types and numbers
of communication networks, such as a direct connection,
modems and phone lines, e-mail, and wireless and hard-
wire communication technology, each having their own
communications protocots, can be used.

{0014] The client devices 14{1}-12{(n} enable a user to
request, receive, andinteractwith applications, web serv-
ices, and conient hosted by the server devices 16(1})-
16{n) through the web content proxy server 12 via the
communication network 18(1), although one or more of
the client devices 14(1)-14{n} could access content and
utilize other types and numbers of applications from other
sources and could provide a wide variety of other func-
fions for the user. In sorma exampies, the client devices
14{1}-14{n) coraprise mobile computing devices with In-
ternet access that enable web pages and other content
stored by the server devices 16(1}16({n)} to be retrisved
and rendered. By way of example only, the client devices
14{1}-14{n) can be smart phones, personal digital assist-
ants, or computers.

[8015] Each of the client devices 14(1)-14{n) includes
a CPU, amernory, an input device, a display device, and
an input/output device, which are coupled together by a
bus or other link, although one or more of client devices
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14{1)}-14(n} can include other numbers and types of con-
ponents, parts, devices, systems, and slements in other
configurations. The CPU in the client devices 14(1)-14(n}
can execute a program of instructions stored in the mem-
ary of the client device 14(1}-14(n} for cne or mMore as-
pects of the presentinvention as describad andillustrated
herein, although the CPU could execute other nurabers
and types of programmed instructions.
[0818] The input device in each of the client devices
14{1)-14{n} can be used {o input selections, such as a
request for a particular web page, although the input de-
vice could be used o input other types of requests and
data and interact with other elements. The input device
can include keypads, toush screens, and/or vocal input
processing systems, although other types and numbers
>f input davices can be used.
[0017] The display device in each of the client devices
14{1}-14{n} can be usad to show data and information to
the user, such as web pages retrieved from the server
devices 168(1}-16{n} by way of example only. The display
device in gach of the dlient devices 14(1)-14{n} can be a
mobile phone screen display, although other types and
riumbers of displays could be used depending on the
particular type of client device.
{0018] Theinput/output device in each ofthe client de-
vices 14{1)-14{n} can be used o operalively couple and
communicate between the clientdevices 14(1)-14{n}, the
web content proxy server 12, and the server devices
18{1)-16{(n} over the communication networks 18(1)-
18(2).
[0019] Eachofthe serverdevices 16(1}-16(n) provides
ontent including web pages for use by one or more of
the client devices 14(1}-14(n} via the web content proxy
server 12, aithough the server devices 18(1)-18{n} can
provide other numbers and types of content and perform
other functions. Each of the server devices 18{1)-16(n}
can inciude a CPU, a memory, and an inputioutput de-
vice, which are coupled iogether by a bus or other link,
although each of the server devices 16(1}-18{(n) could
have other numbers and types of componenis, parts, de-
vices, systems, and elerments in other configurations and
locations.
[0020] The CPU in each of the server devices 16{1}~
16{n) executes a program of instructions stored in the
memaory of the server devices 16(1)-16(n} for one or more
aspects of the present invention, as described and iilus-
trated by way of the embadiments herein, although the
CPU could execute other numbers and types of pro-
graramed instructions.
[6621] The input/output device in each of the server
devices 16(1}-16(n} is used to operalively couple and
communicate between the server devices 16(1}-18{n)},
the web content proxy server 12, and the client devices
14{1}-14{n}via the communication networks 18(1)-18(2}.
[06622] ithough ermbodirnants web contant proxy serv-
er 12, the client devices 14(1)-14{n}, and the server de-
vices 16{1}-16(n) are described and ilustrated herein,
each of the web content proxy server 12, the client de-
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vices 14{1)-14(n}, and the server devices 16{1)-18(n) can
be implemented on any suitable computer apparatus or
computing device. it is o be understood that the appa-
ratuses and devices of the embodiments described here-
in are for exempiary purposes, as many variations of the
specific hardware and software used to implement the
embodiments are possible, as will be appreciated by
those skilled in the relevant art(s}.
{00231 Furthermore, each of the devices of the embod-
iments raay be conveniently implemented using one or
maore general purpose computers, microprocessors, dig-
tal signal processors, and micro-controliers, pro-
grammed according to the teachings of the embodi-
menis, as described and illustrated herein, and as will be
appreciated by those ordinary skiil in the art.
{80247 In addition, two ormore computing apparatuses
or devices can be substituied for any one of the devices
in any embodiment described herain. Accordingly, prin-
ciptes and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desirad, to increase the robusiness and performance of
the devices of the embodiments. The embodiments may
also be implementad on computer apparatuses or devie-
es that extend across any suitable network using any
suitable interface mechanisms and communications
technologies, including by way of example only telecom-
munications in any suitable form (e.g., voice and mo-
dem), wireless communications media, wireless coramu-
nications networks, cellular communications networks,
3 communications natworks, Public Swilched Tele-
phone Network (PSTNs), Packet Data Networks (PDNs),
the Internet, infranets, and combinations thereof,
{60257 The embodiments may also be embodied as
one or more non-transifory computer readable medium
having instructions siored therson for one or rore as-
pects of the presentinvention as described and illustrated
by way of the embodiments herain, as described herein,
which when executed by a CPU, cause the CPU o carry
out the steps necessary to implement the methaods of the
embodiments, as described and ilustrated herein.
{00287 An exemplary method for bundling images will
now be described with reference to FIGS. 1-5. In this
example, in step 200, the web content proxy server 12
receives a request for a web page from one of the client
devices 14{1}-14(n). While in this example, steps
200-224 tustrated in FIG. 2 are performed by the web
content proxy server 12, one or more of steps 200-224
could be performed by one of the server devices 16(1)-
18{n} or any other web server in communication with the
one of the client devices 14(1)-14(n) through one or more
of the communication networks 18(1) and 18(2). Accord-
ingly, in this example, the request can be a hypertext
transfer protocol (HTTP) request for a web page siored
by one of the server devices 16(1}-18(n).
{00277 Uponreceiptofthe request fromone ofthe client
devices 14{1)-14(n}, the web content proxy server 12 ob-
{ains the requested web page. In this example, the web
content proxy server 12 obtains the requested web page
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by reirieving the requested web page from the one of the
server devices 16(1}-18(n) on behalf of the reguesting
one of the client devices 14(1}-14{n). In other examples,
the requested web page can be obtained by retrieving
the raquesiad web page from local memory, such as the
memory 22, or by generating the reguested web page,
for exarnpie.

[0028] In this example, the reguested web page is a
hypertext markup language (HTML) document, a frag-
rnent 300 of which is ilustrated in FIG. 3. The fragrment
300 of the HTML dosument references muitiple images
including "fb.png” and "witter.png”. The “fo.png” and
"twitter.png” images are stored in the "icons” directory,
as indicatad in the source atiribute values of the image
elernenis 302 and 304.

[G028] In step 202, the web content proxy server 12
determines whether there is an image slement with a
source attribute value identifying a directory with a ver-
sion fite. In the fragment 300, the directory identified by
the source attribute value of each of the image siements
302 and 304 is the "icons” directory. Accordingly, the web
content proxy server 12 determines whether the icons
directory in this exarple includes a version file, which
can be a text file with a defauit file name, for example,
although other file formats can aiso be used. The version
file is created and stored in the icons directory by & de-
veloper of the web page and is used fo indicate that any
irnages in the icons directory should be bundied when
provided to a client device. The version file can alsc be
used for other functions, as described and ilusirated lat-
ar.

[0038] In some examples, not all image elements of
the requested web page are bundled and have a source
attribute value identifying a directory with a version file.
For example, directories in which only one image is
stored will require the same number of communications
o retrieve the image as required to relrieve an image
bundie, as descriped and illustrated in more detail later.
in other examgies, image slements may reference im-
ages that are not bundied for any number of other rea-
sons ascording to developer preference and, in yet other
exampies, all images of a web page can be bundled.
[00831] Accordingly, if the web content proxy server 12
determines in step 202 that there is an image element
with a source attribute value identifying a directory with
a version file, then the Yes branch is iaken {o step 204.
in step 204, the wab content proxy server modifies the
image element {o include a dala attribule and fo replace
ihe sourse atlribute vaiue with a data uniform resource
identifier (URI).

[0832] Inthis example, the inserted data attribute has
a value that is equivalent to the source attribute value of
the image elerment. Referring to FIG. 4, an exerplary
fragment 400isillustrated. Inthe fragment 400, the image
element 302 is modified o inchude a data aliribute "data-
bundie=’icons/fb.png"”, among other modifications de-
soribed and illustraied later, resulting in image element
402. Accordingly, image element 402 inciudes a data at-
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fribute having a value equivalent fo the source aitribuie
value "icons/fh.png” of the image element 302. Gther
methods of preserving the source attribule vaiue of the
image element can alsc be used.

{00331 Additionally, in step 204, the web content proxy
server 12 replaces the source attribute value of the image
elernent with a data URI. The data URI is an encoded
version of an image that will be rendered in place of the
image identified by the source attribute value oftheimage
slement 302. The data URI can be a base 64 encading,
although any other encoding can also be used. The daia
URI is effectively a placehoider, as described and ilius-
trated in more detalil iater.

{60341 In this example, the source attiibute value of
the image element 302 is replaced with a data URlI of a2
spacer graphic interchange format {GIF) transparent im-
age in the element 402, aithough a data URI of any other
defaull image can also be used. By using a spacer GIF
image that is transparent, the user of the requesting one
of the client devices 14{1}-14(n) will not see the image
when the wab page is rendered. Additionaily, the over-
head of inciuding the data UR! of the spacer GiF image
is minimal.

{00357 in step 206, the web content proxy server 12
determines whether a script reference associated with
the directory identified by the value of the data attrioute
inciuded in the image element in step 204 has been pre-
viously inserted into the wab page. A script reference will
not have heen previously inserted for each directory first
encounterad by the web content proxy server 12 in a
source attribute value of an image element.

[0038] In this example, the directory identified by the
data attribuie of element 402, as inserted into the image
element 302, is the "icons” direciory. Since the "icons”
direciory is encountered for the first time in a firstiteration
in this example, the script reference will not have been
previously included. If the web content proxy server 12
determines that a script reference associated with the
directory ideriified by the value of the data attribule in-
cluded in the image element in step 204 has not been
previously inciuded, then the No branch is taken to step
208.1n step 208, the web content proxy server 12 inseris
areference to a JavaScript file based on the version file
included in the directory identified by the dala atribute
value of the image element 402. The reference to the
JavaScript file can be a script element having a source
attribute with a value identifying the JavaScript file or a
Query function cali, for example, although other script
references can also be used. Tha version file includes
content which is used as a portion of the file name in-
sluded in the script reference. The content of the version
file is inserted by a developer of the web page when the
version file is slored in the directory, and is used io indi-
cate whether a new JavaScript image bundie code
should be generatad, as described and lllustrated inmore
detail later.

{00377 In this example, the fragment 400 includes &
script reference as script element 406 having a source
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aitribute value of "jconsivi.js". Accerdingly, the icons di-
rectory includes a version file having content "v1" which,
along with the JavaScript file extension "js" is used to
form the "v1.js” name of the JavaScript file in the source
aflribute value of the script slement 406. Other content
of the version file and other methods of naming the Java-
Seript file can also be used.

[0038] Upon inserting the reference to the JavaScript
file in step 208, the wab content proxy server 12 proceeds
to step 202. in step 202, the web content proxy sarver
12 determines whether there is another image element
with & source atiripute value identifying a direciory with
a varsion file, as described and illustrated earlier. in this
exampie, the next image element 304 of the fragment
300 also has a source atiribute vaiue identifying a direc-
tory with a varsion file, as the identifiad "icons”™ directory
was determined to have a version file, in this example,
in the previcus iteration of step 202.

[0838] Accordingtly, in this second iteration, the Yes
branch is taken from step 202 and the image element
304 is maodified in step 204 by the wab content proxy
server 12, as descrived and illustrated eartier, resulting
in image element 404 of fragment 400. In this example,
the data URI that repiaced the source atiribute value of
image eiement 304 is the same data URlused in the prior
iteration of step 206 to replace the source atinbute value
of image element 302, although different data URIs can
also be used.

[0048] Uponreplacing the source attribute value ofthe
image element 304, the web content proxy server 12 pro-
ceeds o step 206. in step 206, the web conient proxy
server 12 determines whether a script reference associ-
ated with the directory identified by the vaiue of the data
attribute included in the image element in this second
iteration of step 204 has been previously inserted into
the web page. In this iteration, the web content proxy
server 12 will determine thal script element 408 was pre-
viously inserted and has a source attribute value identi-
fying adirectory ("icons") matching the dala attribute val-
ue of image element 404. Accordingly, in the second ii-
eration in this exampie, the Yes branch is taken by the
web content proxy server 12 from step 206 to step 202.
[0041] In step 202, the web content proxy server 12
determines whether there is another image element with
a source attribute value identifving a directory with a ver-
sion file, as described and illustraied eartier. In the frag-
ment 300, the only other image element 306 does not
inciude a source attribute value identifying a directory
with & version file. Instead, the source attribute value of
the image element 306 is a uniform resource locator
(URL) that does not identify any direclory. As there are
no other image elements with & source attribute value
identifying a directory with a version file, the No branch
is taken to step 210.

[0042] In step 210, the web content proxy server 12
sends the web page to the reguesiing one of the client
devicas 14(1}-14{n). In other examples, the wab content
proxy server 12 can mark the directory, or otherwise
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maintain a list of directories in step 208, and include each
of the script references at substantially the same time
orior o sending the web page o the requesling one of
the client devices 14{1}-14{n)} in step 210. In these ex-
araples, the web conlent proxy server 12 can delerming
in step 206 whather the data atiribute of the image ele-
ment identifies a direclory that has been previously
marked or included in the list of direciories for which a
script reference is to be inserted.

{00437 in step 212, the web content proxy server 12
receives a request for a JavaScript file identified by one
of the script references inserted in step 208 from the re-
guesting one of the client devices 14{1)-14{n). The re-
guested is serit by the one of the client devices 14(1)-
14({n} upon encountering the script reference while ren-
dering the web page.

{0044] In step 214, the web content proxy server 12
axtracts a directory and file name from a path included
in the request. The request can be an HTTP request in-
cluding a URL path identifying the JavaSeript file. In this
example, the JavaScript file will be identified in the URL
path of the HTTP request as "icons/v1.js" based on the
source attribule value of the script reference 406 and,
accordingly, the web content proxy server 12 will extract
"icons” as the direciory and "v1.js” as the file name from
the URL path.

{0045] In step 216, the web content proxy server 12
determines whether the requested JavaScript file was
previously generated. The webh content proxy server 12
can deterrmine whether the requested JavaScript file was
previously generated based on whether a JavaScript file
with the exiracted file name is stored in the exiracted
directory. If the web content proxy server 12 determines
that the requestad JavaScriptfile was not previously gen-
erated, then the No branch is taken to step 218.

{00467 In step 218, the web conient proxy server 12
generates adata URImap foreachimage in the exiracted
directory. Each of the data URIs can be generated by
ageneraling an encoding of each of the images, such as
a base 64 encaoding, for example, although other encod-
ings can also be used, Additionally, each ofthe data URIs
is mapped to a directory and file name corresponding o
the images encoded by the data URIL Accordingly, irre-
spective of the number of raferences to each of the im-
ages in the web page, only one encoding of each of the
images is generated.

{00477 in step 220, the web content proxy server 12
aenerales the requested JavaScript file based on the da-
fa URls generaled in step 218. The generated JavaScript
file includes JavaScript code that, when executed by the
one of the client devices 14(1}-14({n), is configurad o
replace the source attribute value of each of the image
elerments with one of the data URIs. The source attribute
values of the image elements are replaced based on 3
match of the value of the data atiribute of the image el-
emenis inserted in step 204 with the direciory and file
name mapgped to one of the data URIs. Optionally, the
JavaScript code is also configured to remove the data
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aitribute from each of the image elements.

[0048] Referring to FIG. 5, an exemplary JavaSeript
code fragment 500 of a JavaScript file is illustraled. In
this example, the fragment 500 includes a data URI 502
mapped to the "icon/fo.png” directory and file nare and
3 data URI 504 mapped to the "icons/iwitter.png” direc-
fory and file nare. The fragreent 500 is configured o
retrieve the data ailtribute of all of the image elements of
the web page. For each image element with a data at-
fribute, the fragmert 500 is configured to determine
whether the value of the data gitribute matches a direc-
iory and file narme mapped lo one of the data URIs. When
it is determined that the data attribute value matches a
directory and file name mapped to one of the data URls,
the fragment 500 is configured to repiace the source at-
trivute value of with the one data URL

[0049] In step 222, the web content proxy server 12
stores the generated JavaScript file in the directory ex-
tracted in step 214. The JavaScript file is named accord-
ing to the file name extracted in step 214, whigh corre-
sponds with the contents of the version file stored in the
extracted directory, as descriped and illustrated earlier.
int this example, the JavaScript file is stored in the "icons”
direciory with a file name of "v1.js".

{00581 In step 224, the web content proxy server 12
sends the JavaScript file o the one of the client davices
14{1}-14(n} in response to the request received in step
212. Accordingly, in this example the images are sent as
3 bundie based on the encedings included in the Java-
Script file. Accordingly, only one request and respornse
will be required for the one of the client devices 14(1)-
14{n} to retrieve all of the images stored in a respective
local directory associated with the requested web page.
Subsequent to sending the JavaScript file to the request-
ing one of the client devices 14{1}-14{(n} in step 224, the
web content proxy server 12 then proceeds o step 212
o receive another regquest for a JavaScript file from the
same or a different one of the client devices 14{1)-14(n).
[G051] Uponreceipt of the JavaScript file, the request-
ing cne of the client devices 14{1)-14(n) will execute the
JavaScript file resulting in the replacement of the source
attribute value for one or more of the image elements of
the associated web page with a data URI, as described
and illustrated earfier. Subssquent o replacing the
source attribute value(s), the one of the client devices
14{1)}-14{n}ywill render the image encoded in and defined
by the data URI that replaced the source atiribute value
for each of the image elements. Accordingly, in this ex-
arnpie, source aliribule values of the image elemenis 402
and 404, previously including the data URI of the default
spacer GIF image, will be replaced with the dala URls
502 and 504 of the "fb.png” and "witter.png” images,
respeciively.

[00682] Referring back to step 216, if the web content
proxy server 12 determines thatthe requested JavaScript
file has been previously generated, then the Yes branch
is taken to step 224 and the requested JavaScript file is
sent o the requesting one of the client devices 14{1}-
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14(n}. Whenever a change is made {o the waeb page by
a developer of the web page (e.g., addition or removal
of animage), the developer can cause a new JavaScript
file to be generated when regquested by one of the client
devices 14(1)-14{n} by changing the contents of the ver-
sion file in the directory of the added or removed images
{e.g., from "vi" to "v2").

{00537 By changing the contents of the version file, the
reference to the JavaScript file inserted in step 208 will
be fo a JavaScript file with a file name nol rmatching the
file name of a previously generated JavaScript file in the
directory {e.q., "v2.js"}. Accordingly, the web conteni
proxy server 12 will determine, in step 2186, that the re-
guested JavaScriptfile was not praviously generated and
will proceed to take the No branch in order 1o generate
a new JavaScript file, which will be configured o insert
the appropriate source atfribute values of the image el-
amarts, as described and Hlustrated earlier.

{00547 Accordingly, as illustrated and described here-
in, this technology provides a number of advantages in-
cluding providing methods, non-transitory  cormpuier
readable medium, and a web content proxy server that
facilitates image bundiing and reduce the number of re-
gquests and responses required {o retrieve web page im-
ages. Theraby, the amount of time reguired to render
web pages is significantly reduced, paricularly in high
latency networks.

{00551  With this technology, data URIls including en-
codings of web page images are provided in a bundle
through a JavaScript file that is configurad o modify the
web page to include the dafa URIs in respective image
slements. Advantageously, only one encoding of each
image is generated irrespective of the number of refer-
encesto animage. Additionally, the encodings are stored
separaiely from the associated web page in & JavaSoript
file in local directories associated with the images. Ac-
sordingly, the encodings in a directory advantageously
do not have {o be regenerated in response to web page
changes that do not involve the images storad in the di-
rectory.

{00567 Having thus described the basic concept of the
invention, it will be rather apparent to those skilled in the
art that the foregoing detailed disclosure is intended o
be presented by way of exampie only, and is not imiting.
Various aiterations, improvements, and maodifications will
oceur and are intended to those skilled in the art, though
not expressiy stated herein. These alterations, improve-
meants, and modifications are intended o be suggestad
hereby, and are within the spirit and scope of the inven-
tion. Additionaily, the recited order of processing ele-
ments or sequences, or the use of numbaers, letters, or
cther designations therefore, is not intended to limit the
claimed processes o any order except as may be spec-
ifiad in the claims. Accordingly, the invention is limited
only by the following claims and aquivalents therato,
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Claims

A method for bundling images, the method cornpris-
ing:

obtaining, with 8 web server, a web page re-
quested by a client device, the web page com-
prising a piurality of image elements each in-
cluding a source atiribute having a vaiue identi-
fying an image,;

maodifying, with the web server, each of the plu-
rality ofimage slements to insert 2 data altribute
having a value of the respective source attribute
valua and to replace the source atiribute value
with & data uniform resource indicator (URI);
inserfing, with the web server, a reference to an
executable file inio the requested web page,
sending the reguested web page to the dl
device, and receiving a request from the client
device for the executable file; and

sending, with the web server, the executable file
to the client device in response o the request,
the axecutable file configured when executed to
replace the source attribute value of each of the
piurality of image elements with a data URI of
an image identified by the respective dala at-
tribute value.

The method of claim 1, wherein the scurce attribute
of one or more of the image elements has a value
identifying a different directory than one or more oth-
er of the plurality of image elements and the refer-
ence to the executable file comprises a reference to
a different executable file for each directory.

The method of claim 1, wherein the reference iden-
tifies the execulable file based on a directory identi-
fied by the value of the source attribute included in
the plurality of image elements and contents of a
version file in the directory, the conients including at
least a portion of a file name of the exacutable file.

The method of claim 1, wherein the reference (o the
execulable file is a script elernent or ajQuery function
call, the script element comprising a source attribute
with a value identifying the executable file.

The method of claim 1, wherein the sending the ex-
ecutable file further comprises:

extracting at ieast a directory and a file name
from a path includedinthe requestreceivadirom
the cii device for the executable file;
determining whether the executable file is stored
in the directory based on the file name; and
generating and storing the executable file, when
it is determined that the execuiable file is not
stored in the directory, the generating the exe-
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10.

cutable file further comprising generating a daia
URI for each image in the directory.

A non-transitory computer readable medium having
stored thereon instructions for bundling images corn-
prising machine axecutable code which when exe-
cuted by a processor, causes the processor to per-
form steps comprising:

obtaining a web page requesied by a dient de-
vice, the web page comprising a pluraiity of im-
age elerments each including a source attribute
having a value identifying an image;

modifying each of the plurality of image ele-
ments to insert a data atiribute having a vaiue
of the respective source atiribute value and o
replace the source attribute value with a data
uniform resource indicator (URI);

inserting a reference {0 a executable fiie into the
requested web page, sending the requested
web page o the client device, and receiving a
request from the client device for the executable
file; and

sending the executable file to the client device
in response to the request, the executable file
configured when executed to replace the source
attribute value of each of the plurality of image
eiernenis with a data URI of an image identified
by the respective data attribute value.

The mediurm of claim 8, wherein the source atiribute
of one or mora of the image elements has a value
identifying a different directory than one or more oth-
er of the plurality of image elements and the refer-
ence {o the executable file comprises a reference o
a different executable file for each directory.

The medium of claim 86, wherein the reference iden-
tifies the execulable file based on a directory identi-
fied by the value of the source atiribute included in
the pluralily of image elements and sontents of a
version file in the directory, the contents including at
least a portion of a file name of the executable file.

The medium of claim 6, wherein the reference to the
execuiablefileis a scriptelernent or a jQuery function
call, the script elerment comprising a source attribuie
with a value identifying the executable file.

The medium of claim 6, wherein the sending the ex-
ecutable file further comprises:

axtracling at least a directory and a file name
from a pathincluded in thereguestreceived from
the client device for the execuiable file;
determining whether the executable fileis stored
in the directory based on the file name; and
generating and storing the executabie file, when
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it is determined that the executable file is not
stored in the directory.

A web server device, comprising:

a processor coupied o a memory and config-
ured fo execute programmed instructions stored
in the memory comprising:

cbtaining a web page requested by a client
device, the web page comprising a plurality
of image elements each indluding a source
attribute having a value identifying an im-
age;

maodifying each of the plurality of image el
ements (o insert a data attribute having a
value of the respective source sitribute val-
ue and to replace the source atiribuie value
with a data uniform resource indicator
{URY;

inserting areference to a executablefile into
ihe requested web page, sending the re-
quested web page to the dlient device, and
receiving a request from the client device
for the executable file; and

sending the executabie file to the client de-
vice in response to the request, the execut-
able file configured when executed 1o re-
place the source atiribute value of each of
the pluralily of image slements with a data
URt of an image identified by the respective
data atiribute value.

The device of claim 11, wherein the source attribute
of one or more of the image elements has a value
identifying a different directory than one or more oth-
er of the plurality of image elements and the refer-
ence to the executable file comprises a reference to
a different executable file for each directory.

The device of claim 11, wherein the reference iden-
tifies the execuiable file based on a directory identi-
fied by the value of the source attribute included in
the plurality of image elements and contents of a
version file in the directory, the conients including at
least a portion of a file name of the executable file.

The device of claim 11, wherein the reference (o the
execulable fileis a script elerment or ajQuery function
call, the script element comprising a source attribute
with a value identifying the executable file.

The device of claim 11, wherein the sending the ex-
ecutable file further comprises:

extracting at least a directory and a file name
from apath includedin the requestreceived from
the client device for the executable file;
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determining whether the executable fileis stored
in the directory based on the file name;

and

generating and storing the executabie file, when
it is determined that the execuiable file is not
stored in the directory.
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Description
FIELD OF THE INVENTION

{30847 This technology generally relates o methods
and davices for optimizing delivery of web content and,
mare particutarty, to methods for servicing web service
requestis using paraliel agile web services and devices

thereof.
BACKGROUND

[0002] Web services provide a standardized way of in-
tegrating wab-based applications traditionally using ex-
tensible Markup Language (XML), SOAP, Web Services
Dagcription Language (WSDL), and/or Universal De-
scription Discovery, for example, and integration (UDDI)
standards over an Intemet Protocol (1P} backbone. XML
can be used o tag data used by a web service, SOAP
can be used to transfer the data, WSDL can be used for
desoribing the web services available, and UDDI can be
used for listing the available web services. Web services
allow different applications located at different sources
to cormmunicate with each other efficiently and without
custom coding which can require a significant amount of
resources. Additionally, because communications can
be in XML, web services are not tiad to any operating
sysiem or programming language. Recently, JavaScript
Object Notation (JSON) has emerged as a standard ob~
ject-based messaging format alternative to XML that can
be used with the Hyperiext Transfer Protocol (HTTP) to
generate web services for web applications.

[0003] Unlike traditional client/server models, web
services do not provide an end user with a graphical user
interface (GUI). Instead, web services share data and
processes through an application interface across a net-
work. These application interfaces are invoked and used
to interpret any resuiting data. Web services are increas-
ingly popular since it is relatively easy 1o integrate them
into applications to extend the feaiures offered to end
users. However, web service requests are also increas-
ingly cormplex. For example, many web services require
content from various scurces to be mashed-up in order
io provide a response. Accordingly, the processing of
web service requesis often reguires significant resourc-
es, as well as a significant amount of tirma.

SUMMARY OF THE INVENTION

[0604] A method for servicing web service reguests
using parallel agile web services includes sending, with
a web content management server, each of a plurality of
jobs requiring exscution in order (o service a received
web service request to one of a plurality of slave web
services configured to execule the plurality of jobs in par-
allel. A response from each of the plurality of slave web
services is recaived with the web content management
server. A web service response is generated, with the
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web content management server, based on the received
responses. The generated web service response is pro-
vidad, with the web content management server, in re-
sponse o the received web service request

{00851 A non-transitory cornputer readable medium
having stored thereon instructions for servicing web serv-
ice requests using parallel agile web services cornprising
machine executable code which when executed by a
processor, causes the processor to perform steps includ-
ing sending each of a plurality of jobs requiring execution
in order to service a received web service request to one
of a plurality of slave web services configured {o execute
the plurality of jobs in parailel. A response from each of
the plurality of slave web services is received. A web
service response is generated based on the received re-
sponses. The generated wab sarvisce response is provid-
ed in response to the received web service reguest.
{00087 A web content management server device in-
cludes a processor coupled to a memory and configured
{o execute programmed instructions stored in the mem-
ory including sending each of a piurality of jobs requiring
execution in order to service a received web service re-
guest o one of a plurality of slave web services config-
ured to execute the plurality of jobsin parailel. Aresponse
from each of the plurality of slave web services is re-
ceived. A web service response is generated based on
the received responses. The generaied web service re-
sponse is providad in response (o the received web serv-
ice request.

{B0877  This technology provides a number of advan-
tages inciuding methods, non-transitory computer read-
able medium, and devices that facilitate maore efficient
and effective processing of web service requests using
parallel slave web services to retrieve content required
0 generate a web service response. The paraiiel slave
web services advantageously run in an emulated Java-
Seripl environment which is capable of execuling other
web service functionality implemented using JavaScript.
Accordingly, with this technology, web service requests
can be processed by an increased number of devices,
inciuding mobile devices and tablets with spesial require-
ments, and in refatively less time.

BRIEF DESCRIPTION OF THE DRAWINGS
{6008}

FiG. 1is a block diagram of an environment with an
exempiary web content management server;

FIG. 2 is a flow chart of an exeraplary method for
processing web service requests with a8 master web
service using paraliel agile web services;

FIG. 3 is a flow chart of an exemplary method for
processing with parallel agile web service jobs re-
ceived from a master web service;
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FIG. 4 is an exempiary code fragment of an exem-
plary master web service configured to perform the
exernplary method of FIG. 2;

FIG3. 5 is an exernplary code fragment of an exem-
plary siave web service configured fo perform the
exeraplary method of FIG. 3; and

FIG. 6 is an exemplary configuration file defining the
role of an exarmpiary siave web service,

DETARLED DESCRIPTION OF THE INVENTION

[00688] An exemplary network envirenment 10 with a
web content management server 12 coupled to client de-
visas 14(1)-14{n} and server devices 16{1}-16{n) is ilus-
irated in FIG. 1. In this example, the web content man-
agement server 12, client devices 14(1}-14({n), and serv-
er devices 18{1)-16(n) are coupled together by commu-
nication networks 18{1}-18(2), although cther numbers
and types of systems, devices, and/or elements in other
configurations or network iopologies can also be used.
This technology provides a number of advantagesinciud-
ing methods, non-transitory computer readable medium,
and devices that facilitate more efficient and effective
processing of web service requests using paraliel siave
web services to refrieve content required to generate a
web service response.

[0018] Theweb contentmanagement server 12is cou-
pled to the clisnt devices 14(1)-14{n} by the communica-
fion network 18(1) which can include one or more local
area network(s) (LANs) and/or wide area network(s
{WANSs). In this exarnple, the web content managermen
server 12 is further coupled to the server devices 168{1}~
16{n) by the communication natwork 18(2), which may
also include one or more LANs and/or WANs. Other net-
work devices configured o generate, send, and receive
network communications and coupled together via other
topologies can also be used. While not shown, the net-
work environment 10 alsc may include additional network
componernts, such as routers, switches and other devic-
es, which are well known to those of ordinary skill in the
art and thus will not be described here.

[68%1] The web content management server 12 may
perform any number of functions including optimizing
content retrieved from the server devices 16(1}-18{n} for
dispiay on the client devices 14(1}-14{n}, for example. In
this example the web content management server 12
inciudes a processor 20, a mernory 22, and an inputout-
put system 24, which are coupled {ogether by a bus 26
ar other link, although other numbers and types of com-
ponents, parts, devices, systems, and slements in other
configurations and locations can be used.

[0612] The processor 20 in the web content manage-
maent sarver 12 executes a program of storad instructions
ane or more aspects of the present invention, as de-
soribed and iliustrated by way of the embodiments herein,
although the processor 20 could execute other numbers

£

1o

20

30

40

<
(&)

EP 2851813 A1 4

and types of programimed instructions. The processor 20
of the web content management server 12 may comprise
one or more cenlral processing units or general purpose
processors with one or more processing cores, for ex-
araple.

{60137 The memory 22 in the web content manage-
ment sarver 12 siores these programmed instructions for
one or more aspects of the present invention, as de-
scribed and illustrated herein, although some or aii ofthe
programmead instructions could be stored and/or execut-
ed elsewhere. A variaty of different types of memory stor-
age devices, such as & random access memory (RAM)
or a read only memory (ROM) in the system or a floppy
disk, hard disk, CO ROM, DVD ROM, or other computer
readable medium which is read from and/or written to by
a magnetic, optical, or other reading and/or writing sys-
tem that is coupled to the processor 20, can be used for
the memory 22 in the web content management server
12.

{00147 The input/output system 24 in the web content
managernent server 12 is used to operatively couple and
communicate between the web conient management
server 12, client devices 14(1)-14({n), and server devices
16(13-16{n}, which are all coupled together via the com-
murnication networks 18{1}-18(2)}, although other types
and nurnbers of communication natworks or systems with
other types and numbers of connections and configura-
fions to other devices and elements can also be used.
By way of example only, the communication networks
18(1)-18{2) can use TCP/AP over Ethernet and industry-
standard protocols, including hypertext transfer protecol
{HTTP), secura HTTP (HTTPS), wiraless application pro-
focol (WAP), andfor SOAP, aithough other types and
numbers of communication networks, such as a direct
conneaction, modems and phone lines, e~+nail, and wire-
less and hardwire communication technology, each hav-
ing their own communications protocols, can be used.
{00151 The client devices 14{1)-12(n} enable a user fo
request, receive, and interactwith applications, web serv-
ices, and content hosted by the server devices 16(1)-
16(n) through the web content management server 12
and using the communication network 18(1), although
one or more of the client devices 14{1)-14({n} could ac-
cess content and ulilize other types and numbers of ap-
plications from other sources and could provide a wide
variety of other functions for the user. In sorne examples,
the client devices 14{1)-14{n} comprise mobile devices
with Internat access that enable web pages and other
ontent stored by the server devices 16(1)-18{(n) to be
retrievad and rendered. By way of example only, the cli-
ant devices 14(1)-14(n} can be smart phones, parsonal
digital assistants, tablets, or computers.

{00181 Each of the client devices 14{1)-14(n} indludes
3 processor, a memaory, an input device, a display device,
and an input/output system, which are coupled together
by a bus or other link, aithough one or more of client
devices 14{1)-14(n} caninciude othernumbers and types
of cormnponents, parts, devices, systems, and elements
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inother configurations. The processorineach of the client
devices 14{1}-14{n} can execuie a program of instruc-
fions stored in the memory the client device 14(1)-14(n}
for one or more aspects of the present invention, as de-
scribed and iliustrated herein, although the processor
could execute other numbers and types of programmed
instructions.

[0017] The inpui device in each of the client devices
14{1}-14(n} can be used to input selections, such as a
requeast for & particular web page or other content stored
by one or more of the server devices 16(1)-16(n}, ak
though the input device could be used to input other types
of requests and dats and interact with other elements.
The input device can include kevpads, touch screens,
andfor vocal input processing systems, although other
types and numbers of input devices can also be used.
[0018] The display device in each of the client devices
14{1}-14{n} can be usad to show data and information to
the user, such as web pages and other content retrieved
from the server devices 16(1}-18{n) by way of exampie
only. The display device in each of the client devices
14{1}-14(n) can be a mobile phone screen display, al-
though other types and numbers of displays could be
used depending on the particular type of client device.
[0018] The inputfoutput system in each of the client
devices 14(1)}-14{n} can be used 1o operatively coupie
and communicate between the client devices 14{1}-
14({n), the web content management server 12, and the
server devices 16(1)-18{n) over the communication net-
works 18{1)-18(2}.

[0028] Eachofthe serverdevices 16(1}-16(n) provides
ontent including web pages and web applications for
use by one or more of the client devices 14(1}-14{n} via
the weab content management server 12, although the
server devices 168(116{n) can provide other nurmbers
and types of content and perform other functions. Each
of the server devices 18(1)-16(n} can include a proces-
sor, a memory, and an input/output systern, which are
coupled together by a bus or other link, although each of
the server devices 16(1)-18{n} can have other numbers
and types of components, parts, devices, systems, and
elernents in other configurations.

[0021] The processor in each of the server devices
16{1)-18(n} executss a program of insiructions siorad in
the mermnory of the server devices 18{1)-16(n) for one or
rore aspects of the present invention, as described and
ilustrated by way of the empodiments herein, although
the processor could execute other numbers and types of
programmed instructions.

[06622] The inpul/foutput system in each of the server
devices 16(1}-16(n} is used to operalively couple and
communicate between the server devices 16(1}-18{n)},
the web content management server 12, and the client
devices 14{1}-14(n) via the communication networks
18{1)-18(2).

{0623] Ailithough embodiments web content manage-
ment server 12, the client devices 14(1)-14{n}, and tha
server devices 168(1)-16{n} are described and illustrated
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herein, each of the web content managernent server 12,
the client devices 14{1)-14(n}, and the server devices
18(1)-16{n} can be implemented on any suitable compu-
ter apparatus or computing device. it is to be understood
that the apparatuses and devices of the embodiments
described herein are for exemplary purposes, as many
variations of the specific hardware and software used o
implement the embodiments are possible, as will be ap-
preciated by those skiiled in the relevant art{s).

{00247 Furthermore, each of the devices of the embod-
iments may be conveniently implemented using one or
more generai purpose cormputers, raicroprocessaors, dig-
ital signal processors, and micro-controllers, pro-
grammed according o the teachings of the embodi-
ments, as described and illustrated herein, and as will be
appraciated by those ordinary skill in the art,

{0025] Inaddition, two or more computing apparatuses
or devices can be substituted for any one of the devices
in any embadiment described herein. Accordingly, prin-
ciples and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, 1o increase the robusiness and performance of
the devices of the embodiments. The embodimenis may
also be implermenied on cormputer apparatuses or devic-
es that extend across any suitable network using any
suilable interface mechanisms and communications
technologies, including by way of example only telecom-
munications in any suilable form (e.q., voice and mo-
den), wireless communications media, wireless commu-
nications natworks, celiular coramunications nelworks,
33 communications networks, Public Switched Tele-
phone Network (PSTNs), Packet Data Networks (PDNs),
the Internet, infransts, and combinations thereof.
{60287 The embodiments may alsc be embodied as
one or more pon-transitory computer readable madium
having instructions stored thereon for one or more as-
pecis of the presentinvention as described and illustrated
by way of the embodiments herein, as described herein,
which when axecutad by a processor, cause the proces-
sor to carry out the steps necessary to implement the
methods of the embodiments, as described and illustrat-
ad herein.

{60277 An exempiary method for servicing web service
requesis using parallel agile web services will now be
describad with reference to FIGS. 1-8. Referring more
specifically to FIG. 2, a flow chart of an exemplary method
for processing web service requests with a masier web
service using parallel agile web services s illustrated. In
this exarnpie, in siep 200, the web conlent reanagerent
server 12 receives a web service request from one of the
dlient devices 14(1}-14(n). The web service request can
be for social media posis, blog summaries, or any other
contentstored by one or more of the server devices 16(1)-
168(n}, for example. In the example described and ilius-
frated herein, the received web service request is for the
last five social media {e.g., Facebook®j posts for each
of twenty users of 8 social madia service associaled with
a user {e.g., Facebock® friends) of the requesting one
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f the client devices 14(1}-14{n).
[0028] Instep 202, the web content management serv-
er 12 determines whether the request received in step
200 requires execution of a piurality of jobs in order {o
service the request. In the exarpie described hareain, the
wab content management server 12 may determine that
the request requires execution of twenly jobs, one for
each of the users for which the last five posts have been
requested. In this example, the social media service will
have 1o be called tweniy tirnes in order {o retrieve the last
five posts for each of the twenty users identifiad in the
received web service requast.
[0029] Inotherexamples, the received web service re-
quest may be for the last ten posts for only one user of
the scaial media service, in which case the web content
management sarver 12 may determine in step 202 that
a plurality of jobs are not required in order to service the
request. The web content management server 12 can be
corfigured by an administrator, for example, to determine
that a received web service request requires execution
of a plurality of jobs based on any criteria or type of anal-
ysis of the web service request.
{00387 Additionally, an adminisirator of the wek con-
tent management server 12 can define a threshoid
number of jobs requiring execution in order o satisfy the
condition in step 202. Allernatively, the condition in step
202 can be satisfied whenever the web content manage-
rment server 12 datermines more than one job must be
executed in order {o service the received web service
request. if the web content management server 12 de-
fermines in step 202 that the web service request re-
ceived instep 200 does not require execution of a plurality
of jobs, then the web content management server 12
proceeds to step 204.
[0831] Instep 204, the web content reanagement serv-
er 12 refrieves content from one or more of the server
devices 16(1)-16{n) and generates and sends a wab
service response o the requesting one of the client de-
vises 14{1}-14{n). Accordingly, if the web content man-
agement server 12 determines a plurality of jobs are not
required in order to service the received web service re-
guest, then the web service request is processed based
on one or more seguential requests for content sent by
the weab content management server 12 1o the server
devices 168(1)-18{n} on behalf ¢f the requesting one of
the client devices 14(1)-14{n}. Subsequent to servicing
the web service request, or in parallel, the web content
management server 12 may refrieve another web service
request from one of the client devices 14(1)-14{n} in step
200.
[0832] Referring back to step 202, if the web content
management server determines that the web service re-
quest received in step 200 does require execution of a
plurality of jobs, then the web content management serv-
er 12 proceeds 1o step 208. In step 200, the web content
managementi server 12 execuies a master web service
in an emulated JavaScript environment, although other
iypes of environments could be used. The emulated
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JavaScript environment can be generated, for example,
as described and illustrated in .S, Patent Application
No. 12/802,670, entitled "Methods for Utilizing a JavaS-
cript Emulator in 3 Web content management server and
Davices Thereof,” which is incorporated by reference
herein in its entirety, aithough other methods of generai-
ing an emulated JavaScript environment can aiso be
used.

{80331 In step 208, the master web service executed
by the wab content managermsant server 12 inserts the
plurality of jobs requiring execution in order to service
the web service request inte a queue. The queue can be
maintained in the memory 22 for example, although the
gueue can also be stored elsewhere. In the example de-
scribed earlier, the master web service inserts the twenty
jobs that require a call to the social media servise for the
{ast five sccial media posts for one of the twenty specified
Users.

{00347 in step 210, the master web service executed
by the web content management server 12 determines
whather the queue is ernply. In & first iteration, the web
contentmanagement server 12 will determine in step 210
that the gueue is not emply. However, in subsaquent
iterations, alt of the jobs may have been sent by the mas-
fer web service to threads configured to request execu-
fion of each of the jobs by one of a plurality of slave web
services resulting in an empty queue. If the master web
service executed by the web conlent management server
12 determines that the queue is not empty, then the No
branch is taken to step 212,

{30357 In step 212, the master web service execuied
by the web content management server 12 determines
whether a thread is availabie to receive one of the jobs
stored in the queue. In a first iteration, the web content
managernent server 12 will determing in step 212 that a
thread is available. However, in subsequent ierations,
slave web services may be exacuting jobs sent by each
of the threads and a thread may not be therefore be avail-
able.

{3038] The total number of slave web services can be
astablished by an administrator of the web content man-
agement server 12, for exampie. The number of slave
web services can be based on a number of threads or
processes the system administrator wants {o allow the
web content management server 12 o execute concur-
rently, although the number of slave web services can
be based on any other criteria. Additionally, web services
can be designated as master or slave based on a con-
figuration established by an administrator of the web con-
tent management server 12, as described and illustrated
in rore detail later with reference to FIG. 8. Accordingly,
if the master web service executed by the web content
managernent server 12 delemines that a slave web serv-
ice is available, then the Yes branch is taken to step 214.
{80377 In step 214, the master web service executed
by the web content management server 12 generates a
thread and sends one of the jobs from the gueue o the
thread along with an index. The thread is configured to
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request execution of the one of the jobs by one of the
available siave web services. The index will be returned
io the masier web service context and used o reorder
the content received from the slave web services, as de-
scribed and iilustrated in rnore detail [ater with reference
to step 222. Upon sending one of the jobs from the quaue,
the masier web service again determines whether the
queue is emptly in step 210,

[00838] Accordingly, in this example, steps 210-214 are
performed for each of the jobs and the masier web serv-
ice proceeds to send a job from the queue to a genaraied
thread configured 1o request execution of the job from
oneofthe slave web services until the master web service
determines that the guaue is empty in step 210 or that
ne more threads are availabie in step 212. For example,
assuming that nona of the slave web services have proc-
essed a job as requested by one of the threads, in this
example, the master web service will determine in an
eleventh iteration of step 212 that a thread is not availa-
ble.

[0038] If the master web service determines that a
ihread is not available, then the No branch is taken from
step 212 back to step 212 and the masier web service
effectively waits until it determines a thread has finished
processing a response sent by an associated slave web
service, and is available to receive another job, prior to
sending one of the jobs from the gueue o the generated
thread in step 214. Subsequent 1o generaling a thread
and sending another one of the jobs and an index {o the
generated thread in step 214, the masier wab service
proceeds back fo step 210, as described and illustrated
earlier. Upon the master wab service determining, in siep
210, that the queue is empty, the Yes branch is taken to
step 216.

[0048] In step 216, one of the threads generated by
the master web service exacuted by the web content
management server 12 receives a response from one of
the slave web services. In this exampie, the response is
a JavaScript Object Notation (JSONj} response, although
the response can be any type of response. The response
inciudes content obtained from one or more of the server
devices 16{1}-18(n) that satisfies the job the slave web
service was requested to execute by the thread, as de-
soribed and Hlusirated in more detail later with reference
o FIG. 3.

{80417 In step 218, the one of the threads generated
by the master web service exacuted by the web content
management sarver 12 converts the received response
into a JavaScript object and passes the JavaScript object
andanindextoa callback function executed inthe master
web service context, although the response andfor index
can be converted and/or passed in other manners. The
index passed in step 218 is the same index seni by the
master web service to the one of the threads in step 214,
ir this exampie, the thread generated by the master wab
service converts the received response by using the
JSON.parse() function, aithough other methods of con-
verting the response received from the slave web service
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can be used.

{00427 In step 220, the master web service executed
by the wab content management server 12 determines
whether there are more responses required o satisfy the
wab service request received in step 200. The master
web service can determine whether there are more re-
sponses based on whether it has received a response
from the threads comresponding to each of the indices
sent along with one of the jobs in step 214. Alternatively,
one or more of steps 210-220 can be performed by the
master web service within the context of a function call
such that control wili oniy return o the master web service
context when ali of the slave web services have returned
a response which is received by the master web service
in step 216.

{60437 If the master web service determines in step
220 that more responses are required to satisfy the web
service requested received in step 200, then the Yes
branch is taken to step 218. Steps 216-220 are repeated
untit the master web service determines in step 220 that
no more responses from the slave web services are re-
quired. In this particular example, steps 216-220 will be
repeated twenty imes or one time for each of the jobs
sent io the threads in step 214. If the master web service
determines in step 220 that no more responses are re-
quired, then the No branch is taken to step 222,

{0044] In this example, steps 216-220 proceed in par-
allel with steps 210-214 such that a response may be
received by the master web service from one of the
threads prior to the queue being ermpty and & of the jobs
being sent fo one of the threads. Since the slave web
services process the jobs in parallel, the responsas from
the slave web services can be received from the threads
by the master web service in any order, generally de-
pending on the tirme required for each slave web service
to complete its job and retrieve the associaied content
from one or more of the server devices 16(1)-18{n}.
{00457 in step 222, the master web service executed
by the web content management server 12 genarates a
web service response based on the responses received
in stap 2186, as convertad in step 218, and the indices,
As described and iliustrated earlier, the threads can op-
fionally pass the converied responses to a cailback func-
fion in the master wab service context in step 218. The
caliback function can be configurad to store the JavaS-
oript objects in a coramaon iocation, oplionaliy as associ-
ated with a corresponding one of the indices, exiract one
or more properties of the JavaSoript objects, andfor per-
orm any number of other functions.

{00467 Accordingly, upon controi returning to the mas-
fer web service context, the master web service can gen-
erate a response {o the web service reguest received in
step 200 by refrieving the JavaScript objects from the
common location, for example. Once retrieved, the mas-
ter web service can order the JavaScript objests, and/or
content inciuded therein, based on the index associated
with each of the JavaScript objects, 1o formulate the web
service response.
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{08477 In some exampiles, a plurality of different cail-
back functions configured o execute different function-
ality can be provided in the master web service context
and used by a thread depending on the job sent to the
thread by the master web service. Forexamgle, the mas-
ter web service may send a first subset of the threads
jobs associated with a first sociai media service and a
second subset of the threads jobs associated with a sec-
ond social media service. In this example, the master
web service rmay provide, and the threads ray pass
JavaScript objects and indices to, different caliback func-
fions depending on the jobreceived from the master web
service in step 214, and the master web service can
thereby mash up converted responses from the varicus
stave web services 1o generate a web service response.
[G048] In step 224, the master wab service executed
by the web content management server 12 sends the
generated web service response o the requesting one
of the client device 14(1)-14{n). Upon sending the web
service response with the master web service, or during
any of sleps 202-224, the web content management
server 12 can receive another web service request from
one of the client davices 14(1)-14{n} in step 200.
[0048] Referring more specifically to FIG. 3, a flow
chart of an exemplary method for processing with paraliel
agile web service jobs received from a master web serv-
ice is illustrated. In this example, in FiIG. 300, one of the
stave web services exacuied by the web content man-
agement server 12 receives one of the jobs, such as from
a thread generated by the master web service, as de-
scribed and iflustrated earlier with reference to step 214
of FiG. 2.

[0658] Instep 302, the slave web service executed by
the web content management sarver 12 retrieves content
satisfying the job received in step 360 from one or more
of the server devices 168(1)-18{n}. Accordingly, in this ex-
amgpie, the slave web service reirieves the last five posts
for ane of the users of the social media service specified
in the recaived job. The retrieved content can be HTML
web pages, XML documents, RESTTul web services, for
exampie, or any other type of content.

[0651] In step 304, the slave web service executed by
the web content management server 12 generates a re-
sponse including the refrieved content. In this example,
the response is a JSON response, which can he gener-
ated using the JSON.stringify(} funciion, for example, al-
though other methods of generating a JSON response
and other types of responsas can also be used.

[0052] In step 308, the slave wab sarvice executed by
the web content management server 12 sends the re-
sponse {o the thread from which the job was received.
After processing the response received from the slave
web service, the thread from which the jolb was received
becomes available to receive ancther job, as described
and ilustrated eariier with reference to step 212 of FIG. 2.
[0653] In this example, steps 300-306 are performed
in parallel for each of the slave web services recaiving
one of the jobs from a thread generated by the master
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web service in step 214 of FIG. 2. By breaking the web
service reguest intc a plurality of jobs, and processing
the jobs in parallel with a plurality of slave web services,
the time required for the web content management server
12 to generate a response o the web service request
can be reduced.

{30847 Referring more specificaily to FIG. 4, an exem-
plary code fragment 400 of an exemplary master web
service configured to perform the exemplary method of
FIG. 2isillusirated. in this exarnple, the masier wab serv-
ice uses "counter” and "generic” callback functions, as
described and illustrated eardier with reference to siep
218 of FIG. 2, depending on whather a response is suc-
cessfully or unsuccessfully, respectively, received by a
fhread from one of the slave web services. The "counier”
caliback function takes the index of ajob and a JavaScript
object, generated by a thread from a response received
from slave web service, as parameiers.

{00557 The total number of threads is established as
"10" in this example which corresponds to the number of
stave web services currently processing or available o
process a job ai any time. Additionaily, the execuie-
Batch() function can be used in this example to perform
steps 216-220. Upon completion of the executeBatch()
function, control returns to the masier wab service con-
text to generate the web service response, as described
and illustrated eariier with reference to step 222 of FIG.
2. Accordingly, the master web service will autornatically
determine whether there are more responses in step 220
of FIG. 2 based on whether the executeBatch{} funclion
has compileied its execution.

{00587 Referring more specifically to FIG. 5, an exem-
plary code fragment 500 of an exempiary slave web serv-
ice configured to perform the exemplary method of FIG.
3 is illustrated. Raferring more specifically to FIG. 6, an
exemplary configuration file 600 defining the role of the
axemplary slave wab service 500 is #lustraled. In this
example, the slave web service 500 called catalogue-p-
plp is assigned the role of "slave.” The configuration file
800 can be established by an administrator of the web
coritent management server 12 and can be siored in the
memory 22, for example, as described and illustrated
earlier. Additionally, a corresponding configuration file
can pe esiablished, or the same configuration file can be
used, to define the role of a plurality of master and/or
slave web services executabie by the web content man-
agement sever 12.

{00877 With this technology, web service reguests,
such as reguests requiring a large amount of content
and/or content from a number of disparate sources, for
axample, can be divided inlo a piurality of jobs which are
processed in parallel by slave agile web services o re-
duce the overall amount of time required to generate a
response {o the web service request. Accordingly, por-
fions of content required to satisfy a wab sarvice request
can be retrieved in paraliel and mashed-up to generaie
a web service response. Advantageously, the process
can ulilize JavaScript executed in an emulated environ-
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ment on behaif of client devices, including mobile com-
puting or other devices with special requirements that
may ctherwise be unable o process such content.
[006588] Having thus described the basic concept of the
invention, it will be rather apparent to those skiled in the
art that the foregoing detailed disclosure is intended to
be presented by way of example only, and is not limiting.
Various alterations, improverents, and modifications will
cceur and are intended to those skilled in the art, though
riot exprassiy stated herein. Thase alterations, improve-
ments, and modifications are intended to be suggesied
hereby, and are within the spirit and scope of the inven-
tion. Additionally, the recited order of processing ele-
ments or sequences, or the use of numbers, letters, or
cther designations therefore, is not intended 1o limit the
claimad processes (o any order except as may be spec-
ified in the cltaims. Accordingly, the invention is limited
anly by the following dlaims and equivalents therelo.

Claims

1. A method for servicing web service requasts using
paraiiel agiie web services, the method comprising:

sending, with a web content management serv-
ar, each of a plurality of jobs reguiring execution
in order o service a received web service re-
quest to one of a plurality of siave web services
configured o execute the plurality of jobs in par-
ailel;

receiving, with the web content management
server, a response from each of the plurality of
slave web services;

generating, with the web content management
server, a web service response based on the
received responses; and

providing, with the web content management
server, the genarated wab service response in
response o the received web service request.

2. The method of claim 1 wherein the sending further
comprises sending each of the jobs and an index to
one of a plurality of threads generaied by a master
web service executed in an emulated JavaScripten-
vironrert, each of the threads configured to request
execution of one of the jobs by one of the slave web
SEIVICes,

3. The method of claim 2 wherein each of the slave
wel services is further configured to relrieve content
from a server device, convert the retriaved content
inte a JavaScript Object Notation (ISON) response,
and return the JSON response.

4. The method of claim 3, wherein the generating fur-
ther comprises:
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converting each of the returned JSON respons-
as into a JavaSeript ohject;

passing each of the JavaScript objects and the
index {oc a caliback function, wherein the index
corresponds 1o an order of a respeclive one of
the jobs; and

organizing the JavaScript objects based on the
Ci

received indices.

5. The method of claim 4, wherein the passing further
comprises passing each of the JavaScript objects
and the index to one of a plurality of caltback func-
ticns based on the job sent to each of the threads.

8. The method of claim 1, further comprising:

determining, with the web content management
server, when the received web service request
requires execution of a plurality of jobs; and
performing the executing, sending, receiving,
generating, and providing steps when the dater-
mining indicates the received web service re-
quest raquires execution of a plurality of jobs.

7. The method of ciaim 6, further comprising:

determining, with the web content management
server, when the plurality of jobs exceeds a max-
imum number of siave web services executlable
in paratiel; and

performing, with the web content managerment
server, when the defermining indicates the plu-
rafity of jobs exceeds a maximum number of
slave web services executable in paraliel, steps
somprising:

inserting, with the web content manage-
ment server, the plurality of jobs inic a
queus;

sending, with the web content managernent
server, a number of jobs corresponding o
the maximum number of slave web services
executable in parallel to the plurality of slave
web services frorm the gueue; and
sending, with the web content management
server, one of the plurality of jobs remaining
in the gueus upon receiving each response
from one of the plurality of slave wab serv-
ices and uniil the queue is empty.

8. Anon-ransiiory computer readable medium having
stored thereon instructions for servicing web service
requests using parallel agile web services compris-
ing machine executable code which when executed
by a processor, causas the processor to perform
steps comprising:

sending each of a piurality of jobs requiring ex-
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ecution in order to service a received web serv-
ice reguest io one of a plurality of siave web
services configured to executs the plurality of
jobs in parallel;

receiving a rasponse from each of the plurality
of slave web services;

generating a web service response based on
the received responses; and

providing the generated web service response
inresponse o the received web service request.

The medium of claim 8, wherein the sending further
comprises sending each of the jobs and an index to
one of a plurality of threads generated by a masier
web service executed in an emulated JavaScripten-
vironment, each of the threads configured to request
execution of one of the jobs by one of the slave web

Sarvid

The medium of claim 9, wherein each of the slave
web services is further configured fo retrieve content
from a server device, convert the retrieved content
into a JavaScript Object Notation (JSON) response,
and return the JSON response.

The medium of claim 10, wherein the generating fur-
ther comprises:

converting each of the returmned JSON respons-
es inio a JavaScript object;

passing each of the JavaScript objects and the
index to a calliback function, wherein the index
corresponds to an order of a respective one of
the jobs; and

organizing the JavaScript objects based on the
received indices.

The medium of claim 11, wherein the passing further
comprises passing each of the JavaScript objects
and the index to one of a plurality of caliback func-
tions based on the job sent to each of the threads.

The medium of claim 8, further having stored thereon
instructions comprising machine executable code
which when executed by the processor, causes the
processor to perform steps further comprising:

datermining when the recaived web service re-
quest requires exacution of a plurality of jobs;
and

performing the execuling, sending, receiving,
generating, and providing steps when the deter-
mining indicates the received web service re-
quest reguires execution of a plurality of jobs.

The medium of claim 13, further having siored ther-
eon instructions comprising machine executable
code which when executed by the processor, causes
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the processor to perform steps further comprising:

delermining when the plurality of jobs exceads
a maximum number of slave web services exe-
cutable in paraliel; and

performing when the determining indicates the
piurality of jobs exceeds a maximum nuraber of
slave web services executable in paraliel, steps
comprising:

i

inserting the piurality of jobs into a quaue;

sending a nuraber of jobs corrasponding to
the maximum number of slave web services
exesutable in parallel to the plurality of slave
web services from the gueue; and

sending one of the plurality of jobs remain-
ing in the gueue upon receiving each re-
sponse from one of the plurality of slave web
services and until the queue is empty.

18, A web content management server device, compris-

ing:

a processor coupled to a memory and config-
ured {o exgcute programmed instructions stored
in the memory comprising:

sending each of a pluralily of jobs requiring
executionin order to service areceived web
service requast {o one of a piurality of slave
web services configured io execute the plu-
rality of jobs in paralisl;

receiving a response from each of the plu-
rality of siave web services;

generating a web service response based
on the received responses; and

providing the generated web service re-
sponse in response o the received web
service raquest.

16. The device of claim 15, the sending further compris-

es sending each of the jobs and an index to one of
a piurality of threads generated by a master web
service execuled in an ermuiated JavaSoript environ-
ment, each of the threads configured to request ex-
ecution of one of the jobs by one of the slave web
SErvices.

17. The device of claim 18, wherein each of the slave

web services is further configured to retrieve content
from a server device, convert the retrieved content
intc a JavaScript Object Notation (JSONj) response,
and returm the JSON response.

18. The device of claim 17, wherein the generating fur-

ther comprises:

converting each of the returned JSON respons-
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es into a JavaScript object;

passing each of the JavaScript objects and the
index {0 a caliback funclion, wherein the index
corresponds 1o an order of a respective one of
the jobs; and

organizing the JavaScript objects hased on the
raceived indices.

18. The device of claim 18, wherein the passing further

20.

coraprises passing each of the JavaScript objects
and the index o one of 3 plurality of caliback func-
tions based on the job sent {o each of the threads.

The device of claim 15, wherein the processoris fur-
ther configured o execute programmed instructions
stored in the memory further comprising:

determining when the receivad web service re-
quest requires execution of a plurality of jobs;
and

parforming the execuling, sending, receiving,
generating, and providing steps when the deter-
mining indicates the received web service re-
quest requires execution of a pluraiity of jobs.

21. The device of claim 20, wherein the processor is fur-

ther configured to execute programmed instructions
storad in the mermory further comprising:

determining when the plurality of jobs exceeds
a maximum number of slave web services exe-
cutable in parallel; and

performing when the determining indicates the
piurality of jobs exceads a maximum number of
slave web sarvices executable in parailel, steps
comprising:

inserting the piurality of jobs into a gueue;
sending a number of jobs corresponding to
the maximum number of slave web services
exacutablein parallel to the plurality of siave
web services from the gueue; and

sending one of the piurality of jobs remain-
ing in the queue upon receiving each re-
sponse from one of the plurality of slave web
services and untii the gueue is empty.

1o

20

30

40

<
(&)

10

ACCESSIBE LTD EXHIBIT 1004
Page 1875 of 2149



EP 2851813 A1

TURT 9o10Q
FETNEIN

(7757 sotaagy

oAKRS

1004

77 KIowopy

{7 1085000I1g

(TIRT JomiaN
BOURITURIANG) v

F7 ao1ae(q ndingandu

TT £0ASOS TUCIUITEUEIA] 1O oM

{1)31 YJIOMIBN]
HODRESTUNIUWo))

THTFT 031AS(]
\ ALY
H .
T T sonaq
eIy

11

ACCESSIBE LTD EXHIBIT 1004

Page 1876 of 2149



EP 2851813 A1

Receive a Web Service Request from a Client Device 200 A

//1\ Retrieve Content from a
\

Server Device and
<//Re(l;uire Execution of a \'\"«\‘~>:N 5 Ceneratedand Send |
R Plurality of Jobs7 202 - Web Service Response
\ /" h p

\\/ é.Q.[.l.'
7

Execute a Master Web Service in an Emulated JavaScript Environment 206

|

Insert with the Master Web Service the Plurality of Jobs into a Queue 208

I

M—“LM

e 5 PN Y
“‘:‘::::..h Queue Empty? 210 T
. - e
S —
Ng

M___,__.-—--"""‘"" """*"'**—--—....,__ﬁ__‘“ N

. 1
imrmmm BT s . 4 . .
e Thread Available? 212 J——— et
e — Mf“"“
S T —

o

Generate with the Master Web Service a Thread and Send One of the Johs
from the Queue to the Thread Along with an Index 214

%

Receive with the Thread a Respense from One of the Slave Web Services 216

b

Convert with the Thread the Received Response inte a JavaScript Object and
Pass the JavaScript Object and the Index to a Callback Function 218

e,

Generate with the Master Web Service a Web Service Response Based on the
Received Responses and Indices 222

b

Send with the Master Web Service the Web Service Respoase to the Requestiag |
Client Device 224

FiG. 2

12

ACCESSIBE LTD EXHIBIT 1004
Page 1877 of 2149



EP 2851813 A1

Receive with One of the Slave Web Services One of the Jobs 300

i

Retrieve with the Slave Web Service Content Satis{ying the Job 302

:

Generate with the Slave Web Service a Respoase Including the Content 304

i

Returning with the Slave Web Service the Response 306

Fi:. 3

vor batch = [
for {var i=8; icpoges; {3 {
result. pushinuil);
var o o= {
‘service’ Tootalogue-peplp’, 400
‘porams T {url’s pages[UlY,
Tcache ' Tld,
‘retryTimeouts’: 5,
(5‘ - *

ess’: ‘counter”,
"fotlura': "generic’

1
k)
batch. pushiol;

%
4

ws , exeriteBatoh(d
“threads®: 18,
Thatch” o botch,
"success’ s
‘rounter”: functionfindex, obil {
result{index] = ohi;
3
}y
Failure':
‘genesic’y functionfindex, stotus) {
wa . rasponss . error "Error on poge

Yo index + 7" o+ shatus)

FIG.4

13

ACCESSIBE LTD EXHIBIT 1004
Page 1878 of 2149



EP 2851813 A1

function service {ws) {
jse.settings. httpTimeout = 38
var url = ws.reguest.params{"url'];
if Curl)y {
ws. load {url, function (ws, xhr) {
w5 . response = JS0N. stringlfy({
title’: SO title’)
32
b, function {ws, xhr) {
ws . response. error{xhr. stotus, xhr. stotusText),

s

gt

FIG. 5

cacoess_controls>
zglobal-rule ¢ cols="https >
</global-rules
arule for="cotalogue-p-plp”
< Jncress_control>

e}
)
(]

=T e S

FIG. 6

14

ACCESSIBE LTD EXHIBIT 1004
Page 1879 of 2149



EP 2851813 A1

Eurpiisthes
Patentamt
European

Paient Offize Application Number

EP 14 18 2463

EUROPEAN SEARCH REPORT

Gffice euinpéan
des brevats

1o

15

20

25

30

40

<
(&)

>

ACCT)

G

AN 1608 03 82 (P

-G

EFOF

DOCUMENTS CONSIDERED TO BE RELEVANT

Category!

Citation of document with indication, where appropriste,
of relevant passages

Relevant
to claim

CLASSIFICATION OF THE
APPLICATION (IPC)

X

KUT A ET AL: "An approach for parallel
execution of web services®,

6 July 2004 (2604-07-06), WEB SERVICES,
2604, PROCEEDINGS, IEEE INTERNATIONAL
CONFERENCE ON SAN DIEGG, CA, USA 6-9 JULY
2004, PISCATAWAY, NJ, USA,IEEE, PAGE(S)
812 ~ 813, XP0O1G708904,

15BN: 978-0-7683-2167-1

* the whole document *

Eric Elzinga: "Oracle Service Bus,
Impliementing Aggregator pattern by use of
Split-Join - Oraclie .. Java .. OpenSource
.. SDAY,

31 July 2011 (2611-07-31}, XPB55169498,
Retrieved from the Internet:
URL:http://www.xenta.nl/blog/2611/07/63/or
acle-service-bus-implementing-aggregator-p
attern-by-use-of-spiit-join/

[retrieved on 2615-02-12]

* page 2, tine 18 - line 31 *

* page 5, tine 50 - page 7, line 8 *

The present search report has been drawn up for all claims

1-21

1-21

INV.
GO6F17/38

TECHMCAL FIELOS
SEARCHED  (IPC}

GA6F

Piace of seaich

Berlin

Date of compiletion of the search

13 February 2015

Examiner

Ecolivet, Stéphane

DATEGORY OF GITED DCOUMENTS

rly relevant i taken alons
: particuiarly relevant if combined with another
o f the same category
nd

O non- en dis e
P : intermediate document

T : theory or principie underlying the invention
E : earlier patent dostument, but published oi, or

ted in the applicatian

& : member of the same patent family, sorresponding
document

ACCESSIBE LTD EXHIBIT 1004
Page 1880 of 2149




EP 2 851 813 A1
REFERENCES CITED IN THE DESCRIPTION
This list of references cifed by the applicant is for the reader's convenience only. if does nof form pait of the Eurcpean
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
exciuded and the £EFO disclaims alf liability in this regard.
Patent documents cited in the description

» US 802670 A [0032]

16

ACCESSIBE LTD EXHIBIT 1004
Page 1881 of 2149



EP 2 869 222 A1

{19}

Eurcpiisches
Patentamt

European
Patent Office

Office européen
des brevets

{43) Date of publication:
06.05.2015 Bulletin 2015/18

{21} Application number: 14191628.8

{22} Date of filing: 04.11.2014

ATRRRERNm0

EP 2 869 222 A1

{1

EUROPEAN PATENT APPLICATION

{51} Int Cl.:

GOGF 17130200699 GOGF 17122 200697

{84} Designated Coniracting States:
ALATBEBGCHCYCZDEDKEEESFIFRGB
GRHR HUIEISITLILT LU LV MC MK MT NL NO
PLPTRORSSESISKSMTR
Designated Extension States:

BA ME

(30} Priority: 04.11.2013 US 201314070784

{71} Applicant: Usablenet inc.
New York, NY 10019 (US)

{72} Inventor: Scoda, Enrico
33035 MARTIGNACCO (IT)

{74} Representalive: Gervasi, Gemma et al
Notarbartolo & Gervasi S.p.A.
Corso di Porta Vittoria 8
20122 Milano (T}

{54

{87y A method, non-transifory computer readabie
mediurm, and web conlent management server device
that receives a cascading style sheet (CS3) selector ex-
pression comprising a plurality of exprassion cornpo-
nents. Whether an eqguivalent XML path language
{XPath} expression can ba generated for each of the ex-

Meihods for extending a selector application programming interface and devices thereof

pression components is determined. Each of the expres-
sion components for which an equivalent XPath expres-
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Description
FIELD OF THE INVENTION

{30847 This technology generally relates o methods
and davices for optimizing delivery of web content and,
mare particutarly, to methods for exiending a seiectors
application programming inierface (AP!) and devices

thereof.
BACKGROUND

[0002] A web content management server is a server
that optimizes web pages and web page interactions for
client devices with special requirements, such as smart-
phones, By way of example, a client device can sand an
HTTP request for a web page which is retrieved from a
server device by the web content management server.
Next, the web content management server can optimize
the content of the web page by appiying transformation
rules tailored to the requesting client device. This oplirni-
zation process can include extracting content relevant io
the requesting client device and adapling the extracted
content to fit the specifications of the requesting client
device. In order to adapt the content, the web content
management server can perform transformations includ-
ing JavaScript removal, content linearization, and small
screen adaptation, for example.
[00083] Ailthough this process works well to optimize
content for display at the requesting client device, the
web page may not function property when the original
ontent heavily depends on JavaSecript technology that
carnot be impiemented on some client devices. For ex-
ampie, if the requested web page includes JavaScript
code responsible for popuating form fields, vaiidating
form submissions, retrieving data from external resoure-
es {8.¢., based on AJAX technology}, and even gener-
fing components that may change the structure of the
wab page, the page at the client device will not be able
o properiy function.
[06084] Accordingly, JavaScriptincluded in wab pages
canberemoved, stored by the web content management
server, and replaced by a hidden field with an identifier,
for example. The identifier is subsequently sent by the
client device in an HTTP request in response 1o 3 web
page interaction requiring execution of the JavaScript,
such as a request for validstion of login credentials.
Rased on the identifier; the wab content management
servar can refrieve the JavaScript, execule the Javas-
cript in an emulated JavaScript environment on behalf of
the client device, and return & result to the dlient device.
[0005] In some implementations, the emulated Java-
Seript enwironraent can suppori application prograrmming
interfaces {APIs) such as those defined by hypertext
markup language (HTML), events, cascading style sheet
{C88}, range, traversal, and views models, for example.
Some of the supported APls can allow web page devel-
opers to embed JavaScript defining functionality for ac-
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cessing a docurment object model {DOM) associated with
aweb page in order to perform an operation. For exam-
ple, the selecior AP provides C83 selector exprassions
or queries configured to be applied to a DOM o obtain
a rasull sel of elerments of the DOM.

{60087 However, CSS selector expressions can he dif-
ficult o implernent, can be cornplex, and can require spe-
cific code or libraries o be implemented. While some
CSS selector expressions can be translated into XML
pathlanguage (XPath) expressions or queries, which are
relatively efficientto execute, many CSS selectorexpres-
sions are not ransiatable.

SUMMARY

{80077 A method for exdending a selector application
programming interface (AP} includes receiving, with a
wab content management server, a cascading style
sheet (CS5) selector expression comprising a plurality
of expression components. Whether an equivalent XML
path language (XPath) exprassion can be generated for
each of the expression components is determined with
the web content managerment server. Each of the ex-
pression compaonents for which an equivalent XPath ex-
pression cannot be generated is transformed with the
web content management server inio a transformed ex-
pression comprising at least one XPath expression and
an extension function.

{60087 A non-transitory computer readable meadium
having stored thereon instructions for exiending the se-
fector API comprising machine executable code which
when executed by a procassor, causes the processor o
perform steps including receiving a cascading style sheet
{CSS) selector expression comprising a plurality of ex-
pression components. Whather an equivalent XML path
language {(XPath) expression can be generated for each
of the expression componentis is determined. Each ofthe
expression components for which an equivalent XPath
expression cannot be generated is transformead info a
transformed expression comprising at least one XPath
axpression and an extension function.

{00097 A web content management server device in-
cludes a processor coupled to a memory and configurad
{0 execule programmed instructions stored in the mem-
ory inciuding receiving a cascading siyle shesat {CSS)
selestor expression comprising a plurality of expression
components. Whether an equivalent XML path language
{XPath) expression can be generated for each of the ex-
pression components is determined. Each of the expres-
sion components for which an equivalent XPath expres-
sion cannot be generated is fransformed into a trans-
formed expression comprising atleast one XPath expres-
sion and an exiension function.

{8010] This technology provides a number of advan-
fages inciuding meathods, non-transitory computer read-
able medium, and devices that facilitate more efficient
processing of CS88 selector axpressions using XPath.
With this technology, CSS selector expressions are fully
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translatable inio XPath expressions which can be eval-

uated in an emulated JavaScript environment by a rela-

fively efficient XPath processor without requiring the spe-
o

cific code otherwise necessary to execute the CS8S se-
lector exprassions.

BRIEF DESCRIPTION OF THE DRAWINGS
[8811}

FIG. 1 is a block diagram of 3 network environment
with an exemplary web content managerment server,

FIG. 2 is a flow chart of an exemplary method for
extending the selector AP {o an emulated JavaScript
environment;

Fi3. 3 is 3 flow chart of an examplary method per-
formed by an exiension function for evaiuating
the :first-of-type, :last-of-type, nth-of-type,

and nth-last-of-type pseudo classes;

FiG. 4 is 3 flow chart of an exemplary method per-
formed by an exiension function for evaiuating
the :last-of-type, :only-of-type, and :nth-last-of-type
pseudo classes;

FIG3. 5 is a flow chart of an exemplary method per-
formed by an exiension function for evaluating
the :lang psaudo class;

FIG. 6 is a flow chart of an exernplary method per-
formed by an exiension function for evaiuating
the :not pseudo class; and

FIG. 7 is a fiow chart of an exempiary method per-
formed by an exdension function for avalualing
the :selected jQuery pseudo class.

DETARLED BESCRIPTION OF THE INVENTION

{0612] An exemplary network environment 10 with a
web content management server 12 coupled to client de-
vices 14(1)-14{n} and server devices 18{1}-18(n) is illus-
frated in FIG. 1. In this example, the web content man-
agement server 12, dient devices 14{1}-14{n), and serv-
er devices 16{1)-16(n) are coupled fogether by commu-
nication natworks 18{1)-18(2), although other numbers
and types of systems, devices, and/or elements in other
configurations or network topciogies can also be used.
This technology provides a number of advantagesinciud-
ing methods, non-transitory computer readable medium,
and devices that faciitale more efficient processing of
CE88 selector expressions in an emulated JavaScript en-
vironment.

{0613] Theweb contentmanagementserver 12is cou-
pled to the client devices 14(1)-14{n} by the communica-
fion network 18(1}, which can inciude one or more local
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area network{s; (LANs) and/or wide area network{s)
{WANSs)}. In this example, the web content management
server 12 is furthar coupled to the server devices 16(1)-
16(n} by the communication network 18(2), which may
also inciude one or more LANS and/or WANs. Gther nel-
work devices configured to generate, send, and receive
network cornmunications and coupied together via other
topologies can also be used. While not shown, the net-
work environment 10 also may include additional network
cormponents, such as routers, switches and other devic-
es, which are well known fo those of ordinary skill in the
art and thus will not be described here.

{0014] The web content management server 12 may
parform any number of functions including optimizing
content retrieved from the server devices 16(1)-18{n) for
dispiay on the olient devices 14(1)-14(n), for example. In
this example the web content management server 12
includes a prosessor 20, a memory 22, and a communi-
cation interface 24, which are coupled together by a bus
26 or other link, although other numbers and types of
components, parts, devices, systems, and elements in
other configurations and locations can be used.

{80151 The processor 20 in the web content manage-
ment server 12 executes a program of stored instructions
one or more aspects of the present invention, as de-
scribed and illustrated by way of the embodiments herain,
although the processor 20 could execute other numbers
and types of programrmed instructions. The processor 20
of the web content management server 12 may comprise
one or more central processing units or general purpose
processors with one or more processing cores, for ex-
ample.

{60187 The memory 22 in the web conient manage-
ment server 12 stores these programmed instructions for
one or rmore aspects of the present invention, as de-
scribed and illustrated herein, although some or ali ofthe
programmed instructions could be stored and/or execut-
ed elsewhere. A variety of different types of memory stor-
age devices, such as a random access memory (RAM}
or a read only memory (ROM) in the system or a floppy
disk, hard disk, CB ROM, DVD ROM, or other computer
readable medium which is read from and/or written to by
a magnetic, optical, or other reading and/or writing sys-
tem thatl is coupled to the processor 20, can be used for
the memory 22 in the web content management server
12.

{00177 The communication interface 24 inthe web con-
tent rnanagement server 12 is used to operalively couple
and cornmunicate betwsen the web content manage-
ment server 12, client devices 14(1}-14{n}, and server
devices 18(1}-18(n}, which are ail coupied together via
the communication networks 18(1)-18(2), although other
types and numbers of cormmunication natworks or sys-
temns with other types and numbers of connections and
sonfigurations 1o other devices and elements can also
be used. By way of example only, the communication
networks 18(1)-18(2) can use TCP/P over Ethernat and
industry-standard protocols, including hypertexi transfer
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protocol (HTTP), secure HTTP (HTTPS), wireless appii-
cation protocol (WAP), and/or SOAP, although other
types and numbers of communication networks, such as
a direct connection, modems and phone lines, e-mail,
and wirgless and hardwire communication technology,
each having their own communications protccols, can be
used.

[0818] The client devices 14(1)-12{n) enable a user to
request, receive, andinteract with applications, web serv-
ices, and content hosted by the server devices 18(1)-
18{n} through the web content management server 12
and using the communication network 18(1}, although
one or more of the client devices 14{1}-14{n} couid ac-
cess content and utilize other types and numbers of ap-
plications from oiher sources and could provide a wide
variety of other functions for the user. In some examples,
the client devices 14{1)-14(n} comprise mobile devices
with Internat access that enable web pages and other
content stored by the server devices 18(1)-186{(n} io be
retrieved and rendered. By way of example only, the cii-
ent devices 14{1)}-14(n} can be smart phones, personal
digital assistants, tablets, or computers.

{00191 Eadh of the client devices 14{1)}-14{n) includes
3 processor, a memory, an input device, a display device,
and a sommunication interface, which are coupled fo-
gether by a bus or other link, although one or more of
clientdevices 14(1)-14{n} can include other numbers and
types of components, parls, devices, syslems, and ele-
ments in other configurations. The processor in each of
ihe client devices 14{1}-14(n) can execute a program of
instructions stared in the memory the client device 14{1}-
t4{n) for one or more aspects of the present invention,
as described and illusirated herein, although the proces-
sor could execute other numbers and types of pro-
graramed instructions.

[06287 The input device in each of the client devices
14{1)}-14{n} can be used to input selections, such as a
request for a pariicular web page or other content stored
by one or more of the server devices 18(1)-16(n}, al-
though the input device could be used to input other types
of requests and data and interact with other elements.
The input device can include keypads, touch screens,
andfor vocal input processing systems, although other
iypes and numbers of input devices can also be used.
[06621] The display device in each of the client devices
14{1}-14(n} can be used lo show data and information to
the user, such as web pages and other content retrieved
from the server devices 16(1)-16{n) by way of exampie
orily. The dispiay device in each of the cdlient davices
14{1}-14(n} can be a mobile phone screen display, al-
though other types and numbers of displays couid be
used depending on the particular type of client device.
[0022] The communication interface in each of the cii-
entdevices 14(1}~14{n} can be usedto operatively coupie
and communicate batween the dient devices 14{1)-
14{n}, web conient management server 12, and server
devicaes 18{1}-16({n) over the communication networks
18{1)-18(2).
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{00231 Eachofthe serverdevices 18(1)-16(n} provides
content including web pages and web applications for
use by one or raore of the client devices 14(1)}-14(n) via
the web content management server 12, although the
server devices 18(1)-16{n) can provide other nurabers
and types of content and perform other functions. Each
of the server devices 18{1)}-18(n} can include a proces-
sor, a memory, and a communication interface, which
are coupled together by a bus or other link, although each
of the server devices 16(1)-18(n) can have other num-
bers and types of components, parts, devices, systems,
and elements in other configurations.

{0024] The processor in each of the server devices
16(1)-16{n} exesutes a program of instructions stored in
the mermory of the server devices 16{1}-18(n) for one or
maora aspeots of he presant invention, as described and
itlustrated by way of the embodiments herein, aithough
the processor could execute other numbers and types of
programmed instructions.

{60257 The communication interface in each of the
server devices 16{1}-18{n) is used to operatively couple
and communicate between the server devices 16(1)-
16(n), the web content management server 12, and the
glient devices 14(1)}-14{n} viz the communication nei-
works 18{1}-18(2).

{60267 Although embodirnenis web content manage-
ment server 12, the dlient devices 14{1)-14(n}, and the
server devices 168(1)-18(n) are descrived and ifustrated
herein, each of the web content management server 12,
the client devices 14(1)-14(n), and the server devices
18(1)-16(n) can be implemented on any suitable compu-
fer apparatus or computing device, itis to ba understood
that the apparatuses and devices of the embodiments
described herein are for exemplary purposes, as many
variations of the specific hardware and software used o
impiement the embodiments are possible, as will be ap-
preciated by those skilied in the relevant art(s).

{00277 Furthermore, each of the devices of the embod-
imernils may be convenienily implementad using one or
more general purpose compuiers, microprocessors, dig-
ital signal processors, and microcontroliers, programmed
according to the teachings of the embodiments, as de-
scribed and illustrated herein, and as will be appreciated
by those ordinary skill in the art.

{00287 inaddition, two or more computing apparatuses
or devices can be substituted for any one of the devices
in any embodiment described herein. Accordingly, prin-
ciples and advantages of distributed processing, such as
redundancy and replication also can be implemented, as
desired, to increase the robustness and performance of
the devices of the embodiments. The ernbodimenis may
also be implemented on computer apparatuses or devic-
es that extend across any suitable network using any
suitable interface mechanisms and communications
tachnologies, including by way of examiple only telecormn-
munications in any suitable form (e.g., voice and mo-
dem), wirsless communications media, wireless commu-
nications networks, cellular communications networks,
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G3 communications networks, Public Swiiched Tele-
phone Network (PSTNs}, Packet Data Networks (PO Ns),
ihe Intemet, infranets, and combinations thereof.
[00829] The embodiments may also be embodied as
one or ynors non-transitory computer readable rediurm
having instructions stored thereon for one or more as-
pects ofthe presentinvention as described and iflustrated
by way of the embodiments herein, as described herein,
which when executed by a processor, cause the proces-
sor to carry oul the steps necessary to impierment the
methods of the embodiments, as described and illustrat-
ed herein.

{00301 An exemplary method for extending 3 selector
application programming interface (AP will now be de-
scribed with reference o FIGS. 1-7. Referring more spe-
cifically to FIG. 2, a flow chart of an axemplary method
for extending the selector AP to an emulated JavaScript
environment is illustrated. In this example, in step 200,
the web content management server 12 receives an HT-
TP request for a web page from one of the client devices
14{1)-14{n} and retrieves the requesied web page from
one of the server devices 16(1)»-186(n}.

[8031] Instep 202, the web content management serv-
er 12 processes the retrieved web page to generate an
KML document object mode! (DOM) and {o remove one
or raore JavaSoript code portions. in this example, the
web content management server 12 stores the DOM and
each of the removed JavaScript portions in the memory
22. Each of the removed JavaScript portions can be
stored as associated with & respective identifier.

[0032] Additionally, the web page can be modified by
the web content management server 12 to insert hidden
fields in place of the removed JavaScript. Each of the
hidden fields include at least one of the identifiers and
are inserted so as o cause the requesting one of the
client devices 14{1)-14(n) to send cne or more of the
identifiers in a subsequent HTTP request. Optionally, the
web page can be further processed to oplimize the web
page for a display on the requesting one of the client
devices 14{1}-14(n) and/or to improve the transmission
and/or load time of the web page, for example, aithough
any other type of processing can also be performed on
the web page.

[0033] Instep 204, the web content reanagement serv-
er 12 sends the processed web page to the requesting
one of the client devices 14(1)-14({n}. Oncereceived, the
requesting one of the dlient devices 14{1}-14{n) can load
the web page in a wab browser for example.

[0034] Instep 208, the web content reanagement serv-
er 12 receives an HT TP request which includes the iden-
tifier from the requesting one of the client devices 14(1}-
14{n)in response to a user interaction with the web page.
Forexarnpie, the user may submii login credentials using
a submit button which prompts the requesting one of the
clientdevices 14(1)-14(n} o generate and send an HTTP
request including one of the identifiers previously includ-
ed in a tag associated with the submit bulton in step 202,
in response to receiving the HTTP request, the web con-
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fentmanagement server 12retrievesthe JavaScript code
corresponding to the identifier included in the request
from the memaory 22.

{8035] Instep 208, the web content management serv-
ar 12 executes tha retrieved JavaScript code on behalf
of the requesting one of the client devices 14(1}-14{(n} in
an emuiated JavaScrpl environment. The ermulated
JavaScript environment essentially emulates the web
browser environment of the requesting one of the client
devices 14{1)-14(n}. Methads and devices for utilizing an
emulated JavaScript environment are described in U.S.
Patent Application No. 12/802,670 eniiled "Methods for
utilizing ajavascriptemulatorin a web content proxy serv-
ar and devices theraof,” which is incorporated herein by
reference in its entirety.

{80387 During exesution of the JavaScript code, the
web content management server 12 determines, in step
210, whether a sascading styleshest (C38) salector ex-
pression is encountered. CS8 selector expressions in-
clude a querySelector() or guerySelectorAli() function
call in this example and a plurality of expression compo-
nents, although the CSS selector expressions could in-
clude other funclion calls and other content. Each of the
querySelector(} and guerySelectorAll(} functions are de-
fined in the selector APt and receive at least one CSS
selector as a parareter. i the web content rmanagerent
server 12 determines that a CS8 selector expression has
been encountered, then the Yes branch is taken to step
212.

{0371 While sieps 200-212 are iliusirated for exem-
plary purposes, cther methods of encountering or receiv-
ing a C3S selector expression can be used. Additionally,
other types of environments other than an emulated
JavaScript environment can be used. For example, the
methods and devices described and Hustrated hergin
are operable with any browser emuiator executed on 3
web content management server in which the DOM for
each retrieved web page is implemented using an XML
DOM implernariation paired with an XPath processor.
{3038] Instep 212, the web confent management serv-
er 12 extracts an expression component from the C8S
selector expression, and more particularly, from the CSS
selector(s) included as parameters in the CSS selector
expression. Oneg exemplary expression component can
be "div.red” {e.g., as part of a CSS selector expression
"querySelectorAli{divred’)"). This expression compo-
nent would require selecting all the "div" elements of the
DOM generated in slep 202 having a class aliribute con-
faining "red”. Other expression cornponents can also be
extractad in step 212.

{0039  Instep 214, the web content management serv-
er 12 determines whether an equivalent XML path lan-
guage (XPath} expression can be generated for the ex-
tracted expression component. The determination can
be made based on a stored mapping of exprassion com-
ponent formats or types to equivalent XPath expressions,
or example, aithough other methods of determining
whether the expression component has an equivaient
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XPath expression can also be used. in this example, the
"div.red” expression component is equivalent to the
“fidiviconiains{concatl(”, @class, "}, red)]” XPath ex-
pression. Accordingly, if the web content management
server 12 delermines that an equivalent XPath expres-
sion can be generated for the expression component,
then the Yes branch is {aken o siep 216.

{00481 Instep 2186, the web content management serv-
er 12 generates the equivalent XPath expression from
the expression componeant, Optionally, the web content
management server 12 aiso stores the equivalent XPath
expression at least lemporarnly in the memaory 22.
[0041] Instep 218, the web content management serv-
er 12 delermines whether there are more expression
components that can be exfracied from the CSS selector
expression. If the web content management server 12
determines there are more expression components that
can ke exiracted from the CSS selecior expression, then
the Yes branch is taken back to step 212 and another
expression component is extracted, as described and
illustrated sarlier.

[0042] The web content management server 12 then
determines in step 214 whether an equivalent XPath ex-
pression can be generated for the exiracted expression
component, alsc as described and illusirated earlier. In
this ileration, the exemplary exiracted expression corn-
ponentis ".red:nth-of-type(odd)”. This exemplary expres-
sion componeni would require selecting all the elements
ofthe DOM generated in step 202 having a class atfribute
containing "red” and being in an odd position in the set
of all chiidren of the element’s parents having the same
name as the element. In this example, the nth-of-type
pseudo class does not have an equivalent XPath expres-
sion. Accordingly, in this iteration, the web content man-
agement server 12 delerminegs in step 214 that an equiv-
alent XPath expression cannot he generated for the ex-
fractad expression component and the No branch is tak-
en to step 220.

[G043] Instep 220, the web content management serv-
er 12 transforms the expression component info a trans-
formed expression including at least one XPath expres-
sion and at least one extension function. Optionally, the
web content management server 12 also sicres the
iransformed exprassion at least iemporarily in the mern-
ory 22. The extension functions in this example are cus-
tom functions written in Java, optionally defined in a file
stored in the memory 22, and associated with an XPath
processor of the web conlent management server 12,
The extension funclions can be mapped 1o one or more
psuedo classes in the memory 22 and selectad for a par-
ticular transforrmation based on the mapping.

[0044] Optionally, the extension functions are prefixed
by a namespace which fadilitaies locating of the exien-
sion functions by the XPath processor. Alsc optionally,
the transformed expression can include a mathematical
aperation {e.g., in order to implement an "odd" parameter
of the psuedo class of the expression component). An
exempiary set of extension functions is described and
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illustrated in more detail later with reference to FIGS. 3-7.
{00457 In this example, the expression component can
be transformed into a transformed expression including
"ii*contains{concat(’ ', @class,”), red Yexpricss-type-
position{.) mod 2 = 1}, Accordingly, in this example, the
XPath expression of the fransformed expression in-
cludes "//*{contains{concat(”, @dlass, "}, red)i". The ex-
tension function of the transformed expression in this ex-
ample is the "css-type-position()" extension function, al-
though other extension functions with different names
can also be used.

{00487 The extension function in this exampie {akes in
an indication of an element of the DOM as a parameter
{or "." which indicates all elements as usad in this exam-
ple), although other parameters can also be used. In this
example, "expr:"is usad as a namespace prefix, although
any namespace prefix can be used. Additionally, a mod-
ulus gperation and comparisonis performed on the result
of the execution of the extension function in this example,
although other mathematical or logical operations can
also be used.

{00477 Instep 218, the web content management serv-
ar 12 determines whether there are any more expression
components in the CSS selector expression, as de-
scribed and iliustrated eariier. If the web content man-
agement server 12 determines there are no more expres-
sion components in this iteration, then the No branch is
{aken {o step 222.

{60487 Instep 222, the web content management serv-
er 12 generates a combined expression including at least
all of the transformed expressions and generaied equiv-
alent XPath expressions optionally stored in the memaory
22 in steps 216 and step 220. in this example, the ex-
pressions can be merged together using the XPath op-
erators corresponding 1o the C8S descendants opera-
tors, for example, although other operators and methods
of combining the exprassions can also be used.

{00497 instep 224, the web content management serv-
er 12 applies the combinad expression to the DOM, gen-
erated in step 202 and corresponding o the web page,
0 generate a resull. The result can be a set of elemants
of the BOM that satisfy or correspond o the C88 selector
expression encountered in step 210, although other
types and numbers of results are aiso possivle. Subse-
guentioc applying the combinadin expression to the DOM
or, referring back to step 210, if the web content man-
agement server 12 determines during execution of the
JavaScript coda in step 208 that a C88 selector expres-
sion has not been encountered and the No branch is
taken, the web content management server proceeds to
step 226.

{00507 Instep 226, the web content management serv-
er 12 determines whether execution of the relrieved
JavaScript has completed. If the web content manage-
ment sarvar 12 proceeds to step 226 subsequent fo ap-
plying the combined expression fo the DOM in step 224,
itislikely thal execution of the JavaSeriptis nol complete.
Accordingly, in these exampiles, the No branch is taken
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back to step 208 and the web content management serv-
er 12 continues executing the JavaSeripiretrieved in step
208. Additionally, the result generaled in sitep 224 can
be used by the JavaScript in these examples such as to
rnanipulate, filter, perform an operation on, or reduce the
DOM elements indicated therein. During the continued
execution of the JavaScript code, the web content man-
agement server 12 aqgain proceeds to step 210 in a sub-
sequent iteration, as described and illustrated eariier,
{30847 However, if the No branch is {aken from siep
210, execution of the JavaSecript is likely compiete and
no C88 selector expressions were encountered, or no
additional CSS selector expression subsequent o a prior
iteration of steps 214-224 was encountered. Accordingly,
in these examples, the Yes branch is taken from siep
226 to step 228, In step 228, the web content manage-
ment server 12 sends a response 1o the HTTP request
receivad in step 208 to the requesting one of the client
devices 14(1}-14{n}. The contenis of the HTTP response
can be based on the exesution of the JavaScript code,
forexample, including any CSS salecior expressions ern-
bedded therein.

[0082] Referring to FIGS, 3-7, exemplary methods per-
formed by an exemplary set of extension functions when
executed during the application of the combined expres-
sion 1o the DOM in slep 224 is illustrated. The extension
functions can be executed by an XPath processor, which
is optionally pari of an extensible stylesheet language
{XSL) processor, of the web content management server
12, for example, aithough other methods of executing
ihe exiension functions can also be used.

[0853] Referring more specifically to FIG. 3, a flow
chart of an exempiary method performed by an exiension
H for evsluating the first-of-type, :ast-of-

function
iype, nth-oi-type, and nih-lasi-of-type pseudo classes
is illusirated. In step 300, the web content management
server 12 receives an indication of a DOM element, such
as passed through a parameter of ithe extension function.
in this example, the exiension function can be tha "css-
type-position{elerment)” extension function identified ear-
fier for evalualing the nith-of-fypa pseudo class of the
" red:nth-cf-type(odd)” expression component of the ex-
ampile described and illustrated earlier, although any oth-
er name can be used for the extansion function.

[0684] Instep 302, the web content management serv-
er 12 instantiates a variable T having a value of the tag
name of the DOM element recaived in step 300. In siep
304, the web content management server 12 instaniiates
a variable C having a value of 1. Other variables and
variable names can also be used.

[0855] Instep 306, the wab content management serv-
er 12 determines whether there are any preceding sib-
fings in the DOM of the DOM slement received in step
300. I the web content management server 12 deter-
mines there are any precaeding siblings in the DOM, then
the Yes branch is taken to step 308. in step 308, the web
content management server 12 determines whether one
of the preceding siblings is an element and has a tag
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name equal to T. if the web content management server
12 determines that the preceding sibling is an element
and has a tag name equal 1o T, then the Yes branch is
taken to step 310. In step 310, the web content manage-
ment server 12 increments the vaiue of C. If the web
content management server 12 determines that the pre-
ceding sibling is not an element or does not have a tag
name equal to T, then the No branch is taken back &
step 306.

{00587 In a subsequent iteration of step 306 in this ex-
ample, the web content management server 12 again
determines whether there are any additional preceding
siblings of the element that have not yet been considered.
if the web content management server 12 determines
fhere is not any additional preceding siblings, then the
No branch is taken to step 312, In siep 312, the web
content management server 12 returns the value of C.
The returned value can be used {0 continue evaluating
the combined expression applied to the DOM, for exam-
ple. Accordingly, the extension function in this exampie
refurns a number of preceding sibiing slements of the
elernent of the DOM having the same tag name as the
element plus one.

{00577 Referring more specifically to FIG. 4, a fiow
chart of an exemplary method performed by an extension
function for evaluating the last-of-type, :only-of-type,
and :nth-last-of-type pseudo classesis illustrated. In siep
400, the web content management server 12 receives
an indication of a DOM element, such as passed through
a parameter of the extension function. In this example,
the extension function can be a "css-type-total{element)”
axtension function, although any other name can be used
for the extension function.

{00587 Instep 402, the web content management serv-
er 12 instantiates a variable T having a value of the tag
name of the DOM element received in step 400. in step
404, the web content management server 12 instantiates
a variable C having a value of 0. Other variables and
variable names can also be used.

{0059] Instep 406, the web confent management serv-
er 12 determines whether there are any children in the
DOM of the parent of the DOM element received in step
400 or, altematively, any siblings of the DOM element. If
theweb content management server 12 determinesihere
are children of the parent of the DOM element, then the
Yes branch is laken 1o step 408. In siep 408, the web
content management server 12 determines whether one
of the children is an element and has a tag name equal
fo T. if the web conieni management server 12 deter-
mines that the child is an element and has a tag name
aqual fo T, then the Yes branch is taken to step 410. in
step 410, the web content management server 12 incre-
ments the value of C. If the web content managernent
server 12 determines that the child is not an element or
does not have a tag name aqual to T, then the No branch
is taken back o step 406.

{0060] In a subsequent iteration of step 408 in this ex-
ample, the web content management server 12 again
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determines whether there are any addiiional children of
the parent of the element that have not yet been consid-
ered. If the web content management server 12 deler-
mines there is not any additional children, then the No
branch is iaken to step 312. In siep 312, the web content
management server 12 returns the vailue of C. The re-
urned value can be used to continue avalualing the corn-
bined expression applied to the DOM, for example. Ac-
cordingly, the extension function in this example returns
a number of child elements of the parent of the element
of the DOM having the tag name one of the element.
fone1] Referring more specifically to FIG. §, a flow
chartof an exemplary method performed by an extension
function for evaluating the :lang pseudo class is illustrat-
ed. in step 500, the web content management server 12
receives an indication of a DOM node, such as passed
through a parameter of the extension function. In this
exampie, the extension function can be a8 "lang(node)”
extension function, although any other name can be used
for the extension function.

[0062] Instep 502, the web content reanagement serv-
er 12 instantiates a variable N having a value indicating
the node received in step 500. In step 504, the web con-
tent management server 12 instantiates a variable L hav-
ing a value of 'en’ or any cther default indication of a
fanguage. Other variables and variable names can also
be used.

[B083] Instep 506, the web content management serv-
er 12 determines whether N indicates a node that is an
element. If the web conteni managernent server 12 de-
iermines N indicates a node that is an element, then the
Yes branch is taken to step 508. In step 508, the web
content management server 12 determines whether the
node indicated by N has a language attribute. f the web
content management server 12 determines thai the node
indicated by N does not have a language attribute, then
the No branch is teken to step 510,

[00684] Instep 510, the web content management serv-
er 12 sets the value of N fo indicate the parent of the
node indicated by the currentvalue of N. The web content
management server 12 then proceeds back o step 506
and again determines whether N indicates a node that
is an element. Referring back to step 508, if the web
content management server 12 defermines thai the node
indicated by N does have a ianguage attribute, then the
Yes branch is taken to step 512,

[0085] Insiep 512, the value of Lis assigned the value
>f the language attribute of the node indicated by N. In
step 514, the web conteni management server 12 raturns
the value of L. Referring back fo step 506, if the web
content managernent server 12 determines in a first or
subseguent iteration that N indicates a node that is not
an element, then the No branch is faken to step 514 and
the default value of Lisreturned. The returned value can
ke used to continue evaluating the combined expression
applied to the DOM, for exampie. Accordingly, the exten-
sion function in this example returns a value of a first
identified language attribute based on a traversal of the
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element of the DOM and any ancestors of the element
of the DOM.

{00867 Referring more specifically to FIG. 8, a flow
chart of an exemplary method performead by an extension
function forevaluating the (nol pseudo class isillusirated.
in step 600, the web content management server 12 re-
ceives an indication of a DOM element and a siring in-
cluding a CSS8 selector exprassion, such as passed
through a parameter of the extension function. In this
axample, the exiension function can be a "filler-out{ele-
ment, css-selector)” extension function, alihough any
other name can be usad for the extension function.
{0087] Instep 802, the web content management serv-
ar 12 applies the received C88 selector expression o
the DOM to generate a resuli, such as described and
illustrated eariier with reference to steps 210-224, for ex-
ample, although other methods of evaluating the re-
ceived CS8 selactor expression can also be used. In this
example, the CSS selector expression includes a CSS
selector function querySelactorAll(), although other func-
fions can aiso be includedin the CSS selecior expression
of the string received in step 800.

{60681 Instep 804, the web content management serv-
er 12 determines whether there are any nodes in the
result generated by the appilication of the CSS selector
expression in step 802, If the web content managerent
server 12 determines there are node(s) in the result, then
the Yes branchiis iaken to step 606. In step 8086, the web
content management server 12 determines whether one
of the node(s} in the resull is equal to the DOM element
received in step 800, If the web content management
server 12 determines that the one of the node(s) in the
result is equal to the DOM element, then the Yes branch
is taken o slep 608, In step 608, the web content man-
agement server 12 retums a vailue of false.

{00689] Referring back to step 808, if the web content
management server 12 determines that the one of the
node(s) in the resuit is not equal to the DOM slement,
than the No branch is taken back to step 804. If the wab
content management server 12 determines in step 804
that the no nodes in the result of the evaluation of the
(88 selector expression, or no additional nodes not pre-
viously considered, then the No branch is taken to step
810. in siep 810, the web conlent management server
12 returns a value of true. Accordingly, the extension
function in this example returns a frue value when the
element of the DOM received in step 600 is notincluded
in aresult obtained by applying the C38 selector expres-
sion received in step 800 and a false value when the
element of the DOM is inciuded in the resuit.

{00797 Referring more specifically to FIG. 7, a fiow
chart of an exemplary method performed by an extension
function for evaluating the :selected iQuery pseudo class
is illustrated. In step 700, the web content management
sarver 12 receives an indication of a DOM option ele-
ment, such as passed through a parameter of the exien-
sion function. In this axample, the extension function can
be an "option-selected{option)” extension function, al-

ACCESSIBE LTD EXHIBIT 1004
Page 1889 of 2149



15 EP 2 888 222 A1 16

though any other name can be used for the exiension
function. The indication of the option element can repre-
sent an option in a dropdown list in an HTML form, for
exampie, although the option can alsorefer to other types
of elermnents.
[0071] Instep 701, the web content management serv-
er 12 deterrmines whether the option is explicitly seiected.
if the web conteni management server 12 determines
that the option is explicitly selected, then the Yes branch
is faken 1o slep 704. In step 704, the web content man-
agement server returns a value of frue. Referring hack
io step 702, if the web content management server 12
determines that the option is not explicitly selected, then
the No branch is taken to step 708.
[0672] Instep70€,the web content management serv-
er 12 obtains a selest element from the DOM that con-
iains the optlion element corresponding to the indication
receivad in step 700, In siep 708, the web content man-
agement server 12 determines whether the select ele-
ment is a single selection slement with size attribute
equal to 1. If the web content management server 12
determines that the select element is a single selection
element with size attribute equal to 1 thenthe Yes branch
is taken to siep 210.
[0073] Instep 710, the web content management serv-
er 12 determines whather the option slement corre-
sponding fo the indication received in step 700 is the first
option elerment descendant of the select slement. If the
web content management server 12 determines that the
option slement is the first option slement descendant of
ihe select element, then the Yes branch is taken to step
712.
[0674] Instep 712, the web content management serv-
er 12 determines whether all of the other option eiements
descendant from the select element are not selected. if
ihe web content management server 12 determines that
all of the other oplion elements descendant from the se-
lectelement arenot selected then the Yesbranchistaken
o step 714. In step 714, the web content management
server 12 returns g value of true.
[B80875] Referring back to steps 708, 710, and 712, if
the web contert management server determines that the
select element is not a single selection element or does
not have a size atlribute equal to 1, the option element
corresponding to the indication received in step 700 is
niot the first option element descendant of the select ef-
ement, or any of the other option elements descendant
from the select slement are selectad, respectively, then
cne of the respective No branches is taken to step 718.
ﬂ‘zep 718, the web content management server 12 re-
tuv avalue of false. Accordingly, the extension function
in h is example returns a frue vaiue if the option element
of the DOM is selecled and a false value i the option
element of the DOM is not selected. in this example, the
aption is considered selacted if it is explicitly selected or
if it is the first option of a select element that has no ex-
plicitly selected oplions and is not a muitiple selections
select element.
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{00787 With this technology, web page scripts including
JavaScript code can be emulated by a web content man-
agement server on behalf of client davices thal rmay not
otherwise be able to take advantage of such functionality.
Advantageously, any CSS selector expressions embed-
ded in the JavaScript can be translated to XPath expres-
sions based on an equivalent XPath exprassion or, inthe
case of CSS selector expressions without equivalent
KPath expressions, by using an extension function.
Tnersby, CSS8 selector expressions can be fully transtai-
able to XPath expressions and implemented using a rei-
atively efficient XPath processor without the significant
additicnal code and associated complexity reguired o
implemeant the CSS selector expressions of the selector
APL

{80771 Having thus described the basic concapt of the
invention, it will be rather apparent to those skilled in the
art that the foregoing detailed disdosure is intended o
be presented by way of exampie only, and is not fimiting.
Various aiterations, improvements, and modifications witl
ocour and are intendad to those skilled in the art, though
not expressly stated herein. These alterations, improve-
ments, and modifications are intended {o be suggested
hereby, and are within the spirit and scope of the inven-
fion. Additionally, the recited order of processing ele-
ments or sequences, or the use of numbers, letters, or
other designations therefore, is not intended to limit the
claimed processes to any order except as rnay be spec-
ified in the claims. Accordingly, the invention is limited
only by the following claims and equivalents theretfo.

Claims

1. A method for extending a selector application pro-
gramming interface (AP}, the method comprising:

receiving, with a web content managementi serv-
ar, a cascading style shaet (CS8) selector ex-
pressions comprising a plurality of expression
componants;
determining, with the web content management
server, whether an equivalent XML path lan-
guage (XPath) expression can be generated for
each of the expression components; and
transforming, with the web contenimanagement
server, each of the expression components for
which an equivalent XPath expression cannot
be generaled inlo a transformed expression
comprising at least one XPath expression ang
an extension function.

2. Themethod of clairm 1 further comprising generating,
with the web content management server, the eguiv-
alent XPath expression for each of the plurality of
expression components for which the equivalent
KPath expression can be generated.
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Tne method of claim 2 further comprising:

generating, with the web content management
server, a combined expression comprising each
of the fransiormed expressions and each of the
equivaient XPath expressions; and

applying, with the web content management
server, the combined expression to a document
object model (DOM) to generate a result.

The method of claim 3 wherein the extension func-
tion comgrises davaScript code and the appiying fur-
ther comprises exacuting the extension function in
an emulaied JavaScript environment,

The method of claim 3 wherein:

at least one of the expression components |
which an eguivaient XPath expression cannot
be generated comprises a pseudo class
comprising :first-of-lype, ast-of-type, inth-of-
type, or inth-last-of-type; and

the extension function of the transformed ex-
pression for the at ieast one of the expression
components is configured to receive an indica-
tion of an element of the DOM, the indication
comprising a tag name of the element of the
DOM, and return a nurmber of one or more pre-
ceding sibling elements of the element of the
DOM having the tag name.

The method of claim 3 whaerain:

at least one of the expression components for
which an eguivalent XPath exprassion cannot
be generated comprises a pseudo class
comprising last-of-type, (only-of-type, or nih-
last-of-type; and

the extension function of the fransiormed ex-
pression for the at ieast one of the expression
components is configured to receive an indica-
fion of an element of the DOM, the indication
comprising a tag name of the element of the
DOM and return a number of child elements of
the parent of the element of the DOM having the
tag name plus one.

at least one of the expression components for
which an equivalent XPath expression cannot
be generated comprises a dang pseudo class;
and

the extension function of the transformed ex-
prassion for the at ieast one of the exprassion
components is configured to receive an indica-
tion of an elament of the DOM and retum a value
of a first identified language atiribute based on
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a traversal of the element of the DOM and any
ancestors of the glement of the DOM.

8. The method of claim 3 wherein:

at least one of the expression components for
which an equivaient XPath expression cannot
be generated cormprises a not pseudo class;
and
the extension function of the transiormed ex-
pression for the at least one of the expression
sompornents is configured to receive an indica-
tion of an element of the DOM and a second
CS88 selactor exprassion and return a true value
when the element of the DOM is netincluded in
a second result obtained by applying the second
C88 selector expression and afalse value when
the elementof the DOMis included in the second
result.

9. The method of daim 3 wherain:

at least one of the axpression components for
which an equivaient XPath expression cannot
be generated comprises a :selected jQuery
pseudo class; and

the extension funclion of the fransformed ex-
pression for the at leasi one of the expression
components is configured to receive an option
alement of the DOM and return a true value if
the option element of the DOM is selected and
a false value if the oplion element of the DOM
is not selected.

18, A non-transitory computer readable mediurm having
stored thereon instructions for extending a selector
application programming interface (AP} comprising
rmachine execuiable code which when executed by
a processor carries out the method according 1o
claims from 1 to 8.

11. A managernenti server device, comprising:

a processor coupled io a memory and config-
ured to execute programmed instructions stored
in the memory to carry out the method according
to claims from 1 io 9..
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METHODS FOR FACILITATING A REMOTE INTERFACE AND
DEVICES THEREOF

[6661] This application claims the benefit of U.S. Provisional Patent

Application Serial No. 61/988,639 filed on May 5, 2014, which is hereby

L9

incorporated by reference in its entirety.
FIELD

8062} This technology generally relates to kiosk and other presentation
devices, and more particolarly to methods and devices for facilitating a remote

10 interface for interacting with such presentation devices.
BACKGROUND

[6603] Presentation devices, such as kiosks and other devices with
relatively large screen sizes, are often available for interaction in commercial and
other scttings. Presentation devices can display product information associated
15 with a catalog of available products for a retailer, for example, advertising
information, or any other information directed to consumers or other members of

the public.

[6004] The method of interaction with presentation devices is often
through a multi-touch screen. However, such presentation devices are generally
286 complex and have relatively high associated cost due to the multi-touch screens
and required processing power. Additionally, presentation devices with relatively
farge screen sizes are currently unable to effectively present, and/or allow users to
input, private information (c.g. porsonally identifiablic information or credit card

numbers} in a discreet manner.
25 SUMMARY

[6085] A method for facilitating a remote nterface inchudes providing, by
a remote interface scrver computing device, a preserdation web page to a

presentation device and a remote web page to a remote device. The remote web
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page is configured to, when executed by the remote device, register the remote
device as associated with the presentation device and render a swipe pancl on a
display of the remote device. A first message is received, by the remote interface
scrver computing device, from the remote dovice in response to an interaction

5 with the swipe panel. A second message is sent, by the remuote mterface server
computing device, to the presentation device m response to receiving the first
message. 1he second message, when executed by the presentation device, is
configured to cause the presentation device to perform an action on the

presentation web page corresponding to the user interaction with the swipe panel.

16 [6666] A non-transitory computer readable medium having stored thereon
instructions for facilitating a remote interface comprising executable code which
when executed by a processor, causes the processor to perform steps incloding
providing a presentation web page to a presentation device and a rernote web page
to a remote device. The remote web page is configured to, when exccuted by the

15 remote device, register the remote device as associated with the presentation
device and render a swipe panel on a display of the remote device. A first
message is received from the remote device in response to an interaction with the
swipe panel. A second message is sent to the presentation device in response to
receiving the first message. The second message, when executed by the

20 presentation device, 18 configured to cause the presentation device to perform an
action on the prescntation web page corrcsponding to the user interaction with the

swipe panel.

18667} A remote interface server computing device including a processor
and a memory coupled to the processor which is configured to be capable of

25  exccuting programmed instructions comprising and stored in the memory to
pravide a presentation web page to a presentation device and a remote web page
to a remote device. The remote web page is configured to, when exccuted by the
remote device, register the remote device as associated with the presentation
device and render a swipe panel on a display of the remote device. A first

36 message is received from the remote device in response to an interaction with the
swipe panel. A second message is sent to the presentation device in response to

receiving the first message. The second message, when executed by the
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presentation device, is configured to cause the presentation device to perform an
action on the presentation web page corresponding to the user interaction with the

swipe panel.

[ B088] A system for facilitating a remote interface includes a remote
interface server computing device inchuding a first processor and a first memory
coupled to the first processor. The first process is configured to be capabic of
executing programmed instructions comprising and stored in the first memory to
provide a presentation web page to a presentation device and a remote web page
to a remote device. The remote web page configared to, when executed by the
remote device, register the remote device as associated with the presentation
device and render at least a swipe panel on 2 display of the remote device. The
system further inchudes a web socket server computing device including a second
processor and a second mermory coupled to the second processor. The second
processor is configured to be capable of executing programmed instructions
comprising and stored in the second memory to receive a first message from the
remote device in response 0 a user interaction with the swipe panel. A second
message is sent to the presentation device in response to receiving the first
message. The second message, when executed by the presentation device, is
configured to cause the presentation device to perform an action on the

presentation web page corresponding to the user interaction with the swipe panel.

[6009] This technology provides a number of advantages mcluding
providing mcthods, non-transitory computcr rcadablc moedia, devices, and sysicms
that facilitate remote interfaces for presentation devices. With this technology,
presentation device (e.2., a kiosk) can be scaralessly controlled by a remote device
(e.g., mobile phones) using messages exchanged based on the web socket
pratocol. By leveraging remote devices, this technology allows presentation
devices to be less complex and less costly. Additionally, private information can
be advantageously submitted without displaying the information in a visible

format on the display of & presentation device
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BRIEF DESCRIPTION OF THE DRAWINGS

(6616 FI1G. 1 is a block diagram of a network environment with an
exemplary remote interface server coupled to a presentation device and a remote

device;

16611 FIG. 2 is a block diagram of another network environment with an
exemplary remote interface server coupled to a presentation device, a remote

device, and a web socket server;

18012} F1G. 3 1s a flowchart of an exeraplary racthod for facilitating a

reniote interface;

[8613] FI1G. 4 1s an exemplary initiation weh page;

18614} FIG. 5 is an exemplary presentation web page;

8815} FIG. 6 1s an exemplary remote web page;

8316} FIG. 7 is an exemplary presentation web page;

18617} FIG. 8 is an exemplary remote web page modified according to a

horizontal swipe gesture with a swipe panel;

[6618] FIG. 9 15 an exemplary presentation web page with mput fields;
[6619] FIG. 10 15 an exeraplary remote web page with input fields;
160628} FIG. 1148 an exemplary remote web page subsequent to user

interaction with an edif buiton;
(8621} FIG. 12 is an excmplary remote web page with a virtual keyboard;

[6622] FIG. 13 is an exemplary presentation web page with input fields

subsequent to a user editing content;

[6023] FIG. 14 1s an exemplary presentation web page subsequent to user

interaction with a play video button of a remote web page; and
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18324} FI1G. 15 is an exemplary remote web page subsequent to user

interaction with a play video button of the remote web page.
DETAILED DESCRIPTION

[6025] An exemplary network environment 10 with a remote interface

L

server 12 coupled to a presentation device 14 and a remote device 16 is illustrated
in FIG. 1. In this example, the remote interface server 12, presentation device 14,
and remote device 16 are coupled together by at least one coromunication network
18, although other nurabers and types of systems, devices, and/or clements in
other configurations or network topologies can also be used. This technology

10 provides a number of advantages including methods, non-transitory computer
readable media, devices, and systems that facilitate a remote interfaces to
effectively replicate, on the presentation device 14, user interactions with a web

page rendered on the remole device 16 while maintaining information privacy.

6626} The remote interface server 12 (also referred to herein as a remote
15 interface server computing device) in this particular example is coupled to the
presentation device 14 and the remote device 16 by the communication network
18 which can include one or more local area network({s) (LANs) and/or wide area
network(sy {(WANs). Other network devices configured to generate, send, and
receive network coramunications and coupled together via other topologies can
26 also be used. While not shown, the network environment 10 also may include
additional network components, such as routers, switches and other devices,
which are well known to those of ordinary skill in the art and thus will not be

escribed here.

25 {8627] The remote interface server 12 may perform any number of
functions including hosting and providing web content and facilitating
communications between the presentation deviee 14 and the remote device 16
according to the web socket protocol, for example. In this example, the remote
interface server 12 includes a processor 20, a memory 22, and a communication

30 interface 24, which are coupled together by a bus 24 or other communication link,
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although other numbers and types of components, parts, devices, systems, and

elements in other configurations and locations can be used.

16G28] The processor 280 in the remote interface server 12 executes a
program of stored instructions for one or more aspects of this technology, as
described and illustrated by way of the embodiments herein, althongh the
processor 20 could execute other numbcers and types of prograromed instructions.
The processor 20 of the remote interface server 12 may inclide one or more
central processing units or general purpose processors with one or more

processing cores, for example.

[6628] The memory 24 in the remote interface server 12 stores these
progranuncd instructions for one or more aspects of this techuology, as described
and illustrated herein, although some or all of the programmed instructions could
be stored and/or executed elsewhere. Optionally, the memory 24 in this example
stores a plurality of web pages including at least one initiation web page 28,
presentation web page 30, and remote web page 32, as described and illustrated in
maore detail later. A variety of different types of memory storage devices, such as
a random access memory {(RAM), read only memory (ROM), hard disk drive(s),
flash, solid state drive(s), or other computer readable ruedium which is read from
and/or written to by a magnetic, optical, or other reading and/or writing system
that is coupled to the processor, can be used for the memory 22 o the remote

interface server 12,

[6838] In this particular example, the meroory 24 also includes a web
socket server 34. The web socket server 34 in this example is a software module
that includes programmed instructions that, when executed by the processor,
generate a web socket server configured fo facilitate cornmunications between the
presentation device 14 and the remote device 16 according to the web socket

protocol, as deseribed and illustrated in more detail later.

88311 The communication interface 24 in the remote interface server 12
is used to operatively couple and coromunicate between the remote interface

gerver 12, the presentation device 14, and the remote device 16, which are all
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coupled together via the cormmmunication network 1%, although other types and
numbers of communication networks or systems with other types and numbers of
connections and configurations to other devices and elements can also be used.
By way of examplc only, the commumnication network 18 can use TCP/IP over

5 Ethernet and industry-standard protocols, including hypertext transfer protocol
(HTTP}, and/or secure HTTP (HTTPS), although other types and numbers of
communication networks, such as a direct connection, modems and phone lines, e-
mail, and wireless and hardwire communication technology, cach having their

own communications protocols, can be used.

10 (8632} The presentation device 14 and the remote device 16 in thus
particular example enable a user to request, receive, and interact with applications,
web services, and content hosted by the remote interface server 12 using the
communication network 18, although one or more of the presentation device 14 or
remote device 16 could access content and utilize other types and nurabers of

15 applications from other sources and could provide a wide variety of other

functions for the user.

[6833] Each of the presentation device 14 and remote device 16 in this
exanple includes 2 processor, 2 memory, an fnput device, a display device, and a
communication interface, which are coupled together by a bus or other

28 communication link, although one or more of presentation device 14 or remote
device 16 can include other numbers and tvpes of components, parts, devices,
systems, and clements in other configurations. The processor i cach of the
presentation device 14 and remote device 16 can execute a program of instructions
stored in the memory the client device for one or more aspects of this technology,

25 as described and illustrated herein, although the processor could execute other

numbers and types of programmed instructions.

[6634] The input device in each of the presentation device 14 and remote
device 16 can be used to input selections, such as a request for a particular web
page or other content stored by the remote interface server 12 or another web

30 content server, although the input device could be used to input other types of

requests and data and fnteract with other elements. The input device can include
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keypads, touch screens, and/or vocal input processing systems, although other

types and munbers of input devices can also be used.

[8635] The display device in cach of the presentation device 14 and
remote device 16 can be used to show data and information to a user, such as web
S5 pages and other content retrieved from the remote interface server 12 or another
wob content scrver by way of example only. The display deovice in the
presentation device 14 can be a television screen and the display device in the
remote device 16 can be a mobile phone screen, for example, although other types
and numbers of display devices could be used depending on the particular type of
10 presentation device 14 and remote deviee 16, The communication interface in
each of the presentation device 14 and remote device 16 can be used to
operatively couple and communicate between the presentation device 14, remote

device 16, and remote interface server 12 over the conununication network 18,

[6036] By way of example only, the presentation device 14 can be

13 clatively less mobile than the remote device 16 and can include a television,
kiosk, or other device with a relatively large display as compared to that of the
remote device 16, although other types of presentation devices can also be used.
Accordingly, in sorne examples, the remote device 16 is relatively more mobile
than the presentation device 14 and can be a smartphone, personal digital

20 assistant, tablet, netbook, notebook, or other device with a relatively small display
as compared to that of the presentation device 14, although other types of remote

devices can also be used.

18637} Referring more specifically to FIG. 2 another exemplary network

environment 36 with a remote interface server 12 coupled to a presentation device
25 14, a remote device 16, and a web socket server 38 18 illustrated. The remote

interface server 12, presentation device 14, remote device 16, and communication

network 18 in this example are the same as described and illustrated earlier with

reference to FIG. 1 except that the remote interface server 12 does not includes the

web socket server 24, Instead, in this particular example, the web socket server
30 38isprovided as a separate web socket server computing device in the

environment 36 that is also configured to cornmunicate with the presentation
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device 14 and the remote device 16 via the communication network 18. Other
network topologies and numbers of remote interface servers and/or web socket

servers can also be provided in network environment 10 or 36.

18638} The web socket server 38 in the particular example illustrated in
S FIG. 2 includes a processor 40, a memory 42, and a communication interface 44,

which arc coupled together by & bus 46 or other coramunication link, ajthough
other numbers and types of components, parts, devices, systems, and elements in
other configurations and locations can be used. The processor 40 in the web
socket server 38 executes a program of stored instructions one or more aspects of

10 this technology, as described and tllustrated by way of the embodiments herein,
although the processor 40 could execute other numbers and types of programmed
instructions. The processor 40 of the web socket server 38 may include one or
more ceniral processing units or general purpose processors with one or more

processing cores, for example.

15 [6639] The memory 42 in the web socket server 38 stores these
programmed instructions for one or more aspects of this technology, as described
and itlustrated herein, although soroe or all of the programmed instructions could
be stored and/or executed elsewhere. A variety of different types of memory
storage devices, such as a random access memory (RAM), read only memory

28 (ROM)}, hard disk drive(s), tlash, solid state drive(s), or other computer readable
medium which is read from and/or writien to by a magnetic, optical, or other
reading and/or writing system that is coupled to the processor 40, can be used for

the memory 42 in the web socket server 38.

166406] The communication interface 44 n the web socket server 38 is

25 used to operatively couple and communicate between the web socket server 38,
the presentation device 14, and the remote device 16, which are all coupled
together via the communication network 18, although other types and mumbers of
communication networks or systems with other types and numbers of connections
and configurations to other devices and clements can also be used. By way of

36 ecxample only, the communication network 18 can use TCP/IP over Ethernet and

industry-standard protocols, including hypertext transfer protocol (HTTP) and the

ACCESSIBE LTD EXHIBIT 1004
Page 1913 of 2149



WO 2035/171228 PCT/US2015/024172

16

25

30

- 10 -

web socket protocol, although other types and nmumbers of communication
networks, such as a direct connection, modems and phone Hnes, e-mail, and
wireless and hardwire comnmunication technology, each having their own

communications protocols, can also be uscd.

16841 The embodiments of the remote interface server 12, web socket
scrver 38, presentation device 14, and remote device 16 are deseribed and
tllustrated herein for exemplary purposes and many variations of the specific
hardware and software used to implement the embodiments are possible, as will
be appreciated by those skilled in the relevant art{s). Furthermore, each of the
devices of the embodiments may be couveniently implemented using one or more
general purpose computers, microprocessors, digital signal processors, and micro-
controllers, programmed according to the teachings of the embodiments, as
described and iHustrated herein, and as will be appreciated by those ordinary skill

in the art.

18642} In addition, two or more computing apparatuses or devices can be
substituted for any one of the devices in any embodiment described herein.
Accordingly, principles and advantages of distributed processing, such as
redundaney and replication alse can be iraplemented, as desired, to increase the
robustness and performance of the devices of the embodiments. The
embodiments may also be implemented on computer apparatuses or devices that
extend across any suitable network using any suitable interface mechanisms and
communications technologics, including by way of cxamplc only
telecommunications in any suitable form (2.g., voice and modem), wireless
communications media, wircless communications networks, cellular
communications networks, G3 conununications networks, Public Switched
Telephone Network (PSTNs), Packet Drata Networks (PDNs), the Internet,

intranets, and combinations thereof,

[6343] The embodiments may also be ernbodied as one or more non-
transitory computer readable media having instructions stored thereon for one or
more aspects of this technology as described and illustrated by way of the

emnbodiments herein, as described herein, which when executed by a processor,
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cause the processor to carry out the steps necessary to implement the methods of

the embodiments, as described and illustrated herein,

(6644} An exemplary method for facilitating a remote interface will now
be described with reference to FIGS. 1-15. Referring more specifically to FIG. 3,
in step 300 in this example, the remote interface server 12 sends the initiation web
page 28 to the prescutation doviee 14 and registers the presentation device 14 with
the web socket server 34 or 38, The remote interface server 12 can send the
nitiation web page 28 in response to a request for the initiation web page 28
received from the presentation device 14. In one example, the presentation device
14 is a smart television executing a web browser which facilitates the retrieval of
the initiation web page 28 at the request of a user, although other types of
presentation devices and other methods of providing the initiation web page 28
cart also be used. Upon receipt of the initiation web page 28, the presentation
device 14 executes JavaScript code included with the initiation web page 28,
which is configured to communicate with the remote interface server 12 to register
the presentation device 12 by establishing a conmection between the prescutation

device and the web socket server 34 or 38.

[160345] In step 302, the rernote interface server 12 sends a remote web
page 32 to the remote device 16, registers the remote device 16 with the web
socket server 34 or 38 as associated with the presentation device 14, and sends a
presentation web page 30 to the presentation device 14, The remote web page 32
and prescntation web page 30 can be sent by the remote interface server 12 in
response to a request from the remote device 16 initiated based on an interaction
by the remote device 16 with at least a portion of the initiation web page 28

rendered on the display of the presentation device 14.

18046} Referring more specifically to FIG. 4, an exemplary initiation web
page 28 is illustrated. In this example, the initiation web page 28 includes a
portion with an interactive mode interface 400, which is a three dimpensional bar
code in this example, although ather types of interactive mode interfaces and

portions of the initiation web page 28 can also be used.
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8647} Accordingly, a user of the remote device 16 in this example can
scan the mteractive mode interface 400 which encodes at least a Uniform
Resource Locator (URL} and causes a web browser executed by the remote device
16 to request the remote web page 32 located at the URL from the remote
mterface server 12, which sends the remote web page 32 to the remote device 16
in response. o this example, the remote web page 32 1s configured to, when

executed by the web browser of the remote device 16, register the remote device

16 with the web socket server 34 or 38 as associated with the presentation device
14.
[6048] Accordingly, the remote web page 32 can include JavaScript code

executed by the remote device 16 that facilitates communication by the remote
device 16 with the web socket server 34 or 38 to establish a connection between
the rernote device 16 and the web socket server 34 or 38, as well as an association
with the presentation device 14, Optionally, the interactive mode interface 400 of
the initiation web page 28 can further encode an identifier of the presentation
device 14 which can be used to facilitate the association of the presentation device
14 and the remote device 16 with the web socket server 34 or 38, Other methods
of initiating the associgtion of the presentation device 14 and the remote device 16

with the web socket server 34 or 38 can also be used.

(63451 In response to receipt of the request from the remote device 16 for
the rernote web page 32, or in response to a subsequent communication fo the
remote interface scrver 12 by the remote device 16 cxeeuting the JavaScript code
of the remote web page 32, the remote nterface server 12 also sends the
presentation web page 30 to the presentation device 14, The remote web page 32
and prescatation web page 30 can be different versions of a same web page such
that the remote web page 32 includes at least a portion of the content of the
presentation web page 30, although other types of presentation and remote web

pages can also be used.

[805¢] Referring more specifically to FIG. 5, an exemplary presentation
web page 30 is illustrated and referring more specifically to FIG. 6, an exemplary

rernote web page 32 is illustrated. In this example, the presentation web page 30
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and remote web page 32 are different versions of the same web page as the
presentation web page includes multiple panels that can be manipulated, as
described and illustrated in more detail later, whereas the remote web page 32is a
mobile version of the web page which includes content of only onc of the pancis
mciuded in the presentation web page 38, The remote web page 32 18 also
configured to, when executed by the remote device 16, render a swipe pane! 600,
and optionally one or more buttons, on the display of the remote device 16. In this
example, the swipe panel 600 includes the content of the panel corresponding to
one of the panels of the presentation web page 30, although the swipe panel 600

can be located elsewhere in the web page and/or display of the remote device 16.

18051 Referring back to FIG. 3, in step 304 the web socket server 34 or
38 receives 4 message from the remote device 16 in response to a user interaction
with the rernote web page 32. The message can comply with the web socket
protocol and can be received by the web socket server 34 or 38 using the
connection established with the remote device 16. Accordingly, the JavaScript
code of the remote web page 32 executed by the remote device 16 can determine
when a user has interacted with the remote web page 32 and send a message to the
web socket server 34 or 38 corresponding to the interaction in response. The
message can include information regarding the type of interaction and any other

contextual information, for example.

[6652] In step 306, the web socket server 34 or 38 determines whether the
uscr interaction corresponding to the message reccived in step 304 is a swipe
panel interaction, and optionally whether the interaction was a horizontal or
vertical swipe gesture, for example. I the web socket server 34 or 38 determines
that the user interaction is a swipe panel interaction, then the Yes branch is taken
to step 308, In step 308, the web socket server 34 or 38 sends a message to the
presentation device 14 to cause the presentation device 14 to perform an action on

the presentation web page 30 corresponding to the swipe panel interaction.

{8653} Referring more specifically to FIG. 7, a presentation web page 30
subsequent to performing an action corresponding to a horizontal swipe gesture

with the swipe panel 600 of the remote web page 32 is illustrated. In this cxample,
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the panel with a video illustrated in the foreground in FIG. 5 has been rotated to
the left, such as by three dimensional rotation, for example, resulting in the
modified presentation web page 30 llustrated in FIG. 7 in which a new panel has

boen rotated to the forcground.

[B854] Referring more specifically to FIG. 8, a remote web page 32
maodificd according fo a horizontal swipe gesture with the swipe pancl 600 of the
remote web page 32 is illustrated. In this example, the panel with the video
ilipstrated in the swipe panel 600 in FIG. 6 has been moved off screen, such as by
two dimensional slide animation, for example, resulting in the modified remote
web page 32 illustrated in FIG. 8 in which a new panel with different content has

replaced the previous panel in the swipe panel 600,

[B855] In other examples, the user interaction can be a vertical swipe
gesture and the action can be a vertical scroll. For example, a user can perform a
vertieal swipe gesture on the swipe panel 600 of the remote web page illustrated in
FIG. 8 resulting in a vertical scroli action on the presentation web page 30
ilustrated in FIG. 7. Other exemplary gestures and interactions with the swipe
panel 600 and corresponding actions, as well as animations and rotations can also
be used. Accordingly, in this exaraple, a user of the remote device 16 can
contemporaneously control the dispiay of the presentation device 14, and in
particular the presentation web page 30, without physically interacting with the
presentation device 14 and using only the interface provided on the remote device

16 through the remote web page 32,

18056 Referring back to FIG. 3, if the web socket server 34 or 38
determines that the user interaction is not a swipe panel interaction in step 306,
then the No branch 1s taken to step 310, In step 310, the web socket server 34 or
38 determines whether the user interaction corresponding to the message received
in step 304 is a save button interaction. H the web socket server 34 or 38
determines that the user interaction s 2 save button interaction, then the Yes

branch is taken to step 312,
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[8657] Optionally, the buttons of the remote web page 32 as rendered on
the display of the remote device 16 can change based on functionality present in
the remote web page 32 and/or presentation web page 30. For example, referring
back to FI1G. 6, the remote web page 32 imcludes play button 602 corresponding to
the video content rendered in the swipe panel 600. Referring more specifically to
FIG. 9, a presentation web page 30 with input fields 900 1s illustrated and
referring more specifically to FIG. 10, a remote web page 32 with the input fields
1000 is illustrated. In this example, the buttons are modified by the JavaSeript

code of the remote web page 32 to include an cdit button 1002 corresponding to
the content of the input ficlds 1000 of the remote web page 32.

[6658] Referring more specifically to FIG. 11, the remote web page 32 of
FIG. 10 is tllustrated subsequent to user interaction with the edit button 1002,
Upon vser interaction with the edit button 1002, the remote web page 32 is
configured to render a save button 1100 in place of the edit button 1002 as well ag
editable input fields 1000 corresponding to the input fields 900 of the presentation
web page 30 of FIG. 9. In this example, private information such as a credit card
number is optionally obfuscated in the presentation web page 30 since the
presentation web page 30 is rendered on a presentation device 14 which may have
a relatively large display and/or may be visible to the environment or othe
merabers of the public. However, the editable input fields 1000 rendered by the
remote web page 32 in responsce to the uscr interaction with the odit button 1002

are rendered without the obfuscation to allow user editing.

[8859] Referring more specifically to FIG. 12, optionally, the remote
device 16 1s configured to display a virtual keyboard 1200 upon user selection of
one of the editable input ficlds 1000 allowing the user to edit the information. In
this example, the user has edited the name, credit card number, and CVV fields.
Upon entering the new information, the user can seleet the save button 1100 as
tlustrated in FIG. 11. In response to user sclection of the save button 1100, the
message received by the web socket server 34 or 38 in step 304 of FIG. 3 is sent

by the remote device 16 and inchudes at least any information updated by the user.
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16660} In step 312, the web socket server 34 or 38 sends a message to the
presentation device 14 including information included in the message received
from the remote device 16 in step 304. Referring more specifically to FI1G. 13, the
prosentation wob page 30 with input ficids 900 subscquent to user cditing of the
content 18 llustrated. In this exarople, any private information continues to be
rendered in an obfuscated marnmer in the presentation web page 30 rendered on the

display of the presentation device 14.

18861} Referring back to FIG. 3, if the web socket server 34 or 38
determines in step 310 that the user interaction 1s not a save bution interaction,
then the No branch is taken to step 314, In step 314, the web socket server 34 or
38 determines whether the user interaction corresponding to the message received
in step 304 is a video button interaction. If the web socket server 34 or 3%
determuines that the user interaction s 4 video bution interaction, then the Yes

branch is taken to step 316,

[8062] In step 316, the web socket server 34 or 38 sends a message to the
presentation device 14 corresponding to the video button interacted with by the
user of the remote device 16, Referring back to FIG. 6, user interaction with the
play button 602, for example, can cause a message to be sent to the web socket
server 34 or 38 which, in step 316 of FIG. 3, sends a message to the presentation
device 16 to initiate the video of the presentation web page 30 in response.
Referring more specifically to FIG. 14, the presentation web page 30 subsequent
to uscr interaction with the play button 602 of the romote web page 32 1s

losirated.

[6863] In FIG. 15, the remote web page 32 subsequent to user interaction
with the play button 602 of the remote web page 32 1s illustrated. Optionally, in
this example, the remote web page 32 is configured to convert the swipe pancl
600 to indicate that the video is playing and to render a pause button 1500 in place
of the play button 602, although the remote web page 32 can be configured to
provide other functionality in response to the user inderaction with the play button
602. In another example, user interaction with the pause button 1500 of the

remote web page 32 can be determined in step 316, which can cause a message to
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be sent to the presentation device 14 to pause the video of the presentation web
page 30 in response. In yet other exaraples, a stop button can be rendered on the

remote web page 32 and any other type of butfon can also be used.

18064 Referring back to FIG. 3, in step 318, the web socket server 34 or
S 38 optionally determines whether a message is received from the presentation

device 14 1n response to the message sent to the presentation device 14 in step 316
in cxamples in which the video button interaction is a user interaction with a play
button 602. Optionally, one or more callbacks can be received by the web socket
server 34 or 38 from the presentation device 14 after any of the messages sent in

10 the after any of steps 308, 312, or 316, However, in this example, the message
received from the presentation device 14 in step 318 optionally includes video
information (e.g., elapsed time) and/or a URL. The URL can correspond with
content displayved in the video. For example, if the video is of a model on a
runway at a fashion show, the URL can point to content including information

15 regarding an article of the clothing worn by the model including associated cost

and purchase information.

[8065] Accordingly, if the web socket server 34 or 38 determines that a
message is received from the presentation device 14 in step 318, then the Yes
branch is taken to step 320. In step 320, the web socket server 34 or 38 sends a

28 message to the remote device 16 in response to the message received from the
presentation device 14 in step 316. The raessage sent by the web socket server 34
or 38 in step 320 can include the vidco information and/or the URL included in
the message received from the presentation device 14 in step 318, In response, the
rermnote web page 32 can be configured to render the video information and/or

25 content located at the URL on the display of the remote device 16, such as on the

swipe panel 600 for example.

[6866] Referring back to step 318, if the web socket server determines a
message is not received from the presentation device 14, then the No branch is
taken back to step 304 and the web socket server 34 or 38 receives another

30 message from the remote device 16 in responsce to a subsequent user interaction

with the remote web page 32, Referring back to step 314, if the web socket server
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34 or 38 determines that the user interaction is not a video button interaction, then
the No branch is taken to step 322, In step 322, the web socket server 34 or 38
sends a message to the presentation device 14, if necessary, to reproduce activity

associated with the remote web page 32.

[B867] Accordingly, while the swipe panel, save button, and video button
uscr interactions have been described and 1ustrated carlier by way of cxample
only, other interactions with the remote web page 32 are possible. In response to
the user interactions, the remote web page 32 is configured to send a message to
the web socket server 34 or 38, if necessary, which is configured to identify the
associated presentation device 14 and send a comresponding message to the
presentation device 14 to modify the presentation web page 30 accordingly.
Thereby, a user of the remote device 16 interacting with the remote web page 32
can effectively control the presentation web page 30 rendered on the display of the

presentation device 14,

{8068} Accordingly, with this technology, presentation devices can be
seamlessly controlied by remote devices using messages exchanged based on the
web socket protocol. As the remote devices are used to facilitate an interface,
using specially programomed web pages and without any dedicated hardware or
software, the presentation devices can be less complex and less costly and do not
require maulti-touch displays or any other physical interfaces. Additionally,
private information can be advantageously submitted, such as with respect to
facilitating product purchascs, without displaying the information in a visible
format on the display of the presentation device, which is visible publicly in many

environments.

16069] Having thus described the basic concept of the tnvention, it will be
rather apparent to those skilled in the art that the foregoing detatled disclosure s
mntended to be presented by way of example only, and is not limiting. Various
alterations, improvements, and modifications will occur and are intended to those
gkilled in the art, though not expressly stated hercin. These alterations,
improvements, and modifications are intended to be suggested hereby, and are

within the spirit and scope of the invention. Additionally, the recited ovder of
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processing elements or sequences, or the use of numbers, letters, or other
designations therefore, is not intended to limit the claimed processes to any order
except as may be specified in the clairs. Accordingly, the invention is limited

only by the following claims and cquivalents thorcto.
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CLAIMS
What is claimed is:
i. A method for facilitating a remote fnterface, the method

comprising:

providing, by a remote interface server computing device, a
presentation web page to a presentation device and a remote web page to a remote
device, the remote web page configured to, when executed by the remote device,

cgister the remete device as associated with the presentation device and render at

feast a swipe panel on a display of the remote device;

receiving, by the remote interface server computing device,
a first message from the remote device in response to a received indication of a
user interaction with the swipe panel; and

sending, by the remote interface server computing device, a
second message to the presentation device in response to receiving the first
message, wherein the second message, when executed by the presentation device,
is configured to cause the presentation device to perform an action on the

presentation web page corvesponding to the user interaction with the swip