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property, when the determining indicates a match between the prefix of the CSS 

property and the established value; and 

sending the modified CSS to the requesting client 

computing device. 

12. The apparatus as set forth in claim l l, wherein the processor is 

further configured to execute programmed mstrnctions stored in the memory further 

compnsmg: 

determining whether there is a transfom1ation function for the 

10 CSS property based on the identified type of browser and the name of the CSS 

property, when the determining indicates a match between the prefix of the CSS 

property and the established va1ue; and 

15 

20 

rernoving the CSS propc1iy, when it is detem1ined that there is 

not a transformation function t()r the CSS property. 

13. The apparatus as set fi.)rth in claim 11, wherein the CSS 

property further comprises at least one value following the name of the CSS property 

and the transfom1ation function is further configured to replace the prefix or the value 

of the CSS property. 

14. The apparatus as set forth in claim 11, wherein the processor is 

further configured to execute programmed instructions stored in the memory further 

compnsing: 

detem1ining whether the at least one CSS includes one or more 

25 other CSS properties; and 

repeating the detem1ining whether the prefix of the one or more 

other CSS properties matches the established value and the applying the 

transformation function for the CSS property for each of the one or more other CSS 

properties prior to sending the modified CSS to the requesting client computing 

30 device. 
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.. 20 .. 

15. The apparatus as set forth in claim 11, wherein the CSS 

property is a CSS rnle or a CSS extension function. 
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Receive a Hypertext Transfer Protocol (HTTP) Request for a Web Page from a 
Client Computing Device 200 

Identify a Type of Browser from which the HTTP Request Originated 202 

Retrieve the Requested Web Page from a Server Computing Device 204 

------*--------
.,.., ---------------- ---------------·---

r 
________ ! '<_' -=--· Associated CSS? ;?,_Q.9- - _ 

- ---= --------- -------- --------------------y! 
---~---------- ---------- -------

N ..---------- Prefix Match Established Value ------
~------<_:-·-...____ for CSS Property? 2 l 0 --------~----] 

Remove 
the CSS 
property 
from the 

\Veb 
Page 2.20 

----.....___ ------ ------------------ ...---------yi 
i_ 

--------- ------__.,..- --------- -......_ ---- 1· - . 1~ . ......_ N _ _.-_.- rans10nnati0n · unction ---..._......_ 
<......_______ for the CSS Property? 2 l 2 _________ ....,. ~-- ------------ ----------------..._ ... ------

Applying Trnnsfomiation Function for the CSS Property 214 

N 

Send CSS to the Requesting Client Computing Device J.Q~ . 

. FIG. 2 

2/3 
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ABSTRACT 

A method, non-transitory compmer readable medium, and apparatus that 

obtains an original menu associated with a web page requested by a client computing device. 

5 The original menu comprises at least a plurality of URLs, each comprising one or more 

fragments, and a plurality of titles, each comprising one or more words. A unique index for 

one occurrence of each of at least a subset of the fragments and the words is generated. At 

least one dictionary comprising the generated indices associated with a corresponding one of 

the fragments or the words is generated. A modified menu is generated by replacing each 

l O occurrence of each of the at least a subset of the one or more fragments and the one or more 

words of the original menu with a corresponding one of the unique indices. The modified 

menu and the at least one dictionary are sent to the client computing device. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1108 of 2149



5 

10 

CA 02845279 2014-03-07 

METHODS FOR COMPRESSING WEB PAGE MENUS AND DEVICES THEREOF 

FIELD 

!0001] This technology generally relates to methods, non-transitory computer 

readable medium, and apparatuses for compressing source code defining web page menus 

and. more particularly, for reducing the amount of time required to send, and the amount of 

memory required to store, source code defining web page menus. 

BACKGROUND 

100021 Many web sites, including particularly retail web sites, have a large number of 

web pages organized based of categories and subcategories of content. In order to present a 

user \vi.th information regarding the organization of the web site, these web pages often 

include a hierarchical menu. The hierarchical menu aHows a user to browse the categories 

15 and subcategories without leaving the current web page. 

[0003] While a hierarchical menu enhances the user experience, including a 

hierarchical menu increases the size of the web pages. The increased size is due to the 

infimnation, including category and subcategory tit1es and hyperHnk addresses, required to 

present the hierarchica1 menu. Due to the increased size, web pages v,r:ith menus require an 

20 increased amount of time to retrieve from a server. 

[0004] To reduce the time required to retrieve each web page, some web site hosts 

store the menu source code in an external file separate from the web pages. The external file 

is downloaded one time at a client device and is referenced by the web pages when the menu 

is rendered by a web browser of the client device. While the web pages might be retrieved 

25 relatively quickly, the initial download of this external file can require a significant amount 

of time. Additionally, this external file stored at the client device can require a significant 

amount of memory. ln many client devices, particularly mobile devices, such as smart 

phones, memory is a limited resource and utilizing a significant amount of memory to store 

this external file defining a menu is not desirable. 
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SUMMARY 

[0005] A method for compressing menus includes obtaining, with a menu 

management computing apparatus, an original menu associated with a web page requested by 

a client computing device. The original menu comprises at least a plurality of uniform 

5 resource locators (URLs), each comprising one or more fragments, and a plurality of titles, 

each comprising one or more words. A unique index for one occurrence of each of at least a 

subset of the one or more fragments and the one or more words is generated with the menu 

management computing apparatus. At least one dictionary comprising the generated indices 

associated with a corresponding one of the subset of the one or more fragments or the one or 

10 more words is generated with the menu management computing apparatus. A modified 

menu is generated by the menu management computing apparatus by replacing each 

occurrence of each of the at least a subset of the one or more fragments and the one or more 

words of the original menu with a corresponding one of the unique indices. The modified 

menu and the at least one dictionary are sent with the menu management computing 

15 apparatus to the client computing device. 

10006] A non-transitory computer readable medium having stored thereon 

instructions for compressing menus includes machine executable code which when executed 

by a processor, causes the processor to perform steps including obtaining an original menu 

associated with a web page requested by a client computing device. The original menu 

20 comprises at least a plurality ofURLs, each comprising one or more fragments, and a 

plurality of titles, each comprising one or more words, A unique index for one occurrence of 

each of at least a subset of the one or more fragments and the one or more words is 

generated. At least one dictionary comprising the generated indices associated with a 

corresponding one of the subset of the one or more fragments or the one or more words is 

25 generated. A modified menu is generated by replacing each occurrence of each of the at least 

a subset of the one or more fragments and the one or more words of the original menu with a 

corresponding one of the unique indices. The modified menu and the at least one dictionary 

are sent to the client computing device. 
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{0007] A menu management computing apparatus includes a memory and a processor 

coupled to the memory. The processor is configured to execute programmed instructions 

stored in the memory including obtaining an original menu associated ;,vith a web page 

requested by a client computing device. The original menu comprises at least a plurality of 

J URLs, each comprising one or more fragments, and a plurality of titles, each comprising one 

or more words. A unique index for one occurrence of each of at least a subset of the one or 

more fragments and the one or more words is generated. At least one dictionary comprising 

the generated indices associated with a corresponding one of the subset of the one or more 

fragments or the one or more words is generated. A modified menu is generated by replacing 

10 each occurrence of each of the at least a subset of the one or more fragments and the one or 

more words of the original menu with a corresponding one of the unique indices. 111e 

modified menu and the at least one dictionary are sent to the client computing device. 

[0008] This technology provides a number of advantages including methods, non~ 

transitory computer readable medium, and apparatuses that reduce the amount of resources 

15 required to send and store web page menus. With this technoJogy, a web page menu is 

parsed at a menu management computing apparatus and modified to replace URL fragments 

and words in category and subcategory titles with unique indices. A dictionary is generated 

to store each of the fragments and words and corresponding indices. The modified original 

menu and the dictionary, \'Vhich together require less time to send and less memory to store 

20 than the original menu, are then sent to a client computing device that requested the web 

page having tbe associated original menu. 

BRIE:F UESCRlPTlON OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram of a network environment which incorporates an 

exemplary menu management computing apparatus; 

25 [0010] FIG. 2 is a flowchart of an exemplary method for compressing a web page 

menu; 

!0011] FIG. 3 is an exemplary original web page menu; and 
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[0012] FIG. 4 is the exemplary original web page menu of FIG. 3 modified according 

to the exemplary method ofFlG. 2. 

DETAILED DESCRIPTION 

[0013] An exemplary network environment 10 is illustrated in FIG. 1 as including an 

5 exemplary menu management computing apparatus 12. In this example, the menu 

management computing apparatus 12 is coupled to a plurality of client computing devices 

14(1 )-14(n) by communication network 16, although other types and numbers of devices, 

components, and elements in other topologies could be used. This technology provides a 

number of advantages including methods, non-transitory computer readable medium, and 

10 apparatuses that compress web page menus and reduce the amount of resources required to 

send and store web page menus. 

[0014] Referring more specifically to FIG. 1, the menu management computing 

apparatus 12 includes at least one processor or central processing unit (CPU) 18, a memory 

20, and a network interlace 22, which are coupled together by a bus 24 or other link, 

15 although other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can also be used. Generally, the menu management 

computing apparatus 12 processes requests for web pages and other web content received 

from the client computing devices 14(1H4(n) via the cornmunication network 16 according 

to the HTTP-based protocol, for example, although the menu management computing 

20 apparatus 12 can also provide other numbers and types of functions. The processor 18 in the 

menu management computing apparatus 12 may execute a program of stored instructions one 

or more aspects of the present invention, as described and illustrated by way of the 

embodiments herein, although the processor 18 could execute other numbers and types of 

programmed instructions. 

25 [0015J The memory 20 in the menu management computing apparatus 12 stores these 

programmed instructions for one or more aspects of the present invention as described and 

illustrated herein, although some or all of the programmed instructions could be stored and/or 

executed elsewhere. A variety of different types of memory storage devices, such as a RAM 
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or a ROM in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other non

transitory computer readable medium which is read from and/or vvTitten to by a magnetic, 

optical, or other reading and/or writing system that is coupled to the processor 18, can be 

used for the memory 20 in the menu mfmagement computing apparatus 12. 

[0016] The network interface 22 in the menu management computing apparatu..,;; 12 is 

used to operatively couple and communicate between the menu management computing 

apparatus 12 and the dient devices 14(1 )-14(n) via the communication network ] 6, although 

other types and numbers of networks with other types and numbers of connections and 

configurations can also be used. ·n1e menu management computing apparatus 12 may be a 

10 server computing device, such as any version of Microsoft@ HS server or Apache® server, 

although other types of servers may be used, or a web content proxy server, for example. 

[0017] The communication network 16 can include one or more networks, such as 

one or more local area networks (LANs) and/or wide area networks (WANs) such as the 

Internet. By way of example only. the communication network 16 can use TCP/IP over 

15 Ethernet arid industry-standard protocols, including Hypertext transfer protocol (HTTP), 

secure HTTP (HTTPS), wireless application protocol (WAP), and/or SOAP, although other 

types and numbers of communication networks having their own communications protocols, 

can also be used. 

[OOH~] The client computing devices 14(1 )-l 4(n) enable a user to request, receive, 

20 and interact ·with applications, web services, and content hosted by the menu management 

computing apparatus 12 via the communication network 16, although one or more of the 

client computing devices 14(1 )~ 14(n) could access content and utilize other types and 

numbers of applications from other sources and could provide a wide variety of other 

functions for the user. By way of example oniy, the client computing devices 14() )-14(n) 

25 can be mobile computing devices, smart phones, personal digital assistants, or computers. 

[00191 In this example, each of the: client computing devices 14(1)-14(n) includes at 

least one processor or a CPU, a memory, a network interface, a user input device, and a 

display, which are coupled together by a bus or other link, although one or more of client 
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computing devices 14(1 )-l 4(n) can include other numbers and types of components, parts, 

devices, systems, and elements in other configurations. The processor in each of the client 

computing devices 14(1)-14(n) can execute a program of instructions stored in the memory 

of each of the client computing devices 14( 1 )-14(n) for one or more aspects of the present 

5 invention as described and illustrated herein, although the processor could execute other 

numbers and types of programmed instructions. 

The memory in each of the client computing devices 14( 1 )-14(n) stores these 

programmed instructions for one or more aspects of the present invention, as described and 

illustrated herein, although some or all of the programmed instructions could be stored and/or 

IO executed elsewhere. A variety of difierent types of memory storage devices, such as a RAM 

or a ROM in the system or a floppy disk, hard disk, CD ROM, or other non-transitory 

computer readable medium which is read from andior written to by a magnetic, optical, or 

other reading and/or ·writing system that is coupled to processor can be used for the memory 

in each of the client computing devices 14(1)-14(n). Each of the client computing devices 

15 14( 1 )-14(n) can be configured to access web services and content through a web browser 

stored in the memory. 

[0021] The network interface 1n each of the client computing devices 14(1 )-14(n) is 

used to operatively couple and communicate between each of the client computing devices 

14(1)-14(n) and the menu management computing apparatus 12 via the commi..mication 

20 network 16, although other types and numbers of communication networks with other types 

and numbers of connections and configurations can be used. 

[0022] The user input device in each of the client computing devices 14(1)-14(n) can 

be used to input selections, such as a request for a particular web page, although the user 

input device could be used to input ot.her types of requests and data and interact with other 

25 elements. The user input device in each of the client computing devices 14(1)-14(n) can 

include a keypad, touch screen, and/or vocal input processing system, although other types 

and numbers of user input devices can also be used. 
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[0023j The display in each of the client computing devices 14(1)-14(n) can be used to 

show data and information to the user, such as a requested web page by way of example 

only. The display in each of the client computing devices 14(J)-i4(n) can be an LCD, LED, 

or OLED display, for example, although other types and numbers of displays could be used 

5 depending on the particular t)1)e of client computing device 14(1 )-14(n). 

[0024] Although embodiments of the menu management computing apparatus 12 

and client computing devices 14(1)-14(n) are described and iHustrated herein, each of the 

menu management computing apparatus 12, and client computing devices 14( l )- l 4(n) can 

be implemented on any suitable computer apparatus or computing device. It is to be 

l O understood that the apparatuses and devices of the embodiments described herein are for 

exemplary purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will be appreciated by those skilled in the 

relevant art(s). Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital signal 

15 processors, and micro-controllers, programmed according to the teachings of the 

embodiments, as described and illustrated herein, and as will be appreciated by those 

ordinary skill in the art. 

[00251 In addition, two or more computing apparatuses or devices can be substituted 

for any one of the devices in any embodiment described herein. Accordingly, principles and 

20 advantages of distributed processing, such as redundancy and replication also can be 

implemented, as desired, to increase the robustness and perfrmnance of the devices of the 

embodiments. The embodiments may also be implemented on computer apparatuses or 

devices that extend across any suitable network using any suitable interlace mechanisms and 

communications technologies, including by way of example only telecommunications in any 

25 suitable fom1 ( e.g., voice and modem), wireless communications media, wireless 

communications networks, cellular communications networks, G3 communications 

networks, Public Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the 

Internet, intranets, and combinations thereof 
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[0026] The examples may also be embodied as a nonmtransitory computer readable 

medium having instructions stored thereon for one or more aspects of the present technology 

as described and illustrated by way of the examples herein, as described herein, which when 

executed by a processor, cause the processor to carry out the steps necessary to implement 

5 the methods of the examples, as described and illustrated herein. 

!0027} An exemplary method for compressing an origina1 menu will now be 

described with reference to FIGS. 1-4. Referring more specifically to FIG. 2, in step 200 the 

menu management computing apparatus 12 receives a request for a web page, such as a 

hypertext transfer protocol (HTTP) request, from one of the client computing devices 14( 1 )·-

10 14(n). In step 202, the menu management computing apparatus 12 obtains the requested web 

page from one of the menu management computing apparatus 12. 

[0028] In step 204, the menu management computing apparatus 12 determines 

whether the web page has an associated original menu. The associated original menu can be 

any menu, although hierarchical menus with categories and subcategories may have repeated 

15 content allowing for relatively significant compression. as described and illustrated in more 

detail later. In some examples, the original menu is included in the source code for the web 

page and, in other examples, the web page source code references a separate external file, 

such as a JavaScript file, which includes the original menu. 

[0029] ln examples in which the original menu is defined in a separate file, the 

20 initially--requested web page source code may cause a web browser of the requesting one of 

the client computing device l 4(1 )- l 4(n) to submit a request for the file. The menu 

management computing apparatus 12 can parse the web page or file obtained from the one of 

the menu management computing apparatus 12 to identify any key words or pattems 

representing a menu (e.g. alternating plan text titles and URL hyperlinks), for example, 

25 although other methods of identifying an original menu associated with the requested web 

page can also be used. 

[0030] If the menu management computing apparatus 12 determines in step 204 that 

the requested web page does not have an associated original menu, then the No branch is 

ACCESSIBE LTD EXHIBIT 1004 
Page 1116 of 2149



CA 02845279 2014-03-07 

taken to step 200 and another request is received from one of the client computing devices 

l4(1)-14(n). if the menu management computing apparatus 12 detem1ines in step 204 that 

the requested web page does have an associated original menu, then the Yes branch is taken 

to step 206. 

5 [0031] Optionally, in step 206., the menu management computing apparatus 12 

determines whether the requesting one of the client computing devices 14( 1 )-14( n) is a 

device having relatively limited storage capabilities, referred to herein as a mobile computing 

device. The menu management computing apparatus 12 can determine ,:vhether the 

requesting one of the client computing devices 14( 1 )- l 4(n) is a mobile computing device 

10 based on a user agent header included in one or more of the packets associated with the 

HTTP request received in step 200, for example, although other methods of identifying 

mobile computing devices can also be used. 

[0032] If the menu management computing apparatus 12 determines that the 

requesting one of the client computing devices 14(1)-14(n) is not a mobile computing device, 

15 then the No branch is taken to step 200 and another request is received from one of the client 

computing devices 14(1 )-l 4(n). Accordingly, in some examples, steps 208-220 are only 

perfom1ed for mobile computing devices which have relatively limited storage capabilities 

and can therefore benefit most from the compression method described and illustrated herein. 

[0033] If the menu managem.ent computing apparatus 12 determines in step 206 that 

20 the requesting one of the client computing devices 14(1)-14(n) is a mobiie computing device, 

then the Yes branch is taken to step 208. In step 208, the menu management computing 

apparatus 12 parses the original menu and generates a unique index for at least a subset of the 

fragments and/or words of the original menu. TI1e original menu can include a plurality of 

titles, each including one or more words, and a plurality of URLs, each including one or 

25 more :fragments. Exemplary URL fragments include an entire URL, a prefix, a path, one or 

more words of a path, a query, a key/value pair of a query. a key of a query, a value of a 

query, or combinations thereof, for example, although other URL fragments can also be used. 
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[0034] Referring to flG. 3, an exemplary original menu 300 associated with a web 

page is illustrated. In this example, the original menu 300 defines a hierarchical menu ·with 

categories having titles of "Shoes," "Accessories," and "Dresses." The "'Shoes" and 

"Dresses'' categories each have two sub~categories with titles of "Men Shoes'' and "Women 

5 Shoes" and "Long Dresses" and "Ceremonies," respectively. In this example, each of the 

"Accessories" category and the four subcategories has an associated URL of a web page 

having content associated with the respective category or subcategory title. 

[0035] Referring back to FlG. 2, in step 208, only one index is generated for multiple 

occurrences of the same fragment and/or word in the origmal menu 300. In this exam.pk, 

10 only one index is generated for the title word "Shoes" in the source code 300 even though the 

word appears in more than one title. Additionally, only one index is generated for the 

key/value pair fragment "'sort=price" even though the fragment appears in all of the lJRLs. 

The menu management computing apparatus 12 can be configured to parse the original menu 

300 to identify title words and URL fragments based on an established configuration in order 

15 to generate the indices. 

[0036] The menu management computing apparatus 12 parses some or all of the titles 

of the original menu 300 and generates an index for some or all words or combination of 

words in each oflhe titles. Words can be any sequence of characters and numbers separated 

by a space (e.g. "Men" and ''Shoes"). In one exemplary configuration, the menu 

20 management computing apparatus 12 generates an index for every encountered word in a 

title. Words included in titles may be repeated as the title in a lower category in a 

hierarchical menu is likely to share word(s) with the title in a higher category, while adding 

word(s) to be more specific. 

100371 The menu management computing apparatus 12 also parses some or all of the 

25 URLs of the original menu 300 and generates an index for some or all fragments or 

combination of fragments in each of the URLs. In one exemplary configuration, the menu 

management computing apparatus 12 only generates an index upon encountering a URL 

fragment more than once or a predetermined number of times, although indices can also be 
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generated by the menu management computing apparatus 12 upon initiaHy encountering a 

fragment. 

[0038] In the exemplary original menu 300 illustrated in FIG. 3, in this example, the 

menu management computing apparatus 12 will only generate a unique index for the 

5 multiple occurrences of the "sort=price'' key/value pair fragment upon encountering it a 

second time in the URL associated with the "Women Shoes'· subcategory. The menu 

management computing apparatus 12 cari parse the original menu 300 and maintain a list of 

previously encountered fragments and/or words which is used to determine whether an 

associaied index should be, or has previously been, generated. 

10 [0039] In another example, the menu management computing apparatus 12 can be 

conJigured to parse each URL w identify the prefix (e.g. "http://www.acme.com/catalog·'), 

path (e.g. "Men ___ Shoes/products"), and/or query fragments (e.g. "pip ___ i=2354&sort:::price") 

that are likely to be repeated in other URLs of the source code 300. Although one example is 

illustrated and described here, other methods and configurations can be used to parse the 

15 URLs and titles of the original menu 300. 

[0040] Optionally, the generated indices include one or more digits in base 62 fonnat 

with each digit being an ASCH lower case letter, upper case letter, or number from 0-9. In 

one example, the menu management computing apparatus 12 uses two base 62 digits which 

allows the menu management computing apparatus 12 to represent 620 or 3844 numbers, 

20 although other numbers of digits and bases can also be used. 

roo411 In step 210, the menu management computing apparatus J 2 generates at least 

one dictionary including the generated indices associated vdth a corresponding one of the 

fragments or words or combinations of fragments or words. In this example, the menu 

management computing apparatus 12 generates a words dictionary for storing the generated 

25 unique indices for occurrences of a word, URL, path, or word of a path, and a parameters 

dictionary for storing the gent:rated unique indices for occurrences of a query, key/value pair 

of a query, key of a query, or value of a query for example. Other numbers of dictionaries 

storing other fragments and/or words can also be used. 
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[00421 An exemplary words dictionary generated in step 210 for the source code 300 

is illustrated in Table 1. 

00 
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02 

("' .).) 

04 

OS 

06 

07 

08 

09 

[0043) 

Table 2. 

Table 1 

Index ! Fragment/Word I 

! ------------------
! products 

i 
--------! 

02/ 00 i 

--
Accessories 

Shoes 

----------------
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Dresses 
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----

! 
' 

An exemplary parameters dictionary for the source code 300 is illustrated in 
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Table 2 

I Index Fragment/Word 

00 sort=-price 

----------------------------
01 plp_i 

02 sort 

[0044] Optionally, in step 212, the menu management computing apparatus 12 

compresses at least a portion of one or more of the dictionaries. Also optionally, the menu 

5 management computing apparatus 12 can determine whether the requesting one of the client 

computing devices 14( 1 )-14(n) is a mobile computing device, as described and illustrated 

earlier in step 206, and only compress at least a portion of one or more of the dictionaries 

when it is detennined that the requesting one of the client computing devices ]4(1)-14(n) is a 

mobile computing device. Accordingly, in some examples, step 212 is only perfbrmed for 

10 mobile computing devices which have relatively limited storage capabilities and can 

therefore benefit most from a second level of compression as described and illustrated herein. 

In the exemplary original menu 300 illustrated in FIG. 3, in one example, the 

words dictionary includes an entTy of "01 :Accessories/Products" which establishes an 

association of the base 62 number "0 1" with the '"Accessories/Products'' path fragment. In 

15 this example, the menu management computing apparatus 12 can compress the dictionary by 

replacing "Accessories/Products'' in the dictionary entry associated with the "01 '' index with 

indices generated in step 208 fi.Jr portions of the fragment (e.g. ''Accessories" and 

"Products''). In this exarnple, "Accessories" is associated with the 02 index and "Products'· 

is associated with the 00 index in the dictionary. Accordingly, the menu management 

20 computing apparatus 12 can replace the '·0l:Accessories/Products'' entry using the indices 

generated in step 208 (e.g. "00:02/ 00''). 
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[0046] Alternatively, in examples in which indices were not generated for portions of 

a fragment in step 208, the menu management computing apparatus 12 can generate indices 

in step 212, store the generated indices and associations in the dictionary, and replace the 

fragment a--; described and illustrated earlier. In some examples, the menu management 

5 computing apparatus 12 can compress the dictionary for fragments and/or words having a 

threshold number of characters or a threshold number of portions shared with other 

fragments and/or words in the dictionary. By establishing a threshold, the increased time 

required to compress the dictionary can be balanced with the reduced size of the compressed 

dictiomry. Other methods of compressing the dictionary can also be used. 

[0047] In step 214, the menu management computing apparatus 12 generates a 

modified menu by replacing occurrence(s) of the fragments and/or words in the original 

menu 300 with a corresponding one of the indices generated in step 208. In one example, the 

modifications to the original menu 300 occur during an initial parsing of the original menu 

300 and while the dictionary is being generated by the menu management computing 

15 apparatus 12. In another example. the menu management computing apparatus 12 parses the 

original menu 300 a second time, subsequent to generating the dictionary, and uses the 

dictionary to determine which fragments and/or words are to be replaced. 

[0048] Optionally, the fragments and/or words in the original menu 300 are replaced 

by the longest (e.g. largest number of successive characters) corresponding fragment and/or 

20 word in the dictionary. For exampie, the path fragment (e.g. "Men_Shoes/products") of a 

URL associated with a subcategory is repeated several times in the original menu 300. Based 

on the configuration of the menu management computing apparatus 12, the path fragment 

may be included in the dictionary associated with an index. In this example, occurrences of 

the path of the URL are replaced by the corresponding index even when indices were 

25 generated, in step 208, and associated in the di1~tionary, in step 210, with one or more words 

of the path (e.g. "Men," "Shoes," or "products"). In this example, the dictionary entry for the 

path fragment can optionally be compressed using the entries of the words of the path, as 

described and illustrated earlier ,ivith reference to step 212, and path fragment in the original 

menu 300 will be replaced with a reduced number of indices. 
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Referring to FIG. 4, an exemplary modified menu 400 generated in step 214 is 

illustrated. In this example, the modified menu 400 includes '"0403" in place of the "'Men 

Shoes" subcategory title included in the original menu 300. As indicated in the exemplary 

words dictionary shovm in Table l, the base 62 index "04" was generated by the menu 

5 management computing apparatus 12, in step 208, and associated with the word "Ivfon'' in the 

dictionary, in step 210. Similarly, the base 62 index "03" was generaied by the menu 

management computing apparatus 12, in step 208, and associated with the word ''Shoes" in 

the dictionary, in step 210. Other indices and dictionary entries can also be used. 

10050j The source code 400 further includes" 0403i 00?01&2354&00" in place of 

10 the "http://vvww.acme.com/catalog/Men_ Shoes/products?plp _ _i=2354&sort=price" URL 

associated with the "Men Shoes" subcategory. The "Men ___ Shoes" po1tion of the path in the 

URL associated with the "Men Shoes'· subcategory is replaced with "0403" which are the 

indices associated with the "Men" and "Shoes'' words, respectively, in the words dictionary. 

Additionally, the "products" portion of the path and "pip_i" key fragment in the URL 

15 associated with the "Men Shoes'' subcategory are replaced ,,vith "00" and "01," respectively, 

which are the indices associated with the "'products" portion of the path and the "plp _i" key 

fragment in the words and parameters dictionaries, respectively. Finally, the "'sort=price" 

key/value pair fragment in the l:JRL associated with the "Men Shoes" subcategory is replaced 

with "00," which is the index associated with the "sort=price·' key/value pair fragment in the 

20 parameters dictionary. The other titles and URLs in the source code 300 are similarly 

modified as illustrated in the modified menu 400. 

{0051] In step 216, the menu management computing apparntus 12 optionally applies 

one or more rules to remove and/or inse1i spaces and/or special characters in the modified 

menu 400, for example, so that the titles and lJRLs can be properly interpreted and 

25 decompressed at the requesting one of the client computing device 14(1)-14(n). In one 

example in which all words in titles are replaced by a corresponding two digit base 62 index 

generated in step 208, the spaces or other standard separator in the titles can be removed. In 

this example, every two digits in a title represents a word of the title so the separators do not 

need to be included and can be removed to reduce the size of the modified menu 300. In the 
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modified menu 400, the space between indices that replaced the words in the "Men Shoes," 

"'Women Shoes," and "Long Dresses" titles is removed. 

!0052J In examples in which some fragments of a URL ( e.g. words of a path) are not 

be replaced by an index, the menu management computing apparatus 12 can insert a space 

5 before and/or after any set of two or more sequential indices in the URL. By inserting a 

space, which is not a valid character inside a URL, any valid characters and/or fragments not 

replaced can be differentiated from any indices that replaced fragments included in the 

original menu 300. Other invalid characters can also be used to differentiate indices that 

replaced fragments in the original menu 300. 

10 [0053] Additionally, in examples in which all key/value pair fragments are converted, 

a"&" or other special character separating sequential key/value pairs can be removed by the 

menu management computing apparatus 12. Instead, in these examples. the"&" character 

can be inserted by the menu management computing apparatus 12 before and/or after any 

value fragment of a query fragment for any of the URLs. By inserting the"&'' cbaracter(s), 

15 the value can be differentiated from any indices that replaced fragments included in the 

original menu 300. 

[0054] In the modified menu 400 .. the value fragment "2354" of the URl. associated 

with the ·'Men Shoes'' subcategory is preceded and followed by a"&" character, which 

differentiates the •'2354'' value frab>ment from the "01" and "00" indices that precede and 

20 follow, respectively, the "2354" value fragmem. Other special characters can also be used to 

differentiate indices that replaced fragments in the or~inal menu 300. 

[0055] Because all of the URLs have the same prefix fragment of 

"http:i/-www.acme.com/catalog" in the original menu 300, the prefix fragment is removed 

and replaced by a space in the modified menu 400. The prefix fragment could also be 

25 replaced by an index value or a special character, for example. Additionally, the"_" special 

character can be removed from any of the URLs since two indices (e.g. "0403") representing 

two words of a path fragment are aiways separated by the " ... " character as a space is an 
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invalid character in a URL and the words would be represented by only one index if there 

were no" "character between them. 

[0056] Other characters ( e.g. "/" and "?") are not removed from the URLs in this 

example since they are valid characters and are not digits in the base 62 format used for the 

5 indices. Other rules for modifying titles and/or URL fragments with respect to spaces and 

special characters can also be used. 

[0057) Referring back to FIG. 2, in step 218, the menu management computing 

apparatus 12 sends the modified menu 400 and the dictionary to the requesting one of the 

client computing devices l 4(1 )-l 4(n). ln step 220, the menu management computing 

10 apparatus 12 sends decompression source code to the requesting one of the client computing 

devices 14(1 )-14(n). The decompression source code, when executed by the requestjng one 

of the client computing devices 14( l )-14(n), converts the modified menu 400 into the 

original menu 300 using the dictionaries generated in step 210, and sent to the requesting one 

of the client computing devices 14(i)-14(n) in step 218, and based on the rules applied in 

l5 step216. 

[0058] Accordingly, the decompression source code, sent by the menu management 

computing apparatus 12 with the dictionaries and the modified menu 400, is configured to 

parse the modified menu 400, replace encountered indices with corresponding URL 

fragments and/or title words in the dictionaries, and reverse the results of the rules applied in 

20 step 216. For exarnple, the decompression source code can be configured w inset a space 

following each word in a titie that is converted. In another example, a" ___ " special character 

in a path fragment of a URL is inserted by the menu management computing apparatus 12 

following any each word of the path that is converted. 

[00591 The decompression source code can be confi6:rured to reverse the result of 

25 applying one or more other rules and/or perform other functions in order to convert the 

modified menu 400 into the original menu 300. Additionally, the decompression source code 

can be stored in the memory 20 of the menu management computing apparatus 12 and sent to 
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a requesting one of the client computing devices 14(1 )-14(n) following, or along with, the 

modified menu 400 and the dictionaries. 

[0060] Accordingly, as illustrated and described herein this technology provides a 

number of advantages induding methods, non-transitory computer readable medium, and 

5 apparatuses that reduce the storage requirements for, and time required to retrieve, web page 

menus. With this technology, a web page menu is compressed using at least one dictionary 

to store indices corresponding to word(s) in menu titles and/or fragment(s) in URLs ofthe 

menu. The compressed menu is sent to a requesting client computing device along vvith the 

dictionaries and decompression source code configured to convert the modified menu into 

10 the original menu. Advantageously, the modified menu, dictionaries, and decompression 

source code can be sent in less time and are smaller in size than the original menu. 

{0061] Having thus described the basic concept of the invention, it ·will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, improvements, 

15 and modifications will occur and are intended to those skilled in the art, though not expressly 

stated herein. These alterations, improvements, and modifications a.re intended to be 

suggested hereby, and are within tb.e spirit and scope of the invention. Additionally, the 

recited order of processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order except as 

20 may be specified in the claims. Accordingly, the invention is limited only by the following 

claims and equivalents thereto. 
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CLAIMS 

\lVhat is claimed is: 

1. A method for compressing menus, the method comprising: 

obtaining, with a menu management computing apparatus, an originai 

menu associated with a web page requested by a client computing device, the original menu 

comprising at least a plurality of unifonn resource locators (URLs), each comprising one or 

more fragments, and a plurality of titles, each comprising one or more words; 

10 generating, with the menu management computing apparatus, a unique 

index for one occurrence of each of at least a subset of the one or more fragments and the one 

or more words: 

generating, with the rnenu management computing apparatus, at least 

one dictionary comprising the generated indices associated with a corresponding one of the 

15 subset of the one or more fragments or the one or more words; 

generating, with the menu management computing apparatus, a 

modified menu by replacing each occurrence of each of the at least a subset of the one or 

more fragments and the one or more words of the original menu with a corresponding one of 

the unique indices; and 

20 sending, with the menu management computing apparatus, the 

modified menu and the at least one dictionary to the client computing device. 

2. The method of claim 1, wherein the one or more fragments comprise 

one or more of a URL, prefix, path, word of a path, query, key/value pair of a query, key of a 

25 query, or value of a query. 

3. The method of claim 1, wherein the at least one dictionary comprises a 

words dictionary for storing the generated unique indices for occurrences of a word, URL, 

prefix, path, or word of a path and a parameters dictic1nary for storing the generated unique 

30 indices for occurrences of a query, key/value pair of a query, key of a query, or value of a 

query. 
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4. The method of claim 1, further comprising: 

compressing, with the menu management computing apparatus, at 

least a portion of the at least one dictionary: and 

5 sending, with the menu management computing apparatus, to the 

client computing device, source code configured to convert the modified source code into the 

original source code using the at least one dictionary. 

5. The method of claim 1, wherein the subset of the one or more 

10 fragments includes only one or more of the fragments occurring more than once in the 

plurality of UR.Ls. 

15 

6. The method of claim 1, wherein the unique indices comprise one or 

more digits in base 62 format. 

7. The method of daim 1, wherein the modifying further comprises: 

removing any separator betvveen words for any of the plurality of titles 

comprising two or more words; 

inserting a space before or after any two or more sequential indices for 

20 any of the UR.Ls; and 

inserting a special character before or after any value of a query fi.1r 

any of the URLs. 

8. The method of claim L further comprising: 

25 determining, with the menu management computing apparatus, 

whether the client computing device is a mobile computing device; and 

only performing the generating and sending steps when it is 

detem1ined that the client computing device is a mobile computing device. 
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Ci A non-transitory computer readable medium having stored thereon 

instructions for compressing menus comprising machine executable code which when 

executed by a processor, causes the processor to perform steps comprising: 

obtaining an original menu associated with a web page requested by a 

5 client computing device, the original menu comprising at least a plurality of unifom1 resource 

locators (URLs), each comprising one or more fragments, and a plurality of titles, each 

comprising one or more \Vords; 

generating a unique index for one occurrence of each of at least a 

suhset of the one or more fragments and the one or more words: 

10 generating at least one dictionary comprising the generated indices 

associated with a corresponding one of the subset of the one or more fragments or the one or 

more words; 

generating a modified menu by replacing each occurrence of each of 

the at least a subset of the one or more fragments and the one or more words of the original 

15 menu with a corresponding one of the unique indices: and 

sending the modified menu and the at least one dictionary to the client 

computing device. 

l 0. The medium of claim 9, wherein the one or more fragments comprise 

20 one or more of a URL prefix, path, word of a path, query, key/value pair of a query, key of a 

query, or value of a query. 

l l. The medium of claim 9, wherein the at least one dictionary comprises 

a words dictionary for storing the generated unique indices for occurrences of a word, URL, 

25 prefix, path, or word of a path and a parameters dictionary for storing the generated unique 

indices for occurrences of a query, key/value pair of a query, key of a query, or value of a 

query. 
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12. The medium of claim 9, further comprising machine executab1e code 

which, when executed by the processor, causes the processor w perform steps further 

compnsmg: 

compressing at least a portion of the at least one dictionary; and 

5 sending to the client computing device source code configured to 

convert the modified source code imo the original source code using the at least one 

dictionary. 

13. The medium of claim 9. wherein the subset of the one or more 

10 fragments includes only one or more of the fragments occurring more than once in the 

plurality ofURLs. 

15 

14. The medium of claim 9, wherein the unique indices comprise one or 

more digits in base 62 fom1at. 

15. The medium of claim 9, wherein the modifying further comprises: 

removing any separator between words for any of the plurality of titles 

comprising two or more words; 

inserting a space before or after any t'vvo or more sequential indices for 

20 any of the URLs: and 

inse1iing a special character before or after any value of a query for 

any of the URLs. 

16. The medium of claim 9, further comprising machine executable code 

25 which, when executed by the processor, causes the processor to perfonn steps feather 

compnsmg: 

determining whether the client computing device is a mobile 

computing device; and 

only perfonning the generating and sending steps when it is 

30 detem1ined that the client computing device is a mobile computing device. 
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17. A menu management computing apparatus, comprising: 

a memory: and 

a processor coupled to the memory and configured to execute 

5 programmed instructions stored in the memory, comprising: 

obtaining an original menu associated with a web page 

requested by a client computing device, the original menu comprising at least a plurality of 

uniform resource locators (URLs), each comprising one or more fragments, and a plurality of 

titles, each comprising one or more words: 

l O generating a unique index for one occurrence of each of at least 

a subset of the one or more fragments and the one or more words; 

generating at least one dictionary comprising the generated 

indices associated with a corresponding one of the subset of the one or more fragments or the 

one or more words; 

15 generating a modified menu by replacing each occurrence of 

20 

25 

30 

each of the at least a subset of the one or more fragments and the one or more words of the 

original menu with a corresponding one of the unique indices; and 

sending the modified menu and the at least one dictionary to 

the client computing device. 

18. The apparatus of claim 17, wherein the one or more fragments 

comprise one or more of a URL, prefix, path, word of a path, query, key/value pair of a 

query, key of a query, or value of a query. 

19. The apparatus of claim 17 wherein the at least one dictionary 

comprises a words dictionary for storing the generated unique indices fr)r occurrences of a 

word, URL, prefix, path, or word of a path and a parameters dictionary for storing the 

generated unique indices for occurrences of a query, key/value pair of a query. key of a 

query, or value of a query. 
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20. The apparatus of claim 17, wherein the processor is fmther configured 

to execute programmed instructions stored in the memory further comprising: 

compressing at least a portion of the at least one dictionary: and 

sending to the client computing device source code configured to 

5 convert the modified source code into the original source code using the at least one 

dictionary. 

2L The apparatus of claim 17, wherein the subset of the one or more 

fragments includes only one or more of the fragments occurring more than once m the 

10 plurality of URLs. 

15 

20 

25 

30 

22. The apparatus of claim 17 wherein the unique indices comprise one or 

more digits in base 62 fo1mat. 

The apparatus of claim 17, wherein the modifying further comprises: 

removing any separator between words for any of the plurality oftitles 

comprising two or more words; 

inserting a space before or after any two or more sequential indices for 

any of the UR.Ls; and 

inserting a special character before or after any value of a query fi.)r 

any of the URLs. 

24. The apparatus of claim 17, wherein the processor is further configured 

to execute programmed instructions stored in the memory further comprising: 

determining whether the client computing device is a mobile 

computing device: and 

only perfonning the generating and sending steps when it is 

determined that the client computing device is a mobile computing device. 
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ABSTRACT 

A method, non-transitory computer readable medium, and apparatus 

that includes obtaining content with an original server cookie comprising a name and 

a value in response to a client request. Whether the value includes one or more of an 

5 established set of characters is determined. A new value is generated based on the 

value of the original server cookie and a URL encoding of the one or more of the 

established set of characters and any percent characters included in the value of the 

original server cookie prefixed by a first indicator character, when it is determined 

that the value includes one or more of the established set of characters. A web 

10 optimized client cookie comprising the new value and the name of the original server 

cookie concatenated with a domain attribute and path attribute associated with the 

content is generated. The web optimized client cookie is provided to the client. 
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METHODS F'OR OPTIMIZING A WEB CONTENT PROXY SERVER ANll 

DEVICES THEREOF 

{0001] This application is a continuation-in-part of lJ .S. Patent Application 

Serial No. 13/685,346, filed on November 26, 2012, which is a continuation of U.S. 

5 Patent Application Serial No. 12/660,637, filed on March 2, 2010, now U.S. Patent 

No. 8,321,502, each of which is hereby incorporated by reference in its entirety . 

. FIELD 

[0002] This invention generally relates to proxy servers and, more 

particularly, methods for optimizing web content proxy servers and apparatuses 

10 thereof. 

BACKGROUND 

[0003] A web content proxy server optimizes web pages obtained from 

remote web servers for client devices with special requirements, such as mobile 

phones, PDAs, and smartphones. Every time a client device requests a web page, the 

15 web content proxy server dovmloads the original page from a remote web server, 

applies some customized rules to extract relevant content, and adapts h to fit the 

needs of the requesting client device. By way of example, the web content proxy 

server may remove JavaScript, linearize content, and adapt the original page to a 

smaller screen layout for the requesting client device. 

20 

25 

[0004] In computing, a cookie, such as a tracking cookie, browser cookie, 

and HTTP cookie, is a small piece of text stored by a web browser on the client 

device. A cookie includes one or more name-value pairs containing data, such as user 

preferences, shopping cart contents, the identifier for a server-based session, or other 

data used by websites. 

[0005] Web content proxy servers need to save cookies to enable the client 

devices to interact with the original website at the remote web servers in the correct 
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way. Accordingly, web content proxy servers store these cookies in an internal 

memory and associate them with the corresponding session from each client device so 

that when the same client device sends a request for a new page, the web content 

proxy server will load the matching cookies and send them to the remote web server 

5 to get the page to process. Unfortunately, storing the cookies for these client devices 

causes problems with scalability, security, and privacy of the web content proxy 

servers. 

SUMMARY 

{0006] A method fi.)r optimizing a web content proxy server includes 

10 obtaining at a web content proxy server content with an original server cookie 

comprising at least a name and a value from a content server in response to a request 

from a client device for the content. A detem1ination is made whether the value of 

the original server cookie includes one or more of an established set of characters at 

the web content proxy server. A new value is generated at the web content proxy 

15 server based on the value of the original server cookie and a uniform resource locator 

(URL) encoding of at least the one or more of the established set of characters and 

any percent characters included in the value of the original server cookie prefixed by 

a first indicator character, when the determination indicates the value of the original 

server cookie includes one or more of the established set of characters. A web 

20 optimized client cookie including the new value and a new name with at least the 

name of the original server cookie concatenated with at least a portion of a domain 

attribute and a path attribute associated with the obtained content is generated at the 

'>Neb content proxy server. At least the web optirnized client cookie is provided by the 

web content proxy server to the requesting client device. 

25 [0007] A non-transitory computer readable medium having stored thereon 

instructions for optimizing a web content proxy server comprising machine 

executable code which when executed by a processor, causes the processor to 

perform steps including obtaining content with an original server cookie comprising 

at least a name and a value from a content server in response to a request from a client 
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device for the content. A determination is made whether the value of the original 

server cookie includes one or more of an established set of characters. A ne\lv value is 

generated based on the value of the original server cookie and a uniform resource 

locator (URL) encoding of at least the one or more of the established set of characters 

5 and any percent characters included in the value of the original server cook1e prefixed 

by a first indicator character, when the determination indicates the value of the 

original server cookie includes one or more of the established set of characters. A 

web optimized client cookie including the new value and a new name with at least the 

name of the original server cookie concatenated with at least a p01tion of a domain 

10 attribute and a path attribute associated with the obtained content is generated. At 

least the web optimized client cookie is provided to the requesting client device. 

[0008] A web content proxy server apparatus, comprising a memory and a 

processor coupled to the memory and configured to execute programmed instructions 

stored in the memory including obtaining content with an original server cookie 

15 comprising at least a name and a value from a content server in response to a request 

from a client device for the content. A determination is made whether the value of 

the original server cookie includes one or more of an established set of characters. A 

new value is generated based on the value of the original server cookie and a uniform 

resource locator (URL) encoding of at least the one or more of the established set of 

20 characters and any percent characters included in the value of the original server 

cookie prefixed by a first indicator character, when the determination indicates the 

value of the original server cookie includes one or more of the established set of 

characters. A web optimized client cookie including the new value and a new name 

with at least the name of the original server cookie concatenated with at least a 

25 portion of a domain attribute and a path attribute associated with the obtained content 

is generated. At least the web optimized client cookie is provided to the requesting 

client device. 

[0009] This technology provides a number of advantages including providing 

a method, non-transitory computer readable medium and an apparatus that optimizes 
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implementation of a web content proxy server for interactions involving cookies 

between client devices and remote web servers. With this technology, original server 

cookies are transformed by the web content proxy server to web optimized client 

cookies which are transmitted to the client devices requesting the web pages for 

5 storage and use with subsequent requests. 

[0010] This technology provides greater scalability because the web 

optimized client cookies are stored in the web browser at the client device, not in 

memory at the web content proxy server. As a result, the web content proxy server 

does not face any issues with respect to memory storage capacity due to the number 

10 of sessions with cookies for client devices. The web content proxy server can use the 

same memory whether there are 100 or 1,000,000 or more client devices engaged in 

sessions with the remote web servers through the web content proxy server. 

[00111 Additionally, this technology provides greater security and privacy 

because the web content proxy server does not contain a centralized database of 

15 original server cookies which contain session information from client devices 

browsing pages of web sites. Instead, these original server cookies are translated into 

web optimized client cookies which are then dispersed out among the client devices. 

As a result, the web content proxy server does not have any stored cookies from 

interactions between client devices and remote web servers that could be used to steal 

20 identity or other confidential infom1ation of these client devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[00121 FIG. 1 is a block diagram of an exemplary environment with an 

optimized web content proxy server; 

[0013] FIG. 2A is an example of a HTTP request for a web page from a 

25 remote web server; 

FIG. 2B is an example of a HTTP response with an original server 

cookie from a remote web server to a HTTP request; 
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[00151 FlG. 2C is an example of a HTTP response containing the web 

optimized client cookie generated from the original server cookie received shown in 

FIG. 2B; 

[0016] FIG. 2D is an example of another HTTP request with the web 

5 optimized client cookie shm.vn in FIG. 2C fr)r a web page from a remote web server. 

[0017] FIG. 2E is an example of the another HTTP request with the web 

optimized client cookie shown in FIG. 2D translated into the original server cookie 

for transmission to the remote web server with the another get request; 

[0018] FIG. 3 is a flow chart of an example of a method for generating a web 

l O optimized client cookie from an original server cookie to optimize implementation of 

a web content proxy server; and 

15 

[0019] FIG. 4 is a flow chart of an example of a method for transfom1ing a 

web optimized client cookie back to an original server cookie to optimize 

implementation of a web content proxy server. 

DETAILED DESCRIPTION 

[0020] An exemplary environment 10 in which a web content proxy server 12 

is optimized is illustrated in FIG. 1. The exemplary environment 10 includes a web 

content proxy server or apparatus 12, client devices 14( 1 )-14(n), web server devices 

16(l)-16(n), and communication networks 18(1)-18(2), although other numbers and 

20 types of systems, devices, and/or elements in other configurations and environments 

with other communication network topologies can be used. This technology provides 

a number of advantages including providing a method, computer readable medium 

and an apparatus that optimizes implementation of a web content proxy server for 

interactions involving cookies between client devices and remote web servers. 

25 [0021] Referring more specifically to FIG. 1, the web content proxy server 12 

optimizes the handling of original server cookies from the web server devices 16( 1 )-
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16(n) for requesting client devices 14(1 )-l 4(n) and the handling of web optimized 

client cookies, although the web content proxy server 12 can provide other numbers 

and types of functions. Although one web content proxy server 12 is shown, other 

numbers and types of web content proxy devices and systems can be used. 

5 [0022] The web content proxy server 12 includes a central processing unit 

(CPU) or processor 13, a memory 15, and an interface system 17 which are coupled 

together by a bus 19 or other link, although other numbers and types of components, 

parts, devices, systems, and elements in other configurations and locations can be 

used. The processor 13 in the web content proxy server 12 executes a program of 

10 stored instructions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could ~xecute 

other numbers and types of programmed instructions. 

[0023] The memory J 5 in the web content proxy server 12 stores these 

programmed instructions for one or more aspects of the present invention as 

15 described and illustrated herein, although some or all of the programmed instructions 

could be stored and/or executed elsewhere. A variety of different types of memory 

storage devices, such as a random access memory (RAM) or a read only memory 

(ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable mediwn which is read from and/or v,Titten to by a magnetic, 

20 optical, or other reading and/or writing system that is coupled to the processor 13, can 

be used for the memory 15 in the web content proxy server 12. In these 

embodiments, the memory 15 includes a core module 21 and a cookie module 23 

which store programmed instructions for one or more aspects of the present invention 

as described and illustrated herein, although the memory can comprise other types 

25 and numbers of systems, devices, and elements in other configurations which store 

other data. The cookie module 23 includes programmed instructions and/or logic 

configured to translate an original server cookie into a web optimized client cookie 

and to extract the original server cookie when a web optimized client cookie is 
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received, although the cookie module 23 can have other types and numbers of 

functions as described and illustrated herein. 

[0024] The interface system 17 in the web content proxy server 12 is used to 

operatively couple and communicate between the web content proxy server 12 and 

5 the client devices 14(1 )-14(n) and the web server devices ] 6(1 )-16(n) via the 

communication networks 18(1) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication networks 

18(1) and 18(2) can use TCP/JP over Ethernet and industry-standard protocols, 

10 including HTTP, HTTPS, WAP, and SOAP, although other types and numbers of 

communication networks, such as a direct connection, a local area network, a wide 

area network, modems and phone lines, e-mail, and wireless and hardwire 

communication technology, each having their own communications protocols, can be 

used. 

15 [00251 Each of the client devices 14(1 )-14(n) enables a user to request, get 

and interact with web pages from one or more web sites hosted by the web server 

devices 16( 1 )-16(n) through the web content proxy server 12 via one or more 

communication networks, although one or more of the client devices 14(1)--14-(n) 

could access content and utilize other types and numbers of applications from other 

20 sources and could provide a wide variety of other functions for the user. Although 

multiple client devices 14(1)-14(n) are shown, other numbers and types of user 

computing systems could be used. In this example, the client devices 14( 1 )-14(n) 

comprise mobile devices with Internet access that permit a website f~1rm page or other 

retrieved data to be displayed, although each of the client devices 14( 1 )-14(n). By 

25 way of example only, one or more of the client devices 14( l )-l 4(n) can comprise 

smart phones, personal digital assistants, or computers. 

[0026] Each of client devices 14(1 )-14(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 22, 

user input device 24, a display 26, and an interface system 28, and which are coupled 
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together by a bus 30 or other link, although one or more of diem devices 14( 1 )-14(n) 

can include other numbers and types of components, parts, devices, systems, and 

elements in other configurations. The processor 20 in each of client devices 14( 1 )-

14(n) executes a program of stored instructions for one or more aspects of the present 

5 invention as described and illustrated herein, although the processor could execute 

other numbers and types of programmed instrnctions. 

[0027] The memory 22 in each of the client devices 14(1 )-14( n) stores these 

programmed instructions for one or more aspects of the present invention as 

described and illustrated herein as well as the web optirnized client cookies, although 

10 some or all of the programmed instructions could be stored and/or executed 

elsewhere. A variety of different types of memory storage devices, such as a random 

access memory (RAM) or a read only memory (ROM) in the system or a floppy disk, 

hard disk, CD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or VvTiting system that is 

15 coupled to processor 20 can be used for the memory 22 in each of the client devices 

14(1)-14(n. 

[0028] The user input device 24 in each of the client devices 14(1 )-l 4(n) is 

used to input selections, such as requests for a particular website form page or to enter 

data in fields of a form page, although the user input device could be used to input 

20 other types of data and interact with other elements. The user input device can 

include keypads, touch screens, and/or vocal input processing systems although other 

types and numbers of user input devices can be used. 

[0029] The display 26 in each of the client devices 14(1 )- l 4(n) is used to 

show data and information to the user, such as website page by way of example only. 

25 The display in each of the client devices 14(1)-14(n) is a phone screen display, 

although other types and numbers of displays could be used depending on the 

particular type of client device. 
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[0030] The interface system 28 in each of the client devices 14(1)-14(n) is 

used to operatively couple and communicate between the client devices 14(])-14(n) 

and the web content proxy server 12 and web server devices 16(1 )-16(n) over the 

communication networks 18(1) and 18(2), although other types and numbers of 

5 communication networks \Vith other types and numbers of connections and 

configurations can be used. 

[0031] The web server devices 16(1)-16(n) provide one or more pages from 

one or more web sites for use by one or more of the client devices 14(1 )-14(n) via the 

web content proxy server 12, although the web server devices 16(i)-l 6(n) can 

l 0 provide other numbers and types of applications and/or content and can have provide 

other numbers and types of functions. Although web server devices 16(1)-16(n) are 

shown for ease of iHustration and discussion, other numbers and types of web server 

systems and devices can be used. 

[00321 Each of the web server devices 16(1 )- l 6(n) include a central 

15 processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

16(1 )-16(n) could have other numbers and types ofcomponents, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16(1 )-16(n) executes a program of stored 

20 instructions one or more aspects of the present invention as described and illustrated 

by way of the embodiments herein, although the processor could execute other 

numbers and types of programmed instructions. 

[0033] The memory in each of the web server devices 16(1)-16(n) stores these 

programmed instructions for one or more aspects of the present invention as 

25 described and illustrated by way of the embodiments, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory (RAM) 

or a read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or written to 
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by a magnetic, optical, or other reading and/or ·writing system that is coupled to the 

processor, can be used for the memory in each of the web server devices 16( 1 )- l 6(n). 

[00341 The interface system in each of the web server devices ] 6(1 )-16(n) is 

used to operatively couple and communicate between the web server devices l 6(1 )-

5 16(n) and the web content proxy server 12 and the client devices 14(1 )- l 4(n) via 

communication networks 18(1) and 18(2), although other types and numbers of 

communication networks with other types and num hers of connections and 

configurations can be used. 

[0035] Although embodiments of the web content proxy server 12, the client 

10 devices 14(1)-14(n), and the web server devices 16(1)-16(n), are described and 

illustrated herein, each of the client devices 14(1 )-14(n), the web content proxy server 

12, and the web server devices 16(1)-16(n), can be implemented on any suitable 

computer system or computing device. It is to be understood that the devices and 

systems of the embodiments described herein are for exemplary purposes, as many 

15 variations of the specific hardware and software used to implement the embodiments 

are possible, as will be appreciated by those skilled in the relevant art(s). 

[0036] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

20 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[0037] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as redundancy 

25 and replication also can be implemented, as desired, to increase the robustness and 

performance of the devices and systems of the embodiments. The embodiments may 

also be implemented on computer system or systems that extend across any suitable 

network using any suitable interface mechanisms and communications technologies, 

{E658l643.DOC; 2} 

ACCESSIBE LTD EXHIBIT 1004 
Page 1149 of 2149



CA 02848175 2014-04-02 

11 

including by way of example only telecommunications in any suitable form ( e.g., 

voice and modem), wireless communications media, wireless communications 

networks, cellular communications networks, G3 communications networks, Public 

Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

5 intranets, and combinations thereat~ 

[0038] The embodiments may also be embodied as a computer readable 

medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as described 

herein, which when executed by a processor, cause the processor to carry out the 

10 steps necessary to implement the methods of the embodiments, as described and 

illustrated herein. 

[0039] An exemplary method for generating a web optimized client cookie 

from an original server cookie to optimize implementation of the web content proxy 

server 12 will now be described with reference to FIGS. 1-2C and 3. In step 50, in 

15 this example one of the client devices 14(1)-14(n) via a web browser requests a page 

A.html at the website, "w;;v,v.example.corn" as shown in one example in FIG. 2A. 

This request is transmitted to the web content proxy server 12 which processes and 

transmits the request to the one of the web servers 16(1 )- l 6(n) hosting the website 

"www.example.com." 

20 [0040] The hosting one of the web servers 16(1)-16(n) provides a response in 

this example for the requested page A.html which also contains an original server 

cookie "SESSION" to the web content proxy server 12 as shown in FIG. 2B. In this 

example, SESSION has a value equal to "l 234", the domain attribute is equal to 

".example.com" and the path attribute is equal to"/". TI1is response uses the HTTP 

25 header Field "Set-Cookie". The cookie is a string formed by the pair "name=value", 

followed by optional attributes, like those in this example indicating the server 

domain attribute and path attribute accepting this cookie. Although one illustrative 

example is described herein, this technology can be used with specifications for all 

cookies. 
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[0041] Next, in step 52 the web content proxy server 12 determines whether 

the original server cookie includes the domain attribute fbr the requested web page 

provided by the hosting one of the web serv,~rs 16(1 )- l 6(n). If in step 52 the web 

content proxy server 12 detem1ines the original server cookie does not include the 

5 domain attribute, then the No branch is taken to step 54. In step 54, the web content 

proxy server 12 extracts the domain attribute from the requested web page provided 

by the hosting one of the web servers 16(1 )- l 6(n). If in step 52 the web content 

proxy server 12 determines the original server cookie does include the domain 

attribute, then the Yes branch is taken to step 56. 

[0042] In step 56, the web content proxy server 12 determines whether the 

original server cookie includes the path attribute for the requested web page provided 

by the hosting one of the web servers 16(1)-16(n). ff in step 56 the web content 

proxy server 12 determines the original server cookie does not include the path 

attribute, then the No branch is taken to step 58. In step 58, the web content proxy 

15 server 12 extracts the path attribute from the requested web page provided by the 

hosting one of the web servers 16(1)-16(n). If in step 56 the web content proxy 

server 12 determines the original server cookie does include the path attribute, then 

the Yes branch is taken to step 60. 

[0043] In step 60, the web content proxy server 12 determines whether the 

20 domain attribute or the path attribute comains any characters in an established set or a 

percent, a first, or a second character. In this example, the established set of 

characters includes a control character, a double quote character, a space character, a 

comma character, a semicolon character, a backslash character, or one or more 

reserved characters identified in Request for Comment No. 6265 ("RFC6265"). In 

25 this example, the first character is a plus sign character and the second character is an 

equal sign character, although other characters can also be used in the established set 

or as the first or second character. 

[0044] If the web content proxy server 12 determines that the domain attribute 

or the path attribute associated with the content contains any characters in the 
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established set or a percent, a first, or a second character, then the Yes branch is taken 

to step 62. In step 62, the web content proxy server 12 generates a new domain 

attribute and/or a new path attribute by performing a uniform resource locator (URL) 

encoding of any characters in the established set and any percent, first, or second 

5 characters in the domain attribute and/or path attribute. Since the domain attribute 

and path attribute in this example are incorporated into a name of a web optimized 

client cookie, as described and illustrated in more detail below, the domain attribute 

and path attribute must be converted to conform to cookie name specifications set 

fi.)rth in RFC6265. 

10 [0045] Additionally, the plus sign character is used to separate the name of 

the original server cookie from a domain attribute and a path attribute in a new name 

for the web optimized client cookie, as described and illustrated in detail below. The 

equal sign character is used to separate the new name from a new value in the web 

optimized client cookie, also as described and illustrated in detail below. Other 

15 characters can also be used as separators and corresponding first and second 

characters. Since, in this example, some character(s) of the domain attribute and/or 

the path attribute may be URL encoded, instances of the percent character in the 

domain attribute and path attribute must also be URL encoded to distinguish instances 

of the percent character from a percent character introduced by a URL encoding of 

20 another character in the domain attribute or path attribute. 

roo46l Subsequent to the encoding in step 62 or, if the web content proxy 

server 12 determines, in step 60, that the domain attribute and path attributes 

associated with the content do not contain any characters in the established set or any 

percent, first, or second characters, and the No branch is taken, the web content proxy 

25 server 12 generates a name for a new web optimized client cookie in step 64. The 

web content proxy server l 2 generates the name for the new web optimized client 

cookie by concatenating the original name and the original domain attribute and/or 

the path attribute, or the new domain attribute and/or the new path attribute generated 
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in step 62, each separated by the plus character, although other maimers for 

generating the new name can be used. 

[0047] The resulting new name is "universal resource locator encoded" to 

keep confonnance to the cookie specification. Additionally, the resulting new name 

5 is unique even if different domain attributes contain cookies with the same name. 

This new name contains aH the information necessary for the web content proxy 

server 12 to extract the original server cookie later, as described in greater detail by 

reference to FIG, 4. 

[0048] In step 66, the web content proxy server 12 determines whether the 

10 value of the original server cookie includes one or more of an established set of 

characters. Optionally, the established set of characters is the same set of characters 

used in step 60, although a different set of characters can also be used. If the web 

content proxy server 12 determines that the value of the original server cookie 

includes one or more of the established set of characters, then the Yes branch is taken 

15 to step 68. 

[00491 In step 68, the web content proxy server generates a new value based 

on the value of the original server cookie and a URL encoding of any characters 

included in the established set of characters, as well as any percent characters. Since 

the new value must comply with RFC 6265 but ii is not guaranteed that original 

20 server cookie value is compliant, the original sever cookie value must be converted to 

comply with cookie-octet specifications 

[00501 Additionally, instances of the percent character in the value must also 

be URL encoded to distinguish the instances with a percent character introduced by a 

URL encoding of another character in the value. In this example, the generated new 

25 value is further prefixed by a first indicator character such as "e" in this example, 

although other characters can be used for the first indicator character. 
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[00511 Referring back to step 66, if the web content proxy server 12 

determines that the value of the original server cookie does not include any of the 

established set of characters, then the No branch is taken to step 70. In step 70, the 

web content proxy server 12 optionally generates a new value based on the value of 

5 the original server cookie prefixed by a second indicator character such as "n" in this 

example, although other characters can be used for the second indicator character, In 

other examples, the first indicator character is used to determine whether the value 

has been encoded, as described and illustrated in greater detail with reference to FIG. 

4, and a second indicator character is not used. 

[0052] In step 72, the web content proxy server 12 forms a new web 

optimized client cookie having the new name generated in step 64 and new value 

generated in step 68 or step 70. In this example, the domain attribute in the web 

optimized client cookie is not specified, and the path attribute is associated with a 

value "i". Other values can be used, such as one for the path attribute that 

15 corresponds to a prefix associated with this optimization method (by way of example 

only "/mt/"). 

[0053] By way of example only, when the web content proxy server 12 

receives a response with the original server cookie as show11 in FIG. 2B, the web 

content proxy server 12 generates a web optimized client cookie as shmvn in FIG. 2C. 

20 More specifically, the original server cookie: SESS10N=l234; domain 

attribute===.example.com; and path attribute=/ is transformed by the web content proxy 

server 12 to a web optimized client cookie: SESSION+.example.com+/=nl 234; path 

attribute=/mt/. Accordingly, in this illustrative example the new web optimized client 

cookie name represents the concatenation of the original server cookie name, original 

25 domain attribute, and original path attribute each separated by the plus sign character. 

Additionally, in this example, the new web optimized client cookie value represents 

the original server cookie value prefixed by an indicator character indicating whether 

the original server cookie value is encoded. 
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[0054] In this example, the original domain attribute and original path 

attribute are used because none of the characters of the original domain attribute and 

original path attribute were included in the established set of characters or matched 

the first or second characters (plus sign and equal sign, respectively, in this example). 

5 Other orders and manners for forming the name of the web optimized client cookie 

can also be used. In this example, the value of the web optimized client cookie is 

prefixed with an "n" character indicating that the value of the original server cookie 

did not include any characters in the established set of characters and, therefore, was 

not URL encoded. Additionally, in this example, the new path attribute corresponds 

10 to a prefix "/mt/" associated with this optimization method. 

[00551 Next, in step 74 the web content proxy server 12 copies the remaining 

attributes in the original server cookie, such as an expiration date for the original 

server cookie by way of example, in the web optimized client cookie, although other 

amounts of the remaining attributes could be copied and other infom1ation also could 

15 be appended. 

[0056] In step 76, the original server cookie which has been translated into the 

web optimized client cookie is now provided to the core module 21 in the web 

content proxy server 12. The core module 21 includes programmed instructions 

and/or logic to manage the transmission of the web optimized client cookie and the 

20 content from the web content proxy server 12 to the requesting one of the client 

devices 14(1)-14(n). The web browser at the requesting one of the client devices 

14(1)-14(n) receives and saves the web optimized client cookie in the memory 22 at 

the requesting one of the client devices 14(1 )- l 4(n). 

[0057] Accordingly, in this illustrative example, the web optimized client 

25 cookie shown in FIG. 2C is stored in the memory 22 at the requesting one of the 

client devices 14(1 )-14(n) and is not stored by the web content proxy server 12. 

While conformance with cookie name specifications could be maintained by URL 

encoding aU characters, or all special characters, of the domain attribute, path 

attribute, and value of the original server cookie, in this example, only a limited 
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number of characters are URL encoded, thereby reducing the size of the web 

optimized client cookie. By reducing the size of the web optimized client cookie, less 

space in the memory 22 of the requesting one of the client devices 14(1)-14(n) is 

utilized and the web optimized client cookie can be sent to the requesting one of the 

5 client devices ] 4(1 )-l 4(n) in less time. 

[0058] Referring now to FIGS. 1, 2D-2E, and 4, an exemplary method for 

translating a web optimized client cookie back to an original server cookie to 

optimize the implementation of the web content proxy server 12 will now be 

described. In step 100, in this example one of the client devices 14(] )-l 4(n) via a 

10 web browser submits another request to the web content proxy server 12 for page 

B.htrnl at the website, "w'N\V.exarnple.com" as shown in one example in FIG. 20. 

This request includes a web optimized client cookie, which in this example comprises 

a name/value pair: SESSION+.example.com+/=nl234. 

[0059] Tn step 102, the web content proxy server 12 extracts the original 

15 server cookie name and the encoded domain attribute and path attributes from the 

name of the web optimized client cookie. Tn this illustrative example, the original 

server cookie name and the domain attribute and path attributes are extracted by the 

web content proxy server from the name: SESSION+.example.com+i. The domain 

attribute can be extracted based on the characters following the first plus sign 

20 character separating the domain attribute from the original server cookie name and 

the path attribute can be extracted based on the characters following the second plus 

sign character separating the domain attribute from the path attribute. Additionally, 

the value can be extracted based on the characters of the web optimized client cookie 

follo\lving the equal sign character. The web content proxy server 12 further 

25 performs a URL decoding of the domain attribute and path attributes. In this 

example, no characters of the domain attribute and path attribute were encoded in step 

62 and the extracted domain attribute and path attribute represent the original domain 

attribute and path attributes as included in the original server cookie. 
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[0060] In step l 04, the web content proxy server 12 determines whether the 

extracted domain attribute and path attribute identify a web optimized client cookie 

that is a match to a universal resource locator for the requested web page. If in step 

104 the web content proxy server 12 determines the extracted domain attribute and 

5 path attributes identify a web optimized client cookie that is not a match, then the No 

branch is taken to step 106. In step 106, the web content proxy server 12 submits the 

request to the hosting one of the web servers 16(1)-16(n) hosting the request page 

without an original server cookie. In this illustrative example, the requested page is 

"B.html." If in step l04 the web content proxy server 12 determines the extracted 

l O domain attribute and path attributes identify a web optimized client cookie that is a 

match, then the Yes branch is taken to step 108. 

[0061] In step 108, the web content proxy server 12 determines whether the 

web optimized client cookie included in the request received in step l 00 includes a 

value, prefixed with the first indicator character or the second indicator character. If 

15 the web content proxy server 12 determines that the value of the web optimized client 

cookie is prefixed by the first indicator character, then the Yes branch is taken to step 

110. 

[0062] ln step 110, the web content proxy server 12 generates a decoded 

value by performing a URL decoding of any characters following the first indicator 

20 character in the value of the web optimized client cookie extracted in step l 02. 

Referring back to step l 08, if the web content proxy server 12 determines that the 

value of the web optimized client cookie is prefixed by the second character, then the 

No branch is taken to step 112. In examples in which the second indicator is not 

used, and optional step 70 is not performed, the No branch is taken by web content 

25 proxy server 12 when the web content proxy sever 12 detem1ines the extracted value 

is not prefixed by the first indicator character. 

[0063] In step 112, the web content proxy server 12 generates a decoded 

value including the characters following the second indicator character in the value of 

the web optimized client cookie extracted in step 102. In exan1ples in which the 
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second indicator character is not used, the value of the web optimized client cookie 

extracted in step 102 is used as the decoded value. Since, in the example illustrated in 

FIG. 2D, the value nl234 is prefixed with an "n", the No branch is taken from step 

108 and the decoded value generated in step 112 is 1234. Accordingly, one of the 

5 indicator characters is inserted by the web content proxy server 12 to indicate to the 

web content proxy server 12 whether the value included in a subsequent request 

including a web optimized client has been URL encoded, as described and illustrated 

earlier with reference to step 68. 

[00641 in step 114, the web content proxy server 12 creates a new cookie by 

10 associating the name extracted from the web optimized client cookie in step 102 with 

the value for the original server cookie decoded in step 110 or 112. The extracted 

name and decoded value comprise the original server cookie which is appended to the 

HTTP cookie header fields of the request to be sent to the one of the web servers 

16(l)-16(n) hosting the requested web page. In this illustrative example, the 

15 extracted name SESSION is associated with the value 1234. 

[0065] In step 116, the web content proxy server 12 submits the request with 

the reconstituted original server cookie to the one of the web servers 16(1 )-16(n) 

hosting the requested page. In this illustrative example, the request with the 

reconstituted original server cookie as shown in FIG. 2E is transmitted to the one of 

20 the web servers 16(1 )-16(n) hosting the requested web page B.html. 

[0066] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer readable 

medium and an apparatus that optimizes implementation of a web content proxy 

server for interactions involving cookies between client devices and remote web 

25 servers. With this technology, the web content proxy server is much more scalable 

because of the reduced memory storage demands and the web content proxy server 

poses a much lower security and privacy risk to information provided by the client 

devices 14(1)-14(n). Additionally, the size of the cookies, and associated time 

required to send cookies to client devices and storage requirements on the client 

(E6581643.DOC; 2} 

ACCESSIBE LTD EXHIBIT 1004 
Page 1158 of 2149



CA 02848175 2014-04-02 

20 

devices, is advantageously reduced while conformance with cookie name 

specifications is maintained. 

[00671 Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

5 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are within 

the spirit and scope of the invention. Additionally, the recited order of processing 

10 elements or sequences, or the use of numbers, letters, or other designations therefore, 

is not intended to limit the claimed processes to any order except as may be specified 

in the claims. Accordingly, the invention is limited only by the fi.)llowing claims and 

equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method fr)r optimizing a web content proxy server, the 

method comprising: 

obtaining at a web content proxy server content with an 

original server cookie comprising at least a name and a value from a content server in 

response to a request from a client device for the content; 

determining at the web content proxy server whether the value 

of the original server cookie includes one or more of an established set of characters; 

l O generating with the web content proxy server a new value 

based on the value of the original server cookie and a uniform resource locator (URL) 

encoding of at least the one or more of the established set of characters and any 

percent characters included in the value of the original server cookie prefixed by a 

first indicator character, when the determining indicates the value of the original 

15 server cookie includes one or more of the established set of characters; 

generating at the web content proxy server a web optimized 

client cookie comprising the new value and a new name comprising at least the name 

of the original server cookie concatenated with at least a portion of a domain attribute 

and a path attribute associated with the obtained content; and 

20 providing with the web content proxy server at least the web 

optimized client cookie to the requesting client device. 

2. The method as set forth in claim 1, further comprising 

generating with the web content proxy server a new value comprising the value of the 

25 original server cookie prefixed by a second indicator character, when it is determined 

that the value of the original server cookie does not include one or more of the 

established set of characters. 

3. The method as set forth in claim 1, further comprising: 
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generating with the web content proxy server a new domain 

attribute or a new path attribute based on the domain attribute or the path attribute 

associated with the content and a URL encoding of at least any percent character, first 

character, or second character of the domain attribute or the path attribute associated 

5 with the content; and 

10 

wherein the domain attribute or the path attribute of the web 

optimized client cookie comprises the new domain attribute or the new path attribute 

and the nevi path attribute and the new value are separated by the second character. 

4. The method as set forth in claim 3, fmther comprising: 

determining at the web content proxy server whether the 

original server cookie includes a domain attribute or a path attribute; 

generating with the web content proxy server the new domain 

attribute or the new path attribute based on the domain attribute or the path attribute 

15 included in the original server cookie, when it is detem1ined that the original server 

cookie includes the domain attribute or the path attribute; and 

generating with the web content proxy server the new domain 

attribute or the new path attribute based on a domain attribute or a path attribute of a 

network address of the obtained content, when it is determined that the original server 

20 cookie does not include the domain attribute or the path attribute. 

5. The method as set forth in claim 3, wherein the first character 

is a plus character and the second character is an equal character and the established 

set of characters further comprises one or more of a control character, a double quote 

25 character, a space character, a comma character, a semicolon character, a backslash 

character, the plus character, the equal character, or one or more reserved characters 

identified in Request for Comment No. 6265. 

6. The method of claim 1, further comprising: 
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processing \'\rith the web content proxy server a subsequent 

request from the client device by reconstituting the original server cookie using a web 

optimized client cookie included in the subsequent request, the reconstituting 

comprising: 

detem1ining whether the web optimized dient cookie 

included in the subsequent request includes a value prefixed with the first indicator 

character; and 

generating a URL decoding of a plurality of characters 

follovving the first indicator character included in the web optimized client cookie 

10 included in the subsequent request, when it is determined that the web optimized 

client cookie included in the subsequent request includes a value prefixed with the 

first indicator character. 

7. The method as set forth in claim 6, wherein the processing 

15 further comprises: 

determining whether a domain attribute and a path attribute of 

the reconstituted original server cookie correspond with a network address of the 

subsequent request; and 

providing the subsequent request whh the reconstituted original 

20 server cookie to the content server, when it is detem1ined that the domain attribute 

and the path attribute of the reconstituted original server cookie correspond with the 

network address of the subsequent request 

8, The method as set forth in claim l, wherein the providing 

25 further comprises providing the obtained content and the web optimized client cookie 

to the client device without storing the original server cookie or the web optimized 

client cookie. 
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9. The method as set forth in claim 1, wherein the generating the 

web optimized client cookie further comprises appending one or more original 

attributes of the original server cookie to the web optimized client cookie. 

10. A non-transitory computer readable medium having stored 

thereon instructions for optimizing a web content proxy server comprising machine 

executable code which when executed by a processor, causes the processor to 

perfonn steps comprising: 

obtaining content with an original server cookie comprising at 

10 least a name and a value from a content server in response to a request from a client 

device for the content; 

determining whether the value of the original server cookie 

includes one or more of an established set of characters; 

generating a new value based on the value of the original 

15 server cookie and a unifrmn resource locator (URL) encoding of at least the one or 

more of the established set of characters and any percent characters included in the 

value of the original server cookie prefixed by a first indicator character, when the 

determining indicates the value of the original server cookie includes one or more of 

the established set of characters; 

20 generating a web optimized client cookie comprising the new 

value and a new name comprising at least the name of the original server cookie 

concatenated with at least a portion of a domain attribute and a path attribute 

associated with the obtained content; and 

providing at least the web optimized client cookie to the 

25 requesting client device. 

1 L The medium as set forth in claim 10, wherein the medium 

further has stored thereon instructions comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps fmther 

30 comprising generating a new value comprising the value of the original server cookie 
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prefixed by a second indicator character, when it is detem1ined that the value of the 

original server cookie does not include one or more of the established set of 

characters. 

The medium as set forth in claim 10, wherein the medium 

further has stored thereon instructions comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps further 

comprising: 

generating with the proxy server a ne\v domain attribute or a 

10 new path attribute based on the domain attribute or the path attribute associated with 

the content and a URL encoding of at least any percent character, first character, or 

second character of the domain attribute or the path attribute associated with the 

content; and 

wherein the domain attribute or the path attribute of the web 

15 optimized client cookie comprises the new domain attribute or the nev.; path attribute 

and the new path attribute and the new value are separated by the second character. 

13. The medium as set forth in claim 12, wherein the medium 

further has stored thereon instructions comprising machine executable code which 

20 when executed by at least one processor, causes the processor to perform steps further 

compnsmg: 

detennining whether the original server cookie includes a 

domain attribute or a path attribute; 

generating the new domain attribute or the new path attribute 

25 based on the domain attribute or the path attribute included in the original server 

cookie, when it is determined that the original server cookie includes the domain 

attribute or the path attribute; and 

generating the new domain attribute or the new path attribute 

based on a domain attribute or a path attribute of a network address of the obtained 
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content, when it is determined that the original server cookie does not include the 

domain attribute or the path attribute. 

14. The medium as set forth in claim J 2, wherein the first character 

5 is a plus character and the second character is an equal character and the established 

set of characters further comprises one or more of a control character, a double quote 

character, a space character, a comma character, a semicolon character, a backslash 

character, the plus character, the equal character, or one or more reserved characters 

identified in Request for Comment No. 6265. 

15 

1.5. The medium as set forth in claim 10, wherein the medium 

further has stored thereon instructions comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps frn1her 

comprising: 

processing a subsequent request from the client device by 

reconstituting the original server cookie using a web optimized client cookie included 

in the subsequent request, the reconstituting comprising: 

detem1ining whether the web optimized client cookie included 

in the subsequent request includes a value prefixed with the first indicator character; 

20 and 

generating a URL decoding of a plurality of characters 

following the first indicator character included in the web optimized client cookie 

included in the subsequent request, when it is determined that the web optimized 

client cookie included in the subsequent request includes a value prefixed with the 

25 first indicator character. 

l 6. The medium as set forth in claim 15, wherein the processing 

further comprises: 
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determining whether a domain attribute and a path attribute of 

the reconstituted original server cookie correspond with a network address of the 

subsequent request; and 

providing the subsequent request with the reconstituted original 

5 server cookie to the content server, when it is determined that the domain attribute 

and the path attribute of the reconstituted original server cookie conespond with the 

network address of the subsequent request. 

17. The medium as set fotth in claim 10, wherein the providing 

10 further comprises providing the obtained content and the web optimized client cookie 

to the client device without storing the original server cookie or the web optimized 

client cookie. 

18. The medium as set fmth in claim 10, \,Vherein the generating 

15 the web optimized client cookie further comprises appending one or more original 

attributes of the original server cookie to the web optimized client cookie. 

20 

19. A web content proxy server apparatus, comprising: 

a memory; and 

a processor coupled to the memory and configured to execute 

programmed instructions stored in the memory, comprising: 

obtaining content with an original server cookie 

comprising at least a name and a value from a content server in response to a request 

from a client device for the content; 

25 determining whether the value of the original server 

cookie includes one or more of an established set of characters; 

generating a new value based on the value of the 

original server cookie and a uniform resource locator (URL) encoding of at least the 

one or more of the established set of characters and any percent characters included in 

30 the value of the original server cookie prefixed by a first indicator character, when the 
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determining indicates the value of the original server cookie includes one or more of 

the established set of characters; 

generating a web optimized client cookie comprising 

the new value and a new name comprising at least the name of the original server 

5 cookie concatenated with at least a portion of a domain attribute and a path attribute 

associated with the obtained content; and 

10 

providing at least the web optimized client cookie to the 

requesting client device. 

20. The apparatus as set forth in claim 19, wherein the processor is 

further configured to execute programmed instructions stored in the memory further 

comprising generating a new value comprising the value of the original server cookie 

prefixed by a second indicator character, when it is determined that the value of the 

original server cookie does not include one or more of the established set of 

15 characters; 

20 

25 

21. The apparatus as set forth in claim 19, \Vherein the processor is 

further configured to execute programmed instructions stored in the memory further 

comprising: 

generating with the proxy server a new domain attribute or a 

new path attribute based on the domain attribute or the path attribute associated with 

the content and a URL encoding of at least any percent character, first character, or 

second character of the domain attribute or the path attribute associated with the 

content; and 

wherein the domain attribute or the path attribute of the web 

optimized client cookie comprises the new domain attribute or the new path attribute 

and the new path attribute and the new value are separated by the second character. 
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29 

22. The apparatus as set forth in claim 21, wherein the processor is 

further configured to execute programmed instructions stored in the memory further 

comprising: 

determining whether the original server cookie includes a 

5 domain attribute or a path attribute; 

generating the new domain attribute or the new path attribute 

based on the domain attribute or the path attribute included in the original server 

cookie, vvhen it is detennined that the original server cookie includes the domain 

attribute or the path attribute; and 

generating the new domain attribute or the new path attribute 

based on a domain attribute or a path attribute of a network address of the obtained 

content, when it is determined that the original server cookie does not include the 

domain attribute or the path attribute. 

15 23. The apparatus as set forth in claim 21, wherein the first 

character is a plus character and the second character is an equal character and the 

established set of characters farther comprises one or more of a control character, a 

double quote character, a space character, a comma character, a semicolon character, 

a backslash character, the plus character, the equal character, or one or more reserved 

20 characters identified in Request for Comment No. 6265. 

25 

24. The apparatus as set forth in claim 19, wherein the processor is 

further configured to execute programmed instructions stored in the memory further 

comprising: 

processing a subsequent request from the client device by 

reconstituting the original server cookie using a web optimized client cookie included 

in the subsequent request, the reconstituting comprising: 

detem1ining whether the web optimized client cookie included 

in the subsequent request includes a value prefixed with the first indicator character; 

30 and 
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30 

generating a URL decoding of a plurality of characters 

following the first indicator character included in the web optimized client cookie 

included in the subsequent request, when it is determined that the web optimized 

client cookie included in the subsequent request includes a value prefixed with the 

5 first indicator character. 

25. The apparatus as set forth in claim 24, wherein the processing 

further comprises: 

determining whether a domain attribute and a path attribute of 

10 the reconstituted original server cookie correspond with a network address of the 

subsequent request; and 

providing the subsequent request with the reconstituted original 

server cookie to the content server, when it is detennined that the domain attribute 

and the path attribute of the reconstituted original server cookie correspond with the 

15 network address of the subsequent request 

26. The apparatus as set forth in claim 19, wherein the providing 

further comprises providing the obtained content and the web optimized client cookie 

to the client device without storing the original server cookie or the web optimized 

20 client cookie. 

27. The apparatus as set forth in claim 19, wherein the generating 

the web optimized client cookie further comprises appending one or more original 

attributes of the original server cookie to the web optimized client cookie. 
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GET /A.html HHP/1.1 
Host: 111ww.example.com 
Accept:*/* 
User-Agent: my-mobile-browser 1.0 

FIG. 2A 

HTTP/1 .1 200 OK 
Content-Type: texti'html; charset = UTF-8 
Content : 53 00 
Set •Cookie: I ON = 1234; do ma in= .ex amp le. com: path=/ 

F'IG. 2B 

HHP/1.1 200 OK 
Content-Type: text/html; charset= UIF-8 
Content-lemrth: 5300 
Set-Cookie: SESSION+.examp!e.com+/=n1234; path=mtl 

FIG. 2(} 

GET /mt/wvNt.examph.u:om/B.html HITP/1.1 
User-Agent: my-rnobile--browser 1.0 
Host: m.pmr1.corn 
Accept:*/* 

Cookie: SESSION+.exam p!e.com+f=n1234 

FIG. 2 

GET /B.html HHP/U 
User •Agent: my-;nobi le-browser 1.0 
Host: www.example.com 
Accept:*/* 
Cookie: SESSION= 1234 

FICle 2E 

2/4 
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Receive Original Server Cookie from Core Module 50 

----I) ----:-Ai;=b 0 -2----- N -=.::..________ omam ttn ute, 1-: _ __.::;::::,--------- ----- ---------- ----- N 
-::::-...::::-- Path Attribute? 56 ---- - --------- ---

------ --------------------- --------

Get Domain from 
Request Page URL 54 

Get Path from Request 
Page URL 58 

------ ----------------------- Domain or Path Contain Characters --------------- y 
<: in Established Set or"%", First, or >7 

------------ s d Ch t 7 60 _ __.,... ---------------- ,_.econ /' arac ers, _ __.,...___.--- ♦ 

------- --------------- ------------ ----T 
Encode Domain or Path 

N: 
I 

Generate a New Name by Concatenating the Name, Domain, and Path Attributes 64 

----/~~------- "'---..._ 
.,,,.,.---- Va! ue Contain ~~ y < Characters in ~-,,______,.., 

-~ Established Set? 66 .,,,.,.----.,,,.,.-----
----_ ---...________ _.,--

Generate a New Value Based on the Cookie Value Prefixed by 
a Second Indicator Character 70 

Generate a New 
Value Based on the 

Cookie Value and an 
Encoding of 

Characters in the 
Established Set 

Prefixed by a First 
Indicator Character 

Q~. 

Construct an Optimized Client Cookie by Coupling the New Name and New Value 72 

Append Remaining Original Cookie Attributes to the Optimized Client Cookie 74 

Send the Optimized Client Cookie to the Core Module 76 

FIG. 3 

3/4 
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Receive Web Optimized Client Cookie l.Q_Q_ 

t 
Extract a Name, Path, Domain, and Value from the Web Optimized Client Cookie and 

Decode Path and Domain to Detem1ine Original Path and Domain 102 

i 
//~ 

/ Domain and Path~~ 
N ! Return to Core Module 106 ~ ~ Attributes Match? /,.,... I 

---~ 104 
~,-// 

1 y 

-----.,.,--,- -~ 

------ ----.,.,--,---.,.,--,- Value Prefixed with -..._________ y 
Generate a Decoded Value by <: First Indicator --- Decoding Characters Following 

----------- Character? 108 ~- First Indicator Character ------- ______ _.,.,--,- 110 

1 
Generate a Decoded Value Including 

Characters Following Second Indicator 
Character 112 

i i -------

Create a New Cookie Using Extracted and Decoded Name and Generated Decoded 
Value J 14 

i 
Send the New Cookie to the Core Module 116 ~ 

FIG. 4 

4/4 

ACCESSIBE LTD EXHIBIT 1004 
Page 1173 of 2149



1
0

/ 

2
0

 
3(

) 
2

2
 

1
4

(1
) 

1
2

 
~

-

r-·
---

--r
-·-

1 
1 

CP
U 

~ 
•, 

l 

2
4

 

ll
iP

U
L

 
DE

IC
E 

I 
I I 

-·
··

-·
:-

·~
 2

8
 

NT
ER

FA
CE

 :
--

-
✓--

---
: 

---
~-

---
I 

-
~

 
' 

2-
~ 
--

--
~

1
-
~
 

u 
/-

· 
' 

' 
""

 
I 

CO
MM

IJI
IIC

Al
lO

NS
 

l_
 

\_
_ 

H£
f\'1

01
!l( 

· 

\_
 

lB
(l

l 
r
)
 

CU
EN

I C
OM

PU
TIN

G 
DE

VIC
E 

.. JI>
 

&
 

2
0

 
so

 
, 

2
2

 

--·
····

-"
""

, 
j 

~
f
-
·
·
-
/
 

I II
 

J 
2·

1 
~1

-~-
='. .

.. J...
,.-

2·
 ' 

/ 
.. .

..... 
/ 

· I
 

IN
_T

nu
:·a

N:
L-

---
-~

---
/~

 
j l

NP
Uf

'I 
..... 

i 
D

 EV
, C

E 
! 

I 
I 

I 
CU

EN
T 

CO
MP

UT
ING

 D
EV

ICE
 

21
 

1
8

 
1

5
 

J 
CO

RE
 M

OD
Ui

i 
i 

r;;;
;1·

1_
 

I
,
~

 

2
8

 

,
-

11
1.1

un
 ·

 
l 

I 
L"

"fC
E 

I 
CO

OK
IE 

MO
DU

LE
 

19
 

17
 

t ( t 
/
"
"
·
-
-

r'"
'--

../
1"

 
... \..

_,,
__

 ··· .. 
( 

CO
MM

UN
ICA

TIO
NS

 \
,
 

\ 
NH

V~
~K

 
;-

·-
~

 
··--

--1
 

1
8

(2
} 

~
 

\ 
\ 

,)
 

·,. 

'"
 

't 
-
-
,
 

7
-.

-
\ 

·~""
"....

.... 
: 

' 
' 

'.· 
(
)
 

, .
...

.. ,
_

 .....
 ,.,,

 ..
..

. 

1 
1

6
 n

 
l 

. 
r 

1
6

(1
) 

1 ... ---
----

----
---•

il.. 
. 

"-
...

.J
,,.

 1 
wm

 
...

 
! 

SE
RV

ER
 

i 
nrv

u1
: 

. 
t.

. 
J 

W
IB

 
SE

RV
ER

 
DE

VI
CE

. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1174 of 2149



l♦I 
Office de !a Propriete 
!ntellectuelle 
du Canada 

Un organisme 
d'lndustrie Canada 

Canadian 
Intellectual Property 
Office 

An agency of 
Industry Canada 

CA 2855420 A1 2015/01/09 

(24} 2 855 420 
(12J DEMANDE DE BREVET CANADIEN 

CANADIAN PATENT APPLICATION 
(13) A1 

(22) Date de depot/Filing Date: 2014/07/03 (54) CUnt./lnt.CI. HO4L 12/16(2006.01), 
G06F 17/00(2006.01) 

(41) Mise a la disp. pub./Open to Public lnsp.: 2015/01/09 

(30) Priorite/Priority: 2013/07/09 (LJS'13/937,596) (7,) Demandeur/Applicant: 
USABLE~~ET !NC., US 

(72) lnventeur/lnventor: 
SCODA., Ef\JRICO, iT 

(74) Agent PARLEE MCLAWS LLP 

(54) Titre : PROCEDES POUR GROUPER DES IMAGES ET D!SPOSITIFS DE CEUX-Ci 
(54) Title: METHODS FOR BUNDLING IMAGES AND DEVICES THEREOF 

10 

I 

\Veb Content Proxy Server Il !---~ Server i Clienl 
Device 14(1) "'..----<"-----..,----y-

( Communication 
(' Netwrn-k J_jlj_l_) 

/i Device 16(_1 __ ) ____ 1, ✓~<------,ry-y l~--
f--------------------- " ( Communication 

lnput!Ouip,1t Device 2-1. 

>----~---~""!( 
Client / 

Device li\{nl 

I~ -~-,-~----T Network UQJ 
'----------~ 
,------------, \ 

Memory 22 

CPU 20 

Server 
Device .L0Jrr) 

(57) Abrege/Abstract: 
A method, non-transitory computer readable medium, and web server device that obtains a web page comprising a plurality of 
image elements each including a source attribute having a value identifying an image. Each of the image elements is modified to 
insert a data attribute having a value of the respective source attribute value and to replace the source attribute value with a data 
URL A reference to a executable file is inserted into the web page The web page is sent to the client device and a request from the 
client device for the executable file is received. The executable file is sent to the client device and is configured when executed to 
replace the source attribute value of each of the image elements with a data URI of an image identified by the respective data 
attribute value. 

l.itt1J:/lopk.gc.cc1 · Ottavva-Hull Kl.A. OC9 · l1ttp://2..,jpo.gc.ca 

OPIC · CIPO 191 

0 PI C CI P 0 

ACCESSIBE LTD EXHIBIT 1004 
Page 1175 of 2149



CA 02855420 2014-07-03 

ABSTRACT 

A method, non-transitory computer readable medium, and web server 

device that obtains a web page comprising a plurality of image elements each including a 

5 source attribute having a value identifying an image. Each of the image elements is 

modified to insert a data attribute having a value of the respective source attribute value 

and to replace the source attribute value with a data URI. A reference to a executable file 

is inserted into the web page. The web page is sent to the client device and a request 

from the client device for the executable file is received. The executable file is sem to the 

10 client device and is configured when executed to replace the source attribute value of 

each of the image elements with a data URI of an image identified by the respective data 

attribute value. 
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METHODS FOR BUNDLING IMAGES AND DEVICES THEREOJf 

_FIELD 

This technology generally relates to methods and devices for optimizing 

transmission of web page images and, more particularly, methods for bundling images 

and devices thereof 

BACKGROUND 

[0002] Many web sites are increasingly sophisticated and provide rich 

multimedia experiences for users. Often, the multimedia content of a web page includes 

a significant number of images which are sent across a communication network. For 

example, product C.'.atalog and social network web pages are generally image-intensive, 

although many other types of web pages also have significant graphical content. The 

images of a web page are generally each retrieved through a hypertext transfer protocol 

(HTTP) request sent from a client device while rendering the web page. However, many 

networks have high latency and require a significant ammmt of time to transmit each 

request and server response including one of the requested images. Latency is a 

particularly significant issue with respect to networks generally utilized by mobile 

devices. 

[0003] In order to reduce the number of HTTP requests sent by a client device for 

the images of a web page, web servers can parse web pages requested by client devices to 

identify referenced images, retrieve the images, generate an encoding of each of the 

images, and modify the web pages to include the encoding of the images in-line prior to 

sending the web pages to the requesting client devices. The embedded encoding can be a 

base 64 representation of each image and can be included in the vveb page according to a 

data uniform resource identifier (URT) scheme, for example. By including the referenced 

images in-line, web pages can be rendered by web browsers of client devices without 

requiring an HTTP request and response for each of the images. 

{E6646048.DOC; l) 
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[0004] While including images in-line can reduce the time required to render a 

web page, particularly in high latency communication networks, there are several 

drawbacks to this approach. For example, the images are not cached separately from the 

web page that includes the corresponding in-line encoding. Accordingly, every time a 

change is made to the web page, and a cached version of the web page becomes invalid, 

the images must again be encoded and embedded in-line. Another drawback is that 

multiple copies of the encoded version of images that are referenced more than once in a 

web page are gem~rated, while externally-referenced images are downloaded only once 

irrespective of the number of references to the images in the web page. 

SUMMARY 

[0005] A method for bundling images includes obtaining, with a \Veb server, a 

web page requested by a client device, the web page comprising a plurality of image 

elements each including a source attribute having a value identifying an image. Each of 

the plurality of image elements is modified, with the web server, to insert a data attribute 

having a value of the respective source attribute value and to replace the source attribute 

value with a data uniform resource indicator (URI). With the web server, a reference to 

an executable file is inserted into the requested web page, the requested web page is sent 

to the client device, and then a request from the client device for the executable file is 

received. The executable file is sent with the web server to the client device in response 

to the request and is configured when executed to replace the source attribute value of 

each of the plurality of image elements with a data URI of an image identified by the 

respective data attribute value. 

[0006] A non-transitory computer readable medium having stored thereon 

instructions for bundling images comprising machine executable code which when 

executed by a processor, causes the processor to perform steps including obtaining a web 

page requested by a client device, the web page comprising a plurality of image elements 

each including a source attribute having a value identifying an image. Each of the 

plurality of image elements is modified to insert a data attribute having a value of the 

- 2 -
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respective source attribute value and to replace the source attribute value with a data URI. 

A reference to a executable fifo is inserted into the web page, the web page is sent to the 

client device, and a request from the client device for the executable file is received. The 

executable file is sent to the client device in response to the request and is configured 

when executed to replace the source attribute value of each of the plurality of image 

elements with a data lJRI of an image identified by tfa~ respective data attribute value. 

[0007] A web server device includes a processor coupled to a memory and 

configured to execute programmed instructions stored in the memory including obtaining 

a web page requested by a client device, the web page comprising a plurality of image 

elements each including a source attribute having a value identifying an image. Each of 

the plurality of image elements is modified to insert a data attribute having a value of the 

respective source attribute value and to replace the source attribute value with a data URI. 

A reference to a executable file is inserted into the web page, the web page is sent to the 

client device, and a request from the client device for the executable file is received. The 

executable file is sent to the client device in response to the request and is configured 

when executed to replace the source attribute value of each of the piuraiity of image 

elements with a data URI of an image identified by the respective data attribute value. 

[00081 This technology provides a number of advantages including methods, non-

transitory computer readable medium, and a web server device that mitigates the negative 

affects of high network latency with respect to retrievai of web page images, while also 

reducing storage overhead. With this technology, web page images are encoded, 

bundled, and included in-line in web pages by a retrieved executable file. 

Advantageously, only one copy of each of the image encodings is stored irrespective of 

the number of references to the images in the web page. Additionally, the image 

encodings are stored separately from the associated web pages. Therefore, changes made 

to a web page that render a cached version invalid do not necessitate a subsequent 

downloading and encoding of the images of the web page. 

- 3 -
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BRIEF' DESCRIPTION OF' THE DR.A WINGS 

[0009j FIG. 1 is a block diagram of an environment with an exemplary web 

content proxy server; 

[0010] FIG. 2 is a flow chart of an exemplary method for bundling web page 

images; 

[0011] FIG. 3 is exemplary hypertext markup language (HTML) code fragment 

defining a portion of a web page that references multiple images; 

100121 FIG. 4 is an exemplary version of the HTML code fragment of FlG. 3 with 

image elements modified to include a data unifi.)rm resource identifier (URI) of a default 

image and a respective data attribute; and 

[0013] FIG. 5 is exemplary JavaScript code fragment configured to insert, when 

executed by a client device, a data URI of the images referenced by the HTML code 

fragment of FIG. 3. 

DETAILED DESCRIPTION 

[0014] An exemplary environment 10 with a vveb content proxy server 12 

coupled to client devices 14(1 )-14(n) and server devices 16(1 )-16(n) by connmmication 

networks 18(1)-·18(2) is illustrated in FIG. l. Other numbers and types of systems, 

devices, and/or elements in other configurations and environments with other 

communication network topologies can also be used. This technology provides a numbei 

of advantages including providing methods, non-transitory computer readable medium, 

and devices for bundling and in-lining web page images to reduce the number of 

communications required to render the images on a client device white also reducing 

storage overhead. 

10015] Referring more specifically to FIG. l, the web content proxy server 12 

includes a central processing unit (CPU) 20 or processor, a memory 22, and an 

{£6646048.DOC; l} 
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inputioutput device 24, which are coupled together by a bus 26 or other link, although 

other numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The CP1J 20 in the web content proxy server 

12 executes a program of stored instructions one or more aspects of the present invention 

as described and illustrated by way of the embodiments herein, although the CPU 20 

could execute other numbers and types of programmed instructions. 

[0016] The memory 22 in the web content proxy server 16 stores these 

programmed instmctions for one or more aspects of the present invention as described 

and illustrated herein, although some or all of the programmed instructions could be 

stored and/or executed elsewhere. A variety of different types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (RO:tvi) in the 

system or a floppy disk, hard disk, CD ROM, DVD ROM, or other computer readable 

medium which is read from and/or written to by a magnetic, optical, or other reading 

and/or writing system that is coupled to the CPU 20, can be used for the memory 22 in 

the web content proxy server 12. 

[0017] The input/output device 24 in the web content proxy server 12 is used to 

operatively couple and communicate between the web content proxy server 12, client 

devices 14(1 )-14(n), and server devices 16(1 )-16(n) via the communication networks 

J 8(1)-18(2). One or more of the communication networks 18(1)-18(2) can include one or 

more networks, such as one or more local area networks (LANs) and/or wide area 

networks (WANs). By way of example only, the communication networks can use 

TCP/IP over Ethernet and industry-standard protocols, including hypertext transfer 

protocol (HTTP), secure HTTP (HTTPS), wireless application protocol (W AP), and/or 

SOAP, although other types and numbers of communication networks, such as a direct 

connection, modems and phone lines, e-mail, and wireless and hardwire communication 

technology, each having their own communications protocols, can be used. 

!00181 The client devices 14(1)-12(n) enable a user to request, receive, and 

interact with applications, web services, and content hosted by the server devices 16(1 )-

- 5 -
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16(n) through the web content proxy server 12 via the communication network 18(1 ), 

although one or more of the client devices 14(1)-14(n) could access content and utilize 

other types and numbers of applications from other sources and could provide a wide 

variety of other functions for the user. In some examples, the client devices 14(1)-14(n) 

comprise mobile computing devices with Internet access that enable web pages and other 

content stored by the server devices 16(1 }-16(n) to be retrieved and rendered. By way of 

example only, the client devices 14(1 )-14(n) can be smart phones, personal digital 

assistants, or computers, 

[0019] Each of the client devices 14(1 )-14(n) includes a CPU, a memory, an input 

device, a display device, and an input/output device, which are coupled together by a bus 

or other link, although one or more of client devices 14(1)-14(n) can include other 

numbers and types of components, parts, devices, systems, and elements in other 

configurations. The CPU in the client devices 14(1)-14(n) can execute a program of 

instructions stored in the memory of the client device 14(] )-14(n) for one or mon~ aspects 

of the present invention as described and illustrated herein, although the CPU could 

execute other numbers and types of programmed instructions. 

[0020] The input device in each of the client devices 14(1 )-14( n) can be used to 

input selections, such as a request for a particular web page, although the input device 

could be used to input other types of requests and data and interact with other elements. 

The input device can include keypads, touch screens, and/or vocal input processing 

systems, although other types and numbers of input devices can be used. 

!0021] The display device in each of the client devices 14(1 )-l 4(n) can be used to 

show data and infonnation to the user, such as web pages retrieved from the server 

devices 16(1)-16(n) by way of example only. The display device in each of the client 

devices 14(1)-14(n) can be a mobile phone screen display, although other types and 

numbers of displays could be used depending on the paiiicular type of client device, 

[0022] The input/output device in each of the client devices 14(1)-14(n) can be 

used to operatively couple and communicate between the client devices 14(1)-14(n), the 
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web content proxy server 12, and the server devices 16(1 )- l 6(n) over the communication 

networks I 8(1 )-18(2), 

[0023] Each of the server devices 16(1 )-16(11) provides content including web 

pages for use by one or more of the client devices 14(1)-14(n) via the web content proxy 

server 12, although the server devices 16( l )-l 6(n) can provide other numbers and typt~s 

of content and perform other :fi.mctions. Each of the server devices 16( l )- l 6(11) can 

include a CPU, a memory, and an input/output device, which are coupled together by a 

bus or other link, although each of the server devices 16(1 )-l 6(n) could have other 

numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations. 

[0024] The CPU in each of the server devices 16(1 }- l 6(n) executes a progra1n of 

instructions stored in the memory of the server devices 16(1 )-l 6(n) for one or more 

aspects of the present invention, as described and illustrated by way of the embodiments 

ht~rein, although the CPU could execute other numbers and types of programmed 

instructions. 

[00251 The input/output device in each of the server devices 16(1 )-16(n) is used 

to operatively couple and communicate between the server devices 16(1)-16(11), the web 

content proxy server 12, and the client devices 14(l)-14(n) via the communication 

networks J 8(1 )-18(2). 

[0026} Although embodiments web content proxy server 12, the client devices 

14(1 )-14(n), and the server devices l 6(1 )-16(n) are described and illustrated herein, each 

of the web content proxy server 12, the client devices 14(1 )- l 4(n), and the server devices 

16(1 )-l 6(n) can be implemented on any suitable computer apparatus or computing 

device. It is to be understood that the apparatuses and devices of the embodiments 

described herein are for exemplary purposes, as many variations of the specific hardware 

and software used to implement the embodiments are possible, as will be appreciated by 

those skilled in the relevant art(s). 
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[0027] Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general pmvose computers, microprocessors, digital 

signal processors, and micro-controllers, programmed according to the teachings of the 

embodiments, as described and illustrated herein, and as will be appreciated by those 

ordinary skill in the art. 

[00281 In addition, two or more computing apparatuses or devices can be 

substituted for any one o:fthe devices in any embodiment described herein. Accordingly, 

principles and advantages of distributed processing, such as redundancy and replication 

also can be implemented, as desired, to increase the robustness and performance of the 

devices of the embodiments. The embodiments may also be implemented on computer 

apparatuses or devices that extend across any suitable network using any suitable 

interface mechanisms and communications technologies, including by way of example 

only telecommunications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications netvvorks, cellular communications 

networks, G-3 communications networks, Public Switched Telephone Network (PSTNs). 

Packet Data Netvvorks (PDNs), the Internet, intranets, and combinations thereof. 

!0029] The embodiments may also be embodied as one or more non-transitory 

computer readable medium having instmctions stored thereon for one or more aspects of 

the present invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a CPU, cause the CPU to carry out the steps 

necessary to implement the methods of the embodiments, as described and illustrated 

herein. 

[0030] An exemplary method for bundling images vvill now be described with 

reference to FIGS. l-5. In this example, in step 200, the web content proxy server 12 

receives a request for a web page from one of the client devices l 4(l )-14( n). While in 

this example, steps 200-224 illustrated in FIG. 2 are performed by the web content proxy 

server 12, one or more of steps 200-224 could be performed by one of the server devices 

16(1 )-16(n) or any other web server in communication with the one of the client devices 
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14(1 )-14(n) through one or more of the communication networks 18(1) and 18(2). 

Accordingly, in this example, the request can be a hypertext transfer protocol (HTTP) 

request for a web page stored by one of the server devices l6(l)-16(n). 

[0031] Upon receipt of the request from one of the client devices 14(1)-14(11), the 

web content proxy server 12 obtains the requested web page. In this example, the web 

content proxy server 12 obtains the requested web page by retrieving the requested web 

page from the one of the server devices 16( l )-16(n) on behalf of the requesting one of the 

client devices 14(1 )-l 4(n). In other examples, the requested web page can be obtained by 

retrieving the requested web page from local memory, such as the memory 22, or by 

generating the requested web page, for example. 

[00321 In this example, the requested web page is a hypertext markup language 

(HTML) document, a fragment 300 of which is illustrated in F1G. 3. The fragment 300 

of the HTML document references multiple images including ''fb.png" and "twitter.png". 

The "tb.png" and "twitter.png" images are stored in the "icons" directory, as indicated in 

the source attribute values of the image elements 302 and 304. 

{0033] In step 202, the web content proxy server 12 determines whether there is 

an image element with a source attribute value identifying a directory \Vith a version file. 

In the fragment 300, the directory identified by the source attribute value of each of the 

image elements 302 and 304 is the "icons" directory. Accordingly, the web content 

proxy server 12 determines whether the icons directory in this example includes a version 

file, which can be a text file with a default file name, for example, although other file 

fom1ats can also be used. The version file is created and stored in the icons directory by 

a developer of the web page and is used to indicate that any images in the icons directory 

should be bundled when provided to a client device. The version file can also be used for 

other functions, as described and illustrated later. 

[00341 In some examples, not all image elernents of the requested web page are 

bundled and have a source attribute value identifying a directory with a version file. For 

example, directories in which only one image is stored will require the same number of 
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communications to retrieve the image as required to retrieve an image bundle, as 

described and illustrated in more detail later. In other examples, image elements may 

reference images that are not bundled for any number of other reasons according to 

developer preference and, in yet other examples, all images of a web page can be 

bundled. 

[0035] Accordingly, if the web content proxy server 12 determines in step 202 

that there is an image element with a source attribute value identifying a directory with a 

version file, then lhe Yes branch is taken to step 204. In step 204, the web content proxy 

server modifies the image element to include a data attribute and to replace the source 

attribute value with a data uniform resource identifier (URl). 

[0036] In this example, the inserted data attribute has a value that is equivalent to 

the source attribute value of the image element. Referring to FJG. 4, an exemplary 

fragment 400 is illustrated. ln the fragment 400, the image element 302 is modified to 

include a data attribute "data-bundle"0 'icons/fb.png"', among other modifications 

described and illustrated later, resulting in image element 402. Accordingly, image 

element 402 includes a data attribute having a value equivalent to the source attribute 

value "icons/fu.png" of the imagt~ element 302. Other methods of preserving the source 

attribute value of the image element can also be used. 

[00371 Additionally, in step 204, the web content proxy server 12 replaces the 

source attribute value of the image element with a data URL The data URI is an encoded 

version of an image that will be rendered in place of the image identified by the source 

attribute value of the image element 302. The data URI can be a base 64 encoding, 

although any other encoding can also be used. The data UR1 is efiectively a placeholder, 

as described and illustrated in more detail later. 

[0038J In this example, the source attribute value of the image element 302 is 

replaced with a data URI of a spacer graphic interchange format (GJF) transparent image 

in the element 402, although a data ORI of any other default image can also be used. By 

using a spacer GlF image that is transparent, the user of the requesting one of the client 
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devices 14(1)-14(n) will not see the image when the web page is rendered. Additionally, 

the overhead of including the data URI of the spacer GIF image is minimal. 

[0039] ln step 206, the \veb content proxy server 12 determines \Vhether a script 

reference associated with the directory identified by the value of the data attribute 

included in the image element in step 204 has been previously inserted into the web page. 

A script reference will not have been previously inserted for each directory first 

encountered by the web content proxy server 12 in a source attribute value of an image 

element. 

[0040] In this example, the directory identified by the data attribute of element 

402, as inserted into the image element 302, is the "icons" directory. Since the "icons" 

directory is encountered for the first time in a first iteration in this example, the script 

reference vvill not have been previously included. If the web content proxy server 12 

determines that a script reference associated with the directory identified by the value of 

the data attribute included in the image element in step 204 has not been previously 

included, then the No branch is taken to step 208. 

[00411 In step 208, the web content proxy server 12 inserts a reference to a 

JavaScript file based on the version file included in the directory identified by the data 

attribute value of the image element 402. The reference to the JavaScript file can be a 

script element having a source attribute with a value identifying the JavaScript file or a 

jQuery function call, for example, although other script references can also be used. The 

version file includes content which is used as a portion of the file name included in the 

script reference. The content of the version file is inserted by a developer of the web 

page when the version file is stored in the directory, and is used to indicate whether a new 

JavaScript image bundle code should be generated, as described and illustrated in more 

detail later. 

[0042] In this example, the fragment 400 includes a script reference as script 

element 406 having a source attribute value of "icons/vl.js". Accordingly, the icons 

directory includes a version file having content "vl" which, along with the JavaScript file 
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extension ".js" is used to form the "vLjs" name of the JavaScript file in the source 

attribute value of the script element 406. Other content of the version file and other 

methods of naming the JavaScript file can also be used. 

[00431 Upon inserting the reference to the JavaScript file in step 208, the web 

content proxy server 12 proceeds to step 202. In step 202, the web content proxy server 

12 determines whether there is another image element with a source attribute value 

identifying a directory with a version file, as described and illustrated earlier. In this 

example, the next image element 304 of the fragment 300 also has a source attribute 

value identifying a directory with a version file, as the identified "icons" directory was 

detem1ined to have a version file, in this example, in the previous iteration of step 202. 

[0044! Accordingly, in this second iteration, the Yes branch ls taken from step 

202 and the image element 304 is modified in step 204 by the web content proxy server 

12, as described and illustrated earlier, resulting in image element 404 of fragment 400. 

1n this example, the data URI that replaced the source attribute value of image element 

304 is lhe same data URI used in the prior iteration of step 206 to replace the source 

attribute value of image element 302, although different data URis can also be used. 

[00451 Upon replacing the source attribute value of the image element 304, the 

web content proxy server 12 proceeds to step 206. In step 206, the web content proxy 

server 12 dete1mines whether a script reference associated with the directory identified by 

the value of the data attribute included in the image element in this second iteration of 

step 204 has been previously inserted into the web page. In this iteration, the web content 

proxy server 12 will determine that script element 406 was previously inserted and has a 

source attribute value identifying a directory ("icons") matching the data attribute value 

of image element 404. Accordingly, in the second iteration in this example, the Yes 

branch is taken by the web content proxy server 12 from step 206 to step 202. 

[0046] In step 202, the web content proxy server 12 determines whether there is 

another image element with a source attribute value identifying a directory with a version 

file, as described and illustrated earlier. In the fragment 300, the only other image 
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element 306 does not include a source attribute value identifying a directory with a 

version file. Instead, the source attribute value of the image element 306 is a uniform 

resource locator (URL) that does not identify any directory. As there are no other image 

elements with a source attribute value identifying a directory vvith a version file, the No 

branch is taken to step 210. 

100471 In step 210, the web content proxy server 12 sends the web page to the 

requesting one of the client devices 14(1 )-14(n). In other examples, the web content 

proxy server 12 can mark the directory, or otherwise maintain a list of directories in step 

208, and include each of the script references at substantially the same time prior to 

sending the web page to the requesting one of the client devices 14(1 )-l 4(n) in step 210. 

In these examples, the web content proxy server 12 can determine in step 206 whether the 

data attribute of the image element identifies a directory that has been previously marked 

or included in the list of directories for which a script reference is to be inseited, 

{0048] In step 212, the web content proxy server 12 receives a request for a 

JavaScript file identified by one of the script references inserted in step 208 from the 

requesting one of the client devices 14(1 )-14(n). The requested is sent by the one of the 

client devices 14( 1 )-14(n) upon encountering the script reference while rendering the web 

page. 

[0049] In step 214, the web content proxy server 12 extracts a directory and file 

name from a path included in the request. The request can be an HTTP request including 

a URL path idemitying the JavaScript file. In this example, the JavaScript file will be 

identified in the URL path of the HTTP request as "icons/vl js" based on the source 

attribute value of the script reference 406 and, accordingly, the web content proxy server 

12 will extract "icons" as the directory and "v1.js" as the file name from the URL path. 

[00501 In step 216, the web content proxy server 12 determines whether the 

requested JavaScript file was previously generated. The web content proxy server 12 can 

determine whether the requested JavaScript file was previously generated based on 

whether a JavaScript file with the extracted file name is stored in the extracted directory. 
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If the web content proxy server 12 determines that the requested JavaScript file was not 

previously generated, then the No branch is taken to step 218. 

[00511 In step 218, the web content proxy server 12 generates a data URI map for 

each image in the extracted directory. Each of the data URls can be generated by 

generating an encoding of each of the images, such as a base 64 encoding, for example, 

although other encodings can also be used. Additionally, each of the data URis is 

mapped to a directory and file name corresponding to the images encoded by the data 

URI. Accordingly, irrespective of the number of references to each of the images in the 

web page, only one encoding of each of the images is generated. 

[0052J In step 220, the web content proxy server 12 generates the requested 

JavaScript file based on the data URis generated in step 218. The generated .JavaScript 

file includes JavaScript code that, when executed by the one of the client devices 14( l )-

14(n), is configured to replace lhe source altribute value of each of the image elements 

with one of the data UR.ls. The source attribute values of the image elements are 

replaced based on a match of the value of the data attribute of the image elements 

inserted in step 204 with the directory and file name mapped to one of the data URis. 

Optionally, the JavaScript code is also configured to remove the data attribute from each 

of the image elements. 

[0053] Refi.~ning to FIG. 5, an exemplary JavaScript code fragment 500 of a 

JavaScript file is illustrated. In this example, the fragment 500 includes a data URI 502 

mapped to the "icon/fb.png" directory and file name and a data URI 504 mapped to the 

"icons!twitter.png" directory and file name. The fragment 500 is configured to retrieve 

the data attribute of all of the image elements of the web page. For each image element 

with a data attribute, the fragment 500 is configured to determine whether the value of the 

data attribute matches a directory and file name mapped to one of the data UR.Is. When it 

is determined that the data attribute value matches a directory and file name mapped to 

one of the data URis, the fragment 500 is configured to replace the source attribute value 

of with the one data URI. 
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f0054] In step 222, the web content proxy server 12 stores the generated 

JavaScript file in the directory extracted in step 214. The JavaScript file is named 

according to the file name extracted in step 214, which corresponds with the contents of 

the version file stored in the extracted directory, as described and illustrated earlier. In 

this example, the JavaScript file is stored in the ''icons" directory with a file name of 

"v1 .js". 

[0055] In step 224, the web content proxy server 12 sends the JavaScript file to 

the one of the client devices 14(1}-i4(n) in response to the request received in step 212. 

Accordingly, in this example the images are sent as a bundle based on the encodings 

included in the JavaScript file. Accordingly, only one request and response will be 

required for the one of the client devices 14(1 )- l 4(n) to retrieve all of the images stored 

in a respective local directory associated with the requested web page. Subsequent rn 

sending the JavaScript file to the requesting one of the client devices 14( l )-14(n) in step 

224, the vveb content proxy server 12 then proceeds to step 212 to receive another request 

for a JavaScript file from the same or a different one of the client devices 14(1 )-14(n). 

[0056] Upon receipt of the JavaScript file, the requesting one of the client devices 

14(1)-14(n) \vill execute the JavaScript file resulting in the replacemem of the source 

attribute value for one or more of the image elements of the associated web page with a 

data URI, as described and illustrated earlier. Subsequent to replacing the source 

attribute value(s), the one of the client devices l 4(1 )- l 4(n) will render the image encoded 

in and defined by the data URI that replaced the source attribute value for each of the 

image elements. Accordingly, in this example, source attribute values of the image 

elements 402 and 404, previously including the data URI of the default spacer GIF 

image, will be replaced with the data UR.ls 502 and 504 of the "tb.png" and "twitter.png" 

images, respectively. 

[0057J Referring back to step 216, if the web content proxy server 12 determines 

that the requested JavaScript file has been previously generated, then the Yes branch is 

taken to step 224 and the requested JavaScript file is sent to the requesting one of the 
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client devices 14(1 )-14(n). Whenever a change is made to the web page by a developer 

of the web page (e.g., addition or removal of an image), the developer can cause a new 

JavaScript file to be generated when requested by one of the client devices 14(1)-14(n) by 

changing the contents of the version file in the directory of the added or removed images 

(e.g., from "vl" to "v2"). 

[0058J By changing the contents of the version file, the reference to the 

JavaScript file inserted in step 208 will be to a JavaScript file ·with a file name not 

matching the file name of a previously generated JavaScript file in the directory ( e.g., 

"v2.js"). Accordingly, the web content proxy server 12 will determine, in step 216, that 

the requested JavaScript file was not previously generated and will proceed to take the 

No branch in order to generate a new JavaScript file, vvfach will be configured to insert 

the appropriate source attribute values of the image elements, as described and illustrated 

earlier. 

!0059] Accordingly, as illustrated and described herein, this technology provides 

a number of advantages including providing methods, non-transitory computer readable 

medium, and a web content proxy server that facilitates image bundling and reduce the 

number of requests and responses required to retrieve web page images. Thereby, the 

amount of time required to render web pages is significantly reduced, particularly in high 

latency networks. 

[0060] With this technology, data URls including encodings of web page images 

are provided in a bundle through a JavaScript file that is configured to modify the web 

page to include the data lJRis in respective image elements. Advantageously, only one 

encoding of each image is generated irrespective of the number of references to an image, 

Additionally, the encodings are stored separately from the associated web page in a 

JavaScript file in local directories associated with the images. Accordingly, the 

encodings in a directory advantageously do not have to be regenerated in response to web 

page changes that do not involve the images stored in the directory. 
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[0061] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, 

improvements, and modifications will occur and are intended to those skilled in the art, 

though not expressly stated herein. These alterations, improvements, and modifications 

are intended to be suggested hereby, and are vvithin the spirit and scope of the invention. 

Additionally, the recited order of processing elements or sequences, or the use of 

numbers, letters, or other designations therefore, is not intended to limit the claimed 

processes to any order except as may be specified in the claims. Accordingly, the 

invention is limited only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for bundling images, the method comprising: 

obtaining, with a web server, a web page requested by a client 

device, the web page comprising a plurality of image elements each including a source 

attribute having a value identifying an image; 

modifying, with the web server, each of the plurality of image 

elements to insert a data attribute having a value of the respective source attribute vaiue 

and to replace the source attribute value with a data uniform resource indicator (URI); 

inserting, with the web server, a reference to an executable file into 

the requested web page, sending the requested web page to the client device, and 

receiving a request from the client device for the executable file; and 

sending, with the web server, the executable file to the client 

device in response to the request, the executable file configured when executed to replace 

the source attribute value of each of the plurallty of image elements with a data URJ of an 

image identified by the respective data attribute value. 

2. The method of claim 1, wherein the source attribute value of each 

of the plurality of image elements is replaced with a data URI of a spacer graphic 

interchange format (GIF) transparent image. 

3. The method of claim 1, wherein the source attribute of one or more 

of the image elements has a value identifying a different directory than one or more other 

of the plurality of image elements and the reference to the executable file comprises a 

reference to a different executable file for each directory. 

4. The rnethod of claim 1, vvherein the reference identifies the 

executable file based on a directory identified by the value of the source attribute 
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included in the plurality of image elements and contents of a version file in the directory, 

the contents including at least a portion of a file name of the executable file. 

5. The method of claim 1, wherein the reference to the executable file 

is a script clement or ajQuery function call, the script element comprising a source 

attribute with a value identifying the executable file. 

6. The method of claim 1, wherein the sending the executable file 

further comprises: 

extracting at least a directory and a file name from a path included 

in the request received from the client device for the executable file; 

determining whether the executable file is stored in the directory 

based on the file name; and 

generating and storing the executable file, when it is determined 

that the executable fiie is not stored in the directory, the generating the executable file 

further comprising generating a data URI for each image in the directory, 

7. The method of claim 6, wherein the generating the executable file 

further comprises generating a data URI for a cascading style sheet (CSS) background 

image stored in the directory and the executable file is further configured to, when 

executed by the client device, insert a style element into the web page, the style element 

including the data URJ of the CSS background image. 

8. A non-transitory computer readable medium having stored thereon 

instructions for bundling images comprising machine executable code which when 

executed by a processor, causes the processor to perform steps comprising: 

obtaining a web page requested by a client device, the web page 

comprising a plurality of image elements each including a source attribute having a value 

identifying an image; 
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modifying each of the plurality of image elements to insert a data 

attribute having a value of the respective source attribute value and to replace the source 

attribute value with a data uniform resource indicator (URI); 

inserting a reference to a executable file into the requested web 

page, sending the requested web page to the client device, and receiving a request from 

the client device for the executable file; and 

sending the executable file to the client device in response to the 

request, the executable file configured when executed to replace the source attribute 

value of each of the plurality of image elements with a data URI of an image identified 

by the respective data attribute value. 

9. The medium of claim 8, wherein the source attribute value of each 

of the plurality of image elements is replaced with a data URI of a spacer graphic 

interchange format (GIF) transparent image. 

10. The medium of daim 8, wherein the source attribute of one or 

more ofthe image elements has a value identifying a different directory than one or more 

other of the plurality of image elements and the reference to the executable file comprises 

a reference to a different executable file for each directory. 

11. The rnediurn of claim 8, wherein the reference identifies the 

executable file based on a directory identified by the value of the source attribute 

included in the plurality of image elements and contents of a version file in the directory, 

the contents including at least a portion of a file name of the executable file. 

12. The medium of cJaim 8, wherein the reference to the executable 

file is a script element or a jQuery function call, the script element comprising a source 

attribute with a value identifying the executable file. 
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13. The medium of claim 8, wherein the sending the executable file 

further comprises: 

extracting at least a directory and a file name from a path included 

in the request received from the client device for the executable file; 

determining whether the executable file is stored in the directory 

based on the file name; and 

generating and storing the executable file, when it is determined 

that the executable file is not stored in the directory. 

14. The medium of claim ] 3, wherein the generating the executable 

file fuiiher comprises generating a data TJRI for a cascading style sheet (CSS) 

background image stored in the directory and the executable file is further configured to, 

when executed by the client device, insen a style element into the web page, the style 

element including the data URI of the CSS background image. 

15. A web server device, comprising: 

a processor coupled to a memory and configured to execute 

programmed instructions stored in the memory comprising: 

obtaining a web page requested by a client device, the web 

page comprising a plurality of image elements each including a source attribute having a 

value identifying an image; 

modifying each of the plurality of image elements to insert 

a data attribute having a value of the respective source attribute value and to replace the 

source attribute value with a data unifonn resource indicator (URI); 

inserting a reference to a executable file into the requested 

web page, sending the requested web page to the client device, and receiving a request 

from the client device for the executable file; and 

sending the executable file to the client device in response 

to the request, the executable file configured when executed to replace the source 

- 21 -
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attribute value of each of the plurality of image elements with a data URI of an image 

identified by the respective data attribute value. 

16. The device of claim 15, wherein the source attribute value of each 

of the plurality of image elements is replaced with a data URI of a spacer graphic 

interchange format (GIF) transparent image. 

17. The device of claim 15, wherein the source attribute of one or 

more of the image elements has a value identifying a different directory than one or more 

other of the plurality of image elements and the reference to the executable file comprises 

a reference to a different executable file for each directory. 

18. The device of claim 15, wherein the reference identifies the 

executable file based on a directory identified by the value of the source attribute 

included in the plurality of image elements and contents of a version file in the directory, 

the contents including at least a portion of a file name of the executable file. 

19. The device of claim 15, wherein the reference to the executable file 

is a script element or ajQuery function call, the script element comprising a source 

attribute with a value identifying the executable file. 

20. The device of claim 15, wherein the sending the executable file 

further comprises: 

extracting at least a directory and a file name from a path included 

in the request received from the client device for the executable file; 

determining whether the executable file is stored in the directory 

based on the file name; and 

generating and storing the executable file, when it is determined 

that the executable file is not stored in the directory 

- 22 -
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21. The device of claim 20, wherein the generating the executable file 

further comprises generating a data URI for a cascading style sheet (CSS) background 

image stored in the directory and the executable file is further configured to, when 

executed by the client device, insert a style element into the web page, the style element 

including the data URI of the CSS background image. 
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[Type a quote from the 
document or the summary of an 
interesting point. You can 
position the text box anywhere 
in the document. Use the 
Drawing Tools tab to change 
the formatting of the pull quote 
text box.] 

!vice 200 I -

Modify the Image Element to Include a Data Attribute and to Replace the Vaiue 
of the Jmage Element Source Attribute ,vith a Data lJRl 2()_4 

------- ----------- --------..___ yr -=::::--.:::==.__ Script Reference Inserted? ;?,Q~ ___ _::::::::::::.,,__---1 

--------------
N! 

i 

Insert a Reference to a JavaScript File Based on the Version File 208 

Send the Web Page to the Client Device 210 

Receive a Request for the JavaScript File from the Client Device ;;a;?, 

Extract a Directory and File Name from a Path included in the Request 2_1_:1 

___ 1 __ 
y ------ -----

,------00:-::::::::-:.__ _ _.:-__ JavaScript File Generated? 2J __ ~ _-:_-=-:::.::::.--=-_______________ _____. _ ___. 

N 

Crenerate a Data URI Map for Each [mage in the Directory 218 

Generate the JavaScript File Based on the Data URis ~-211 

Store the javaScript File 222 

Send the JavaScript File to the Client Device 224 
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302 
<div id" "rn;w",. ✓ 

<lmg sr c= "icons/fb, png" a: t,,,-"fm:ebook snare'' enc Ltci<."' "fb_soore()"/> 
d.1119 ,;re,, "icons/twitter. png" o "t= "Twitter Srn:ll"e" or:.c l1 ck" "twitter _SOON:!()''/> 

<!div.;,, 
.:div 'td="content''> 

<i.mg ,;t;>"http://WWW.(lOl'lel.COOl 1
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<:/di V> 306 
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""' 

FIG.3 

'304 

~ 400 402 
<div id-,..;t'nail'> / 
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<di.v H~•"content":> 404 
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406 
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FIG.4 

502 
functfon.un!undleTag(tagf r· ·· 7 . . . 

vor o "" {"icon:s/fb ,png": 'data:imge/png;i:mse64, i.VBORdK~UgMA •.• •, 
"imns/t.wi. t.ter .png": 'dQtQ:tmge/prig;basefi4, iV~~SUhEUgAM. ..• 'J 

vor elts~o.BIIIMt.getElfflel'ltsByT~(tag); ~04 
for (var i4; i<elts.length; i+-r) { 

var src..a[elts[iJ,getAttribute('dotll-bundle')J; 
if (src){ 

e 1 ts ('tJ , removeAttd.bute(' oota-burni1 ~ •) ; 
elts[iJ .sn: "" src; 

} 

} 
function U1'18undle() { 

W"!Btll'ldlelag('img'); 
unBundieTag('input')~ 

}; 
1mRundle(); 

FIG. 5 
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ABSTRACT 

A method, non-transitory computer readable medium, and web content 

management server device that sends each of a plurality of jobs requiring execution in 

5 order to service a received web service request to one of a plurality of slave web services 

configured to execute the plurality of jobs in parallel. A response from each of the 

plurality of slave web services is received. A web service response is generated based on 

the received responses. The generated web service response is provided in response to 

the received web service request. 
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METHODS !<'OR SERVICING WEB SERVICE REQUESTS USING PARALLEL 
AGILE \VEB SERVICES AND DEVICES THEREO'f 

FIELD 

[0001] This technology generally relates to methods and devices for optimizing 

delivery of web content and, more particularly, to methods for servicing web service 

requests using parallel agile web services and devices thereof. 

BACKGROUND 

[0002] Web services provide a standardized way of integrating web-based 

applications traditionally using eXtensible Markup Language (XML), SOAP, Web 

Services Description Language (WSDL), and/or Universal Description Discovery, for 

example, and Integration (UDDI) standards over an Internet Protocol (IP) backbone. 

XML can be used to tag data used by a web service, SOAP can be used to transfer the 

l 5 data, WSDL can be used for describing the web services available, and UDDI can be 

used for listing the available web services. Web services allow different applications 

located at different sources to communicate with each other efficiently and without 

custom coding vvhich can require a significant amount of resources. Additionally, 

because communications can be in XML, web services are not tied to any operating 

20 system or programming language. Recently, JavaScript Object Notation (JSON) has 

emerged as a standard object-based messaging format alternative to XML that can be 

used with the Hypertext Transfer Protocol (HTTP) to generate web services for web 

applications. 

(0003] Unlike traditional client/server models, web services do not provide an 

25 end user with a graphical user interface (GUI). Instead, web services share data and 

processes through an application interface across a network. These application interfaces 

are invoked and used to interpret any resulting data. Web services are increasingly 

popular since it is relatively easy to integrate them into applications to extend the features 

offered to end users. However, web service requests are also increasingly complex. For 

30 example, many web services require content from various sources to be mashed-up in 
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order to provide a response. Accordingly, the processing of web service requests often 

requires significant resources, as well as a significant amount of time. 

SUMMARY 

[00041 A method for servicing web service requests using parallel agile web 

5 services includes sending, with a web content management server, each of a plurality of 

jobs requiring execution in order to service a received web service request to one of a 

plurality of slave web services configured to execute the plurality of jobs in parallel. A 

response from each of the plurality of slave web services is received with the web content 

management server. A web service response is generated, with the web content 

10 management server, based on the received responses. The generated web service 

response is provided, with the web content management server, in response to the 

received web service request 

[0005] A non-transitory computer readable medium having stored thereon 

instructions for servicing web service requests using parallel agile web services 

15 comprising machine executable code which when executed by a processor, causes the 

processor to perform steps including sending each of a plurality of jobs requiring 

execution in order to service a received web service request to one of a plurality of slave 

web services configured to execute the plurality of jobs in parallel, A response from each 

of the plurality of slave web services is received. A web service response is generated 

20 based on the received responses. The generated web service response is provided in 

response to the received web service request. 

l0006] A web content management server device includes a processor coupled to 

a memory and configured to execute programmed instructions stored in the memory 

including sending each of a plurality of jobs requiring execution in order to service a 

25 received web service request to one of a plurality of slave web services configured to 

execute the plurality of jobs in parallel. A response from each of the plurality of slave 

web services is received. A web service response is generated based on the received 

- 2 -
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responses. The generated web service response is provided in response to the received 

web service request. 

[00071 This technology provides a number of advantages including methods, non-

transitory computer readable medium, and devices that facilitate more efficient and 

5 effective processing of web service requests using parallel slave web services to retrieve 

content required to generate a web service response. The parallel slave web services 

advantageously run in an emulated JavaScript environment which is capable of executing 

other web service functionality implemented using JavaScript. Accordingly, with this 

technology, web service requests can be processed by an increased number of devices, 

l O including mobile devices and tablets with special requirements, and in relatively less 

time. 

BRIE.F DESCRIPTION O.F THE DRAWINGS 

[0008] FIG. 1 is a block diagram of an environment with an exemplary web 

content management server; 

15 [0009] FIG. 2 is a flow chart of an exei:nplary rnethod for processing web service 

requests with a master web service using parallel agile web services; 

[00101 FIG. 3 is a flow chart of an exemplary method for processing with parallel 

agile \Veb service jobs received from a master web service; 

[0011] FIG. 4 is an exemplary code fragment of an exemplary master web service 

20 configured to perform the exemplary method of FIG. 2; 

[0012] FIG. 5 is an exemplary code fragment of an exemplary slave web service 

configured to perform the exemplary method of FIG. 3; and 

[0013] FIG. 6 is an exemplary configuration file defining the role of an 

exemplary slave web service. 

25 
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DETAILEI) DESCRIPTION 

[00141 An exemplary network environment l O with a web content management 

server 12 coupled to client devices 14(1)-14(11) and server devices 16(1)-16(n) is 

illustrated in FIG. L In this example, the web content management server 12, client 

5 devices 14(1)--14(n), and server devices 16(1)-16(11) are coupled together by 

communication networks 18( l )-18(2), although other numbers and types of systems, 

devices, and/or elements in other configurations or network topologies can also be used. 

This technology provides a number of advantages including methods, non-transitory 

computer readable medium, and devices that facilitate more efficient and effoctive 

10 processing of web service requests using parallel slave web services to retrieve content 

required to generate a web service response. 

[0015] The web content management server 12 is coupled to the client devices 

14(1)-l4(n) by the communication network 18(1) which can include one or more local 

area network(s) (LANs) and/or wide area network(s) (WANs). In this example, the web 

15 content management server 12 is further coupled to the server devices 16(1 )-16( n) by the 

communication network 18(2), which may also include one or more LANs and/or W ANs. 

Other network devices configured to generate, send, and receive network 

communications and coupled together via other topologies can also be used. Vi'hile not 

shov.'11, the network environment 10 also may include additional network components, 

20 such as routers, switches and other devices, which are well known to those of ordinary 

skill in the art and thus will not be described here. 

[0016] The web content management server 12 may perform any number of 

functions including optimizing content retrieved from the server devices 16(1 )-l 6(n) for 

25 display on the client devices 14(1 )-14(n), for example. In this example the \Neb content 

management server 12 includes a processor 20, a memory 22, and an input/output system 

24, which are coupled together by a bus 26 or other link, although other numbers and 

types of components, parts, devices, systems, and elernents in other configurations and 

locations can be used. 

- 4 -
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[00171 The processor 20 in the web content management server 12 executes a 

program of stored instructions one or more aspects of the present invention, as described 

and illustrated by way of the embodiments herein, although the processor 20 could 

execute other numbers and types of programmed instructions. The processor 20 of the 

5 vveb content management server 12 may comprise one or more central processing units or 

general pmvose processors with one or more processing cores, for example. 

[00181 The memory 22 in the web content management server 12 stores these 

programmed instrnctions for one or more aspects of the present invention, as described 

and illustrated herein, although some or all of the programmed instructions could be 

10 stored and/or executed elsewhere. A variety of different types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) in the 

system or a floppy disk, hard disk, CD ROM, DVD ROM, or other computer readable 

medium which is read from and/or written to by a magnetic, optical, or other reading 

and/or writing system that is coupled to the processor 20, can be used for the memory 22 

15 in the web content management server 12. 

[0019] The input/output system 24 in the web content management server 12 is 

used to operatively couple and communicate between the ,Neb content management 

server 12, client devices 14(1 )-14(n), and server devices l 6( 1 )-16(n), which are all 

coupled together via the communication networks 18( 1 )-18(2 ), although other types and 

20 numbers of communication networks or systems with other types and numbers of 

connections and configurations to other devices and elements can also be used. By way 

of example only, the communication networks 18(1 )-18(2) can use TCP/IP over Ethernet 

and industry-standard protocols, including hypertext transfer protocol (HTTP), secure 

HTTP (HTTPS), wireless application protocol (W AP), and/or SOAP, although other 

25 types and numbers of communication networks, such as a direct connection, modems and 

phone lines, e-mail, and wireless and hardwire communication technology, each having 

their own communications protocols, can be used. 

-s -
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[0020] The client devices 14(1)-12(n) enable a user to request, receive, and 

interact with applications, web services, and content hosted by the server devices 16( l )

l 6(n) through the web content management server 12 and using the communication 

network 18(1), although one or more of the client devices 14(l)-l4(n) could access 

5 content and utilize other types and numbers of applications from other sources and could 

provide a wide variety of other functions for the user. In some examples, the client 

devices 14(1 )-14(n) comprise mobile devices with Internet acc,~ss that enable web pages 

and other content stored by the server devices 16(1)-16(n) to be retrieved and rendered. 

By way of example only, the client devices l 4(1 )-14(n) can be smart phones, personal 

10 digital assistants, tablets, or computers. 

[0021] Each of the client devices 14( 1 )-14(n) includes a processor, a memory, an 

input device, a display device, and an input/output system, which are coupled together by 

a bus or other link, although one or more of client devices 14(1 )-14(n) can include other 

numbers and types of components, parts, devices, systems, and elements in other 

15 configurations. The processor in each of the client devices 14(1)-14(n) can execute a 

program of instructions stored in the memory the client device 14( 1 )- l 4(n) for one or 

more aspects of the present invention, as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

[00221 The input device in each of the client devices 14( 1 )- I 4(n) can be used to 

20 input selections, such as a request for a particular web page or other content stored by one 

or more of the server devices 16(1 )-l 6(n), although the input device could be used to 

input other types of requests and data and interact with other elements. The input device 

can include keypads, touch screens, and/or vocal input processing systems, although 

other types and numbers of input devices can also be used. 

25 [0023J The display device in each of the client devices 14(] )-14(n) can be used to 

show data and information to the user, such as web pages and other content retrieved 

from the server devices 16(1 )-l 6(n) by way of example only. The display device in each 

of the client devices 14(1)-14(n) can be a mobile phone screen display, although other 

- 6 -
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types and numbers of displays could be used depending on the particular type of client 

device. 

(00241 The input/output system in each of the client devices 14(1)-14(n) can be 

used to operatively couple and communicate between the client devices 14(1 )-14(n), the 

5 web content management server 12, and the server devices 16(1)-·16(n) over the 

communication networks 18( l )-18(2). 

[0025! Each of the server devices 16(1 )-16( n) provides content including 'Web 

pages and web applications for use by one or more of the client devices 14(1 )-14(11) via 

the web content management server 12, although the server devices 16(1 )-l 6(n) can 

10 provide other numbers and types of content and perfom1 other functions. Each of the 

server devices 16(1 )-16(n) can include a processor, a memory, and an input/output 

system, which are coupled together by a bus or other link, although each of the server 

devices 16(1 )-l 6(11) can have other numbers and types of components, parts, devices, 

systems, and elements in other configurations. 

15 [0026] The processor in each of the server devices 16(1)-16(n) executes a 

program of instrnctions stored in the memory of the server devices 16(1 }-16(n) for one or 

more aspects of the present invention, as described and iliustrated by way of the 

embodiments herein, although the processor could execute other numbers and types of 

programmed instructions. 

20 l 0027] The input/ output system in each of the server devices 16(1 )- l 6(n) is used 

to operatively couple and communicate bet\veen the server devices l6(l)-16(n), the web 

content management server 12, and the client devices 14(1)-l4(n) via the communication 

networks 18( 1 )-18(2). 

[0028] Although embodiments web content management server 12, the client 

25 devices 14(1)-14(n), and the server devices 16(1)-16(n) are described and illustrated 

herein, each of the web content rnanagement server 12, the client devices 14(1 )-14(n), 

and the server devices 16(1)-16(n) can be implemented on any suitable computer 

- 7 -
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apparatus or computing device. It is to be understood that the apparatuses and devices of 

the embodiments described herein are for exemplary purposes, as many variations of the 

specific hardware and software used to implement the embodiments are possible, as will 

be appreciated by those skilled in the relevant art(s). 

[0029] Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital 

signal processors, and micro-controllers, programmed according to the teachings of the 

embodiments, as described and illustrated herein, and as will be appreciated by those 

ordinary skill in the art. 

[0030] In addition, two or more computing apparatuses or devices can be 

substituted for any one of the devices in any embodiment described herein. Accordingly, 

principles and advantages of distributed processing, such as redundancy and replication 

also can be implemented, as desired, to increase the robustness and performance of the 

devices of the embodiments. The embodiments may also be implemented on computer 

15 apparatuses or devices that extend across any suitable network using any suitable 

interface mechanisms and communications technologies, including by way of example 

only telecommunications in any suitable fonn (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular communications 

networks, G3 communications networks, Public Switched Telephone Network (PSTNs), 

20 Packet Data Networks (PDNs), the [nternet, intranets, and combinations thereof. 

[0031] The embodiments may also be embodied as one or more non-transitory 

computer readable medium having instructions stored thereon for one or more aspects of 

the present invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to carry out 

25 the steps necessary to implement the methods of the embodiments, as described and 

illustrated herein. 

[0032] An exemplary method for servicing web service requests using parallel 

agile web services will now be described with reference to FIGS. 1-6, Referring more 
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specifically to FIG. 2, a flow chart of an exemplary method for processing web service 

requests with a master web service using parallel agile web services is illustrated. In this 

example, in step 200, the web content management server 12 receives a web service 

request from one of the client devices 14(1 )-14(n). The web service request can be fi)r 

5 social media posts, blog summaries, or any other content stored by one or more of the 

server devices l6(1)-16(n), for example. In the example described and illustrated herein, 

the received web service request is frw the last five social media (e.g., Facebook@) posts 

for each of twenty users of a social media service associated with a user ( e.g., Facebook@) 

friends) of the requesting one of the client devices 14(1)-14(n). 

1 O [0033] In step 202, the web content management server 12 determines whether 

the request received in step 200 requires execution of a plurality of jobs in order to 

service the request. In the example described herein, the web content management server 

12 may determine that the request requires execution of twenty jobs, one for each of the 

users for \Vhich the last five posts have been requested. In this example, the social media 

15 service will have to be called twenty times in order to retrieve the last five posts for each 

of the twenty users identified in the received web service request 

[00341 In other examples, the received web service request may be for the last ten 

posts for only one user of the social rnedia service, in which case the web content 

management server l 2 may detennine in step 202 that a plurality of jobs are not required 

20 in order to service the request. The web content management server 12 can be configured 

by an administrator, for e:rnmple, to determine that a received '"·eb service request 

requires execution of a plurality of jobs based on any criteria or type of analysis of the 

web service request. 

[0035] Additionally, an administrator of the web content management server 12 

25 can define a threshold number of jobs requiring execution in order to satisfy the condition 

in step 202. Alternatively, the ;;,'.ondition in step 202 can be satisfied whenever the web 

content management server 12 determines more than one job must be executed in order to 

service the received \Veb service request If the web content management server 12 
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determines in step 202 that the web service request received in step 200 does not require 

execution of a plurality of jobs, then the web content management server l 2 proceeds to 

step 204. 

[0036] In step 204, the web content management server 12 retrieves content from 

5 one or more of the server devices 16(1)-16(n) and generates and sends a web service 

response to the requesting one of the client devices 14(l)-14(n). Accordingly, if the web 

content management server 12. determines a plurality of jobs are not required in order to 

service the received web service request, then the web service request is processed based 

on one or more sequential requests for content sent by the web content management 

l 0 server 12 to the server devices 16(1 )-16(n) on behalf of the requesting one of the client 

devices 14(l)-14(n). Subsequent to servicing the web service request, or in parallel, the 

web content management server l 2 may retrieve another web service request from one of 

the client devices 14(1 )-14( n) in step 2 00. 

[0037] Referring back to step 202, if the web content management server 

15 determines that the web service request received in step 200 does require execution of a 

plurality of jobs, then the web content management server 12 proceeds to step 206. In 

step 206, the web content management server 12 executes a master web service in an 

emulated JavaScript environment, although other types of environments could be used 

The emulated JavaScript environment can be generated, for example, as described and 

20 illustrated in U.S. Patent Application No. 12/802,670, entitled "Methods for Utilizing a 

JavaScript Emulator in a Web content management server and Devices Thereof," which 

is incorporated by reference herein in its entirety, although other methods of generating 

an emulated JavaScript environment can also be used. 

j00381 In step 208, the master web service executed by the vveb content 

25 management server 12 inserts the plurality of jobs requiring execution in order to service 

the web service request into a queue. The queue can be maintained in the memory 22 for 

example, although the queue can also be stored elsewhere. ln the example described 
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earlier, the master web service inserts the twenty jobs that require a call to the social 

media service for the last five social media posts for one of the twenty specified users. 

[00391 In step 210, the master web service executed by the web content 

management server l 2 determines whether the queue is empty. In a first iteration. the 

5 web content management server 12 will determine in step 210 that the queue is not 

empty. However, in subsequent iterations, all of the jobs may have been sent by the 

master web service to threads configured to request execution of each of the jobs by one 

of a plurality of slave web services resulting in an empty queue. If the master web 

service executed by the web content management server 12 determines that the queue is 

10 not empty, then the No branch is taken to step 212. 

[0040] ln step 212, the master web service executed by the web content 

management server 12 determines whetht~r a thread is available to receive one of the jobs 

stored in the queue. In a first iteration, the web content management server 12 will 

determine in step 212 that a thread is available. However, in subsequent iterations, slave 

l 5 web services may be executing jobs sent by each of the threads and a thread may not be 

therefore be available. 

(0041] The total number of slave vveb services can be established by an 

administrator of the web content management server 12, for example. The number of 

slave web services can be based on a number of threads or processes the system 

20 administrator wants to allow the web content management server 12 to execute 

concurrently, although the number of slave 1,veb services can be based on any other 

criteria. Additionally, web services can be designated as rnaster or slave based on a 

configuration established by an administrator of the web content management server 12, 

as described and illustrated in more detail later with reference to FIG. 6. Accordingly, if 

25 the master web service executed by the web content management server 12 determines 

that a slave web service is available, then the Yes branch is taken to step 214. 

[0042] In step 214, the master web service executed by the web content 

management server 12 generates a thread and sends one of the jobs from the queue to the 
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thread along with an index. The thread is configured to request execution of the one of 

the jobs by one of the available slave web services. The index will be returned to the 

master web service context and used to reorder the content received from the slave web 

services, as described and illustrated in more detail later \Vith reference to step 222. 

5 Upon sending one of the jobs from the queue, the master web service again determines 

whether the queue is empty in step 210. 

[0043! Accordingly, in this example, steps 210-214 are performed for each ofthe 

jobs and the master web service proceeds to send a job from the queue to a generated 

thread configured to request execution of the job from one of the slave web services until 

l O the master web service determines that the queue is empty in step 2 l O or that no more 

threads are available in step 212. For example, assuming that none of the slave web 

services have processed a job as requested by one of the threads, in this example, the 

master web service wiH determine in an eleventh iteration of step 212 lhat a thread is not 

available. 

15 [0044] If the master web service determines that a thread is not available, then the 

No branch is taken from step 212 back to step 212 and the master web service effectively 

waits until it determines a thread has finished processing a response sent by an associated 

slave web service, and is available to receive another job, prior to sending one of the jobs 

from the queue to the generated thread in step 214. Subsequent to generating a thread 

20 and sending another one of the jobs and an index to the generated thread in step 214, the 

master web service proceeds back to step 210, as described and illustrated earlier. Upon 

the master web service detennining, in step 210, that the queue is empty, the Yes branch 

is taken to step 216. 

100451 In step 216, one of the threads generated by the master web service 

25 executed by the web content management server 12 receives a response from one of the 

slave web services. ln this example, the response is a JavaScript Object Notation (JSON) 

response, although the response can be any type of response. The response includes 

content obtained from one or more of the server devices 16( 1 )-16(n) that satisfies the job 
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the slave web service was requested to execute by the thread, as described and illustrated 

in more detail later with reference to FIG. 3. 

[0046J In step 218, the one of the threads generated by the master web service 

executed by the web content management server 12 converts the received response into a 

5 JavaScript object and passes the JavaScript object and an index to a callback function 

executed in the master web service context, although the response and/or index can be 

converted and/or passed in other manners. The index passed in step 218 is the same 

index sent by the master web service to the one of the threads in step 214. In this 

example, the thread generated by the master web service converts the received response 

10 by using the JSON.parse() function, although other methods of converting the response 

received from the slave '\i\,'eb service can be used. 

[0047] In step 220, the master web service executed by the web content 

management server 12 determines whether there are more responses required to satisfy 

the web service request received in step 200. The master web service can determine 

15 whether there are more responses based on whether it has received a response from the 

threads corresponding to each of the indices sent along with one of the jobs in step 214. 

Alternatively, one or more of steps 210-220 can be perfonned by the master web service 

within the context of a function call such that control will only return to the master web 

service context when all of the slave web services have returned a response which is 

20 received by the master web service in step 216. 

[0048] If the master web service determines in step 220 that more responses are 

required to satisfy the web service requested received in step 200, then the Yes branch is 

taken to step 216. Steps 2] 6-2.2.0 are repeated until the master web service determines in 

step 220 that no more responses from the slave web services are required. In this 

25 particular example, steps 216-220 will be repeated twenty times or one time for each of 

the jobs sent to the threads in step 214. ff the master web service determines in step 220 

that no more responses are required, then the No branch is taken to step 222. 
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[00491 In this example, steps 216-220 proceed in parallel with steps 210-214 such 

that a response may be received by the master web service from one of the threads prior 

to the queue being empty and all of the jobs being sent to one of the threads. Since the 

slave web services process the jobs in parallel, the responses from the slave web services 

5 can be received from the tlm.~ads by the master web service in any order, generally 

depending on the time required for each slave web service to complete its job and retrieve 

the associated content from one or more of the server devices 16(1 )-16(n). 

[0050] in step 222, the master web service executed by the web content 

management server 12 generates a web service response based on the responses received 

10 in step 216, as converted in step 218, and the indices. As described and illustrated earlier, 

the threads can optionally pass the converted responses to a callback function in the 

master web service context in step 218. The callback function can be configured to store 

the JavaScript objects in a common location, optionally as associated with a 

corresponding one of the indices, extract one or more properties of the JavaScript objects, 

15 and/or perfonn any number of other functions. 

[0051] Accordingly, upon control returning to the master web service context, the 

master web service can generate a response to the web service request received in step 

200 by retrieving the JavaScript objects from the common location, for example. Once 

retrieved, the master web service can order the JavaScript objects, and/or content 

20 included therein, based on the index associated with each of the javaScript objects, to 

fommlate the web service response. 

[0052] In some examples, a plurality of different callback functions configured to 

execute different functionality can be provided in the master web service context and 

used by a thread depending on the job sent to the thread by the master web service. For 

25 example, the master web service may send a first subset of the threads jobs associated 

with a first social media service and a second subset of the threads jobs associated with a 

second social media service. In this example, the master web service may provide, and 

the threads may pass JavaScript objects and indices to, different callback functions 
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depending on the job received from the master web service in step 214, and the master 

web service can thereby mash up converted responses from the various slave web 

services to generate a web service response. 

[00531 In step 224, the master web service executed by the web content 

5 management server 12 sends the generated web service response to the requesting one of 

the client device 14(1 )- ] 4(n). Upon sending the web service response with the master 

web service, or during any of steps 202-224, the web content management server 12 can 

receive another web service request from one of the client devices 14(1 )-14(n) in step 

200. 

!0054] Refe1Ting more specifically to FIG. 3, a flow chart of an exemplary 

method for processing vvith parallel agile web service jobs received from a master web 

service is illustrated. In this example, in FIG. 300, one of the slave web services 

executed by the web content management server 12 receives one of the jobs, such as from 

a thread generated by the master web service, as described and illustrated earlier with 

15 reference to step 214 of FIG. 2. 

[0055] In step 302, the slave web service executed by the web content 

management server 12 retrieves content satisfying the job received in step 300 from one 

or more of the server devices 16(1 )-] 6(n). Accordingly, in this example, the slave web 

service retrieves the last five posts for one of the users of the social media service 

20 specified in the received job. The retrieved content can be HTML web pages, XML 

doc1.m1ents, RESTful web services, for example, or any other type of content. 

[0056] In step 304, the slave web service executed by the web content 

management server 12 generates a response including the retrieved content. In this 

example, the response is a JSON response, which can be generated using the 

25 JSON.stringify() function, for example, although other methods of generating a JSON 

response and other types of responses can also be used. 
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[00571 In step 306, the slave web service executed by the web content 

management server 12 sends the response to the thread from which the job was received. 

After processing the response received from the slave web service, the thread from which 

the job \Vas received becomes available to receive another job, as described and 

5 illustrated earlier with reference to step 212 of FIG. 2. 

[0058] In this example, steps 300-306 are performed in parallel for each of the 

slave web services receiving one of the jobs from a thread generated by the master web 

service in step 214 of FIG. 2. By breaking the ,veb service request into a plurality of 

jobs, and processing the jobs in parallel with a plurality of slave web services, the time 

IO required for the web content management server 12 to generate a response to the web 

service request can be reduced. 

[0059] Referring more specifically to FIG. 4, an exemplary code fragment 400 of 

an exemplary master web service configured to perform the exemplary method of FIG. 2 

is illustrated. In this example, the master web service uses "counter" and "generic" 

15 callback functions, as described and illustrated earlier ,vith reference to step 218 of FIG. 

2, depending on whether a response is successfully or unsuccessfully, respectively, 

received by a thread from one of the slave web services. The "counter" callback function 

takes the index of a job and a JavaScript o~ject, generated by a thread from a response 

received from slave web service, as parameters. 

20 [00601 The total number of threads is established as "1 O" in this example which 

c:orresponds to the number of slave web services currently processing or available to 

process a job at any time. Additionally, the executeBatch() function can be used in this 

example to perform steps 216-220. Upon completion of the executeBatch() function, 

control returns to the master web service context to generate the web service response, as 

25 described and illustrated earlier with reference to step 222 of FIG. 2. Accordingly, the 

master web service will automatically determine whether there are more responses in step 

220 of FIG. 2 based on whether the executeBatch() function has completed its execution. 
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[0061] Referring more specifically to FIG. 5, an exemplary code fragment 500 of 

an exemplary slave web service configured to perform the exemplary method of FIG. 3 is 

illustrated. Referring more specifically to FIG. 6, an exemplary configuration file 600 

defining the role of the exemplary slave web service 500 is illustrated. In this example, 

5 the slave web service 500 called catalogue-p-plp is assigned the rote of "slave." The 

configuration file 600 can be established by an administrator of the web content 

management server 12 and can be stored in the memory 22, for example, as described 

and illustrated earlier. Additionally, a corresponding configuration file can be 

established, or the same configuration file can be used, to define the role of a plurality of 

10 master and/or slave web services executable by the web content management sever 12. 

10062] With this technology, web service requests, such as requests requiring a 

large amount of content and/or content from a number of disparate sources, for example, 

can be divided into a plurality of jobs which are processed in parallel by slave agile web 

services to reduce the overall amount of time required to generate a response to the web 

15 service request. Accordingly, p01tions of content required io satisfy a web service 

request can be retrieved in parallel and mashed-up to generate a web service response. 

Advantageously, the process can utilize JavaScript executed in an emulated environment 

on behalf of client devices, including mobile computing or other devices with special 

requirements that may otherwise be unable to process such content 

20 
10063] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, 

improvements, and modifications will occm and are intended to those skilled in the art, 

25 though not expressly stated herein. T'l1ese alterations, improven1ents, and modifications 

are intended to be suggested hereby, and are within the spirit and scope of the invention. 

Additionally, the recited order of processing elements or sequences, or the use of 

numbers, letters, or other designations therefr1re, is not intended to limit the claimed 

processes to any order except as may be specified in the claims, Accordingly, the 

30 invention is limited only by the follov.'ing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for servicing web service requests using parallel agile 

web services, the method comprising: 

5 sending, with a web content management server, each of a plurality 

10 

15 

20 

25 

of jobs requiring execution in order to service a received web service request to one of a 

plurality of slave web services configured to execute the plurality of jobs in parallel; 

receiving, with the web content management server, a response 

from each of the plurality of slave web services; 

generating, with the web content management server, a web 

service response based on the received responses; and 

providing, with the web content management server, the generated 

web service response in response to the received web service request. 

2. The method of claim 1 wherein the sending further comprises 

sending each of the jobs and an index to one of a plurality of threads generated by a 

master web service executed in an emulated JavaScript environment, each of the threads 

configured to request execution of one of the jobs by one of the slave web services. 

3. The method of claim 2 wherein each of the slave web services is 

further configured to retrieve content from a server device, convert the retrieved content 

into a JavaScript Object Notation (JSON) response, and return the JSON response. 

4. 

object; 

The method of claim 3, wherein the generating further comprises: 

converting each of the returned JSON responses into a JavaScript 

passing each of the JavaScript objects and the index to a callback 

function, wherein the index corresponds to an order of a respective one of the jobs; and 

organizing the JavaScript objects based on the received indices. 
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5. The method of claim 4, wherein the passing further comprises 

passing each of the JavaScript objects and the index to one of a plurality of callback 

functions based on the job sent to each of the threads. 

6. The tnethod of claim 1, further comprising: 

determining, with the web content management server, when the 

received web service request requires execution of a plurality of jobs; and 

performing the executing, sending, receiving, generating, and 

10 providing steps when the determining indicates the received web service request requires 

execution of a plurality of jobs. 

The method of claim 6, further comprising: '7 ,. 

detennining, with the web content management server, when the 

15 plurality of jobs exceeds a maximum number of slave web services executable in parallel; 

20 

25 

and 

performing, with the web content management server, when the 

determining indicates the plurality of jobs exceeds a maximum number of slave web 

services executable in parallel, steps comprising: 

inserting, with the web content management server, the 

plurality of jobs into a queue; 

sending, with the web content management server, a 

number ofjobs corresponding to the maximum number of slave web services executable 

in parallel to the plurality of slave web services from the queue; and 

sending, with the web content management server, one of 

the plurality of jobs remaining in the queue upon receiving each response from one of the 

plurality of slave web services and until the queue is empty. 

8. A non-transitory computer readable medium having stored thereon 

30 instructions for servicing web service requests using parallel agile web services 
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comprising machine executable code which when executed by a processor, causes the 

processor to perform steps comprising: 

sending each of a plurality of jobs requiring execution in order to 

service a received web service request to one of a plurality of slave web services 

5 configured to execute the plurality of jobs in parallel; 

10 

receiving a response from each of the plurality of slave web 

services; 

generating a web service response based on the received responses; 

and 

providing the generated web service response in response to the 

received vveb service request. 

9. The medium of claim 8, wherein the sending fu1iher comprises 

sending each of the jobs and an index to one of a plurality of threads generated by a 

15 master web service executed in an emulated JavaScript environment, each of the threads 

configured to request execution of one of the jobs by one of the slave web services. 

10. The medium of claim 9, wherein each of the slave web services is 

further configured to retrieve content from a server device, convert the retrieved content 

20 into a JavaScript Object Notation (JSON) response, and return the JSON response. 

11. The medium of claim 10, wherein the generating further 

compnses: 

converting each of the returned JSON responses into a JavaScript 

25 object; 

passing each of the JavaScript objects and the index to a callback 

function, wherein the index cmTesponds to an order of a respective one of the jobs; and 

organizing the JavaScript objects based on the received indices. 
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12. The medium of claim 11, wherein the passing further comprises 

passing each of the JavaScript objects and the index to one of a plurality of callback 

functions based on the job sent to each of the threads. 

13. The medium of claim 8, further having stored thereon instructions 

comprising machine executable code which when executed by the processor, causes the 

processor to perform steps further comprising: 

determining when the received web service request requires 

execution of a plurality of jobs; and 

10 perfrmning the executing, sending, receiving, generating, and 

providing steps when the determining indicates the received \Veb service request requires 

execution of a plurality of jobs. 

14. The medium of claim 13, further having stored thereon instructions 

15 comprising machine executable code which when executed by the processor, causes the 

processor to perform steps further comprising: 

determining when the plurality of jobs exceeds a maximum 

number of slave web services executable in parallel; and 

performing when the determining indicates the plurality of jobs 

20 exceeds a maximum number of slave web services executable in parallel, steps 

compnsmg: 

inserting the plurality of jobs into a queue; 

sending a number of jobs corresponding to the maximum 

number of slave web services executable in parallel to the plurality of slave web services 

25 from the queue; and 

30 

sending one of the plurality of jobs remaining in the queue 

upon receiving each response from one of the plurality of slave web services and until the 

queue is ernpty. 
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15. A web content management server device, comprising; 

a processor coupled to a memory and configured to execute 

programmed instructions stored in the memory comprising: 

sending each of a plurality of jobs requiring execution in 

5 order to service a received ,veb service request to one of a plurality of slave web services 

configured to execute the plurality of jobs in parallel; 

receiving a response from each of the plurality of slave web 

services; 

generating a web service response based on the received 

] 0 responses; and 

providing the generated web service response in response 

to the received web service request. 

16. The device of claim 15, the sending further comprises sending 

15 each of the jobs and an index to one of a plurality of threads generated by a master \Veb 

service executed in an emulated JavaScript environment, each of the threads configured 

to request execution of one of the jobs by one of the slave web services. 

17. The device of claim 16, wherein each of the slave web services is 

20 further configured to retrieve content from a server device, convert the retrieved content 

into a JavaScript Object Notation (JSON) response, and return the JSON response. 

25 

18. The device of claim 17, wherein the generating further comprises: 

converting each of the returned JSON responses into a JavaScript 

object; 

passing each of the JavaScript objects and the index to a callback 

function, wherein the index corresponds to an order of a respective one of the jobs; and 

organizing the JavaScript objects based on the received indices. 
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19. The device of claim 18, wherein the passing t1.1rther comprises 

passing each of the JavaScript objects and the index to one of a plurality of callback 

functions based on the job sent to each of the threads. 

5 20. The device of claim 15, wherein the processor is further configured 

to execute programmed instructions stored in the memory further comprising: 

determining when the received web service request requires 

execution of a plurality of jobs; and 

performing the executing, sending, receiving, generating, and 

10 providing steps when the determining indicates the received web service request requires 

execution of a plurality of jobs. 

21. The device of claim 20, wherein the processor is further configured 

to execule programmed instructions stored in the memory further comprising: 

15 determining when the plurality of jobs exceeds a maximum 

20 

number of slave web services executable in parallel; and 

performing when the detem1ining indicates the plurality of jobs 

exceeds a maximum number of slave web services executable in parallel, steps 

comprising: 

inserting the plurality of jobs into a queue; 

sending a number of jobs corresponding to the maximum 

number of slave web services executable in parallel to the plurality of slave web services 

from the queue; and 

sending one of the plurality of jobs remaining in the queue 

25 upon receiving each response from one of the plurality of slave web services and until the 

queue is empty. 
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Receive a Web Service Request from a Client Device 20Q 

---------------- . :----------------- Require Executwn ot a ----.___ N <-.....-._------ Plurality of Jobs? ?-02 --~--

-...____ ----------- ----- ------
y 

Retrieve Content from a 

Server Device and 
Generated and Send 

Web Service Response 
20.4 

Execute a Master Web Service in an Emulated JavaScript Environment 206 

Insert with the Master Web Service the Plurality of Jobs into a Queue 2-QQ_ 

Generate with the Master Web Service a Thread and Send One of the Jobs 
from the Queue to the Thread Along with an Index i11 

,----------------~,~---------------, 
Receive with the Thread a Response from One of the Slave Web Services ?,J_Q 

Convert with the Thread the Received Response into a JavaScript Object and 
Pass the JavaScript Object and the Index to a Callback Function lLli 

l 
------'---

y ----- ----L--------=-==--=--- More Responses? 220 __ -::_--::::=-_________ -----------
N j 

Generate with the Master Web Service a Web Service Response Based on the 
Received Responses and Indices 222 

Send \Vith the Master Web Service the Web Service Response to the Requesting 
Client Device 224 

FIG. 2 

_ ___I 
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Receive with One of the Slave Web Services One of the Jobs 300 

Retrieve with the Slave Web Service Content Satisfying the Job 302 

:t: 
Generate with the Slave Web Service a Response Including the Content 301 

Returning with the Slave Web Service the Response 306 

for i=0~ i<pages; i++) { 
result.push(nu! 
Vll O { 

'service' . 'catalogue-p-p lp' , 
'pcwams'. {'url': page.s[i]}, 
'cache I ' r lei' , 
'retry Timeouts' : 5, 
'success': 'counter', 
'fat lure' : 'generic' 

} 
batch.push(o); 

} 

ws executeBatch({ 
'threads': 10, 
'batch': batch, 
'success': { 

}); 

}, 

'counter': tunct1on(index 1 obj) { 
result[index] • obj; 

} 

'fai..lure' : { 
'generic': tunction(tndex, status) { 

} 
} 

ws. response. error("Error on page " + index + " ·· + status); 
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~unction service (ws) { 
jse.settings.httpTtmeout = 30; 

} 

va~· url ws. request. para.l'f!s[' url 'J; 
i. f (url) { 

ws.load (urlt unction (ws 1 xhr) [ 
ws. response .,,. JSON. stringt fy( { 

'title': $('title') 
}) ; 

} 1 unction (ws, xhr) { 
ws.response.error(xhr.status, xhr.statusText); 

}) 
} 

FIG. 5 

<access_control> 
<global-rule "r1ttps "> 
</global-rule> 
<.rule · "cotologue--p ,. "sltive"/;:,, 

<:/access_control> 

.FlG. 6 
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(57) Abstract: A method, computer readable rnediurn 
and apparatus for transfo1ming a request for web con
tent includes obtaining at a web content optimization 
compu1ing appara1us a hypertex1 transfer protocol 
(HTTP) request for a web page frorn at least one client 
compu1ing device. An eXtensible Markup Language 
(XML) document including a representation of the 
HTTP request is generated wi1h the web content optim
ization computing apparatus. At least one rnle docu
ment associated with the HTTP request is identified 
with the web content optimization computing apparat
us. The iden1ified at least one mle document is 1rans
fo1med with the web content optimization con1puting 
apparatus into an eXtensib]e Stylesheet Language 
(XSL) document including one or more templates. One 
or more of the templates of 1he XSL document are ap
plied with the web coment optimization compu1ing ap
paratrn; 1o transform the XML document. The 1rans
formed XML document is provided by the web content 
optimization computing apparatus. 
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METHODS FOR TRANSFORMING REQUESTS FOR "WEB 

CONTENT AND DEVICES THEREOF 

[0001] This application claims the benefit of US Patent Application 

Serial No. 13/360,357, filed January 27, 2012, which is hereby incorporated by 

5 reference in its entirety. 

I<TELD 

[0002] This technology generally relates to methods and devices for 

transforming requests for web content and, more particularly, for extending the 

extensible stylesheet language (XSL) in order to manage hypertext transfer 

10 protocol (HTTP) requests for web pages. 

BACKGROUND 

[0003] The introduction of extensible markup language (XML) and the 

extensible stylesheet language (XSL) specifications has provided an easy way to 

transfon:n documents between various fom1ats. This functionality has been 

15 included in web development frameworks, giving them the ability to 

automatically transform an XML document into a document \vith a different 

format, such as hypertext markup language (HTML) or extensible hypertext 

markup language (XHTML), integrating the original data wi1h graphic layout and 

user interface components. The XSL specifications are based on special 

20 constructs called templates that match a single element or a set of similar elements 

and rev.rrite them and their content based on instruction,~ defined in the template. 

!00041 Unfortunately, there is currently no effective ,;vay to define actions 

to take, based on attributes of a hypertext 1:ransfer protocol (HTTP) request, or 

othernrise to alter or comrol the flow of a web application and/or transaction 

25 processing the HTTP request. Attributes of the HTTP request can include HTTP 

header values and/or names of query or post parameters that correspond with -,veb 

page user interface functionality, such as a submit or purchase button, for 

example. While XSL has been utilized to transfonn the format of web content 

provided in response to an HTTP rcqu,:::st resulting from engagement with such 
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2 

user interface functionality, there is no effective method or device that is capable 

of manipulating an HTTP request based on the engaged functionality, on the type 

of request, or on any other attribute of the request, in order to communicate with a 

web application or otherwise affect the flow and/or processing of the request. 

SUMMARY 

[0005] A mcthod for transforming a request for web content includes 

obtaining at a web content optimization computing apparatus a hypertext transfer 

protocol (HTTP) request for a \Veb page from at leasi one client computing device. 

An extensible markup language (XML) document including a representation of 

l 0 the HTTP request is generated with the web content optimization computing 

apparatus. At least one rule document associated with the HTTP request is 

identified with the web content optimization computing apparatus. The identified 

at least one rule document is transformed with the web content optimization 

computing apparatus into an extensible stylcsheet language (XSL) document 

15 including one or more templates. One or more of the templates ofthe XSL 

document are applied with the web content optimization computing apparatus to 

transform the XML document. The transfom1ed XML document is provided by 

tbe web content optimization computing apparatus. 

[0006] A compwer readable medium having stored thereon instructions 

20 for transforming a request for ,veb content comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps including obtaining an HTTP requesl for a web page from at least one client 

computing device. An XML document including a representation of the HTTP 

request is generated. At least one rule document associated with the HTTP 

25 request is identified. The identified at least one rule document is transformed into 

an XSL docurnent including one or more templates. One or more of the templates 

of the XSL document are applied to transform the XML document. The 

trnnsformed XML document is provided. 

[0007] A web content optimization computing apparatus for transforming 

30 a request for web content includes one or more processors and a memory coupled 

9052706-3 
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to the one or more processors which are configured to execute programmed 

instructions stored in the memory including obtaining an HTTP request for a web 

page from at least one client computing device. An XML document including a 

representation of the HTTP request is generated. At least one rule document 

5 associated with the HTTP request is identified. The identified at least one rule 

document is transformed into an XSL document including one or more templates. 

One or more of the templates of the XSL document are applied to transform the 

XML document. The transformed XML document is provided. 

10008] This technology provides a number of advantages including 

JO providing a method, a comp1iter readable medium, and an apparatus that 

transforrn.s requests for web content by utilizing XSL to manipulate an HTTP 

request for the content. More specifically, examples of this technology generate 

an XML document representing an HTTP request and apply one or more rules to 

the XML document., the rules being predefined and represented in one or more 

15 templates of an XSL document. With this technology, the applied rules can 

manipulate one or more HTTP request headers or request parameters and/or the 

actions responsive to the HTTP request and/or flow of the application and/or web 

transaction configured to process the HTTP request. 

20 

BRIEi<' DESCRIPTION OF THE ORA ,vINGS 

rooo9J FIG, 1 is a block diagram of an exemplary environment with a web 

content optimization computing apparatus configured to transform a request for 

web content; 

[0010] FIG 2 is a flow chart of an exemplary method transforming a 

request for web content; 

25 FIG. 3 is an exemplary hypertext transfer protocol (HTTP) request 

[0011] FTG. 4 is an exemplary extensible markup language (XML) 

document including a representation of the HTTP request of FIG. 3; 

10012] FIG. 5 is an exemplary rule document; 
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!0013] FIG. 6 is an exemplary extensible stylesheet language (XSL) 

document including a plurality of exemplary templates and resulting from an 

exemplary transformation of the rnie document ofF1G. 5; and 

[0014] FJG. 7 is an exemplary XML document transformed according to 

5 an exemplary application of the templates of the XSL document ofFJG. 6. 

DETAILED DESCRJPTJON 

(0015] An exemplary environment 10 ,vith a web content optimization 

computing apparatus 12 configured to transform requests for web content is 

illustrated in FlG. 1, although this technology can be implemented on other types 

l O of devices, such as one of the web server devices 16(1)-16(n), or any other server 

computing apparatus configured to receive and process hypertext transfer protocol 

(HTTP) requests, by way of example only. The exemplary environment l 0 

includes the web content optimization computing apparatus 12, client de~vices 

14(1)-14(11), the web server devices 16( l )-16(n), and communication networks 

15 18(1)-18(2), although other numbers and type,s of systems, devices, and/or 

clements in other configurations and environments with other communication 

network topologies can be used. This technology provides a number of 

advantages including providing a method, computer readable medium and an 

apparatus that transforms HTTP requests for web content, such as a hypertext 

20 markup language (HTML) web page, for example, in order to manipulate one or 

more actions taken based on the HTTP request headers and/or parameters 

f0016] Reforring more specifically to FIG. 1, the web content optimization 

computing apparatus 12 includes a central processing unit (CPU) or processor 13, 

a memory 15, and an interface system 17 ,vhicb are coupled together by a bus 19 

25 or other link, although other numbers and rypes of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor 13 in the web content optimization computing apparatus 12 executes a 

program of stored instrnctions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments herein, although the 

30 processor could execute other numbers and types of programmed instructions. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1240 of 2149



CA 0286Hi02 2014--07-<!.6 

WO 2013/112285 PCTiUS2013i020726 

[0017] The memory 15 in the web content optimization computing 

apparatus 12 stores these programmed instructions for one or more aspects of the 

present invention as described and illustrated herein, although some or ali of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

5 different types of memory storage devices, such as a random access memory 

(RAM) or a read oniy memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor 13, can be used for the memory 15 in the \Neb 

10 content optimization computing apparatus 12. 

[0018] The interface system 17 in the web content optimization computing 

apparatus 12 is used to operatively couple and communicate between the web 

content optimization computing apparatus 12 and the client devices l4(1)-14(n) 

and the web server devices 16(1)-16(11) via the communication networks 18(1) 

15 and 18(2), although other types and numbers of communication networks with 

other types and numbers of connections and configurniions can be used_ By way 

of example only, the communication networks 18(1) and 18(2) can use TCP/JP 

over Ethernet and industry-standard protocols, including HTTP, HTTPS, WAP, 

and SOAP, although other types and numbers of communication networks, such 

20 as a direct com1ectio11, a local area network, a wide area network, modems and 

phone lines, e-mail, and wireless and hardwire communication technology, each 

having their ow11 communications protocols, can be used, 

[0019] Each of the client devices 14(1)-14(11) enables a user to request, 

receive, and interact with ,iveb pages from one or more web sites hosted by the 

25 web server devices 16(1)-16(n) through the web content optimization computing 

apparatus 12 via one or more communication networks 18(1 ), although one or 

more of the client devices 14(1)-l4(n) could access content and utilize other types 

and m1mbers of applicattons from other sources and could provide a wide variety 

ofother functions for the user. Although multiple client devices 14(1 )-14( n) are 

30 shown, other numbers and types of user computing systems could be used. Jn one 

example, the client devices 14(1)-l4(n) comp1isc smart phones, personal digital 

assistants, computers, or mobile devices with lniemet access that permit a website 
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form page or other retrieved web content to be displayed on the client devices 

14(] )-l4(n). 

[0020] Each of the client devices 14(1 )-l 4(n) in this example is a 

computing device that includes a central processing unit ( CPU) or processor 20, a 

5 memory 22, user input device 24, a display 26, and an interface system 28, which 

are coupled together by a bus 30 or other link, although one or more of the client 

devices 14( l }-l 4(n) can include other numbers and types of components. parts, 

devices, systems, and elements in other configurntions. The processor 20 in each 

of the client devices 14(1 )-l 4(n) executes a program of stored instructions for one 

10 or more aspects of the present invention as described and illustrated herein, 

although tbe processor could execute other numbers and types of programmed 

instructi on.s. 

[0021] The memory 22 in each of the client devices 14(J)-14(n) stores 

these programmed instructions for one or more aspects of the present invention as 

15 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of differen1 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

20 magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1 )-

14(n). 

100221 The user input device 24 in each of the client devices 14(1)-14(n) is 

used to input selections, such as requests for a particular website form page or to 

25 enter data in fields of a form page, although the user input device could be used to 

input other types of data and interact with other elements. The user input device 

can include keypads, touch screens, and/or vocal input processing system,;, 

although other types and numbers of user input devices can be used. 

[0023] The display 26 in each of the client devices 14( 1 )- l 4(n) is used to 

30 show data and information to the user, such as website page by way of example 

ACCESSIBE LTD EXHIBIT 1004 
Page 1242 of 2149



CA 0286Hi02 2014--07-<!.6 

WO 2013/112285 PCT/USWl.J/020726 

- 7 -

only. The display in each of the client devices 14(] )-14(11) can be a mobile phone 

screen display. although other types and numbers of displays could be used 

depending on the particuiar t)1)C of client device 14(1 )-14{ n). 

[0024] The interface system 28 in each of the client devices 14(1)--14(11) i,'-

5 used to operatively couple and cormnunicate between the client devices 14(1 )-

10 

l 4(n), the web content optimization computing apparatus 12, and the web server 

devices l 6(1 )-16(n) over the communication networks 18( 1) and 18(2)., although 

other types and numbers of communication networks with other types and 

numbers of connections and configurations can be used. 

f0025l The web server devices 16(1 )-] 6(n) provide web content such as 

one or more pages from one or more web sites for use by one or more of the client 

devices l4(1)-14(n) via the web conient optimization computing apparatus 12, 

although the web server devices 16( 1)- l 6( n) can provide other numbers and types 

of applications and/or content and can provide other numbers and types of 

15 functions. Although the web server devices 16(1)-l6(n) are shown for ease of 

illustration and discussion, other numbers and types of web server systems and 

devices can be used. 

f002(i] Each of the web server devices 16(1 )-l 6(n) include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

20 coupled together by a bus or other link, although each of the web server devices 

16(1)-16(n) could have other numbers and types of component-., parts, devices, 

systems, and elements in other configurations and locations. The processor in 

each of the web server devices l 6(1 )-16(n) executes a program of stored 

instructions one or more aspects of the present invention as described and 

25 illustrated by way of the embodiments herein, although the processor could 

execute oiher numbers and types of programmed instructions. 

The memory in each of the web server devices l 6(1 )-16( n) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments described and illustrated 

30 herein, although some or all of the programmed instructions could be stored 
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and/or executed elsewhere, A variety of different types of memory storage 

devices, such as a random accesi> memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk. hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or ,vritten to by a magnetic, 

5 optical, or oth-:::r reading and/or writing system that is coupled to the processor, 

can be used for the memory in each of the web server devices 16( l )-16(n). 

[0028] The interface system in each of the web server devices 16(] )--16(n) 

is used to operatively couple and communicate between the web server devices 

16(1)-16(11), the web content optimization computing apparatus 12, and the client 

10 devices 14(])-14(n) via the comnnmica1ion networks 18(1) and 18(2), although 

other types and numbers of communication networks with other types and 

numbers of connections and configurations can be used. 

[0029] Although embodiments of the web content optimization computing 

apparatus 12, tbe cii cnt devices 14(1 )-14(n), and the web server devices 16(1 )-

15 l 6(n), are described and illustrated herein, each of the client devices 14( 1 )- l 4(n ), 

the web content optimiz.ation computing apparatus 12, and the web server devices 

l 6( 1 )-16(n ), can be implemented on any suitable computer system or computing 

device. It is to be understood that the devices and systems of the embodiments 

described herein are for exemplary pu ... -rposes, as many variations of the specific 

20 hardware and software used 1o implement the embodiments arc possible, as will 

be appreciated by those skilled in the relevant art(s), 

[0030! Furtbermore, each of the system ... '\. of the embodiments may be 

conveniently implemented using one or more general purpose computer sysiems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

25 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

10031] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any of the embodiments. Accordingly, 

principles and advantages of distributed processing, such as redundancy and 

30 replication also can be implemented, as desired, to increase the robustness and 
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performance of the devices and systems of the embodiments. The embodiments 

may also be implemented on computer system or systems that extend across any 

suitable network using any suitable interface mechanisms and communications 

technologies, including by way of example oniy telecommunications in any 

5 suitable form (e.g., voice and modem), wireless communications media, ,virckss 

communications netv,'orks, cellular communications networks, G3 

communications networks, Public Switched Telephone Network (PSTNs), Packet 

Data Networks (PDNs), the Internet, intranets, and combinations thereof. 

[0032] The embodiments may also be embodied as a non-transitory 

l O computer readable medium having instructions s.tored thereon for one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein, 

15 [0033] An exemplary method for transformin,g an HTTP request for web 

content with the web content optimization computing apparatus 12 will now be 

described with reference to FJGS. 2-7, although this technology can be executed 

by other types of devices, such as by one of the web server devices 16(1 )-16(n) 

and without a web content optimization computing apparatus 12 or other proxy 

20 server, for example. Referring more spcc1ficaily to FIG. 2, in step 200 the web 

content optimization computing apparatus 12 obtains an HTTP request for web 

content, such as an HTML web page, from at least one ofihe client devices 14(1)-

14(n). The requested web content can be stored on one or more of the web server 

de',ices 16( J )- i 6(n), for example. 

25 [0034] Referring to FlG. 3, an exemplary HTTP request 300 for the 

"http://processor.com/app/\vww.acme.com/samplei?a= l &b=2" uniform resource 

located (URL) is shown as communicated by one of the client devices 14(1)-14(n) 

using a web browser having a "my ___ browser" associated user agent identification. 

In this example, the "app" portion of the URL refers to the "app" application 

30 operating on the "processor.com" device, which can be the web content 

optimization computing apparatus 12. The "app" application is configured to 
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download the content referred to by the "www .acme.com/sample/?a= l &b=2" 

portion of the lJRL and optionally perform some operation on the content, based 

on the headers and/or query and/or post parameters of the HTTP request 300, such 

as transfomtlng the content into a desired format, such as HTML or XHTML 

5 and/or a desired graphical fom1at optimal for the browser identified by the user 

agent, for example. \Virh this technology, as described in detail below, the HTTP 

request can be manipulated such that the "app" application downloads web 

content referred to by a different lJRL than the original URL, performs a different 

operation on the content than indicated by the headers and/or query and/or post 

l O parameter values of the HTTP request 300, and/or performs an action differeni 

than, or in addition to, the transformation of the content into a different format, by 

way of example only. 

f0035J In order to manipulate the HTTP request 300, an XML document 

400 including a representation of the HTTP request is generated, at step 202, by 

15 the web content optimization computing apparatus 12. The XML document 400 

can include a plurality of elements, optionally nested by a request root element, 

the values of which are based on the contents of the HTTP request 300. ln this 

example, the value of the URL element is the URL of the content to be 

downloaded, without any query parameters, the value of the currentscrvcr element 

20 is the name of the device running the "app'' application, such as the web content 

optimization computing apparatus l 2, that will process the HTTP request 300 to at 

least retrieve the requested content from one of the web server devices 16, the 

value of the rernoteip element is the IP address of the requesting client device 

14(1 )- l 4(n), the value of the headers element is a param element list, the name 

25 attribute of each element of which corresponds to each header of the 1--ITTP 

request 300 such as the host, user-agent, and accept headers and the value of each 

element of which is included in the HTTP request 300, the value of the original-ua 

element is the user agent header of the HTTP request 300, and the value of the 

query element is a param element list, the name attribute of each element of which 

30 corresponds to each query parameter of the URL associated with the HTTP 

request 300 and the value of each element ohvhich is included in the URL 

associated with the HTTP request 300. 

90:,2706-) 
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[0036] While empty in the exemplary XML document 400 shown in FIG_ 

4. a plurality of other elements can be provided in the XML document 400, and 

can contain value(s) based on the HTTP request 300, including a post element 

having a value of a param elemem list, the name attribute of each element of 

5 which corresponds to each post parameter of the HTTP request 300 and the value 

of each element of which is set forth in the HTTP request 300, a cookies element 

having a value of a param element list, the name attribute of each element of 

which corresponds to a cookie name as included in the HTTP request 300 and the 

value of eac:h element of which corresponds to a cookie value as included in the 

10 HTTP request 300, and an imode element having a st£-ing value indicating whether 

the requesting client device 14(1 )-14(n) supports i-mode services. 

f0037J In other examples, the X1v1L document 400 can contain a plurality 

of other elements representing actions that can be perfonned by the ''app" 

application including a redirect element having a value of a URL of a location to 

15 \vhich the HTTP request 300 is to be redirected, an auto _redirect element having a 

value of a string indicating the "app" application should implement an automatic 

redirect algorithm, such as that described in U.S Patent Application Nos. 

12/927,169 and 13/135,707, each of which is hereby incorporated by reference in 

its entirety, an encoding dcm.ent having a string value indicating the character set 

20 to be used to read the web content requested by the HTTP request 300, a content

type element having a string value indicating the content or mime type to be used 

to read the web content requested by the HTTP request 300, a popup element 

having a value to be sent to the requesting client device 14( 1 )-14(n) to be 

displayed on the requesting client device 14(1)-14(n) instead of the requested web 

25 content, an e£Tor element having a string value including an error message to be 

displayed on the requesting client device 14( J )-14(n) when one or more at!Tibutes 

and/or values of the attributes of the HTTP request 300 are invalid, for example, 

and a ua element having a string value indicating a user agent to be used by the 

''app" application, prior to retrieving the requested web content from the web 

30 server device 16(1 )-16(n), instead of the user agent indicated in the HTTP request 

300. 
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[0038] ln step 204, the web content optimization computing apparatus 12 

determines whether a mle document exists for the HTTP request 300. The web 

content optimization computing apparatus 12 can identify at least one mle 

document 500 associated with the HTTP request 300 based on a match of at least 

5 a portion of the URL included in the HTTP request 300 or the value of any of the 

headers included in the HTTP request 300, for example, Accordingly, a plurality 

of rule doc,m1ents can be stored in the memory 15 of the web content optimization 

computing apparatus 12 as associated, such as in a table, with one or more 

attributes of an HTTP request. In one example, a rule document is provided for a 

10 plurali,y ofURLs and the web content optimization computing apparatus 12 is 

configured to identify the rule document applicable to the current HTTP request 

based on a match in the table of the URL included in the current HTTP request. 

In another example, a rnle document is stored for one or more user agents and the 

web content optimization computing apparatus 12 is configured to identif:r' the 

15 rule document applicable to the current HTTP request based on a match in the 

table of the value of the user agent indicated in the HTTP request or in the ua 

element of the XML document representing the HTTP request, for example. If no 

rule document is identified at step 204, the web content optimization computing 

apparatus 12 provides the Xi\,1.L document 400 at step 206, such that the requested 

20 web content can be retrieved from the web server device 16(1 )- l 6(n) and 

communicated to the requesting client devic:e 14(1 )-14(n). 

30 

[0039] ff a rule document 500 is identified for the HTTP request at step 

204, the web content optirnizalion computing apparatus i 2 transfom1s, at step 203, 

the identified mle document 500 into an eXiensible Stylesheet Language (XSL) 

document 600 including one or more templates. An exemplary mle document 500 

is shown in FTG. 5 as including two rule elements, each including a "for" 

condition satisfied based upon a match of a query or post parameter name, for 

example, and each also including one or more commands nested by an execute 

element. 

ln this example, the rule clements of the rule document 500 arc 

established based on a match of a name of the query parameters included in a 

URL associated with the HTTP request 300, although in other examples one or 
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more rules can be applied based on a match of the name of a post parameter, or 

based on any other attribute of the HTTP request 300. In one example, the name 

of one of a query or a post parameter included in a URL associated ;,vith the HTTP 

request 300 corresponds to the name of m;er interface functionality that, when 

5 engaged by a user of one of the client computing devices 14(1 }- l 4(n), results in 

generating the HTTP request 300 that is then communicated to the web content 

optimization computing apparatus 12. 

[0041] ln the example shown in FIG. 5, the parameter names included in 

the conditional expression arc ''a" and "c" and the commands in the first rule 

10 eiement are set-encoding and set-query-param and the command in the second 

rule is set-query-param. While the ''c" query parameter is not included in the 

HTTP request 300, the "a'' parameter name can indicate the name of user interface 

functionality such as a button that, when engaged by a user of one of the client 

computing devices 14(1)-14(n), causes the communication of the HTTP request to 

15 be sent to the web content optimization computing apparatus 12. ln other 

examples, the name of the query parameter and associated user interface 

functionality can be "submit'' or "purchase", for example, or any other string 

value corresponding to a button, image, link, or any other web functionality 

initiating an HTTP request 300. Accordingly, a rule element, such as the first rule 

20 element in the exemplary rule document 500 of FIG. 5, can be included and can 

correspond to the name of the user interface functionality. The set-encoding 

command of the first rule element has a string value indicating the character set to 

be applied to the requested \veb content by the "app" application. The sei-query-

param command bas a name atiribute of a query parameter of the HTTP request 

25 300 to be replaced by the value of the string indicated in the element. 

[0042] Accordingly, in this example, whenever a user engages the "a" 

button on a web page, an HTTP request 300 for content is initiated whereby the 

content is stored on a web senrer device 16( l )- l 6(n) located in Japan, for 

example, and requires Japanese encoding for proper manipulation and/or display. 

30 Therefore, a rule clement is recited m a rule document 500 conditional upon a 

match of the "a" query parameter name included in the HTTP request 300 and 
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including a set-encoding command with a "Shift _JIS" value indicating a Japanese 

character set 

[0043] In other examples, commands are set forth in one or more rule 

elements of the nile document 500 to manipulate one or more parameters of the 

5 I-ITTP request 300, mcluding a remove-post-param command configured to 

remove a specified post parameter from the HTTP request 300, a remove-query 

param command configured to remove a specified query parameter from the 

HTTP request 300, a set-all-post--params command configured to replace all post 

parnrncicrs of the HTTP request 300 with a specified post parameter value, a set-

10 all-query-params command configured to replace all query parameters of the 

HTTP request 300 with a specified query parameter value, and a set-post-pararn 

configured to set a specified post parameter of the HTTP request 300 with a 

specified value. 

roo44J In other examples, cormrnmds are set forth in one or more rule 

15 elements of the rule document 500 to change one or more parameters of the HTTP 

request 300 and/or one or more parameters of an HTTP response, including a set

content-type command configured to set the content type of the requested web 

content including in the HTTP request 300 or an HTTP response, a set-cookie 

command configured to set a new cookie in the HTTP request 300 or an HTTP 

20 response, a set-header command configured to add a header to the HTr P request 

300 or an HTTP response, and a set-user-agent command configured to change or 

set the user agent included in the HTTP request 300 or an HTTP response. 

[0045] in yet other examples, commands are set forth 1n one or more rule 

elements of the rule document 500 to change the flow of a web transaction and/or 

25 an action perfom1ed by the identified "app" application including a set-auto

redirect command configured to enable an automatic redirect algorithm, as 

identified above, a set-error command configured to set an error message to be 

displayed on the requesting client device 14(1 )-l 4(n), a set-popup command 

configured to display a virtual page on the requesting client device l 4(1 )- 14(n) 

30 instead of the web content requested by the HTTP request 300, a set-redirect 

command configured to generate an HTTP response status code 302 to be 
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communicated to the requesting client device 14( 1 )-l 4(n), and a set-url command 

configured to change the URL of the requested ·web content included in the HTTP 

request 300. 

[0046] Accordingly, in this example, the \veb content optimization 

5 computing apparatus 12 identifies the rule document 500, at step 204, of FIG. 5, 

based on an attribute of the HTTP request 300, as represented by the XML 

documeni 400, generated at step 202. and, in order to apply the mle(s) to the 

HTTP request 300, iransfom1s the mle document 500, at step 208, imo an XSL 

document 600 including one or more templates, an example of which is shown in 

10 FIG. 6. The XSL document 600 includes at least one template corresponding to 

each rule element included in the mle document 500 and, optionally, each 

command included in each rule element 

[0047] In the exemplary rule document 500 of FIG. 5, a first rule element 

is associated with a query or post parameter value of"a" and a second rule is 

15 associated wi!h a query or post parameter value of"c". The first rule includes a 

first command to set the encoding oftbe character set of the requested web 

content to "Shift_JIS", a Japanese encoding, and a second command to set the 

value of the query parameter having a value of"b" in the initial HTTP request to 

the value of ''JP." TI1e second rule includes a command to set the value of the 

20 query parameter having a vaiue of "e" in the HTTP request 300 io the value of 

'TRANSLATE". While the HTTP request 300 does not include a query 

parameter having a value of"e", as shown in FIG. 3, in one example all rule 

elements are included a,s pan of the transfonnation of the rule document 500 into 

the XSL document 600, and have a corresponding template in the XSL document 

25 600, irrespective of whether the rule element(s) arc applicable 10 the Clment 

HTTP request 300. 

[0048] in step 210, the web content optimization computing apparatus 12 

applies one or more of the templates of the XSL document 600 in order to 

transform the XML document 400 into the transformed XML document 700, an 

30 example of which is shown in FlG. 7. The exemplary XSL document 600, 

resulting from a transformation of the rule document 500, includes a first template 
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with a match expression for the "a" query parameter and configured to set a value 

for the encoding element to "Shift_JIS" when applied to the XJ\tlL document 400, 

as shown in the resulting transfom1ed XML document 700. The XSL document 

600 further includes a second template with a match expression for the "a" query 

5 parameter and configured to change the value of the "b'' query parameter from "2" 

to "JP" when applied to the XML document 400, as shown in the resulting 

transformed XML document 700. The XSL document 600 fi.irther includes a 1hird 

template with a match expression for a "c" query j)ararneter which is not satisfied 

by the current HTfP request 300. The rule elements included in the rule 

10 document 500 are exemplary only and the mle elements can include any number 

and type of commands as identified above, or any other comn1and. Additionally, 

the associated templates of the XSL document 600, resulting from a 

transformation of the rnle elements of the rule document 500, can change and/or 

set values for any element of the HTTP request 300. 

15 [0049] In step 212, the web content optimization computing apparatus 12 

provides the transformed XML document 700, such as to the "'app" application 

identified by the ljRL associated v.rith the HTTP request 300 and configured to 

process and service the HTTP request 300 according to the transformed XML 

document 700, including by retrieving the requested web content from the web 

20 server device 16(})-16(n) and communicating it to the requesting client computing 

device 14(1)-14(11). 

!0050] Accordingly, in this example, the "app" application interprets the 

HTTP request represented by the transformed XML document 700 to retrieve the 

requested content as identified by the "http:ih.vvvw.acme.comJsampl.e" value of the 

25 url clement and encodes the requested content with the Shift_)lS character set as 

indicated by the value of the encoding element, thereby overriding any other 

encoding that may have been applied by the "app'' application. Accordingly, in 

this example, the HTTP request 300 is manipulated, based on predefined rules, to 

ensure the proper display of the requested web content on the client device 14( 1 )-

30 14(n). 
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l0051J Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, a computer 

readable medium, and an apparatus that transforms requests for web content by 

utilizing XSL to manipulate an HTTP request for the content. More specifically, 

5 examples of this technology idcmify a ruic document based on one or more 

attribuies of an HTTP request, transfom1 the rule document into an XSl. 

document, and apply the XSL document to an XJv1L representation of the HTTP 

request. With this technology, one or more HTTP request headers, one or more 

HTTP request parameters andior parameter values, andior one or more actions 

10 performed in response to an HTTP request can be manipulated based on one or 

more predefined ntles, thereby enabling control over the flow of a web application 

and/or transaction. 

[0052] Having thus described the basic concept of the invention, it will be 

rather apparent to those .s.killed in the art that the foregoing detailed disclosure is 

15 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations. 

improvernenls, and modifications are mtended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

20 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A rnethocl for tnrnsfoiming a request for web content, 

comprising: 

5 obtaining at a web content optimization computing 

apparatus a hypertext transfer protocol (HTTP) request for a web page from at 

least one client computing device; 

generating with the web content optimization computing 

apparatus an eXtensible l'vlarkup Language (X.ML) documem including a 

10 representation of the HTTP request 

identifying with the ,veb content optimization computing 

apparatus at least one rule document associated with the HTTP request; 

transforming ·with the web content optimization computing 

apparatus the identified at least one rule document into an eXtensible Styksheet 

15 Language (XSL) document including one or more template,..,; 

applying with the web content optimization computing 

apparatus one or more of the templates of the XSL document to transform the 

XML document; and 

providing by the web content optimization computing 

20 apparatus the transfom1ed XI\1L document. 

2. The method as set forth in claim 1 wherein the providing 

further comprises providing with the web content optimization computing 

apparatus the XML document when there is no, at least one mle document 

25 associated with the HTTP request. 

3. The method as set forth in claim 1 wherein the XML 

document includes a plurality of elements selected from uniform resource locator 

(URL), redirect, auto ___ redirect, encoding, content-type, popup, en-or, 

30 currcmscrvcr, rcmoteip, headers, original-ua, ua, query, post, cookies, or imodc. 
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4. The method as set forth in claim l wherein the at least one 

rule document includes at least one rule and wherein each rute includes at least 

one command selected from remove-post-param, remove-query-param, set-all

post-params, set-all-query-params, set-auto-redirect, set-content-type, set-cookie, 

5 set-encoding, set-error, set-header, sct-popup, set-post-param, set-query-param, 

set-redirect, sel--url, or set-user-agent. 

5. The method as set forth in claim 1 wherein the rule 

document includes at least one rule including a conditional statement satisfied 

10 based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request wherein the name 

corresponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

15 

20 

6. 

further comprises: 

The method as set forth in claim 1 wherein the providing 

communicating v.rith the web content optimization 

computing apparatus the transformed XML document to an application identified 

by a URL associated with the HTTP request; and 

servicing with the web content optimization computing 

apparatus the HTTP request based at least in part on the transformed XML 

document. 

'7 
/, A non--transitory computer readable medium having stored 

25 thereon instmctions for transforming requests for web content comprising 

machine executable code which when executed by at least one processor, causes 

the processor to perform steps comprising: 

30 

obtaining a hypertext transfor protocol (HTTP) request for a 

web page from at least one client computing device; 

generating an eXtensible Markup Language (Xl\1L) 

document including a representation of the HTTP request; 

identifying at least one rnte document associated with the 

HTTP request; 
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transforming the identified at least one rule document into 

an eXtensible Styksheet Language (XSL) document including one or more 

templates; 

applying one or more of the templates of the XSL document 

5 to transform the XML document; and 

providing the transforrned XML document. 

8. The medium as set forth in claim 7 wherein the providing 

further comprises providing the XML document when there is not at least one rnle 

l O document associated with the HTTP request. 

9. The medium as set forth in claim 7 ;,vherein the XML 

document includes a plurality of elements selected from uniform resource locator 

(URL). redirect, auto __ rcdirect, encoding. content-type, popup, error, 

15 currentserver, remoteip, headers, original-mi, ua, query, post, cookies, or imode. 

10. The medium as set forth in claim 7 wherein the ai least one 

rule document includes at least one ruie and wherein each rule includes at least 

one command selected from remove-post-param, remove-query-param, set-all-

20 post-params, sei-all-query-params, set-auto-redirect, set-content-ty-pe, set-cookie, 

set-encoding, set-error, set-header, se!--popup, set-post-param, set-query-pararn, 

set-redirect, set-url, or set-user-agent 

11. The medium as set forth in claim 7 wherein the rule 

25 document includes at least one mle including a conditional statement satisfied 

based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request w-l1erein the name 

corresponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

30 

12. The medium as set forth in claim 7 wherein the providing 

further comprises: 
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communicating the transformed XML document to an 

application identified by a URL associated with the HTTP request; and 

servicing the HTTP request based at least in part on the 

transformed XML document. 

l 3. A web content optimization computing apparatus for 

transforming a request for web content, comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

10 configured to execute programmed instrnctions stored in the memory comprising: 

15 

20 

obtaining a hype1text transfer protocol (HTTP) 

request for a web page from at least one client computing device; 

generating an eXtensible Markup Language (XML) 

document including a representation of the HTTP request; 

identifying at least one rule document associated 

with the H1TP request; 

1ransfom1ing the identified at least one rule 

document into an eXtensible Stylesheet Language (XSL) document including one 

or more templates; 

applying one or more of the templates of the XSL 

document to transform the XML document; and 

providing the transformed Xl\,1L document. 

14. The apparatus as set forth in claim 13 wherein the providing 

further comprises providing the XML document when there is not at least one rule 

document associated with the HTTP request. 

15. The apparatus as set forth in claim 13 wherein the XML 

document includes a plurality of elements selected from unifom1 resource locator 

30 (URL), redirect, auto_redirect, encoding, content-type. popup, error, 

currentserver, remoteip, headers, original-ua, ua, query, post, cookies, or imode. 
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16. The apparatus as set forth in claim 13 wherein the at least 

one rule document includes at least one rule and wherein each rule includes at 

iea.s;t one command selected from remove-post--param, remove-query-param, set

all-post-parnms; set--all-query--params, set-auto-redirect, set-content-type, set-

5 cookie, set-encoding, set-error. set-header, set-popup, set-post-parnm, set-qucry

param, set-redirect, set-url, or set-user-agent. 

17. The apparatus as set forth in claim 13 wherein the rule 

document includes at least one rule including a conditional statement satisfied 

10 based on a match of a name of one of a query parameter or a post parameter 

included in a URL associated with the HTTP request wherein the name 

corresponds to a name of user interface functionality configured to initiate an 

HTTP request when engaged. 

15 18. 

further comprises: 

The apparatus as set forth in claim J 3 wherein the providing 

communicating the transformed XML document to an 

application identified by a URL associated with the HTTP request; and 

servicing the HTTP request based at least in part on the 

20 transformed XML document. 
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ABSTRACT 

A method, non-transitory computer readable medium, and web content 

management server device that receives a cascading style sheet (CSS) selector expression 

comprising a plurality of expression components. Whether an equivalent XML path 

5 Janguag(~ (XPath) expression can be generated for each of the expression components is 

determined. Each of the expression components for which an equivalent XPath expression 

cannot be generated is transformed into a transformed expression comprising at least one 

XPath expression and an extension function. 
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METHODS F'OR EXTENDING A SELECTOR APPLICATION PROGRAMMING 
INTERFACE AND DEVICES THEREOF 

FIELD 

[0001 J This technology generally relates to methods and devices for optimizing 

delivery of web content and, more particularly, to methods for extending a selectors 

application programming interface (API) and devices thereof. 

BACKGROUND 

[0002] A web content management server is a server that optimizes web pages and 

web page interactions for client devices with special requirements, such as smartphones. By 

way of example, a client device can send an HTTP request for a web page vvhich is retrieved 

from a server device by the web content management server. Next, the web content 

management server can optimize the content of the web page by applying transformation 

15 rules tailored to the requesting client device. This optimization process can include 

extracting content relevant to the requesting client device and adapting the extracted content 

to fit the specifications of the requesting client device. In order to adapt the content, the web 

content management server can perform transformations including JavaScript removal, 

content iinearization, and small screen adaptation, for example. 

20 !0003] Although this process works well to optimize content for display at the 

requesting client device, the web page may not function properly when the original content 

heavily depends on JavaSc_ript technology that cannot be implen:1ented on some client 

devices. For example, if the requested web page includes JavaScript code responsible for 

populating frmn fields, validating form submissions, retrieving data from external resources 

25 (e,g., based on AJAX technology), and even generating cornponents that may change the 

structure of the web page, the page at the client device will not be able to properly function, 

[0004} Accordingly, JavaScript included in web pages can be removed, stored by the 

web content management server, and replaced by a hidden field with an identifier, for 

example. The identifier is subsequently sent by the client device in an HTTP request in 

{E6719236DOC; l} 
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response to a web page interaction requiring execution of the JavaScript, such as a request for 

validation of login credentials. Based on the identifier, the web content management server 

can retrieve the JavaScript, execute the JavaScript in an emulated JavaScript environment on 

behalf of the client device, and return a result to the client device. 

5 [0005] In some implementations, the enrnlated JavaScript environment can support 

application programming interfaces (APis) such as those defined by hypertext markup 

language (HTML), events, cascading style sheet (CSS), range, traversal, and views models, 

for example. Some of the supported AP Is can allow web page developers to embed 

JavaScript defining functionality for accessing a document object model (DOM) associated 

10 with a web page in order to perform an operation. For example, the selector API provides 

CSS selector expressions or queries configured to be applied to a DOM to obtain a result set 

of elements of the DOM. 

[0006] However, CSS selector expressions can be difficult to implement, can be 

complex, and can require specific code or libraries to be implemented. While some CSS 

l 5 selector expressions can be translated into XML path language (XPath) expressions or 

queries, which are relatively efficient to execute, many CSS selector expressions are not 

translatable. 

SUMMARY 

[0007] A method for extending a selector application programming interface (API) 

20 includes receiving, with a web content management server, a cascading style sheet (CSS) 

selector expression comprising a plurality of expression components. Whether an equivalent 

XML path language (XPath) expression can be generated for each of the expression 

components is determined with the web content management server. Each of the expression 

components for which an equivalent XPath expression cannot be generated is transformed 

25 with the web content management server into a transformed expression comprising at least 

one XPath expression and an extension function. 
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[0008] A non-transitory computer readable medium having stored thereon 

instructions for extending the selector API comprising machine executable code which when 

executed by a processor, causes the processor to perform steps including receiving a 

cascading style sheet (CSS) selector expression comprising a plurality of expression 

5 components. \\t1tether an equivalent XML path language (XPath) expression can be 

generated for each of the expression cornponents is determined. Each of the expression 

components for which an equivalent XPath expression cannot be generated is transformed 

into a transformed expression comprising at least one XPath expression and an extension 

function. 

l O [0009! A web content management server device includes a processor coupled to a 

memory and configured to execute programmed instructions stored in the memory including 

receiving a cascading style sheet (CSS) selector expression comprising a plurality of 

expression components. Whether an equivalent XML path language (XPath) expression can 

be generated for each of the expression components is detennined. Each of the expression 

15 components for which an equivalent XPath expression cannot be generated is transfom1ed 

into a transfcmned expression comprising at least one XPath expression and an extension 

function. 

[0010] This technology provides a number of advantages including methods, non-

transitory computer readable medium, and devices that facilitate more efficient processing of 

20 CSS selector expressions using XPatb. With this technology, CSS selector expressions are 

fully translatable into XPath expressions which can be evaluated in an emulated JavaScript 

environment by a relatively efficient XPath processor without requiring the specific cod(~ 

otherwise necessary to execute the CSS selector expressions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

25 [OOH] FIG. l is a block diagram of a network environment with an exemplary web 

content management server; 
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[00121 FIG. 2 is a flow chart of an exemplary method for extending the selector API 

to an emulated JavaScript environment; 

[00131 FIG. 3 is a flow chart of an exemplary method perfom1ed by an extension 

function for evaluating the :first-of-type, :last-of-type, :nth-of-type, and :nth-last-of-type 

5 pseudo classes; 

[00141 FIG. 4 is a flow chart of an exemplary method performed by an extension 

function for evaluating the :last-of--type, :only--of-type, and :nth-last-of-type pseudo classes; 

[00151 FIG. 5 is a flow chart of an exemplary method performed by an extension 

function for evaluating the :lang pseudo class; 

10 [0016j FIG. 6 is a flow chart of an exemplary method perfom1ed by an extension 

function for evaluating the :not pseudo class; and 

[0017] FIG. 7 is a flow chart of an exemplary method perfom1ed by an extension 

function for evaluating the :selected jQuery pseudo class. 

DETAILED DESCRIPTION 

l 5 [0018] An exemplary network environment l O with a web content management 

server 12 coupled to client devices J 4(1 )- l 4(n) and server devices 16( l )-l 6(n) is illustrated 

in FJG. l. In this example, the web content management server J 2, client devices 14(1)-

14(n), and server devices l 6(1 )- l 6(n) are coupkd together by communication networks 

18( l )- l 8(2), although other numbers and types of systems, devices, andlor elements in other 

20 configurations or network topologies can also be used. This technology provides a number 

of advantages including methods, non-transitory computer readable medium, and devices that 

facilitate more efficient processing of CSS selector expressions in an emulated JavaScript 

environment. 

[0019] The web content management server 12 is coupled to the client devices 14(1)-

25 l 4(n) by the communication network 18( l ), which can include one or more local area 

network(s) (LANs) andior wide area network(s) (W ANs). In this exampfo, the web content 
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management server 12 is farther coupled to the server devices 16(1 )-l 6(n) by the 

communication network 18(2), which may also include one or more LANs and/or WANs. 

Other network devices configured to generate, send, and receive network communications 

and coupled together via other topologies can also be used. While not shown, the network 

5 environment l O also may include additional network components, such as routers, switches 

and other devices, which are well known to those of ordinary skill in the art and thus \Vi1l not 

be described here. 

[0020] The web content management server 12 may perform any number of functions 

10 including optimizing content retrieved from the server devices 16(1 }- l 6(n) for display on the 

client devices 14(1)-14(n), for example. In this example the web content management server 

12 includes a processor 20, a memory 22, and a communication interface 24, which are 

coupled together by a bus 26 or other link, although other numbers and types of components, 

pmts, devices, systems, and elements in other configurations and locations can be used. 

15 [0021] The processor 20 in the web content management server 12 executes a 

program of stored instructions one or more aspects of the present invention, as described and 

illustrated by way of the embodiments herein, although the processor 20 could execute other 

numbers and types of programmed instructions. The processor 20 of the web content 

management server 12 may comprise one or more central processing units or general purpose 

20 processors \Vith one or more processing cores, for example. 

!0022J The memory 22 in the web content management server 12 stores these 

programmed instructions for one or more aspects of the present invention, as described and 

illustrated herein, although some or all of the programmed instructions could be stored and/or 

executed elsewhere. A variety of different types of memory storage devices, such as a 

25 random access memory (RAM) or a read only memory (ROI'v1) in the system or a floppy 

disk, hm·d disk, CD ROM, DVD ROM, or other computer readable medium which is read 

from and/or written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 20, can be used for the memory 22 in the web content management 

server 12. 
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[0023] The communication interface 24 in the web content management server 12 is 

used to operatively couple and communicate between the web content management server 

12, client devices 14(1)-l4(n), and server devices 16(1)-16(n), which are all coupled together 

via the communication networks 18(1 )-18(2), although other types and numbers of 

5 communication networks or systems with other types and numbers of connections and 

configurations to other devices and elements can also be used. By way of example only, the 

communication networks 18(1)-18(2) can use TCP/IP over Ethernet and industry-standard 

protocols, including hypertext transfer protocol (HTTP), secure HTTP (HTTPS ), wireless 

application protocol (WAP), andior SOAP, although other types and numbers of 

10 communication networks, such as a direct connection, modems and phone lines, e-mail, and 

vvireless and hardwire communication technology, each having their own communications 

protocols, can be used. 

[0024] The client devices 14(1 )-12(n) enable a user to request, receive, and interact 

with applications, web services, and content hosted by the server devices J 6( 1 )-16(n) through 

15 the web content management server 12 and using the communication network 18( 1 ), 

although one or more of the client devices 14(1 )-14(n) could access content and utilize other 

types and numbers of applications from other sources and could provide a wide variety of 

other functions for the user. In some examples, the client devices 14(l )- l 4(n) comprise 

mobile devices with Internet access that enable web pages and other content stored by the 

20 server devices 16( l )- ] 6(n) to be retrieved and rendered. By way of example only, the client 

devices 14(1 )-14(n) can be smart phones, personal digital assistants, tablets, or computers. 

[0025] Each of the client devices 14(1 )-l 4(n) indudes a processor, a mernory, an 

input device, a display device, and a communication interface, which are coupled together by 

a bus or other link, although one or more of client devices 14( 1 )- l 4(n) can include other 

25 numbers and types of components, parts, devices, systems, and elements in other 

configurations. The processor in each of the client devices 14(1)-14(n) can execute a 

program of instructions stored in the memory the client device 14( 1 )-14(n) for one or more 

aspects of the present invention, as described and illustrated herein, although the processor 

could execute other numbers and types of programmed instructions. 
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[0026] The input device in each of the client devices 14( 1 )-14(n) can be used to input 

selections, such as a request for a particular web page or other content stored by one or more 

of the server devices 16(1)-16(11), although the input device could be used to input other 

types of requests and data and interact with other elements. The input device can include 

5 keypads, touch screens, and/or vocal input processing systems, although other types and 

numbers of input devices can also be used. 

[0027] The display device in each of the client devices 14(l)-14(n) can be used to 

show data and infom1ation to the user, such as web pages and other content retrieved from 

the server devices 16( 1 )--l 6(n) by way of example only. The display device in each of the 

l O client devices 14( 1 )-- l 4(n) can be a mobile phone screen display, although other types and 

numbers of displays could be used depending on the particular type of client device. 

[0028] The communication interface in each of the client devices 14(1 )-l 4(n) can be 

used to operatively couple and communicate between the client devices 14( l)- l 4(n), web 

content management server 12, and server devices 16(1)-16(n) over the communication 

l 5 networks 18(1 )-18(2). 

10029j Each of the server devices 16(1)-16(n) provides content including web pages 

and web applications for use by one or more of the client devices 14(1 )-l 4(n) via the web 

content management server 12, although the server devices 16( 1 )-16(n) can provide other 

numbers and types of content and perfonn other functions. Each of the server devices l 6(1)-

20 16(n) can include a processor, a memory, and a communication interface, which are coupled 

together by a bus or other link, although each of the server devices l 6( 1 )-16(n) can have 

other numbers and types of components, parts, devices, systems, and clements in other 

configurations. 

[0030] The processor in each of the server devices 16(1)-16(n) executes a program of 

25 instructions stored in the memory of the server devices 16(1)-16(n) for one or more aspects 

of the present invention, as described and illustrated by way of the embodiments herein, 

although the processor could execute other numbers and types of programmed instructions. 
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The communication interface in each of the server devices 16(1)-16(n) is 

used to operatively couple and communicate between the server devices 16(1 )-16(n), the ;,veb 

content management server 12, and the client devices 14( 1 )- l 4(n) via the communication 

networks 18( 1 )-18(2 ). 

5 [0032] Although embodiments web content management server 12, the client devices 

14(1)-14(n), and the server devices 16(l)-16(n) are described and illustrated herein, each of 

the web content management server 12, the client devices 14(1 )-l 4(n), and the server devices 

16( l )-16(n) can be implemented on any suitable computer apparatus or computing device. It 

is to be understood that the apparatuses and devices of the embodiments described herein are 

10 for exemplary purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will be appreciated by those skilled in the 

relevant art(s ). 

[0033] Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital signal 

] 5 processors, and micro-controllers, programmed according to the teachings of the 

embodiments, as described and illustrated herein, and as will be appreciated by those 

ordinary skill in the art 

[0034J In addition, two or more computing apparatuses or devices can be substituted 

for any one of the devices in any embodiment described herein. Accordingly, principles and 

20 advantages of distributed processing, such as redundancy and replication also can be 

implemented, as desired, to increase the robustness and performance of the devices of the 

embodiments. The embodiments may also be implemented on computer apparatuses or 

devices that extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only telecommunications in any 

25 suitable form (e.g., voice and modern), wireless communications media, wireless 

communications net\vorks, cellular communications networks, G3 communications 

networks, Public Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the 

Internet, intranets, and combinations thereof. 
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[00351 The embodiments may also be embodied as one or more non-transitory 

computer readable medium having instructions stored thereon for one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to carry out the 

5 steps necessary to implement the methods of the embodiments, as described and illustrated 

herein. 

[0036] An exemplary method for extending a selector application programming 

interface (API) will now be described with reference to FIGS. 1-7. Referring more 

specifically to FIG. 2, a flow chart of an exemplary method for extending the selector API to 

10 an emulated JavaScript environment is illustrated. In this example, in step 200, the web 

content management server 12 receives an HTTP request fc)r a web page from one of the 

client devices ] 4(1 )-l 4(n) and retrieves the requested web page from one of the server 

devices 16(1)-16(n). 

[0037] In step 202, the web content management server 12 processes the retrieved 

15 web page to generate an XML document object model (DOM) and to remove one or more 

JavaScript code portions. In this example, the web content management server 12 stores the 

DOM and each of the removed JavaScript portions in the memory 22. Each of the removed 

JavaScript portions can be stored as associated with a respective identifier. 

[0038] Additionally, the web page can be modified by the web content management 

20 server 12 to insert hidden fields in place of the removed JavaScript. Each of the hidden fields 

include at least one of the identifiers and are inserted so as to cause the requesting one of the 

client devices 14( l )-14( n) to send one or more of the identifiers in a subsequent HTTP 

request. Optionally, the web page can be further processed to optimize the web page for a 

display on the requesting one of the client devices 14(1 )-l 4(n) and/or to improve the 

25 transmission and/or load time of the web page, for example, although any other type of 

processing can also be performed on the web page. 
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[00391 In step 204, the web content management server 12 sends the processed web 

page to the requesting one of the diem devices 14(1 )-] 4(n). Once received, the requesting 

one of the client devices 14(] )-14(n) can load the web page in a web browser for example. 

[00401 In step 206, the web content management server 12 receives an HTTP request 

5 which includes the identifier from the requesting one of the client devices 14(1 )-l 4(n) in 

response to a user interaction with the web page. For example, the user may submit login 

credentials using a submit button which prompts the requesting one of the client devices 

14(1)-14(n) to generate and send an HTTP request including one of the identifiers previously 

included in a tag associated with the submit button in step 202. In response to receiving the 

10 HTTP request, the web content management server 12 retrieves the JavaScript code 

corresponding to the identifier included in the request from the memory 22. 

[0041] In step 208, the web content management server 12 executes the retrieved 

JavaScript code on behalf of the requesting one of the client devices 14( 1 )-14(n) in an 

emulated JavaScript environment. The emulated JavaScript environment essentially 

15 emulates the web browser environment of the requesting one of the client devices 14(1)-

14(n). Methods and devices for utilizing an emulated JavaScript environment are described 

in U.S. Patent Application No. 12/802,670 entitled "Methods for utilizing a javascript 

emulator in a web content proxy server and devices thereof:" which is incorporated herein by 

reference in its entirety. 

20 [0042] During execution of the JavaScript code, the web content management server 

12 determines, in step 210, whether a cascading stylesheet (CSS) selector expression is 

enwuntered, CSS selector expressions include a querySelector() or querySelectorAll() 

function call in this example and a plurality of expression components, although the CSS 

selector expressions could include other function calls and other content. Each of the 

25 querySelector() and querySelectorAll() functions are defined in the selector API and receive 

at least one CSS selector as a parameter. If the web content management server 12 

determines that a CSS selector expression has been encountered, then the Yes branch is taken 

to step 212. 
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[00431 While steps 200-212 are illustrated for exemplary purposes, other methods of 

encountering or receiving a CSS selector expression can be used. Additionally, other types 

of environments other than an enmlated JavaScript environment can be used. For example, 

the methods and devices described and illustrated herein are operable with any browser 

5 emulator executed on a web content management server in which the DOM for each 

retrieved web page is implemented using an XML DOM implementation paired with an 

XPath processor. 

[0044] In step 212, the vveb content management server 12 extracts an expression 

component from the CSS selector expression, and more particularly, from the CSS selector(s) 

l O included as parameters in the CSS selector expression. One exemplary expression 

component can be "div.red" (e.g., as part of a CSS selector expression 

"querySdectorAll('div.red')"). This expression component would require selecting all the 

"div" elements of the DOM generated in step 202 having a class attribute containing "red". 

Other expression components can also be extracted in step 212, 

15 [0045] In step 214, the \veb content management server 12 determines whether an 

equivalent XML path language (XPath) expression can be generated for the extracted 

expression component The determination can be made based on a stored mapping of 

expression component formats or types to equivalent XPath expressions, fr,r example, 

although other methods of determining whether the expression component has an equivalent 

20 XPath expression can also be used. In this example, the "div.red" expression component is 

equivalent to the "//div[contains(concat{", @dass, "), 'red')]" XPath expression. 

Accordingly, if the web content management server 12 determines that an equivalent XPath 

expression can be generated for the expression component, then the Yes branch is taken to 

step 216. 

25 [0046] In step 216, the web content management server 12 generates the equivalent 

XPath expression from the expression component. Optionally, the web content management 

server 12 also stores the equivalent XPath expression at least temporarily in the memory 22. 
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[0047] In step 218, the web content management server 12 determines whether there 

are more expression components that can be extracted from the CSS selector expression. If 

the web content management server 12 determines there are more expression components 

that can be extracted from the CSS selector expression, then the Yes branch is taken back to 

5 step 212 and another expression component is extracted, as described and illustrated earlier. 

!0048] The web content management server 12 then detennines in step 214 whether 

an equivalent XPath expression can be generated for the extracted expression component, 

also as described and illustrated earlier. In this iteration, the exemplary extracted expression 

component is ".red:nth-of-type(odd)". This exemplary expression component vmuld require 

10 selecting all the elements of the DOM generated in step 202 having a dass attribute 

containing "red" and being in an odd position in the set of all children of the element's 

parents having the same name as the element In this example, the :nth-of-type pseudo class 

does not have an equivalent XPath expression. Accordingly, in this iteration, the web 

content management server 12 determines in step 214 that an equivalent XPath expression 

15 cannot be generated for the extracted expression component and the No branch is taken to 

step 220. 

[0049] In step 220, the web content management server 12 transforms the expression 

component into a transformed expression including at least one XPath expression and at least 

one extension function. Optionally, the web content management server 12 also stores the 

20 transfom1ed expression at least temporarily in the memory 22. The extension functions in 

this example are custom functions written in Java, optionally defined in a file stored in the 

memory 22, and associated with an XPath processor of the web content management server 

12. The extension functions can be mapped to one or more psuedo classes in the memory 22 

and selected for a particular transformation based on the mapping. 

25 [0050] Optionally, the extension functions are prefixed by a namespace which 

facilitates locating of the extension functions by the XPath processor. Also optionally, the 

transformed expression can include a mathematical operation (e.g., in order to implement an 

"odd" parameter of the psuedo class of the expression component). An exemplary set of 
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extension functions is described and illustrated in more detail later with reference to FIGS. 3-

'7 
lo 

[00511 In this example, the expression component can be transt<)m1ed into a 

transformed expression including "//*[contains(concat(' ',@class,''),' red ')][expr:css-type-

5 position(.) mod 2 ::, 1 ]". Accordingly, in this example, the XPath expression of the 

transfonned expression includes "//*[contains(concat(' ',@class,''),' red')]". The extension 

function of the transformed expression in this example is the "css-type-position()" extension 

function, although other extension functions with different names can also be used. 

[0052] The extension function in this example takes in an indication of an element of 

10 the DOM as a parameter (or"." which indicates all elements as used in this example), 

although other parameters can also be used. In this example, "expr:" is used as a namespace 

prefix, although any namespace prefix can be used. Additionally, a modulus operation and 

comparison is performed on the result of the execution of the extension function in this 

example, although other mathematical or logical operations can also be used. 

15 [0053] In step 218, the web content management server 12 determines whether there 

are any more expression components in the CSS selector expression, as described and 

illustrated earlier. If the web content management server 12 determines there are no more 

expression components in this iteration, then the No branch is taken to step 222. 

[0054] Jn step 222, the web content management server 12 generates a combined 

20 expression including at least all of the transfonned expressions and generated equivalent 

XPath expressions optionally stored in the memory 22 in steps 216 and step 220. ln this 

example, the expressions can be merged together using the XPath operators corresponding to 

the CSS descendallts operators, for example, although other operators and methods of 

combining the expressions can also be used. 

25 [0055] In step 224, the web content management server 12 applies the combined 

expression to the DOM, generated in step 202 and corresponding to the web page, to 

generate a result. The result can be a set of elements of the DOM that satisfy or correspond 
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to the CSS selector expression encountered in step 210, although other types and numbers of 

results are also possible. Subsequent to applying the combined in expression to the DOM or, 

referring back to step 210, if the web content management server 12 determines during 

execution of the JavaScript code in stt~p 208 that a CS S selector expression has not been 

5 encountered and the No branch is taken, the web content management server proceeds to step 

226. 

[0056} In step 226, the web content management server 12 determines whether 

execution of the retrieved JavaScript has completed. If the web content managt~rnent server 

12 proceeds to step 226 subsequent to applying the combined expression to the DOM in step 

10 224, it is likely that execution of the JavaScript is not complete. Accordingly, in these 

examples, the No branch is taken back to step 208 and the web content management server 

12 continues executing the JavaScript retrieved in step 206. Additionally, the result 

generated in step 224 can be used by the JavaScript in these examples such as to manipulate, 

filter, perform an operation on, or reduce the DOM elements indicated therein. During the 

l 5 continued execution of the JavaScript code, the vveb content management server 12 again 

proceeds to step 210 in a subsequent iteration, as described and illustrated earlier. 

[0057] However, if the No branch is taken from step 210, execution of the JavaScript 

is likely complete and no CSS selector expressions were encountered, or no additional CSS 

selector expression subsequent to a prior iteration of steps 214-224 \Vas encountered. 

20 Accordingly, in these examples, the Yes branch is taken from step 226 to step 228. In step 

228, the web content management server 12 sends a response to the HTTP request received 

in step 206 to the requesting one of the client devices 14( 1 )-l 4(n). The contents of the HTTP 

response can be based on the execution of the JavaScript code, for example, including any 

CSS selector expressions embedded therein. 

[0058J Referring to FIGS. 3-7, exemplary methods performed by an exemplary set of 

extension functions when executed during the application of the combined expression to the 

DOM in step 224 is illustrated. The extension functions can be executed by an XPath 

processor, which is optionally part of an extensible stylesheet language (XSL) processor, of 
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the web content management server 12, for example, although other methods of executing 

the extension functions can also be used. 

[0059] Referring more specifically to FIG. 3, a flow chmt of an exemplary method 

performed by an extension function for evaluating the :first-of-type, :last-of-type, :nth-of-

5 type, and :nth-last-of-type pseudo classes is illustrated. In step 300, the web content 

management server 12 receives an indication of a DOM element, such as passed through a 

parameter of the extension function. ln this example, the extension function can be the "css

type-position(element)" extension function identified earlier for evaluating the :nth-of-type 

pseudo class of the ".red:nth-of-type(odd)" expression cornponent of the example described 

l O and illustrated earlier, although any other name can be used for the extension function. 

15 

[0060] In step 302, the web content management server 12 instantiates a variable T 

having a value of the tag name of the DOM element received in step 300. In step 304, the 

web content management server 12 instantiates a variable C having a value of 1. Other 

variables and variable names can also be used. 

[0061] In step 306, the web content management server 12 determines whether there 

are any preceding siblings in the DOM of the DOM element received in step 300. If the web 

content management server 12 determines there are any preceding siblings in the DOM, then 

the Yes branch is taken to step 308. In step 308, the web content management server 12 

determines whether one of the preceding siblings is an element and has a tag name equal to 

20 T, If the web content management server 12 determines that the preceding sibling is an 

element and has a tag name equal to T, then the Yes branch is taken to step 310. In step 310, 

the web content management server 12 increments the value of C If the web content 

management server 12 determines that the preceding sibling is not an element or does not 

have a tag name equal to T, then the No branch is taken back to step 306. 

25 [0062] ln a subsequent iteration of step 306 in this example, the web content 

management server 12 again determines whether there are any additional preceding siblings 

of the element that have not yet been considered. If the web content management server 12 

determines there is not any additional preceding siblings, then the No branch is taken to step 
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312. ln step 312, the web content management server 12 returns the value of C. The 

returned value can be used to continue evaluating the combined expression applied to the 

DOM, for example. Accordingly, the extension function in this example returns a number of 

preceding sibling elements of the element of the DOM having the same tag name as the 

5 element plus one. 

[0063] Referring more specifically to FIG. 4, a flow chart of an exemplary method 

performed by an extension function for evaluating the :last-of-type, :only-of-type, and :nth

last-of-type pseudo classes is illustrated. In step 400, the web content management server 12 

receives an indication of a DOM element, such as passed through a parameter of the 

10 extension function. In this example, the extension function can be a "css-type-

total( element)" extension function, although any other name can be used for the extension 

function, 

[0064] In step 402, the web content management server 12 instantiates a variable T 

having a value of the tag name of the DOM element received in step 400. In step 404, the 

15 web content management server 12 instantiates a variable C having a value of O. Other 

variables and variable names can also be used. 

[0065} In step 406, the web content management server 12 determines whether there· 

are any children in the DOM of the parent of the DOM element received in step 400 or, 

alternatively, any siblings of the DOM element. lfthe web content management server 12 

20 determines there are children of the parent of the DOM element, then the Yes branch is taken 

to step 408. In step 408, the web content management server 12 determines whether one of 

the children is an element and has a tag name equal to T. If the web content management 

server 12 determines that the child is an element and has a tag name equal to T, then the Yes 

branch is taken to step 410. ln step 410, the web content rnanagement server 12 increments 

25 the value of C. If the web content management server 12 determines that the child is not an 

element or does not have a tag name equal to T, then the No branch is taken back to step 406. 

[00661 In a subsequent iteration of step 406 in this example, the web content 

management server 12 again determines whether there are any additional children of the 

{E6719236DOC: l} 

ACCESSIBE LTD EXHIBIT 1004 
Page 1284 of 2149



CA 02868162 20.14-10-23 

- 17 -

parent of the element that have not yet been considered. If the web content management 

server 12 determines there is not any additional children, then the No branch is taken to step 

312. In step 312, the web content management server 12 returns the value of C. The 

returned value can be used to continue evaluating the combined expression applied to the 

5 D0;''v1, for example. Accordingly, the extension fi.mction in this example returns a number of 

child elements of the parent of the element of the DOM having the tag name one of the 

element. 

[00671 Referring more specifically to FIG. 5, a flow chart of an exemplary method 

perfonned by an extension function for evaluating the :lang pseudo class is illustrated. In 

IO step 500, the web content management server 12 receives an indication of a DOM node, such 

as passed through a parameter of the extension function. In this example, the extension 

function can be a "lang(node )" extension function, although any other name can be used for 

the extension function. 

[0068] In step 502, the web content management server 12 instantiates a variable N 

15 having a value indicating the node received in step 500. In step 504, the web content 

management server 12 instantiates a variable L having a value of' en' or any other default 

indication of a language. Other variables and variable names can also be used. 

[0069] In step 506, the web content management server 12 determines whether N 

indicates a node that is an element. If the web content management server 12 determines N 

20 indicates a node that is an element then the Yes branch is taken to step 508. In step 508, the 

web content management server 12 determines whether the node indicated by N has a 

language attribute. If the web content management server ] 2 determines that the node 

indicated by N does not have a language attribute, then the No branch is taken to step 510. 

[0070] In step 510, the web content management server 12 sets the value of N to 

25 indicate the parent of the node indicated by the current value of N. The web content 

management server 12 then proceeds back to step 506 and again determines whether N 

indicates a node that is an element. Referring back to step 508, if the web content 
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attribute, then the Yes branch is taken to step 512. 

[0071] In step 512, the value of L is assigned the value of the language attribute of 

the node indicated by N. ln step 514, the web content management server 12 returns the 

5 value of L. Referring back to step 506, if the web content management server 12 detem1ines 

in a first or subsequent iteration that N indicates a node that is not an element, then the No 

branch is taken to step 514 and the default value of L is returned. The returned value can be 

used to continue evaluating the combined expression applied to the DOM, for example. 

Accordingly, the extension function in this example returns a value of a first identified 

10 language attribute based on a traversal of the element of the DOM and any ancestors of the 

element of the DOM. 

[0072] Referring more specifically to FIG. 6, a flow chart of an exemplary method 

performed by an extension function for evaluating the :not pseudo class is illustrated. in step 

600, the ·web content management server 12 receives an indication of a DOM element and a 

15 string including a CSS selector expression, such as passed through a parameter of the 

extension function. In this example, the extension function can be a "filter-out( element, css

selector)" extension function, although any other name can be used for the extension 

function. 

roo73J In step 602, the web content managemeni server 12 applies the received CSS 

20 selector expression to the DOM to generate a result, such as described and illustrated earlier 

with reference to steps 210-224, for example, although other methods of evaluating the 

received CSS selector expression can also be used. In this example, the CSS selector 

expression includes a CSS selector frmction querySelectorAll(), although other functions can 

also be included in the CSS selector expression ofthe string received in step 600. 

[0074! In step 604, the web content management server 12 detem1ines whether there 

are any nodes in the result generated by the application of the CSS selector expression in step 

602. If the web content management server 12 determines there are node(s) in the result, 

then the Yes branch is taken to step 606. In step 606, the web content management server 12 
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determines whether one of the node(s) in the result is equal to the DOM element received in 

step 600. If the web content management server 12 determines that the one of the node(s) in 

the result is equal to the DOM element, then the Yes branch is taken to step 608. In step 608, 

the web content management server 12 returns a value of false. 

[00751 Referring back to step 606, if the web content management server 12 

determines that the one of the node( s) in the result is not equal to the DOM element, then the 

No branch is taken back to step 604. If the web content management server 12 determines in 

step 604 that the no nodes in the result of the evaluation of the CSS selector expression, or no 

additional nodes not previously considered, then the No branch is taken to step 610. In step 

10 610, the web content management server 12 returns a value of true. Accordingly, the 

extension f\.mction in this example returns a true value when the element of the DOM 

received in step 600 is not included in a result obtained by applying the CSS selector 

expression received in step 600 and a false value when the element of the DOM is included 

in the result. 

15 [0076] Refening more specifically to FIG. 7, a flow chart of an exemplary method 

perfonned by an extension function for evaluating the :selected jQuery pseudo class is 

illustrated, In step 700, the web content management server 12 receives an indication of a 

DOM option element, such as passed through a parameter of the extension function. ln this 

example, the extension function can be an "option-selected(option)" extension function, 

20 although any other name can be used for the extension function. The indication of the option 

element can represent an option in a dropdown list in an 1-lTML fonn, for exarnple, although 

the option can also refer to other types of elements. 

[0077] In step 701, the web content management server 12 determines whether the 

option is explicitly selected. If the web content management server 12 determines that the 

25 option is explicitly selected, then the Yes branch is taken to step 704. In step 704, the web 

content management server returns a value of true. Referring back to step 702, if the web 

content management server 12 determines that the option is not explicitly selected, then the 

No branch is taken to step 706. 
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[0078] In step 706, the web content management server 12 obtains a select element 

from the DOM that contains the option element corresponding to the indication received in 

step 700. In step 708, the web content management server 12 determines whether the select 

element is a single selection element with size attribute equal to l. If the web content 

5 management server 12 detennines that the select element is a single selection element with 

size attribute equal to l then the Yes branch is taken to step 210. 

[0079] In step 710, the web content management server 12 determines whether the 

option element corresponding to the indication received in step 700 is the first option element 

descendant of the select element. ff the web content management server 12 determines that 

10 the option element is the first option element descendant of the select element, then the Yes 

branch is taken to step 712. 

[0080] In step 712, the web content management server 12 determines whether all of 

the other option elements descendant from the select element are not selected. If the web 

content management server 12 determines that all of the other option elements descendant 

15 from the select element are not selected then the Yes branch is taken to step 714. In step 714, 

the web content management server 12 returns a value of true. 

[0081] Reforring back to steps 708, 710, and 712, if the web content management 

server determines that the select element is not a single selection element or does not have a 

size attribute equal to 1, the option element corresponding to the indication received in step 

20 700 is not the first option element descendant of the select element, or any of the other option 

elements descendant fi:'om the select element are selected, respectively, then one of the 

respective No branches is taken to step 716. In step 716, the web content management server 

12 returns a value of false. Accordingly, the extension function in this example returns a true 

value if the option element of the DOM is selected and a false value if the option element of 

25 the DOM is not selected In this example, the option is considered selected if it is explicitly 

selected or if it is the first option of a select element that has no explicitly selected options 

and is not a multiple selections select element. 
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[00821 With this technology, web page scripts including JavaScript code can be 

emulated by a ,veb content management server on behalf of client devices that may not 

otheiwise be able to take advantage of such functionality. Advantageously, any CSS selector 

expressions embedded in the JavaScript can be translated to XPath expressions based on an 

5 equivalent XPath expression or, in the case of CSS selector expressions without equivalent 

XPath expressions, by using an extension function. Thereby, CSS selector expressions can 

be fully translatable to XPath expressions and implemented using a relatively efficient XPath 

processor without the significant additional code and associated complexity required to 

implement the CSS selector expressions of the selector APL 

JO 
[0083] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, improvements, 

and modifications will occur and are intended to those skilled in the art, though not expressly 

15 stated herein. These alterations, improvements, and modifications are intended to be 

suggested hereby, and are within the spirit and scope of the invention. Additionally, the 

recited order of processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order except as 

may be specified in the claims. Accordingly, the invention is limited only by the following 

20 claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

l. A method fr1r extending a selector application programrning interface 

(API), the method comprising: 

receiving, with a web content management server, a cascading style 

sheet (CSS) selector expressions comprising a plurality of expression components; 

determining, with the web content management server, whether an 

equivalent XML path language (XPath) expression can be generated for each of the 

expression components; and 

transforming, with the web content management server, each of the 

expression components for which an equivalent XPath expression cannot be generated into a 

transfom1ed expression comprising at least one XPath expression and an extension function. 

2. The method of claim 1 further comprising generating, with the web 

15 content management server, the equivalent XPath expression for each of the plurality of 

expression components for which the equivalent XPath expression can be generated. 

3. The method of claim 2 further comprising: 

generating, with the web content management server, a combined 

20 expression comprising each of the transfom1ed expressions and each of the equivalent XPath 

expressions; and 

25 

applying, with the web content management server, the combined 

expression to a document object model (DOM) to generate a result. 

4. The method of claim 3 wherein the extension function comprises 

JavaScript code and the applying further comprises executing the extension function in an 

emulated JavaScript environment. 
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5. The method of claim 3 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a pseudo class comprising :first-of-type, 

:last-of-type, :nth-of-type, or :nth-last-of-type; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM, the indication comprising a tag name of the element of the DOM, and return a number 

of one or more preceding sibling elements of the element of the DOM having the tag name. 

6. The method of claim 3 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a pseudo class comprising :last-of-type, 

:only-of-type, or :nth-last-of-type; and 

the extension function of the transformed expression f<.)r the at least 

15 one of the expression components is configured to receive an indication of an element of the 

DOM, the indication comprising a tag name of the element of the DOM and return a number 

of child elements of the parent of the element of the DOM having the tag name plus one. 

20 

'7 
!. The method of claim 3 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :la:ng pseudo class; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and return a value of a first identified language attribute based on a traversal of the 

25 element of the DOM and any ancestors of the element of the DOM. 

8. The method of claim 3 \/\,.herein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :not pseudo class; and 
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the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and a second CSS selector expression and return a true value when the element of the 

DOM is not included in a second result obtained by applying the second CSS selector 

5 expression and a false value ,vhen the element of the DOM is included in the second result. 

9. The method of claim 3 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :selected jQuery pseudo class; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an option element of the DOM 

and return a true value if the option element of the DOM is selected and a false value if the 

option element of the DOM is not selected. 

15 l 0. A non-transitory computer readable medium having stored thereon 

instructions t\'.)r extending a selector application programming interface (API) comprising 

machine executable code which ,vhen executed by a processor, causes the processor to 

perform steps comprising: 

receiving a cascading style sheet (CSS) selector expressions 

20 comprising a plurality of expression components; 

determining whether an equivalent XML path language (XPath) 

expression can be generated fr)r each of the expression components; and 

transforming each of the expression components for which an 

equivalent XPath expression cannot be generated into a transformed expression comprising 

25 at least one XPath expression and an extension function. 

11. The medium of claim 10 further having stored thereon instructions 

comprising machine executable code which when executed by the processor, causes the 

processor to perform steps further comprising generating the equivalent XPath expression for 
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each of the plurality of expression components for which the equivalent XPath expression 

can be generated. 

12. The medium of claim 11 further having stored thereon instructions 

5 comprising machine executable code which when executed by the processor, causes the 

processor to perform steps further comprising: 

generating a combined expression comprising each of the transformed 

expressions and each of the equivalent XPath expressions; and 

applying the combined expression to a document object model (DO):V!) 

10 to generate a result. 

l 5 

13. The mediwn of claim 12 wherein the extension function comprises 

JavaScript code and the applying further comprises executing the extension function in an 

emulated JavaScript environment. 

14. The medium of claim 12 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a pseudo class selected from :first-of-type, 

:last-of-type, :nth-of-type, or :nth-last-of-type; and 

20 the extension function of the transformed expression for the at least 

25 

one of the expression components is configured to receive an indication of an element of the 

DOM, the indication comprising a tag name of the element of the DO?v1, and return a number 

of preceding sibling elements of the element of the DOM having the tag name. 

15. The medium of claim 12 wherein: 

at least one of the expression cornponents for which an equivalent 

XPath expression cannot be generated comprises a pseudo class selected from :last-of-type, 

:only-of-type, or :nth-last-of-type; and 

the extension function of the transformed expression for the at least 

30 one of the expression components is configured to receive an indication of an element of the 
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DOM, the indication comprising a tag name of the element of the DOM and return a number 

of child elements of the parent of the element of the DOM having the tag name plus one. 

16. The medium of claim 12 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a Jang pseudo class; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and return a value of a first identified language attribute based on a traversal of the 

10 element of the DOM and any ancestors of the element of the DOM, 

15 

20 

17. The medium of claim 12 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :not pseudo class; and 

the extension function of the transfrmned expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and a second CSS selector expression and return a true value when the element of the 

DOM is not included in a second result obtained by applying the second CSS selector 

expression and a false value when the element of the DOM is included in the second result. 

18. The medium of claim 12 wherein: 

at least one of the expression components f-;.1r which an equivalent 

XPath expression cannot be generated comprises a :selected jQuery pseudo class; and 

the extension function ofthe transformed expression for the at least 

25 one of the expression components is configured to receive an option element of the DOM 

and return a true value if the option element of the DOM is selected and a false value if the 

option element of the DOM is not selected. 
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19. A management server device, comprising: 

a processor coupled to a memory and configured to execute 

programmed instructions stored in the memory comprising: 

receiving a cascading style sheet (CSS) selector expressions 

5 comprising a plurality of expression components; 

detem1ining whether an equivalent XML path language 

(XPath) expression can be generated for each of the expression components; and 

transforming each of the expression components for which an 

equivalent XPath expression cannot be generated into a transfom1ed expression comprising 

10 at least one XPath expression and an extension function. 

20. The device of claim 19 wherein the processor is fi.irther configured to 

execute programmed instructions stored in the memory further comprising generating the 

equivalent XPath expression for each of the plurality of expression components for which the 

15 equivalent XPath expression can be generated. 

2] . The device of claim 20 wherein the processor is farther configured to 

execute programmed instructions stored in the memory further comprising: 

generating a combined expression comprising each of the transformed 

20 expressions and each of the equivalent XPath expressions; and 

applying the combined expression to a document object model (DOM) 

to generate a result. 

22. The device of claim 21 wherein the extension function comprises 

25 JavaScript code and the applying further comprises executing the extension function in an 

emulated JavaScript environment. 
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23. The device of claim 21 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a pseudo c1ass selected from :first-of-type, 

:last-of-type, :nth-of-type, or :nth-last-of-type; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM, the indication comprising a tag name of the element of the DOM, and return a number 

of preceding sibling elements of the element of the DOM having the tag name. 

24. The device of claim 21 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a pseudo class selected from :last-of-type, 

:only-of-type, or :nth-last-of-type; and 

the extension function of the transformed expression for the at least 

15 one of the expression components is configured to receive an indication of an element of the 

DOM, the indication comprising a tag name of the element of the DOM and return a number 

of child elements of the parent of the element of the DOM having the tag name plus one. 

20 

25. The device of claim 21 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :lang pseudo class; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and return a value of a first identified language attribute based on a traversal of the 

25 element of the DOM and any ancestors of the element of the DOM. 

The device of claim 21 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :not pseudo class; and 
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the extension function of the transfom1ed expression for the at least 

one of the expression components is configured to receive an indication of an element of the 

DOM and a second CSS selector expression and return a true value when the element of the 

DOM is not included in a second result obtained by applying the second CSS selector 

5 expression and a false value when the element of the DOM is included in the second result. 

27. The device of claim 21 wherein: 

at least one of the expression components for which an equivalent 

XPath expression cannot be generated comprises a :selected jQuery pseudo class; and 

the extension function of the transformed expression for the at least 

one of the expression components is configured to receive an option element of the DOM 

and return a true value if the option element of the DOM is selected and a false value if the 

option element of the DOM is not selected. 
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Retrieve a Web page Requested by a Client Device from a Server Device 200 

Process the Web Page to Generate an XML DOM, Remove JavaScript, and Store 
JavaScript as Associated with an Identifier 202 

Send the Processed Web Page to the Client Device 2_Q:l 

Receive an H1TP Request from the Client Device with the Identifier and Retrieve 
the JavaScript Based on the Identifier 20§ 

Execute the Retrieved JavaScript in an Emulated JavaScript Environment 208 

y 

Extract an Expression Component 7-fl 

Generate Equivalent 
XPath Expression JJ __ Q 

Generate Transformed Expression Including XPath 
Expression and Extension Function 2;20 

____ L___ V 

I 
I 

-------~----- ,. "I --.. --~-------- [ -=-..::.....____ More Expression Components? 2ll -------=-==----~ -------------__,--------------
Generate a Combined Expression Including the Equivalent XPath and 

Transformed Expressions z.2.1 

Apply the Combined Expression to the DOM to Generate a Result 22:! 

Send Response to HTTP Request to the Requesting Client Device ~28 

FIG. 2 
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ABSTRACT 

A method, non-transitory computer readable medium, and web conk"llt 

server that assists with transfonning server side template to client side template includes 

obtaining a server side template comprising a plurality of Hypertext Markup Language 

5 (HTML) and logical instructions responsive to a request for webpage received from a 

client device. The obtained server side template is parsed to generate a document object 

model. The parsed document object model is traversed to identify the plurality of HTML 

and logical instructions. The obtained server side template is transformed to a client side 

template by replacing each of the identified plurality of HTML and logical instrnctions 

10 during the traversing with an equivalent JavaScript code. 
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METHODS FOR TRANSFORMING A SERVER SIDE TEMPLATE INTO A 

CLIENT SIDE TEMPLATE AND DEVICES THEREO.F 

FIELD 

[0001] This technology generally relates to methods and devices for optimizing 

web content and, more particularly, methods for transforming a server side template into 

a client side template and devices thereof. 

BACKGROUND 

[00021 Many web sites are increasingly sophisticated and provide rich user 

experiences. Accordingly, in web development, the user or client side dynamic code is 

often crafted for each specific case to provide rich user experiences. In prior 

technologies, a dynamic Hypertext Markup Language (HTML) based template (server 

side template) is used to describe the websites to provide rich user experience. The 

15 dynamic HTML based template includes references to variables, express conditions, 

description of iterations and other types of HTML instructions. Accordingly, with the 

growth of client side web technologies, a need of having client side templates which 

would generate HTML directly on the browser grew as well. 

20 [00031 Most commonly, the existing products working as client side templates are 

made of HTML extensions and are using JavaScript as logical language. However, as 

previously illustrated, the server side templates are dynamic HTML based templates 

which do not share most peculiarities with the current client side implementations. 

Therefi)re with prior technologies, software developers were required to know multiple 

25 programming and markup languages in order to develop and transfonn the server side 

template to client side templates. As noted earlier, with many websites having a 

sophisticated layout to provide rich user experience, the manual transformation of both 

server side templates and client side templates of one into another became a tedious task. 
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Additionally, due to large amounts of human intervention (web developers), the methods 

used in the prior technologies also become inefficient and error prone. 

SUMMARY 

[0004] A method for transforming server side template to a client side template 

5 includes obtaining, by a web content server, a server side template comprising a plurality 

of Hypertext Markup Language (HTML) and logical instructions responsive to a request 

for webpage received from a client device. The obtained server side template is parsed 

by the web content server to generate a document object model. The parsed document 

object model is traversed by the web content server to identify the plurality of HTML and 

10 logical mstructions. The obtained server side template is transformed by the web content 

server to a client side template by replacing each of the identified plurality of HTML 

instructions and logical during the traversing with an equivalent JavaScript code. 

[0005] A non-transitory computer readable medium having stored tht-'feon 

instrnctions transforming server side template to a client side template comprising 

15 machine executable code which when executed by a processor, causes the processor to 

perform steps including obtaining a server side template comprising a plurality of 

Hypertext Markup Language (HTML) and logical instructions responsive to a request for 

webpage received from a client device. The obtained server side template is parsed to 

generate a document object model. The parsed document o~ject model is traversed to 

20 identify the plurality of HTML and logical instructions. The obtained server side 

template is transfonm.;d to a client side template by replacing each of the identified 

plurality of HTML and logical instructions during the traversing with an equivalent 

JavaScript code. 

[0006] A web content server includes a processor coupled to a memory and 

25 configured to execute programmed instructions stored in the memory including obtaining 

a server side template comprising a plurality of Hypertext Markup Language (HTML) 

and logical instructions responsive to a request for webpage received from a client 
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device. The obtained server side template is parsed to generate a document object model. 

The parsed document object model is traversed to identify the plurality of HTML and 

logical instructions. The obtained server side template is transfom1ed to a dient side 

template by replacing each of the identified plurality of HTML and logical instructions 

5 during the traversing with an equivalent JavaScript code. 

[0007] This technology provides a number of advantages including methods, non-

transitory computer readable medium, and a web content server for transforming 

templates designed for the s1..'fVer side execution to templates that are suitable to be 

executed on the client side. Additionally, this technology allows developers to use one 

10 language for both developing server side pages and client side content. Further with this 

technology, the server side templates can be transformed to client side templates that 

allow the creation of complex web pages where the displayed data can change without 

the page being reloaded. Even farther, with this technology by directly transfom1ing the 

server side template to a client side template, an autonomous JavaScript based template is 

15 created for the client side without the need of an intemwdiate template language to be 

reinterpreted on the browser of the client device. 

BRIEF DESCRIPTION OF' THE llRAViINGS 

FIG. 1 is a block diagram of an environment vvith an example of a web 

content server that effectively transforms a server side template into a client side 

20 template; 

[0009] FIG. 2 is a block diagram of the example of the web content server shown 

in FIG. 1 ;and 

[0010] FIG. 3 is a flow chart of an example of a method for transforming server 

side template into a client side template; 

25 FIGS. 4-5 are exemplary server side templates; and 
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FIGS. 6-7 are exemplary client side templates that are transformed from 

the server side templates. 

DETAILED DESCRIPTION 

[0013] An exemplary environment 10 ;,vith a web content server 14 coupled to 

5 plurality of client computing devices 12(1 )-l2(n) and plurality of server devices 16(1)-

l 6(n) by communication network 30 is illustrated in FIG. 1. Other numbers and types of 

systems, devices, and/or elements in other configurations and environments with other 

communication network topologies can also be used. This technology provides a number 

of advantages including providing methods, non-transitory computer readable medium, 

10 and devices for transforming templates designed for the server side execution to 

templates that are suitable to be executed on the client side. 

[0014] Referring more specifically to FIG. 1, the web content server 14 includes a 

central processing unit ( CPU) 18 or processor, a memory 20, and a communication 

interface 24, which are coupled together by a bus 26 or other link, although other 

15 numbers and t:;,11es of components, parts, devices, systems, and elements in other 

configurations and locations can be used. 

[0015] The processor 18 of the web content server 14 may execute one or more 

programmed instructions stored in the memory 20 for transforming templates designed 

for the server side execution to templates that are suitable to be executed on the client 

20 side as illustrated and described in the examples herein, although other types and 

numbers of fi.mctions and/or other operation can be performed. The processor 18 of the 

web content server 14 may include one or more central processing units ("CPUs") or 

general purpose processors with one or more processing cores, such as AMDq<) 

processor(s), although other types of processor(s) could be used (e.g., Intel®). 

25 [0016] The memory 20 of the web content server 14 stores the pro,gramrned 

instructions and other data for one or more aspects of the present technology as described 

and illustrated herein, although some or all of the programmed instructions could be 
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stored and executed elsewhere. A variety of different types of memory storage devices, 

such as a non-volatile memory, random access memory (RAM) or a read only memory 

(ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and written to by a magnetic, optical, or 

5 other reading and writing system that is coupled to tbe processor l 8, can be used for the 

memory 20. 

[0017] The communication interface 24 in the web content server 14 is used to 

operatively couple and communicate between the web content server 14, plurality of 

client computing devices 12.(1 )-12(n ), and plurality of server devices 16( l )-l 6(n) via the 

10 communication network 30. One or more of the communication network 30 can include 

one or more networks, such as one or more local area networks (LANs) and/or wide area 

networks (WANs). By way of example only, the comrnunication networks 30 can use 

TCP/IP over Ethernet and industry-standard protocols, including hypertext transfer 

protocol (HTTP), secure HTTP (HTTPS), wireless application protocol (WAP), and/or 

15 SOAP, although other types and numbers of communication networks, such as a direct 

connection, moderns and phone lines, e-mail, and wireless and hardwire communication 

technology, each having their own communications protocols, can be used. 

l0018J The plurality of client devices 12(1)-12(n) enable a user to request, 

receive, and interact ,vith applications, web services, and content hosted by the plurality 

20 of server devices 16( l )-16(n) through the web content server 14 via the communication 

network 30, although one or more of the plurality of client computing devices 12(1)-

12(11) could access content and utilize other types and numbers of applications from other 

sources and could provide a wide variety of other fonctions for the user. In some 

examples, the plurality of client cornputing devices 12(1)-12(n) comprise mobile 

25 computing devices with Internet access that enable web pages and other content stored by 

the plurality of server devices 16( 1 )-16(n) to be retrieved and rendered. By way of 

example only, the plurality of client computing devices 12(1)-12(11) can be smart phones, 

personal digital assistants, or computers. 
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[0019] Each of the plurality of client computing devices 12(1 )-12(n) includes a 

CPU, a memory, an input device, a display device, and an input/output device, which are 

coupled together by a bus or other link, although one or more of plurality of client 

computing devices 12(1)-12(n) can include other numbers and types of components, 

5 parts, devices, systems, and elements in other configurations. The CPU in the plurality of 

client computing devices 12(1 )-12(n) can execute a program of instructions stored in the 

memory of the plurality of client computing devices 12( 1 )-l 2(n) for one or more aspects 

of the present invention as described and illustrated herein, although the CPU could 

execute other numbers and types of programmed instructions. 

10 [0020] The input device in each of the plurality of client computing devices 

12(1)-12(n) can he used to input selections, such as a request for a particular web page, 

although the input device could be used to input other types of requests and data and 

interact with other elements. The input device can include keypads, touch screens, and/or 

vocal input processing systems, although other types and numbers of input devices can be 

15 used. 

[0021] The display device in each of the plurality of client computing devices 

12(1 )-12(n) can be used to show data and information to the user, such as web pages 

retrieved from the plurality of server devices 16(1 )-16(n) by way of example only. The 

display device in each of the plurality of client computing devices 12(1 )-I2(n) can be a 

20 mobile phone screen display, although other types and numbers of displays could be used 

depending on the particular type of client device. 

10022] The input/output device in each of the plurality of client computing 

devices 12( 1 )- l 2(n) can be used to operatively couple and communicate between the 

plurality of client computing devices 12( l )- l 2(n), the web content server 14, and the 

25 plurality of server devices 16(1)-16(n) over the communication network 30. 

10023] Each of the plurality of server devices 16(1 )-16(n) provides content 

including web pages for use by one or more of the plurality of client computing devices 
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12(1 )-12(n) via the web content server 14, although the plurality of server devices l 6(1)-

16(n) can provide other numbers and types of content and perfom1 otht.'T functions. Each 

of the plurality of server devices 16(1)-16(n) can include a CPU, a memory, and an 

input/output device, which are coupled together by a bus or other link, although each of 

5 the plurality of server devices 16(l)-16(n) could have other numbers and types of 

components, parts, devices, systems, and elements in other configurations and locations. 

[0024] The CPU in each of the plurality of server devices 16( 1 )-16(n) executes a 

program ofinstructions stored in the memory of the plurality ofserver devices 16(] )-

16(n) for one or more aspects of the present invention, as described and illustrated by 

10 way of the embodiments herein, although the CPU could execute other numbers and 

types of programmed instrnctions. 

[0025] The input/output device in each of the plurality of server devices 16( 1 )-

16(n) is used to operatively couple and communicate between the plurality of server 

devices 16(1 )- l 6(n), the web content server 14, and the plurality of client computing 

15 devices 12(1)-12(□) via the communication network 30. 

10026] Although embodiments web content server 14, the plurality of client 

computing devices ] 2(1 )-12(n), and the plurality of server devices 16(1 )-16(n) are 

described and illustrated herein, each of the web content server 14, the plurality of client 

computing devices 12(1)-12(n), and the plurality of server devices 16(1 )-16(n) can be 

20 implemented on any suitable computer apparatus or computing device. It is to he 

understood that the apparatuses and devices of the t.mbodiments described herein are for 

exemplary purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will be appreciated by those skilled in the 

relevant art(s). 

25 [0027] Furthennore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital 

signal processors, and micro-controllers, programmed according to the teachings of the 

ACCESSIBE LTD EXHIBIT 1004 
Page 1315 of 2149



CA 02944659 2016-10-05 

embodiments, as described and illustrated herein, and as will be appreciated by those 

ordinary skill in the art. 

[0028] In addition, two or more computing apparatuses or devices can be 

substituted for any one of the devices in any embodiment described herein. Accordingly, 

5 principles and advantages of distributed processing, such as redundancy and replication 

also can be implemented, as desired, to increase the robustness and perfonnance of the 

devices of the embodiments. The embodiments may also be implemented on computer 

apparatuses or devices that extend across any suitable network using any suitable 

interface mechanisms and communications technologies, including by way of example 

l O only telecommunications in any suitable form (e.g., voice and modem), wireless 

communkations media, wireless communications networks, cellular communications 

networks, G3 communications networks, Public Switched Telephone Network (PSTNs), 

Packet Data Networks (PDNs), the Internet, intranets, and combinations thereof. 

[00291 The embodiments may also be embodied as one or more non-transitory 

15 computer readable medium having instructions stored thereon for one or more aspects of 

the present invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to carry out 

the steps necessary to implemt~nt the methods of the embodiments, as described and 

illustrated herein. 

20 [00301 An exemplary method for transfimnfog templates desig11ed for the server 

side execution to templates that are suitable to be executed on the client side will now be 

described with reference to FIGS. 1-7. 

[00311 The exemplary method begins at step 305 where the web content server 14 

receives a request for a web page from one of the plurality of client computing devices 

25 12(1)-12(n). In this example, the requested web page is a hypertext markup language 

(HTML) or extensible markup language template of web page stored by one of the 

plurality of server devices 16(1 )-16(n). 
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[0032j Upon receipt of the request from one ofthe plurality of client computing 

devices 12(1 )-12(11), in step 310 the web content server 14 obtains the template of the 

requested web page. In this example, the web content server 14 obtains the requested 

web page by retrieving the template ofrequested web page from the one of the plurality 

5 of server devices 16(1 )-16(.n) on behalf of the requesting one of the plurality of client 

computing devices 12(1 )-l 2(n). By way of example only, the template of the requested 

webpage that is obtained by the web content server 14 is illustrated in FIG. 4. 

Additionally, another example of the server side template obtained by the web cont(;.,'11.t 

server 14 is illustrated in FIG. 5. As illustrated in FIGS. 4-5, the template (server side 

l O template) of the requested webpage obtained by the web content server 14 includes foll 

support of HTML tags and support of special tags that are able to perform some special 

operations, such as iteration over a collection of iterns; evaluation oflogical conditions; 

set of variables; and print of variables, although the server side template can include other 

types and/or amounts of infi)mwtion. 

15 [0033] In step 315, the web content server 14 parses the obtained server side 

lemplate and generates a document object model (DOM) based on the parsed content. 

[0034] In step 320, the web content server 14 traverses through each line in the 

DOM to identify: the types of HTML instructions, such as static HTML instructions; 

HTML tags including any special tags, condition tag, iteration tag; variable print 

20 instructions; and variable set instmctions, although the web content server 14 can identify 

other types and/or amounts of instructions or other information. By way of example 

only, line 402 in FIG. 4 illustrates the condition tag and line 502 of FIG. 5 illustrates the 

iteration tag that is identified by the web content server 14. 

[0035] In step 325, the web content server 14 generates JavaScript code 

25 representing the exact same procedure illustrated in the HTML instrnctions in the D01V1 

as the client side template for each identified type of HTML instruction. By way of 

example only, the web content server 14 generates the JavaScript code 602 illustrated in 

FIG. 6 for the condition tag in the HTML instruction illustrated in line 402 of FIG. 4. In 
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this example, when the web content server 14 encounters a condition tag while traversing 

the DOM, it generates a JavaScript fragment that illustrates the condition and injects the 

inner content inside the condition tag as illustrated in line 602 of FIG. 6. Additionally, 

the web content server 14 generates a JavaScript code illustrated in FIG. 7 for the 

5 iteration tag illustrated in line 502 of FIG. 5. In this example, when the web content 

server 14 encounters an iteration tag while traversing the DOM, it invokes a specifically 

crafted utility function passing the whole iteration tag as a parameter. The function will 

take care of interpreting the iteration code and transform it into a JavaScTipt iterator that 

will also evaluate an the inner content as illustrated in FIG. 7, by way of example only. 

10 The dynamic HTML based template extends the basic HTML instructions by adding 

logical commands such as conditions, iterations and transfi.)m1ations. The result of the 

server side interpretation of the HTML template is an HTML page that differs in the 

content by contextual factors. 

[0036] In step 330, upon transforming each identified type of HTML instruction 

15 to an equivalent JavaScript code, the web content server 14 transfonns the server side 

template to a client side template by injecting the generated JavaScript code in the 

obtained server side template, although the web content server 14 can inject other types 

and/or amounts of information. In this example, the resulting client side template 

includes a number of utility JavaScript functions that can receive parameters. By 

20 generating the client side template using this technique, this example of the technology 

transforms a server side template into an autonomous JavaScript based client side 

template, without the need of an intem1ediate template language to be reinterpreted on the 

browser of the requesting one of the plurality of client computing devices 12( l)-12(n). 

[0037] In step 335, the web content server 14 forwards the client side template to 

25 the requesting one of the plurality of client computing devices 12(] )-12(n) responsive to 

the received request for the webpage. Upon receipt of the client side template, the web 

browser in the requesting one of the plurality of client computing devices 12( J )-12(n) 

may execute the client side template resulting in the rendering of the requested web page. 

\IVhile the vveb browser of the requesting one of the plurality of client computing devices 
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12(1 )-12(n) executes the client side template, at a certain stage of the flow in the 

execution of the client side template will trigger the JavaScript code that \Vill retrieve data 

in JavaScript Object Notion (JSON) fo.11nat from one of the plurality of server devices 

16(1)-16(n) hosting the requested webpage, although the data can be obtained in other 

5 formats. This example of the method ends in step 340. 

[0038] Accordingly, as illustrated and described by way of the examples herein 

this technology effectively transfonns templates designed for the server side execution to 

templates that are suitable to be executed on the client side. Additionally, this technology 

allows developers to use one language for both developing server side pages and client 

10 side content Further with this technology, the server side templates can be transformed 

to client side templates that aUow the creation of complex web pages where the displayed 

data can change without the page being reloaded. Even further, with this technology by 

directly transfonning the server side template to a client side template, an autonomous 

JavaScript based template is created fr.ff the client side without the need of an 

15 intermediate template language to be reinterpreted on the browser of the client device. 

[0039] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, 

improvements, and modifications will occur and are intended to those skilled in the art, 

20 though not expressly stated herein. These alterations, improvements, and modifications 

are intended to be suggested hereby, and are within the spirit and scope of the invention. 

Additionally, the recited order of processing elements or sequences, or the use of 

numbers, letters, or other designations therefore, is not intended to limit the claimed 

processes to any order except as may be specified in the claims. Accordingly, the 

25 invention is limited only by the following claims and equivalents thereto. 
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CLAIMS 

\v11at is claimed is: 

1. A method for trnnsfi.1m1ing server side template to a client side 

template, the method comprising: 

obtaining, by a web content server, a server side template 

comprising a plurality of Hypertext Markup Language (HTML) and logical instructions 

responsive to a request for webpage received from a client device; 

parsing, by the web content server, the obtained server side 

template to generate a document object model; 

traversing, by the web content server, the generated document 

object model to identify the plurality of HTML and logical instructions; and 

transforming, by the web content server, the obtained server side 

template to a client side template by replacing each of the identified plurality of HTML 

and logical instrnctions during the traversing with an equivalent JavaScript code. 

The method as set fmth in claim 1 wherein traversing further 

comprises identifying, by the web content server, one or more instruction types in the 

identified plurality of HTML and logical instructions, wherein the one or more 

instruction types comprises a condition tag, an iteration tag, a variable print instruction 

20 and a variable se! instruction. 

3. The method as set forth in claim 2 further comprising generating, 

by the web content server, the equivalent JavaScript code configured to express a 

condition and inject an inner content of the condition inside a branch of the condition 

25 when the identified one or more instruction types is the condition tag. 

4. The method as set forth in claim 2 further comprising generating, 

by the web content server, the equivalent JavaScript code configured to invoke a 
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specifically crafted utility function to pass the iteration tag as a parameter when the 

identified one or more instruction types is the iteration tag. 

5. The method as set forth in claim 2 further comprising 

5 transforming, by the web content server, the variable print instruction into a JavaScnpt 

print instruction when the identified one or more instruction types is the variable print 

instrnction. 

6. The method as set forth in claim 2 further comprising 

10 transforming, by the web content server, the variable set instruction into a JavaScript 

variable set instruction when the identified one or more instruction types is the variable 

set instrnction. 

7. A non-transitory computer readable medium having stored thereon 

15 instructions for transforming server side template to a client side template comprising 

machine executable code which when executed by a processor, causes the processor to 

perform steps comprising: 

obtaining a server side template comprising a plurality of 

Hypertext Markup Language (HTML) and logical instructions responsive to a request for 

20 webpage received from a client device; 

parsing the obtained server side template to generate a document 

object model; 

traversing the generated document object model to identify the 

plurality of HTML and logical instmctions; and 

25 transforming the obtained server side template to a client side 

template by replacing each of the identified plurality of HTML and logical instrnctions 

during the traversing with an equivalent JavaScript code. 

8. The medium as set forth in claim 7 wherein traversing fm1her 

30 comprises identifying one or more instruction types in the identified plurality of HTML 
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and logical instructions, wherein the one or more instruction ty'PeS comprises a condition 

tag, an iteration tag, a variable print instruction and a variable set instruction. 

9. The medium as set forth in claim 8 further comprising generating 

the equivalent JavaScript code configured to express a condition and inject an inner 

5 content of the condition inside a branch of the condition when the identified one or more 

instruction types is the condition tag. 

10. The medium as set forth in claim 8 further comprising generating 

the equivalent JavaScript code configured to invoke a specifically crafted utility function 

10 to pass the iteration tag as a parameter when the identified one or more instruction types 

is the iteration tag. 

11. The medium as set forth in claim 8 further comprising 

tnmsfonning the variable print instruction into a JavaScript print instruction when the 

15 identified one or more instruction types is the variable print instruction. 

20 

12. The medium as set forth in claim 8 further comprising 

transfom1ing the variable set instmction into a .JavaScript variable set instruction when 

the identified one or more instruction types is the variable set instmction. 

13. A web content server, comprising: 

a processor; 

a memory, wherein the memory coupled to the processor which are 

configured to execute programmed instructions stored in the memory comprising: 

25 obtaining a server side template comprising a plurality of 

Hypertext Markup Language (HTML) and logical instructions responsive to a request for 

webpage received from a client device; 

parsing the obtained server side template to generate a document 

object model; 
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traversing the generated document object model to identify the 

plurality of HTML and logical instructions; and 

transforming the obtained server side template to a client side 

template by replacing each of the identified plurality of HTML and logical instructions 

5 during the traversing with an equivalent JavaScript code. 

14. The device as set forth in claim 13 wherein the processor is further 

configured to execute programmed instructions stored in the memory for the traversing 

further comprises identifying one or more instruction types in the identified plurality of 

10 HTML and logical instructions, wherein the one or more instruction types comprises a 

condition tag, an iteration tag, a variable print instruction and a variable set instruction. 

15. The device as set forth in claim 14 wherein the processor is further 

configured to execute programmed instructions stored in the memory further comprising 

15 generating the equivalent JavaScript code configured to express a condition and inject an 

inner content of the condition inside a branch of the condition when the identified one or 

more instmction types is the condition tag. 

16. The device as set forth in claim 14 wherein the processor is further 

20 configured to execute programmed instructions stored in the memory further comprising 

generating the equivalent JavaScript code configured to invoke a specifically crafted 

utility function to pass the iteration tag as a parameter when the identified one or more 

instrnction types is the iteration tag. 

25 17. The device as set forth in claim 14 wherein the processor is further 

configured to execute programmed instructions stored in the memory further comprising 

transfonning the variable print instruction into a JavaScript print instruction when the 

identified one or more instruction types is the variable print instruction. 
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18. The device as set forth in claim 14 wherein the processor is further 

configured to execute programmed instructions stored in the memory fartht,'T compiising 

transfom1ing the variable set instruction into a .JavaScript variable set instrnction when 

the identified one or more instruction types is the variable set instrnction. 
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METHODS FOR FACILITATING A REMOTE INTERFACE AND 
DEVICES THEREOF 

[0001] This application claims the benefit of U.S. Provisional Patent 

5 Application Seriai No. 61 /988,639 filed on May 5, 20 I <'1, which is hereby 

incorporated by reference in its entirety. 

FIELD 

[0002! This technology generally relates to kiosk and other prcsent:ition 

devices, and more particularly to methods and devices for facilitating a remote 

10 interface for interacting \vith such presentation devices. 

BACKGROUND 

f 0003] Presentation devices, such as kiosks and other devices with 

relative) y large t-tCrccn sizes, arc often available for interaction in commercial and 

other settings. Presentation devices can display product information associated 

l 5 with a catalog of available products for a retailer, for example, udvcrtising 

information, or any other information directed to consumers or other members of 

f0004] The method of intcraciion with presentation devices 1s often 

through a multi-touch screen. HO\vevcr, such r,rcsentation devices arc generally 

20 complex and have relatively bigh associated cost due to the multi-touch screens 

25 

and required processing pmver. Additionally, pre.~cntation devices with relatively 

large screen sizes arc currently unable to effective! y pn~scn t, and/or allow users to 

input, private information (e.g. personally identifiable infom1ation or credit card 

numbers) in a discreet manneL 

SUMMARY 

[0005l A method for facilita1 ing a remote interface inciudes providing. by 

a remote interface server computing device, a presentation web page to a 

presentation device and a remote web page to a remote device. The remote web 
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page is configured to, when executed by the remote device, register the remote 

device as associated with the presentation device and render a sv,:i[Je panel on a 

dis[Jlay of the remote device. A first message is received, by the remote interface 

server computing device, from the remote device in response to an interaction 

5 with tbe swipe panel. A second message is sent, by the remote interface server 

computing device, to the presentation device in response to receiving the first 

message. The second message, when executed by the presentation device, is 

configured to cause the presentation device to perform an action on the 

presentation web page corre~pond1ng to the user interaction witb the swipe panel. 

lO !0006! A non-transitory computer readable medium having stored thereon 

rnstructions for facilitating a remote interface comprising cxccu1able code ,vhich 

when executed by a processor, causes the processor to perform steps including 

providing a presentation web page 1u a presentation device and a remote web page 

to a remote device. The remote web page is configured to, when executed by the 

15 remote device, register tbe remote device as as.-:.ociated with the presentation 

device nncl render a swi[JC panel on a display of the remote device. A firs1 

message is rceei ved from the remote device in response to an interaction with the 

swipe panel. A second message is sent to the presentation device in response to 

receiving the first message. The .~cccmd message, when executed by the 

20 presentation device, is configured to cause the prc~enration device to perform an 

action on 1hc prcseniation web page corresponding to the user interaction with the 

swipe panel. 

[0007] A remote interface server computing device including a processor 

:rnd a memory coupled to the processor which is configured to be capable of 

25 executing prognmirned ins1ructions comprising and stored in the memory to 

provide a presentation web page to a presentation device and a remote web page 

to a remote device. The remote web page is configured to, when executed by the 

r-c:rnotc device, register the remote device as associated with the presentation 

device and render a .swipe panel on a display of the remote device. A first 

30 message is received from the remote device in response to an interaction with the 

swipe panel. A second message is sent to the presentation device tn response to 

receiving the first rne~sagc. The second message, when executed by the 
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presentation device, is configured to cause the presentation device to pcrfom1 an 

action on the presentation web page corresponding to the user interaction with the 

s,vipc pancL 

!0008] A system for facilitating a remote interface includes a remote 

5 interface server computing device including a first processor and a first memory 

coupled to the first processor, The first process is configared to be capable of 

executing programmed instructions comprising and stored in the first memory to 

provide a presentation web page to a pre,-;entation device and a remore web page 

to a remote device. The remote web page configured to, when executed by the 

l O remote device, register the remote device as associated with the presentation 

device and render at least a swipe panel on a display ofthc remote device. The 

system further includes a web socket server computing device including a second 

proeessor and a second memory coupled to ihc .,econd processor. The second 

processor is configured to be capable of executing programmed instructions 

15 comprising and stored in the .~econd memory to receive a first message from tbe 

remote device in response to a user interac1ion with the swipe panel. A second 

message is sen1 to the presentation device in response to receiving the first 

message. The second message, when executed by the prescn!ation device, i1'i 

configured to rnu~e the presentation device to perform an aciion on the 

20 presentation web page coJTesponding to the user interaction ,vith the swipe panel. 

[00091 This technology provides a number of advantages including 

pmviding methods, non-transitory compuicr readable media, devices, and systems 

that facilitate remote interfacc.s for presentation devices. With this technology, 

presentation device (e.g., a kiosk) can be seamlessly controlled by a remote device 

25 (e.g., mobile phones) using mcssi:tgcs exchanged based on the web socket 

protocol. By leveraging remote devices, this technology allows presentation 

devices to be less complex and less costly. Additionally, private information can 

be advantageously submitted without displaying the iofomiation in a visible 

fomrnt on the display of n presentation device 
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10 

20 

BRrEF DESCRIPTION OF THE DRAWINGS 

[0010] FTG. 1 is a block diagram of a network environment with an 

exemplary remote interface sc-rver coupled to a presentation device and a remote 

device~ 

[0011! FlG. 2 is a block diagram of another network environment with an 

exemplary remote interface ,-;ervcr eoupicd to a presentation device, a remote 

device, and a web socket server; 

100121 FIG. 3 is a flowchart of an exemplary method for facilitating a 

rcn1ote interfitcc: 

[00131 FlG. 4 is an excmplaf'J initiation web page; 

!00141 FIG. 5 is an exemplary presentation web page; 

F1G. 6 is an exemplary remote vveb page; 

[0016] FIG. 7 is an cxcmplar1 presentation web page; 

[00171 FIG. 8 is an exemplary remote \VCb page n10dificd according to a 

horizontal swir,e gesture with a s-..vipe pand; 

[0018j FIG. 9 is an exemplary presentation web page with input fields; 

FIG. l O i~ an cxcmplary remote web page with input fields; 

[0020! FlG. 11 is an exemplary rcrno1e web page sub'-equent to U'ser 

interaction with an edit button; 

!0021] FIG 12 is an excmphiry remote web page with a viriual keyboard; 

[0022] FIG. 13 is an exemplary presentation web page with input fields 

subsequent to a user editing content; 

[0023] FlG. 14 is an exemplary presentation web page subsequent to user 

interaction with a play video button of a remote web page; and 

ACCESSIBE LTD EXHIBIT 1004 
Page 1338 of 2149



CA 02947402 2016-·l0-,28 

WO 2015i171228 PCT/US2015/024172 

- 5 -

[00241 FIG. 15 is an exemplary rernote web page subsequent to user 

interaction with a play video button of the remote web page. 

DETAILED DESCRIPTION 

[00251 An exemplary nct\11ork environment lO with a remote interface 

5 server l 2 coupled to a presentation device l 4 and a remote device 16 is illustrated 

in FIG. 1. ln this cxarnplc, the remote interface .server l 2, presentation d~~vicc l 4, 

and remote device l 6 arc coupled togclher by at least one communication network 

l 8. although other numbers and types of ~ystcrns, devices, and/or elements in 

other configurations or network topologies can also be used. This technology 

10 provides a number of advantages including methods, non-transitory computer 

readable media, devices, and systems that facilitate a remote interfaces to 

effectively replicate, on the presentation device 14, user interactions \vith a web 

page rendered on the remote device 16 while maintaining information privacy. 

f0026l The remote interface server 12 (also refcm:d to herein as a remote 

J 5 interface server computing device) in this particular example is coupled to the 

presentation device l 4 and the remote device 16 by the communication network 

18 ,vhich can include one or more local area network(s) (LANs) and/or wide area 

network(s) (WANs). Other network devices configured 10 generate, send, and 

receive net,vork communications and eoupied together vta other torologies can 

20 also be used. While not shown, tk nctv,;ork environment 10 also may include 

additional network components, such as routers, switches and other devices, 

which arc well known to those of ordinary skill in the mi and thus wili not be 

described here. 

[0027l The remote interface server l 2 may perform any number of 

functions including hosting and providing web content and facilitating 

communications between the presentation device 14 and the remote device 16 

according to the web socket protocol, for example. ln this example, the remote 

interface server 12 includes a processor 20, a memory 22, and a communication 

30 interface 24, which arc coupled together by a bu.~ 24 or other communication link, 
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although other numbers and types of components, paits, devices, systems, and 

elements in other configurations and locations can be used. 

[0028! The processor 20 in 1he remote interface server 12 executes a 

rrogram of stored instructions for one or more aspects of this technology, as 

5 described and illu.,trntcd by way of1he embodiments herein, al1hough the 

processor 20 could execute other numbers and type:,; of programmed instructions. 

The processor 20 of the remote interface server 12 may include one or more 

central processing units or general purpose processors with one or more 

processing cores, for example. 

]O [0029] The memory 24 in the remote interface server 12 stores these 

programmed instructions fix ooc or more aspects of ihis 1echnoiogy, as de,~cribcd 

and illustrated hcrcm, although some or all of the programmed instructions could 

be stored and/or executed elsewhere. Optionally, the memory 24 in this example 

stores a plurality of web rages including at least one initiation ,veb page 28, 

15 prescn1ation web page 30, and remote web page J2, as described and illustrated in 

more dctml later. A vancty of different types of memory storage devices, such as 

a random acce.~,~ memory (R.A.f,1), read only memory (ROM), hard disk drive(s), 

flash, solid state drivc(s), or other computer rc:adabk medium ,vhich is read from 

and/or written to by a magnetic, optical, or other reading and/or wri1 ing system 

20 that is coupled to the processor. can be used for the memory 22 in the remote 

interface server l 2. 

[0030J in thi,\ particular exampie, the memory 24 also includes a web 

socket server 34. The ,.vcb socket server 34 in this cxamp[c 1s a soHwarc moduic 

that includes progrntnJT,cd insrructiorb 1hat, 1vhen executed by the processor, 

25 generate a web socket server configured to facilitate communications between the 

presentation device 14 and the remote device l 6 according to the web socket 

protocol, as described and illustrnted in more detail later. 

[00311 The communication interface 24 in the remote interface server i2 

is used to operatively couple and communicate between the remote interface 

30 server 12, the 1xescntation device 14, and the remote device 16, which arc all 
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coupled together via the communication network 18, although other types and 

numbers of communication networks or systems with 01her types and numbers of 

connections and configurations !O other devices and clements can also be used. 

By \Vay of example only, the communication network 18 can use TCP.!JP over 

5 Ethernet and industry--standard protocols, including h:>1Jertext transfer protocol 

(H.TTP), and/or secure HTTP (HTTPS), although orhcr types and numbers of 

communication networks, such as a direct connection, moderns and phone lines, c

ma Ll, and wireless and hardwire communic&tion technology, each having their 

own communications protocols, can be used. 

10 [0032] The presentation device i 4 and the rcn10te device 16 in this 

particular example enable a user to request. rccci vc, and interact with applications, 

web services, and content hosted by the remote interface server l 2 u.~ing the 

communication network 18, although one or more of the presentation device 14 or 

remo1c device 16 could access content and uiilizc other types and numbers of 

l 5 applications from other source~ and could provide a wide variety of other 

function.s for the user. 

[0033j Each of the presentation device 14 and remote device l6 in this 

example indudcs a processor, a memory, an input device, a display device, and a 

communication interface, which are coupled together by a bus or other 

20 communication link, although one or more of presentation device 14 or remote 

device 16 can include other numbers and types of components, parts, devices, 

.systems, and clements in other configurations. The processor in each of the 

presentation device l 4 and remote device l 6 can execute a program of instructions 

stored in the memory the client device for one or more aspects of tbis technology, 

25 as described and illustrnted herein, although the processor could execute other 

numbers and types of programmed instructions. 

[0034] The input device in each of the presentation device l 4 and remote 

device J 6 can be used to input selections, such as a request for a pc1rticular web 

page or other content stored by the remote interface server 12 or ano1her web 

30 content server, although the input device could be used to input other types of 

requc,-;;ts and darn and internet with other clements. The input device can include 
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keypads, touch :--crecns, and/or vocal input processing sys1ems, although otber 

types and numbers of input devices can also be used. 

!00351 Tbc display device in each of I he presentation device 14 and 

remote device 16 can be used to show data and information to a u.-;er, such as web 

5 pages and mher content retrieved from the remote interface server 12 or another 

web content server by \vay of example only. The display device in the 

presentation device l 4 can be a television screen and the display device in the 

remote device J 6 can be a mobile phone screen, for example, although other types 

and numbers of display device,-; could be used depending on the particular type of 

10 presentation device 14 and remote device 16. The c01r1municatLon interface in 

each of'ihe presentation device; 14 and remote device 16 can be used to 

operatively couple: and communicaic between the presentation device 14, remote 

dcvLCC 16, and remote interface server J 2 over tbe communication network 18. 

[0036] By way of example only, the presentation device 14 can be 

i 5 relatively less mobile than the: remote device ! 6 and can include a television, 

kiosk, or other device \Vith a relatively large display as compared to that of the 

remote device 16, although other types of prcsemation devices can also be w,ccL 

Accordingly, in .some examples, the remote device 16 is relatively more mobile 

! han the presentation device 14 and can be a smartphone, personal digital 

20 assistant, tablet, netbook, notebook, or other device with a relatively small display 

as compared to ! hat of the presentation device 14, although other types of rern,ote 

[0037! Referring more specifically to F1G. 2 another cxcmpiary network 

environment 36 vvith a remote interface server 12 coupled to a presentation device 

25 14, a remote device 16, and a web socket server 38 is illustra!ed, The remote 

interface server 12, preseniation device 14, remote device 16, and communication 

network l 8 in this example ure the same as described and illustrated earlier with 

reference to FIG. 1 except that the remote interface: server 12 does not includes the 

web socket server 24. Instead, in this particular example, the web socket server 

30 38 is provided as a separate web socket server computing device in the 

environment 36 that is also configured to communicate with the presentation 
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device 14 and 1he remote device 16 via the communication network 18. Other 

network topologies and numbers of remote interface servers and/or web socket 

servers can also be provided in network environment 10 or 36. 

100381 The ·web socket setvcr 38 in the particular example iiiu.strnted in 

5 FIG. 2 includes a processor 40, a mernory 42, and a communication in1erface 44, 

which arc coupled together by a bus 46 or other communication link, although 

other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can be used. The processor 40 in the web 

socket ~crver 38 executes a program of ~to red instructions one or more aspects of 

10 this technology, as described and illustrated by way of the embodiments herein, 

although the processor 40 could execute other numbers and types of programmed 

instruction~. The processor 40 of the web socket server 38 may include one or 

more central processing units or general purpose processors with one or more 

15 

. £ . 
processing corc.s, 1or example. 

[0039! The memory 42 in the web ,;ocket server 38 stores these 

progrnrnmed instructions for one or more aspects of this technology, as described 

and illustrated herein, alihough some or al! of the programmed instructions could 

be stored and,'or executed elsewhere. A variety of different types of memory 

storage devices, :-.uch as a random access memory (RAM), read only memory 

20 (ROivI). hard cfok drive(.,), flash, solid state drivc(s), or other computer readable 

medium \vhich is read from and/or wr:tten to by a. magnetic, optical, or other 

reading and/or writing system that is coupled 1o the processor 40, can be used for 

the memory 42 in the web socket server 38. 

100401 The communication interface 44 in the web socket server 38 ts 

25 used lo operatively couple and communtcatc bc:1wccn the: web socket .~crvcr 38, 

the presentation device 14, and the remote device l 6, which are all coupled 

together via the communication network 18, although other types and numbers of 

cornrnun ication networks or systcrns with other types and nurnbcrs of connections 

and configurations ro other devices and clements can also be used. By way of 

30 example only, the communication network 18 can use TCP/IP over Ethernet and 

industry-standard protocols, including hypertext transfer protocol (HTTP) and the 
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web socket protocol, aithough other types and numbers of cormnun ication 

networks, such as a direct connection, modems and 11hone lines, e-mail, and 

wireless and hardwire communication technology, each having their own 

communications protocols, can also be used. 

[0041 I The embodiments of tbc rernot,: interface server 12, web socket 

server 38, presentation device 14, and remote device 16 are described and 

illul':trated herein for exemplary purposes and many variations of the specific 

harchvare and software used 1o impicment the en1bodiments arc possible, as ,viii 

be appreciated by tho~c skilled in the relevant ar1(.~) Furthennore, each of the 

IO devices of the embodiments may be conveniently implemented using one or more 

general purpose comr,utcrs, microprocessors. digital signal processors, and micro

controiier.~, rrogrammcd according to the teachings of the embodimcnh, as 

described and illustrnted herein, and as will k appreciated by those ordinary .skill 

[5 

n1 tnc a!i. 

[0042! ln addition, iwo or rnorc cornpu1ing apparatuses or devices can be 

substituted for any one of the devices in any embodimeni described herein. 

Accordingly, principles and advan1ages of distributed processing, such as 

redundancy and rcrl ication also can be implemented, as desired, to increase the 

robustness and performance of the devices of1he embodiments. The 

20 embodiments may also be implemented on computer apparatuse., or devices that 

extend across any sui!ublc network using any .~uirable interface mechanisms and 

communications technologies, including by way of example only 

tciccornmunications in any suitable form (e.g., voice and modern), wireiess 

communications media, ,vi re less communication.~ networks, cellular 

25 communications net\vorks, G3 communications networks, Public Switched 

Teler,hone Network (PSTNs), Packet Data Networks (PDNs), the 1n1crnet, 

intrancts, and combinations thereof. 

roo43l The embodiments may also he embodied as one or more non-

transitory computer readable media having instructions stored thereon for one or 

30 more aspects of this technology as described and illustrated by way of the 

embodiments herein, as dGscribed hernin, which when executed by a processor, 
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cause the pmcessor to carry out tlie steps necessary to implement !he methods of 

the embodiments, as described and illusrrated herein. 

[0044! An exemplary method for facilitating a remote interface will now 

be described with reference to FJGS. l--15. Referring more specifically to F!G. 3, 

5 in step 300 in this example, the remote interface server 12 .~ends the initiation web 

page 28 to the~ presentation device 14 and registers the-~ presentation device ] 4 \:vith 

the web socket server 34 or 3 8. The remote interface server 12 can send the 

initiation web page 28 in response to a request for the initiation web page 28 

received from the prescntation device 14. In one example, the presentation device 

10 14 is a smart television executing a web browser \vhich facilitates the reirieval of 

the initiaiion 1.vcb page 28 at the request of a user, although other types of 

rresentation devices and other rncthods of rrovidi ng the initiation web page 28 

can also be used. Upon receipt of the Lnitiation web page 28, ihe presentation 

device 14 executes favaScript code included with the imtiation web page 28, 

15 which is configured to communicate with the remote interface server 12 to regi51er 

the presentation device 12 by establishing a connection between the presentation 

device and the web socket server 34 or 38 

[00451 in step 302, the remote interface server 12 sends a remote web 

page 3 2 to !he remote device 16, registers the remote device 16 with tbc: web 

20 socket server 34 or 38 as associated with the presentation device l 4, and sends a 

presentation web page 30 to the presentation device 14. The remote web page 32 

and presentation web page 30 can be sent by the remote interface server 12 in 

response to a rc:qucst from tbc rcrnolc device J 6 initiated based on an interaction 

by the rcrnotc device 16 with at lca.~t a portion of the initiation web page 28 

25 rendered on the display of the presentation device 14. 

[0046! Referring more .specifically to FiG. 4, an exemplary initiation web 

page 28 1s illustrated. Jn this example, the initiation web page 28 includes a 

portion with an interactive mode interface 400, which is a three dimensional bar 

code in this example, although other types of interactive mode interfaces and 

30 portions of the initiation \VCb page 28 can also be used. 
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[0047] Accordingly, a user of the remote device 16 in this example can 

scan the interactive mode interface 400 which encodes at least a Uniform 

Resource Locator ( U.RL) and causes a web browser executed by the remote device 

l 6 to request the remote web page 32 located at the URL from the remote 

5 in1crf".:tce server 12, which sends the remote web page 32 to the remote device 16 

in res.ponse. [n this example, 1he remote web page 32 is configured 1o, when 

executed by the web browser of 1he remote device l 6, register the remote device 

16 vvith the \VCb socket server 34 or 38 ns associated with the presentation device 

10 

14, 

[0048] Accordingly, the remote web page 32 can include JavaScript code 

executed by the remote device 16 that facilitates comrnunication by the: remote 

device 16 with the web .socket server 34 or 38 to establish a connection beiween 

the remote device 16 and the web socket server 34 or 38, as wdl as an association 

with the presentation device 14. Optiorrnily, the interactive mode interface 400 of 

15 the initiation web page 28 can further encode an identifier of the presentation 

device l 4 which can be used to facilitate the association of the prcscn1 a1 ion dc:v ice 

14 and the remote: device 16 \.vith the: web socket server 34 or 38. Other methods 

of initiating the association of the presentation device 14 and the remote device 16 

with the web sockc1 server 34 or 38 can ::ilso be LJ.~ed. 

20 [00491 ln response to receipt of the request from the remote device 16 for 

the remote web page 32, or in response to a subsequent communication to the 

remote interface server 12 by the remote device 16 executing the JavaScript code 

of the rcrnotc web page 32, the rcrnotc lntcrf:1,cc server 12 atso sends the 

presentation vveb page 30 to the presentation device 14, The remote web page 32 

2.5 and presentation web page 30 can be different versions of a same \veb page such 

Hrnt the remote web page 32 includes at leust a portion of the content of ihe 

presentation 'Neb page 30, although other types of presentation and remote web 

pages can also be used. 

[0050i Referring more specifically to F1G. 5, an exemplary presentation 

30 web page 30 is iliustrated and referring more specifically to F1G. 6, an exemplary 

remote web page 32 is ii\ustratcd. ln this example, the presentation web page 30 
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and remote web pc:gc 32 arc di ffcrcnt versions of the same web page as the 

presentation web page includes multiple paneb that can be manipulated, as 

described and illustrated in more detail later, whereas the remote web page 32 is a 

mobile version of the web page whicb include.- content of" only one of the panels 

5 included in the presentation web page 30. The remote web page 32 is also 

config·Lircd to, when executed by the remote device 16, render a swipe panel 600, 

and optionally one or more buttons, on the display of the remote device 16. ln this 

example, the swipe panel 600 includes the content of the panel eorrespondi ng to 

one of the panels of the presentation web page 30, although the swipe panc:i 600 

l O can be located elsewhere in the web page and/or disp1ay of the remote device 16. 

[0051 l Referring back to FIG. 3. in step 304 the web socket server 34 or 

38 receives a rne~sage from the remote device 16 in response to a user interaction 

with the remote web page 32. The message can comply with the web socket 

protocol and can be received by the web socket server 34 or 38 using the 

connection established with the remote device 16. Accordingly, the JavaScript 

code of the remote web page 32 executed by the remote device i6 can determine 

when a user has interacted \-vith ihc remote web page 32 and send a message 10 the 

web socket server 34 or 38 corresponding to the interaction in response. The 

n1essage can include infiJrrnatlon regarding the type of !n!eraction and any o1her 

20 contextual information, for example. 

[0052] In step 306, the web socket server 34 or 38 determines whether the 

user interaction corresponding to the message received in step 304 is a swipe 

panel interaction, and optionally whc,hcr the interaction was a horizontal or 

vertical swipe gesture, for example. if the web socket server 34 or 3S detemm1cs 

25 that the user interaction is a s,vipe panel interaction, then the Y cs branch is taken 

to step 308. Jn citep 308, the web ciockct cicrvcr 34 or 38 send,-, a message to the 

presentation device 14 to cause the presentation device 14 to perform an action on 

1he presen1ation web page 30 corresponding to the swipe panel interaction. 

[00531 Referring more .specifically to FIG. 7, a presentation web page 30 

30 subsequent to performing an action corresponding to a horizontal swipe gesture 

with the swipe panel 600 of the remote web page 32 is illustrated. ln this example, 
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the panel with a video illustrated in the foreground in FIG. 5 has been rotated to 

lhe left, such as by three dimensional rotation. for example, resulting in the 

modified presentation web page 30 illustrated in FIG. 7 in which a new panel has 

been rotated to the fi.:ireground. 

!0054] Referring more ~pccifirnlly to FIG. S, a remote web page 32 

modi ficd according to a horizontal S\vipc gesture with the swtpe panel 600 of the 

remote \Veb page 32 is illustrated. ln this example, the panel with the video 

illustra1cd in the swipe panel 600 in FfG. 6 has been moved off screen, such as by 

two dimensional slide aninrntion, for example, resulting in the modified remoie 

l O web page 32 illustrated in FIG. 8 in which a new panel ',vith differcn1 content has 

replaced the previous pane! in the swipe rand 600. 

roossi In other examples, the user interaction can be a vertical swipe 

gesture and the action can be a ve;tical scroll. For example, a user can perform a 

vertical swipe gesture on the swipe panel 600 of the remote web page illustrated in 

\ S FIG. 8 resulting in a vert1cal scroll c1.ction on the presentation web page 30 

illustrated in FlG. 7. Other cxernpiary gestures and interactions with the swipe 

panel 600 and corresponding actions, as well as animations and rotations can also 

be used. Accordingly, in this cxarnplc, a user of the remote device l6 can 

contemporaneously control the display of the presentation device l4, and in 

20 particular the presentation web page 30, without physically interacting with the 

presentation device 14 and u,sing only the interface provided on the remote device 

l6 through the remote web page 32. 

!00561 Referring back to FIG. 3, if the web socket server 34 or 38 

determines that the user intcrnction is not a swi pc panel interaction in step 306, 

25 then the No branch is taken ;o step 310. ln step 310, the web socket server 34 or 

38 dctcm1incs whether the user interaction corresponding to the message received 

in step 304 is a save button interaction. If the web socket server 34 or 311 

determines that the user internction is a save button interaction. then the Y cs 

branch is taken to step 312, 
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[OOS7l Optionally, the buttons of the remote web page 32 as rendered on 

the display of the remote device 16 ean change based on functiona[ity present in 

the remote web page 32 and/or presentation web page 30. For example, referring 

back to FIG. 6, the remote web page 32 include,.;; play buiton 602 corresponding to 

5 the video conten1 rendered in the swipe panel 600. Referring more specificaily to 

FIG. 9, a presentation web page 30 with input fields 900 is illustrated and 

referring more specifically to FIG. JO, a remote web page 32 with the input fields 

1000 is illustrated. In this example, the buttons arc modified by the JavaScript 

code of the remote web page 32 to include an edit button !002 corresponding to 

lO the content of the input fields 1000 of the remote web page 32. 

!0058] Referring more specifically ro FlG. 11, the remote web page 32 of 

FIG. 10 is illustrated subsequent to user interaction with the edit button 1002. 

Upon user interaction wi1h the cdi1 button l002, the remote web page 32 i.s 

configured to render a save button 1100 in place of the cdi 1 button l 002 as well as 

15 editable input fields l 000 com::sponding to the input fidds 900 of the presentation 

'vVCb page 30 of FIG. 9. In this example. private information such as a credit card 

number is optiooally obfu.scated in the presentation web page 30 since the 

presentation web page 30 is rendeted on a prcscn1ation device 14 which may have 

a relatively large display and/or rnay be vi.sibic to the environment or other 

20 members of the public. However, the editable input fields l 000 rendered by the 

remote web page 32 in response io the user interaction with the edit button l 002 

are rendered without the obfoscation to allow user editing. 

f00S9! Referring more specifically to FIG. 12, optionally, the remote 

device 16 i~ configured to display a virtual keyboard 1200 upon user selection of 

25 one oftbc editable input fields 1000 allowing tbe:: user to edit the information. In 

this example, the user has edited the name, credit card number, and CVV fields. 

Upon entering the new in formation, the user can select the save bwton l l 00 as 

illw,trated in F1G. 11 In response to u:--cr selection oftbc save button 1100, the 

message received by the web socket server 34 or 38 in step 304 of FIG. 3 is sent 

30 by the remote device 16 and includes at least any information updated by the user. 
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[0060! ln step 312, the web socket server 34 or 38 sends a message to the 

presentation device 14 including infonnation included in the message received 

from the remote device l 6 in step 304. Referring more specifically to FIG. 13, the 

presentation web page: 30 with input fields 900 subsequent to user editing of the 

5 contem is illustrated, In this example, any private information continues to be 

rendered in an obfuscated manner in the rrescntation web page 30 rendered on the 

display of the pre.~cntation device 14. 

[0061 l Referring back to FIG. 3, if the web socket server 34 or 38 

determines in step 310 that the user interaction is not a ,save button interact ion, 

l 0 then the No branch is taken to step 314. In step 314, the web socket server 34 or 

38 dctcrmi ncs whether the user interaction corresponding to the message received 

in step 304 is a video button interaction. lfthe web socket server 34 or JR 

determines that tbc user interacl ion is a video button interaction, then 1he Yes 

branch is taken to step 316. 

15 [0062] !n :-;tep 316, the web socket :-;ervcr 34 or 38 sends a message to the 

rrcscnta.tion device 14 eorre~ponding to the video button interacted with by the 

user of the rernore device 16. Referring back to FlG. 6, user interaction with the 

play button 602, frlr example, can cause a message to be sent to the web socket 

server 34 or 38 which, in step 3 l 6 of .FlG. 3, sends a mes.sage to the presentation 

20 device 16 to initiate the video of the presentation web page 30 in response. 

Referring more srccifically to F!G, 14, the presentation web page 30 subsequent 

to user interaction with the play button 602 of the remote web page 32 is 

illustrated. 

In FlG. l 5- ihe remote web page 32 subsequent to user interaction 

25 with the rlay button 602 of the remote web page 32 is illustrated. OptionaUy, in 

tb is example, the remote web page 32 is configured to conve1i the swipe panel 

600 to indicate tlw.t the video i~ playing and to render a pause button 1500 in place 

of the play buiton 602, although the remote web page 32 can be configured to 

provide other functionality in response to the user interaction Viith the play button 

30 602. ln another example, Ltscr interaction with the pause button l 500 of the 

remote web page 32 can be determined in step 3 l 6, which can cause a message to 
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be sent to the rresentatlon device i 4 to pause the video of the presentation web 

page 30 in response. 1n yet other examples, a stop button can be rendered on the 

remote web page 32 and any other type of button can also be used. 

[0064l Referring back to FKi. 3, in step 318, the web socket server 34 or 

5 3 8 optionally determines 1vhethcr a message is received from the presentation 

device l4 in response to the message sent to the presentation device t 4 in step 316 

in examples in which the video button internction is a user inieraction with a play 

button 602. Or,tionaHy, one or more callbacks can be received by the ,veb socket 

server 34 or 38 from the presentation ck:vice 14 after any of the messages sent in 

l O the after any of steps 308, 3 J 2, or 316. However, in this example. the message 

received from the presentation device l 4 in step 318 optionally includes video 

information (c,g,, clap:--;ed lime) and/or a URL. The URL can correspond with 

content displayed in the video. For example, if the video is of a model on a 

runway at a fa.c.hion ~huw, the URL can point to content including information 

15 regarding an article of the clothing worn by the model including associated cost 

and purchase infomiation. 

!U06Sl Accordingly, if the ,veb socket server 34 or 38 determines that a 

message is rcccivcd from the: prcsentarion device 14 m step 318, then the Yes 

branch is taken to step 320. ln step 320, the web socket server 34 or 38 sends a 

20 message to the remote device J 6 in rc~ponse to 1hc me1--sage received from the 

presentation device l 4 in step 3] 6. The rnes:,age sent by the web socket server 34 

or 38 in step 320 can include the video infonnation and/or the URL included in 

the message received from the presentation device l 4 in step 318. Jn response, the 

remole web page 32 can be configured to render the video information and/or 

25 coment located at the URL on the di,srlay of the remote device 16, such as on the 

s,vipc panel 600 for example. 

!0066j Referring back to step 318, if the web socket server determines a 

message is not rccei vcd from the presentation device 14, then the No branch is 

taken back to step 304 and the web socket se;vcr 34 or 38 receives another 

30 message from the remote device 16 in response to a subsequent user interaction 

,vith the remote web page 32. Referring back to step 314, if the web socket server 
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34 or 3 8 determines that the user interaction is not a video button interaction, then 

the No brancb is taken to step 322. In step 322, the web socket server 34 or 38 

sends a message 10 the presentation device 14, if necessary, to reproduce activity 

associated with the remote web page 32. 

[0067] Aecordingiy, while the swipe panel, save button, and video button 

w,er interactions have been described and illustrated earlier by way of example 

only, other interactions with the remote web page 32 arc possible. In response to 

the user in1eractions, the remote web page 32 is configured to send a message to 

the web socket server 34 or 38, if necessary, which is configured to identify the 

l O associated presentation device 14 and send a corresponding message to the 

presentation device 14 to modify the: presentation web page 30 accordingly. 

Tbercby, a user of the remote device 16 interac1ing with rhc remote web page 32 

can effectively control the pn~sentation vveb page 30 rendered on the display of Hie 

presentation device 14. 

15 [0068] Accordingly, with this technology, presentation devices can be 

seamlessly controlled by remote devices using messages exchanged based on tbe 

web socket protocol. As the remote devices arc used to facilitate an in1crfacc, 

using specially programmed web pages and without any dedicated hardv,are or 

sofl ware, the presentation devices can be less complex and ks.~ costly and do not 

20 require multi-touch displays or any other pby.sical interfaccH. Addi1ionally, 

privaic information can be sdvantageously submitted, such as with respect to 

facilitating product purchases. without displaying the information in a visible 

format on the display of the presentation device, which is visible publicly in many 

environments. 

25 [0069] Having thus described 1bc basic concept oftbc invention, it wiil be 

rather apparent to those skiilcd m the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Variou~ 

alterations, improvements, and rnodificaiions will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

30 improvements. and modifications arc intended to be suggested hereby, and are 

withm tbe spirit and scope of the invention. Additionally, the recited order of 
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processing clements or sequences, or the use of numbcrs, letters, or other 

designations therefore, is no1 in1ended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

J. A method for facilitating a remote interface, the method 

compris lng: 

providing, by a remote interface server computing device, a 

presentation web page to a presentation device and a remote web page to a remote 

device, the remote web page configured to, when executed by the remote device, 

register the remote device as associated \,Vith the presentation device and render at 

least a swipe panel on a display of the remote device; 

receiving, by the remote interface server computing device, 

a first message from the rernote device in respor,sc to a received indication of a 

user i ntcrnction with the swipe panel; and 

sending, by the remote interface server computing device. a 

second message to the pre,sentation device in response to receiving the first 

15 message, wherein the second messugc, when executed by the present21tion device, 

is configured to cause the presentation device to perform an action on the 

rresentation web page colTcsponding to the user interaction \Vith the s·wipe panel. 

2. The method of claim 1, f:.uther comprising providing, by 

20 the remote interface server computing device, an initiation web page to the 

presentation device, the initiation web page configured to register the presentation 

device and to e,-;tablish a first connection ,.vitb a web socket server, \vhcrein: 

the remote web page is further configured to register tbc 

remote device a.~ a.~.~ociated with the presentation device and to establish a second 

25 connection \vith th(-: \vcb .',ockct ~crvc:c 

the first and second rne.,sages comply \,Vith a web socket 

pr-otocol; and 

the presentation and remote web pages arc provided to tbe 

presentation and remote devices, respectively, in response to a received indication 

30 of an interaction by the remote device wiLh aL least a portion of the initiation web 

page. 
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3. The method of claim l, wherein the received indication of 

the user interaction fwiher comprises a received indication of at least one of: 

a horizontal swipe gesture resulting in a first panel 

lraosition on the remote device and the second message, when executed by the 

5 presen1aiion device, is configured to cause the presentation device to execute a 

second panel transition; or 

10 

15 

a vertical swipe gesture and 1he second message, when 

executed by the presentation device, is configured to cause the presentation device 

to execute a vertical scrolL 

4. The method of claim 1, wherein: 

the remote web page is further configured to, when 

executed by the remote device, render an edit button on 1be display of the remote 

device: 

the presentation web pugc fun her comprises a first input 

field with obfuscated sensitive inforrnation; and 

the remote web page is furtber configured to, 1.vhen 

executed by ihe rcrnote device and in response to receiving a user selection of the 

ed ii button, render an editable Sl'.cond mput field v,ith the sensitive information 

20 visible on the display of the remote device. 

5. The method of claim 1, wherein the remolc web page is 

further configured to, when executed by the remote device, render a play button 

on the display of the remote device, the pre.~entation web page and the remote web 

page comprise a video, 1he remote web page is further configured to, ,vhen 

executed by the remote device and in response to receiving a user seicetion of the 

play button, modify the swipe panel to di.splay information retrieved using a 

uniform resource locator (URL), and the method further comprises: 

receiving, by the remote interface server computing devic:c, 

30 a tbird message frorn the remote device in response to a user selection of the play 

button; 

sending, by ihe remote interface server computing device, a 

fourth message to the presentation device in response to the third message, the 
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fourth message indicating to the presentation device that the video has been 

initiated; 

receiving, by the remote int::orface server computing device, 

a fifth message from the presentation device, the fifth message including the URL; 

5 and 

JO 

sending, by the remote intcrfitce server computing device, a 

sixth rnes.~agc to the remote device in response io the fifth message, the sixth 

message including the URL 

6. A remote interface server computing device, comprising a 

processor and a memory coupled to the processor which is configured to be 

capable of executing programmed instrnctions cornpri,-.ing and stored in the 

memory to: 

provide a prc~entation web page to a presentation device 

15 and a remote web page to a remote device, the remote web page configured to, 

when executed by the remote device, register the remote device as associated with 

the presentation device and render at least a s,vipc panci on a display of the 

remote device; 

receive a first niessage from the remote device in rc.~ponse 

20 to a reeei ved in diem ion of a user interaction with the swipe panel; and 

send a second message to the presentation device in 

response to receiving the ti r.st message, ·whc~rein the second rnessage, when 

executed by the presentation device, is configured to cause the presentation device 

to perform an action on the presentation web page corresponding ro the user 

25 interact1on ,,vi1h the swipe panel. 

7. The remote interface server computing device of claim 6, 

wherein the r,mccssor is further configured 10 be capable of executing a! least one 

additional programmed instruction comprising and stored in the memory to 

30 provide an initiation web page to the presentation device, the initiation web page 

config1.ffed to register the presentation device and to establish a first connection 

with a web socket server, wherein: 
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the remote web page is further configured to register 1hc 

remote device as associated \vith the presentation device and to cstabtish a second 

connection witb the web socket server; 

the first and second messages comply with a web socket 

5 protocol; and 

iO 

1he preseniation and remote \veb pages arc provided to the 

presentation and rcrnoie devices, respectively, in response to a received indicmion 

of an interaction by the remote device with at least a portion of 1hc initiation web 

page. 

8. The remote interface server computing device of claim 6, 

wherein the received indication of the user interaction further comprises a 

received indication of at least one of: 

a horizontal swipe gesture resulting in a first panel 

l 5 1ransition on the remote device and the second message, when executed by the 

prcsentalion device, is configured to cause the presentation device to execute a 

second panel transition; or 

a ve1iical swipe gesture and the second message, when 

executed by the pre~cntation device, is configured 10 cause the presentation device 

20 to execute a vertkal scrolL 

9. The remote interface server computing device of claim 6, 

wherein: 

the remote web page is further configured to, when 

2 5 executed by the remote device, render an edit button on i he display of the remote 

device; 

the prc.~entation web page further comprises a first input 

field with obfuscated sensitive information; and 

the remote web page is further configured to, when 

30 executed by the remote device and in response to receiving a user selection of the 

edit button, render an editable second inpu1 field ,vith the sensitive information 

visible on the display of the remote device. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1357 of 2149



CA 02947402 2016-·l0-,28 

WO 2fH5/171228 PCT/US2015i02-$172 

- 24 -

10. The remote interface server computing device of claim 6, 

wherein the remoie web page is further configured to, when executed by the 

remote device, render a play button on the display of the remote device, the 

presentation web page and the remote web page comprise a video, the remote web 

5 page is further configured to, \Vhen executed by the remote device and in response 

10 

15 

20 

to receiving a u~er selecrion of the play button, modify 1hc swipe panel to display 

information retrieved usmg a uniform resource locator (URL), and the processor is 

further con figured to be capable of executing at least one additional programmed 

instruction comprising and stored in 1hc memory to: 

receive a ihird message fi:-orn the remote device in response 

to a u.,cr selection of the play button: 

send a fourth message to the presentation device in 

response to the third message, the fourth message indicating to the presentation 

device that ,he video has been initiated: 

receive a fifth message from the presentation device, tbc 

fifth message including the URL; and 

send a sixth me.~sage to the rl':rnote device in response to the 

fiflh message, the sixth message including the URL 

l l. A non-transitory computer readable medium having stored 

thereon instructions for facilitating a remote inicrfacc comprising cxecutabk code 

which when executed by a processor, causes the processor to perform steps 

compri.,ing: 

providing a presentation web page to a presentation device 

25 and a remote web page to a rernotc device, the remote web page configured to, 

v1hcn executed by the rcrnotc device, register 1hc remote device as associated with 

the presentation device and render at least a swipe panel on a display of the 

remote device; 

receiving a first message from the remote device in 

30 response to a n:ccivcd indication of a user interaction with tbe s,vipe panel; and 

sending a second message to the presentation device in 

response to receiving the fir.~t message, wherein the second mes.sage, wbc:n 

executed by the presentation device, is configured to cause the presentation device 
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to perform an action on the prcsentatwn web page corn;sponding to the user 

interaction with the swipe panel. 

12. The non-transitory computer readable medium of claim 11, 

5 wherein the executable code when executed by the processor fuiiher causes the 

processor to perform at least one additional step comprising providing an 

initiation web page to the presentation device, the initiation vvcb page configured 

to rcgilitcr the prcscn1ation device and to establish a first connection with a web 

soc:kc:t server, wherein: 

IS 

20 

the remote web page is further configured to register the 

remote device as associated with the presentation device and to es1ablish a second 

connection with the web socket server: 

the first and second rne,,.sages comply with a web socket 

protocol; and 

1he presentation and rerno1c web pages are provided to the 

prescnta1 ion and remote devices, respectively, in response to a received indication 

of an mternction by the remote device with at lcasr a portion of the initiation web 

page. 

The non-transitory computer readable medium of claim l 1, 

wherein the received indication of the user interaction farther comprises a 

received indication of at least one of: 

a horizontal swipe ge~ture re.-,ulting in a first panel 

transition on the remote device and the second message, when executed by the 

25 presentation device, is configured to cause the prescnia! ion device to execute a 

second panel transition; or 

30 

a vertical swipe gesture and the second message, when 

executed by the presentation device, i.s configured to cause the presentation device 

to execute a vertical scroll. 

14. The non-tran.-:itory computer readable medium of claim l l, 

wherein: 
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the remote web page is further configured to, when 

executed by the remote device, render an edit button on the display of the remote 

device: 

the presentation web page further comprises a first input 

5 field with obfuscated sensitive information; and 

lO 

the remote web page is Luiher configured to, when 

executed by the remote device and in response to receiving a user E.clcction of the 

edit button, render an edirabic second input field \vith the sensitive information 

visible on the display of the remote device. 

15. The non-transitory computer readable medium of claim i L 

wherein the remote web page ts further configured to, when executed by the 

remote device, render a play button on the display of the remote device, the 

presentation web page and the remote web page comprise a video, the remote web 

15 page is further configured to, ,vhen executed by the remote device and in re~ponse 

to receiving a user selection ofrhe play button, modify the swipe panel to display 

infomiation retrieved using a uniform resource locator (URL), and ihe executable 

code when executed by the processor fo1iher causes the processor to pcrforrn at 

le:ast one additional step comprising: 

25 

30 

receiving a third message from the remote device in 

response to a user selection of the play bLitton; 

sending a fourth message to the presentation device in 

respon:sc to the third message, the fourth message indicating to the presentation 

device that the video has been initiated; 

receiving a fifth message from the presentation device, the 

fifth message including the URL; and 

sending a sixth message to the remote device in response to 

the fifth message, the sixth mesc;agc including the URL. 

16. A system for facilitating a remote interface, the system 

comprising: 

a remote interface server computing device comprising a 

first processor and a first memory coupled to the first processor which is 
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configured to be capable of executing programmed instructions comprising and 

stored in tbc first memory to: 

provide a presentation ,veb page to a presentation 

device and a remote web page to a remote device, the remote web page configured 

5 to, when executed by the remote device, register the remote device as associated 

with the prcscn1ation device and render at least a s,vipe panel on a display of the 

rc:motc device; and 

a web socket server computing device comprising a second 

processor and a second memory coupled to the second processor which is 

10 configured to be capable of executing programmed instructions comprising and 

stored in the second memory to: 

receive a first message from the remote device in 

response 1o a user interaction with the swipe pane!; and 

send a second message to the presentation device rn 

15 response to receiving the first message, wherein the second message, when 

20 

executed by the presentation dcvicc1 is configured to cau.~c the presentation device: 

to perform an action on the presentation web page corresponding to the user 

interaction with the ~w ipc panel. 

17 The sy.~tern ofclairn 16, wherein the first proce.-:s.or is 

further configured to be capable of executing at least one additionaI programmed 

instruction comprising and stored in the firsr memory 10 provide an initiation web 

page to the presentation device, the initiation web page configured to register the 

presemation device and to cs1ablish a first connection ,vith the web socket server 

25 computing device, wherein: 

the rcrnoic web page is further configured to register the 

remote device as associated with the presentation device and to establish a second 

connection with the web socket server computing device: 

the first and second mes1iagcs comply with a web socket 

30 protocol, and 

the presentation and remote web pages arc provided to the 

presentation and remote devices, respectively, in response 10 a received indication 
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of a□ inreraction by the remote device with at least a portion of the initiation web 

page. 

18. The system of claim 16, wherein the received indication of 

5 the user interaction further comprises a received indication of at least one of: 

10 

15 

20 

a horizontal swipe gesture resulting in a first panel 

transition on the remote device and the second message, when executed by the 

presentation device, is configured to cause the presentation device to execute a 

second pand transition; or 

a vertical swipe gesture and the second message, when 

executed by the presentation device, is configured to cause the presentation device 

to execute a vertical scroll. 

19. The system of claim 16, wherein: 

the remote v.-cb page is further con figured to, vv·hen 

executed by the remote device, render an edit button on the display of the remote 

device; 

the prcseniation web page further comprises a first input 

field \>v'ith obfuscated sensitive information; and 

the rernote web page 1s further configured to~ \Vhcn 

executed by the remote device and in response to receiving a user sdcction of the 

edit butwn, render an editable second input field with the sensitive information 

visible on the display of the remote device. 

25 20. The system of claim J 6, wherein the remote web page is 

fmihcr configured to, when executed by the remote clcv1ce, render a play button 

on the display of the remote device, the presentation web page and the remote web 

page comprise a video. the remote web page is further configured to, when 

executed by the remote device and in respon:.;c to receiving a user selection of tbc 

30 play button, modify the swipe panel to display infomiation retrieved using a 

uniform resource locator (URL), and the second processor is further configured to 

be capable of executing at least one additional programmed instruction comprising 

and stored in the second rnernmy to: 
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receive a third message from the remote device in response 

to a user selection of the play button: 

send a fourth message to the presentation device in 

response to the third message, the fourth message indicating to 1he presentation 

5 device that the v1dco has been initiated; 

10 

receive a fifth message from the presentation device, the 

fitih message including the URL, aod 

send a s1xth rncssagc to the rcrn.otc device tn response 1o the 

fifth message, the sixth message including the URL. 
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ABSTRACT 

Methods, non-transitory computer readable media, and devices that 

detennine when a job extracted from a stack is a pending job. Wh.en the detem1ining 

5 indicates that the job is a pending job, a web service indicated in the job is executed. 

Another job is extracted from a web service response, and the another job is inserted into the 

stack. The web service is configured to obtain a web page to be analyzed based on the URL, 

execute the web page in an emulated JavaScript environment, and return the web service 

response. When the determining indicates that the job is not a pending job, a data collector 

10 event handler indicated in the job is executed. The data collector event handler is configured 

to update an output resource based on content of the analyzed web page included in the job. 
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METHODS F'OR ANALYZING WEB SITES USING WEB SERVICES AND 
DEVICES THEREOF 

BACKGROUND 

[0001] Web site analyzers, which are often referred to as indexers, spiders, bots, or 

5 crawlers, for example, navigate web sites and r,,ollect information rngarding their strncture or 

content These analyzers have many uses including identifying security threats in a web site, 

evaluating web pages associated with a web site for implementation quality, and producing a 

list or sitemap of web pages of a web site that should be indexed by search engines, for 

example. In some instances, analyzers can be used to generate client~facing content, such as 

10 a list of available products with current offers in a retailer web site or a static version of a 

retailer web site catalog that can be used as a catalog navigation menu by a mobile 

application associated with the retailer or web site, for example. 

[0002] However, current web site analyzers are limited to inspecting static web page 

documents associated with web sites. As a result, current web site analyzers do not 

15 effectively execute some web pages, including those web pages that include client-side 

JavaScript code. More specifically, current web site analyzers are unable to extract 

information from web pages that is hidden inside the client-side JavaScript code. In one 

particular example, a catalog navigation menu may be generated, when a web page is 

executed client-side, by downloading and processing a JavaSc.,Tipt Object Notation (JSON) 

20 resource, which would not be accessible or executable by current web site analyzers. 

Therefore, current analyzers have limited functionality and visibility into certain web sites 

resulting in relatively inaccurate or incomplete results that have limited utility. 

SUMMARY 

[0003] A method for analyzing web sites using web services includes determining, by 

25 a web site analyzer computing device, when a job extracted from a stack is a pending job. 

When the deterrnining indicates that the job is a pending job, a web service indicated in the 

job is executed, by the web site analyzer computing device, by passing a Uniform Resource 

Locator (URL) included in the job as a parameter to the web service. Another job is 
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extracted, by the web site analyzer computing device, from a web service response, and the 

another job is inserted, by the web site analyzer computing device, into the stack. The web 

service is configured to obtain a web page to be analyzed based on the URL, execute the web 

page in an emulated JavaScript environment, and return the web service response. When the 

5 determining indicates that the job is not a pending job, then a data collector event handler 

indicated in that job is executed, by the web site analyzer computing device, by passing that 

job as a parameter to the data collector event handler. The data collector event handler is 

configured to update an output resource based on content of the analyzed web page included 

in thatjob. 

[0004] A non-transitory computer readable medium having stored thereon 

programmed instructions for analyzing web sites using web services and includes executable 

code that, when executed by at least one processor, causes the processor lo perfi.)m1 steps 

including detennining when a job extracted from a stack is a pending job. When the 

determining indicates that the job is a pending job, a web sen1ice indicated in the job is 

15 executed by passing a URL included in the job as a parameter to the web service. Another 

job is extracted from a web service response, and the another job is inserted into the stack. 

The web service is configured to obtain a web page to be analyzed based on the URL, 

execute the web page in an emulated JavaScript environment, and return the web service 

response. Vvben the detennining indicates that the job is not a pending job, a data collector 

20 event handler indicated in that job is executed by passing that job as a parameter to the data 

collector event handler. The data collector event handler is configured to update an output 

resource based on content of the analyzed web page included in that job. 

[0005] A web site analyzer computing device includes one or more processors 

coupled to a memory and configured to execute programmed instructions including and 

25 stored in the memory to determine when a job extracted from a stack is a pending job. When 

the detennining indicates that the job is a pending job, a web service indicated in the job is 

executed by passing a URL included in the job as a parameter to the web service. Another 

job is extracted from a web service response, and the another job is inserted into the stack. 

The web service is configured to obtain a web page to be analyzed based on the URL, 
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execute the web page in an emulated JavaScript environment, and return the web service 

response. When the determining indicates that the job is not a pending job, a data collector 

event handler indicated in that job is executed by passing that job as a parameter to the data 

coUector event handler. The data collector event handler is configured to update an output 

5 resource based on content of the analyzed web page included in that job. 

[0006] This technology provides a number of advantages including providing 

methods, non-transitory computer readable media, and web site analyzer computing devices 

that utilize web services and emulated JavaScript environments to more effectively analyze 

web pages of web sites. ln particular, this technology extracts web page information, 

10 including infonnation inside client-side JavaScript code, to facilitate a more thorough 

analysis of web sites. This technology also advantageously utilizes data collector event 

handlers that provide flexibility with respect to the type of provided output. 

BRIEF DESCRIPTION OF THE DRAWINGS 

!0007] FIG. 1 is a block diagram of an environment with an exemplary web site 

15 analy-L.er computing device; 

[0008] FIG. 2 is a flow chart of an exemplary method for analyzing web sites using 

web services and the exemplary web site analyzer computing device of FIG. l; 

[0009] FIG. 3A is an exemplary stack including a portion of a pending job generated 

based on a startup configuration file; 

20 [001 OJ FIG. 3B is a portion of an exemplary web service response generated by the 

web service indicated in the exemplary pending job in the exemplary stack of FIG. 3.A and 

using the URL of the exemplary pending job in the exemplary stack of.FIG. 3.A; 

[0011] FIG. 3C is an exemplary stack including a portion of each of a plurality of 

exemplary jobs resulting from processing of the extmplary web service response of FIG. 3B; 
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[0012J FIG. 4 is a plurality of exemplary data collector event handlers that process a 

subset of the plurality of exemplary jobs included in the exemplary stacks of FIGS. 3C, 6B, 

and 6B; 

FIG. 5 is an exemplary output resource generated by the exemplary method 

5 for analyzing web sites using web services of FIG. 2. 

[0014] FIG. 6A is a portion of an exemplary web service response generated by the 

web service indicated in a pending one of the exemplary jobs in the exemplary stack of FIG. 

3C; 

[0015! FIG. 6B is an exemplary stack including a portion of each of a plurality of a 

10 plurality of exemplary jobs resulting from processing the ,veb service response of FIG. 6A; 

[0016] FIG. 7 A is a portion of an exemplary web service response generated by the 

web service indicated in a pending one of the exemplary jobs in the exemplary stack of FIG. 

6B; and 

roo111 FIG. 7B is an exemplary stack including a portion of each of a plurality of a 

15 plurality of exemplary jobs resulting from processing the web service response of FIG. 7A. 

DETAILED DESCRIPTION 

[0018] A,n exemplary environment 10 with a web site analyzer computing device 12 

coupled to client devices 14( 1 )- l 4(n) via communication network(s) 16 and web server 

devices 18(1)-18(n) via communication networks 20 is illustrated in FIG. 1. Other numbers 

20 and types of systems, devices, and/or elements in other configurations and environments with 

other communication network topologies can also be used. This technology provides a 

number of advantages including providing methods, non-transitory computer readable media, 

and web site analyzer computing devices that more effectively analyze web sites using web 

services that execute web pages of the web sites in an emulated JavaScript environment in 

25 order to extract information from client-side JavaScript code of the web pages. 
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[00191 The web site analyzer computing device 12 in this particular example includes 

a processor 22, a memory 26, and a communication interface 28 which are coupled together 

by a bus 30 or other communication link, although other numbers and types of components, 

parts, devices, systems, and elements in other configurations and locations can be used. The 

5 processor 22 in the web site analyzer computing device 12 executes a program of stored 

instructions for one or more aspects of this technology as described and illustrated by way of 

the examples herein, although the processor 22 could execute other numbers and types of 

programmed instructions. 

f0020] The mt.mory 24 in the web site analyzer computing device 12 stores these 

10 programmed instructions for one or more aspects of the present invention as described and 

i1lustrated herein, althoug,li some or all of the programmed instrnctions could be stored and/or 

executed elsewhere. A variety of diifferent types of memory storage devices, such as a 

random access memory (RAM), a n:ad only memory (ROM), solid state drives, flash, or 

other cornputer readable medium which is read from and/or wntten to by a magnetic, optical, 

15 or other reading and/or writing syst1::m that is coupled to the processor 22, can be used for the 

memory 24 in the web site analyzer computing device 12. 

[0021] In this particular example, the memory 24 includes a JavaScript environment 

emulator 32, a web service engine 34, a data collector engine 36, data collector event 

handlers 3 8, and a startup configuration file 40, although other types or numbers of modules 

20 or applications can be included in the memory 24 in other examples. By way of example 

only, the JavaScript environment emulator 32, web service engine 34, and/or data collector 

engine 36, can be implemented as executable modules of programmed instructions and/or 

configurable hardware logic for one or more of aspects of the technology described and 

illustrated herein, which are stored in the memory 24 and executed by the processor 22 in the 

25 web site analyzer computing device 12. 

[0022] The JavaScript environment emulator 32 in this example can include 

programmed instructions and/or hardware logic configured to simulate a JavaScript 

environment for executing JavaScript code that may he included in web pages, as described 

and illustrated in more detail below. By way of example only, a JavaScript environment 
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emulator 20 is illustrated and described in U.S. Patent Application Serial No. 12/802,670 

entitled, "Methods For Utilizing A JavaScript Emulator In A Web content proxy Server And 

Devices Thereof," which is incorporated herein by reference in its entirety. 

[0023] The web service engine 34 in this example can include programmed 

5 instructions and/or hardware logic configured to execute web services. Web services provide 

a standardized way of integrating web-based applications using eXtensible Markup Language 

(XML) and/or R.Epresentational State Transfer (REST) (e.g., using Java Universal 

Description Discovery and Integration (jUDDI) and/or a SwaggerTM framework for a 

description standard) over an Internet Protocol (IP) backbone. 

10 [0024] Jn this particular example, the web service engine 34 executes web services 

that execute web pages obtained from the server devices 18(1 )-l 8(n) in an emulated 

JavaScript environment using the JavaScript environment emulator 32, extract information 

from the web pages, and return web service responses in a preconfigured fi.)rmat. By 

executing the web pages in an emulated JavaScript environment, the web services are able to 

15 extract inforrnation from client-side JavaScript code, as described and illustrated in more 

detail later. The retumed web service responses can include pending jobs, as well as start 

and end jobs that indicate data coUector event handlers 38 and include info1mation regarding 

the analyzed web pages that the data collector event handlers 38 use to generate an output 

resource, as described and illustrated in more detail later. 

20 

25 

[0025] The data collector engine 34 in this example can include programmed 

instrnctions and/or hardware logic confi6rured to process web service responses including the 

jobs included therein. Accordingly, the data collector engine 34 collects and executes 

pending jobs and calls the data collector event handlers 38 for start and end jobs, as described 

and illustrated in more detail later. 

[0026] The data collector event handlers 38 in this exan1ple are JavaScript functions 

that are called by the data collector engine 34 and take in start and end jobs as parameters. 

Based on the start and end jobs passed as parameters, the data collector event handlers 38 

updates an output resource, also as described and illustrated in more detail later. 
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[0027] The startup configuration file 40 includes an indication of an initial web 

service to be called as wen as a URL of an initial web page of a web site to be analyzed. 

Optionally, the startup configuration file 40 further includes a maximum number of web 

pages to process or a function callback configured to validate the output resource, for 

5 example, although the startup configuration file 40 can also include other information. 

[0028] One or more of the JavaScript environment emulator 32, web service engine 

34, and/or data collector engine 36, can also have other types and numbers of functions as 

described and illustrated herein. Additionally, one or more of the JavaScript environment 

emulator 32, web service engine 34., data collector engine 36, data collector event handlers 

10 38, or startup configuration file 40 can be stored at and/or implemented by a separate device 

coupled to the web site analyzer computing device l 2 by one or more of the communication 

network(s) 16 and 20, such as one or more of the web server devices 18(1)-18(n). 

[0029] The communication interface 28 in the web site analyzer computing device 12 

is used to operatively couple and communicate between the web site analyzer computing 

15 device 12, the client devices 14(1)-J.4(n) and the server devices 18(1)-18(n) via the 

communication network(s) 16 and 20, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be used. 

Additionally, one or more of the communication network(s) 16 and 20 can include one or 

more local area networks (LANs) and/or wide area networks (WANs). By way of example 

20 only, the communication network(s) 16 and 20 can use TCP/IP over Ethernet and industry

standard protocols, including hypertext transfer protocol (HTTP), secure HTTP (HTTPS), 

wireless application protocol (W AP), and/or SOAP, although other types and numbers of 

communication networks each having their own communications protocols, can be used. 

[00301 The client devices 14( 1 )-14(n) in this example enable a user to request, 

25 receive, and interact with applications, web services, and content hosted by the server devices 

l 8(l )-18(n) through the web site analyzer computing device 12 via one or more 

communication network( s) 16, although one or more of the client devices 14( 1 )-14(n) could 

access content and utilize other types and numbers of applications from other sources and 

could provide a wide variety of other functions for the user. 1n some examples, the client 
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devices 14(1)-14(n) comprise mobHe computing devices with Internet access that enable one 

or more web services to be accessed. By way of example only, the client devices 14( 1 )- l 4(n) 

can be smart phones, personal digital assistants, or computers. 

[0031] Each of the client devices 14(1 )-l 4(n) includes one or more processors, a 

5 memory, a user input device, a display device, and a communication interface, which are 

coupled together by a bus or other communication link, although one or more of client 

devices 14( l )-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor(s) in the client devices 14(1 )-

14(n) can execute a program of instructions stored in the memory of the client devices 14(1 )-

10 14(n) for one or more aspects of this technology as described and i11ustrated herein, although 

the processor(s) could execute other numbers and types of programmed instructions. 

[0032] The user input devic1;;: in the client devices 14(1 )-14( n) can be used to input 

selections, such as a request for a particular web site, although the user input device could be 

used to input other types of requests and data and interact with other elei:m .. 'I1ts. The user 

15 input device can include keypads, touch screens, and/or vocal input processing systems 

although other types and numbers of user input devices can be used. 

[0033] The display device the client devices 14(1)-14-(n) can be used to output data 

and information to the user, such as a requested web page by way of example only. The 

display device in the client devices 14(1 )-14(n) can be a phone screen display, although other 

20 types and numbers of display devices could be used depending on the particular tn1e of client 

device. The communication interface in the client devices 14( 1 )-14(n) can be used to 

operatively couple and communicate between the client devices 14(l)-14(n), the web site 

analyzer computing devke 12, and :the server devices 18( 1 )-18(n) over the commw1ication 

networks 16 and 20. 

25 [00341 The server devices 18(1)-18(n) provide content including web pages for use 

by one or more of the client devices 14(1 )-14(n) or to be analyzed by the web site analyzer 

computing device 12, although the server devices 18( 1 )-18(n) can provide other numbers and 

types of functions. Each of the server devices 14(1)-14(11) in this example includes one or 
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more processors, a memory, and a communication interface which are coupled together by a 

bus or other communication link, although each of the web server devices 18(1 )-18(n) could 

have other numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations. 

{0035] The processor in each of the server devices 18(1 )- l 8(n) executes a program of 

instructions stored in the memory of the server devices 18(1 )-l 8(11) for one or more aspects 

of this technology, as described and illustrated by way of the examples herein, although the 

processor could execute other numbers and types of programmed instructions. The 

communication interface in each of the server devices 18( 1 )-l 8(n) is used to operatively 

10 couple and communicate between the server devices l 8(1)-18(n), the web site analyzer 

computing device 12, and the client devices 14(1)-14(n) via communication networks 16 and 

20. 

roo36J Although the exemplary web site analyzer computing device 12, client 

devices 14(1)-14(11), and server devices 18( 1 )-18(n), are described and illustrated herein, 

15 each of the web site analyzer computing device 12, client devices 14(1)-14(n), and server 

devices 18(1 )- l 8(n), can be implemented on any suitable computer apparatus or computing 

device. It is to be understood that the apparatuses and devices of the embodiments described 

herein are for exemplary purposes, as many variations of the specific hardware and software 

used to implement the embodiments are possible, as will be appreciated by those skilled in 

20 the relevant art(s). 

[0037] The examples of this technology described and illustrated herein may also be 

implemented on computer apparatuses or devices that extend across any suitable network 

using any suitable interface mechanisms and communications technologies, including by way 

of example only telecommunications in any suitable fimn (e.g., voice and modern), wireless 

25 communications media, wireless communications networks, cellular cormnunications 

networks, G3 communications netvrnrks, Public Switched Telephone Network (PSTNs), 

Packet Data Networks (PDNs), the Internet, intranets, and combinations thereof. 
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[0038] The examples of this, technology described and illustrated herein may also be 

embodied as one or more non-transiltory computer readable media having instructions stored 

thereon for one or more aspects of this technology, as described and illustrated by way of the 

embodiments herein, which when executed by a processor, cause the processor to carry out 

5 the stL'I)S necessary to implement the methods of the examples, as described and illustrated 

herein. 

[0039] An exemplary method for analyzing web sites using web services will now be 

described with reference to FIGS J-7. Referring more specifically to FIG. 2, in step 200 in 

this particular example, the web site analyzer computing device 12 obtains the startup 

10 configuration file 40 from the memory 24 or from another location or network device. The 

startup confi6ruration file includes at least a Uniform Resource Locator (URL) associated 

with a web site to be analyzed, such as a URL of a home web page for the web site, and an 

indication of a web service that is the initial web service that will initiate the analysis of the 

web site, as described and illustrated in more detail later. Optionally, the startup 

15 configuration file 40 can include other configuration information, such as a maximum 

number of web pages to process or a function callback configured to validate an output 

resource corresponding to a result of the analysis, for example, although other configuration 

information can also be included in the startup configuration file 40. 

[0040] In step 202 in this example, the web site analyzer computing device 12 inserts 

20 a pending job including an indication of the web service and the URL included in the startup 

configuration file into a last-in-first··out (UFO) data structure, which is referred to herein as a 

stack. The LIFO strncture facilitates a depth-first inspection of the web pages of the web 

site, as described and illustrated in more detail later. In this particular example, a job is a 

structured record that can have a type indicating that the job is a pending job, a start job, or 

25 an end job. 

[0041] A pending job in this example includes at least an indication of a web service, 

an indication of an endpoint of the web service, and a URL of a web page to be analyzed, and 

optionally also includes a name or a canonical URL associated with the URL of the web page 

to be analyzed. A start job in this example includes at least an indication of one of the data 
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collector event handlers 38 and optionally also includes a name or the content of an analyzed 

web page obtained based on the execution of the web page in the emulated JavaScript 

environment, as described and illustrated in more detail later. In this example, an end job 

includes at least an indication of one of the data collector event handlers 38, and optionally 

5 also includes a name. Other types ofinformation can also be included in one or more of the 

jobs and jobs having other types can also be used in other examples. 

[0042] Referring to FIG. 3A, an exemplary stack 300 including a portion of a 

pending job generated based on the startup configuration file 40 is illustrated. In this 

example, the web site analyzer computing device 12 generates the job 302 to have a pending 

10 type, an indication of the "root" web service included in the startup configuration file 40, and 

the "http://acme.com" URL included in the startup configuration file 40. Subsequent to 

generating the job 302, the web site analyzer computing device 12 inserts the job 302 into the 

stack 300. 

[0043] Referring back to FIG. 2, in step 204 in this example, the web site analyzer 

15 computing device 12 determines whether the stack 300 is empty. ln the first iteration, the 

stack 300 will never be empty. Accordingly, if the web site analyzer computing device 12 

determines that the stack is not empty, then the No branch is taken to step 206. In step 206 in 

this example, the web site analyzer computing device 12 extracts a job from the stock 300, 

which is pending job 302 in the first iteration in this example. 

20 [0044] In step 208 in this example, the web site analyzer computing device 12 

detennines whether the extracted job is a pending job based on a type identified in the job. 

In the first iteration, the job 302 generated based on the information contained in the startup 

configuration file 40 will always be of a pending type. Other nomenclature can also be used 

in other examples to indicate that a job includes an indication of a web service and a URL. 

25 Accordingly, if the web site analyzer computing device 12 determines that the _job 302 is a 

pending job, then the Yes branch is taken to step 210. 

[0045J In step 210 in this example, the web site analyzer computing device 12 

optionally determines whether the extracted job 302 is a duplicate job. ln the first iteration in 
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this example, the job 302 wm never be a duplicate job. However, in subsequent iterations, a 

canonical URL included in the job can be compared by the web site analyzer computing 

device 12 to a stored set of canonical URLs associated with previously analyzed web pages. 

TI1e canonical URL can be included in the job by a web service that generate a web service 

5 response defining the job, as described and iUustrated in more detail later. ff the web site 

analyzer computing device 12 determines that the canonical URL included in the job matches 

one of the stored set of canonical URLs, then the web site analyzer computing device 12 will 

determine that the job is a duplicate job and take the Yes branch from step 210 back to step 

204 without performing steps 212 and 214 for the job. 

10 [0046J However, if the web site analyzer computing device 12 determines that the 

canonical URL included in the job does not match one of the stored set of canonical URLs, 

then the web site analyzer computing device 12 will determine that the job is not a duplicate 

job. If the web site analyzer computing device 12 determines that the job is not a duplicate 

job, then the canonical URL included in the job can be added to the stored set of canonical 

15 URLs to facilitate subsequent identification of duplicate jobs. By configuring the web 

services to include canonical URLs in definitions of jobs in web service responses, and 

perfonning the comparison in step 210, the web site analyzer computing device 12 can avoid 

entering an infinite loop that could othenvise occur based on the topologies of some web site. 

Accordingly, if the web site analyze computing device 12 detem1ines that the job 302 

20 extracted in step 216 is not a duplicate job, then the No branch is taken from step 210 to step 

212. 

[0047] In step 212 in this example, the web site analyzer computing device 12 

executes a web service indicated in the job 302, which is the "root" web service in job 302 in 

this example. The web service is configured to obtain the web page corresponding to the 

25 URL included in the job 302, execute the web page in an emulated JavaScript environment 

provided by the JavaScript Environment emulator 32, and return a web service response. By 

executing the web page in an emulated JavaScript environment, the web service is 

advantageously able to collect information from the web page that is only accessible by 

executing client-site JavaScript code. Accordingly, the web site analyzer computing device 
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12 calls the "root" web service in this example and passes the "http://acme.com" URL to the 

"root" web service as a parameter. 

[0048] In step 214 in this example, the web site analyzer computing device 12 

extracts one or more jobs from the web service response and insert the job(s) into the stack 

5 300 between start and end jobs. Web service responses in this example include definitions of 

one or more job(s) and an indication of one of the data collector event handlers 38, and 

optionally also include a description the analyzed web page or a hash generated from the web 

page. The start and end jobs include an indication of one of the data collector event handlers 

38 indicated in the web service response outside of the job definitions. 

10 (0049] Referring to FIG. 3B, a portion of an exemplary web service response 304 

generated by the "root'' web service indicated in the pending job 302 in the stack 300 using 

the "http://acrne.com" URL of the pending job 302 is illustrated. In this particular example, 

the "root" web service executes the web page corresponding to the "http://acme.com" URL 

and returns the web service response 304. The web service response identifies the "home" 

15 one of the data co Hector event handlers 38 (referred to in FIG. 3B as the "type"). The web 

service response 304 does not include a hash, but the optional hash can be used, in addition 

to or in place of the canonical URLs, to identify duplicated jobs based on web pages having 

corresponding content. The web service 304 also does not include any description of the web 

page (referring to in FIG. 3B as the "content"). However, the description can include content 

20 of the web page to be passed to one of the data col1ector event handlers 38, as described and 

Hlustrated in more detail later. 

[0050] Additionally, the web service response 304 in this pmticular examples 

includes two job definitions, each of which identifies the same one of the data collector event 

handlers 38 (referred to as the "action" in FIG. 3B), \Vhich is the "plp" data collector event 

25 handler. Each of the jobs are defined to have a pending type and include a name, URL, and 

canonical URL, although other information can also be included in the job definitions in 

other examples. Optionally, the web services can be configured to define pending jobs based 

on specified criteria (e.g., type of URL associated with an identified the web page). 
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[0051] Referring to FIG. 3C, the stack 300 including a portion of each of the jobs 

resulting from processing of the exemplary web service response 304 of FIG. 3B is 

illustrated. In this particular example, the web site analyzer computing device 12 inse1ts a 

start job 306, pending jobs 308 and 310 extracted from the web service response 304, and an 

5 end job 312 into the stack 300. The pending jobs 308 and 310 include an indication of the 

"plp" one of the data collector event handlers 38 identified in the definition of each of the 

jobs 308 and 310 in the web service response 304. The web site analyzer computing device 

12 inserts the pending jobs 308 and 310 into the stack between the start job 306 and the end 

job 312. Each of the startjob 306 and the end job 312 includes an indication of the "home" 

10 one of the data collector event handlers 38 that is identified in the web service response 304. 

[0052] Referring back to FIG. 2, subsequent to updating the stack 300 in step 214, the 

web site analyzer computing device 12 proceeds back to step 204 and again detem1ines 

whether the stack 300 is empty. In this iteration in this example, the web site analyzer 

computing device 12 will again detem1ine that the stack is not empty and will proceed to 

15 extract job 306 from the stack 300 in step 206. In step 208, the web site analyzer computing 

device 12 again detennines whether the job is of a pending type. Since job 306 is a start job, 

the web site analyzer computing device 12 determines in this iteration that the extracted job 

is not a pending job and the No branch is taken to step 216. 

l00531 In step 216 in this example, the web site analyzer computing device 12 

20 executes one of the data collector event handlers 38 indicated in the job 306, which is the 

"home" one of the data collector event handlers 38 in this exan1ple. The data collector event 

handlers 38 are JavaScript functions that configured to update an output resource, although 

the data collector event handlers 38 can be written in other languages and can be configured 

to provide other fanctionality in other examples. 

25 [0054! Referring to FIG. 4, a plurality of exemplary data collector event handlers 

38(1 )-38(6) that process jobs is illustrated. Accordingly, in this example, the job is a start job 

indicating the "home" data collector event handlers 38(1 ). Accordingly, the web site 

analyzer computing device 12 executes the data col1ector event handler 38(1) by passing the 
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job 306 in this iteration. Upon execution, the data collector event handler 38(1) updates an 

output resource. 

[0055] Referring to FIG. 5 an exemplary output resource 500 is illustrated. In this 

particular example the output resource is an extensible Markup Language (XML) document, 

5 but the output resource can be a JavaScript Object Notation (JSON) file, one or more records 

configured to be stored in a database, an e-mail or other electronic communication, or any 

other type of resource in other examples. 

[00561 Accordingly, the data collector event handler 38(1) in this example is 

configured in this example to update the output resource 500 in this example to include a 

10 "<catalog>" start tag. 1n other examples, one or more of the data collector event handlers 3 8, 

such as data collector event handlers 38(3) and 38(5), for example, are configured to update 

the output resource based on content of the analyzed web page included in the job, as 

described and illustrated in more detail later. 

roo57J However, in this example, subsequent to executing the data collector event 

15 handler 38(1) indicated in the extracted job 306 in step 216, the web site analyzer computing 

device 12 again proceeds back to step 204 and again determines whether the stack 300 is 

empty. Since the stack is not empty subsequent to the extraction of job 306, the web site 

analyzer computing device 12 will again take the no branch to step 206 and extract the job 

308 from the stack 300. In this iteration, the extracted job 308 is a pending job and, 

20 accordingly, the web site analyzer computing device 12 will take the Yes branch from step 

208 to step 210. Additionally, since the job 308 is not a duplicate job, the web site analyzer 

computing device 12 will take the No branch from step 2J Oto step 212. 

[0058] In step 212 in this iteration, the web site analyzer computing device 12 will 

execute the "plp" web service indicated in the job 308 by passing the job 308 as a parameter. 

25 The "plp" web service in this iteration is configured to obtain the web page corresponding to 

the "http://acme.com/c2 l 41" URL included in the job 308, executes the web page in an 

emulated JavaScript environment, and returns a web service response, such as the web 

service response 600 illustrated in FIG. 6A, for example. 
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[00591 In this example, the web service response 600 identifies a "pip" one of the 

data collector event handlers 38, a description of the web page, and fi.mr jobs including two 

start and two end jobs. Referring back to FIG. 2, in step 214 in this iteration, the web site 

analyzer computing device extracts the four jobs from the web service response 600 and 

5 inserts the four jobs into the stack 300 between start and end jobs that include an indication 

of the "plp" one of the data collector event handlers 38. 

[0060J Referring to FIG. 6B, the stack 300 subsequent to step 214 in this iteration is 

illustrated. Accordingly, the four jobs defined in the web service response 600 are jobs 602, 

604, 606, and 608, and jobs 602, 604, 606, and 608 are inserted into the stack 300 between 

JO start job 610 and end job 612. Accordingly, jobs 602.-612 will be processed before steps 310 

and 312 resulting in a depth-first inspection of the web site due to the LIFO strncture of the 

stack. Referring back to FIG. 2, subsequent to extracting the jobs 602, 604, 606, and 608 and 

inserting the jobs 602, 604, 606, 608, 610, and 612 into the stack 300, the web site analyzer 

computing device 12 proceeds back to step 204. 

J 5 [0061] In this iteration, the web site analyzer computing device 12 will again 

detem1ine that the stack 300 is not empty and take the No branch from step 204 to step 206. 

In step 206, the web site analyzer computing device 12 extracts job 610 from the stack. Job 

610 is not a pending job and, accordingly, the website analyzer computing device 12 will 

take the No branch from step 208 to step 216. In step 216 in this iteration, the web site 

20 analyzer computing device l 2 executes the data collector event handler 38(3) corresponding 

to the "pip" data collector event handler indicated in the job 610, as included based on the 

web service response 600, by passing the job 610 as a parameter. 

[0062] As illustrated in FIG. 4, the data collector event handler 38(3) is configured to 

update the output resource to include the URL, name, and content from the job 610, as 

25 included in the definition of the job 610 in the web service response 600. Accordingly, the 

exemplary output resource 500 illustrated in FIG. 5 is updated to include the second through 

seventh lines of XML code, which correspond to the 

"http://acme.com/c2l4J/women_dresses" URL, ''women dresses'' name, and "Create the 

ACCESSIBE LTD EXHIBIT 1004 
Page 1393 of 2149



CA 02951659 2016-12-13 

- 17 -

perfect holiday wardrobe with 20% off swim and beach•,vear" description or content, and 

associated tags and XML code. 

[0063] Referring back to FIG. 2, subsequent to executing the data coHector event 

handler 3 8(3) indicated in the job 610, the web site analyzer computing device 12 again 

5 proceeds to step 204 and detem1ines whether the stack is empty. Accordingly, the web site 

analyzer computing device 12 repeats steps 204,206,208, and 216, as described and 

illustrated earlier, for jobs 602, 604, 606, 608, and 612. Subsequent to processing jobs 602, 

604, 606, 608, and 612, in another iteration, the web site analyzer computing device 12 will 

again determine in step 204 that the stack 300 is not empty and take the No branch to step 

10 206. 

[0064J In step 206 in this iteration, the web site analyzer computing device 12 

extracts job 310 and performs steps 208 and 210 for job 310. In step 212 in this iteration, the 

"plp" web service is executing by passing the "http:/iacme.corn./c1550" URL indicated in the 

job 310. The "plp" web service returns the web service response 700, as illustrated in FJG. 

15 7A in this example, which includes four jobs including two start and two end jobs. 

Accordingly, in step 214 in this iteration, the web site analyzer computing device 12 inserts 

the four jobs 702, 704, 706, and 708 between start job 710 and end job 712, resulting in the 

stack 300 illustrated in FIG. 7B. 

f0065J Accordingly, referring back to FIG. 2, the web site analyzer computing device 

20 12 then proceeds to perfonn steps 204, 206, 208, and 216 for jobs 710, 702, 704, 706, 708, 

712, and 312. Subsequent to executing the data collector event handler 38(2) indicated in the 

job 312 in step 216, the web site analyzer computing device 12 proceeds back to step 204. 

Since there are no pending jobs in the stack 300 illustrated in FIG. 7B, the web site analyzer 

computing device 12 will not execute any web services while processing jobs 710, 702, 704, 

25 706, 708, 712, and 312, and will not therefrm~ insert any new jobs into the stack 300. 

[0066] Accordingly, in the next iteration subsequent to processing job 312, the web 

site analyzer computing device 12 will determine in step 204 that the stack 300 is empty and 

the Yes branch will be taken to step 218. In step 218, the web site analyzer computing 
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device 12 provides the output resource. The output resource 500 can be provided to a bot, a 

spider, or an indexer, for example, or any other type of application. Alternatively, as in the 

example describe and illustrated herein, the output resource 500 can be used to generate a 

mobile navigation menu, although different types of output resources can be generated and 

5 the output resource 500 can be used for different purposes or to facilitate different 

functionality in other examples. 

[0067] Thus, as illustrated and described herein this technology provides a number of 

advantages including methods, non-transitory computer readable media, and web site 

analyzer computing devices that more effectively navigate web sites to collect infonnation. 

10 With this technology, web services execute web pages in emulated JavaScript environments, 

which advantageously allows the web services to access and evaluate client-side JavaScript 

code and results in a more thorough and accurate inspection of the web pages. 

[00681 Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the fixegoing detailed disclosure is intended to be 

15 presented by way of example only, and is not limiting. Various alterations, improvements, 

and modifications will occur and are in.tended to those skilled in the art, though not expressly 

stated herein. These alterations, improvements, and modifications are intended to be 

suggested hereby, and are within the spirit and scope of the invention. Additiona11y, the 

recited order of processing elements or sequences, or the use of numbers, letters, or other 

20 designations therefore, is not intended to limit the claimed processes to any order except as 

may be specified in the claims. Accordingly, the invention is limited only by the following 

claims and equivalents thereto, 
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CLAIMS 

What is claimed is: 

1. A method for analyzing web sites using web services, the method 

comprising: 

detem1ining, by the web site analyzer computing device, when a job 

extracted from a stack is a pending job; 

executing, by the web site analyzer computing device, a web service 

indicated in the job comprising passing a Unifom1 Resource Locator (URL) included in the 

job as a parameter to the web service, extracting another job from a web service response, 

10 and inserting the another job into the stack, when the determining indicates that the job is a 

pending job, wherein the web service is configured to obtain a web page to be analyzed 

based on the URL, execute the web page in an emulated JavaScript environment, and return 

the web service response; and 

executing, by the web site analyzer computing device, a data collector 

15 event handler indicated in the job comprising passing the job as a parameter to the data 

collector event handler, when the determining indicates that the job is not a pending job, 

wherein the data collector event handler is configured to update an output resource based on 

content of the analyzed web page included in the job. 

20 2. The method as set fi.)rth in claim 1, further comprising, when the 

detem1ining indicates that the job is a pending job: 

detennining, by the web site analyzer computing device, when the job 

is a duplicate job based on a canonical URL included in the job; 

storing, by the web site analyzer computing device, the canonical 

25 URL, when the detem1ining indicates that the job is not a duplicate job; and 

extracting, by the web site analyzer computing device, an additional 

job from the stack, without executing the web service indicated in the job, extracting the 

another job from the web service response, or inserting the another job into the stack, when 

the determining indicates that the job is a duplicate job. 
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3. The method as set forth in claim 1, further comprising, when the 

determining indicates that the job is a pending job, inserting, by the web site analyzer 

computing device, an end job into the stack before the another job and inserting a start job 

5 into the stack after the another job, wherein the start and end jobs identify another data 

collector event handler indicated in the web service response. 

4. The method as set forth in claim 1, wherein the data collector event 

handler is a JavaScript function, the web service response comprises one or more of the 

10 another job, an indication of another data collector event handler, a description the web page, 

or a hash generated from the web page, and the job comprises a structured record and is: 

a pending job comprising one or more of the indication of the web 

service, an indication of an endpoint of the web service, the URL of the web page to be 

analyzed, a name, or a canonical URL; 

15 a start job comprising one or more of an indication of the data 

20 

collector event handler, another name, or the content of the analyzed web page obtained 

based on the execution of the web page in the emulated JavaScript environment; or 

an end job comprising one or more of the indication of the data 

collector event handler or the another name. 

5. The method as set forth in claim 1, further comprising: 

obtaining, by the web site analyzer computing device, a startup 

configuration file comprising one or more of an indication of the web service, the URL, a 

maximum number of web pages to process, or a function ca11back configured to validate the 

25 output resource; 

30 

generating, by the web site analyzer computing device, the job to have 

a pending type, an indication of the web service, and the URL; and 

inserting, by the web site analyzer computing device, the job into the 

stack. 
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6. The method as set forth in claim 1, further comprising: 

determining, by the web site analyzer computing device, when the 

stack is empty; and 

providing, by the web site analyzer computing device, the output 

5 resource when the detennining indicates that the stack is empty, wherein the output resource 

comprises an extensible Markup Language (XML) document, a JavaScript Object Notation 

(JSON) file, one or more records configured to be stored in a database, or an e-mail or other 

electronic communication. 

15 

A non-transitory computer readable medium having stored thereon 

programmed instructions for analyzing web sites using web services comprising executable 

code that, when executed by at least one processor, causes the processor to perfom1 steps 

comprising: 

determining when a job extracted from a stack is a pending job; 

executing a web service indicated in the job comprising passing a 

Unifonn Resource Locator (URL) focluded in the job as a parameter to the web service, 

extracting another job from a web service response, and inserting the another job into the 

stack, when the determining indicates that the job is a pending job, wherein the web service 

is configured to obtain a web page to be analyzed based on the URL, execute the web page in 

20 an emulated JavaScript environment, and return the web service response; and 

executing a data collector event handler indicated in the job 

comprising passing the job as a parameter to the data collector event handler, when the 

determining indicates that the job is not a pending job, wherein the data collector event 

handler is configured to update an output resource based on content of the analyzed web page 

25 included in the job. 

8. The non-transitory computer readable medium as set fixth in claim 7, 

further having stored thereon one or more additional programmed instructions comprising 

executable code that, when executed by the processor further cause the processor to perfo1m 

30 one or more additional steps comprising, when the detennining indicates that the job is a 
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pending job: 

detem1ining when the job is a duplicate job based on a canonical URL 

included in the job; 

storing the canonical URL, when the determining indicates that the job 

5 is not a duplicate job; and 

extracting an additional job from the stack, without executing the web 

service indicated in the job, extracting the another job from the web service response, or 

inserting the another job into the stack, when the determining indicates that the job is a 

duplicate job. 

9. The non-transitory computer readable medium as set forth in claim 7, 

further having stored thereon one or more additional programmed instructions comprising 

executable code that, when executed by the processor further cause the processor lo perfom1 

one or more additional steps comprising, when the determining indicates that the job is a 

15 pending job, insetting an end job into the stack befi.)re the another job and inserting a start job 

into the stack atler the another job, wherein the start and end jobs identify another data 

collector event handler indicated in the web service response. 

l 0. The non-transitory computer readable medium as set forth in claim 7, 

20 wherein the data collector event handler is a JavaScript fonction, the web service response 

comprises one or more of the another job, an indication of another data collector event 

handler, a description the web page, or a hash generated from the web page, and the job 

comprises a structured record and is: 

a pending job comprising one or more of the indication of the web 

25 service, an indication of an endpoint of the web service, the URL of the web page to be 

analyzed, a name, or a canonical URL; 

30 

a start job comprising one or more of an indication of the data 

collector event handler, another name, or the content of the analyzed web page obtained 

based on the execution of the web page in the emulated JavaSc..Tipt environment; or 

an end job comprising one or more of the indication of the data 
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collector event handler or the another name. 

11. The non-transitory computer readable medium as set forth in claim 7, 

further having stored thereon one or more additional programmed instructions comprising 

5 executable code that, when executed by the processor fmther cause the processor to perfom1 

one or more additional steps comprising: 

10 

obtaining a startup configuration file comprising one or more of an 

indication of the web service, the URL, a maximum number of web pages to process, or a 

function callback configured to validate the output resource; 

generating the job to have a pending type, an indication of the web 

service, and the URL; and 

inserting the job into the stack. 

12. The non-transitory computer readable medium as set forth in claim 7, 

15 further having stored thereon one or more additional programmed instructions comprising 

executable code that, when executed by the processor fmther cause the processor to perforn1 

one or more additional steps comprising: 

detemlining when the stack is empty; and 

providing the output resource when the detem1ining indicates that the 

20 stack is empty, wherein the output resource comprises an eXtensible Markup Language 

(XML) document, a JavaScript Object Notation (JSON) file, one or more records configured 

to be stored in a database, or an e-mail or other electronic communication, 

13, A web site analyzer computing device, comprising one or more 

25 processors coupled to a memory and configured to execute programmed instrnctions 

comprising and stored in the memory to: 

detem1ine when a job extracted from a stack is a pending job; 

execute a web service indicated in the job and pass a Uniform 

Resource Locator (URL) induded in the job as a parameter to the web service, extract 

30 another job from a web service response, and insert the another job into the stack, when the 
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determining indicates that the job is a pending job, wherein the web service is configured to 

obtain a web page to be analyzed based on the URL, execute the web page in an emulated 

JavaScript environment, and retum the web service response; and 

execute a data collector event handler indicated in the job and pass the 

5 job as a parameter to the data collector event handler, when the determining indicates that the 

job is not a pending job, wherein the data collector event handler fa configured to update an 

output resource based on content of the analyzed web page included in the job. 

14. The web site analyzer computing device as set forth in claim 13, 

10 wherein the processor are further configured to execute one or more additional programmed 

instructions comprising and stored in the memory to, when the detem1ining indicates that the 

job is a pending job: 

determine when the job is a duplicate job based on a canonical URL 

included in the job; 

15 store the canonical URL, when the determining indicates that the job is 

not a duplicate job; and 

extract an additional job from the stack, without executing the web 

service indicated in the job, extracting the another job from the web service response, or 

inserting the another job into the stack, when the determining indicates that the job is a 

20 duplicate job. 

15. The web site analyzer computing device as set forth in claim 13, 

wherein the processor are further configured to execute one or more additional programmed 

instructions comprising and stored in the memory to, when the determining indicates that the 

25 job is a pending job, insert an end job into the stack before the another job and insert a start 

job into the stack after the another job, wherein the start and end jobs identify another data 

collector event handler indicated in the web service response. 

16. The web site analyzer computing device as set forth in claim 13, 

30 wherein the data collector event handler is a JavaScript function, the web service response 
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comprises one or more of the another job, an indication of another data collector event 

handler, a description the web page, or a hash generated from the web page, and the job 

comprises a structured record and is: 

a pending job comprising one or more of the indication of the web 

5 service, an indication of an endpoint of the web service, the URL of the web page to be 

analyzed, a name, or a canonical URL; 

]O 

a start job compnsing one or more of an indication of the data 

collector event handler, another name, or the content of the analyzed web page obtained 

based on the execution of the web page in the emulated JavaScript environment; or 

an end job comprising one or more of the indication of the data 

collector event handler or the another name. 

17. The web site analyzer computing device as set forth in claim 13, 

wherein the processor are further configured to execute one or more additional programmed 

15 instructions comprising and stored in the memory to: 

obtain a startup configuration file comprising one or more of an 

indication of the web service, the URL, a maximum number of web pages to process, or a 

function callback configured to validate the output resource; 

generate the job to have a pending type, an indication of the web 

20 service, and the URL; and 

insert the job into the stack. 

18. The web site analyzer computing device as set forth in claim 13, 

wherein the processor are further configured to execute one or more additional programmed 

25 instructions comprising and stored in the memory to: 

determine when the stack is empty; and 

provide the output resource when the determining indicates that the stack is 

empty, wherein the output resource comprises an extensible Markup Language (XML) 

document, a JavaScript Object Notation (JSON) file, one or more records configured to be 

30 stored in a database, or an e-mail or other electronic communication. 
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217 

Obtain a Startup Configuration File Including an Indication of a Web Service and a URL 
Associated with a Web Site to be Analyzed 200 

,Jr 

lnseit a Pending Job Including an Indication of the Web Service and the URL into a Stack 
202 

! .. 
----------- I ...,,--------5tack Em tv? 2;----~ Provide the Output Resource 

-- p,, -------- -- I 218 ...._________ I 

N 

ixtract a Job from the Stack 206 I I 
i 

y ---------------
.::::::::-_:::- Pending Job? 208-===::::>-· --- --r--

N ~ 

Execute a Data Collector Event Handler Indicated in the Job 216 -----

_ _j ___ 
--- -- y -<:::::::-- Duplicate Job? 210 :::::::----- -------~i---

Execute a Web Service lndicated in the Job and Configured to Obtain a Web Page 
based on a URL Included in the Job, Execute the Web Page in an Emulated 

JavaScript Environment, and Return a Web Service Response 2JJ:_ 

i 
Extract One or More Jobs from the Web Service Response and Insert the Job(s) into 
the Stack Between Start and End Jobs that Include an Indication of a Data Collector t---

Event Handler Jndicated in the Web Service Response 214 

FIG. 2 
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./~ PENDING l roo~ Mtr:o·taame .com I 
302 l . 
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"type": "home", 
"hash": "", 
"content": null¥ 
"jobs": f { 

FIG. 3A 

"name": ·•women dresses", 
"type": "PE?;JDING", 
"action": "plp", 

304 

I 

300 

I 

"url": "http://acme.com/c2l41/women_dresses", 
"curl": "http: //acme.com/c2141" 

} , { 

} i 

306 

/ 
308 

,.. /' 
310 

/ 
312 

"name": ''food & wine", 
"type": "PENDING", 
"action": "plp", 
"url": "http://acme.com/cl550/food wine", 
"curl": "http://acme.com/cl550" -

FIG. 3B 

START h<)rn,e 300 

Pf.ND!fl!G plp rmp:1/acme .comic:2141 

PENDING p!p tinp:rraema .com1c1550 

END her-Mi 

FIG. 3C 
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FIG. 4 
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"content"; "Create the perfect holiday wardrobe with 20% off swim and beachwear.", 
"jobs": [{ 

} . { 
} ' { 

} , { 

} ] 

"na:m.e": "Lona Sleeve Bow Dress", 
"type": "START"' 
"handle.r"; •pdp", 
11 content 11

: { 

11 sizes".; [ '1 small 11
, 

11 :mediLL"n. 11
], 

upricej': "65$ 1
' 

} 

nname." g "Long Sleeve Bow Dress", 
"type": "l.:ND", 
"handle.r": "pdp" 

1ina..'TI.e'1 ::: '
1Boucle Long line Coat II s 

nt.ype 1
':: :1STAR1i''1 r 

Hhandler'1 ~ "pdp 11 

5 

"content'1 i { 

} 

,, gizes !' e ["small'',. "medium"], 
"price'·, "125$" 

"name": 11 Boucl~ Lona line Coat O 

1 

''type"; "END" r ., 
"handler": "pdp" 

600 ....-

FIG. 6A 

/ START plp 
610 

/ START p□p Long Sl&eve Bow Dress 
602 

// 
ENO pdp Long Sleeve Bow Dress 

604 

/ START p□p Bmicle long,iln.;;1 coal 
606 

/" ENO pdp Boucle long!loo Com 
/ 

608 

/' END plp 
612 

/ PEliDING pip http:llacme .comi'c1550 
310 

/ ENIJ 11-0!'IW 

312 

FIG. 6B 

300 

I 
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"content":; ·•save 25% when yot1 raise a glaBs wit.h this special diecount on wine, champagne and beer.", 
'·iobs": '{ 

- •'nam.~": ~vinalta Malbec'', 
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METHODS FOR SYNCHRONIZING WEB SESSIONS AND DEVICES THEREOF 

[0001] This technology generally relates to methods and devices for synchronizing web 

pages and, more particularly, to maintaining session data in web sessions. synchronized between 

5 computing devices. 

BACKGROUND 

[00021 Many computing device users are increasingly using and switching between 

multiple computing devices such as mobile phones, tablets, and desktop computers. In order t.o 

10 improve the user experience, many devices are able to maintain continuity with respect to a web 

browsing experience. Accordingly, functionality, such as l:fandoffrM provided in receni 

operating systems on computing devices made available by Apple Inc. of Cupertino, California, 

has been developed t.o allow users to load a web page on one device and continue browsing the 

same web page by selecting an icon on another device. For example, a user may want to view a 

15 web page currently rendered on a mobile phone on a desktop computer instead, since the desktop 

computer may have a larger display. In another example, a user may want to switch from a 

table! to a desktop computer to take advantage of the attached keyboard in order to input large 

amounts of data. 

[0003] Currently, c-/4Jntinuity is maintained by providing a receiving device with a 

20 uniform resource locator (URL) of the web page that the user wants to load on the receiving 

device. However, user web sessions arc not currently transferable as associated session 

information is not maintained. Accordingly, the user experience is reduced for certain web pages 

associated with user sessions and having session information. For example, a user's web 

browsing experience cannot be effectively continued on a receiving device for a web page 

25 associated with a shopping cart and having session information such as the items the user has 

added to the shopping cart Should the receiving device receive the URL for the shopping cart 

web page, the user session information will not be maintained and the user may have to repeal an 

operation, such as adding an item to the shopping cart, which is undesirable. 

SUMMARY 

30 10004] A method fur synchronizing web sessions includes receiving, with a web session 

synchronization apparatus, a request to establish a first web socket connection with a sending 
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device and establishing the first web socket connection in response to the request. A request to 

establish a second web socket conneti:ion is received, with the web session synchronization 

apparatus, from a receiving device and the second web socket connection is established w-ith the 

receiving device in response to the request. The request to establish the second web socket 

5 connection also includes the synchronization identifier. The sending device is notified when the 

second web socket connection is established. One or more cookies including session 

information arc received, with the web session synchronization apparatus, as well as a redirect 

uniform resource locator (URL) from the sending device in response to the notification and over 

the first web socket conneti:ion. The one or more cookies and the redirect URL are forwarded, 

10 with the web session synchronization apparatus, to the receiving device over the second web 

socket connection, wherein the redirect URL is associated with a web page that, when executed 

by the receiving device, is configured to comprise the session information. 

[0005] A web session synchronization apparatus includes a processor coupled to a 

memory and configured to execute programmed instructions stored in the memory, including 

15 receiving a request to establish a first web socket connection with a sending device and 

establishing the first web socket connection in response to the request. A request to establish a 

second web socket connection is received from a receiving device and the second web socket 

connection is established with the receiving device in response to the request. The request to 

establish the second web socket connection also includes the synchronization identifier. The 

20 sending device is notified when the second web socket connection is established. One or more 

cookies including session infomiaiion are received as well as a redirect uniform resource locator 

(URL) from the sending device in response to the notification and over the first web socket 

connection. The one or more cookies and the redirect URL are forwarded to the receiving device 

over the second web socket connection, wherein the redirect t)RL is associated with a web page 

25 that, when executed by the receiving device, is configured to comprise the session information. 

[0006] A non-transitory computer readable medium having stored thereon instructions 

for synchronizing web sessions comprising machine executable code which when executed by a 

processor, causes the processor to perform steps including receiving a request to establish a first 

web socket connection with a sending device and establishing the first web socket connection in 

30 response to the request. A request to establish a second web socket connection is received from 

a receiving device and the second web socket connection is established with the receiving device 

in response to the request. The request to establish the second web socket connection also 

includes the synchronization identifier. The sending device is notified when the second web 
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socket connection is established. One or more cookies including session information are 

received as well as a redirect uniform resource locator {l.JRL) from the sending device in 

response to the notification and over the first web socket connection. The one or more cookies 

and the redirect URL are fonvarded to the receiving device over the second web socket 

5 connection, wherein the redirect lJR L is associated with a web page that, when executed by the 

receiving device, is configured to comprise the session information. 

[0007] This technology provides a number of advantages including methods, non-

transitory computer readable media, and devices that facilitate synchronization of web pages 

with session information between computing devices. ThLs technology allows users to maintain 

10 continuity ofa web browsing experience between computing devices. By maintaining session 

information, a user's web browsing experience across computing devices is improved since the 

user will not have to repeat operations performed within a web site and, instead. can continue a 

web browsing experience without loss of session information. Additionally, web socket 

com1ections are advantageously used to facilitate synchronization of a web session, without 

15 requiring that session information be stored server-side, thereby providing increased security. 

20 

BRlEF DESCRIPTION OF THE DRAWINGS 

FlG. 1 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus with sending and receiving device session content and 

synchronization web pages and a web socket server; 

[0009] FIG. 2 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus with a web sockel server and a web contt-'Ilt server with 

sending and receiving device session content and synchronization web pages; 

[0010] FJG. 3 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus with a web content server with a web socket server, sending 

25 device session content web page, and sending device synchronization web page and another web 

content server with a receiving device session content web page and receiving device 

synchronization web page; 

[0011] FIG. 4 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus with a web content :server with a web socket server, receiving 

30 device session content web page, and receiving device synchronization web page and another 
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web content server with a sending device session content web page and sending device 

synchronization web page; 

FIG. 5 is a block diagram of a network environment with an exemplary web 

session synchronization apparatus v..ith a web socket server, a web content server with a 

5 receiving device session content web page, and receiving device synchronization web page, and 

another web content server with a sending device session content web page and sending device 

synchronization web page; 

[00131 FIG. 6 is a flow chart of an exemplary method for initiating transfer of a web 

session by a sending device to a receiving device; 

10 [00141 FIG. 7 is an exemplary sending device session content web page; 

15 

20 

[0015] FIG. 8 is an exemplary sending device synchronization web page; 

[0016] FIG. 9 is a flow chart of an exemplary method of sending session information to a 

receiving device using a connection between a sending device and a web socket server; 

[0017] FIG. 10 is an exemplary receiving device synchronization web page; 

[0018J FIG. 11 is a flow chart of an exemplary method of receiving by a receiving device 

session information using a connection with a web socket :seiver; 

[0019J FIG. 12 is an exemplary receiving device session content web page; and 

[0020] FlG. 13 is a flow chart of an exemplary method of facilitating synchronization of 

a web session between sending and receiving devices by a web socket server. 

DETAILED DESCRIPTION 

[0021] An exemplary network environment with a web session synchronization 

apparatus 100 coupled to a sending device J 02 and a receiving device l 04 is illustrated in FIG. 1. 

In this example, the web session synchronization apparatus 100, sending device 102 and 

receiving device 104 are coupled together by at least one communication network 106, although 

25 other numbers and types of systems, devices, and/or elements in other configurations or network 

topologies can also be used. This technology provides a number of advantages including 

methods, non--transitory computer readable media, and devices that securely facilitate 
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synchronization of web pages associated with web sessions between computing devices while 

maintaining session information and thereby improving the user experience. 

[0022] The web session synchronization apparatus 100 in this example includes a web 

content server 108 coupled to the sending device 102 and receiving device 104 by the 

5 communication network 106, which can include one or more local area network(s) (LANs) 

and/or wide area network(s) (W ANs). Other network devices configured to generate, send, and 

receive network communications and coupled together via other topologies can also be used. 

While not shown, the network environment also may include additional network components, 

such as routers, switches and other devices, which are well known to those of ordinary skill in 

10 the art and thus will not be described herein. 

l0023j The web session synchronization apparatus 100 may perform any number of 

functions including hosting and providing web pages and facilitating synchronization of the web 

pages, including any associated web session infomiation, between the sending device 102 and 

15 the receiving device 104 using web socket connections. In ihis example, the web content server 

108 includes a processor i lO, a memory 112, and a communication interface 114, which are 

coupled together by a bus 116 or other link, although other numbers and types of components, 

parts, devices, systems, and clements in other configurations and locations can be used. 

[0024] The processor 110 in the web content server 108 executes a program of stored 

20 instruction1-1 one or more aspects of the present invention, as described and illustrated by way of 

the embodiments herein, although the processor 110 could execute other numbers and types of 

programmed instructions. The processor 110 of the web content server 108 may include one or 

more central processing units or general purpose processors with one or more processing cores, 

for example. 

25 [0025] The memory i 12 in the web content server 108 stores these programmed 

instructions for one or more aspects of the present invention, as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a random access memory (RAM) 

or a read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

30 or other computer readable medium which is read from and/or written to by a magnetic, optical, 

or other reading and/or v.nting system that is coupled to the processor 110, can be used for the 

memory 112 in the web content server 108. The memory 112 in this example stores a plurality 

of web pages including at least one sending device session content web page l 18, receiving 
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device session content web page 120, sending device synchronization web page 122, and 

receiving device synchronization web page 124 as well as a web socket server 126. 

[0026] Optionally, the sending device session content web page 118 and receiving device 

session c.ontent web page 120 can be the same web page or a different version of the same web 

5 page. ln the first case, the web server can deliver both desktop and mobile pages, for example, 

using the same URl. (e.g., using responsive web design or adaptive web design). In the second 

case, the web server hosts t\vo web sites: one fur desktop web page versions and one for mobile 

web page versions, which can be located at different URLs) For example, if the sending device 

102 and receiving device l 04 are both desktop computers, the sending device session content 

l O web page 118 and receiving device session content vvcb page 120 can be the same web page, 

such as a desktop version of a shopping cart web page for a web site. In another example in 

which the sending device 102 is a mobile phone and the receiving device 104 is a desktop 

computer, the sending device session content web page 118 can be a mobile version of the 

shopping cart web page for the web site and the receiving device session content web page 120 

15 can be a desktop version of the shopping earl web page for the web site. 

[00271 Additionally, the sending device synchronization web page 122 and the receiving 

device synchronization web page l 24 can be ihe same web page. For example, the web content 

server 108 can inject JavaScript code into a same synchronization web page to provide certain 

functionality of the sending device synchronization web page l 22 or the receiving device 

20 synchronization web page 124 depending on whether a cookie is present in the HTTP request for 

the synchronization web page, as described and illus1xaled in more detail later. 1n another 

example, a same synchronization web page can be stored in the memory 1 12 as including the 

certain functionality of both the sending device synchronization web page 122 and the receiving 

device synchronization web page 124 with the synchronization web page determining the 

behavior based on the presence of a cookie, also as described and illustrated in more detail later. 

Other permutations of the web pages i 18, 120, 122, and 124 with other functionality can also be 

used and other web pages can be provided in the memory 112. 

[0028J The memory 112 of the web content server 108 also includes a web socket server 

126 in this example, although one or more of the web pages 118, 120, 122, and 124 and/or the 

30 web socket server 126 can be provided elsewhere in the network environment, such as described 

and illustrated iater with reference to FIGS. 2-5, for example. The web socket server 126 in this 

example is a software module that includes programmed instructions that, when executed by the 

processor 110, generate a web socket server configured to facilitate communications over web 
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socket connections between the sending device 102 and the receiving device 104 according to 

the web socket protocol, as described 811.d illustrated in more detail later. 

[00291 The communication interface 114 in the web content server 108 is used to 

operatively couple and communicate between thew web content server 108, the sending device 

5 102, and the receiving device 104, which are all coupled together via the communication 

network 106, although other types and numbers of communication networks or systems with 

other types and numbers of connections and configurations to other devices and element<; can 

also be used. By way of example only, the communication network can use TCP/IP over 

Ethernet and industry-standard protocols, including hypertext transfer protocol (HTTP), and/or 

10 secure HTTP (HTIPS), although other types and numbers of communication networks, such as a 

direct connection, modems and phone lines, e-mail, and wireless and hardwire c-0mmunication 

technology, each having their own communications protocols, can be used. 

[0030] The sending device 102 and the receiving device 104 in this example enable a 

user to request, receive, interact with, and synchronize applications and web pages hosted by the 

l 5 web session synchronization apparatus 100 and using the communication net\vork 106, although 

one or more of the sending device l 02 or receiving device 104 could access content and utilize 

other types and numbers of applications from other sources and could provide a wide variety of 

other functions for a user. The sending device 102 and receiving device 104 can be the same 

type of computing device (e.g., mobile phone or desktop computer) or the sending device 102 

20 and receiving device l 04 can be different types of devices. 

[0031] Each of the sending device 102 and receiving device 104 in this example includes 

a processor, a memory, an input device, a display device, and a communication interface, which 

are coupled together by a bus or other link, although one or more of sending device 102 or 

remote device 104 can include other numbers and types of components, parts, devices, systems, 

25 and element<; in other configurations. The processor in each of the sending device and receiving 

device can execute a program of instructions stored in the memory for one or more aspect"> of the 

present invention, as described and illustrated herein, although the processor could execute other 

numbers and types of programmed instrnctions. 

[0032] The input device in each of the sending device 102 and receiving device 104 can 

30 be used to input selections, such a.<s a request for a particular web page or other content stored by 

the web session synchronization apparatus, although the input device could be used to input 

other types of requests and data and interact with other elements. The input device can include 
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keypads, touch screens, and/or vocal input processing systems, although other types and number8 

of input device8 can also be used. 

[0033] The display device in each of the sending device 102 and receiving device 104 

can be used lo show data and information to a user, such as web pages and other content 

5 retrieved from the web session synchronization apparatus 100 by way of example only. The 

display device in one or more of the sending device 102 and receiving device l 04 can be a 

television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a monitor for 

example, although other types and numbers of displays could be used depending on the 

particular type of sending device 102 and receiving device 104. The communication interface in 

10 each of the sending device 102 and receiving device 104 can be used to operatively couple and 

communicate beiween the sending device 102 and receiving device 104 and the web session 

synchronization apparatus 100 over the comrn:unication network 106. 

[0034] Referring to FIG. 2 another exemplary network environment with an exemplary 

web session synchronization apparaius 200, the sending device 102, the receiving device 104, 

15 and the communication network 106 is illustrated. In this example, the web session 

synchronization apparatus 200 includes a web socket server 202 and web content server 204 

provided as separate devices. The web socket server 202 in this example includes a processor 

206, a memory 208, and a communication interface 210 coupled together by a bus 212 or other 

link, although other numbers and types of components, parts, devices, systems, and ekmenis in 

20 other configurations and locations can be used. The web socket server 202 pertorrns the same 

functions as described and illustrated earlier with reference to the web socket server 124 but is a 

hardware device separate from any web content server. 

[0035] The processor 206 in the web socket server 202 executes a program of stored 

instructions one or more aspects of the present invention, as described and illustrated by way of 

25 the embodiments herein, although ihe processor 206 could execute other numbers and types of 

programmed instructions. The processor 206 of the web socket server 202 may include one or 

more central processing units or general purpose processors with one or more processing cores, 

for example. 

[0036] The memory 208 in the web socket server 202 stores these programmed 

30 instructions for one or more aspects of the present invention, as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a random access memory (RA.i\1) 
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or a read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from and/or written to by a magnetic, optical, 

or other reading and/or v,nting system that is coupled to the processor, can be used for the 

memory 208 in the web socket server 202. 

[0037] The communication interface 210 in the web socket server 202 is used to 

operatively couple and communicate between the web socket server 202, the sending device 102, 

and the receiving device 104, which are all coupled together via the communication network 

106, although other types and numbers of communication networks or systems with other types 

and numbers of connections and configurations to other devices and elements can also be used. 

[0038] The web content server 204 in this example includes a processor 110, a memory 

214, and a communication interface 114 coupled together by a bus 116 or other link, although 

other numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The web content server 204 may perform any number 

of functions including hosting and providing web pages in response to requests received from the 

15 sending device 102 and receiving device 104. The web content server 204 is the same as the 

web content server 108 except that the memory 214 does not include web socket server 124 and 

instead only includes the sending device session content web page 116, receiving device session 

content web page l i 8, and sending device synchronization web page 120, and receiving device 

synchronization web page 122, although the sending device session content web page 116 and 

20 receiving device session content web page 118 could be the same session content web page and 

the sending device synchronization web page 120 and receiving device synchronization web 

page 122 could also be the same synchronization device web page, as described and illustrated 

earlier. 

[0039] Referring to FlG. 3 another exemplary network cmironmcnt with an exemplary 

25 web session synchronization apparatus 300, the sending device 102, the receiving device 104, 

and the communication network 106 is illustrated. ln this example, the web session 

synchronization apparatus 300 includes a web content server 302 and another web content server 

304. The web content servers 302 and 304 are the same as the web content servers 108 and 204 

except that the memory 306 of the we content server 302 include the web socket server 124, 

30 sending device session content web page 118, and sending device synchronization web page 122 

and the memory 308 of the separate web content server 304 includes the receiving device session 

content web page 120 and the receiving device synchronization web page 124. Accordingly, in 

this example, the sending device and the receiving device could be different types of devices 
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(e.g., a mobile phone and a desktop computer) and the sending device session content web page 

118 and receiving device session content web page 120 are different versions of the same web 

page but hosted on different content servers. 

[0040] Referring to FlG. 4 another exemplary neiwork environment with an exemplary 

5 web session synchronization apparatus 400, the sending device 102, the receiving device 104, 

and the communication network 106 is illustrated. In th.is example, the web session 

synchronization apparatus 400 includes a web content server 402 and another web content server 

404. The web content servers 402 and 404 are the same as the web content servers 108,204, 

302, and 304 except that the memory 406 of the web content server 302 include only the sending 

10 device session content web page 118 and sending device synchronization web page 122 and the 

memory 408 of the separate web content server 404 includes the web socket server 124, the 

receiving device session content web page 120, and the receiving device synchronization web 

page 124. Accordingly, in this example as in the example described and illustnted earlier with 

reference to FIG. 3, the sending device and the receiving device could be different types of 

15 devices. 

[0041] Referring to FIG. 5 another exemplary network environment with an exemplary 

web session synchronization apparatus 400, the sending device 102, the receiving device 104, 

and the communication network 106 is illustrated. In this example, the web session 

synchronization apparatus 400 includes the web content server 402, the web content sever 304, 

20 and the web socket server 202, all as separate devices. Accordingly, in this example as in the 

example described and illustrated earlier with reference to FIG. 3, the sending device and the 

receiving device could be different types of devices. In other examples, the web session 

synchronization apparatus 100, 200, 300, 400, and/or 500 can include different permutations of 

the web content server 108, 204, 302, 304, 402, or 404 and/or web socket server 124 or 202 and 

each of the web content servers 108, 204, 302, 304, 402, and 404 can store different web pages 

and content 

[0042] Although embodiments of the web session synchronization apparatus 100,200, 

300, 400, and 500, sending device l 02, and receiving device 104 are described and illustrated 

herein, each of the web session synchronization apparatus l 00, 200, 300, 400, and 500, sending 

30 device 102, and receiving device 104 can be implemented on any suitable computer apparatus or 

computing device. It is to be understood that the apparatuses and devices of the embodiments 

described herein are for exemplary purposes, as many variations of the specific hardware and 

software used to implement the embodiments arc possible, as will be appreciated by those skilled 
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in the relevant art(s). Furthermore, each of the devices of the embodiments may be conveniently 

implemented using one or more general purpose computers, microprocessors, digital signal 

processors, and micro-controllers, programmed according to the teachings of the embodiments, 

as described and illustrated herein, and as will be appreciated by those ordinary skill in the art. 

[0043] In addition, two or more computing apparatuses or devices can be substituted for 

any one ofthe devices in any embodiment described herein. Accordingly, principles and 

advantages of distributed processing, such as redundancy and replication also can be 

implemented, as desired, to increase the robustness and performance of the devices of the 

embodiments. The embodiments may also be implemented on computer apparatuses or devices 

10 that extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only telecommunications in any 

suitable form (e.g., voice and modem), wireless communications media, wireless 

communications networks, cellular communications networks, G3 communications networks, 

Public Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

15 intra.nets, and combinations thereof. 

[0044] The embodiments may also be embodied as one or more non-transitory computer 

readable medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as described herein, 

which when executed by a processor, cause the processor to carry out the steps necessary to 

20 implement the methods of the embodiments, as described and illustrated herein. 

[0045] An exemplary method for synchronizing web sessions will now be described with 

reference to FIGS. 1-13. For purposes of this example only, the network environment described 

and illustrated vvith reference to FIG. 5 will be used, although any of the network environments 

described and illustrated with reference to FIGS. 1-4 can also be used in other examples. 

25 Additionally, in this example, the sending device 102 is a mobile device and the receiving device 

104 is a desktop computer, although, as described and illustrated earlier, the sending device 102 

and receiving device 104 could also be any other types of devices as well as the same type of 

device. 

[00461 Referring more specifically to FIG. 6, an exemplary method for initiating transfer 

30 of a web session by a sending device to a receiving device is illustrated. In step 600, the sending 

device 102 obtains and executes, in a web browser for example, the sending device session 

content web page 118, which is associated with a web session. The sending device session 
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content web page l i 8 can be a mobile shopping cart web page associated with a web session for 

the user and having session content, such as an item added to the shopping cart, for example. 

Upon obtaining and executing the sending device session content web page 118, the web 

browser of the sending device 102 sets one or more cookies including information corresponding 

5 to the session content, such as an indication of the item added to the shopping cart in this 

example. 

[00471 Referring more specifically to FIG. 7, an exemplary sending device session 

content web page 118 is illustrated. In this example, the session content includes at least the 

daily dental dog treat item added to the shopping cart for the web site, although the session 

10 content can include other information ( e.g., number of items, number of each iicm, price, o!hcr 

user infonnation) and the web session can be associated -with types of web pages other than a 

shopping cart web page for a web site. 

[0048! In this example, the sending device session content web page 118 corresponds 

with a Uniform Resource Locator (URL), such as "htips:i/m.acme.com/cart", although any other 

15 type of web page associated with a web session and located at any other URL can also be used. 

Accordingly, the web content server 402 in this example can be hosting mobile versions of 

various web pages, including the sending device session content web page 1 J 8, that are 

associated with various mobile sites. 

[00491 Referring back to FIG. 6, in step 602, the sending device 102 receives a request to 

20 synchronize the web session with the receiving device 104. 1n this example, the sending device 

session content web page 118 includes a transfer cart to desktop button 702. Accordingly, the 

sending device session content web page i l 8 can receive the request to initiate synchronization 

of the web session upon user interaction -with the transfer cart to desktop button 702, although 

other types of user inputs can be used and the request to synchronize the web session can be 

25 generated in other ways. 

[00501 In step 604, the sending device 102 generates a synchronization identifier and, 

optionally, a cookie with a value of the synchronization identifier. Accordingly, interaction by 

the user -with the transfer cart to desktop button 702 of the sending device session content web 

page 118 in this example can cause the web browser of the sending device 102 to execute 

30 JavaScript code of the sending device session content web page 118 to generate the 

synchronization identifier (e.g., "3823329234") and, optionally, set the cookie having the value 

of the synchronization identifier. The cookie with the value of the synchronization identifier is 
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optional and not required in this example since the sending device synchronization web page 122 

and receiving device synchronization web page 124 are different web pages provided by 

diffi:,'Teni web content servers 304 and 402. However, in examples in which the sending device 

synchronization web page 122 and receiving device synchronization web page i 24 are the same 

5 web page having both sending device and receiving device synchronization functionality, or 

having sending device or receiving device synchronization functionality injected by a web 

content server, the cookie with the value of the synchronization identifier is required, as 

described and illustrated in more detail later. 

[0051] In step 606, the sending device 102 processes a redirect based on a URL of the 

10 sending device synchronization web page 122. Accordingly, the JavaScript code executed by the 

web browser of the sending device l 02, upon user interaction with the transfer cart to desktop 

button 702 in this example, can be configured to initiate the redirect based on a URL of the 

sending device synchronization web page 122 that includes the synchronization identifier. In 

this example, the URL of the sending device synchronization web page 122 can be 

15 "https://m.acme.comisync?id=3823329234", although any other URL that includes the 

synchronization identifier can also be used. 

[0052] In other examples: in which the cookie set in step 604 is required, the request for 

!he sending device synchronization web page 122 sent to a web content server as part of 

processing the redirect includes the cookie with the synchronization identifier. Since, in these 

20 examples, the sending device synchronization web page 122 and receiving device 

synchronization web page l 24 may be identified based on the same URL, the web content server 

can determine which synchronization web page to provide in response to the request based on 

whether the cookie \vith the synchronization ideniifier is included in !he request If the cookie 

with the synchronization identifier is present, then the web content server will respond with the 

25 sending device synchronization web page 122, or a synchronization web page injected with 

JavaScript code having the sending device s:;mchronization functionality described and 

illustrated later with reference to FIG. 9. Jn other examples, the web content server will send the 

same synchronization web page in response to the request, but the JavaScript code will 

determine whether the sending or receiving device synchronization functionality is executed 

30 based on the cookie, as described and illustrated in more detail later. 

[0053] Referring more specifically to FIG. 8, an exemplary sending device 

synchronization web page 122 is illustrated. In this example, the sending device synchronization 

web page 122 includes text indicating that the process of synchronizing the web session has been 
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initiated, although the sending device synchronization web page 122 can include any other text 

or content. The sending device synchronization web page 122 is obtained and executed by the 

web browser of the sending device 102 in step 606 in this example as part of processing the 

redirect. 

[0054] Referring more specifically to FIG. 9, an exemplary method for sending session 

infonmrtion to the receiving device l 04 using a connection between the sending device 102 and 

the web socket server 202 is illustrated. The method described and illustrated with reference to 

FIG. 9 can be performed by the sending device 102 executing JavaScript code of the sending 

device sy-nchronization web page 122. In examples in which the sending device synchronization 

l O web page i 22 and receiving device synchronization web page 124 arc the same synchronization 

web page, with both sending and receiving device synchronization functionality, the JavaScript 

code of the synchronization web page can be configured to determine whether the cookie with 

the synchronization identifier, as set in step 604 as described and illustrated earlier with 

reference to FIG. 6, was returned with the response that included the synchronization web page. 

J 5 If the cookie with the synchronization identifier was included in the response that included the 

synchronization web page, then the JavaScript code of the synchronization web page 

implements the sending device synchronization functionality described and illustrated with 

reference to FIG. 9. 

l0055J Accordingly, in step 900 in this example, the sending device 102 executing the 

20 sending device synchronization web page 122 sends a request in.eluding the synchronization 

identifier to the web socket server 202 and establishes a web socket connection with the web 

socket server 202. The synchronization identifier can be obtained from the URL used to obtain 

the sending device synchronization web page 122 or from a cookie, such as the cookie optionally 

set as described and illustrated earlier with reference to step 604 of F 1G. 6, for example. ln other 

25 examples, the web socket server 202 can be a module of a web content server, such as described 

and illustrated earlier with reference to web content servers 302 or 404, or of a single web 

content server, such as described and illustrated earlier with reference to web content servers 108 

or 204. 

[0056] In step 902, the sending device 102 executing ilte sending device synchronization 

30 web page 122 determines whether a connection has been established with the receiving device 

104. A connection is established v.rith the receiving device 104 as described and illustrated in 

more detail later with reference to FIG. 11. However, upon the web socket server 202 

establishing a connection with the receiving device 104, the web socket server 202 sends a 
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confirmation message to the sending device 102 using the connection established in step 900. 

Accordingly, in step 902, the sending device 102 determines whether the confirmation message 

confirming establishment of a com1ection. between tbc web socket server 202 and the receiving 

device 104 has been received. If the sending device 102 determines that the connection with the 

5 receiving device l 04 has not been established, then the No branch is taken back to step 902 and 

the sending device 102 effectively waits until the connection with the receiving device 104 is 

established. 

100571 However, if the sending device !02 detennines in step 902 that the connection has 

been established with the receiving device 104, then the Yes branch is taken to step 904. In step 

10 904, !he sending device 102 executing the sending device synchronization web page 122 sends 

one or more cookies with session information and a redirect URL to the web sock.et server 202 

over the connection established in step 900. The one or more cookies with the session 

information could have been set upon establishing the sending device session content web page 

118, as described and illustrated in more detail earlier with reference to step 600 of FIG. 6. The 

15 redirect lJRL can be included in the JavaScript code of the sending device synchronization web 

page 122 and can be associated with the receiving device session content web page 120, which in 

this example is located at "ht!ps://www.acmc.com/cart" since the receiving device 104 is a 

desktop computer. However, the sending device 102 may not be aware of the type of receiving 

device 104 and so the redirect URL can also be "https://m.acme.com/cart", which would cause 

20 the web browser of the receiving device 104 to redirect to "https://www.acme.com/cart" in this 

example. 

[0058J In step 906, the sending device l 02 executing the sending device synchronization 

web page l 22 detem1ines whether an end of communication message has been received from the 

web socket server 202 indicating that the one or more cookies with session information and 

25 redirect lJRL was successfully sent to the receiving device 104. If the sending device 102 

determines that an end of communication message has not been received then the No branch is 

taken back to step 906 and the sending device 102 effectively waits for the end of 

communication message. In other examples, the sending device l 02 can abort, resend the one or 

more cookies with session infom1ation and the redirect URL, or take another action. 

30 [0059J However, if the sending device l 02 determines in step 906 that an end of 

communication message has been received, then the Yes branch is taken to step 908. In step 

908, the sending device 102 executing the sending device synchronization web page 122 

generates a redirect to return to the sending device session content web page ] 18, which is 
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processed by the web browser of the sending device 102. Accordingly, the JavaScript code of 

the sending device synchronization web page 122 generates a redirect to the sending device 

session content web page 118 located at the "hHps://m.acme.com/cart" lJRL in this example, 

although other actions can also be performed by the sending device 102 in step 908. 

5 Accordingly, subsequent to processing the redirec.,1: in step 908, the web browser of the sending 

device I 02 returns to the web page rendered prior to and at the time of the user interaction with 

the transfer cart to desktop button 702 that initiated the synchronization in this example. 

[00601 Referring more specifically to FIG. 10, an exemplary receiving device 

synchronization web page 124 is illustrated. Subsequent to the redirect being processed by the 

10 web browser of the sending device 102, as described and illustrated earlier with reference to step 

606 of FIG. 6, the user of the sending device 102 initiates the obtaining and executing of the 

receiving device synchronization web page l 24 by the receiving device 104. The user causes the 

web browser of the receiving device 104 to obtain and execute the receiving device 

synchronization web page 124 by manually entering the lJRL of the sending device 

15 synchronization web page 122, which is rendered by the web browserofthe sending device 102 

after processing the redirect in step 606, into the web browser of the receiving device 104 or 

using a Handoff™ feature, for example, although other methods can also be used. 

[00611 In this example, the web browser of the receiving device will attempt to obtain 

and execute a web page based on the "htips://m.acme.com/sync?id=3823329234" URL of the 

20 sending device synchronization web page 122. Since the receiving device 104 is a desktop 

computer in this example, the web content server 402 will receive the request, recognize the 

user-agent header of the request as being associated with a desktop web browser, and generate a 

redirect to the desktop version of the receiving device synchronization web page 124 hosted by 

the web content server 304 in this example. In this example, the receiving device 

25 synchronization web page 124 includes text indicating that the process of synchronizing the 1,iveb 

session has been initiated, although the receiving device synchronization web page 124 can 

include any other text or content. 

[0062] Referring more specifically to FIG. 11, an exemplary method for receiving by the 

receiving device 104 session information using a connection with the web socket server 202 is 

30 illustrated. The method described and illustrated with reference to FIG. 11 can be petfom1ed by 

the receiving device 104 executing JavaScript of the receiving device synchronization web page 

124, for example. In examples in which the cookie set in step 604 is required, as described and 

illustrated earlier with reference to FIG. 6, the request for the receiving device synchronization 
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web page 124 sent to a web content server, as part of obtaining the receiving device 

synchronization web page 124 by the receiving device 104, will not include the cookie with the 

synchronization identifier. As described and illustrated earlier, if the cookie with the 

synchronization identifier is not present, then a web content server will respond with the 

5 receiving device synchronization web page 124, or a synchronization web page injected with 

JavaScript code having the receiving device synchronization functionality described and 

illustrated with reference to FIG. 11. 

f0063I In examples in which the sending device synchronization web page 122 and 

receiving device synchronization web page 124 are the same synchronization web page with 

10 sending and receiving device synchronization functionality, the JavaScript code of the 

synchronization web page can be configured to determine whether the cookie with the 

synchronization identifier, set as described and illustrated earlier with reference to step 604 of 

FIG. 6, was returned with the response that included the synchronization web page. If the cookie 

with the synchronization identifier was not included with the response that included the 

l 5 synchronization web page, then the synchronization web page can be configured to implement 

the receiving device synchronization functionality descri.bed and illustrated with reference to 

FIG. 11. 

100641 Accordingly, in step 1100 in this example, the receiving device 104 executing the 

receiving device synchronization web page 124 sends a request including !he synchronization 

20 identifier to the web socket server 202 and establishes a session with the web socket server 202. 

25 

The receiving device l 04 can obtain the synchronization identifier from the URL input to the 

web browser of !he receiving device I 04 in order to obtain the receiving device synchronization 

web page 124, for example, although the synchronization identifier can be obtained in other 

ways. 

[0065] In step 1102, the receiving device 104 executing the receiving device 

synchronization web page 124 determines whether a connection has been established with the 

sending device 102. A connection is established with the sending device 104 as described and 

iUustrated in detail earlier with reference to flG. 9. Upon the web socket server 202 establishing 

a connection ,vith the sending device 102, and subsequent to the receiving device 104 

30 establishing the connection with the web socket server 202, the web socket server 202 sends a 

confirmation message to the receiving device 104 using the connection established in step 1100. 

Accordingly, in step 1102, the receiving device 104 determines whether the message confirming 

establishment ofa connection between the web socket server 202 and the sending device 102 has 
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been received. lfthe receiving device 104 determines !hat the connection with the sending 

device l 02 has not been established, then !he No branch is taken back to step 1102 and the 

receiving device 104 effectively waits until the connection with the sending device 102 is 

established. 

5 [0066] However, iflhe receiving device 104 determines in step 1102 that the connection 

ha'! been established with the sending device 102, then the Yes branch is taken to step 1104. ln 

step 1104, the receiving device 104 executing the receiving device synchronization web page 

124 receives the one or more cookies with session information and the redirect URL from the 

web socket server 202 over the connection established in step 1100. The one or more cookies 

10 with the session information and the redirect URL were sent by the sending device 102 to the 

web socket server 202 in this example as described and illustrated in more detail earlier with 

reference to step 904 of FIG. 9. 

[0067] In step 1106, the receiving device 104 executing the receiving device 

synchronization web page 124, determines whether an end of communication message has been 

15 received from the web socket server 202 indicating the end of information to be received from 

the web socket server 202, as sent to the web socket server 202 by the sending device 102. lf the 

receiving device 104 determines that an end of communication message has not been received 

then the No branch is taken back to step 1106 and the receiving device 104 effectively waits for 

lhe end of communication message. 

20 [0068] However, if the receiving device 104 determines in step 1106 that an end of 

communication message has been received, then the Yes branch is taken to step 1108. In step 

1108, the receiving device 104 executing the receiving device synchronization web page 124 

manages the cookie data, including associated session information, received in step 1104. Jn this 

example, the web browser of the receiving device l 04 sets one or more cookies including the 

25 session information according to the current domain and path. 

[00691 In step 1110, the receiving device 104 executing the receiving device 

synchronization web page 124 generates a redirect based on the redirect URL received in step 

1104. The generated redirect is processed by the web browser of the receiving device 104 which 

obtains and executes the receiving device session content web page 120 that is located at the 

30 redirect 1.JRL. 
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[0070] Referring more specifically to FIG. 12, an exemplary receiving device session 

content web page 120 is illustrated. The receiving device session content web page 120 is hosted 

by the web content server 304 and located at "htips://www.acrne.com/cart" in this example, 

which is the redirect URL sent by the sending device 102, as described and illustrated earlier 

5 with reference to step 904 of FIG. 9, and received by the receiving device 104, as described and 

illustrated earlier with reference to step 1104 of FIG. 11. 

[0071] Subsequent to obtaining the receiving device session content web page 120, as 

described and illustrated earlier with reference to step 1108 of FIG. 11, the receiving device 104 

can execute the receiving device session content web page 120 by rendering the receiving 

10 content web page 120 including the session information included in the one or more cookies 

received by the receiving device 104 as described and illustrated earlier with reference to step 

1104 of FIG. 11. Accordingly, in this example, the web browser of the receiving device 104 can 

render a desktop version of the sending device session content web page 118 that includes the 

web session information, thereby advantageously maintaining continuity of the user's web 

15 browsing experience across devices. 

[0072] Referring more specifically to PIG, 13, an exemplary method for facilitaiing 

synchronization of a web session between the sending device 102 and the receiving device 104 

by the web socket server 202 of the web session synchronization apparatus 500 is illustrated. In 

step 1300, the web socket server 202 of the web session synchronization apparatus 500 receives 

20 a request to establish a connection from the sending device 102 and establishes a connection with 

the sending device ! 02 in response. The request is sent by the sending device 102 in this 

example as described and illustrated earlier with reference to step 900 of FIG. 9. Accordingly, 

the request includes the synchronization identifier which is optionally stored in a table in the 

memory 208 of the web socket server 202 allowing the web socket server 202 to identify active 

25 connections and associated synchronization identifiers. 

[0073] ln step 1302, the web socket server 202 receives a request to establish a 

connection from the receiving device 104 and establishes a connection with the receiving device 

l 04 in response. The request is sent by the receiving device 104 in this example as described 

and illustrated earlier with reference to step 1100 of FIG. 1 L Accordingly, the request includes 

30 the synchronization identifier. 

[00741 In step 1304, the web socket server 202 of the web session synchronization 

apparatus 500 sends confirmation messages to the sending device 102 and the receiving device 
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104. Accordingly, the web socket server 202 can compare the synchronization identifier 

received from the receiving device 104 to synchronization identifiers of active connections and 

send a co11firmation message confirming the establishment of a connection with the receiving 

device 104 to the sending de"--ice 102 associated with the active connection having a matching 

5 associated synchronization identifier. Subsequent to sending the confirmation message to the 

sending device 102, the web socket server 202 can send a confirmation message confin:ning the 

establishment of a connection with the sending device 102 to the receiving device l 04. The 

confirmation messages can be received by the sending device l 02 as described and illustrated 

earlier with reference to step 902 of FIG. 9 and by the receiving device 104 as described and 

10 11lustrated earlier with reference to step 1102 of FIG. l 1. 

[00751 In step 1306, the web socket server 202 of the web session synchronization 

apparatus 500 receives one or more cookies with session information and a redirect URL from 

the sending device 102 over the established C01J.,.YJ.ection with the sending device 102 and 

forwards the one or more cookies and the redirect URL to the receiving device 104 over the 

15 established connection with the receiving device 104. The one or more cookies with session 

information and the redirect URL are sent by the sending device 102 in this exan1ple as 

described and illustrated earlier with reference to step 904 of FIG. 9. Additionally, the one or 

more cookies and the redirect URL are received by the receiving device l 04 in this example as 

described and illustrated earlier with reference to step 1104 of FIG. 11. 

20 [0076] In step J 308, the web socket server 202 of the web session synchronization 

apparatus 500 sends an end of communication message to each of the sending device l 02 and the 

receiving device l 04. The end of communication messages are received by the sending device 

102 in this example as described and illustrated earlier with reference to step 906 of FIG. 9 by 

the receiving device 104 in this example as described and iHustrated earlier with reference to 

25 step I 106 of FIG. 11. Optionally, the web socket server 202 closes the connections with each of 

the sending device l 02 and the receiving device 104 follo11ving the sending of the end of 

communication messages. 

[0077] With this technology, web sessions can be synchronized between devices such 

that web session information is maintained, thereby improving continuity of a user's web 

30 browsing experience. Accordingly, users can switch between devices and maintain a web 

session and web browsing experience without having to repeat interactions with a web site 

associated with the web session. Additionally, web socket connections to a web socket server 

arc advantageously utilized to transfer the web session infom1aiion bct\.vccn a sending and a 
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receiving device. Accordingly, security is increased as the session information is not stored 

server-side, such as on a web content server. 

[0078] Having thus described the basic concept of the invention, it ,;i.riil be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

5 presented by way of example only, and is not limiting. Various alterations, improvements, and 

modifications will occur and are intended to those skilled in the art, though not expressly stated 

herein. These alterations, improvements, and modifications are intended to be suggested hereby, 

and are within the spirit and scope of the invention. Additionally, the recited order of processing 

elements or sequences, or the use of numbers, letters, or other designations therefore, is not 

1 O intended to limit the claimed processes to any order except as may be specified in the claims. 

Accordingly, !he invention is limited only by ihe following claims and equivalents thereto. 
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1. A method for synchronizing web sessions, the method comprising: 

establishing, with a web session synchronization apparatus, in response to 

5 a request a first web socket connection ·with a sending device; 

10 

establishing, with the web session synchronization apparatus, in response 

to another request from a receiving device a second web socket connection; 

notifying, with the web session synchronization apparatus, the sending 

device when the second web socket connection is established; 

receiving, with the web session synchronization apparatus, over the first 

web socket connection one or more cookies comprising session information and a redirect 

uniform resource locator (lJRL) from the sending device in response to the notifying; and 

forwarding, with the web session synchronization apparatus, the one or 

more cookies and the redirect URL to the receiving device over the second web socket 

15 connection, wherein the redirect URL is associated with a web page that, when executed by the 

receiving device, is configured to comprise the session information. 

2. The method of claim 1, farther comprising providing, with the web 

session synchronization apparatus, a sending device session content web page to the sending 

20 device, the session content web page configured to, when executed by the sending device, 

generate and send a request for a sending device synchronization web page, the request for the 

sending device synchronization web page including the synchronization identifier. 

3. The method of claim 1, further comprising providing, with the web 

25 session synchronization apparatus, a sending device synchronization web page to the sending 

device, the sending device synchronization web page configured to, when executed by the 

sending device, send the request to establish the first web socket connection and the one or more 

cookies and redirect URL over the first web socket connection. 

30 4. The method of claim 3, further comprising providing, \.vith the web 

session synchronization apparatus, a receiving device synchronization web page to the receiving 

device, the receiving device sy11chronization web page configured to, when executed by the 

receiving device, generate the request to establish the second web socket connection, receive the 
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one or more cookies and the redirect URL, and redirect a web browser of the receiving device 

based on the redirect URL. 

5. The method of claim 4, wherein the sending device synchronization web 

5 page and the receiving device web page are the same synchronization web page and the 

synchronization web page is configured to, when executed by the sending de-vice or the receiving 

device, determine a behavior based on whether another cookie including the synchronization 

identifier is included in a request for the synchronization web page or a response including the 

synchronization web page, 

10 

15 

6. The method of claim 1, wherein the receiving device session content web 

page is a same version of the sending device session content web page or a different version of 

the sending device session content web page adapted for a rype of the receiving device and 

served from a different location than sending device session content web page. 

7. A web session synchronization apparatus, comprising: 

a processor coupled to a memory and configured to execute programmed 

instructions stored in the memory, comprising: 

receiving a request to establish a first web socket connection with a 

20 sending device, the request to establish the first web socket connection, and establishing the first 

web socket connection in response to the request to establish the first web socket connection; 

receiving a request to establish a second web socket connection 

from a receiving device, the request to establish the second web socket connection including the 

synchronization identifier, establishing the second web socket connection in response to the 

25 request to establish the second web :socket connection, and notifying the :sending device when the 

second web socket connection is established; 

30 

receiving one or more cookies including session information and a 

redirect unifcnm resource locator (URL) from the sending device in response to the notification 

and over the first web socket connection; and 

fon.varding the one or more cookies and the redirect lJRL to the 

receiving device over the second web socket connection, wherein the redirect URL is associated 

with a web page that, when executed by the receiving device, is configured to comprise the 

session information. 
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8. The apparatus of claim 7, wherein the processor is further configured to 

execute programmed instructions stored in the memory further comprising _providing a sending 

device session content web page to the sending device, the session content web page configured 

to, when executed by the sending device, generate and send a request for a sending device 

5 synchronization web page, the request for the sending device synchronization web page 

including the synchronization identifier. 

9. The apparatus of claim 7, wherein the processor is further configured to 

execute programmed instructions stored in the memory further comprising providing a sending 

10 device synchronization web page to the sending device, the sending device synchronization web 

page configured to, when executed by the sending device, send the request to establish the first 

web socket connection and the one or more cookies and redirect URL over the first web socket 

con:neclion. 

15 10. The apparatus of claim 9, wherein the processor is further configured to 

execute programmed instrnctions stored in the memory further comprising providing a recehing 

device synchronization web page to the receiving device, the receiving device synchronization 

web page configured to, when executed by the receiving device, generate the request to establish 

the second web socket connection, receive the one or more cookies and the redirect URL, and 

20 redirect a web browser of the receiving device based on the redirect URL 

11. The apparatus of claim 10, wherein the sending device synchronization 

web page and the receiving device web page are the same synchronization web page and the 

synchronization web page is configured to, when executed by the sending device or the receiving 

device, detem1ine a behavior based on whether another cookie including the synchronization 

identifier is included in a request for the synchronization web page or a response including the 

synchronization web page. 

12. The apparatus of claim 7, wherein the receiving device session content 

30 web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content web page. 
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13. A non-transitory computer readable medium having stored thereon 

instructions for synchronizing web sessions comprising machine executable code which when 

executed by a processor, causes the processor to perform steps comprising: 

receiving a request to establish a first web socket connection with a 

5 sending device, the request to establish the first web socket connection, and establishing the first 

web socket connection in response to the request to establish the first web socket connection; 

receiving a request to establish a second web socket connection from a 

receiving device, the request to establish the second web socket connection including the 

synchronization identifier, establishing the second web socket connection in response to the 

10 request io establish the second web socket connection, and notifying the sending device when the 

second web socket connection is established; 

15 

20 

receiving one or more cook"ies including session informatim1 and a redirect 

uniform resource locator (URL) from the sending device in response to the notification and over 

the first web socket connection; and 

forwarding the one or more cookies and the redirect URI. to the receiving 

device over the second web socket connection, wherein the redirect URL is associated vvith a 

web page that, when executed by the receiving device, is configured to comprise the session 

information. 

14. The medium of claim 13, wherein the machine executable oode when 

executed by the processor further causes the processor to perform steps forthcr comprising 

providing a sending device session content web page to the sending device, the session content 

web page configured to, when executed by the sending device, generate and send a request for a 

sending device synchronization web page, the request for the sending device synchronization 

25 web page induding the synchronization identifier. 

15. The medium of claim 13, wherein the machine executable code when 

executed by the processor fmther causes the processor to pertbrm steps further comprising 

providing a sending device synchronization web page to the sending device, the sending device 

30 synchronization web page configured to, when executed by the sending device, send the request 

io establish the first web socket connection and the one or more cookies and redirect URL over 

the first web socket connection. 
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16. The medium of claim 15, wherein the machine executable code when 

executed by the processor further causes the processor to perform steps further comprising 

providing a receiving device synchronization web page to the receiving device, the receiving 

device synchronization web page configured to, when executed by the receiving device, generate 

5 the request to establish the second web socket connection, receive the one or more cookies and 

the redirect URL, and redirect a web browser of the receiving device based on !he redirect URL 

17. The medium of claim 16, wherein the sending device synchronization web 

page and the receiving device web page are the same synchronization web page and the 

10 synchronization web page is configured to, when executed by the sending device or the receiving 

device, determine a behavior based on whether a cookie including the synchronization identifier 

is included in a request for the synchronization web page or a response including the 

synchronization web page. 

15 18. The medium of claim 13, wht.'rein the receiving device session content 

web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content web page. 
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Obtain and Execute a Sending Device Session Content Web Page Associated with a Web 
Session in a Web Browser .@.Q 

i 
Receive a Request to Synchronize the Web Session with a Receiving Device 602 

L 
Generate a Synchronization Identifier and a Cookie with a Value of the Synchronization 

Identifier g_Q1 

i 
Process with the Web Browser a Redirect Based on a Uniform Resource Locator (URL) 

of a Sending Device Synchronization Web Page @.§ 
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$ 42.99 

$ 6.99 

Tux will be added at checkout 

$ 49.98 

FIG. 7 

ACCESSIBE LTD EXHIBIT 1004 
Page 1445 of 2149



CA 02958235 201"i-·02-<i5 

WO 2016/0326112 PCT/US2015/036717 

7/9 

Sync cart to desktop LH 

Waiting for desktop connection 

FIG. 8 

Send a Request Including the Synchronization Identifier to a Web Socket Server and 
Establish a Connection with the Web Socket Server 2Q_Q 

--- -....... 
~C - . "' '-J' ' d--:--h......._ ___..----..-- onnectmn ,.,s!au 1s,1c wit --- N 
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METHODS .FOR .FACILITATING REFERENCES IN A CHAT CONTEXT A~'D 

DEVICES THEREOF 

FIELD 

[0001] This technology generally relates to web-based chat contexts and, more 

5 particularly, to methods, non-transitory computer read.able media, and apparatuses that facilitate 

the inclusion of references in chat panels. 

BACKGROUND 

100021 Increasingly, web developers are providing chat functionality in websites via chat 

contexts that include chat panels that are displayed to a user as embedded within a web page or 

10 via a pop-up window, for example. A chat panel can allow interaction and communication 

between the user and a representative of the website host. Accordingly, such functionality is 

particularly useful for websites providing user support, although many other types of websites 

also implement chat contexts. ln chat contexts, the speed of an exchange is often critical to an 

effective experience for users and, accordingly, it is preferable that messages are simple and 

15 short. 

[0003] As one example, in a commercial website context, sales representatives may use 

chat panels to communicate with potential customers to answer questions regarding products or 

services in order to facilitate and increase sales. In this example, a sales representative may want 

to refer a prospective customer to content hosted on other portions of the website, such as 

20 product catalog content relating to products that might satisfy desired criteria communicated by 

the prospective customer. 

[0004] In order to refer the prospective customer to the content, the sales representative 

may copy and paste Uniform Resource Locators (liRLs) as hyperlinks. However, URLs are 

often very long and inconvenient for use in a chat context. Wbile available services can process 

25 a URL and replace the URL \vith a relatively short link, the process is cumbersome and would 

still result in numerous hyperlin.ks and a relatively long message when the content is localed at a 

number oflJRLs (e.g., corresponding to a number of different products). Additionally, upon 

selecting any of the hyperlinks, the prospective customer may be taken to a different web page in 

a new tab or window, which is inconvenient and does not allow the customer to preview 

30 products prior to navigating to a different web page associated with one of the products. 

Accordingly, there is currently no way for the representative of a website host !o identify items 
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and provide preview content associated with the items to the prospective customer in an efficient 

and effective manner in a chat context. 

SUMMARY 

10005] A method for facilitating references in a chat context includes receiving by a chat 

5 management server apparatus a search request via a search panel provided in response to a user 

interaction with a chat panel, A token including a special character is generated by the chat 

management server apparatus based on search text in the search request or a unique identifier for 

one of a plurality of items identified based on a search performed using the search text The 

token is provided by the chat management server apparatus to a source of the search request for 

10 inclusion in the chat panel as a hyperlink A preview panel request including the token is 

received by the chat management server apparatus in response to a user internction with the 

hyperlink, Content for the items or for the one item is retrieved by the chat management server 

apparatus based on the special character included in the token. The content is provided by the 

chat management server apparatus to a source of the preview panel request 

15 f0006J A non-transitory computer readable medium having stored thereon instructions 

for facilitating references in a chat context comprising executable code which when executed by 

a processor, causes the processor to perform steps including receiving a search request via a 

search panel provided in response to a user interaction with a chat panel. A token including a 

special character is generated based on search text in the search request or a unique identifier for 

20 one of a plurality of items identified based on a search perfolTiled using the search text The 

token is provided to a source of the search requesl for inclusion in the chat panel as a hyperlink. 

A preview panel request including the token is received in response to a user interaction with the 

hyperlink, Content for the items or for the one item is retrieved based on the special character 

included in the token. The content is provided to a source of the preview panel request 

25 10007] A chat management server apparatus including a processor and a memory coupled 

to the processor which is configured to be capable of executing programmed instmctions 

comprising and stored in the memory to receive a search request via a search panel provided in 

response to a user interaction with a chat panel. A token including a special character is 

generated based on search text in the search request or a unique identifier for one of a plurality of 

30 items identified based on a search performed using the search text. The token is provided to a 

source of the search request for inclusion in the chat panel as a hyperlink. A preview panel 

request including the token is received in response to a user interaction with the hyperlink, 
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Content for the items or for the one item is retrieved based on the special character included in 

the token. The content is provided to a source of the preview panel request. 

This technology provides a number of advantages including methods, non

transitory computer readable media, and apparatuses that more effectively facilitate references in 

5 a chat context. With this technology, website host representatives can identify content 

responsive to a search request from a user and communicate a reference to the content using a 

relatively short token. The token includes a special character and is introduced to a chat panel as 

a hyperlink. Upon selection ofihe hyperlink, the content is retrieved based on the token and 

included special character, and a preview panel is display to the user that includes the content. 

10 [0009] Accordingly, using the tokens, the size of the communicated reference(s) can be 

reduced, particularly when multiple URLs would othenivise have been required to communicate 

references to content associated with multiple items responsive to a search request. Additionally, 

the user does not have to navigate away from the current web page to see the content. Moreover, 

the tokens can be reused, advantageously allowing the host representative to respond relatively 

15 quickly to certain search requests matching previously searched criteria. 

BRIEF DESCRIPTION OJ•' THE DRAWINGS 

[0010] FIG. 1 is a block diagram of a network environment which incorporates an 

exemplary chat management server apparatus; 

[OOUJ FIG. 2 is a flmivchart of an exemplary method of generating an item preview panel 

20 based on a token; 

[0012] FIG. 3 is an exemplary product web page with an exemplary chat panel link; 

[0013] FIG. 4 is an exemplary host chat panel with a search request button; 

[0014] FIG. 5 is an exemplary search panel for receiving search text; 

10015] FIG. 6 is an exemplary search result panel displaying content for a plurality of 

25 selectable items identified based on search text; 

f0016] FIG. 7 is the exemplary chat panel of FIG. 4 with an item set link corresponding 

to a search token; 
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FlG. 8 is a flowchart of an exemplary method of generating a token for inclusion 

in a customer chat panel as a reference to item content; 

[0018] FIG. 9 is an exemplary customer chat panel with the item set link and an 

exemplary multi-item preview panel with a navigational stmcture; and 

5 10019] FIG. 10 is the exemplary chat panel of FIG. 9 with an item link and an exemplary 

single item preview panel. 

DETAILED DESCRIPTION 

[0020] An exemplary network envircmment 10 is illustrated in FIG. 1 as including an 

exemplary chat management server apparatus 12. Jn this example, the chat management server 

10 apparatus 12 is coupled to a host representative device 14 by a local area network (LAN) 16 and 

a client device 18 by the LA.t"\J 16 and a \-vide area network (WAN) 20, although other types and 

numbers of devices, components, and elements in other topologies could be used. This 

technology provides a number of advantages including methods, non-transitory computer 

readable media, and apparatuses that more efficiently and effeciively facilitate identifying and 

15 providing references to content matching user search criteria in a chat context. 

10021 l In this example, the chat management server apparatus 12 indudes a processor 

22, a memory 24, and an interface device 26, which are coupled together by a bus 28 or other 

communication link, although other numbers and types of components, parts, devices, systems, 

and elements in other configurations and locations can be used. The processor 22 of the chat 

20 management server apparatus 12 may execute one or more stored programmed instmctions for 

one or more aspec.,"1:s of this technology as described and illustrated by way of the embodiments 

herein, although the processor 22 could execute other numbers and types of programmed 

instrnctions. 

[0022] The memory 24 of the chat management server apparatus 12 stores these 

25 programmed instructions for one or more aspects of this technology, as described and illustrated 

herein, although some or all of the programmed instrnctions could be stored and/or executed 

elsewhere. The memory 24 of the chat management server apparatus 12 may include one or 

more tangible storage media and/or devices, such as RAM, ROM, flash memory, hard disk 

drive(s), solid state memory, or any other memory storage types or devices, including 

30 combinations thereof, which are known to those of ordinary skill in the art. 
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10023] ln this example, the memory 24 of tbe chat management server apparatus 12 

includes an item content catalog 30, a search web service 32, a preview web service 34, and an 

optional encode-,d token database 36, although the memory 24 can include other types and 

numbers of systems, devices, and elements in other configurations. Additionally, while the item 

5 content catalog 30, search web service 32, preview web service 34, and encoded token database 

36 are illustrated in this example as being stored in the memory 24 of the chat management 

server apparatus 12, one or more of the item content catalog 30, search web service 32, preview 

web service 34, or encoded token database 36 could be stored elsewhere, including on another 

network device not shown in the network environment 10. 

10 [0024] The item content catalog 30 in this example includes content for items, which can 

15 

represent products or services, for example. The content can include a unique identifier for the 

item and information regarding the item including a description of the item, an item price, item 

options (e.g., colors), and/or any pictures or graphics associated with the item, for example, 

although any other type of wntent can also be stored in the item content catalog. 

[0025] The search web service 32 in this example is configured to receive a request 

including search criteria and io identify matching item(s) in the item content catalog. The 

criteria can include search text, for example, when associated with a request to generate a search 

panel or a search token, for example, when associated with a request to generate a preview panel, 

as described and illustrated in more detail later. In response to the request, the search web 

20 service 32 retrieves at least a portion of the content (e.g., as used to present a preview of the item 

to a user) for each of the identified item(s) from the item content catalog 30 and generates and 

returns a HyperText Markup Language (HTML) fragment including the content, as described 

and illustrated in more detail later, 

[0026] The preview web service 34 in this example is configured to receive a request to 

25 generate a preview panel that includes an item token. ln response to the requ,est, the preview 

web service 34 retrieves at least a portion of the content associated with an item identified based 

on the item token from the item content catalog 30 and generates and returns an HTML fragment 

including the content, as described and illustrated in more detail later. 

[0027] The optional encoded token database 36 in this example stores encoded token 

30 values as associated with actual values. The actual values can be search text in the case of an 

encoded search token value or a unique item identifier in the case of an encoded item token 

value, As described and illustrated in more detail later, tokens can advantageously be encoded 
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with this technology to facilitate the inclusion of references in a chat panel that are even shorter 

than search text or item identifiers, for example. 

[0028J The interface device 26 in the chat management server apparatus 12 is used to 

operatively couple and communicate between the chat management server apparatus 12 and the 

5 client device 18 via LAN 16 and W Ac'\/ 20 and the host representative device 14 via the LA.c'i 16, 

although other types and numbers of communication netwoiks or systems with other types and 

numbers of connections and configurations io other devices and elements can also be used. The 

LAi~ 16 and WAN 20 can use TCP/IP over Ethernet and industry-standard protocols, including 

NFS, CIFS, SOAP, XML, LDA.P, and SNMP, for example, although other types and numbers of 

IO communication networks can also be used. 

!0029] The client device 18 in this example enables a user lo request, receive and interact 

with services and content hosted by the chat management server apparatus l 2 via the LAN 16 

and WAN 20, although the client device 18 could access content and utilize other types and 

numbers of content or applications from other sources and could provide a wide variety of other 

I 5 functions for a user. By way of example only, the client device 16 can be a mobile computing 

device, smart phone, personal digital assistant, or computer, for example. 

[0030] The client device 18 includes a processor 38, a memory 40, an interface device 

42, an input device 43, and a display device 44 which are coupled together by a bus 45 or other 

communication link, although the client device 18 can include other numbers and types of 

20 components, pa1is, devices, systems, and elements in other configurations. The processor 38 in 

the client device 18 executes a program of stored instructions for one or more aspects of the 

present invention as described and illustrated herein, although the processor 38 could execute 

other numbers and types of programmed instrnctions. 

[0031] The memory 40 in the client device 18 stores these programmed instructions for 

25 one or more aspects of the present invention as described and illustrated herein, although some or 

all of the prograrmned instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a RAt'v1, ROM, hard disk drive(s), solid state 

storage device(s), and/or other storage device which is read from and/or \Vritten to by a magnetic, 

optical, or other reading and/or vvriting system that is coupled to processor 38 can be used for the 

30 mcmmy 40 in the client device 18. In this example, the client device 18 is configured to access 

web services and web content through a web browser 46 stored in the memory 40. The web 

browser 46 in this example is configured to process programmed instructions (e.g., JavaScript 
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code) to render chat panels and preview panels, as well as provide other functionality, as 

described and illmarated in more detail later. 

[0032] The interface device 42 in the client device 18 is used to operatively couple and 

communicate between the client device 18 and the chai management server apparatus 12 via the 

5 LAN 16 and the WAN 20, although other types and numbers of communication networks 'With 

other types and numbers of connectiom, and confi,gurations can be used. 

[0033] The input device 43 in the client device 18 can be used to input selections, such as 

a request for a chat or preview panel, as well as messages to be exchanged with the user of the 

host representative device 14, although the input device 43 could be used to input other types of 

10 data and interact with other elements< The input device 43 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

also be used. 

[0034] The display device 44 in the client device 18 can be used to show data and 

information to a user, such as the requested chat or preview panel, although the display device 44 

15 could be used to display other ty1)es of data and interact with other elements. The display device 

44 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

monitor for example, although other types and numbers of displays could be used depending on 

the particular type of client device 18. 

[0035] The host representative device 14 includes a processor 48, a memory 50, an 

20 interface device 52, an input device 53, and a display device 54, which are coupled together by a 

bus 55 or other communication link, although the host representative device 14 can include other 

numbers and types of components, parts, devices, systems, and elements in other configurations. 

The processor 48 in the host representative device 14 execute:- a program of stored instructions 

for one or more aspects of the present invention as described and illustrated herein, although the 

25 processor 48 could execute other numbers and types of programmed instructions. 

f0036] The memory 50 in the hosr representative device 14 stores these programmed 

instmctions for one or more aspects of the present invention as described and illustrated herein, 

although some or all of the programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a RAM, ROM, hard disk 

30 drive(s), solid state storage device(s), an&or other storage device which is read from and/or 
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written to by a magnetic, optical, or other reading and/or writing system that is coupled to 

processor 38 can be used for the memory 40 in the host representative device 14. 

[00371 In this example, the host representative device 14 is operaied by a representative 

ofa host of the website associated with the item content, although the host representative device 

5 14 could be operated by other users, in order to engage in a chat with a user of the client device 

18. Accordingly, the memory 50 in this example includes a web browser 56 through which the 

user of the host representative device can access web services and vveb content. The web 

browser 56 in this example is configured to process programmed instrnctions (e.g., JavaScript 

code) to render chat panels, search panels, and search result panels, as well as provide other 

IO functionality, as described and illustrated in more detail later. 

15 

l0038J The interface device 52 in the host representative device 14 is used to operatively 

couple and communicate between the host representative device 14 and the chat management 

server apparatus 12 via the LAN l 6, although other types and numbers of communication 

networks with other types and numbers of cmmectio:ns and configurations can be used. 

f0039] The input device 53 in the hosi representative device 18 can be used to input 

selections, such as a request for a search panel, as well as messages to be exchanged with the 

user of the client device 18, although the input device 53 could be used to input other types of 

data and interact with other elements. The input device 53 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

20 also be used. 

[0040] The display device 54 in the host representative device 18 can be used to show 

data and information to a user, such as the requested search panel, although the display device 54 

could be used to display other types of data and intenid with oiher elements. The display device 

54 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

25 monitor for example, although other types and numbers of displays could he used depending on 

the _particular type of host representative device 18. 

l0041J Although embodiments of the chat management server apparatus 12, host 

representative device l 4, and client device 18 are described and illustrated herein, each of these 

devices can be implemented on any suitable computer system or computing device. It is to be 

30 understood that the devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to implement the 
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embodiments are possible, as will be appreciated by those skilled in the relevant art(s). 

Furthennore, each of the systems of the embodiments may be conveniently implemented using 

one or more general purpose computer syt.terns, microprocessorn, digital 8ignal processors, and 

micro-controllers, programmed according to the teachings of the embodiments, as described and 

5 illustrated herein, and as will be appreciated by those ordinary skill in the art. 

[0042] In addition, two or more computing systems or devices can be substituted for any 

one of the devices in any embodiment. Accordingly, principles and advantages of distributed 

processing, such as redundancy and replication also can be implemented, as desired, to increase 

the robustness and performance of the devices and systems of the embodiments. The 

10 embodiments may also be implemented on computer system(s) that extend across any suitable 

network using any suitable interface mechanisms and communications technologies, including 

by way of example only telecommunications in any suitabie fom1 (e.g., voice and modem), 

wireless communications media, wireless communications networks, cellular communications 

networks, 03 communications networks, Public Switched Telephone Network (PSTNs), Packet 

15 Data Networks (PDNs), the Internet, intrane!s, and combinations thereof. 

[0043J The examples may also be embodied as a non-transitory computer readable 

medium having instructions stored thereon for one or more aspects of the present technology as 

described and illustrated by way of the examples herein, as described herein, which ·when 

executed by a processor, cause the processor to carry out the steps necessary to implement the 

20 methods of 1he examples, as described and illustrated herein. 

[0044] An exemplary method for facilitating references in a chat context will now be 

described with reference to FIGS. 1--10. Referring specifically to FIG. 2, an exemplary method 

of generating a token for inclusion in a chat panel as a reference to item content will now be 

described. In this example, in step 200, the chat management server apparnrus 12 provides chat 

25 panel definitions in response to a request received from the client device 18. Referring more 

specifically to FIG. 3, an exemplary product web page 300 with an exemplary chat panel link 

302 is illustrated. Tn this example, a user of the client device 18 use the input/display device 43 

to select the chat panel link 302 thereby initiating a chat session and requesting a customer chat 

panel from the chat management server apparatus 12., although the chat session can be initiated 

30 in other manners. 

[0045] In response, the chat management server apparatus 12 sends a definition of a 

customer chat panel to the client device 18 and a host chat panel to the host representative device 
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14. The definitions can define the chat panels using HTML, for example, which, when 

interpreted by the web browsers 46 and 56 cause the client device 18 and host representative 

device 14 to display the cm,tomer and host chat panels, respectively, in a pop-up window or an 

overlay, for example, although any other type of display for the chat panels can also be used. 

5 The chat panels facilitate communication of messages between the users of the client device 18 

and host representative device l 4. 

[0046] Referring more specifically to FIG. 4, an exemplary host chat panel 400 is 

illustrated. In this example, a definition of the host chat panel 400 is provided by the chat 

management server 12 to the host representative device 14 in response to receiving an initiation 

10 of the chat session in step 200 from the client device 18. The definition sent by the chat 

management server 12 to the client device 18 in step 200 can define a customer chat panel 

similar to the host chat pand 400 but without the search request button 402, for example, 

although the chat panels can be similar or different in other ways and other methods of 

distributing and generating the chat panels can also be used. An exemplary customer chat panel 

15 will be described and illustrated in more detail later with reference to FIGS. 9-10. 

[0047] Tn this example, the user of the client device 18 is a prospective customer of the 

host of the product web page 300 that is looking for assistance completing an outfit prior to 

purchasing, although the web page 300 can be any other type of web page and the user of the 

client device 14 can be any other type of user. Accordingly, the customer user of the clienl 

20 device 18 initiates the chat session in order to cornrmmicate with a representative of the host of 

the website, that is currently using the host representative device 14, to obtain the requested 

assistance in an efficient manner. 

[0048] Referring back to FIG. 2, in step 202, the chat management server apparatus 12 

detem1ines when a search request has been received from the host representative device 14. The 

25 search request can be for content that a user of the host representative device 14 would like to 

refer the customer to in order to attempt to assist the customer and facilitate a purchase, for 

example. If the chat management server apparatus 12 determines that a search request has not 

been received, then the No branch is taken back to step 202 and the chat management server 

apparatus 12 effectively waits for a search request to be rcccivc4. 

30 100491 Referring back to FIG. 4, the search request button 402 of the host chat panel 400 

can be used to initiate a search request, although any other type of interface for initiating a search 

request can also be used. In this example, the customer user of the client device 18 is looking for 
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white shoes to pair with a specified dress. Accordingly, the host representative using the 

inputidis:play device 53 of the host representative device 14 begins to type a message in an input 

field 404, having the text "No problem, here is a set of options for you:" in this example. Next, 

the host representative using the input/display device 53 of the host representative device 14 

5 selects the search request button 402 in order to initiate a search for items responsive to the 

customer's request. 

[0050] Referring back to step 202 of FIG. 2, upon selection of the search request button 

402, or if the chat management server apparatus 12 otherwise determines that a search request 

has been received, then the Yes branch is taken to step 204. 1n step 204, the cha1 management 

10 server apparatus l 2 generates, and provides to the host representative device 14, a definition of a 

search panel, receives search text, and retrieves item content based on the search text. The 

definition can define a search panel using HTML, for example, which, when interpreted by the 

web browser 56 can cause the host representative device 14 to display a search panel in a pop-up 

window or an overlay, for example, although lhe search panel can be displayed in other man,,71ers. 

15 The search panel is configured to receive search text, and optionally other search criteria, from 

the host representative using the host representative device 14. 

[0051] Referring more specifically to PlG. 5, an exemplary search panel 500 for 

receiving search text via a text input box 502 is illustrated, although in other examples the search 

panel 500 can include inputs for other search criteria. In this example, the search text "faith 

20 court shoes white".is input by the host representative using the input/display device 53 of the 

hor,;1 representative device 14. Upon selection of a search button 504 by the host representative, 

the search criteria are sent to the chat management server apparatus 12. In this example, the 

search criteria, including the search text, is sent to the searcb web service 32 of the chat 

management server apparatus 12, which is config1ired to process the criteria as described and 

25 illustrated in more detail later. Other methods ofreceiving search criteria can also be used. 

[0052] In response to receiving the search text, the search web service 32 of the chat 

management server apparatus 12 identifies and retrieves item content responsive to ihe request in 

slep 204. The item content can be retrieved from the item content catalog 30, which in this 

example includes content associated with a plurality of items for sale by the website host, 

30 although any other type of content associated with any other type of item can also be used. The 

content can include an item description, an item depiction, an item price, or any other 

information associated. with each of the items. Optionally, the content includes at least 
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information suitable to provide the customer with a preview of the item to allow the cusiomer to 

decide whether to learn more about the item in order to make a purchasing decision. 

[0053] In step 206, the search web service 32 of the chat management server apparatus 

12 generates and provides to the host representative device 14 a definition of a search result 

5 panel based on the item content retrieved in siep 204. In this example, the item content can 

include a picture, a short description, and a price of various white faith court shoes identified 

based on the search text. Accordingly, the definition includes one or more HTML fragments for 

the identified item(s) that includes the content and is configured to generate a search result panel 

including the content when rendered by the web browser 56 of the host representative device 14. 

10 [0054] Referring more specifically to FIG. 6, an exemplary search result panel 600 

displaying content for a plurality of selectable items identified based on the search text is 

illustrated. In this example, the search result panel 600 in dudes item content 602( 1) and 601 (2) 

for two items ("white heeled court shoes" and "patent heeled court shoes") satisfying the search 

criteria received in step 204, Any number of items can be identified and included in the search 

15 result panel 600 and the search results can be displayed by the web browser 56 of the host 

representative device 14 in other manners. 

roossJ Referring back to FIG. 2, in step 208, the chat management server 12 receives a 

selection from the host representative using the host representative device 14 of one or more of 

the item(s) for which content 602(1) and 601(2) was identified and retrieved in step 204, and 

20 provided to the host representative device 14 in step 206. The selected item(s) are those item(s) 

responsive to the customer's request and for which the host representative would like to 

specifically refer the cm:tomer to in order to assist the customer in making a purchasing decision 

in this example. 

[0056] Referring back to FIG. 6, in this example, !he content 602(1) and 602(2) for each 

25 item is associated with a select button 604(1) and 604(2), respectively. Additionally, the search 

result panel 600 includes a select all button 606. Upon selection of one of the buttons 604(] ), 

604(2), or 606 by the host representative using the input/display device 53 of the host 

representative device 14, an indication of the selection is sent to the chat management server 

apparatus 12. Accordingly, the definition of the search result panel 600 sent to the host 

30 representative device 14 in step 206 of FIG. 2 is configured to facilitate the selection of items, 

although other methods of facilitating the selection ofitem(s) can also be used. 
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[0057] 1n step 210, the chat management server apparatus l 2 generates, and optionally 

encodes, a search or an item token. In this example, the tokens are prefixed by a first special 

character (e.g.,"@") or a second special character (e.g.,"#") according to whether the token is a 

search token or an item token, respectively, although the first or second special character can be 

5 included in the tokens in any location. The token is a search token ff all of the items for which 

content is displayed in the search panel 600 are selected by the host representative using the host 

representative device 14 (e.g., by selecting the select all button 606). Additionally, the token is 

an item token if fewer than all of the items or which content is displayed in the search panel 600 

are selected (e.g., using one or more of the select buttons 604(1) or 604(2)). 

!O [0058] ln this example, if the host representative using the host representative device 14 

selects the select all button 606, an exemplary token including the first special character and the 

search text could be "@faith ___ court _ shoes_ white". By including the search text, the host 

representative can advantageously reuse this token in subsequent chat sessions as it will be 

relatively easy to remember. For example, ihe host representative can reuse the token with other 

15 prospective customers the host representative would like to refer to the same content, as 

described and illustrated in more detail later. 

[0059] In another example, as described and illustrated in more detail later with reference 

to FIG. 10, if the host representative using the host representative device 14 selected only one of 

the items for ,ivhich content was displayed on the search panel 600, an exemplary token including 

20 the second special character and a unique item identifier could be '#3611369". Accordingly, in 

this example, the "3611369" portion of the token corresponds to a unique identifier for the one 

selected item, as stored as associated with the content for the item in the content catalog 30. 

!0060] However, in yet another example, the chat management server apparatus 12 can 

encode the token in order to reduce the size instead of merely using the search text or the unique 

25 item identifier for the portion ofthe token not including the special character. Accordingly, the 

chat management server apparatus 12 can decide to encode the token based on whether the 

number of characters in the search text or unique item identifier exceeds a threshold, for 

example, although the decision of whether to encode a token can be based on any other criteria. 

Additionally, the chat management server apparatus 12 can be configured to encode all or none 

30 of the tokens as a default setting. 

[0061] Ifihe chat management server apparatus 12 determines in step 210 that the search 

token in this example should be encoded, an exemplary encoded search token could be 
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''@42ad42'', although any other encoding can be used. The chat management server apparatus 

12 can replace the "faith ___ court ___ shoes_white" search text in the token by encoding the search text 

to generate an output of "42ad42". Any type of encoding function or formula can be used. 

Optionally, the output of the encoding can be limited to a certain number of characters in order to 

5 optimize the benefit of using an encoded token in place of a token including search text or an 

item identifier. Additionally, if the chat management server apparatus 12 determines in step 210 

that the token should be encoded, then the chat management server apparatus 12 in this example 

stores at least the encoded portion of the search token as associated with the search criteria (e.g., 

the search text) in the encoded token database 36 so that the encoded token can subsequently be 

10 decoded, as described and illm;trated in more detail later with reference to step 804 ofFJG. 8. 

[0062] Referring back to FIG. 2, in step 212, the chat management server apparatus 12 

provides the search or item token to the host representative device 14. Referring more 

specifically to FIG. 7, the exemplary host chat panel 400 is illustrated with an item set link 702 

corresponding to the search token "@42ad42", which is an encoded search token in this 

15 example. Accordingly, upon receipt by the host representative device 14 of the search token, the 

host chat panel 400 inserts the search token text into the input field 404. 

[0063j Upon the host representative selecting the send button 700, using the input/display 

device 53 of the host representative device 14, the input text including the search token is sent to 

the chat management server 14, which routes the text to the customer chat panel currently 

20 rendered on the client device 18 using an established connection. Upon display of the input text 

in the host chat panel 400, as well as the customer chat panel currently rendered on the client 

device 18, the search token becomes the item set link 702. 

[0064] Accordingly, the definition of the chat panel 400 sent to the host representative 

device 14 is configured to insert a token returned in step 212 into the input field 404 and render 

25 the token as a hyperlink (ihe item set link 702 in this example) used as described and illustrated 

in more detail with reference to FIG. 8. Optionally, at least the customer chat panel is 

configured, based on its definition, to render any text sent from a host representative in a chat 

session that includes the first or second special character as an item set link or an item link, 

respectively. 

30 10065] Referring more specifically to FIG. 8, an exemplary method of generating an item 

preview panel based on a token will now be described. In step 800 in this example, the chat 

management server apparatus 12 receives a request from the client device 18 for a preview panel. 
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The request includes a token and is sent in response to a selection by the customer, using the 

input/display device 43 of the client device 18, of a hyperlink including the token that was 

rendered in the customer chat panel. The hyperlink can be rendered in the customer chat panel 

subsequent to the host representative submitting a message including the token. The token can 

5 be manually emered by the host representative or provided by the chat management server 

apparatus 12, as described and illustrated earlier with reference to step 212. 

[0066] In step 802, the chat management server apparatus 12 determines when the token 

included in the request for the preview panel received io step 800 is encoded. In order to 

detemiine whether the token is decoded, the cha! management server apparatus 12 can compare 

10 the token lo entries of the encoded token database 36 to determine where there is a match in this 

example, although other methods of determining whether the token is encoded can also be used. 

If the chat management server apparatus 12 determines that the token is encoded, then the Yes 

branch is taken to step 804. 

[0067] In step 804, the chat management server apparatus 12 decodes the token. In order 

15 to decode the token in this example, the chat management server apparatus 12 retrieves the actual 

value of the portion of the token not including the special character from the matching entry of 

the encoded token database 36. Tbe actual value could have been stored in the encoded token 

database 36 as described and illustrated in more detail earlier with reference to step 210 of FIG. 

2. Accordingly, in this example, the chat management server 12 can obtain the 

20 "faith_ cour!_shoes ___ white" actual value by decoding the "42ad42" encoded token value. Other 

methods of encoding or decoding the tokens, including using a reversible encoding function that 

does not require a database look-up, can also be used. Subsequent to decoding the token, or if 

the chat management server apparatus 12 determines in step 802 that the token is not encoded 

and the No branch is taken, the chat management set·vcr apparatus 12 proceeds to step 806. 

25 !0068] In step 806, the chat management server apparatus 12 retrieves item content based 

on the token. In order to retrieve the item content, in this example, the chat management server 

apparatus 12 first determines whether the token is a search or an item token based on whether the 

token includes the first or second special character. If the chat management server apparatus 12 

determines that the token is a search token, then the portion of the token noi including the first 

30 special character, or the decoded actual value in examples in which step 804 is performed, is 

processed by the search web service 34. Accordingly, the search web service 32 searches the 

item content catalog 30, as described and illustrated earlier with reference to step 206 of FIG. 2, 

using the token value as the search text in order to identify and retrieve responsive item content. 
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!0069] However, if the chat management server apparatus 12 determines that the token is 

an item token, then tbe portion of the token not including the first special character, or the 

decoded actual value in examples in which step 804 is performed, is processed by the preview 

web service 34. Accordingly, the preview web service 34 searches the item content catalog 30 

5 using the token value to identify and retrieve content for an item having a unique item identifier 

matching the token value. 

[0070] In step 808, the chat management server apparatus 12 provides a preview panel 

definition, including HTML fragment(s) including the content retrieved in step 806, to the client 

device 18 in response to the request for the preview panel received in step 800. The preview 

10 panel definition is configured to, when rendered, cause the web browser 46 of the client device 

18 to generate a preview panel that includes the item content. The preview panel can be 

generated a pop-up window, an overlay, or any other type of display that does not require 

navigation by the web browser 46 away from the customer chat panel. Additionally, the preview 

pane! can be a multi~item preview panel with a navigation stmcture or,· single item preview 

15 panel based on whether the token, received with the request for the preview panel in step 800, is 

a search token or an item token, respectively. 

[0071] Optionally, at least a portion of the content displayed by the preview panel is, or 

another poition of the _preview panel includes, a link that is selectable by the customer using the 

client device 18 in order to allow the customer to navigate to a different web page associated 

20 with the item that provides additional content. Also optionally, at least a portion of the content 

displayed hy the preview panel is, or another portion of the preview panel includes, a link that is 

selectable by the customer using the client device 18 in order to allow the customer to navigate 

to an item purchase web page or add the item to a shopping cart, for example. Other types of 

links and other content can also be provided in the preview panel. 

25 [0072] Referring more specifically to FIG. 9, an exemplary customer chat panel 900 with 

ihe item set link 702 corresponding to the encoded search token "@42ad42" and an exemplary 

mu!ti-item preview panel 902 are illustmted. In this example, the multi-item preview panel 902 

is generated, based on the definition provided in step 808, subsequent to the customer selecting 

the item set link 702 using the input/disp[ay device of the client device 18. The multi-item 

30 preview panel 902 includes the content 602(1) for one of the items that the host representative 

selected to be referred to the customer in this example. 
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[0073! Additionally, the multi-item preview panel 902 includes a navigation structure, 

which in this example includes a next button 904, which facilitates navigation between content 

associated with a plurality of items, including at least the content 602(2) of another of the items 

that the host representative selected to be referred to the customer in !his example. Other types of 

5 navigational structures can also be used. 

[0074] Referring more specifically to FIG. l 0, the exemplary customer chat panel 900 of 

FIG. 9 with an item link 1000 and an exemplary single item preview panel 1002 are iHustrated. 

In this example, the item iink 1000 corresponds to an item token "#3611369" which includes a 

unique item identifier "3611369" for a single item selected by the host representative in an 

10 iteration of steps 202-2 l 2 of FIG. 2 performed pnor to the example iteration described and 

illustrated in detail earlier. The item preview panel 1002 includes content 1004 for a navy 

colored shoe item that the customer in this example is not interested in. lnstead, the customer 

indicated to the host representative a preference for a white shoe and the host representative 

submitted the request received in step 202 in the example iteration described and illus!rated 

15 earlier in order to identify items responsive to the customer's preference. 

[00751 Accordingly, with this technology, representatives of website hosts can more 

easily and effectively refer website users to preview content for items in a chat context. The 

references can be sent using tokens ,vhich are generally, or can be encoded to he, shoiier than 

URLs associated with web pages cmresponding to the items. Additionally, host n,'Presentatives 

20 can refer users to preview content for i!em(s) by reusing tokens thereby facilitating relatively 

quick respom:iveness. Moreover, items identified by a host representative can advantageously be 

displayed by a user in a preview panel ·without requiring the user to navigate away from the chat 

panel or the current web page and thereby significantly improving the frmctioning of the user's 

client device. 

25 !0076] Having thus described the basic concept of the invention, it will be rather apparent 

to those skilled in the art that the foregoing detailed disclosure is intended to be presented by 

way of example only, and is not limiting. Various alterations, improvements, and modifications 

will occur and are intended to those skiUed in the mi, though not expressly stated herein. These 

altcrntions, improvements, and modifications arc intended to be suggested hereby, and arc within 

30 the spirit and scope of the invention. Additionally, the recited order of processing elements or 

sequences, or the use of numbers, letters, or other designations therefore, is not intended to limit 

the claimed processes to any order except as may be specified i □ the claims. Accordingly, the 

invention is limited only by the following claims and equivalents thereto, 
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1. A method for facilitating references in a chat context, the method 

5 compnsmg: 

receiving, by a chat management server apparatus, a search request via a 

search panel provided in response to a user interaction with a chat panel; 

generating, by the chat management server apparatus, a token including a 

special character and generated based on sciu-ch text in the search request or a unique identifier 

10 for one of a plurality of items identified based on a search performed using the search text; 

providing, by the chat management server apparatus, the token to a source 

of the search request for inclusion in the chat pane! as a hyperlink; 

receiving, by the chat management server apparatus, a preview panel 

request in response to a user interaction with the hyperlink, the preview panel request including 

15 the token; 

20 

25 

30 

retrieving, by the chat management server apparatus, content fur the items 

or for the one item based on the special character included in the token; and 

providing, by the chat management server apparatus, the content to a 

source of the preview panel request 

2. The method as set forth in claim 1, farther comprising, prior to generating 

the token: 

retrieving, by the chat management server apparatus, the content for the 

items based on the search text; 

providing, by the chat management server apparatus, the content for the 

items to the source of the search request for inclusion in a search result panel; and 

receiving, by the chat management server apparatus, a selection of one or 

more of the items from the source of the search request 

3. The method as set forth in claim 2, wherein the selection is of all of the 

items and the generating fw:ther comprises generating a search token comprising a first special 

character and the request for the preview panel includes the search token. 

4. The method as set forth in claim 2, wherein the selection is of one or more 
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of the items, the generating further comprises generating an item token fur each of the one or 

more items, each item token comprises a second special character, and the request for the 

preview panel includes at least one of the item tokens. 

5. The method as set forth in claim 3, wherein the search token includes at 

least one or more terms included in the search text. 

6. The method as set forth in claim 1, wherein: 

the generating fu1iher comprises encoding the search text or the unique 

10 identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated with the corresponding search text or unique identifier, wherein the 

token is generated based cm ihe encoded search iext or the encoded unique identifier; and 

15 

20 

the retrieving further comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

7. The method as set forth in claim 1, wherein the retrieving further 

comprises: 

detennining when the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

perfonning a search of an item content catalog using the search text, as 

determined based on the token included in the preview panel request , to retrieve the content for 

the items, when the token included in !he preview panel request is detem1ined to be the search 

token; and 

retrieving content for the one item based on the unique identifier, as 

25 determined based on the token included in ,he preview panel request, when the token included in 

the preview panel request is not determined to be the search token. 

8. A non-transitory computer readable medium having stored thereon 

instructions for facilitating references in a chat context comprising executable code which when 

30 executed by a processor, causes the processor to perform steps comprising: 

receiving a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generating a token including a special character and generated based on 

search text in the search request or a unique identifier for one of a plurality of items identified 
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providing the token to a source of the search request for inclusion in the 

chat panel as a hypcrlink; 

receiving a preview panel request in response to a user interaction with 

5 the hyperlink, the preview panel request including the token; 

10 

15 

20 

30 

retrieving content for the items or for the one item based on the special 

character included in the token; and 

providing the content to a source of the preview panel request. 

9. The non-transitory computer readable medium as set forth in claim 8, 

fmther having stored thereon instructions that when executed by the processor cause the 

processor to perform steps further comprising, prior to generating the search ioken or the item 

token: 

retrieving the content for the items based on the search text; 

providing the content for the items to the source of the search request for 

inclusion in a search result panel; and 

receiving a selection of one or more of ihe items from the source of the 

search request. 

The non-transitory computer readable medium as set forth in claim 9, 

wherein the selection is of all of the items and the generating further comprises generating a 

search token comprising a first special character and the request for the preview panel includes 

the search token, 

IL The non-transitory computer readable medium as set fmth in claim 9, 

wherein the selection is of one or more of the items, the generating further comprises generating 

an item token for each of the one or more items, each item token comprises a second special 

character, and the request for the preview panel includes at least one of the item tokens. 

12. The non-transitory computer read.able medium as set forth in claim 10, 

wherein the search token includes at least one or more tem1s included in the search text. 

13. The non-transitory computer read.able medium as set forth in claim 8, 

wherein: 
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the generating further comprises encoding the search text or the unique 

identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated ·with the corresponding search text or unique identifier, v;rherein the 

token is generated based on the encoded search text or the encoded unique identifier; and 

5 the retrieving further comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

14. The non-transitory computer readable medium as set forth in claim 8, 

wherein the retrieving further comprises: 

10 determining when the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

perfo1ming a search of an item content catalog using the search text, as 

detem1ined based on the token included in the preview panel request , to retrieve the content for 

the items, when the token included in the preview panel request is detennined to be the search 

15 token; and 

retrieving content for the one item based on the unique identifier, as 

determined based on ihe token included io the preview panel request, when the token included in 

the preview panel request is not determined to be the search token. 

20 15 _ A chat management server apparatus, comprising a processor and a 

25 

30 

memory coupled to the processor which is configured to be capable of executing programmed 

instructions comprising and stored in the memory to: 

receive a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generate a token induding a special character and generated based oo 

search text in the search request or a unique identifier for one of a plurality of items identified 

based on a search perfom1ed using the search text; 

provide the token to a source of the search request for inclusion in the chat 

panel as a hyperlink; 

receive a preview panel request in response to a user interaction with the 

hyperlink, the preview panel request including the token; 

n.>trieve content for the items or for the one item based on the special 

character included in the token; and 

provide the content to a source of the preview panel request 
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16. The chat management server apparatus as set forth in claim 15, wherein 

the processor coupled to the memory is further configured to he capable of executing 

programmed instrnctions fmiher comprising and stored in the memory to, prior to generating the 

5 search token or the item token: 

retrieve the content for the items based on the search text; 

provide the content for the items to the source of the search request for 

inclusion in a search result panel; and 

receive a selection of one or more of the items from the source of the 

10 search request. 

17. The chat management server apparatus as set forth in claim 16, wherein 

the selection is of all of the items, the processor coupled to the memory is f1.irther configured to 

be capable of executing at least one additional programmed instruction forther comprising and 

15 stored in the memory to generate a search token comprising a first special character, and the 

request for the preview panel includes the search token. 

18. The chat management server apparatus as set forth in claim 16, wherein 

the selection is of one or more of the items, the processor coupled to the memory is further 

20 configured to be capable of executing at least one additional programmed instruction further 

comprising and stored in the memory to generate an item token for each of the one or more 

items, each item token comprises a second special character, and the request for the preview 

panel includes at least one of the item tokens. 

25 19. The chat management server apparatus as set forth in claim J 7, wherein 

the search token includes at least one or more te1ms included in the search text. 

20. The chat management server apparatus as set forth in claim 15, wherein 

the processor coupled to the memory is further configured to be capable of executing 

30 programmed instructions farther comprising and stored in the memory to: 

encode the search text or the unique identifier and storing the encoded 

search text or the encoded unique identifier in an encoded token database as associated with the 

corresponding search text or unique identifier, wherein the token is generated based on the 

encoded search text or the encoded unique identifier; and 
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decode the token comprising comparing the token to the encoded token 

database to retrieve the search text or unique identifier. 

21. The chat management server apparatus as set forth in claim 15, wherein 

5 the processor coupled to the memory is further configured to be capable of executing 

programmed instructions further comprising and stored in the memory to: 

determine when the token included in the preview panel request is a search 

token based on a match of a specified character of the token with a first special character; 

perform a search of an item content catalog using the search text, as 

10 determined based on the token included in the pre-.,,iew panel request , to retrieve the content for 

the items, when the token included in the preview panel request is determined to be the search 

token; and 

retrieve content for the one item based on the unique identifier, as 

determined based on the token included in the preview panel request, when the token included in 

15 the preview panel request is not determined to be the search token. 
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Provide Chat Panel Definitions J_Q_Q 

Generate and Provide a Definition of a Search PaneL Receive Search Text, and 
Retrieve Item Content Based on the Search Text ZP4 

Generate and Provide a Definition of a Search Result Panel Based on the hem 
Content J_QQ 

Receive a Selection ofltern(s) 208 

Generate and Optionally Encode a Search or an Hem Token J_H). 

Provide the Search or Item Token 212 
'------------------------------------------1 

.FIG.2 
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Zoey 
Hi, I don't know which shoes to pair with this dress 

Support 
Hi, you can try #3611369, they match pretty well 

Zoey 
Ok, but l prefer a white one 

No problem, here is a set of options for you; 
\ 

FIG. 4 404 

faith court shoes white \ 

Zoey 
Ok, but l prefer a white one 502 

Support 

link send 
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FIG. 7 

Receive a Request for a Preview Panel fncluding a Token _800 
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Retrieve Item Content Based on the Token 806 

Decode Token 
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Description 

FIELD OF THE INVENTION 

ing io claim 1 and a computer readable medium accord
ing to claim 6 and a web proxy apparatus according to 
claim 7. Further embodiments are setforlt1 in the depend-
ent ciaims 2-5 and 8-11. 

[0001] n1is invention genera!iy relates to proxy servers 5 [0006] This technology provides a number of advan-
and, more particularly, methods for optimizing web con- tages including providing a method, computer readable 
ienl proxy servers and apparatuses thereof. medium and an apparatus ti1ai optimizes implementation 

of a web conient proxy server for interactions involving 
BACKGROUND cookies between client devices and remote web servers. 

10 With this technology, original server cookies are trans-
[0002] A web content optimization server is a proxy formedbythewebcontentproxyservertoweboptimized 

client cookies wt1ich are transmitied lo tt1e ciieni devices 
requesting the web pages for storage and use with sub-
sequEmt requE,sts. 

server U1at optimizes web pages obtained from remote 
web servers for client devices with special requirements, 
such as mobi!e phones, PDf\s, and smartphones. Every 
ti me a client device requests a web page, the web content 
optimization server downloads the original pafie from a 
remoie web server, applies some customized rules to 
extract relEivant cont,mt, and adapts it to fit thE, m,eds of 

15 [0007] This technology provides greater scalability be-

the requesiing clieni device. By way of example, il1e web 
content optimization server may remove javascript, line- 20 

arize content, and adapt U1e original page to a smaller 
screen layout for the requesting clieni device. 
[0003] In computing, a cookie, such as a tracking cook-
ie, browser cookie, and HTTP cookie, is a small piece of 
text stored by a web browser on the client device. A cook
ie includes one or more name-value pairs containing da-
ta, such as user preferences, shopping ca1i contents, the 
identifier for a server-based session, or other data used 
by websites. 
[0004] Web content opiimization servers need to save 
cookies to enable ihe Client devices to interact with the 
original website at the remote web smve,rs in Hie correct 
way. Accordingly, web conientoptimization servers store 
these cookies in an internal memory and associate them 

25 

30 

cause, the wE,b optimizE,d cliEmt cookies am storE,d in thE, 
web browser at the client device, noi in memory at il1e 
web cont,mt proxy SE,rvm. f\s a result, the, we,b content 
proxy server does not face any issues with respeci io 
memory storage capacity due to the number of sessions 
witt1 cookies for client devices. The we,b content proxy 
server can use ihe same memory whether there are 100 
or 1,000,000 or mom client dEivicE,s eniJaiied in SE,ssions 
with the remote web servers through the web content 
proxy server. 
[0008] Additionally, tt1is technology provides greaier 
security and privacy because the web content proxy serv
er does noi coniain a centralized daiabase of original 
server cookies which contain session information from 
client devices browsing pages of web sites. Instead, 
these original server cookies are translated into web op
timized client cookies wr1ich are thEm dispersed out 
among il1e client devices. As a result, il1e web content 
proxy server does not have any stored cookies from in-

with the, corresponding session from each client device 35 teractions between client devices and remote web serv
so that when the same client device sends a request for ers that could be used to steal identity or other confiden-
a new page, the wE,b contEmt optimization server will load 
the matching cookies and send them io the remote web 

tial information of tf1ese cli,mt dEivices. 

server to \JE,t the page, to procE,ss. Unfortunately, storing BRIEF DESCRIPTION OF THE DRAWINGS 
ihe cookies for these client devices causes problems witl1 40 

scalability, security, and privacy of tr1e web content opti
mization servers. 

[0009] 

US 2004/044768 A 1 discloses a reverse proxy pe1form- FIG. 1 is a block diagram of an exemplary environ-
ing cookie conversion between user te,rminals and web ment with an optimized web content proxy server; 
H~ffi. ~ 

US 2001/054020 Ai discloses reformatting cookies re- FIG. 2A is an exampie of a HTTP request for a web 
ceived from a supplier by an mtermediate server before page from a remote web server; 
sendinfJ them to tr1e c!ient. 
\NO 02/23375 A2 disclose,s converting data wiU1in the 
cookie to a format that can be stored within the final 50 

Markup Language Document that is returned to a c!ient 
device. 
US 5 826 242 A discloses interaction between clients 
and web servers using cookies. 

SUMMARY OF THE INVENTION 

[0005] The present invention defines a method accord-

55 

2 

FIG. 2B is an example, of a HTTP response with an 
original server cookie from a remote web server to 
a HTTP request; 

FIG. 2C is an example of a HTTP response contain
ing the web optimized client cookie generated from 
the ori\Jinal server cookie recE,ived shown in FIG. 28; 

FIG. 2D is an examplE, of anothE,r HTTP requE;stwith 
the web optimized client cookie shown in FIG. 2C 
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for a web page from a remote web server. 

FIG. 2E is an example of the anott1er HTTP request 
with the web optimized client cookie sllown in FIG. 
2D translated into the original server cookie for trans

mission to tile remote web server with the another 
get request; 

FIG. 3 is a flow chart of an example of a method for 
generating a web optimized client cookie from an 

original server cookie to optimize implementation of 
a web content proxy server; and 

programmed instructions could be stored and/or execut

ed elsewhere. A variety of different types of memory stor
age devices, such as a random access memory (RAM) 
or a read only memory (ROM) in the system or a floppy 

5 disk, hard disk, CD ROM, DVD ROM, or 0U1er computer 
readable medium whicll is read from and/or written to by 
a magnetic, optical, or other reading and/or writing sys

tem tl1at is coupled to the processor 13, can be used tor 

the memory 15 in tile web content proxy server 12. In 
10 these embodiments, tt1e memory 15 includes a core mod

ule 21 and a cookie module 23 whicll store programmed 
instructions for one or more aspects of the present in

vention as described and illustrated herein, although the 
FIG. 4 is a flow chart of an e,xample of a mE,thod for mE,mory can comprise, othm typE,s and numbers of sys-· 
transforming a web optimized client cookie back to 15 terns, devices, and elements in other configurations 
an ori;Jinal server cookie to optimize implE,m,rntation 

of a web content proxy server. 

DETAILED DESCRIPTION 

[001 OJ An ex,m1plary environment 10 in which a wE,b 

content proxy server 12 is optimized is iliustrated 1n FIG. 
1. The exe,mplary environment 10 includes a web cont,rnt 
proxy server or apparatus 12, client devices 14(1 )-·14(n), 

20 

wr1ich store otf1er data. The cookie module, 23 includes 

programmed instructions and/or logic configured to 
translate an original server cookie into a we;b optimizE,d 

client cookie and to extract the onginal server cookie 

when a web optimized client cookie is received, altllough 
the cookie module 23 can i1ave oii1er types and numbers 

of functions as described and illustrated herein. 

web server devices 16(1 )-16(n), and communication net- 25 

works 18(1)-18(2), although other numbers and types of 
systems, devices, and/or elements in other configura
tions and environments with other communication net

work topologies can be used. This technology provides 

[0013] ThE, interface, system 17 in tf1e web content 

proxy server 12 is used to operatively couple and com

municate bei'Neen the web content proxy server 12 and 
the cl ie;nt device;s 14( 1 )-14(n) and U1e web se;rverdevices 
16(1)-16(n) via tile communication networks 18(1) and 
18(2), alti1ougt1 ott1er types and numbers of communica

tion networks with other types and numbers of connec-
a number of advantages including providing a meti10d, 

computer readable medium and an apparatus that opti
mizes implementation of a we,b content proxy SE,rve,r for 

interactions involving cookies between client devices and 

30 lions and configurations can be; used. Byway ofe;xample 

only, the communication networks 18(1) and 18(2) can 
use; TCP/IP ovE,r Ethe;rnet and industry--standard proto-

cols, including HTTP, HTTPS, WAP, and SOAP, al-

remote web servers. though other types and numbers of communication net
[0011] Referring more specifically to FIG. 1, ti1e web 35 works, sud1 as a direct connection, a local area ner.ivork, 

content proxy server 12 optimizes the handling of original 
smve,r cookies from thE, web se,rve,r devices 16(1 )--16(n) 

for requesting client devices 14( 1 )-14(n) and the handling 

a wide area network, modems and phone lines, e-mail, 

and wireless and hardwim communication tedrnolOflY, 
each having their own communications protocols, can be 

of web optimized cliEmt cookiE,s, althouiJh the wE,b content used. 
proxy server 12 can provide other numbers and types of 40 [0014] Each of the client devices 14(1 )-14(n) enables 
functions. Altr10ugh one web contEmt proxy server 12 is 

shown, other numbers and types of web content proxy 

devices and systems can be used. 
[0012] The web content proxy server 12 includes a 

a user to mquest, get and interact with web pages from 
one or more web sites hosted by the web server devices 
16(1)-16(n) through the web content proxy server 12 via 

central processing unit (CPU) or processor 13, a memory 45 

one or more communication ne;tworks, although one or 

more of tile client devices 14(1 H 4(n) could access con
tent and utilize other types and numbers of applications 15, and an intmface syste;m 17 which am couplE,d toiieth

er by a bus 19 or ot11er link, altl1ough other numbers and 
type,s of components, parts, device,s, systE,ms, and elfr· 

ments in 0U1er configurations and locations can be; use;d. 

The processor 13 in tile web content proxy server 12 
e;xecute;s a program of stored instructions one or more 

aspects of the present invention as described and illus
trated by way of the embodiments herein, alU1ough the 
processor could execute other numbers and types of pro
grammed instructions. The mE,mory 15 in the, web cont,rnt 

proxy server 12 stores these programmed instructions 
for one or mom aspE,cts of the; pres,rnt inv,rntion as dE,-· 

scribed and illustrated herein, although some or all of the 

from other sources and could provide a wide vanety of 
othE,r functions for the; use,r. f\lthouiih multiple; client de

vices 14(1)-14(n) are shown, other numbers and type;s 
50 of user computing systems could be used. In this exam

ple;, the client devices 14(1 )-14(n) comprise mobile de

vices with Internet access that permit a website form page 
or oii1er retrieved data to be displayed, although ead1 oi 
the client devices 14(1)-14(n). By way of example only, 

55 onB or mor€; of the dien1 devicBs 14(1)--14(n) can corn-· 
prise smart phones, personal digital assistants, or com
putE,rs. 
[0015] Each of client devices 14(1 )-14(n) in tl1is exam-

3 
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pie is a computing device il1ai includes a central process
ing unit (CPU) or processor 20, a memory 22, user input 
device 24, a display 26, and an interface system 28, and 
which are coupled together by a bus 30 or other link, 
althougf1 one or more of client devices 14(1)-14(n) can 
inciude other numbers and types of components, parts, 
devices, systems, and elements in other configurations. 
The processor 20 in each of ciient devices ·14(1)-14(n) 
executes a program of stored instructions for one or more 
aspects of ti1e present invention as described and i!lus
trated herein, although the processor could execute other 
numbers and iypes of programmed instructions. 
[0016] The memory 22 in each of the client devices 
14(1 )-14(n) store,s these, pro;iramrm;d instructions for 
one or more aspects of the present inveniion as de
scribed and illustrate,d h,m,in as we,11 as the web opti-· 
m1zed client cookies, although some or all of the pro
grammed instructions could be, store,d andior exe,cuted 
elsewhere. A variety of diftereni iypes of memory storage 

\ration and discussion, other numbers and iypes of web 
server systems and devices can be used. 
[0021] Each of the, web server devices 16(1 )-16(n) in
clude a central processing unit (CPU) or processor, a 

5 memory, and an interface system whid1 are coupled to
gether by a bus or other link, although each of the web 
server devices 16(1)-15(n) could have other numbers 
and types of components, parts, devices, systems, and 
elements in other configurations and locations can be 

10 used. The processor in each of the web server devices 
16(1)-16(11) executes a program of stored instructions 
one or more aspects of Hie present inveniion as de
scribed and illustrated byway of the embodiments herein, 
althouiJh tr1e proce,ssorcould E;xecutE; othe,r numbers and 

15 types of programmed instructions. 
[0022] n1e memory in each of tr1e we,b server dE;vices 
·16(1)-16(n) stores these programmed instructions tor 
one, or mom aspects of the, pres,rnt invEmtion as de,-
scribed and illustrated by way of the embodiments, al-

devices, such as a random access memory (RAM) or a 20 though some or all of the programmed instructions could 
read only me,mory (ROM) in U1e system or a floppy disk, be stomd and/or executed elsewhe,re. A variety of diffe,r
hard disk, CD ROM, or other compuier readable medium 
wr1ich is rE;ad from and/or written to by a magnetic, optical, 
or oil1er reading and/or writing system that is coupled to 
processor 20 can be used for the memory 22 in each of 25 

ii1e client devices 14(1)-14(n. 

ent types of memory siorage devices, such as a random 
acce,ss memory (RAM) or a read only rm;mory (ROM) in 
tl1e system or a floppy disk, hard disk, CD ROM, DVD 
ROM, or other computer readable medium which is read 
from and/or written io by a magnetic, optical, or other 

[0017] The user input device 24 in each of the ciient 
device,s 14(1)-14(n) is used lo input selections, such as 
requests for a particular website form page or to enter 

reading and/or writing system that is coupled to the proc
essor, can be used for ihe memory in e,acl1 of ii1e we,b 
server devices 16(1)-16(n). 

daia in fields of a form page, although U1e user input 30 

device could be used to 1npui other types of daia and 
[0023] n1e interface system in each of the web server 
devices 16("1 )-16(n) is used to operatively couple and 

interact witr1 othE;r e,lements. Tf1e use,r input device can 
include keypads, touch screens, and/or vocal input 
processing systems aithough other types and numbers 
of user input device,s can be used. 
[0018] The display 26 in each of the ciient devices 
14(1)-14(n) is use,d to show data and information to the, 
user, such as website page by way of example only. Tl1e 
display in each of tr1e cliemt devices 14(1)--14(n) is a 
phone screen display, altl1ough other types and numbers 
of displays could be use,d de,p,;nding on the, particular 
type of clieni device. 
[0019] The interface system 28 in each of the ciient 
devices 14(1)-14(n) is used to operatively couple and 
communicate between the client devices 14( 1 )-14(n) and 
the we,b content proxy server 12 and web server devices 
16(1 )-16(n) over the communication networks 18(1) and 
18(2), altf1ough otf1er types and numbe,rs of communica-
iion networks with oiher iypes and numbers of connec-

communicate, bE;twe,rn the we,b server devices 16(1 )-· 
16(n) and the web conteni proxy server 12 and the client 
devices 14(1)-14(n) via communication networks 18(1) 

35 and 18(2), alU1ough other iypes and numbers of commu
nication ner,vorks with other types and numbers of con
nections and configurations can be use,d. 
[0024] Although embodiments of the web content 
proxy se,rve,r 12, tr1e client de,vice,s 14(1)-·14(n), and thE; 

40 web server devices 16(1)-·16(n), are described and illus
trated h,m,in, e,ad1 of Hie cli,mt devices 14(1 )··14(n), tr1e 
web conient proxy server 12, and the web server devices 
16(1)-16(11), can be implemented on any suitable com
pute,r system or computing device. Ii is to be understood 

45 that the device,s and systems of the embodiments de
scribed i1erein are for exemplary purposes, as many var
iations of the specific hardware and software used to im
ple,ment the, ernbodirnents are possible, as will be, appre-
ciated by those, skilled in the rele,vant art(s). 

tions and configurations can be used. 50 [0025] Furthe,rmore, each of the, syste,ms of the e,m
bodiments may be convenientiy implemente,d using one [0020] n1e web server device,s 16(1 )-16(n) provide, 

one or more pages from one or more web sites for use 
by one or more of the, client devices 14(1)-14(n) via the 
web content proxy server 12, although the web server 
de,vice,s 16(1 )--16(n) can provide, othm numbers and 55 

types of applications and/or content and can l1ave pro
vidE; othe,r numbe,rs and type,s offunctions. f\lthoufih we,b 
server devices 16(1)-16(11) are shown for ease of illus-

4 

or more gene,ral purpose computer systems, microproc
essors, digital signal processors, and micro-controllers, 
programmed according to the teachings of the, embodi
m,mts, as de,scribe,d and illustrate,d h,m,in, and as will be 
appreciated by those ordinary skill in the a1i. 
[0026] In addition, two or mom computing syste,ms or 
devices can be substituted for any one of the systems in 
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any embodiment of the embodiments. Accordingly, prin

ciples and advantages ofdistribuied processing, such as 
redundancy and replication also can be implemented, as 
desired, to increase the robustness and performance of 
the devices and systems of the embodiments. The em

bodiments may also be implemented on computer sys
tem or systems tfiat extend across any suitable network 
using any suitable interface mechanisms and communi

cations technologies, including by way of example only 
telecommunications in any suitable form (e.g., voice and 
modem), wireless communications media, wireless com
munications networks, cellular communications net

works, G3 communications networks, Public Switched 
TelE;phone, Ne,1work (PSTNs), Packet Data Networks 

(PDNs), the Internet, intranets, and combinations there
of. 

[0027] The embodiments may also be embodied as a 
computer readable medium fiaving instructions stored 

thereon for one or more aspects of the present invention 

as described and illustrated by way of the embodiments 
fierein, as described fierein, wtiich when executed by a 

processor, cause the processor to carry out the steps 
necE;ssary to implE;rmmt thE; mE,thods of thE; embodi

ments, as described and illustrated herein. 

[0028] An exemplary method for generating a web op
timized client cookie from an original server cookie to 

opiimize implementaiion of the web content proxy server 
12 will now be described with reference to FIGS. 1-2C 

and 3. In step 50, in this example one of the client devices 

step 52 the web content proxy server ·12 determines the 

original server cookie does include the domain attribute, 
then the Yes branch is taken to step 56. 
[0030] In siep 56, the web content proxy server 12 de-

5 !ermines wl1elher tfie original server cookie includes the 

path attribute for the requested web page provided by 
the hosting one of ii1e web servers 16(1)-16(n). If in step 

52 the web content proxy server 12 determines t11e orig

inal server cookie does not include the path attribute, 
10 then the No branch is taken to step 58. In step 58, the 

web content proxy server 12 exiracts the path attribuie 
from the requested web page provided by the fiosling 
one of the web ser,1ers 16(1 H 6(11). If in step 56 the web 
content proxy serVE;r 12 detmrnim,s thE; original sE;rvE,r 

15 cookie does include the path attribute, tl1en the Yes 

branch is taken to step 60. 
[0031 J In step 60, the web content proxy server 12 gen
eratE;s a name for U1e new wE;b optimized client cookie 

by concatenating the original name with domain and 
20 path, separated by spaces, although other manners for 

generating the new name can be used. Tl1e resulting new 

name is "urnversal resource locator encoded" to keep 
conformance 1o the cookiE; specification. Additionally, U1e 

resulting new name is unique even if different domains 
25 contain cookies with the same name. This new name 

contains all Hie information necessary for the web content 
proxy server 12 to extract the original server cookie laier 
as described in greater detail by reference to FIG. 4, 
[0032] In step 62, the web content proxy server 12 

14(1 )-14(n) via a web browser requests a page A html 30 forms the new web optimized client cookie by associating 

at the website, "www.example.com" as shown in one ex
ample in FIG. 2A This reque,st is transmitted to the web 
content proxy server ·12 which processes and transmits 

the request to the one of the web servers 16(1)-16(11) 
fiosting the website "www.example.com." The hosting 35 

one of the web servers 16(1 )-16(n) provides a response 
in tfiis E;xarnple, for the, mquested page A html wfiich also 

contains an original server cookie "SESSION" to t11e web 
content proxy sE,rvHr 12 as shown in FIG. 2B. In U1is ex-· 
ample, SESSION has a value equal to "1234", the domain 40 

is equal to ".example.corn" and 1hE, patr1 is equal to"/". 

TlliS response uses the HTTP header Field "Set-Cookie". 
The cookie is a string formed by the pair "name=value", 
followed by optional attributes, like those in this example 

the new name with the same value of the original server 
cookie, with the domain attribute not bE,ing specified, and 

with the path attribute being associated with a value"/", 

although other values can be used, such as one for the 
path attribute that corresponds to a prefix associated with 
this optimization method (by way of example only "/mt/"), 
[0033] By way of examplE; only, wh,m thE; web content 
proxy server ·12 receives a response with the original 
SE,rvm cookiE, as shown in FIG. 2B, U1e web content prox:y 

server 12 generates a web optimized client cookie as 
shown in FIG. 2C. MorE; specifically, the orifiina! sE;rvE,r 
cookie: SESSION=·: 234; domain=.example.com; and 

path=/ is transformed by the web content proxy server 
12 to a web optimized client cookie: SESSION+.exam-

indicating ihe server domain(s) and path accepting this 45 ple.com+%252F=1234; path=/mt/. Accoridingly, in this 

cookie. Although one illustrative example is described illustrative example the new web optimized client cookie 

herein, this technology can be used With specifications 
for all cookies. 

[0029] Next, in step 52 the web content proxy server 

name SESSION+.example.com+%252F is the encoded 
vE,rsion of the, concatenation of ori;Jinal server cookiE; 

name, domain attribute and path attribute, altl1ougfi other 
12 deiermines wheil1er the original server cookie in- 50 orders and manners for forming ih!s name can be used, 

eludes the domain attribute for tl1e requested web page 
provided by the hosiing one of the web servers 16(1)-

16(n). If in step 52 the web content prox:y server 12 de
iermines the original server cookie does not include the 
domain attribute, 1hEm Hie No branch is taken to step 54. 

In step 54, the web content proxy server 12 extracts tl1e 
domain attribute from the requE;sted wE,b page providE,d 
by tl1e hosting one of tl1e web servers 16(1)-16(n). If in 

In t11is example, tfie new path attribute corresponds to a 
prefix "/mt!"' associated with ihis opiimization method. 
[0034] Next, in step 64 tfie web content proxy server 
12 copies the remaining attribuies in ihe original server 

55 cookie, such as an expiration date for thE; ori;Jinal sE;rvE,r 

cookie by way of example, in the web optimized client 
cookiE,, a!1hough other amounts of 1hE, mrnaining at

tributes could be copied and other information aiso could 
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be added. 
[0035] Next, in step 66 the original server cookie which 
tias been translated into the web optimized client cookie 
is now provided to the core module 21 in the web content 

[0040] In step 110, il1e web content proxy server 12 
submits the request with the reconstituted original server 
cookie to the one of the web servers 16(1 )-16(n) tiosting 
the requested page. In this illustrative example, the re-

proxy server 12. The core module 21 includes pro- 5 quest with Hie reconstituted original server cookie as 
shown in FIG. 2E is transmitted to the one of the web 
servers 16(1)-16(n) hosting ttie requested page. 
[0041] Accordingly, as illustrated and described herein 
this technology provides a number of advantages includ-

grammed instructions and/or logic to manage the trans
mission of ttie web optimized client cookie from the web 
content proxy server 12 to the requesting one of the client 
devices 14(1)-14(n). The web browser at the requesting 
one of the client devices 14( 1 )-14(n) receives and saves 
the web optimized client cookie in the memory 22 at the 
requesting one of ttie client devices 14(1)-14(n). In ttiis 
illustrative example, the web optimized client cookie 
sr10wn in FIG. 2C is stored in 1hH memory 22 at the, re-

10 ing providing a method, computer readable medium and 
an apparatus that optimizes implementation of a web 

questing one of the client devices 14(1 )-14(n). 15 

[0036] Re,ferring now 1o FIGS. 1, 2D--2E and 4, an ex-· 
emplary method for translating a web optimized client 
cookiE, back 1o an ori\Jinal server cookiE, to optimize thE, 
implementation of the web content proxy server 12 will 
now be described. In step 100, in this example one of 20 

Hie client devices 14(1 )-14(n) via a web browser submits 
another request to the web content proxy server 12 for 
page, B.fitml a1 the websitE,, "wv,w.example.com" as 
shown in one example in FIG. 2D. This request includes 
a web optimized client cookie which in this example com- 25 

prises SESSION+.example.com+%252F. 
[0037] In step 102, the web content proxy ser,1er 12 
extracts Hie original server cookie name and the domain 
and path attributes from the name of the web optimized 

content proxy server for interactions involving cookies 
between client devices and remote web ser,1ers. With 
1his tE,chnol0\JY, the web content proxy ser✓E,r is much 
more scalable because of the reduced memory storage 
de,mands. Additionally, with this tE,chnology Hie wE,b con
tent proxy server poses a much lower security and pri
vacy risk to information provided by thE, client devims 
14(1)-14(n). 
[0042] Having thus described the basic concept of the 
invention, it will be rattier apparent to those skilled in the 
art that the foregoing detailed disclosure is intended to 
be pmsented by way of example only, and is not limitin;J. 
Various alterations, improvements, and modifications will 
occur and are intended to those skilled in the art, though 
not expressly stated herein. These alterations, improve
ments, and modifications are intended to be suggested 
i1ereby, and are within the scope of ti1e invention. f\ddi
tionaily, the recited order of processing elements or se-

client cookie. In ti1is illustrative example, the original serv- 30 quences, or ti1e use of numbers, letters, or other desig
er cookie name and the domain and path attributes are nations therefore, is not intended to limit the claimed proc-
extractE,d by tr1e wE,b content proxy se,rverfrom 1hE, name: 
SESSION+.example.com+%252F. 
[0038] In step 104, the web content proxy server 12 
determines whether the extracted domain and path al- 35 

tributes identify a web optimized client cookie that is a 
matdi 1o universal resource locatorforthE, requE;sted web 
page. If in step 1 04 the web content proxy server 12 de
termines 1hE, extracted domain and path a11ributes iden--
iify a web optimized client cookie is not a match, t11en the 40 

No branch is tak,rn to step 106. In step 106, the, web 
content proxy server 12 submits the request to t11e host-
ing one of the web servers 16(1)-16(n) hosting the re
quest page without an original server cookie. In ti1is illus
trative example, the requested page is "8.html." lfin step 45 

104 Hie web content proxy server 12 determines ti1e ex
tracted domain and path attributes identify a web opti
mize,d client cookie is a match, then tfie Yes branch is 
taken to step 108. 
[0039] In step 108, the web content proxy ser,1er 12 50 

associates ttie extracted name from the web optimized 
client cookie with the value for the original server cookie. 
The extracted name and value comprise the original serv-
er cookie which is appended to the HTTP cookie header 
fie3!ds of the; reque;st 1:o be sent to tbe one of 1hB vveb 55 
servers 16( 1 )-16(n) hosting the requested web page. In 
this illustrative example, U1e extracted name SESSION 
is associated with the value 1234. 

esse,s to any orde,r except as rnay be spe,cifa,d in U1e 
claims. Accordingly, the invention is limited only by the 
foliowing claims and equivalents thereto. 

Claims 

1. /\ rm;thod for optimizing a wE,b cont,mt proxy server 
(12), the method compnsing: 

- obtaining at a proxy server (12) a web page 
with an original server cookie from one of one 
or more web content servers (15(1)-16(11) in re
sponse to a request for a web page from one of 
one or more client devices (14(1)-14(n)); 
- generating at the proxy server ("12) a web op
timized cli,rnt cookie based on the, ori;Jinal server 
cookie; 
- providing with the proxy server (12) the ob
tained web page with the generated web opti
mized ciient cookie to the requesting one of one 
or more client devices (14(1)-14(n)); 

wh,m~in ;ienerating thE, web optimized cliEmt cookie 
comprises forming a new name tor the web opii
mizE,d cli,rnt cookiE; by concatenalin\J an ori;Jinal 
name of the original server cookie followed by a do-
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main attribute of the obtained web page followed by 
a path atiribute of the obtained web page; 

- translating at the proxy ser,1er (12) the web 
optimized client cookie associated with another 5 

request from one of the one or more client de
vices (14(1 )-14(n)) to the original server cookie; 
-determining witl1 the proxy server (12) whetl1er 
the translated original server cookie corre
sponds witf1 a universal resource locator of the 10 

another request; 

and 

- providing with the proxy server ( 12) the another 
request with U1e translatE;d oriiJinal server cookie 
to one of the one or more web servers (16(1)-
16(n))wr1en tf1e translated original sE,rvmcookiE, 
is determined to correspond. 

2. The rm;thod as set forth in claim 1 wf1erein the form-· 
ing further comprises obtaining the domain and patl1 
attributes of U1e obtained wE;b pagE, from the orifiinal 
server cookie. 

3. Tl1e method as set forth in claim 1 or 2 wf1erein the 
forming further comprises obtaining the domain and 
patf1 attributes of the obtained web page from a uni
versal resource locator for the obtained web page. 

4. The method as set forth in claim 1 or 2 or 3 wherein 
tf1e gE;m;rating furtr1er comprise,s associating thE, 
new name with at least an original value for the orig
inal server cookie and the path attribute for the re
quested web page. 

5. The method as set for1h in claim 4 furthercomprisinfl 
associating one or more original attributes to tl1e 
translate,d orifiinal servE;r cookie. 

15 

20 

25 

30 

35 

·14(n)); 
- generating a web optimized dent cookie based 
on the original server cookie; 
- transmitiing the obtained web page with the 
generated web optimized client cookie to the re
questing one of one or more client devices 
(14(1)-14(n)), 

wherein generating the web optimized client cookie 
comprises forming a new name for the web opti
mized client cookie by concatenating an original 
name of tt1e original server cookie followed by a do
main attribute of the obtained web page followed by 
a path attribute of thE; obtained web page,; 

and 

-· translating at thE, proxy sE;rvm (12) thE, web 
optimized client cookie associated with another 
request from om, of the one or mom c:liEmt dE,-· 
vices (14(1)-14(11)) to the original server cookie; 
- determining with the proxy server (12) whether 
the translated original server cookie corre
sponds with a universal resource locator of tl1e 
anothE,r requE,st; 

- providing with the proxy server (12) the another 
request with the translated original server cookie 
to one of the one or more web servers ( 16( 1 )-
15(n)) when tl1e translated original server cookie 
is determined to correspond. 

8. The apparatus as set forth in claim 7 wherein the 
one or more processors is further configured to ex
ecute programmed instructions stored in the mem
ory for the forming further comprising obtaining the 
domain and path attributes of the obtained web pafie 
from the onginal server cookie. 

6. I\ computer readable medium havinfl stored th,m,on 
instructions for optimizing a proxy server ('12) com
prising machine executable code which when exe
cuted by at least one processor, causes tf1e proces-

40 9. The apparatus as set forth in claim 7 or 8 wherein 
the onE; or more processors is further configumd to 
execute programmed mstructions stored in the 
memory for the forming further comprising obtaining 

sor to perform the steps of the method set forth in 45 

any of claims from 1 to 5. 

7. f\ wE;b proxy apparatus (12) comprising: 

- one or more processors; 
- a memory coupled to U1e one or more proces-
sors which are configured to execute pro
grammed instructions stored in the memory 
comprising: 

50 

-· obtaining a wE,b pa;ie witr1 an ori;Jinal server 55 

cookie from one or more web servers (15(1)-
16(n)) in msponse to a mquest for a wE,b pafie 
from one of one or more client devices (14(1)-

7 

tl1e domain and path attributes of the obtained web 
page from a universal resource locator for the ob
tained web page. 

10. The apparatus as setfortr1 in claim 7 or 8 or9 wherein 
tl1e one or more processors is furtf1er configured to 
execute programmed instructions stored in the 
memory for tt1e generating tl1e web optimized client 
cookie further comprising associating the new name 
with at least an original value for the original server 
cookie and the path attribute for the requested web 
pagE,. 

11. The apparatus as set forth in claim 10 wh,m,in thE; 
one or more processors is further configured to ex-
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ecute programmed instructions stored in the mem
rny comprising associating one or more original at
tributes to ti1e translated original server cookie. 

Patentanspri.lche 

1. \/ertahren zum Optim1eren eines Web-Content-Pro
xy-Ser,1ers (12), wobei das Verfal1ren umfassi, dass: 

5 

10 

wobei das Bilden ferner umtasst, dass das Domain
und das Pfadattribut der erhaltenen Webseite, von 
einem Universal Resource Locator fOr die erhaltene 
Webseite e,rl1alte,n werden. 

4. \/ertahren nach Anspruch 1 oder 2 oder 3, 
wobe,i das Erzeugen fe,rner umfasst, dass der neue 
Name mit zumindest einem ursprOnglicl1en Wert tor 
das ursprungiiche Server-Cookie, und dem Pfadatiri
but fur die angeforderte Webseite in Verbindung ge
bracht wird. 

5. Verfal1ren nach Anspruch 4, 
das ferm,r umfasst, class E,in oder rnerm,rE, urspr(infi-· 

-an einem Proxy-Server(12) eine Webseite mit 
einem urspr-Qnglid1en Server-Cookie von einem 
von einem oder mehreren Web-Content-Ser
vern (16(1) - 16(n)) in Anspred1en auf eim, lm
forderung l1insichtlicl1 einer Webseite von einer 
von einer oder rnehreren Ciien1--Einrid11ungEm 
(14(1)- 14(n)) erl1alten w1rd; 

15 liche Attribute mit dem Obersetzten ursprC1nglicl1en 
Smver-Cookie in Verbindunii ge,brad1t werden. 

6. Von E,inE,m Cornputm lesbares Medium rnit darauf 
gespeicherten Anweisungen zum Optimieren eines 

•· an dem Proxy-Server (12) ein wE,boptimiertes 
Client-Cookie basierend auf dem ursprungii
cl1en Server-Cookie erzeugt wird; 
- mil dem Proxy-Server ( 12) die ert1al tene Webs
eite mit dem erzeugten weboptimierten Client
Cookie Wr die AnfordE;mde eim,r oder rrn,hrerer 
Client-Einrichtungen ("14(1) - 14(n)) bere1tge
steili wird; 

20 Proxy-Servers (12), die von einer Mascl1ine ausfuhr
baren Code umiasse,n, der bei einer Ausfutmmg 
durch zumindest e1nen Prozessor bewirkt, dass der 
Prozessor die, Sd1rit1e dE,s VE;rfahrens nad1 E,inern 
der Anspruche 1 bis 5 durchfuhri. 

25 

wobei das Erzeugen des weboptimierten Client
Cookies umfasst, dass ein neuer Name fOr das web
optimierte Client-Cookie gebildet wird, indem ein ur
sprunglid1er Name des ursprOnglichen Server- 30 

Cookies gefolgt von einem Domain-Aitribut der er
halt,m,m WE,bseite flefolgt von E,im;m Pfada1tribut 
der erhaltenen Webseite verknOpft werden; 

- an dern Proxy-Server (12) das weboptimierte 35 

Client-Cookie, das mil einer anderen Anforde
rung von einer dE,r E,inen oder rnehreren Client-
Einrichtungen (14('1) - 14(n)) in Verbindung 
steh1, in das urspr(jnfilichE, Server--Cookie Ober-• 
setzt wird; 40 

·· mi1 dem Proxy--Smver (12) ,mnitte,lt wird, ob 
das Obersetzte ursprOnglicl1e Server-Cookie ei
nem Universal Re,source Locator de,r anderen 
Anforderung entspricht; und 
- mil dem Proxy-Server (12) die andere Anfor- 45 

derung rnit dem Qbersetzten ursprunglichen 
Ser,1er-Cookie einem des einen oder der mel1-
reren WE,b--Serve,r (16(1) - 16(n)) bemitfiestellt 
wird, wenn eine Entsprechung des ubersetzten 
ursprungiichen Server-Cookies ermitielt wird. 50 

2. Verfal1ren nach Ansprucl1 1, 
wobei das Bilden femer umfasst, dass das Dornain-
und das Pfadattribut de,r erhalienen Webseite von 
dem urspr(ing!ichEm Serve,r-Cookie erhal1en wE,r- 55 

den. 

3. \/ertahren nach Anspruch 1 oder 2, 

8 

7. We,b-Proxy-Vorrichlung (12), umfassend: 

- einen oder mehrere Proze,ssoren; 
- einen Spe,iche,r, der mil dem eine,n oder den 
mehreren Prozessoren gekoppelt ist, die aus
gestaltet sind, um programmierte Anweisungen 
auszuHifmm, die in dern Speid1er iiespeid1ert 
sind und umfassen: 
- Erhalten einer Webseite mil e,inem ursprling
iichen Server-Cookie von einern oder me,hreren 
Web-Servern (16(1) - 16(n)) in Ansprechen auf 
E,ine l,nforderunii hinsichtlid1 einer Websei1e 
von einer von einer oder mehreren Client-Ein
richtungEm (14(1) - 14(n)); 
- Erzeugen eines weboptimierten Cl1ent
Cookie,s basierend aufdE,m ursprLing!ichEm Ser-· 
ver-Cookie; 
- Oberirage,n der erhaiienen We,bse,ite mil de,m 
erzeugten we,boptirnierten Clie,nt-Cookie an die 
Anfordernde einer oder mehrerer Client-Einrich
tungen (14(1)- 14(n)), 

wobei das Erzeuiien de,s webop1imie,rt,m Client
Cookies umfasst, dass ein neuer Name rnr das web
optimierte Client-Cookie gebildet wird, indem ein ur
spr-Qnglid1er Name des ursprOngliche,n Server
Cookies gefolgt von einem Domain-Aitribut der er
t1alte,nen Webseite gefolgt von einem Pfadaltribut 
der e,rl1alte,nen Webseite verknupft we,rden; 

- Obersetzen des weboptimierten Client
Cookies, das mit E,im;r and,mrn Anford,mmg 
von einer der einen oder mehreren Client-Ein-
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nchtungen ('14(1) - 14(n)) in \/erbindung stel1t, 
in das ursprlingliche Server-Cookie an dem Pro
xy-Server ( 12); 
- Ermitteln, ob das ubersetzte ursprungliche 
Server-Cookie einem Universal Resource Loca- 5 

tor der anderen Anforderung entspricht, mil dem 
Proxy-Server (12); und 
- Bereitstellen, mii dem Proxy-Server (12), der 
anderen Anforderung mil dem ubersetzten ur
sprunglid1en Server-Cookie fur einen des einen 10 

oder der mehreren Web-Server (16(1)- 16(11)), 
wenn eine Entsprechung des Qbersetzten ur
sprlingiicl1en Server-Cookies ermiitelt wird. 

8. Vorrichtung nach Anspruch 7, 15 

wobei der E;ine ode,r die mE,hremn Prozessorem fer-• 
ner ausgestaltei isi oder sind, um programmierte An
weisung,m auszuflihmn, die in dem Spe,icher fie
speichert sind, sodass das Bilden ferner umfasst, 
dass das Domain- und das Pfadattribut der erhalie- 20 

nen Webseite von dem ursprunglict1en Server
Cookie erhalien werden. 

9. Vorrichtung nach Anspruch 7 oder 8, 
wobei der eine oder die mehreren Prozessoren fer- 25 

ner ausgestaltei isi oder sind, um programmierte An
weisungen auszufuhren, die in dem Speicher ge
speid1ert sind, sodass das Bilden femer umfasst, 
dass das Domain- und das Pfadattribut der erhalie-
nen Webseite von einem Universal Resource Loca- 30 

tor fC1r die erhaliene Webseite erl1alten werden. 

10. Vorrichtung nach Anspruch 7 oder 8 oder 9, 
wobei der eine oder die mehreren Prozessoren fer-
ner ausgestaltei isi oder sind, um programmierte An- 35 

weisungen auszufuhren, die in dem Speicher ge
speichert sind, sodass das ErzeugE;n des wE;bopti
mierten Client-Cookies temer umtasst, dass der 
nHuE; Narm; mi1 zumindE;s1 einem urspr(infi!ichEm 
Wert fur das ursprungliche Server-Cookie und dem 40 

Pfadattribu1 fur die angeforder1e WE;bse,ite in Ve,rbin
dung gebracl1t wird. 

11. \/orrid1tung nad1 Anspruct1 10, 
wobei der eine oder die mehreren Prozessoren fer- 45 

ner ausgeslaltet isl oder sind, um programmierteAn-

- l'obtention aupres d'un serveur mandataire 
(12) d'une page Web avec un temoin de con
nexion de serveur d'origine provenant d'un ou 
plusieurs sen1eurs de conienu Web (16(1) a 
16(n)) en reponse a une demande d'une page 
Web provenant d'un ou plusieurs disposiiifs 
clients (14(1) a (14(n)): 
- la generation aupres du serveur mandataire 
( 12) d'un temoin de connexion de client optimise 
pour le Web d'apres le temoin de connexion de 
serveur d"origine ; 
- la fourniiure avec le serveur mandataire (12) 
de la page Web obienue avec le temoin de con
nexion dE, cli,mt optimis{; pour le Web iienere 
au disposiiif demandeurdes un ou plusieurs dis
positifs clien1s (14(1) i, (14(n)); 

dans lequE,I la fle§ne§ration du t{;moin de conne,xion 
de client optimise pour le Web comprend la formation 
d'un nouveau nom pour le temoin de connexion de 
client optimise pour le \Neb par concatenation d'un 
nom d'origine du temrnn de connexion de serveur 
d'origine suivi d'un a1tr!but de domaine de la pafie 
Web obienue suivi d'un attn but de chemin de la page 
Web obtenue ; 

et 

- la iraduction aupres du serveur mandataire 
(12) du temoin de connexion de client optimise 
pour le Web associe a une autre demande pro
venanl de l'un des un ou plusieurs dispositifs 
clients (14(1) a 14(n)) au temoin de connexion 
de serveur d'orifJine, ; 
- la determination avec le serveur mandataire 
(12) selon laquelle le temoin de connexion de 
serveur d'origine traduit correspond ,'l une 
adresse universelle de l'autre demande ; 

- la tourniiure avec le serveur mandataire (12) 
de l'au1rH de man de, avE;c le 1emoin de conne,xion 
de serveur d'ongine traduit a l'un des un ou plu
sieurs serveurs Web ( 16(1) a 16(n)) lorsque le 
lemoin de connexion de serveurd'origine traduii 
est determine correspondre. 

weisungen auszuflihren, die in dem Speicher ge- 2. F-'rocede selon la revendication 1, dans lequel la for
mation compmnd en outre l'obtention des a11ributs 
de domaine et de chemin de la page Web otllenue 
a partir du temoin de connexion de serveur d'origine. 

spe,ichert sind und ein lnve,rbindiJrifJbrinfien eines 
oder mel1rerer ursprunglid1er Attribute mil dem 
ubersetzten ursprunglichen Server-Cookie umfas- 50 

sen. 
3. F-'rocede selon la revendication 1 ou 2, dans lequel 

la formation comprend en ouire !'obienlion des atiri-
Revendications buts de domaine et de chemin de la page Web ob-

1. Procede d'optimisation d'un serveur mandataire (12) 
de, contEmu Web, le, proced{, compmnant : 

55 tE;nue, a partird'une adresse universelle, pour la pafie 
Web obtenue. 

4. Procede selon la revend1cation 1 ou 2 ou 3, dans 
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lequel la generation comprend en outre i'assoc1aiion 
du nouveau nom a au moins une valeur d'origine 
pour le temoin de connexion de serveur d'origine et 
l'atiribut de chemin pour la page Web demandee. 

5. Procede selon la revendication 4, comprenant en 
outre !'association d'un ou plusieurs altributs d'ori
gine au temoin de connexion de serveur d'origme 
traduit. 

5 

et 

- la fourniiure avec le serveur mandataire (12) 
de l'autre de man de avec le temoin de connexion 
de serveur d'origine traduit ,'l l'un des un ou plu
sieurs serveurs Web ( 16(1) a 16(n)) lorsque le 
lemoin de connexion de serveurd'origine traduii 
est determine correspondre. 

6. Support lisible par ordinateur dans lequel sont stoc
kees des instructions permettant d'optimiser un ser
veur mandataire (12), comprenant un code execu-

10 8. 1\ppareil selon la revendication 7, dans lequel les un 
ou plusieurs processeurs sont en outre configures 
pour executer des instructions programmees stoc
kees dans la memoire pour la formation comprenani 
en outre l'obten1ion des attributs de domaim, E,1 de table, par machine qui, lorsqu'il est ex:e§cute par au 

moins un processeur, amene le processeur a reali- 15 

sE,r les etap,,s du proce§de§ selon l'une, que,lconque 
des revendications 1 a 5. 

7. Appareil mandataire ('12) pour le Web comprenant: 

- un ou plusie,urs processe,urs ; 
- une memoire couplee aux un ou plusieurs pro-
cesseurs qui sont configurE°;s pour ex{,cuter des 
instructions programmees stockees dans la me-

20 

moire, comprenant : 25 

- l'obtenlion d'une page Web avec un temoin de 
connexion de serveur d'origine a partir d'un ou 
plusieurs serve,urs Web (16(1) a 16(n)) en re
ponse a une demande d'une page Web prove
nani de l'un ou plusieursdispositifsclients (14(1) 30 

a (14(n)) ; 
•· la iieneration d'un 1emoin de, connE,xion de, 
client optimise pour le Web d'apres le temoin de 
connexion de serveur d'origine ; 
- la transmission de la page Web oblenue, avec 
le temoin de connexion de client optimise pour 
le Web iienere au dispositif de,mandeur des un 
ou plusieurs d1spositits clients (14(1) a 14(n)), 

35 

dans lequel la generation du temoin de connexion 40 

chemin de la page Web obienue a part1r du temoin 
de conm;x:ion dE; serw;ur d'origine. 

9. f\ppareil selon la mvEmdication 7 ou 8, dans le,quel 
les un ou plusieurs processeurs soni en outre con
figures pour executer des instructions programmees 
siockees dans la memoim pour la formation com
prenant en out re l'obtention des atiributs de domaine 
et de chE,min dE, la page, Web obtenue, a par1ir d'une 
adresse universelle pour la page Web obtenue. 

10. Appareil selon la revendicalion 7 ou 8 ou 9, clans 
lequel les un ou plusieurs processeurs sont en ouire 
configures pour executer des instructions program
mees stockees dans la memoire pour la generation 
du temoin de connexion de clie,nt optimise pour le 
Web comprenani en outre l'assoc1ation du nouveau 
nom ,) au moins une valE;ur d'origine pour le, tE°;moin 
de connexion de serveurd'origine et l'atinbut de cl1e
min pour la page Web demandee. 

11. Appareil selon la revendication 10, dans lequel les 
un ou plusieurs processeurs sont en out re configur{,s 
pour executer des instructions programmees stoc
k,§es dans la m,§moire, comprenan1 !'association d'un 
ou plus1eurs attributs d'origine au temrnn de con-

de client optimise pour le, Web compmnd la formation m,xion de se,rveur d'ori;Jine, traduit. 
d'un nouveau nom pour le temoin de connexion de 
client optimise pour le Web par concatenation d'un 
nom d'origine, du temoin de connexion de serveur 
d'origine suivi d'un attribut de domaine de la page 45 

Web obtemue suivi d'un attribu1 de chem in de la page, 
Web obienue ; 

- la traduction aupres du serveur mandalaire 
(12) du temoin de connexion de client optimise 50 

pour le We,b associe a une autre demand;, pro
venant de l'un des un ou plusieurs dispositifs 
clients (14(1) a 14(n)) au temoin de, connexion 
de serveur d'origine ; 
-· !a d{31:errnination avec I€; sBrveur mandatain3 55 
('12) selon laquelle le temoin de connexion de 
se,rveur d'orifJinE, 1:raduit correspond i, une 
adresse universelie de l'autre demande ; 

10 

ACCESSIBE LTD EXHIBIT 1004 
Page 1493 of 2149



.... ... 

l
(
)
/
 

2
0

 
3(

) 
2

2
 

1
4

(1
) 

1
2

 ~
 

I 
GP

U 
m

 
. 

,,.--
....\

 
L

_
 
~
 28

 
. 

_.
.,,

--
-J

 
\.

,~
'\

 

. 
.~R

FA
GE

 !··
·-;

;-<
, j

 
CO

MM
UN

IC
AT

IO
NS

 
, 

r-
--

_
 

( 
NE

TW
OR

K 
1 

! "
'~P

! ~
, 

. 
, 

--=
----

-•-:
-;;!

.,-=
==

./=
=-!

 
1 

M
W

. J 
~
 " ., 

Cl
lfl

tT
 C

OM
PII

TIN
G 

DE
VIC

E 
y I I 

2
0

 
22

 

[ 
GP

U 
L

 _
__

 _ -
--

--
,:

 M
EM

OR
Y 

I 
. 

/ 
L

 ..
. ~

. 
J

~
2

8
 

/ 
2

4
 

1 ,m
rnr

ncE
 t-

--
-

~
 -

--
2

6
 

IN
PU

T 
~

n
i
~

m
w

 
, 

DE
VIC

E 
i 

! ii
!,

,i
"l

M
! 
I 

I 

CL
IEN

T 
CO

MP
UT

IN
G 

OE
V!C

E 

FI
G@

 
1 

21
 

1:
J 

1
5

 
j 

CO
RE

 M
OD

UL
E 

n 
CP

U 
! 

23
 

. 
! 

I 

l.J 
!N

if.R
fA

CE
 I ' 

CO
OK

IE 
MO

DU
LE

 
Jf

} 
1

7
 

t 
~

-
-
·
-
,
 

-
'\ 

(
(C

O
M

M
_U

 N
IC

AT
IO

N
S;

"-·
\ __ ~
 

NE
TW

OR
K 

: 
· 

\ 

JJ
Jm

 
\ 

\_
_

_
-\

_
_

_
J-

'.
 

I 

1
6

(1
) 

-t 
1

6
(n

) 
i wr
n 

srn
vrn

 
DE

VIC
E 

WE
B 

srn
vrn

 
!JE

Vl
CE

 

m
 

"lJ
 

I'>
,,)

 

(,
,,)

 
€:

l'l w
 

©
 

(
0

 
U

I 

Il
l .....
 

ACCESSIBE LTD EXHIBIT 1004 
Page 1494 of 2149



EP 2 363 995 81 

GH /A.Mm! HTTP/1. l 
Host: v1111w.e:rnmp!tlu;om 
Accept:*/• 
User-Agent: my-mohiie-brnwser 1.0 

FIG~ 2A 

HHP/U 200 OK 
Content-Type: text/html: ctrnrset= UTF-8 
ContenHength: 5300 
Set-Cookie: SESSION= 1234; domain= .e){amµ!e.com; path=/ 

FIG~ 2B 

HTTP/U 200 OK 
ContenHype: text/htm!; charnet= UTF~8 
Content-Length: 5300 
Set~Cookie: SESSION+ .example.com+ %252F = 1234; path =/mt/ 

GET /mt/wi'fw,examp!e.com/B.html HHP/1.1 
User~Agent: my-mohi!e-ilrnwser 1.0 
Host: m.prnxy.com 
Accept: */i< . 
Cookie: SESSION+ .eKamp!e.com + %252f = 1234 

GET /B.Mml HTTP/1.1 
User-Agent: my-mobile .. brnwser 1.0 
Host: ivww.examphu::om 
Accept: ·\r 
Cookie: SESSION= 1234 

FIG~ 2 
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RH:l]\fE mmmm srnvrn GOOK![ FROM CORE M[lOULE 

52 GH DOMAIN FROM f""""54 

56~m cmrnims 
~~~~fH ATTRIBUTE 

,, 

R~QU[ST P/\GE URL I . 

GHPiUH FROM 
RHWEST PAGE URL 

,,·~/.,. 

. . . ns ______ ___, 
cnm:in GOOKiE NAME, OOMAH{AND 

PATH ATTRIBUTES AND ENCODE THE RESULT 

CONSTRUCT TH[ NEW GOOK!E COllPUNG THE-NEW NAMf. 
Wm! ORlGINAl COOKff VAUJE, DO t,mT SPEClFHHf: 
fJOMA!N ATTRIBUTE ANO ADD A PATH nmmuu WITH . 

JlPPEtm REMA!tmm ORIGINAL COOK.IE ATTRIBUTES 
(ALL BUT fJOM~IN f1NO PATH) 'HI i'IEW COOKIE 

snrn rnCAPSUU\TED COOKIE rn CORE MODULE 
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""""'+ REGEWE WCOS COOKIE HWM CORE MODULE 
\·--~-~ 

1AKf. wcos comm: NAME ANO f:X1RAGT ORIGINAL 
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lVfETHODS -FOR lJTlLIZING A ,JAVA.SCRIPT EMULATOR lN 
A WEB CONTENT PROXY SERVER AND DEVICES 

THEREOF 

FIELD 

[0001] This invention generally relates to proxy servers and, more 

particularly, to methods for utilizing a JavaScript emulator in a web content proxy 

server and apparatuses thereof. 

BACKGROUND 

[0002] A web content optimization server is a proxy server that optimizes 

10 web page interactions for client devices with special requirements, such as mobile 

phones, PD As, and srnartphones and for browsing tools used by visitors v,rith 

special needs, such as visual impaired users. By way of example, a web content 

optimization server optimizes \veb page interactions as follovvs. A client device 

sends an HTTP request for a web page. The web content optimization server 

15 downloads the requested original web page from the content server listed in the 

received request. Next, the web content optimization server optimizes the content 

of the web page by applying transformation rnles tailored to the requesting client 

device. This optimization process includes extracting the content relevant to the 

requesting client device and adapting this extracted content to fit the specifications 

20 of the requesting client device. By way of example, these transformations include 

JavaScript removal, content linearization, and small screen adaptation. 

[0003] Although this process works well to optimize content for display at 

the requesting client device, the optimization process may fail when the original 

content heavily depends on JavaScript technology. For example, if the requested 

25 web page includes a JavaScript code or instruction set responsible for populating 

fr1rm fields, validating form submissions, retrieving data from external resources 

(based on AJAX technology), and even generating components that may change 

the structure of the web page, the page at the client device will not be able to 

properly function. 
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[0004] One example of how a JavaScript instruction set operates in a web 

page is illustrated ,vith reference to FiGS. 2-4. Referring more specifically to 

FIG. 2, an exemplary web page of a login form 100 used to gain access to a web 

site is illustrated. To execute the login process, a user must enter the correct a 

5 user identification into the user id field 102 and a passv,'ord in the illustrated 

password field l 04 and then dick on the login button 106 to submit the login 

inquiry. The specific action of clicking or otherwise engaging the login button 

106 iTiggers the execution of the JavaScript validateLogin() function or instruction 

set illustrated in FTG. 3. This JavaScript validate Login() function is responsible 

10 for validating that the user id field 102 and the pass,vord field 104 were properly 

filled before transmitting to the web content server for the requested web site. 

!00051 Referring to FIG. 4, a scenario where the user entered the value 

"John" into the user id field 102, but did not enter any value into the password 

field 104 is illustrated. When the login button 106 is dicked or otherwise 

15 engaged, the validateLogin() function generates an error and provides the message 

"Password cannot be empty" to the HT1VfL element of the displayed web page 100 

whose attribute id has the value ''error". When the validateFunction() generates an 

error the data entered by the user is not sent to the web content server for the 

requested web site. 

20 roo061 If, by way of example, an existing web content optimization server 

optimizes the content of the web page JOO illustrated in FIGS. 2 and 4 by applying 

transformation rules to remove the JavaScript programmed instrnction set that 

processes any values entered in user id field 102 and pass\lvord field 104 and 

initiates an evaluation of entered values when login button 106 is clicked, any 

25 values entered could not be processed. Additionally, any attempt to dick or 

othenvise engage the login button 106 would not provide the desired login 

functionality. As a result, the web page would have been optimized for viewing 

on the client device, but with substantially reduced functionality. 
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SlJMMARY 

[0007] A method for utilizing a JavaScript emulator in a proxy server 

includes creating and storing with a proxy server an object model of a ,:veb page 

which has one or more JavaScript instruction sets. At least one of the one or more 

5 JavaScript instruction sets are extracted from the web page and a JavaScript field 

:identifier is inserted into the web page with the proxy server to optimize the web 

page which is then provided. 

[0008] A computer readable medium having stored thereon instmctions 

for utilizing a JavaScript emulator comprising machine executable code which 

l O when executed by at least one processor, causes the processor to perform steps 

including creating and storing an object model of a web page vvhich has one or 

more JavaScript instruction sets. At least one of the one or more JavaScript 

:instruction sels are extracted from the web page and a JavaScript field identifier is 

:inse1ied :into the web page to optimize the web page 1,,vh:ich is then provided. 

15 [0009] A Vv'eb proxy apparatus includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including creating and storing an 

object model of a web page 1,,vhich has one or more JavaScript instruction sets. At 

least one of the one or more JavaScript instruction sets are extracted from the web 

20 page and a JavaScript field identifier is inserted into the web page to optimize the 

web page which is then provided. 

rooOtO] A method for utilizing a JavaScript emulator in a proxy server 

includes loading with the proxy server a stored object model of an original web 

page which had at least a portion of one or more JavaScript instruction sets 

25 previously extracted to form an optimized web page. Any data in a request 

received at the proxy server which corresponds to the loaded stored object model 

of the original web page is appended with the proxy server into the loaded stored 

object model of the original web page. The loaded stored object model of the 

original -.,veb page with any of the appended data is processed and then provided 

30 by the proxy server. 
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[00011] A computer readable medium having stored thereon instructions 

for utilizing a JavaScript emulator comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps 

including loading a stored object model of an original web page which had at least 

5 a portion of one or more JavaScript instruction sets previously extracted to form 

an optimized web page. Any data in a received request which corresponds to the 

loaded stored object model of the original web page is appended into the loaded 

stored object model of the original web page. The loaded stored object model of 

the original web page vvith any of the appended data is processed and then 

10 provided. 

100012] _A_ web proxy apparatus includes one or more processors and a 

memory coupled to the one or more processor~ which are configured to execute 

programmed instructions stored in the memory including loading a stored object 

model of an original ,veb page which had at least a portion of one or more 

15 JavaScript instruction sets _previously extracted to form an optimized web page. 

20 

Any data in a received request which corresponds to the loaded stored object 

model of the original web page is appended into the loaded stored object model of 

the original web page. The loaded stored object model of the original web page 

with any of the appended data is processed and then provided. 

rooon1 A method for utilizing a JavaScript emulator in a proxy server 

includes creating with a proxy server an object model of a web page which has at 

least one JavaScript instmction set. The at least one JavaScript instmction set 

from the web page is executed with the proxy server to obtain content. The at 

least one JavaScript instmction set is removed with the proxy server from the web 

25 page and the obtained content is appended to generate an optimized web page 

with the obtained content which is provided by the proxy server. 

100014] A computer readable medium having stored thereon instrnctions 

for utilizing a JavaScript emulator comprising machine executable code which 

when executed by at least one processor, causes the _processor to _perfonn steps 

30 including creating an object model of a web page which has at least one 

JavaScript instruction set. The at least one JavaScript instruction set from the web 
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page is executed to obtain content. The at least one JavaScript instruction set is 

removed from the web page and the obtained content is appended to generate an 

optimized web page \vith the obtained content which is provided. 

[00015] A web proxy apparatus includes one or more processors and a 

5 memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including creating an object model 

of a \veb page which has at least one JavaScript instruction set. The at least one 

JavaScript instruction set from the web page is executed to obtain content. The at 

least one .JavaScript instrnction set is removed from the web page and the obtained 

10 content is appended to generate an optimized web page with the obtained content 

which is provided. 

100016] This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that further 

optimizes a web content proxy server through the utilization of a JavaScript 

15 emulator. With the JavaScript emulator, the web content proxy server can 

continue to apply optimizing transfomrntion rules, while still enabling JavaScript 

functions in optimized HTTP requests, web pages, interactions with browsers, and 

other JavaScript events by to be executed ,vith the JavaScript emulator. The 

JavaScript emulator emulates the behavior of all JavaScript objects that are 

20 supported by cmTent web browsers and are used by web developers to access and 

change the components of vveb pages. 

25 

BRlE_F DESCRJYfI0N OF THE DRA. -WINGS 

[00017] FIG. l is a block diagram of an exemplary system environment 

with an optimized web content proxy server with a JavaScript emulator; 

[00018] 

[00019] 

code; 

[00020] 

message; 

FIG. 2 is a screen shot of an exemplary login form; 

FIG. 3 is an exemplary listing of JavaScript validation source 

FIG. 4 is screen shot of an exemplary login fonn with an error 
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[00021] FIG. 5 is a flow chart of an example of a method for instantiating a 

JavaScript emulator and storing a document object model with an extracted 

JavaScript instruction set; 

[00022] FlG. 6 is a flow chart of an example of a method for processing a 

5 received request at the optimized web content proxy server with the JavaScript 

emulator; 

100023! 

and 

[00024] 

FIG. 7 is an exemplary listing JavaScript with a jQuery request; 

FIG. 8 is a flow chart of an example of a method for processing a 

10 received web page with a JavaScript instruction set at the optimized web content 

proxy server with a JavaScript emulator before extracting the JavaSc1ipt 

instruction set 

DETAILED DESClUPTION 

[00025] An exemplary environment 10 with a web content proxy server 12 

15 with a JavaScript ernulator is illustrated in FIG. 1. The exemplary environment 10 

incl mies the \Veb content proxy server or apparatus 12, client devices 14( 1 )-14(n), 

web server devices 16(1)-16(n), and communication networks 18(1)-18(2), 

although other numbers and types of systems, devices, and/or elements in other 

configurations and environments with other communication network topologies 

20 can be used. This technology provides a number of advantages in duding 

providing a method, computer readable medium and an apparatus that further 

optimizes a web content proxy server through the utilization of a JavaScript 

emulator. 

rooo26J Referring more specifically to FIG. 1, the web content proxy 

25 server 12 includes a central processing unit (CPU) or processor 13, a memory 15, 

and an interface system 17 which arc coupled together by a bus 19 or other link, 

although other numbers and t)11es of components, parts, devices, systems, and 

clements in other configurations and locations can be used. The processor 13 in 

the web content proxy server 12 executes a program of stored instrnctions one or 
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more aspects of the _present invention as described and illustrated by 1vay of the 

embodiments herein, although the processor could execute other numbers and 

types of programmed instrnctions. 

[00027] The memory 15 in the web content proxy server 12 stores these 

5 programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all ofthc pmgTammed 

instructions could be stored and/or executed else,vhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

10 DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 13, can be used for the memory l 5 in the web content 

proxy server 12. In these embodiments, the memory 15 includes a core module 21 

and a JavaScript emulator module 23 with a memory cache 25 which store 

15 programmed instructions and other infi.xmation for one or more aspects of the 

present invention as described and illustrated herein, although the memory can 

comprise other types and numbers of systems, devices, and elements in other 

configurations which store other data. The JavaScript emulator module 23 

includes programmed instructions and/or logic configured to as described and 

20 illustrated herein including executing JavaScript instructions extracted from 

optimized web pages or HTTP requests, although the JavaScript emulator module 

23 can have other types and numbers of functions as described and illustrated 

herein. 

[00028] The interface system 17 in the vveb content proxy server l 2 is used 

25 to operatively couple and communicate between the web content proxy server 12 

and the client devices 14(1)-14(11) and the web server devices 16(1)-16(n) via the 

communication networks 18(1) and l 8(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication 

30 networks 18(1) and 18(2) can use TCP/IP over Ethernet and industry-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

numbers of communication networks, such as a direct connection, a local area 
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network, a wide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

[00029] Each of the client devices 14(1 )-l 4(n) enables a user to request, 

5 get and interact with web pages from one or more web sites hosted by the web 

server devices 16( l )-16(n) through the web content proxy server 12 via one or 

more communication networks, although one or more of the client devices 14( 1 )-

14( n) could access content and utilize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

l 0 user. Although multiple client devices 14(1 )-l 4(n) are shown, other numbers and 

types of user computing systems could be used. ln this example, the client 

devices 14(1)-14(n) comprise mobile devices with Internet access that permit a 

website fonn page or other retrieved data to be displayed, although each of the 

client devices 14(1)-14(n). By way of example only, one or more of the client 

15 devices 14(1 )-14(n) can comprise sma1t phones, personal digital assistants, or 

computers. 

[00030] Each of client devices 14(1 )-l 4(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

20 coupled together by a bus 30 or other link, although one or more of client devices 

14( l )- l 4(n) can include other numbers and types of components, parts, devices, 

systems, and clements in other configurations. The processor 20 in each of client 

devices 14( 1 )-14( n) executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

25 processor could execute other numbers and t}1Jes of programmed instrnctions. 

[00031] The memory 22 in each of the client devices 14(1)-l 4(n) stores 

these programmed instructions for one or rnore aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsev.,-here. A variety of different 

30 types of memory storage devices, such as a random access memory (RAJ\;f) or a 

read only memory (ROTvf) in the system or a floppy disk, hard disk, CD ROM, or 
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other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or v,rriting system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14( l )

l 4(n. 

100032] The user input device 24 in each of the client devices 14( 1 )-l 4(n) 

is used to input selections, such as requests fi.)r a particular website frmn page or 

to enter data in fields of a form page, although the user input device could be used 

to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

10 although other types and numbers of user input devices can be used. 

[00033] The display 26 in each of the client devices 14(1)-14(11) is used to 

show data and information to the user, such as website page by way of example 

only. The display in each of the client devices 14(1)-14(n) is a phone screen 

display, although other types and numbers of displays could be used depending on 

15 the particular type of client device. 

[00034] The interface system 28 in each of the client devices 14(1)-14(n) is 

used to operatively couple and communicate between the client devices 14(1 )-

14(n) and the web content proxy server 12 and vveb server devices 16( l )-16(n) 

over the communication networks 18(1) and 18(2), although other types and 

20 numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

roo035] The web server devices 16(1 )-16(n) provide one or more pages 

from one or more web sites for use by one or more of the client devices 14( 1 )-

] 4(n) via the web content proxy server 12, although the web server devices 16(1)-

25 16(n) can provide other numbers and types of applications and/or content and can 

have provide other numbers and t)11es of functions. Although vveb server devices 

16(1)-16(n) are shown for ease of illustration and discussion, other numbers and 

types of web server systems and devices can be used. 

100036] Each of the web server devices 16(1)-16(n) include a central 

30 processing unit (CPU) or processor, a memory, and an interface system which are 
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coupled together by a bus or other link, although each of the web server devices 

16(1 )-l 6(n) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16(1 )-16(n) executes a program of 

5 stored instrnctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[00037] The memory in each of the web server devices 16(1)-16(n) stores 

these programmed instrnctions for one or more aspects of the present invention as 

10 described and illustrated by vvay of the embodiments, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RATvi) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium ,vhich is read from 

15 and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used for the memory in each of the web 

server devices 16( 1 )-16( n). 

[00038] The interface system in each of the web server devices 16(1)-16(n) 

is used to operatively couple and communicate between the vveb server devices 

20 16( l )- l 6(n) and the ,veb content proxy server 12 and the client devices 14(1 )-

14(n) via communication networks 18( 1) and 18(2), although other types and 

numbers of communication nct,vorks with other types and numbers of connections 

and configurations can be used. 

[00039] Although embodiments of the web content proxy server 12, the 

25 client devices 14(1)-14(n), and the web server devices 16(l)-16(n), are described 

and illustrated herein, each of the client devices 14( I )-14(n), the web content 

proxy server 12, and the ,veb server devices 16(] )-16(n), can be implemented on 

any suitable computer system or computing device. it is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

30 purposes, as many variations of the specific hardware and software used to 
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implement the embodiments are possible, as will be appreciated by those skilled 

in the relevant art(s). 

[00040] Furtherrnore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

5 microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the alt. 

[00041] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

10 Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer sys tern or systems that 

extend across any suitable network using any suitable interface mechanisms and 

15 communications technologies, including by way of example only 

telecommunications in any suitable fi.,m1 ( e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

20 intranets, and combinations thereof. 

rooo421 The embodiments may also be embodied as a computer readable 

medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

25 cany out the steps necessary to implement the methods of the embodiments, as 

described and illustrated herein. 

100043] _An exemplary method for utilizing a JavaScript emulator in a web 

content proxy server 12 in an exemplary environment 10 will now be described 

with reference to FIGS. 1-8. Referring more specifically to FJCiS. 1 and 5, in this 
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example in step 202, a form web page is received at the web content proxy server 

12. 

[00044] In step 204, the web content proxy server 12 detennines whether 

the received web fom1 page has any JavaScript code or instruction sets for 

5 execution during use of the web form page, such as for one or more forms or other 

fields in the recei vcd fonn web page. If in step 204 the vvcb content proxy server 

12 determines the received web form page does not have any JavaScript 

programmed instruction sets, then the No branch is taken to step 214 described 

below. If in step 204 the web content proxy server 12 determines the received 

10 web fi.)rm page does has one or more JavaScript programmed instruction sets, then 

the Yes branch is taken to step 206. 

100045] In step 206, the web content proxy server 12 instantiates the 

received web form page with the JavaScript module 23 which :is responsible for 

emulat:ing the behavior of each of the identified JavaScript instruct:ion sets. 

15 During the instantiation, the web content proxy server 12 creates a document 

object model of the web form page with each of the identified JavaScript 

instruction sets, although the other types of models could be created. 

roo046] In this example, for reasons of security and perfi.)rmance four 

levels of detail can be used when the web content proxy server 12 creates the 

20 document object model, although other levels of detail can be used. In this 

particular example, the levels of detail for the document object model are: basic, 

attributes, all-but-scripts, and all, although other levels of detail in the document 

model object can be used. With basic, during the instantiation process when 

creating the document object model the JavaScript module 23 includes ail 

25 elements in the web page removing their content, except fi.)r the elements of a 

fo1111, such as checkboxes, radio boxes, combo boxes, buttons, and text fields by 

way of example. The JavaScript module 23 also includes all attributes of form 

controls along with only the id and class attributes of all elements. With 

attributes, during the instantiation process when creating the document object 

30 model the JavaScript module 23 includes all elements removing their content, 

except for the elements of a form, such as checkboxes, radio boxes, combo boxes, 
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buttons, and text fields by way of example. The JavaScript module 23 also 

includes all attributes of fonn controls. With all-but-sclipts, during the 

instantiation process when creating the document object model the JavaScript 

module 23 includes all clements, including both content and attributes, however 

5 the JavaScript module 23 removes the content of the elements style and script. 

With all, during the instantiation process when creating the document object 

model the JavaScript module 23 includes all elements including both content and 

att1ihutes. 

[00047] Once the instantiation process is completed, in step 210 the 

10 JavaScript module 23 stores the created document object model fix the web page 

with each of the JavaScript instruction sets in the cache memory 15 and assigns a 

JavaScript identifier to it, although each of the created document object models 

could be stored in other manners and in other locations. For security reasons the 

JavaScript module 23 executed by the web content proxy server 12 also provides 

15 the functionality to delete any values in fields before storing the created document 

object model. Accordingly, the web content proxy server 12 does not store 

sensitive data, such as credit card numbers, either temporary or permanently. 

[00048] In step 212, the JavaScript module 23 executed by the web content 

proxy server 12 adds the assigned JavaScript field identifier for the created 

20 document object model in the optimized ,:veb frmn page at each location of an 

extracted JavaScript instruction set. In this particular example, the JavaScript 

identifier for the stored document object model is called un_jtt_jse and is stored as 

a hidden identifier in the optimized "veb page frmn provided to the requesting one 

of the client devices 14( 1 )-I 4(n), although other types and numbers of identifiers 

25 which are hidden or visible could be used. 

[00049] fn step 214, the JavaScript module 23 passes the optimized web 

form page to the core rnodule 21 to be provided by the web content proxy server 

12 for further use in the exemplary environment ] 0, such as in a web browser on 

one of the client devices 14(1)-14(n). 
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[00050] In another illustrative example, an exemplary method for 

processing a received request at the optimized Vv'eb content proxy server 12 with 

the JavaScript emulator is illustrated with reference to FlGS. l and 6. In step 300, 

the JavaScript module 23 in web content proxy server 12 receives an HTTP 

5 request from the core module 21 that was received from one of the client devices 

14( l )-14(n), although other types of requests, web pages, browser interactions or 

other types of JavaScript related actions could be received. 

[00051 l fn step 302, the JavaScript module 23 in the web content proxy 

server 12 is executed to determine if the received HTTP request includes one or 

10 more hidden JavaScript identifiers or other marker. Tn this particular example, an 

un_jtt__jse JavaScript identifier is included in the received HTTP request. If in 

step 302, the received HTTP request does not include one or rnore hidden 

JavaScript identifiers, then the No branch is taken to step 310 as explained below. 

1f in step 302, the received HTTP request does include one or more hidden 

15 JavaScript identifiers, then the Yes branch is taken to step 304. 

[00052] In step 304, the web content proxy server 12 executes the 

JavaScript module 23 to retrieve from memory cache 25 the corresponding stored 

document object model for the identified JavaScript identifier. In this particular 

example, the document object model associated with the JavaScript identifier 

20 un__jtt__jse is retrieved. 

ro0053] In step 306, the v,reb content proxy server 12 executes the 

JavaScript module 23 to validate all of the JavaScript instruction sets in the 

retrieved document object model. 

[00054] ln step 308, the web content proxy server 12 executes with the 

25 JavaScript module 23 each of the JavaScript instruction sets in the document 

object model with any corresponding values in the received HTTP request. By 

emulating the typical behavior of a web browser, the JavaScript module 23 

executed by the web content proxy server 12 also assigns default values to all 

those properties vvhose values can neither be inferred from the received HTTP 
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request nor from the document object module. The web content proxy server 12 

appends the output of this execution to the received lITTP request. 

[00055] In step 310, the JavaScript module 23 is executed by the web 

content proxy server 12 to pass the core module 21 the response with the executed 

5 JavaScript functionality appended to the HTTP request. The core module 21 is 

executed by the web content proxy server 12 to determine where to provide the 

response with the executed JavaScript functionality in the exemplary environment 

10, such as to a web browser on one of the client devices 14(1)-14(n). For 

example, the response to the received HTTP request might be an error message if 

10 incorrect or insufficient values were provided or might provide other information 

if all the needed values were provided. 

100056] By way of example now, consider the web page form represented 

in FIG. 2 that can be validated by the JavaScript instruction set or code shown in 

FIG. 3. The action of clicking on the login button l 06 of the optimized form web 

15 page 100 triggers a new HTTP request that is sent to the web content proxy server 

] 2 which executes the programmed instrnctions in the JavaScript module 23. In 

this example, the received request would includes an unjttjse identifier or 

parameter so the 61 then the corresponding document object model is loaded from 

the memory cache 25. The JavaScript module 23 is executed by the web content 

20 proxy server 12 to use the form name or its index, i.e. position within the web 

page or document, to bind the parameters from the received HTTP request with 

the corresponding controls in the stored document object model representation of 

the previously extracted JavaScript instruction set during optimization. 

[00057] At this point, the JavaScript module 23 is executed by the web 

25 content proxy server 12 to validate the received HTTP request with the 

corresponding controls in the stored document object model. Next, the JavaScript 

module 23 is executed by the web content proxy server 12 to append 64 the output 

of the validation process to the data included in the received HTTP request. The 

JavaScript module 23 also is executed by the web content proxy server 12 to 

30 retrieve values from JavaScript variables, properties ofHT!V1L elements, such as 
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the innerHTML property, input.value or document.location), or the strings sent to 

the window.alert() and the document.write() functions as necessary. 

[00058] Once the HTTP request has been modified the JavaScript module 

23 sends it to the core module 21. Based on the computed data, the core module 

5 21 is executed by the web content proxy server 12 to determine whether to print 

an en-or message or send the data from the form to the original \veb content server. 

100059! ln an another iUustrative example, an exemplary method a method 

for processing a received ,,;veb page at the optimized web content proxy server 12 

with a JavaScript emulator for delivery to one of the client computing devices 10 

10 is illustrated with reference to FIGS. l, 7, and 8. In step 400, the JavaScript 

module 23 in web content proxy server 12 receives a \veb page which contains a 

JavaScript instruction set that creates dynamic content from one of the web server 

devices 16(1 )-l 6(n), although other types of requests, web pages, browser 

interactions or other types of JavaScript related actions could be received and the 

15 content can be static or dynamic. By way of example, consider a web page with a 

JavaScript code or instruction set based on the jQuery library shown in FIG. 7. 

This is a JavaScript framework used to develop complex web applications based 

on Ajax technology. The event ofreceiving or loading this web page triggers the 

execution of the JavaScript code or instruction set shown in the example. 

20 100060] In step 402, the web content proxy server 12 instantiates this 

received web page which contains the JavaScript instmction set to create a 

document object model of the web page. 

[00061] In step 404, the web content proxy server 12 adds the JavaScript 

programmed instruction set to retrieve dynamic content to the created document 

25 object model. ln the example illustrated in FIG. 7, the web content proxy server 

12 adds the JavaScript module 23 to retrieve the content of '/cmi.html' web page 

and place it into the html element identified by the attribute id with value "cart". 

100062] In step 406, the web content proxy server 12 executes the 

JavaScript programmed instruction set in the document object model of the 

30 received web page to obtain the dynamic content. For example, when executing 
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the JavaScript programmed instrnction set in the document object model, the 

JavaScript module 23 can dispatch Ajax calls to retrieve content from external 

sources, such as one of the web server devices 16(1 )-l 6(n). In this example, the 

JavaScript programmed instruction set is programmed to retrieve dynamic 

5 content, although other types of dynamic or static data from other sources could 

be obtained. 

[00063] In step 408, the web content proxy server 12 executes the 

JavaScript module 23 to append the obtained content in an optimized version of 

the received web page with the JavaSc1ipt programmed instruction set extracted. 

[00064] In step 410, the JavaScript module 23 is executed by the web 

content proxy server 12 passes the optimized web page with the extracted 

JavaScript instruction set and appended dynamic content to the core module 21. 

The core module 21 is executed by the v,·eb content proxy server 12 to delermine 

where to provide the web page with the executed JavaScript functionality in the 

15 exemplary environment 10, such as to a web browser on one of the client devices 

l 4(1 )-14(n), although other manners for passing the optimized web page with the 

extracted JavaScript instrnction set and appended dynamic content could be used. 

rooo6sJ Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

20 readable medium and an apparatus that further optimizes a web content proxy 

server through the utilization of a JavaScript emulator. The processes illustrated 

above are only exemplary and all JavaScript functionality can be emulated by the 

web content proxy server 12 with this technology. With the JavaScript emulator, 

the web content proxy server can continue to apply optimizing transfo1mation 

25 rules, while still enabling JavaScript functions in optimized HTTP requests, web 

pages, interactions with browsers, and other JavaScript events by to be executed 

with the JavaScript emulator. The JavaScript emulator emulates the behavior of 

all JavaScript objects that are supported by current web brovvsers and are used by 

web developers to access and change the components of web pages. 
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[00066] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and arc intended to those 

5 skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

10 except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

L A method for utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

creating and storing with a proxy server an object model of 

a web page which has one or more JavaScript instruction sets; 

extracting with the proxy server at least one of the one or 

more JavaScript instruction sets from the web page and inserting a JavaScript field 

identifier into the web page to optimize the web page; and 

providing with the proxy server the optimized web page 

with the inserted JavaScript field identifier. 

The method as set forth in claim] wherein the creating and 

storing further comprises creating and storing vvith the proxy server the object 

15 model of the v;eb page including all attributes and content of controls for one or 

more forms in the web page and all remaining elements of the web page vvith all 

content removed. 

3. The method as set forth in claim 2 wherein the creating and 

20 storing further comprises creating and storing vvith the proxy server the object 

model of the web page with all att1ibutes ofidentification and class for all the 

clements of the vvcb page. 

4. The method as set f01th in claim 2 wherein the creating and 

25 storing ,vith the proxy server the object model of the web page fmther comprises 

creating and storing the object model of the web page with all attributes of all the 

elements in the ,veb page. 

5. The method as set forth in claim l wherein the creating and 

30 storing further comprises creating and storing with the proxy server the object 

model of the web page with all elements and content retained and having elements 

of style and script removed. 
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6. The method as set forth in claim l v,therein the extracting 

further comprises extracting all of the one or more JavaScript instruction sets. 

7. The method as set forth in claim 1 further comprising 

deleting with the proxy server any values in fonn controls in the created object 

model. 

8. A computer readable medium having stored thereon 

10 instructions for utilizing a JavaScript emulator comprising machine executable 

code which when executed by at least one processor, causes the processor to 

perform steps: 

15 

20 

25 

30 

creating and storing an object model of a 1,veb page which 

has one or more JavaScript instmction sets; 

extracting at least one of the one or more JavaScript 

instmction sets from the web page and inserting a JavaScript field identifier into 

the web page to optimize the web page; and 

providing the optimized web page with the inserted 

JavaScript field identifier. 

9. The medium as set forth in claim 8 wherein the creating and 

storing further comprises creating and storing the object model of the web page 

including all attributes and content of controls for one or more forms in the web 

page and all remaining elements of the web page with all content removed. 

10. The medium as set forth in claim 9 wherein the creating and 

storing further comprises creating and storing the object model of the web page 

with ail attributes of identification and class for all the elements of the web page. 

The medium as set forth in claim 9 wherein the creating and 

storing the object model of the 1.veb page further comprises creating and storing 

the object model of the vveb page ,vith all attributes of all the elements in the web 

page. 
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12. The medium as set forth in claim 8 wherein the creating and 

storing further comprises creating and storing the object model of the web page 

with all clements and content retained and having clements of style and script 

5 removed. 

10 

15 

13. The medium as set forth in claim 8 wherein the extracting 

further comprises extracting all of the one or more JavaScript instrnction sets. 

14. The medium as set forth in claim 8 further comprising 

deleting any values in form controls in the created object model. 

15. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the memory comprising: 

creating and storing an object model of a web page 

which has one or more JavaScript instruction sets; 

extracting at least one of the one or more JavaScript 

20 instruction sets from the web page and inserting a JavaScript field identifier into 

the web page to optimize the web page; and 

25 

providing the optimized web page with the inserted 

JavaScript field identifier. 

16. The apparatus as set forth in claim 15 \vherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the creating and storing further comprises creating and storing 

the object model of the web page including all attributes and content of controls 

for one or more forms in the web page and all remaining elements of the web page 

30 with all content removed. 

17. The apparatus as set fr)Tth in claim 16 vvherein the one or 

more processors is further configured to execute programmed instrnctions stored 
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in the memory for the creating and storing further comprises creating and storing 

the object model of the web page with all attributes of identification and class fbr 

all the elements of the web page. 

l 8. The apparatus as set fi.)fth in claim 16 \vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the creating and storing further comprises creating and storing 

the object model of the web page with all attributes of all the elements in the web 

page. 

19. The apparatus m, set forth in claim 15 \Vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the creating and storing fi.irther comprises creating and storing 

the object model of the web page with all elements and content retained and 

15 having elements of style and script removed. 

20. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the extracting further comp1iscs extracting all of the one or 

20 more JavaScript instruction sets. 

21. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising deleting any values in form controls in the 

25 created object model. 

22. A method for utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

loading with the proxy server a stored object model of an 

30 original web page which had at least a portion of one or more JavaScript 

instruction sets previously extracted to form an optimized web page; 

appending with the proxy server any data in a request 

received at the proxy server which corresponds to the loaded stored object model 
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of the original web page into the loaded stored object model of the original web 

page; 

processing with the proxy server the loaded stored object 

model of the original web page with any of the appended data; and 

providing with the proxy server the processed loaded stored 

object model of the original web page. 

23. The method as set forth in claim 22 further comprising 

detennining with the proxy server whether the request corresponds to the stored 

10 object model of an original web page, wherein the loading and the appending are 

executed when the determining determines the request corresponds to the stored 

object model of an original web page. 

24. The method as set forth in claim 22 wherein the processing 

15 further comprises validating with the proxy server the loaded stored object model 

of the original web page with any of the appended data. 

25. The method as set forth in claim 22 wherein the providing 

further comprises providing one or more functionalities of one or more resulting 

20 properties from the processing of the loaded stored object model of the original 

web page with any of the appended data to a determined destination. 

26, A computer readable medium having stored thereon 

instructions for utilizing a JavaScript emulator comprising machine executable 

25 code which when executed by at least one processor, causes the processor to 

perform steps: 

30 

loading a stored object model of an original web page 

which had at least a portion of one or more JavaScript instruction sets previously 

extracted to fonn an optimized web page; 

appending any data in a request received at the proxy server 

which corresponds to the loaded stored object model of the original web page into 

the loaded stored object model of the original web page; 
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_processing the loaded stored object model of the original 

web page with any of the appended data; and 

providing the processed loaded stored object model of the 

original web page. 

27. The medium as set forth in daim 26 further comprising 

determining whether the request corresponds to the stored object model of an 

original web page, wherein the loading and the appending are executed v,·hen the 

detennining deterrnines the request corresponds to the stored object model of an 

10 original web page. 

15 

20 

28. The medium as set forth in claim 26 wherein the processing 

further comprises validating the loaded stored object model of the original ,veb 

page with any of the appended data. 

29. The medium as set forth in claim 26 1.:vherein the providing 

further comprises providing one or more functionalities of one or more resulting 

properties from the _processing of the loaded stored object model of the original 

web page with any of the appended data to a determined destination. 

30. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

25 loading a stored object model of an original web 

page which had at least a portion of one or more JavaScript instruction sets 

previously extracted to form an optimized web page; 

appending any data in a request received at the 

proxy server which corresponds to the loaded stored object model of the original 

30 web page into the loaded stored object model of the original web page; 

processing the loaded stored object model of the 

original \veb page with any of the appended data; and 
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providing the processed loaded stored object model 

of the original web page. 

31. The apparatus as set forth in claim 30 wherein the one or 

5 more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising determining whether the request conesponds to 

the stored object model of an original web page, wherein the loading and the 

appending are executed when the determining determines the request conesponds 

to the stored object model of an rniginal web page. 

15 

32. The apparatus as set forth in claim 30 vvherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the processing further comprising validating the loaded stored 

object model of the original web page with any of the appended data. 

33. The apparatus as set foiih in claim 30 ,vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the providing further comprising providing one or more 

functionalities of one or more resulting properties from the processing of the 

20 loaded stored object model of the original web page with any of the appended data 

to a determined destination. 

25 

34. A method for utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

creating with a proxy server an object model of a web page 

which has at least one JavaScript instruction set; 

executing with the proxy server the at least one JavaScript 

instruction set from the vveb page to obtain content; 

removing with the proxy server the at least one JavaScript 

30 instruction set from the web page and appending the obtained content to generate 

an optimized web page with the obtained content; and 

providing with the proxy server the optimized web page 

with the obtained content. 
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35. A computer readable medium having stored thereon 

instructions for utilizing a JavaScript emulator comprising machine executable 

code which when executed by at least one processor, causes the processor to 

5 perform steps: 

10 

15 

creating an object model of a web page vvhich has at least 

one JavaScript instruction set; 

executing the at least one JavaScript instruction set from the 

web page to obtain content; 

removing the at least one JavaScript instmction set from the 

web page and appending the obtained content to generate an optimized v,,eb page 

with the obtained content; and 

providing the optimized web page with the obtained 

content. 

36, A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

20 creating an object model of a web page ,vhich has at 

least one JavaScript instrnction set; 

executing the at least one JavaSc1ipt instruction set 

from the web page to obtain content. 

removing the at least one JavaScript instruction set 

25 from ihe web page and appending the obiained content to generate an optimized 

web page ·with the obtained content; and 

30 

providing the optimized web page with the obtained 

content. 
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lorem ipsum dolor sit amet, consectetur adipiseling 
elit Integer posuere (incid1.mt nis) ac pellentesque. 
Aliquam nulla dolor, rhoncus at ornarn quis, 
posuern cu nulla. Vivamus suscipit erat vitae 
molestle vestibulum, diam mi sodales lacus, ac 
ornare mauris justo nee neque. Cras feugiat pulvinar 
risus, eget ornare arcu posuere in. Duis sit amet 
sodales lacus. Pellentesque vestibulum congue 
laoreet 

usrn m .__I ____ ____.r 102 

PASSWORD I J-104 

LOGIN J-106 

FIG. 2 

!function validatelogin() { 

} 

var f = document.Login Form; 
var error = documentgetElementByld('error'); 
if (f.userld.value == ' ') { 

} 

error.innerHTML = "USER ID cannot be empty"; 
return false; 

if (f.password.value == 1 
') { 

} 

error.innerHTML = "PASSWORD cannot be empty"; 
return false; 

return true; 

FIG. 3 

100 
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lornm ipsum dolor sit amet c1:rnsectetur adipiseling 
elit Integer posuere (incidunt nis) ac pellentesque. 
AliQuam nulla dolor, rhoncus at ornare Quis, 
posuere cu nulla. Vivamus suscipit erat vitae 
molestle vestibulum, diam mi sodales lacus, ac 
ornare mauris justo nee neque. Cras feugiat pulvinar 
risus, eget ornare arcu posuere in. Duis sit amet 
sodales lacus. Pellentesque vestibulum congue 
laoreet 

Password cannot be empty 

USER ID .__I Jo_h_n ____ __.r 102 

PAsswoRo I r 104 

LOGIN r106 

FIG. 4 

100 
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RECEIVE FORM PAGE 
FROM CORE MODULE 

YES 

INSlMHIATE JSE 

ADD CODE TO BE 
EXECUTED TO JSE 

SAVE JSE TO MEMORY CACHE 

PCT/US2011/040026 

202 

204 

NO 

206 

208 

210 

ADD HIDDEN FIELD UN HT JSE TO FORM 212 
CONTAINING SAVED JSE IDENTIFIER 

PASS FORM PAGE 2.14 
TO THE CORE MODULE 

FIG. 5 
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RECEIVE HTTP REQUEST 
FROM CORE MODULE 

YES 

LOAD JSE FROM MEMORY CACHE 

EXECUTE VALIDATION CODE 

PCT/US2011/040026 

300 

.102 

NO 

804 

306 

APPEND EVALUATED JAVASCRIPT 808 
EXPRESSIONS TO THE HTTP POST REQUEST 

PASS THE HTTP REQUEST 310 
OBJECT TO THE CORE MODULE 

FIG. 6 

1$(document).ready(function() { 

1)· J ; 

$.get( '/cart.html', function(data) { 
$('#cart').html( data);} 

); 

FIG. 7 
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RECEIVE WEB PAGE 400 
FROM CORE MODULE 

INSTANTIATE JSE 402 

ADD CODE TO BE EXECUTED BY JSE 404 

EXECUTE CODE 

APPEND EVALUATED JAVASCRIPT 
EXPRESSIONS TO THE WEB PAGE 

PASS WEB PAGE TO 
THE CORE MODULE 

FIG. 8 

406 

408 

410 
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SOFTWARE PROJECT MANAGEMENT APPARTUSES AND 

lVlETHODS THEREOF' 

_FIELD 

[0001] This invention relates to software project management apparatuses 

5 and methods and, more particularly, to software project management apparatuses 

that manage projects which involve execution of tasks at remote workbenches, 

and methods thereof. 

BACKGROUND 

10002! Currently, v,fa:n managing the development of a software project 

l O which utilizes an interpreted computer language, such as HTML XML, JavaScript, 

.iSP, and Python, a working copy of the program -.vill be maintained on a 

production server. A project manager or managers of the software project will 

assign projects related to the working copy to developers located at remote 

working computing stations. 

15 !00031 The developers at each remote working computing station will 

obtain a remote copy of the program and then develop and test code for the 

particular assigned project. Typically, each of these remote working computing 

stations will include an instance of an interpreter installed for execution and 

testing of the remote copy. When the remote copy is completed by the developer 

20 and needs to be published, the remote copy is transferred from the remote working 

computing station over to the working copy of the program on the production 

server. At that point, the developer or the project manager verifies the status of 

the particular assigned project on the production server. 

rooo4J Unfoitunately, when multiple developers are working on different 

25 remote copies of the program at the remote working computing stations, there are 

possible conflicts in concurrency and loss of synchronization among remote 

copies and working copies. Additionally, each of the remote working computing 

stations requires a separate instance ofthe interpreter which can be expensive and 

also difficult to update and upgrade. 
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SlJMMARY 

[0005] A method for managing a sonware project includes assigning one 

of one or more virtual hosts in one of one or more workspaces in a development 

computing device to a remote computing device. The development computing 

5 device generates at least one link in the one of the one or more workspaces to at 

least one of one or more v,mrking copies of projects in one of one or more work 

benches in the one of the one or more virtual hosts. The development computing 

device generates at least one other link in the one of the one or more workspaces 

to the linked one of the one or more working copies of projects activated :in a 

10 running area of the development computing device. The development computing 

device provides access to the activated one ofihe one or more working copies of 

project:s to the remote computing device to execute one or more tasks. 

!00061 A computer readable medium having stored thereon :instructions for 

managing a software project comprising machine executable code vvhich when 

15 executed by at least one processor, causes the processor to perform steps including 

assigning one of one or more virtual hosts in one of one or more workspaces in a 

development computing device to a remote computing device. At least one 1:ink :is 

generated in the one of the one or more workspaces to at least one of one or more 

working copies of projects in one of one or more work benches in the one of the 

20 one or more vi1iual hosts. At least one other link is generated in the one of the one 

or more workspaces to the linked one of the one or more working copies of 

projects activated in a running area of the development computing device. Access 

is provided to the activated one of the one or more working copies of projects to 

the remote computing device to execute one or rnore tasks. 

25 [0007] A software development management apparatus has one or more 

processors and a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the mernory including 

assigning one of one or more virtual hosts in one of one or more workspaces in a 

development computing device to a remote computing device. At least one link is 

30 generated in the one of the one or more workspaces to at least one of one or more 

working copies of projects in one of one or more work benches in the one of the 
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one or more virtual hosts. At least one other link is generated in the one of the one 

or more ,:vorkspaces to the linked one of the one or more working copies of 

projects activated in a running area of the development computing device. Access 

is provided to the activated one of the one or more working copies of projects to 

5 the remote computing device to execute one or more tasks. 

This technology provides a number of advantages including 

providing a more efficient and effective method for managing projects which 

involve execution of tasks at remote workbenches. This technology enables 

multiple sofhvare developers to accomplish tasks, such as developing, verifying, 

10 and testing, on remote computing "vorkhenches and managers to supervise as if 

they were all located in one location. As a result, the developers at the remote 

computing workbenches and managers can be located anywhere. Additionally, 

this technology allows interpreted computer languages source files to be executed 

on a development server, eliminating the need to install an instance of the 

15 interpreter on each remote computing workbench. This helps to reduce costs and 

also simplifies updating and upgrading of the interpreter. Further, this technology 

enables managers to gain an easier and more efficient way to manage and control 

a software development project through its lifecycle. 

BRIEF DESCRIPTIONS OF THE DRA,VINGS 

20 10009] FIG. 1 is a partial block and partial functional diagram of an 

exemplary system environment with a development server; 

100101 FIG. 2 is a functional block diagram of workspaces in the 

development server shown in FIG. l; 

[0011] FlG. 3 is a functional block diagram of one of a \vorkspaee and a 

25 corresponding workbench in the development server shown in FIG. l; 

[0012] FIG 4 is a flow chart of a method for creating a virtual host in the 

development server; 

[0013] FIG. 5 is a flow chart of a method for activating a project in a 

virtual host in the development server:. 
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[0014] FIG 6 is a flow chart of a method for managing execution of an 

activation of a project in a virtual host in the development server; 

[0015] FIG. 7 is a fiow chart of a method for editing a project in a user 

workbench in the development server; and 

5 l0016J FIG. 8 is a fiow chart of a method for triggering an interpretation of 

a project in the development server. 

DE'fAlLED DESCRIPTJON 

roo111 An exemplary environment 10 with a dcvcloprncnt server 12 is 

illustrated in FlG. L The exemplary environment 10 includes the development 

10 server 12, a remote workbench computing device 14, a manager computing device 

16, and a domain name server 18 are coupled together by one or more 

communication netvvorks, although other numbers and types of systems, devices, 

and/or elements in other configurations and environments with other 

communication network topologies can be used. This technology provides a 

15 number of advantages including providing a more efficient and effective method 

for managing projects which involve execution of tasks at a remote workbench 

computing devices. 

[0018] Referring more specifically to FIG. 1, the development server 12 

includes a central processing unit (CPU) or processor, a memory comprising a 

20 control version system repository and an interpreter, and an interface system 

which are coupled together by a bus or other link, although other numbers and 

types of components, parts, devices, systems, and elements in other configurations 

and locations can be used as well as other types of computing devices can be used. 

The processor in the development server 12 executes a program of stored 

25 instructions one or more aspects of the present invention as described and 

illustrated by i,vay of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[0019] The mernmy in the development server 12 stores these 

programmed instructions for one or more aspects of the present invention as 
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described and illustrated herein, including the execution of the methods described 

herein, although some or all of the programmed instructions as well as other data 

could be stored and/or executed elsewhere. A variety of different types of 

memory storage devices, such as a random access memory (RAM) or a read only 

5 memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or writing system that is coupled to the 

processor, can be used for the memory in the development server 12. In this 

example, the control version system repository and the module with programmed 

10 instructions for the interpreter are located in the memory of the development 

server, although each could be in other locations and have other numbers. 

100201 The interface system in the development server 12 i:s used to 

operatively couple and communicate between the development server 12 and the 

remote workbench computing device 14, the manager computing device 16, and 

15 the domain name server 18, although other types and numbers of communication 

netvvorks with other types and numbers of connections and configurations can be 

used. By way of example only, one or more communication networks can use 

TCP/IP over Ethernet and indust1y-standard protocols, including HTTP, HTTPS, 

WAP, and SOAP, although other types and numbers of communication networks, 

20 such as a direct connection, a local area network, a wide area network, modems 

and phone lines, e-mail, and wireless and hardwire communication technology, 

each having their own communications protocols, can be used. 

[002]] The remote workbench computing device l 4 in this example is a 

computing device that includes a central processing unit (CPU) or processor 20, a 

25 memory 22, user input device 24, a display 26, and an interface system 28, and 

which are coupled together by a bus 30 or other link, although one or more of 

remote workbench computing device 14 can include other numbers and types of 

components, parts, devices, systems, and elements in other configurations. The 

processor 20 in the remote workbench computing device 14 executes a program of 

30 stored instructions for one or more aspects of the present invention as described 

and illustrated herein, although the processor could execute other numbers and 

types of programmed instrnctions. Although one remote workbench computing 
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device 14 is illustrated in this example, other numbers and types of computing 

devices could be used. 

[0022] The memory 22 in the remote ,:vorkbench computing device 14 

stores these programmed instmctions for one or more aspects of the present 

5 invention as described and illustrated herein, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A vaiiety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

10 to by a magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in the remote workbench computing 

device 14. 

!00231 The user input device 24 :in the remote 1.vorkbench cornputing 

device 14 is used to input selections, although the user input device could be used 

15 to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

although other types and numbers of user input devices can be used. 

roo241 The display 26 in the remote workbench computing device 14 is 

used to show data and information to the user. The display in the remote 

20 workbench computing device 14 is a computer screen display, although other 

types and numbers of displays could be used. 

The interface system 28 in the remote workbench computing 

device 14 is used to operatively couple and communicate between the remote 

workbench computing device 14 and the development server 12, the manager 

25 computing device 16, and the domain name server 18 over one or more 

communication netvvorks, although other t::r11es and numbers of communication 

networks with other types and numbers of connections and configurations can be 

used. 

!00261 The manager computing device 16 in this exarnple is a computing 

30 device that includes a central processing unit (CPU) or processor 32, a memory 
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34, user input device 36, a display 38, and an interface system 40, and which are 

coupled together by a bus 42 or other link, although the manager computing 

device can include other numbers and types of components, parts, devices, 

systems, and clements in other configurations. The processor 32 in the manager 

5 computing device 16 executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

Although one the manager computing device 16 is illustrated in this example, 

other numbers and t}1)es of computing devices could be used 

[0027] The memory 34 in the manager computing device 16 stores these 

programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

15 read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or wlitten to by a 

magnetic, optical, or other reading and/or writing system that is coupled to 

processor 32 can be used for the memory 34 in the manager computing device 16. 

10028] The user input device 36 in the manager computing device 16 is 

20 used to input selections, although the user input device could be used to input 

other types of data and interact with other elements. The user input device 36 can 

include keypads, touch screens, and/or vocal input processing systems although 

other t111es and numbers of user input devices can be used. 

[0029] The display 38 in the manager computing device 16 is used to 

25 show data and information to the user. The display in the manager computing 

device 16 is a computer screen display, although other types and numbers of 

displays could be used. 

10030] The interface systern 40 in the manager computing device 16 is 

used to operatively couple and communicate betvveen the manager computing 

30 device 16 and the developmental management server 12, the remote workbench 
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computing device 14, and the domain name server 18 over one or more 

communication netvvorks, although other t>1-,es and numbers of communication 

networks with other types and numbers of connections and configurations can be 

used. 

10031] The domain name server 18 includes a central processing unit 

(CPU) or processor, a memory, and an interface system which arc coupled 

together by a bus or other link although other numbers and types of components, 

parts, devices, systems, and elements in other configurations and locations can be 

used as well as other types of computing devices can be used. The processor in 

10 the domain name server 18 executes a program of stored instructions one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein including assigning domain name addresses, although the 

processor could execute other numbers and types of programmed instructions. 

[0032] The memory in the domain name server 18 stores these 

15 programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, including the execution of the methods described 

herein, although some or all of the programmed instructions as well as other data 

could be stored and/or executed elsewhere. A variety of different types of 

memory storage devices, such as a random access memory (RAM) or a read only 

20 memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or writing system that is coupled to the 

processor, can be used frH' the memory in the domain name server 18. In this 

example, the control version system repository and the module with programmed 

25 instrnctions for the interpreter are located in the memory of the development 

server, although each could be in other locations and have other numbers. 

100331 The interface systern in the domain name server 18 is used to 

operatively couple and communicate between the domain name server 18 and the 

development server 12, the remote workbench computing device 14, and the 

30 manager computing device 16, although other types and numbers of 
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communication networks with other types and numbers of connections and 

configurations can be used. 

[0034] Although embodiments of the development server 12, the remote 

workbench computing device 14, manager computing device 16, and domain 

5 name server are described and illustrated herein, each can be implemented on any 

suitable computer system or computing device. Tt is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will he appreciated by those skilled 

10 in the relevant art(s ). Additionally, other numbers of the development server 12, 

the remote workbench computing device 14, manager computing device 16, and 

domain name server 18 could be used. 

!00351 Furthermore, each of the systerns of the ernbodirnenis may he 

conveniently implemented using one or more general purpose computer systems, 

15 microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

and as vvill be appreciated by those ordinary skill in the art. 

roo36] Tn addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

20 Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and perfom1ance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable netvvork using any suitable interface mechanisms and 

25 communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Nehvork (PSTNs), Packet Data Networks (PDNs), the Internet, 

30 intranets, and combinations thereof. 
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[0037] The embodiments may also be embodied as a computer readable 

medium having instrnctions stored thereon fbr one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

5 carry out the steps necessary to implement the methods of the embodiments, as 

described and illustrated herein. 

[0038] An exemplary method for creating a virtual host in the 

development server 12 will now be described with reference to FTGS. 1-4. In step 

50, a developer, also referred to as user01 or userl in this example, at the remote 

10 workbench computing device 14 submits a request to create a new virtualhostO 1 

for userOl to the development server 12. In step 52, the development server 12 

processes the received request and determines which one of one or more control 

version system repository is appropriate for one or rnore projects assigned to the 

developer (user01 in this example) at the remote workstation computing device 

15 14. In step 54, the development server 12 fetches the one of the control version 

system repositories determined to be appropriate for the one or more projects 

assir:,'lled to the developer (user01 in this example). In step 56, the development 

server 12 creates the new virtualhostO 1 in the workspace for userO 1 at the remote 

workstation computing device l 4 to remotely access as illustrated in FIGS. 2-3. 

20 In step 58, the development server 12 creates the new virtualhostO 1 in the 

workbench for the developer (userOl in this example) which is at the development 

server 12 as illustrated in FIG 3. In step 60, the developement server 12 runs a 

checkout so that the content for the one or more projects assigned to the deve1oper 

(userOl in this example) are downloaded in the newly created virtualhostOl in the 

25 workspace for the developer (userOl in this example) at the remote workstation 

computing device 14 to acess via the internet connection in this example. 

[0039] An exemplary method for activating a project io a virtual host in 

the development server ,vill now be described with reference to FIGS. 1-3 and 5. 

In step 62, a manager at the manager computing device 16 requests to active 

30 projectl in the virtualhostOl for the developer (userOl in this example) in the 

development server 12 for user01 at the remote workbench computing device 14. 
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[0040] In step 64, the development server 12 determines whether the 

virtualhostO] for the developer (user01 in this example) exists. Tf in step 64 the 

development server 12 determines the virtualhostOl for the developer (userOl in 

this example) docs not exist, then the No branch is taken to step 66. In step 66, 

5 the development server 12 creates the virtualhostO 1 fix userO 1 using the method 

described with reference to FlG. 4. 1f in step 64 the development server 12 

determines the virtualhostO 1 fix the developer ( userO 1 in this example) does exist, 

then the Yes branch is taken to step 68. In step 68, the development server ] 2 nms 

a control version system update for one or more of the projects assigned to the 

10 virtualhost01 on the workspace for the developer (userOl in this example). 

ln step 70, the development server 12 determines whether the 

projectl the manager at the manager computing device 16 has requested to active 

exists in the virtualhostOI on the workspace fru· the developer (userO 1 in this 

example), although one or more of the projects can be activated in other manners 

15 and from other sources. lf in step 70 the development server 12 detem1ines the 

projectl the manager at the manager computing device 16 has requested to active 

does not exist in the virtualhostOl on the workspace for the developer (user01 in 

this example), then the No branch is taken to step 72 resulting in an error message, 

although other manners for indicating an error can be used. If in step 70 the 

20 development server 12 detem1ines the project! the manager at the manager 

computing device 16 has requested to active docs exist in the virtualhostO l on the 

workspace fix the developer (user01 in this example), then the Yes branch is taken 

to step 74 where the execution of the activation of a project 1 is cmTied out as 

explained in greater detail with reference to FIG 6. 

25 l 0042] An exemplary method for managing execution of an activation of a 

project in a virtual host in the development server 12 will now be described with 

reference to FIGS. 1-3 and 6. In step 76, the development server 12 begins the 

execution of the activation of a project! in the virtualhostO 1 in the development 

server 12. The developer at the remote workstation computing device 14 accesses 

30 the activated projectl in the virtualhost01 in the development server 12 remotely 

via an internet connection, although other manners for accessing the project can 

be used. 
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[0043] In step 78 the development server 12 determines whether the 

projectl exists in the workspace for user01 for the developer at the remote 

workstation computing device 14 to execute one or more tasks. If in step 78 the 

development server 12 determines the projccti docs not exist in the workspace for 

5 the developer (userOl in this example), then the No branch is taken to step 80 

resulting in an error message sent to the remote workstation computing device 14, 

although other manners for indicating an error can be used. 1f in step 78 the 

development server 12 determines the project! does exist in the workspace for the 

developer (userO l in this example), then the Yes branch is taken to step 82. 

[0044] Tn step 82 the development server 12 detem1ines v,rhether the 

workspace for the developer ( userO 1 in this example) has an associated 

workbench for user O 1 in the virtualhost O 1. If in step 82 the development server 

12 determines the workspace fr)r userO l does not have an associated \Vorkbench 

for the developer (userOl in this example), then the No branch is taken to step 84. 

15 In step 84, the development server 12 creates a workbench for the developer 

( userO l in this example) associated with the workspace fr)r userO l in the 

virtualhost O 1. lf in step 82 the development server 12 determines the workspace 

for the developer (userOl in this example) does have an associated workspace for 

userOl, then the Yes branch is taken to step 86. Tn step 86, the development server 

20 12 creates a li.nk between the projectl in the workspace for the developer (user01 

in this example) and the projectl in the workbench for the developer (userOl in 

this example) as shown in FIG 3. In step 88, the development server 12 creates a 

link from the project I in workbench for userO 1 to a running area in the 

development server 12 as illustrated in FIG 1" 

25 [0045] An exemplary method for editing a project in a user workbench in 

the development server 12 will now be described with reference to FIGS. 1-3 and 

7. In step 90, a developer at the remote workstation computing device 12 begins 

this method for accessing a project, such as a computer file by way of example, 

for editing or other tasks. ln step 92, the remote workstation computing device 12 

30 establishes a secure channel with the development system 12 using a remote file 

system technology, although other manners for establishing a secure or unsecure 

connection could be used. The domain name server 18 is used to assign an IP 
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addresses to the virtualhost in the development server 12 which is used by the 

remote workstation computing device 14 to access and interact with one or more 

activated projects, although other manners for connecting and communicating 

between the devices can be used. 

10046] In step 94 the development server 12 determines whether the 

developer (uscrO 1) at the remote workstation computing device ] 2 is pcm1ittcd to 

access the workbench for userO 1. If in step 94 the development server 12 

determines the developer (userO 1) at the remote workstation computing device 12 

is not pennitted to access the workbench fi:.ff developer ( userO 1 ), then the No 

10 branch is taken to step 96 which returns an error message. Tf in step 94 the 

development server 12 determines the developer (user01) at the remote 

workstation computing device 12 is permitted to access the workbench for 

developer (user01 ), then the Yes branch is taken to step 98. 

[0047] In step 98, the development system 12 synchronizes the links to the 

15 one or more projects in the workbench for userO l to the one or more real files for 

the projects located in the workbench for userO 1. In step 100, the development 

system 12 provides access to the synchronized projects to developer (userO 1) at 

the remote workstation computing device 12 through the virtualhost, although 

other manners for providing access can be used. 

20 10048] An exemplary method for triggering an interpretation of a project 

in the development server 12 will now be described with reference to FIGS. 1-3 

and 8. ln step 102, a developer (userOl) at the remote workstation computing 

device 12 begins this method for triggering an interpretation of a project in the 

development server 12. 

25 [0049] In step l 04 the development server 12 determines whether the 

developer (userOl) requesting an interpretation of the project] is allowed to 

establish a connection with the vi1iualhostl, although other devices and manners 

for requesting an interpretatin can be used, such as a request from a manager at the 

manager computng device 16. Tf in step 104 the development server 12 

30 detem1ines the developer (user01) requesting an interpretation of the projectl is 
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not allowed to establish a connection with the virtualhostl, then the No branch is 

taken to step 106 where the request is rejected. If in step l 04 the development 

server 12 detennines the developer (user01) requesting an interpretation of the 

projcctl is allowed to establish a connection with the virtua!host1, then the Yes 

5 branch is taken to step 108. 

In step 108 the development server 12 dctcrrnincs whether the 

requested projectl or other file exists in the nmning area for interpretation. If in 

step 108 the development server 12 determines the requested project1 does not 

exist in the running area for interpretation, then the No branch is taken to step 110 

l 0 where an error message is returned. 1f in step 108 the development server 12 

determines the requested projectl does exist in the running area for interpretation, 

then the Ye:s branch is taken to :step 112. 

In step 112, the development server 12 synchronizes the projectl in 

the running area vvith the project1 in the vvorkspace for user01. Tn step 114, the 

15 development server 12 executes the interpreter to interpret the instructions in 

projectl or other file being interpreted. In step 116 the development server prints 

the output generated by the interpretation, although the output could be handled or 

stored in other manners. 

l0052J Accordingly as illustrated and described herein, this technology 

20 provides a remote \vorkbench and a remote virtual host. The remote workbench 

provides a working area in the development server 12 that can be accessed 

remotely by software developers at a remote workstation computing device and 

lets them work on tasks on the _project as if they were located locally. The remote 

virtual host iii a virtual host that is assigned to the developer through vvhich the 

25 developer can launch and execute tasks on any project that is in its workbench. 

The development server 12 in the examples described herein is TCP/IP accessible, 

executes the prngrarnmed instructions for one or more aspects of the invention and 

is where the interpreter is installed. Additionally, with this technology, a project 

manager at a manager computing device 16 can verify with the development 

30 server 12 the status of any _project at any moment. Even though working remotely, 

the developers at each remote workbench computing device never face 
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concmTency because every developer owns a working copy in the development 

server 12. 

l 0053] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

5 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and arc intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

10 processing elements or sequences, or the use of num hers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claim:s. Accordingly, the invention is limited 

only by the fbllowing claims and equivalents thereto. 
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CLAIMS 

1. A method for managing a soflwarc project, the method 

5 compnsrng: 

assigning one of one or more virtual hosts in one of one or 

more workspaces in a development computing device to a remote computing 

device; 

generating vvith the development computing device at least 

10 one link in the one of the one or more workspaces to at least one of one or more 

working copies ofproject:s in one of one or more work benches in the one of the 

one or more vi1iual hosts; 

generating with the development computing device at least 

one other link in the one of the one or more workspaces to the linked one of the 

15 one or more working copies of projects activated in a running area of the 

development computing device; and 

20 

providing with the development computing device access to 

the activated one of the one or more working copies of projects to the remote 

computing device to execute one or more tasks. 

2. The method as set forth in claim l further comprising: 

linking with the development computing device the 

activated one of the one or more working copies of projects to one of one or more 

control version repositories; and 

25 replicating with the development computing device and the 

30 

one of one or more control version repositories each of the executed one or more 

tasks on the activated one of the one or more working copies of projects on the 

other one or more workspaces. 

3, The method as set forth in claim 2 foiiher comprising 

identifying with the development computing device which one of the one of one 

or more control version repositories to link with the activated one of the one or 

more working copies of projects. 
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4. The method as set forth in claim l further comprising: 

receiving a request at the development computing device to 

interpret the activated one of the one or more working copies of projects; and 

interpreting with an interpreter in the development 

computing device the activated one of the one or more working copies of projects. 

5. The method as set forth in claim 4 fort her comprising at 

least one of updating and upgrading the interpreter in the development computing 

10 device. 

6 The method as set forth in claim 1 further comprising: 

receiving at the development computing device an 

activation request for one of the one or more working copies of projects; and 

15 activating with the development computing device the 

requested one of the one or more 'Norking copies of projects to create the activated 

one of the one or more working copies of projects. 

7. The method as set forth in claim ] further comprising 

20 creating ,vith the development computing device the one or more virtual hosts. 

25 

8. The method as set forth in claim 7 further comprising 

associating a domain name for each of the one or more virtual hosts to an IP 

address for the development computing device. 

9. A computer readable medium having stored thereon 

instructions for managing a software project comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps: 

30 assig7ling one of one or more virtual hosts in one of one or 

more workspaces in a development computing device to a remote computing 

device; 

generating at least one link in the one of the one or more 
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workspaces to at least one of one or more working copies of projects in one of one 

or more ,:vork benches in the one of the one or more virtual hosts; 

generating at least one other link in the one of the one or 

more workspaces to the linked one of the one or more working copies of proj ccts 

5 activated in a running area of the development computing device; and 

10 

providing access to the activated one of the one or more 

working copies of projects to the remote computing device to execute one or more 

tasks. 

The medium as set forth in claim 9 further comprising: 

linking the activated one of the one or rnore working copies 

of projects to one of one or more control version repositories; and 

replicating each of the executed one or more tasks on the 

activated one of the one or more working copies of projects on the other one or 

15 more workspaces. 

20 

11. The medium as set forth in claim 10 further comprising 

identifying which one of the one of one or more control version repositories to 

link with the activated one ofthc one or more working copies of projects. 

12. The medium as set forth in claim 9 further comprising: 

receiving a request to interpret the activated one of the one 

or more working copies of projects; and 

interpreting with an interpreter the activated one of the one 

25 or more working copies of projects. 

30 

13. The medium as set forth in claim 12 further comprising at 

least one of updating and upgrading the interpreter. 

14, The medium as set forth in claim 9 further comprising: 

receiving an activation request for one of the one or more 

working copies of projects; and 

activating the requested one of the one or more working 
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copies of projects to create the activated one of the one or more working copies of 

projects. 

15. The medium as set fotih in claim 9 further comprising 

5 creating the one or more vitiual hosts. 

10 

16. The medium as set forth in claim 15 fi.trther comprising 

associating a domain name for each of the one or more virtual hosts to an IP 

address for the development computing device. 

17. A :software development management apparatus 

compnsrng: 

one or more processors; 

a memory coupled to the one or more processors which are 

15 configured to execute programmed instructions stored in the memory comprising: 

assigning one of one or more virtual hosts in one of 

one or more workspaces in a development computing device to a remote 

computing device; 

generating at least one link in the one of the one or 

20 more workspaces to at least one of one or more working copies of projects in one 

25 

of one or more work benches in the one of the one or more virtual hosts; 

generating at least one other link in the one of the 

one or more ,vorkspaces to the linked one of the one or more working copies of 

projects activated in a running area of the development computing device; and 

providing access to the activated one of the one or 

more working copies of projects to the remote computing device to execute one or 

more tasks. 

18. The apparatus as set forth in claim 17 wherein the one or 

30 more processors is further configured to execute programmed instructions stored 

in the memory further comprising: 

linking the activated one of the one or more working copies 

of projects to one of one or more control version repositories; and 
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replicating each of the executed one or more tasks on the 

activated one of the one or more working copies of projects on the other one or 

more workspaces. 

19. The apparatus as set fi.)fth in claim 18 \vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising identifying which one of the one of one or more 

control version repositories to link with the activated one of the one or more 

working copies of projects. 

20. The apparatus m, set forth in claim 17 \Vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising: 

receiving a request to interpret the activated one of the one 

15 or more working copies of projects; and 

interpreting ,vith an interpreter the activated one of the one 

or more working copies of projects. 

21. The apparatus as set forth in claim 20 vvhcrcin the one or 

20 more processors is fmthcr configured to execute programmed instructions stored 

in the memory further comprising at least one of updating and upgrading the 

interpreter. 

The apparatus as set forth in claim 17 wherein the one or 

25 more processors is further configured to execute programmed instmctions stored 

in the memory further comprising: 

receiving an activation request for one of the one or more 

working copies of projects; and 

activating the requested one of the one or more working 

30 copies of projects to create the activated one of the one or more working copies of 

projects. 

23. The apparatus as set forth in claim 17 vvherein the one or 
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more processors is fo1ther configured to execute programmed instructions stored 

in the memory further comprising creating the one or more virtual hosts. 

24. The apparatus as set forth in claim 23 \'vhcrcin the one or 

5 more processors is further configured to execute programmed instrnctions stored 

in the memory fi.,rther comprising associating a domain name for each of the one 

or more virtual hosts to an IP address for the development computing device. 
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METHODS FOR FURTHER ADAPTING XSL TO HT1VIL 

DOCUl\'IENT TRANSFORMATIONS AND DEVICES 

THEREOF 

FIELD 

5 10001] This technology generally relates to methods for adapting 

eXtensible Stylesheet Language (XSL) to HTML document transfrwmations and 

devices thereof. 

BACKGROUND 

[0002] The introduction of eXtensibk Markup Language (XML) and the 

10 EXtensibleStylesheet Language (XSL) specifications has provided an easy way to 

trnnsfixm documents between various fixmats. This functionality has been 

included into Web development frameworks, giving them the ability to transform 

automatically an XML file into a document with different format such as HTML 

or XHTML, integrating the original data with graphic layout and user interface 

15 components. The XSL specifications are based on special constrncts called 

templates that match a single element or a set of similar elements and rewrite them 

and their content based on instructions defined in the template. 

[0003] Unfortunately, a problem arises when the structure of the XML 

document to process is not well defined. For example, the same element can be 

20 used for different purposes inside the XML document and based on these purposes 

multiple different transformations must be implemented. The problems get even 

worse when the task involves transforrning I-HJ\JL documents. For example the 

link element "a" can appear over a thousand times in different sections of a web 

page, such as in the main navigation bar, in hidden menus, to make images 

25 clickable, and as a button to execute JavaScript functions. Writing XSL templates 

that modify all these elements can increase complexity in an unpredictable way. 

l0004J An illustrative example of these difficulties with a simple XSL 

file managing HTML links ("a" elements) is shown in FIG. 1. As illustrated, the 

XSL file: 
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(1) changes the "href' attribute using an XPath extension 

function called myext:normalize-uri(); 

(2) if the link contains '"target" attribute with value " ___ blank", 

remove it and set "class" attribute to "external" value, otherwise "class" 

attribute will get value "internal": 

(3) if the "a'' content is an image (''img" element), then set new 

content to image "alt" attribute other<xise apply templates to its children; 

and 

(4) use the "identity" template (last one) to simply copy 

elements as they are if they are not "a" elements. 

100051 .. Accordingly, as shown the same instructions have to be written at 

least twice to keep templates simple and to cover al! the combinations of the 

above transformations. More powerful XSL constructs like name templates or 

xsl:choose or xsl:if could be utilized and the resulting XSL document will be more 

15 optimized, but also will be more complex and less readable. 

SlJMMARY 

rooo61 A method for further adapting XSL to HTML document 

transfixmations includes identifying with a web computing device one or more 

rules matching one or more elements in an HTML document. An action 

20 associated v,lith each of the identified one or more rules is identified with the web 

computing device. The identified actions are filtered with the web computing 

device based on one or more filtering rules when two or more of the identified 

actions have a match. The remaining identified actions after the filtering are 

applied with the vveb computing device to transfom1 the one or more matching 

25 elements in the HTML document. The transfoJToed HTML document is provided 

by the web computing device. 

100071 _A computer readable medium having stored thereon instrnctions 

processing rnultiple documents from multiple sites comprising machine 

executable code which when executed by at least one processor, causes the 

30 processor to perform steps including identifying one or more rules matching one 
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or more elements in an HTML document. An action associated with each of the 

identified one or more mles is identified. The identified actions are filtered based 

on one or more filtering rules when two or more of the identified actions have a 

match. The remaining identified actions after the filtering arc applied to transfom1 

5 the one or more matching elements in the HTML document. The transfi.)rmed 

HTML document is provided. 

[0008] A ,.veb computing apparatus includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including identifying one or more 

10 mles matching one or more elements in an HTML document An action 

associated with each of the identified one or more rules is identified. The 

identified actions are filtered based on one or more filtering rules when two or 

more of the identified actions have a match. The remaining identified actions 

after the filtering are applied to transform the one or more matching elements in 

15 the HTML document. The transformed HTML document is provided. 

[0009] This technology provides a number of advantages including 

providing a method, computer readable medium and apparatus that further adapts 

XSL to HTML document transformations. More specifically, examples of this 

technology identify a set of similar elements, i.e. sharing same properties, and 

20 then defines a set of actions to take on those elements, such as rename, set/change 

attributes, and set their content. With this technology, if one element is member 

of two or more sets, then all actions defined for these sets can be applied to the 

element. This enable smaller sets of instmctions to be defined for well defined 

sets of elements without the need of rewriting same instructions for different sets. 

25 These sets of instructions are then transformed into XSL instructions that can be 

processed by any XSL processor. 

1000101 

1000111 

BRIEF DESCRIPTION OF THE DRA. '\VIN GS 

FIG. 1 is an exemplary XSL file managing HTML links; 

FIG. 2 is a block diagram of an exemplary systern with a proxy 

30 server configured to adapt XSL to HTML document transfixmations; 
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[00012] FIG. 3 is a flow chart of an exemplary method for adapting XSL to 

HTML document transformations; 

[00013] FIG. 4 are three exemplary rules; and 

[00014] FIG. 5 is a resulting XSL file from an automatic translation of the 

5 rules files shown in FIG. 4 into XSL format 

DETAILED DESCRIPTION 

100015] An exemplary environment 10 with a proxy server 12 configured 

to further adapt XSL to HTML document transfonnation is illustrated in FTG. 1, 

although this technology can be implemented on other types of devices, although 

l O this technology can be implemented on other types of devices, such as one of the 

web server devices 16(1)-16(n) by "vay of example only. The exemplary 

environment 10 includes the proxy server or apparatus 12, client devices 14(1 )-

14(n), the vveb server devices 16( l )-16(n), and communication networks 18(1 )-

18(2), although other numbers and types of systems, devices, and/or elements in 

15 other configurations and environments with other communication network 

topologies can be used. This technology provides a number of advantages 

including providing a method, computer readable medium and an apparatus that 

further adapts XSL to HTML document transformations. 

[00016] Referring more specifically to FIG. 1, the proxy server 12 includes 

20 a central processing unit (CPU) or processor 13, a memory 15, and an interface 

system 17 which are coupled together by a bus 19 or other link, although other 

numbers and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The processor l 3 in the proxy server 12 

executes a program of stored instructions one or more aspects of the present 

25 invention as described and illustrated by way of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00017] The memory 15 in the proxy server 12 stores these programmed 

instructions for one or more aspects of the present invention as described and 

illustrated herein, although some or all of the programmed instructions could be 
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stored and/or executed elsewhere. A variety of difforent types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or written to by a magnetic, 

5 optical, or other reading and/or writing system that is coupled to the processor 13, 

can be used for the memory 15 in the proxy server 12. 

[00018] The interface system 17 in the proxy server 12 is used to 

operatively couple and communicate between the proxy server 12 and the client 

devices 14(1 )-l 4(n) and the web server devices 16(1 )-16(n) via the 

10 communication netvvorks 18( 1) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication 

networks 18( 1) and 18(2) can use TCP /TP over Ethernet and industry-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other t~mes and 

15 numbers of communication networks, such as a direct connection, a local area 

netvvork, a vvide area network, moderns and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

100019] Each of the client devices 14(1 )-14(n) enables a user to request, 

20 get and interact vvith vveb pages from one or more web sites hosted by the web 

server devices 16( 1 )- l 6(n) through the proxy server 12 via one or more 

communication nctv:orks, although one or more of the client devices 14(1 )-14(n) 

could access content and utilize other ty11es and numbers of applications from 

other sources and could provide a wide variety of other fi.mctions for the user. 

25 Although multiple client devices 14(1)-14(n) are shown, other numbers and types 

of user computing systems could be used. In this example, the client devices 

14(1)-14(n) comprise mobile devices with Internet access that permit a website 

fom1 page or other retrieved data to be displayed, although each of the client 

devices 14(1 )-14(n). By way of example only, one or more of the client devices 

30 14(1)-14(n) can comprise smart phones, personal digital assistants, or computers. 
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[00020] Each of client devices 14(1 )-l 4(n) in this example is a computing 

device that includes a central processing unit (CP1.J) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link, although one or more of client devices 

5 14( l )- l 4(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

devices 14(1 )-14(n) executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and t}1Jes of programmed instrnctions. 

[00021] The memory 22 in each of the client devices 14( l )-l 4(n) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

15 read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or wlitten to by a 

magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1 )-

20 

l 4(n. 

rooo221 The user input device 24 in each of the client devices 14( 1 )-l 4(n) 

is used to input selections, such as requests for a particular website form page or 

to enter data in fields of a form page, although the user input device could be used 

to input other types of data and interact with other elements. The user input 

device can include ke:n-,ads, touch screens, and/or vocal input processing systems 

25 although other types and mrmbers of user input devices can be used. 

[00023] The display 26 in each ofthe client devices 14(1 )- l 4(n) is used to 

show data and information to the user, such as v,rebsite page by way of exarnple 

only. The display in each of the client devices 14(1)-14(n) is a phone screen 

display, although other types and numbers of displays could be used depending on 

30 the particular type of client device. 
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[00024] The interface system 28 in each of the client devices 14(1 )- l 4(n) is 

used to operatively couple and communicate between the client devices 14(1 )-

14(n) and the proxy server 12 and web server devices 16(1)-16(n) over the 

communication networks 18(1) and 18(2), although other types and numbers of 

5 communication networks with other types and numbers of connections and 

configurations can be used. 

[00025] The 'Web server devices 16(1)-16(n) provide one or more pages 

from one or more web sites for use by one or more of the client devices 14( 1 )

] 4(n) via the proxy server 12, although the web server devices 16(1)-16(n) can 

10 provide other numbers and types of applications and/or content and can have 

provide other numbers and types of functions. Although web server devices 

16(1 )-16(n) are shown for ease of illustration and discussion, other numbers and 

types of web server systems and devices can be used. 

[00026] Each of the web server devices 16( l )-l 6(n) include a central 

15 processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

16(1 )-l 6(n) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16(1 )-16(n) executes a program of 

20 stored instrnctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[00027] The memory in each of the web server devices 16(1 )-l 6(n) stores 

these programmed instrnctions for one or more aspects of the present invention as 

25 described and illustrated by vvay of the embodiments, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access rnemory 

(RATvi) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium \vhich is read from 

30 and/or written to by a magnetic, optical, or other reading and/or writing system 
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server devices 16(1 )-16(n). 

[00028] The interface system in each of the web server devices 16(1)-16(n) 

is used to operatively couple and communicate between the web server devices 

5 16(1)-16(n) and the proxy server 12 and the client devices 14(1)-14(11) via 

communication networks 18(1) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. 

[00029] Although embodiments of the proxy server 12, the client devices 

10 ]4(1)-14(n), and the ,:veb server devices 16(1)-16(n), are described and illustrated 

herein, each of the client devices 14( l)-14(n), the proxy server 12, and the web 

server devices 16(1)-16(n), can be implemented on any suitable computer system 

or computing device. His to be understood that the devices and systems of the 

embodiments described herein are for exemplary purposes, as many variations of 

15 the specific hardware and software used to implement the embodiments are 

possible, as will be appreciated by those skilled in the relevant art(s). 

[00030] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro--controllers, programmed 

20 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

roo031] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

25 redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

30 telecommunications in any suitable fonn (e.g., voice and modern), wireless 
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communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intrancts, and combinations thereof 

100032] The embodiments may also be embodied as a computer readable 

medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

carry out the steps necessary to implement the methods of the embodiments, as 

10 described and illustrated herein. 

[00033] An exemplary method for further adapting XSL to HTML 

document transformations with proxy server 12 will now be described with 

reference to FIGS. 2-5, although again this technology can be executed by other 

types of devices, such as by one of the web server devices 16(1 )- l 6(n) and 

15 without a proxy server by way of example only. Referring more specifically to 

FIG. 3, in step 100 the proxy server 12 receives an HTML document to transform 

from one of the web server devices J 6(1 )-16(n) for one of the client computing 

devices 14(1 )-14(n), although this exemplary method can be executed by other 

types and numbers of devices. The proxy server 12 traverses the HTML 

20 document to identify each element and generate rnles for each identified element. 

1n this particular example, the rules files illustrated in FIG. 4 are rules written for 

HT!v1L clement "'a", although the HTML document can have other types of and 

numbers of elements and rules. 

[00034] In step 102, the proxy server 12 identifies the action(s) defined for 

25 each rnle in the rn les files shovvn in FIG. 4 matching the HTML element being 

analyzed, although other manners for finding the action(s) could be used. The 

action(s) are statements that when executed change some properties of the 

matched element and are defined by the XML element(s) that are a child or 

children of the rule execute section. The match section of the rule is an XPath 

30 expression used to identify the other HTML elements matching the rule, although 

other matching expressions could be used. In this exemplary embodiment the 
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available actions are: (1) remove-element: to remove the matched element; (2) 

replace-element: to replace the matched element with a new element (changing its 

name); (3) linearize-table: to take some (or all) the cells of the matched HTML 

table and place their content in a different order thanks to multiple instrnctions 

5 called sho\v-cell (fi.)r example <show-cell row""J" col"0"2"/>; (4) set-meta

category: to set the value of a special attribute caUed un-meta for the matched 

element; (5)rnove-bottom: take matched element and move it to the bottom of the 

document; ( 6) set-attribute: to set/change the value of a given att1ibute of matched 

element; (7) remove-attribute: to remove a given attribute of matched element; (8) 

10 set-content: to set new content for the matched element; (9) append-content: to 

append new content afl:er the last child of current element. It's evident that some 

elements to be transfbrmed can match two or even more sets of actions. In this 

case all sets actions ,vill be "eligible" to be applied to the element. The 

priority/con±1ict mies defined for the language will be applied to filter actions and 

15 to decide which ones to use. 

[00035] In step 104, the proxy server 12 determines whether any of the 

identified actions for the rules match. If in step 104, the proxy server 12 

determines there are no matching actions, then the No branch is taken to step 106. 

Tn step 106, the proxy server 12 executes the actions on the rules to transform the 

20 HTML document. If in step 104, the proxy server 12 detem1ines there are 

matching actions, then the Y cs branch is taken to step 108. 

[00036] ln step 108, the proxy server 12 applies one or more filtering rnlcs 

to filter the out the matching actions which are not applicable, although other 

manners for filtering the matching actions can be used. 1n this example, the 

25 filtering rnles are: (1) group all matching actions based on document order of 

appearance (2) if the action is remove-element, then remove all of the following: 

remove-element; replace-element; linearize-table; set-meta-category; move

bottom; set-attribute; remove-attribute; set-content; and append-content; (3) if the 

action is replace-element, then remove all of the following: remove-element; 

30 replace-element; and linearize-table; (4) if the action is linearize-table, then 

remove all of the following: remove-element; replace-element; linearize-table; set

meta-eateg01y; set•-attribute; remove-•attribute; set--content; append·-content. 
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Furthermore remove ail preceding: set-meta-category; set-attribute; remove

att1ibute; set-content; and append-content. (5) if the action is set-meta-category, 

then remove all following: remove-element, set-meta-category: (6) if action is 

move-bottom, remove all fi)!lowing: remove-clement and move-bottom; (7) if the 

5 action is set-attribute, then remove all fol lowing: remove-element; set-attribute if 

name parameter of following action is equal to the name parameter of the 

matching action; and remove-attribute if name parameter of following action is 

equal to the name parameter of the matching action; (8) if the action is remove

attribute, then remove all following: remove-element; set-attribute if name 

10 parameter of following action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action; (9) if the action is set-content, then 

remove all following: remove-element; set-content and append-content; and (10) 

if the action is append-content, then remove all following: remove-element; set-

15 content; and append-content. 

20 

25 

[00037] In step 110, the proxy server 12 applies the remaining action(s) 

which remain after the filtering to transfom1 the elements of the HTML document. 

ln step 112, the proxy server 12 provides the transformed elements of the HTML 

document. 

rooo3s1 In this particular example, the XSL file resulting from the 

automatic translation of the rnles files shown in FIG. 4 into the XSL format is 

illustrated in FlG. 5. As shown, the resulting XSL file can be even more complex 

than the original XSL file shown in FIG. l. This is expected since the new 

language has been created to transfer complexity at the machine level. 

[00039] Accordingly, as illustrated and desc1ibed herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that further adapts XSL to HTML docurnent 

transformations. More specifically, examples of this technology identify a set of 

similar elements, i.e. sharing the same properties, and then defines a set of actions 

30 to take on those elements, such as rename, set/change attributes, and set their 

content. Vvith this technology, if one element is member of tvvo or more sets, then 

ACCESSIBE LTD EXHIBIT 1004 
Page 1577 of 2149



WO 2012/024380 PCT/USlOU/048058 

- 12 -

all actions defined for these sets can be applied to the element. This enable 

smaller sets of instructions to be defined for well defined sets of elements without 

the need of rewriting same instructions for different sets. These sets of 

instructions arc then transformed into XSL instructions that can be processed by 

5 any XSL processor. 

rooo401 I-iaving thus described the basic concept of the invention, it vvill be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

10 skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

15 except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for further adapting XSL to HTML document 

transfom1ations, the method comprising: 

identifying with a web computing device one or more rules 

matching one or more elements in an HTML document; 

identifying with the web computing device an action 

associated with each of the identified one or more mks; 

filtering with the web computing device the identified 

l O actions based on one or more filtering rnles when two or more of the identified 

actions have a match; and 

15 

applying with the web computing device the remaining 

:identified actions after the filtering to transform the one or more matching 

elements in the HTML document 

providing v;ith the web computing device the transfom1ed 

HTML document. 

2. The method as set forth in claim 1 foither comprising 

determining with the web computing device when two or more of the identified 

20 actions have a match. 

3. The method as set forth in claim l wherein the filtering 

further comprises: 

grouping with the \veb computing device each of the 

25 identified actions \vhich have a match together; and 

removing with the web computing device one or more of 

the actions in each of the groups based on the one or more filtering rules. 

4. The method as set forth in claim 3 wherein the one or more 

30 filtering rules comprises removing remove-element, replace-element, linearize

table, set-meta-category, move-bottom, set-attribute, remove-attribute, set-content, 

and append--content when the identified action in the group is remove-element. 
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5. The method as set forth in claim 3 v,therein the one or more 

filtering rnles comprises removing remove-element, replace-element and 

linearize-table when the identified action in the group is rcplaec-clcmcnt. 

6. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, replace-element, linearize

tahle, set-meta-category, set-attribute, remove-attribute, set-content, append

content and removing all preceding set-meta-category, set-attribute, remove-

10 attribute, set-content, and append-content when the identified action in the group 

is linearize-table. 

7. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element and set-meta-category when 

15 the identified action in the group is set-meta-category. 

20 

8. The method as set forth in claim 3 wherein the one or more 

filtering mies comprises removing remove-element and move-bottom when the 

identified action in the group is move-bottom. 

9. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

25 name parameter of the matching action when the identified action in the group is 

set-attribute. 

10. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-attribute if name 

30 parameter of following action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action ,vhen the identified action in the group is 

remove-attribute. 
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11. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-clement, set-content, and appcnd-

5 content vvhen the identified action in the gToup is set-content 

10 

15 

20 

12. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-content. and append

content when the identified action in the group is append-content. 

13. The method a~ set fi.-:irth in claim] wherein one or more of 

the actions can comprise one or more of remove-element replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content. 

14. A computer readable medium having stored thereon 

instructions processing multiple documents from multiple sites comprising 

machine executable code vvhich when executed by at least one processor, causes 

the processor to perform steps comp1ising: 

identifying one or more rules matching one or more 

elements in an HTML document; 

identifying an action associated with each of the identified 

one or more rnles; 

filtering the identified actions based on one or more 

25 filtering rules when two or more of the identified actions have a match; and 

30 

applying the remaining identified actions after the filtering 

to transform the one or more matching elements in the HTML document 

providing the transformed HTML document. 

15, The medium as set forth in claim 14 further comprising 

determining when two or more of the identified actions have a match. 
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16. The medium as set forth in claim 14 wherein the filtering 

further comprises: 

grouping each of the identified actions which have a match 

together; and 

5 removing one or more of the actions in each of the groups 

based on the one or more filte1ing rules. 

17. The medium as set forth in claim 16 wherein the one or 

more filtering rnles comprises removing remove-element, replace-element, 

10 linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content vv'l1en the identified action in the group is remove

element 

18. The medium as set forth in claim 16 wherein the one or 

15 more filtering mles comprises removing remove-element, replace-element, and 

linearize-table when the identified action in the group is replace-element. 

19. The medium as set fotih in claim 16 vvherein the one or 

more filtering rules comprises removing rcmovc-dcmcnt, replace-clement, 

20 linearize-table, set-meta-category, set-attribute, remove-attribute, set-content, 

append-content and removing all preceding set-meta-category, set-attribute, 

remove-attribute, set-content, and append-content when the identified action in the 

group is linearize-table. 

25 20. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element and set-meta-category 

when the identified action in the group is set-meta-category. 

21. The medium as set forth in claim 16 wherein the one or 

30 more filtering rules comprises removing remove-element and move-bottom when 

the identified action in the group is move-bottom. 
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22. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

5 name parameter of the matching action when the identified action in the group is 

set-attribute. 

23. The medium as set forth in claim 16 wherein the one or 

more filtering rnles comprises removing remove-element, set-attribute if name 

10 parameter of following action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action when the identified action in the group is 

remove-attribute. 

15 24. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, set-content, and 

append--content when the identified action in the group is set-content. 

25. The medium as set forth in dairn 16 wherein the one or 

20 more filtering rules comprises rcmvoing remove-clement, set-content, and 

append-content when the identified action in the group is append-content. 

26. The medium as set forth in claim 14 wherein one or more of 

the actions can comprise one or more of remove-element replace-element, 

25 linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content. 

27. /\ web proxy apparatus comprising: 

one or more processors; 

30 a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

identifying one or more rules matching one or more 

elements in an HTML document: 
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identifying an action associated with each of the 

identified one or more mles; 

filtering the identified actions based on one or more 

filtering rules when two or more of the identified actions have a match; and 

5 applying the remaining identified actions after the 

filtering to transfom1 the one or more matching elements in the HTML document 

providing the transformed HT['v1L document. 

28. The apparatus as set fo1ih in claim 27 wherein the one or 

10 more processors is further confi1:,rured to execute programmed instrnctions stored 

in the memory further comprising determining when two or more of the identified 

actions have a match. 

29. The apparatus as set forth in claim 27 wherein the one or 

15 more processors is further configured to execute programmed instructions stored 

in the memory for the filtering further comprising: 

grouping each of the identified actions which have a match 

together; and 

removing one or more of the actions in each of the groups 

20 based on the one or more filtering rules. 

30. The apparatus as set forth in claim 29 wherein the one or 

more filtering rnles comprises removing remove-element, replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

25 set-content, and append-content vd1en the identified action in the group is remove

element 

31. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, and 

30 linearize-table when the identified action in the group is replace-element. 

32. The apparatus as set fi.)rth in claim 30 vvherein the one or 

more filtering rules comprises removing remove-element, replace-element, 
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linearize-table, set-meta-category, set-attribute, remove-attribute, set-content, 

append-content and removing all preceding set-meta-category, set-attribute, 

remove--attribute, set--content, and append--content v;hen the identified action in the 

group is linearize-table. 

33. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element and set-meta-category 

when the identified action in the group is set-meta-category. 

34. The apparatus as set forth in claim 30 \vhcrcin the one or 

more filtering rules comprises removing remove-element and move-bottom when 

the identified action in the group is move-bottom. 

35. The apparatus as set forth in claim 30 wherein the one or 

15 rnore filtering rnles comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action when the identified action in the group is 

set-attribute. 

20 

36. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

25 name parameter of the matching action when the identified action in the group is 

remove-attribute. 

37. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, set-content, and 

30 append--content 'When the identified action in the group is set-content. 
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38. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises remvoing remove-element, set-content, and 

append-content when the identified action in the group is append-content. 

5 39. The apparatus as set fi.)fth in claim 27 \vherein one or more 

of the actions can comprise one or more of remove-element replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1586 of 2149



WO 2U12i024380 PCT /lJS2U11iU48058 

1/5 

<?xmi version"""l .O'' encoding= "UTF-8"?> 
<xsl:sty1esheetxn1ns:xsl-"http://v..'\vw,w3.org/19991XSL/Transform"version="l.O'') 

<xsl:template match===··a[@targer-='_blank' and img]"> 
<a href=" { myext:normalize-url(@hre:I)}" dass="extemaP'>, 

<xsl:value-of select=''img/@alf' /> 

</xsl:template> 

<xsl:template match="a[(~target=' blankT'> 
<a href:"'" { myext: nonnalize-url(@href)}" class="extemal''>, 

<xsl:apply-templates/> 
</a,"> 

</xsl:template> 

<xsl:template match='"a[img]''> 
<a href==" { myext:normalize-url(@href)}" class="intemal''>, 

<xst:value-of select="img/@alt"/> 
</a-> 

</xsl:template> 

<xsl:template match='"a"> 
<a hret=" { myext:nonnalize-url(@href:)} '' class==internal''>~ 

<xsl:apply-templates/> 
</a>. 

</xsl:template> 

<xsl:template match="*"> 
<xsl:copy> 

<xsl:copy-of select::::••@*"/> 
</xs 1 :apply-templates/> 

</xsl:copy> 
</xsl:template> 

</xs1:stylesheet> 

FIG" 1 
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<rules> 

<rule for 
<match>@target= '_ blank'</match> 
<execute> 

<setttattribute name"' "class''>extemal</set-attribute> 
<remove~attribute name= "target"/> 

<✓execute> 

</mle> 

<rule for == "a'1> 
<match>img</match> 
<execute> 

<set-content> 

</rule> 

<xsl:value-qt select= "img/@alt"/> 
</set-content> 

</execute> 

<rule. for ="a''> L....:.--~-' 

;</mle>, 

</mles> 

<match>trueO</match> 
<execute> 

<set-attribute name== "class">intemal<Jset-attribute> 
<set-attribute name = "href' select = "myext:normalize-url(@href)" /> 

<✓execute> 

FIG~ 4 
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<?xml version "'LO" encoding "UTF-8?> 
<xsl:stylesheet xmln:xsl="htip:/h,V\V,w3.org/1999/XSL/Transfomi" version="' LO" 

<xsl:template match=''a"> 
<xs1:copy> 
<xsl :attribute name=··href><xsl:value-of select-"myext:normalize
url(@hrefY, /></xsl :attribute> 
<xsl:choose> 

<xsl:when test= "@target='_ blank'> 
<xsl:attribute name="class">external</xsl:aUribute> 

</xsl:when> 
<xsl:otherwise> 

<xsl:attribute nam.e = "dass''>internal<.Jxsi:attribute> 
<xsl: if test="@target"> 

<xsl:copy-of select="@targef'/> 
</xsl:if> 

</xsl :othenvise> 
</xsl:choose> 
<xsl:choose> 

<xsl:when test = "img"> 
<xsl:value-of select= "img/@alf'/> 

</xsl:when> 
<xsl:otherwise> 

<xsl:apply-templates/> 
</xsl:othenvise> 

</xsl:choose> 
</xsl:copy> 

</xsl:template> 

<xsl:template match-"*"> 
<xsl:copy> 

<xsl:copy¥of select="'@*"/> 
<xsl:apply-templates/> 

</xsl:copy> 
</xsl:template> 

</xsl:stylesheet"> 

FIG. 5 
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1VH~THODS 'FOR EXTENDING A DOClJMENT 
TRAN8-FORIVIATION SERVER TO PROCESS J\1.ULTIPLE 
DOCUMENTS FROIVI 1\/[UL TIPLE SITES AND DEVICES 

THEREOF 

FIELD 

100011 This technology generally relates to methods and devices for 

transforming and rendering documents and, more pai:ticularly, to methods for 

extending a document transfom1ation server to process multiple documents from 

multiple sites and dev:ices thereof. 

BACKGROUND 

[0002] The introduct:ion of eXtensible Markup Language (XML) and the 

EXtensibleStylesheet Language (XSL) specifications has provided an easy ,vay to 

transform documents between various fomrnts. This functionality has been 

:included into Web developrnent frameworks enabling them to automatically 

15 transfonn an XML file into a document with different format, such as HTML or 

XHTML, and integrate the original data with a graphic layout and user interface 

parts. 

[0003] This transformation process is based on the following basic 

scheme. Each URL on a website is associated to a single XML file and to one or 

20 more XSL style sheets. The associated XML file and XSL style sheet(s) include 

the transformation rules used to customize the webpage into a desired format. 

!0004] An example of a prior art method for transforming and rendering a 

single document is illustrated in FTG. 2. In step 100, a server receives an HTTP 

request. ln step 102, the sen1er extracts the parts from the PATH and QTJERY 

25 fields in the HTTP request to identify and obtain the document to be processed. 

[0005] In step 104, the server determines whether the extracted parts in 

the PA TH and QUERY fields of the HTTP request match an XML source for the 

document to be processed. Tf in step 104 the server determines the extracted parts 

in the PATH and QUERY fields of the HTTP request do not have an association 

30 with an XML source, then the No branch is taken to step 106. In step 106, the 
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server generates an error page document. In step 108 the server returns the 

generated error page document in an HTTP response to the HTTP request. 

l 0006] If in step l 04 the server determines the extracted parts in the 

PATH and QUERY fields of the HTTP request do have an association with an 

5 XML source for the document to be processed, then the Yes branch is taken to 

step 110. In step 110, the server obtains the document to be processed frorn the 

XML source and generates an XML document 

[0007] In step 112, the server determines whether the extracted parts in 

the PATH and QUERY fields of the HTTP request match one of one or more 

l 0 stored XML processors. If in step 1 12 the server determines the extracted parts in 

the PATH and QUERY fields of the HTTP request do not match one of one or 

more stored XML processors, then the No branch is taken to step 114. ln step 

114, the server converts the XML document into a desired format. Next, in step 

l 08 the returns the convelied XML document in an HTTP response to the HTTP 

15 request. 

[0008] If in step 112 the server determines the extracted parts in the 

PATH and QlJER Y fields of the HTTP request do match one or more stored of 

the XML processors, then the Yes branch is taken to step 116. In step 116, the 

server nms the one or more matching XML processors on the previously 

20 generated XML document. In step 114, the server converts the processed XML 

document into a desired frmnat. Next, in step 108 the server returns the converted 

XML document in an HTTP response to the HTTP request. 

[0009] Referring to FIG. 3, an exemplary prior art fragment of a 

sitemap.xmap document which is a configuration file of Apache Cocoon is 

25 illustrated. This fragment has two sets of prior art instructions to process 

documents. 

[00010] The first set of instructions executed starts v.rith XML element 

<map:match pattern=""> and matches the document with an empty component in 

the PATH field that is the home page of a site (for example wwvv.sample.com). 

30 The document is obtained by loading the XML file "welcome.xml" as the 
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document or other file to be _processed, then applying the XSL transformation 

described in welcome.xsl using XHTML format to return it to the browser 

because of the <map :serialize> instrnction. 

[00011] The second set of instrnctions matches an entire set of web site 

5 pages: all pages whose PATH field starts with "static-site/" and ends with a name 

followed by ".xml" extension (for example, 'Nv,w.sarnplc.com/static

site/ne\vs.xml). The first instruction loads the corresponding documents or other 

files from the xdocs directory (for example xdocs/news.xml). The second 

instruction applies an XSL trnnsforrnation using one or more identified matching 

10 XML processors that transforms the original xml document into an HTML 

document adding web site user interface (web site navigation links, site logo etc). 

The last instruction returns the document to the browser in HTML format. 

1000121 Accordingly, as illustrated and described above, the prior art 

provides methods for transforming and rendering documents. Unfortunately, 

15 these transformation rnles cmTently can not be utilized in an effective and efficient 

manner by a document transformation server in a single application instance to 

transfixm multiple documents from multiple websites. 

SUMMARY 

[00013] A method for extending a document transformation server to 

20 process multiple documents from multiple websites includes obtaining ,vith a 

document transfi.xmation server a document to process based on at least a URL of 

the document to process in an HTTP request URL. An XML source representing 

the document to process is generated with the document transfom1ation server. 

One or more XML processors associated with at least a portion of the HTTP 

25 request URL from a plurality of stored associations are identified with the 

document transfonnation server. The XML source is transfom1ed by the 

document transformation server with each of the identified one identified XML 

processors. The generated document is provided in an HTTP response to the 

HTTP request URL by the document transfrxmation server. 
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[00014] A non-transitory computer readable medium having stored thereon 

instructions for extending a document transfonnation server to process multiple 

documents from multiple websites comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps 

5 including obtaining a document to process based on at least a URL of the 

document to process in an HTTP request URL. An XML source representing the 

obtained document to process is generated and one or more Xf'v1L processors that 

are associated with at least a portion of the HTTP request URL from a plurality of 

stored associations are identified. The XML source is transfr1rmed with each of 

10 the identified one identified XML processors and the generated document is 

provided in an HTTP response to the HTTP request URL. 

!00015] A document tram,fonnation apparatus includes one or more 

processors and a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory obtaining a 

15 document to process based on at least a URL of the document to process in an 

HTTP request URL. An XML source representing the obtained document to 

process is generated and one or more XML processors that are associated with at 

least a portion of the HTTP request URL from a plurality of stored associations 

are identified. The XML source is transformed with each of the identified one 

20 identified XML processors and the generated document is provided in an HTTP 

response to the HTTP request URL. 

[00016] This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that extends a 

document transfonnation server to process multiple documents from multiple 

25 sites. With this technology, an exemplary document transformation server can 

efficiently manage the transformation and rendering of documents using a single 

web application instance. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[00017] FIG. 1 is a block diagram of an exemplary environment with an 

exemplary document transfom1ation server configured to process multiple 

documents from multiple sites; 

[00018] FIG. 2 is a flow chart of a prior art method for transforming and 

rendering a document; 

rooo191 

rooo201 

HG. 3 is a prior art fragment of a configuration file; 

HG. 4 is an exemplary flmv chart of a method for extending a 

document transformation server to process multiple documents from multiple 

l O sites; 

15 

[00021] FIG. 5 is an exemplary flow chart of a method for obtaining a 

mapping file; and 

[00022] FIG. 6 is an exemplary implementation of a mapping file. 

DETAILED DESCRlPTION 

[00023] An exemplary environment 10 \vith a document transfbrrnation 

server 12 configured to process multiple documents from multiple websites is 

illustrated in FIG. 1. The exemplary environment 10 includes the document 

transformation server or apparatus 12, client devices 14( 1 )-14(n), web server 

devices 16(1)-16(n), and communication networks 18(1)-18(2), although other 

20 numbers and types of systems, devices, and/or elements in other configurations 

and environments with other communication network topologies can be used. 

This technology provides a number of advantages including providing a method, 

computer readable medium and an apparatus that extends a document 

transformation server to process multiple documents from multiple sites. 

25 100024] Referring more specifically to FIG. 1, the document 

transformation server 12 includes a central processing unit (CPU) or processor 13, 

a memory 15, and an interlace system 17 which are coupled together by a bus 19 
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or other link, although other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. 

Additionally, other types and numbers of proxy servers or other computing 

devices could be configured to execute the exemplary methods illustrated and 

5 described herein. The processor 13 in the document transfixmation server 12 

executes a program of stored instrnctions one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00025] The memory 15 in the document transfomrntion server ] 2 stores 

10 these programmed instrn ctions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of difforent 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

15 DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or w1iting system that is 

coupled to the processor 13, can be used for the memory 15 in the document 

transformation server 12. 

100026] The interface system 17 in the document transformation server 12 

20 is used to operatively couple and communicate between the document 

transfonnation server 12 and the client devices 14(i)-14(n) and the web server 

devices 16(1)-16(n) via the communication networks 18(1) and 18(2), although 

other t111es and numbers of cornrnunication networks with other types and 

numbers of connections and configurations can be used. By vvay of example only, 

25 the communication networks 18(1) and 18(2) can use TCP/IP over Ethernet and 

industry-standard protocols, including HTTP, HTTPS, WAP, and SOAP, although 

other types and numbers of communication netvvorks, such as a direct connection, 

a local area network, a wide area network, modems and phone lines, e-mail, and 

wireless and hardwire communication technology, each having their own 

30 communications protocols, can be used. 
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[00027] Each of the client devices 14(1 )- l 4(n) enables a user to request, 

get and interact with documents and other files from one or more web sites hosted 

by the web server devices 16(1)-16(n) through the document transformation server 

12 via one or more communication networks, although one or more of the client 

5 devices 14(1)-14(n) could access content and utilize other types and numbers of 

applications from other sources and could provide a wide variety of other 

functions for the user. Although multiple client devices 14(1)-14(n) are shown, 

other numbers and types of user computing systems could be used. 

[00028] Each of client devices 14(1 )-l 4(n) in this example is a computing 

10 device that includes a central processing unit (CPU) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link, although one or rnore of client devices 

14( l)-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

15 devices 14(1 )-l 4(n) executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and t}1)es of programmed instmctions. 

[00029] The memory 22 in each of the client devices 14(1)-14(n) stores 

these programmed instructions for one or more aspects of the present invention as 

20 described and illustrated herein, although some or all of the progTammed 

instructions could be stored and/or executed else,1vhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or w1itten to by a 

25 magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1 )

l 4(n. 

[00030] The user input device 24 in each of the client devices 14(1 )-l 4(n) 

is used to input selections and other data, although the user input device could 

30 provide other functions and interact with other elements. The user input device 
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although other types and numbers of user input devices can be used. 

[00031] The display 26 in each of the client devices 14(1)-14(n) is used to 

show data and infonnation to the user, such as a website page by v.ray of example 

5 only. The display in each of the client devices 14( l )- l 4(n) is a computer screen 

display, although other types and numbers of displays could be used depending on 

the particular type of client device. 

[00032] The interface system 28 in each of the client devices 14( 1 )-l 4(n) is 

used to operatively couple and communicate between the client devices 14(1 )-

10 ] 4(n) and the document transformation server 12 and web server devices 16(1 )-

16(n) over the communication networks 18(1) and 18(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

!00033] The web server devices 16(1)-16(n) provide one or more pages 

15 from one or more web sites for use by one or more of the client devices 14(1 )-

14(n) via the document transformation server 12, although the web server devices 

] 6(1 )-16(n) can provide other numbers and types of applications and/or content 

and can have provide other nurnbers and types of functions. Although web server 

devices 16( l )--16( n) are shown for ease of illustration and discussion, other 

20 numbers and types of web server systems and devices can be used. 

!00034] Each of the web server devices 16(1 )- l 6(n) include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link although each of the web server devices 

] 6(1 )-l 6(n) could have other numbers and types of components, parts, devices, 

25 systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16( l )-16(n) executes a program of 

stored instrnctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 
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[00035] The memory in each of the web server devices 16(1)-16(n) stores 

these programmed instrnctions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

5 different t)1-,es of memory storage devices, such as a random access memory 

(RAiv1) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used for the memory in each of the web 

10 server devices 16( 1 )-16( n). 

100036] The interface system in each of the web server devices 16(1)-16(n) 

is used to operatively couple and communicate between the web server devices 

16( l )-16(n) and the document transfrmnation server 12 and the client devices 

14( l )-14(n) via communication networks 18(1) and 18(2), although other types 

15 and numbers of communication networks with other types and numbers of 

connections and configurations can be used. 

[00037] Although embodiments of the document transfomrntion server 12, 

the client devices 14( 1 )-14(n), and the web server devices 16(1 )-16(n), are 

described and illustrated herein, each of the client devices 14(1)-14(n), the 

20 document transfomrntion server 12, and the web server devices 16(1 )-l 6(n ), can 

be implemented on any suitable computer system or computing device. It is to be 

understood that the devices and systems of the embodiments described herein arc 

for exemplary purposes, as many variations of the specific hanhvare and sofl:ware 

used to implement the embodiments are possible, as will be appreciated by those 

25 skilled in the relevant art(s). 

[00038] Furthermore, each of the systems ofthe embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

30 and as will be appreciated by those ordinary skill in the mt. 
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[00039] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

5 robustness and perfi:.mnance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable net\vork using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable fom1 (e.g., voice and modem), vvireless 

10 communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Netvvork (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00040] The embodiments may also be embodied as non-transitory 

15 computer readable medium having instructions stored thereon for one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

20 roo0411 An exemplary method fi:.)r extending a document transformation 

server 12 to process multiple documents from multiple sites, such as web server 

devices 16(1)-16(n), in an exemplary environment 10 will now be described with 

reference to FIGS. 1 and 4-6. Referring more specifically to Fm. 4, in step 200 

the document transformation server l 2 receives an HTTP request vvhose url 

25 contains the URI of the document to process, from one of the client computing 

devices 14(l)-14(n), although other types of requests could be received and from 

other types of devices. Optionally, if the lJRI of the document to process is 

encoded, the document transformation server 12 will decode the URI of the 

document to process, although other manners for processing an encoded URl or 

30 other encoded portion of a URI HTTP request could be used. Since manners for 

encoding and decoding are well known to those of ordinary skill in the art, they 

will not be described in detail here. By way of example only, consider an HTTP 
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request from one of the client computing devices 14(1)-14(11) where the URL to 

be _processed is embedded in the PATH field of the HTTP request url: 

http://processor.com/app/\v\vw.acme.com/anyproduct.html. The transformer 

server applications is identified by "proccssor.corn/a_p_p"; the address 

wv,rv,'.acme.corn/anyproduct.html is the resource to be _processed. 

roo042] In step 202, the document transformation server 12 extracts the 

domain in the URI of the document to process, although other fields of the URI 

could be extracted and used. 

[00043] fn step 204, the document transfi.wmation server 12 determines 

10 whether the transfomrntion of the website in the URI of the document to process is 

allo,ved. If in step 204, the document transformation server 12 determines the 

transformation of the website in the URI of the document to process is not 

allowed, then the No branch is taken to step 206. In step 206, the document 

transfonnation server 12 generates an error page document Tn step 208 the 

15 document transformation server 12 returns the generated error page document in 

an HTTP response to the one of the client computing devices 14(] )-14(n) that 

provided the HTTP request in this example. 

[00044] If in step 204, the document transfom1ation server 12 determines 

the transfonnation of the website in the URI of the document to process is 

20 allowed, then the Yes branch is taken to step 210. In step 210, the document 

transfonnation server 12 downloads the original document or other resource 

linked by the given URL and transfonns the downloaded document into an XML 

source, although other manners for processing the obtained document or 

documents can be used. In step 212, document transfonnation server 12 looks fin· 

25 a mapping or configuration file for the directory that matches the extracted 

domain. An exemplary method for locating a mapping file from rnanifest.xml is 

described herein with reference to FIG. 5. 

!00045] In step 214, the document transformation server 12 determines 

whether the mapping file for the extracted domain exists. If in step 214 the 

30 document transformation server 12 detem1ines the mapping file does not exist, 
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then the No branch is taken to step 216. In step 216, the document transfi.xmation 

server 12 converts the document into the desired format. Next, in step 208 the 

document transfonnation server 12 returns the converted document in an HTTP 

response to the one of the client computing devices 14(1 )-14(n) that provided the 

5 HTTP request. 

roo046] If in step 214 the document transfommtion server ] 2 determines 

the mapping file for the extracted domain does exist, then the Yes branch is taken 

to step 218. In step 218, the document transformation server 12 use the mapping 

file to identify all of the XSL processors linked to the c01Tesponding URL and 

10 applies the identified XSL processors to the document to be processed. 

Optionally the document transformation server 12 may apply one or more best 

matching rules to filter the identified one or more XML processors in the 

matching directory. By way of example only, one best matching mle is to take the 

XML processor with the longest matching pattern string, although other t~mes and 

15 numbers of best matching rules can be used. 

20 

roo047] In step 216, the document transformation server l 2 converts the 

processed document into the desired fonnat. Next, in step 208 the document 

transfom1ation server returns the converted document in an HTTP response to the 

one of the client computing devices 14(1)-14(n) that provided the HTTP request. 

100048] Referring to FIG. 5, an exemplary method for obtaining a mapping 

file with the document transfomrntion server 12 is illustrated. Jn step 300, the 

document transformation server l 2 receives a URT to match from one of the client 

computing devices 14(1 )-14(n), although other types of requests could be received 

and from other types of devices. In step 302, the document transfommtion server 

25 12 extracts from the URI the AUTHORITY portion conesponding to the 

associated domain and pmi, for example "ssl.exampleocorn:8443", although other 

types and nurnbers of fields could he extracted. 

100049] In this example, if the port is either 80 or 443 (default values for 

HTTP and lITTPS respectively) the string representing the authority corresponds 

30 to the domain portion of the URL However, if the port does not correspond to a 
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standard value, the':' character is substituted with' ___ ' in order to avoid potential 

problems in the file system (i.e. ssl.example.com_8443). The string representing 

the authority is fiuther stripped by the document transformation server 12 

removing the 'www.' from the extracted string. 

100050] In step 304, the document transformation server 12 detem1ines 

whether there is a directory with the same name as the extracted domain and 

containing the mapping file, although other manners for determining matches with 

other portions of the domain can be used. By way of example only, consider the 

following directories: (1) "www.acme.com"; (2) "_.example.com"; and (3) 

10 "ssl.example.com". The v.r,vw.acme.com directory will match all the requests for 

www.acme.com and acme.com domains. \Vith this technology, the 

"_.example.com" directory will match all the requests for domains ending with 

".example.com" that do not have more specific matching directories. 

Accordingly, '' .example.com" will match ''products.example.com", but it will not 

15 match "ssl.example.com" because an "ssl.example.com" directory exists. The" __ " 

character in front of ".example.com" is used to make the directory visible when 

using file systems that use"." characters in front of files to hide them to users. 

[00051] If in step 304 the document transfonnation server 12 determines 

there is no directory vvith the same name as the extracted domain, then the No 

20 branch is taken to step 306. In step 306, the document transfom1ation server 12 

detem1ines whether the domain contains a valid subdomain. If in step 306 the 

document transformation server 12 dctcm1incs the domain docs contain a valid 

subdomain, then the Yes branch is taken to step 308. In step 308, the document 

transfr1rmation server 12 extracts the next level subdomain name and returns to 

25 step 304 as described earlier. 

[00052] If in step 304 the document transfomrntion server 12 determines 

there is a directory with the same name as the extracted dornain and containing the 

mapping file, then the Yes branch is taken to step 310, although other manners for 

detem1ining matches with other portions of the domain can be used. 1n another 

30 example, the document transformation server 12 may also use another optional 

mapping file that stores known aliases of domains. When a known alias of a 
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domain is identified using this optional mapping file, the document transformation 

server 12 can use the same one or more stored directories for the knovvn and 

identified aliases. As a result, this reduces the number of stored directories when 

handling domains with multiple aliases (i.e. defined with DNS records of type 

5 CNAME). 

roo053] In step 310, the document transformation server 12 extracts the 

parts from the PATH and QUERY fields in the URl, although the parts can be 

extracted from other types and numbers of fields in the URT. 

[00054] In step 312, the document transformation server 12 detem1ines 

l 0 whether the extracted parts in the PATH and QUERY fields of the URI match or 

otherwise have an association with one of one or more XML processors in the 

identified mapping file, although other types of associations between other types 

and numbers of parts can be used. If in step 312 the document trnnsformation 

server 12 detem1ines the extracted parts in the PATH and QUERY fields of the 

15 URI match or otherwise have an association with one of one or more XML 

processors, then the Yes branch is taken to step 314 where the matching XML 

processors are collected. Next, in step 316, the document transformation server 

12 returns the collected XML processors to the requesting one of the client 

computing devices 14(1 )-14(n). 

20 100055] If in step 312 the document transformation server 12 determines 

the extracted parts in the PATH and QUERY fields of the URI do not match one 

of one or more XML processors, then the No branch is taken to step 3 l 6 where no 

matching XML processors are returned to the requesting one of the client 

computing devices 14(1)-14(n). 

25 [00056] Referring to FlG. 6, an exemplary implementation of the mapping 

file "rnanifestxml" is illustrated. Each map element identifies an XSL file (inside 

file element) and a substring to match a URL PATH component (inside the PATH 

element). The map element with the longest string matching the PATH 

component will be used to setup the XSL transformer identified by the level 

30 attribute. 
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[00057] In these examples, two XSL transfonners are defined: level 1 

transfixmer: and level 2 transfr)mter. If the request tTRL has the PATH field 

containing '"/content/news/july.html", then the original site \veb page is 

downloaded (fiw example, www.samplc.com/contcnt/ncws/iuly.html). Next, the 

5 level 1 transfi:mner uses the news.xsl stylesheet document to transform the 

downloaded page. The level 2 transformer uses content2.xsl stylesheet document 

to transform the document obtained from the level 1 transfom1er. 

[00058] ff the request 1JRL has the PATH field containing 

"/content/privacy.html'', then the original site web page is downloaded (for 

10 example v.r,vv,.sample.com/content/privacy.html). Next, the leve11 transformer 

uses the content.xsl stylesheet document to transfom1 the downloaded page. Next, 

the level 2 transformer uses the content2.xsl stylesheet document to transform the 

document obtained from the level 1 transformer. 

[00059] Accordingly, as illustrated and described herein this technology 

15 provides a number of advantages including providing a method, computer 

readable medium and an apparatus that extends a document transformation server 

to process multiple documents from multiple sites. One of the advantages of this 

technology is that a single association or match between a name of a directory and 

at least a portion of a domain name or other part of a URI can be used for 

20 hundreds or thousands ofl.JRTs. As a result, only a few associations with 

directories or other stored tables can be enough for the document transfom1ation 

server to transform the content of an entire website. 

l 00060 j Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure iii 

25 intended to be presented by vvay of example only, and is not limiting. Various 

alterations, improvements, and modifications \viil occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

30 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 
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except as may be specified in the claims. Accordingly, the invention is limited 

only by the follmving claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for extending a document transformation server 

to process multiple documents from multiple websites, the method comprising: 

obtaining with a document transformation server a 

document to process based on at least a URL of the document to process in an 

HTTP request URL; 

generating ·with the document transformation server an 

XML source representing the document to process; 

l O identifying with the document transformation server one or 

more XML processors associated with at least a prntion of the HTTP request URL 

from a plurality of stored associations; 

transforming with the document transfonnation server the 

XML source with each of the identified one identified XML processors; and 

15 providing v;ith the document transformation server the 

generated document in an HTTP response to the HTTP request URL. 

2. The method as set frnth in claim 1 wherein the obtaining 

the document to process is further based on one or more additional identifiers in 

20 the HTTP request URL. 

25 

30 

3. The method as set forth in claim 2 wherein the one or more 

additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

4. The method as set forth in claim l wherein the obtaining 

the document to process fort her comprises decoding with the document 

transfonnation server the obtained URL of the document to process prior to 

obtaining the document to process. 

5. The method as set forth in claim] further comprising: 

storing vvith the document transfomrn.tion server the one or 
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more XML processors associated to at least a portion of a particular domain in a 

directory having a directory name equal to the at least a p01iion of the particular 

domain; and 

storing with the document transformation server a mapping 

5 file bet\:veen the one or more XML processor and one or more parts of one or 

more fields in an HTTP request URL with the stored directory. 

6. The method as set forth in claim 5 v,lherein the one or more 

fields of the HTTP requests URL comprise one or more of a URL path, one or 

10 more query parameters, one or more post parameters, and one or more HTTP 

headers. 

7. The method as set forth in claim 6 wherein the identifying 

with the document transforrnation server the one or more XML processors further 

15 compnses: 

locating with the document transfonnation server the 

directory comprising one or more XML processors which has a directory name 

equal to at least a portion of the particular domain in the HTTP request URL; 

opening ,vith the document transformation server the 

20 mapping file vvith the located directory comprising the mapping file bet,vcen the 

one or more XML processor and one or more parts of one or more fields in an 

HTTP request URL; and 

identifying with the document transformation server the one 

or more XML processors in the located directory that match the one or more parts 

25 of the one or more fields in an HTTP request URL and filtering out any non

matching XML processors. 

8. The method as set forth in claim 7 further comprising 

applying with the document transformation server one or more best match rnles to 

30 the identified one or more XML processors, ,vherein the transfom1ing ,vith the 

document transfi.xmation server the XML source is based on the identified best 

matches of the identified one or more XML processors. 
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9. The method as set forth in claim 7 wherein the locating 

with the document transformation server the directory further comprises: 

determining with the document transformation server when 

more than one directory has a directory name equal to at least a portion of the 

5 pa1ticular domain in the HTTP request URL; and 

10 

selecting with the document transformation server the 

directory which has a name which is the longest among the located directories as 

the located directory. 

10. The method as set forth in claim 1 wherein each of the one 

or more XML processors comprises a set of one or more XSL transfonners ,vith 

transformation rules in one or more XS L files. 

11, A non-transitory computer readable medium having stored 

15 thereon instructions for extending a document transfomrntion server to process 

multiple documents from multiple websites comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps comprising: 

obtaining a document to process based on at least a URL of 

20 the document to process in an HTTP request URL; 

generating an XML source representing the document to 

process; 

identifying one or more XML processors associated with at 

least a port.ion of the HTTP request URL from a plurality of stored associations; 

25 transforming the XML source with each of the identified 

30 

one identified X:lV1 L processors; and 

providing the generated document in an HTTP response to 

the HTTP request URL. 

12. The medium as set forth in claim 11 wherein the obtaining 

the document to process is further based on one or more additional identifiers in 

the HTTP request URL. 
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13. The medium as set forth in claim 12 wherein the one or 

more additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

5 14. The medium as set fi.Hth in claim 11 wherein the obtaining 

10 

the document to process fmther comprises decoding the obtained URL of the 

document to process prior to obtaining the document to process. 

15. The medium as set forth in claim 11 further comprising: 

storing the one or more XML processors associated to at 

least a portion of a particular domain in a directory having a directory name equal 

to the at least a portion of the particular domain; and 

storing a mapping file between the one or more XIVfL 

processor and one or more parts of one or more fields in an HTTP request URL 

15 with the stored directo1y. 

16. The medium as set forth in daim 15 wherein the one or 

more fields of the HTTP requests URL comprise one or more of a URL path, one 

or more query parameters, one or more post parameters, and one or more HTTP 

20 headers. 

17. The medium as set fo1ih in claim 16 wherein the identifying 

the one or more XML processors further comprises: 

locating the directory comprising one or more XML 

25 processors which has a directory name equal to at least a portion of the particular 

domain in the HTTP request URL; 

30 

opening the mapping file with the located directory 

comprising the mapping file between the one or more XML processor and one or 

more parts of one or more fields in an HTTP request URL; and 

identifying the one or more XML processors in the located 

directory that match the one or more parts of the one or more fields in an HTTP 

request URL and filtering out any non-matching XML processors. 
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18. The medium as set forth in claim 17 further comprising 

applying one or more best match rnles to the identified one or more XML 

processors, wherein the transfom1ing the XML source is based on the identified 

best matches of the identified one or more XML processors. 

19. The medium as set forth in dairn 17 wherein the locating 

the directory further comprises: 

determining when more than one directory has a directory 

name equal to at least a portion of the particular domain in the HTTP request 

10 URL; and 

selecting the directory which a name \vhich is the longest 

among the located directories as the located directory. 

20. The medium as set forth in claim 111.:vherein each of the 

15 one or more XML processors comprises a set of one or more XSL transformers 

with transformation rules in one or more XSL files. 

21. A document transfomiation apparatus comprising: 

one or more processors; 

20 a memory coupled to the one or more processors vvhich are 

configured to execute programmed instrnctions stored in the memory comprising: 

obtaining a document to process based on at least a 

URL of the docurnent to process in an HTTP request URL; 

generating an XML source representing the 

25 document to process; 

identi(ying one or more XML processors associated 

with at least a portion of the HTTP request URL from a plurality of stored 

associations; 

transforming the XML source with each of the 

30 identified one identified XML processors; and 

providing the generated document in an HTTP 

response to the HTTP request URL 
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22. The apparatus as set forth in claim 21 wherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the obtaining the document to process further comprising 

obtaining the document to process fi..trther based on one or more additional 

5 identifiers in the HTTP request URL. 

10 

15 

23. The apparatus as set forth in claim 22 wherein the one or 

more additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

24. The apparatus m, set forth in claim 21 \Vherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising decoding the obtained URL of the document to 

process prior to obtaining the document to process. 

25. The apparatus as set fi.)fth in claim 2 i \vherein the one or 

more processors is further configured to execute programmed instrnetions stored 

in the memory forther comprising: 

storing the one or more XML processors associated to at 

20 least a portion of a particular domain in a directory having a directory name equal 

to the at least a po1iion of the particular domain; and 

25 

30 

storing a mapping file between the one or more XML 

processor and one or more parts of one or more fields in an HTTP request URL 

with the stored directory. 

26. The apparatus as set forth in claim 25 wherein the one or 

more fields of the HTTP requests URL comprise one or more of a URL path, one 

or more query parameters, one or more post parameters, and one or more HTTP 

headers. 

27. The apparatus as set forth in claim 26 vvherein the one or 

more processors is fmther configured to execute programmed instructions stored 

in the memory for the identifying the one or more XML processors further 
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cornpnsmg: 

locating the directory comprising one or more XML 

processors which has a directory name equal to at least a pmtion of the particular 

domain in the HTTP rcq ucst lJRL; 

opening the mapping file with the located directory 

comprising the mapping file betvveen the one or more XML processor and one or 

more patts of one or more fields in an HTTP request lJRL; and 

identifying the one or more XML processors in the located 

directory that match the one or more pa1is of the one or more fields in an HTTP 

10 request URL and filtering out any non-matching XML processors. 

28. The apparatus as set fi.)fth in claim 27 vvherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising applying one or more best match rules to the 

15 identified one or more XML processors, vvherein the transforming the XIVfL 

source is based on the identified best matches of the identified one or more XML 

processors. 

29. The apparatus as set forth in claim 27 vvhcrcin the one or 

20 more processors is fmthcr configured to execute programmed instructions stored 

in the memory for the locating the directory further comprising: 

25 

determining when more than one directory has a directory 

name equal to at least a portion of the particular domain in the HTTP request 

URL; and 

selecting the directory which has a name which is the 

longest among the located directories as the located directory. 

30, The apparatus as set fo1ih in claim 21 wherein each of the 

one or more XML processors comprises a set of one or more XS L transformers 

30 with transformation rules in one or more XSL files. 
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Description 

FIELD 

from the client browser tor a resource at the content serv

er, obtaining a response by the content server to ihe re
quest, determining that the response would, if unmodi-
fied, require a plurality of communications between ihe 

[0001] nie embodiments of the present invention gen- 5 content server and U1e ciient browser in the absence of 
erally relate to proxy server devices and, more particu- the proxy server, modifying the response to reduce a 
larly, to meti1ods for reducing latency in network connec

tions utilizing proxy server devices, and systems thereof. 

network latency associated witti Hie plurality of commu

nications tor accessing information located externally to 
the response, and transmiiting the modified response to 

BACKGROUND 

[0002] When a client device connects to a server (e.g., 
a web server, or a content server) to get a network re-

10 the client browser ior use thereby. US 2005/0060410 A 1 
discloses a system in which a network proxy provides 
redirection of service requests in order to decrease la
tency. 

source usinfl a network protocol, e.g., tfie Hypm-1ex:t 
Transfer protocol (HTTP), the server responds by send- 15 SUMMARY 
ing the network re~source or by sending a redirE;ct mes-· 
sage back to the client device over a communication 
diannel. If the client de,vicE; remivE,s a mdirect rm,ssa;Je, 
it will need to send a new request to the server based 

[0005] A method for reducing latency in network con
nections is pmsEmlE,d according to claim 1. 
[0006] A computer readable medium l1aving stored 

upon the redirect message, and il1e server will again re- 20 thereon instructions for reducing latency in network con-
spond with a redirect or a real resource. This communi

cation process bel:\lveen the client device and the server 
re~pe,ats until the client device, is able to get the resource, 
if available. 

ne,ctions is presented according to claim 7. 

[0007] An apparatus configured to reduce latency is 
prnsen\E;d according 1o claim 8. 
[0008] Tl1is technology provides a number of advan-

[0003] However, when ihe ciieni device, e.g., a celi 25 !ages including providing a method, compuier readable 
phone using a radio network, or a computer having a 
slow Internet connection, requests a network resource 
and tias to perform more ttian one redirects to obtain the 
network resource, the client device will experience sub
stantial de,lay and will spend a considerable, amount of 30 

time to execute the whole process before tinaily being 
provided with the nel:\lvork resource. The, delay can occur, 
for example, because of a large time to establisl1 a con
nection and send the HTTP requesi, also referred to as 
latency time of radio networks or ottier slow network con- 35 

nections (e.g., Internet via a dial-up connection). Unfor-

medium and an apparatus Uiat adds an e,xemplary rndi
rect module to ihe proxy server devices to efficienily man
age, the wtiole rndirect chain returning only Hie last redi-
rect message to the client device, which ciient device can 
then obtain the requeste,d network resource from the 

server on which the network resource is stored, without 
exchaniJin\J multiple intmmediate rE;dire~ct message,s 
back and tortl1 with the server. In one exemplary scenario, 
cookies received by the proxy server device from the 
conte,nt servers are collected and forwarded to ttie client 
device. Accordingly, ihis technology provides substantial 
reduction in latency of network connections because Hie 
number of redirect messages between the client devices 
and 1hH contEmtfrE;sourcE, SE,rve,rs is mducE;d, and takes 

lunately, 1his delay can often lead to thE, client dEivice not 
being able to obtain the netv11ork resource at all, or tl1e 
client dE;vice flivin;J up or relinquisfiin;J attempts 1o obtain 
the network resource under time constraints. 40 advantage of the high speed and high bandwidth com-
[0004] One conv,mtional solution built 1o obtain faster munication infrastructum betweEm thE; prox:y smve,r dfr· 
HTTP responses for slow connection networks utilizes vice(s) and the server devices on wl11ch content is stored. 
one or more proxy server devices (e.g., web proxy serv-
ers). /.\nattier conve,ntional solution utilizes tele,phone BRIEF DESCRIPTION OF THE DRAWINGS 
carrier data centers that handle the nel\,vork traffic for 45 

each client dEivice by handlinfl one or mom rE;quests [0009] 
when tl1e client device is a mobile telephone, or a mobile 
personal di\Jital assis1an1 (PD/.\) device, for e,xample. Un-· FIG. 1 is a block diagram of an exE,mplary network 
fortunately, the above-noted conventional solutions do 
noi resolve the redirection problem associated with nei- 50 

work resources stored on the servers since the mdirect 
messages are forwarded on to the client devices for han
dling msulting in multiple back and forth communication 
bei'Neen the client devices and the servers. US patent 
application n. US2008/i 72488 discloses a method pE,r- 55 

formed by a proxy server located between a content serv-
er and a client browse,r for reducing effects of m;1work 
latency there between comprises intercepting a request 

2 

e,nvironme,nt wiUi a proxy server de,vice interposed 
bel\,veen client devices and ser,1er devices; 

FIG. 2 is an example of a redireci response message 
diain exdiange,d bel:\lve,en the client devices and the 
server devices of FIG. 1, as handied by a conven
tional proxy server devicE,; 

FIG. 3 is an example of an optimiz.E;d re,direct re
sponse message chain handled by the proxy server 
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device of FIG. 1 on behalf of client devices of FIG. 
1 for obtaining a network resource; and 

FIG. 4 is an exemplary flowchart for reducing latency 

types of components, parts, devices, systems, and ele
ments in other configurations and locations can be used. 
Ti1e processor 13 in the proxy server device 12 executes 
a program of stored instructions to carry out or perform 

in network connections by optimizing redirect re- 5 one or more aspects of the present invention as de-
sponse message chains at the proxy server device. scribed and illustrated byway of the embodiments herein, 

DETAILED DESCRIPTION 
alli1ougt1 the processor could execute ott1er numbers and 
types of programmed instructions. 
[0013] The memory 15 in the proxy server device 12 

[001 OJ An exemplary environment 10 in which a proxy 10 stores U1ese programmed instructions for one or more 
server device 12 is optimized for reducing latency in net- aspects of the present invention as described and illus

trated herein, altt1ough some or all of the programmed 
instructions could be stored andior executed elsewhere. 
A variety of difforEmt types of mE,mory storagE; de,vicE,s, 

work connections is illustrated in FIG. 1. By way of ex
ample only, proxy server device 12 can be a web content 
proxy sE;rvE,r, or other type,s of prox:y servers we,11 known 
to those of ordinary skill in tl1e art. The exemplary envi
ronrrnmt 10 include,s 1hE, proxy serJE;rdevice or apparatus 
12, client devices 14(1)-14(n), server devices 16(1)-
16(n), and communication networks 18(1 )-18(2), al
though other numbers and types of systems, devices, 
and/or elements in other configurations and environ
ments with other o:immunicalion network topologies can 
be used. This technology provides a number of advan
ta\JE;s including providing a mE,thod, computE,r readabiE, 
medium, and an apparatus that reduces latency in net-

15 such as a random access memory (RAM) or a read only 
memory (ROM) in 1hE, system, or a floppy disk, hard disk, 
CD ROM, DVD ROM, or other computer readabie medi
um wr1ich is read from andior written to by a mafinetic, 
optical, or other reading and/or wnti ng system t11at is cou-

20 pied to the processor 13, can be used for the memory 15 

work connections, for example, HTTP connections. 25 

[0011] Referring more specifically to FIG. 1, Hie proxy 
server device 12 manages handling of redi reel messages 
or redirection responses from the server devices 16(1)-
16(n) for and/or on behalf of requesting client devices 
14(1 )-14(n) and provides updated cookie information to 30 

the client devices 14(1)-14(n) for future requests for net
work msources from tr1e client devices 14(1)-14(n), al
though the proxy server device 12 can provide other num
bers and types of functions. Although one proxy server 
device 12 is shown, other numbers and types of web 35 

content proxy devices and systems can be used. By way 
of e,xample only, accordin;J 1o one E;mbodirmmt of thE, 
present invention, proxy ser✓er device 12 can be a carrier 
;Jateway dE;vice communica1in;J wi1h one or mom content 
servers, e.g., server devices 16(1)-16(11), for managmg 40 

network resourcE, mquests from client de,vicE;s 14(1)-
14(n). Further by way of example only, the proxy server 
device 12 can be an HTTP proxy server or a carrier gate-
way configured lo reduce latency in network connections 
by receiving a first response from one or more server 45 

devices 16(1)-16(n) in response to a first request from a 

client device for a network resource stored on the one or 

in ti1e proxy server device 12. In U1ese embodiments, the 
memory 15 includes a core module 21 and a redirect 
module 23 which store prowarnmE,d instructions for one 
or more aspects of the present invention as described 
and iilustrated herein, although the memory can com
prise other types and numbers of systems, devices, and 
elements in other configurations which store other data. 
As discussed in more detaii below in FIG. 3, only Hie last 
network location (e.g., a Uniform Resource Identifier or 
URI) of a redirect chain 300 is forwarded by redirect mod

ule 23 to the requesting client device among client de-
vices 14(1)-14(n), aithouiJh Hie redimct module 23 can 
have otl1er types and numbers of functions as described 
and illustrated herein. 
[0014] n1e interface system 17 in U1e proxy server de
vice 12 is used to operatively couple and communicate 
betweEm the proxy sE;rvE;rdEivice 12 and thE, cli,mt device,s 
14(1)-14(11) and the server devices ·16(1)-16(n) via the 
communication networks 18( 1) and 18(2), althougf1 otr1er 
types and numbers of communication networks witl1 otl1-
er typE,s and nurnbE,rs of connections and configurations 
can be used. Byway of example only, the communication 
networks 18( 1) and 18(2) can use TCP/IP over Ethernet 
and industry-standard protocols, including HTTP, HT
TPS, WAP, and SOAP, although other types and num
bers of communication networks, such as a direct con-
nection, a local area network, a wide area network, mo
de,ms and phone lim;s, e-mail, and wimless and hardwirE; 
communication tecimology, eact1 having their own com-

morE; server devices 16( 1)--16(n). Prox:y server dE;vice 12 

determines wt1ett1er or not the first response is a redirect 
message, and sends a second request to the one or more 
server devices 16(1)-16(n) wt1en ti1e first response in
cludes the first redirect message, such that the sending 
is performed at least partially based upon the received 
redirect message. 

50 munications protocols, can be used. In one exempiary 
embodiment, one of communication networks 18(1) and 
18(2) can be operating over one or rnore low-speed con
nections (e.g., a dial-up connection) while the other one 
of the communication networks 18(1) and 18(2) can be 

[0012] The proxy serJE;r device 12 include,s a central 
processing unit (CPU) or processor 13, a memory 15, 
and an interface system; 17 wr1ich are~ coupled tO\JE;1hm 
by a bus 19 or other link, altl1ough other numbers and 

55 ope,ratin;J over a hi;Jh spee,d, higr1 bandwidth conne,ction 
(e.g., optical fiber based communication network). In yet 
anotf1er ernmplary embodirmmt, om, or more of commu
nication networks ·18(1) and ·18(2) can be a radio network, 

3 
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a satellite netv11ork, an lniemei connection, a wired cable 
network, or combinations thereof, weii known to one of 
ordinary skill in the art reading U1is disclosure. 

devices 14(1 )-14(n) is used to input selections, sucl1 as 
requests for a network resource, e.g., a particular website 
form page or to enter data in fields of a form page, al
though the user input device could be used to input other [0015] Each of the client devices 14(1 )-14(n) enables 

a user lo request, obtain, and interact with one or more 
network resources, e.g., web pages from one or more 
web sites, hosted by server devices 16(1)-16(n) U1rough 
ihe proxy server device 12 via one or more communica-

5 types of data and interact with other elements of exem
plary environment 10. The user input device 24 can in
clude keypads, touch screens, andior vocal inpui 
processing systems, although oil1er types and numbers 
of user input devices can be used. tion networks (e.g., communication network 18(1)), al

though one or more of ti1e ciieni devices 14(1 )-14(n) 
could access content and utilize other types and numbers 
of applicaiions from other sources and could provide a 
wide variety of other functions for the user. Although mul-

10 [0019] The display 26 in each of the client devices 
14(1)-14(11) is used to show data and information to the 
user, sud1 as website page by way of example only. The 
display in each oftl1e client devices 14(1)-14(n) is a mo-

tiple clientdEivices 14(1 )--14(n) are shown, 0H1er numb,m; 
and types of user computing systems could be used. In 
one example, thE; c!ient devices 14(1)--14(n) comprise 
mobile devices with Internet access that permit a website 
form page or other retrieved data that is a part of a re
quesied network resource to be displayed, although each 

bile phone scre,m display, altr1ou;Jh othE,r types and nurn-· 
15 bers of displays could be used depending on t11e partic-

of the client devices 14(1)-14(n) can connect to server 20 

devices 16(1)-15(n) via other types of neiwork connec
iions directly or ind1rectly, depending upon specific sce
narios, as can be contemplated by one of ordinary ski!! 
in the art, after reading this disclosure. Byway of example 
only, one or more of the c!ient devices 14(1)-14(n) can 25 

comprise smart phones, personal digiial assistants, com
puters, or other computing devices. 
[0016] Each of client devices 14(1 )-14(n) in this exam
ple is a computing device that includes a central process-
ing unit (CPU) or processor 20, a memory 22, user input 30 

device 24, a display 26, and an interface system 28, and 
wr1ich are coupled together by a bus 30 or othE;r link, 
altl1ough one or more of client devices ·14(1)-14(n) can 
inciude other numbers and types of components, parts, 
devices, systems, and elements in other configurations. 35 

The processor 20 in each of ciient devices 14(1)-14(n) 
executes a prowarn of stored instructions for aiding om, 
or more aspects of the present invention as described 
and illustratE;d r1erein, althougf1 the procE;ssor could ex-· 
ecuie other numbers and types of programmed instruc- 40 

tions. 
[0017] The memory 22 in each of the client devices 
14(1 )-14(n) stores these programmed instructions for 
one or more aspecis of the present invention as de
scribed and illustrated herein as well as updated cookies 45 

ular typE, of cliEmt device,, as can be contemplated by onE; 
of ordinary skill in the ari, after reading this disclosure. 
[0020] ThE, intmface system 28 in ead1 of Hie client 
devices 14(1)-14(n) iS used io operatively couple and 
communicate ber,veen the client devices 14( 1 )-14(n) and 
the proxy server device 12 and server devices 16( 1 )-
·16(n) over the communication networks 18("1) and ·18(2), 
althouiJh o1hE,rtypes and nurnbE;rs of communication net-· 
works with oil1er types and numbers of connections and 
configurations can be used. 
[0021] The server devices 16(1)-16(n) provide one or 
more pages from one or more web sites for use by one 
or more of the client devices 14(1)-14(n) via the proxy 
server device 12, although the server devices 16( 1 )-16(n) 
can provide other numbers and types of applications 
and/or conient and can have provide other numbers and 
1ype,s of functions. Althougf1 server dE,vicE;s 16(1 )-16(n) 
are shown tor ease of illusiration and discussion, oil1er 
numbers and types of server systems, for example, web 
servers, and devices can be used. In one example, server 
devices 16( 1 )-16(n) can be web ser,1ers having dedicat-
ed hardware with software, exE;cuting on the dedicatE,d 
hardware to faciliiate the proxy server device ·12 and cli
mt dE,vices 14(1)-·14(n) in tr1eir functioning. In anotr1er 
example, server devices 16(1 )-15(n) can be content serv
ers that arn confi;Jured to dE,liver network msources 
stored thereupon using tl1e HTTP protocol, or other nei
work protocols for example. Content stored on server 
devices 16(1 )-16(n) that can be part of the network re
sources requested by ciient devices 14(1)-14(n) can be 
web pages, electronic files and documents, configuration 
data, metadata, or other nel\lvork daia and files, by way 
of examplE; only and not by way of limitation. 
[0022] Each of the server devices 15(1 )-16(n) include 

associated wiU1 a network resource and received as part 
of one or more redirect chains forNarded by proxy server 
device 12, al1houfih some or al! of tf1e programmed in-· 
structions could be stored andior executed elsewhere. A 
variety of different types of memory storage devices, 
such as a random access memo;y (RAM) or a read only 
memory (ROM) in the system or a floppy disk, hard disk, 
CD ROM, or other computer readable medium wi1ich is 
read from and/orwritien to by a magnetic, optical, orother 
re,adinfl andior writing systE,m tha1 is coupled to proms
sor 20 can be used for the memory 22 in each of il1e 
client devicE,s 14(1 )-14(n). 

50 a centrai processing unit (CPU) or processor, a memory, 
and an interface system which are coupled togeiher by 
a bus or other link, although each of the ser1er devices 
16(1)-16(n) could have ott1er numbers and types of com
ponents, pa1is, devices, systems, and eiements in other 

[0018] The user input device 24 in each of the client 

55 configurations and locc3tions can bB usBd. The procBssor 
in each of the server devices 15(1)-16(11) executes a pro
gram of stored instructions one or more aspects of thE, 
preseni invention as described and illustrated by way of 

4 
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t11e devices and systems of the embodiments. The em

bodiments may also be implemented on computer sys

tem or systems that extend across any suitable network 
using any suitable interface mechanisms and communi-

the embodiments herein, althougl1 the processor could 

execute other numbers and types of programmed in
structions. When one of the server devices 16( 1 )-16( n) 

does not store the requested content, tl1e server device 
may respond by sending a redirect message to the proxy 
server device 12, which the proxy server device 12 sends 
to Hie appropriate server device indicated by ti1e redirect 

message instead of forwarding the redirect message 
back to the requesting one of the client devices 14(1)-

14(n). 

5 cations technologies, including by way of example only 

telecommunications in any suitable form ( e.g., voice and 
modern), wireless communications media, wireless com

munications networks, cellular comrnurncations net-

[0023] The rnemo1y in each of the server devices 
16(1 )-16(n) stores these programmed instructions for 

works, G3 communications networks, Public Switched 
10 Teleptione Network (PSTNs), Packet Data Networks 

(PDNs), the Internet, intranets, and combinations there
of. 
[0028] The embodiments may also be embodied as a one or more aspects of the present invention as de

scribE,d and i!!ustrated by way of the ,mibodiments, al

though some or all of the programmed instructions could 
be stored and/or E,xecutE,d elsewriere. /\ variE,ty of differ-

en! types of memory storage devices, such as a random 
access memory (RAM) or a re,ad only memory (ROM) in 

computer rE,adable, mE,dium havin\J instructions stomd 
15 t11ereon for one or more aspects of the present invention 

the system or a floppy disk, hard disk, CD ROM, DVD 
ROM, or other computer readable medium which is read 20 

from and/or written to by a magnetic, optical, or other 

reading and/orwnting system that iS coupled to the proc
essor, can be used for trie memory in each of the server 
devices ·16(1)-16(n). 
[0024] The interface system in each of the server de- 25 

vices 16(1 )-16(n) is used to operatively couple and com
municate between the server devices 16( 1 )-16(n) and 
the proxy server device 12 and Hie client devices 14(1)-
14(n) via communication networks 18(1) and 18(2), al
ii1ougti other types and numbers of communication net- 30 

works with other types and numbers of connections and 
confifiurations can be, used. 
[0025] Although embodiments of the proxy server de-

vice 12, the client devices 14(1)-14(n), and the server 
devices 16(1)-16(n), are described and illustrated i1erein, 35 

each of the client devices 14(1)-14(11), the proxy server 

devicE, 12, and Hie servE,r devices 16(1)-16(n), can bE, 

implemented on any suitable computer system or com
puting device. 11 is to bE; understood tha1 the de,vicE,s and 
systems of the embodiments described l1erein are for 40 

exemplary purposes, as many variations of thE, specific 

hardware and software used to implement the embodi

ments are possible, as will be appreciated by those skilled 
in ttie relevant art(s). 
[0026] Furthermore, each of the systems of the em- 45 

bodiments may bE, convEmiently imple,rrnmted using om, 

or more general purpose computer systems having com
puter rnadable rm;dium, microprocE;ssors, digital signal 

processors, and micro-controllers, programmed accord-
ing to the teachings of the embodiments, as described 50 

and illustrated i1erein, and as will be appreciated by those 
ordinary skill in the art. 
[0027] In addition, two or more computing systems or 
devices can be substituted for any one of the systems in 
any €3mbodime3nt of the e;mbodime3nts. 1\ccordingly, prin,- 55 
ciples and advantages of distributed processing, sucl1 as 
redundancy and replication also can be implE,mEmtHd, as 

desired, to increase the robustness and performance of 

5 

as dE,scribed and illustrate,d by way of Hie E,mbodimEmts 

herein, as described herein, which when executed by a 
processor, causE; tfie processor to carry out the stE;ps 

necessary to implement the methods of the embodi

ments, as described and illustrated herein. 
[0029] Referring to FIG. 2, an exemplary redirect chain 

200 is illustrated for a conventional scenario where proxy 
server device 12 is not confifiured to automatically handle 
redirect messages. It is to be noted that the sequence of 

steps for handling redirect chain 200 is only exemplary 
and one of ordinary skill in the art, after reading this dis

closure, can contemplate alternative sequences of steps 
that achieve substantially ii1e same result as stiown by 

the sequence of steps for redirect chain 200. 
[0030] More specifically, an example of redirect chain 

200 including multiple redirects to obtain a netv11ork re
sourcE, is illustratE,d in FIG. 2 startin;J a1 step 202 where 
one of the client devices 14(1)-14(n) (e.g., a mobile de

vice) sends an HTTP request for a network resource at 
a Uniform Resource Locator (URL) i1ttp://www.exam

ple.com/A.htrnl, although other types of requests for oth

er types of network resources may be s,mt. AIH10u1Jh in 
tl1is example one of the client devices 14(1)-14(n) via a 
wE,b browser mquests a page AJi1ml at the website, 
'\,vww.exarnple.com" as shown, by way of example only, 
client de,vicE,s 14(1)-14(n) may send a mquest for a net-· 

work shared data file using a file transfer protocol instead 

of a URL using the HTTP protocol. In one example, this 
request is transmitted to Hie proxy server device 12 wtiich 

processes and transmits the request to the one of the 
server device 16(1)-16(n) hosting the exemplary website 

vvww.example.com. 
[0031 J In step 204, thE, c!i,mt device mquesting the net

work resource gets a response from ttie i1osting one oi 
the server devices 16(1 )-16(n) storing the network re

source, in ii1is example, ttie requested page A.html. The 
response includes a temporary redirect message 204a 
(shown as an exemplary status code 302 with a message 
"Moved Temporarily") to a different URL 204b. URL 204b 
!s shown exemplarily as http://www.E,xarnple,.com/B.html 
with a header field 204c shown as "Set-Cookie" including 
a cook!e name,d "SESSION" set to value "1234," with 

domain equal to "example.corn" and the pail1 equal to"/." 
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t11e sequence of steps for redirect chain 300. 
[0036] In step 302, one of client devices 14(1)-14(n) 
sends an initial requesi for a URI, e.g., a URL fit

tp:/NrNw.example.com/Ahtml to the proxy server device 

[0032] Generally, the cookie is a string formed by il1e 

pair "name=value" (e.g., "SESSION=1234", followed by 
opiional attribuies, like Uiose in Hiis example indicating 
ihe server domain(s) and path accepiing this cookie. Al
though one illustrative example is described herein, this 
tecl1nology can be used with specifications for aii cook
ies. 
[0033] In siep 206, the client device Will il1en send a 

new HTTP request 206a to the server devices 16(1)-
16(n) for a URL l1ttp:ifwvv\,v.example.com/B.himl also 

passing the cookie 206b shown as "SESSION=1234." In 
response, al siep 208 of the redirect cl1ain 200, ttie re
questing ciient device obtains a new temporary redirect 
message, 208b to another URL http:i/www.Hxarn

ple.com/C.himl with a new cookie named "LANG" sei to 
a valuE, ",rn" in a fieadm field 208c. 

5 12. In step 304, unlike steps 204-208 of FIG. 2, proxy 

server device 12 executes all the intermediate redirects 
on its side and returns a iemporary redireci response 

message 304a (shown as an exemplary status code 302 

with a message "Moved Temporarily") for a URL 304b 
10 identified as a URL htip://v,f'Nw.example.com/CJitml io 

the requesting one of client devices 14(1)-14(n). In this 
example, boHi "LANG" and "SESSION" cookies will be 
set as shown by respective "Set-Cookie" header fields 
304c such triat the,y correspond to the update,d state of 

[0034] In step 210, since the response at step 208 in
cludE,d a new cookie "LANG" with 1hH new re,direct re
sponse message 208b to a URL http://\,vww.exam-

15 t11e requested URL \II/WW.example.com. Altl1ough a sin
gle mdirect me,ssage; is illus1rate;d in FIG. 3, Hie process 

can be extended to proxy server device 12 handling ail 
1hE, redirect me;ssafies from SE,rve,r de;vice;s 14(1)-14(n) 

until a real resource (e.g., with an HTTP staius message 
ple.com/C.html, the client device will then send a new 20 200) is obtained. The information, including cookies, con-

HTTP request 21 0a for http://www.example;.com/C.html 

passing tl1e two cookies "LANG=en" and "SES
SION=1234" in a he;ade,r 21 Ob. In re,sponse, in ste;p 212, 

taine;d in the intermediate or temporary redirect response; 

message 304a is forNarded to the requesting one of cl ieni 
dev!ces 14(1 )-14(n). For e;xarnple;, the; fcmvarded me;s-· 

sage can include merged cookies previously received. the client device Will get a real network resource 212b as 
a response from the hosting one of server devices 16( 1 )-
16(n) with a status ide;ntifier message 212a shown as 

status code 200 set to "OK." It is to be noted although 
steps 202-212 are stiown, a l1igfier or a lower number of 

steps may be realized to obtain the real nel\'Vork resource 
212b in response; to the initial request in step 202 from 

one of the cl ieni devices 14 ( 1 )-14(n) for the network re
source Ah1ml by back and forth redire;ct communications 

25 [0037] In step 306, the requesting client device; will then 
send a request includ!ng a last redire;ct rne;ssage 306a 
from the redirect chain 300 to the; proxy server device 12 

for the network resource URL http://www.exam
ple.com/C.html with updated cookies "SESSION" and 

30 "LANG" in the header field 306b as illustrated. The re-

as shown by redirect chain 200 between the client device 
14(1)-14(n) and server devices 16(1)-16(n) via proxy 
server device; 12. By way of e;xample only, in some see- 35 

narios the client device may never be; able to obtain the 

network resources for various re,asons, includin\J non
availability of ihe resources. 
[0035] Re,forring to FIG. 3, an e;xemplary aspect of Hie 
present technology will now be described. FIG. 3 shows 40 

an exemplary redirnc1 chain 300 wh,rn handlE,d by proxy 
server device ·12 interposed between client devices 

14(1)-14(n) and se;rver devices 16(1)-16(n). Advanta
geously, in Uiis exemplary emtlodime;nt, back and forth 
communication between the; client devices 14(1)-14(n) 45 

and hosting server devices 1fi(1)-16(n) with respect to 

intermediate redirect message portions of redirect cham 
300 mceived for a re;quested network rnsourcE, !s rEl-· 
duced/minimized or even eliminate;d, thereby reducing 
latency in netvvork connection betwe;en client de;vices 50 

14(1)-14(n) and fiosling serve;r devices 16(1)-1fi(n). Re
direct chain 300 is handled by proxy server device; 12 as 

illustrated in the sequence of steps shown in FIG. 3 and 
described below, although the seque;nce of steps for han

dling redirect chain 300 is only exE,mplary and one of 55 

ordinary skill in the art, after reading this disclosure, can 
contemplate; alte;rnativE, sequE;nce;s of steps 1hat achie;ve 

ihe same, or substantially the same result as shown by 

questing client device forms the last redirect message 
306a basE,d upon the, inforrnat!on forwanfod by proxy 

server device 12 in step 304, and cookie information 

stored at the requesting client device because of prior 
navigation by tfie re;questing client device, although the 

requesting client device may obtain the updated state of 
cookies from othe;r source;s, for example;, om; of se;rvE,r 
devices 16(1 )-16(n). 
[0038] In ste;p 308, in msponse to the re;que,st sen1 in 

step 306, the requesting one of the client devices 14(1 )-
14(n) gets a real network re,source 308b as a re,sponse 
from the hosting one of the server devices ·16(1)-16(n) 

with a status identifier 308a set to "OK" (shown as status 
code; 200). Advantageously, the redirect chain 300 is ex

ecuted substantially between the proxy server device 12 
and the hosting one of se;;ver de;vices 16(1)-1fi(n) in a 

substantially lesser time as compared to the intermed1aie 
mdirect responses sr10wn in red!re;ct cha!n 200 ex

change;d substant!ally betwee;n ttie client device;s 14(1 )-
14(n) and the hosting one; of server devices 16(1 )-16(n) 
with minimal to zero functionality of proxy se;;ver device 
12 with respe;ct to handling redire;ct response message; 
chain 200. This is because typically there; is a faster con

nection between proxy server device 12 and server de
vices 16(1 )--16(n) Hian bE,twe;en client devims 14(1 )-· 
14(n) and server devices ·16(1 )-16(n). 

[0039] Ref,minfJ to FIG. 4, an e,xe;mplary rnetfiod for 
reducing latency in network connections (e.g., HTTP con-
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nections) will now be described using a flowchart 400 

with reference back to FIGS. 1-3. In this example, an 
exemplary sequence of steps performed by proxy server 
device 12 to handle redirects as discussed above is de
scribed. The flowdiart 300 is representative of example 
machine readable instructions to implementing reducing 
latency in network connections, for example, at proxy 
server device 12. In this example, the machine readable 
instructions comprise an algorithm for execution by: (a) 

a processor (e.g., CPU 13), (b) a controller, and/or (c) 
one or more other suitable processing device(s) within 
proxy server device 12, for example. Ttie algorittim may 
be implemented in softvvare stored on tangible computer 
re~adable mE,dia such as, for example, a flash rm;mory, 

a CD-ROM, a floppy disk, a hard drive, a digital video 
(VE;rsatile) disk (DVD), or otrier rm;mory devims, but per-• 

sons of ordinary skiil in the art will readily appreciate that 
the en1im algoritrim and/or parts tfiereof could alte,rna

t1vely be executed by a device other than a processor 

and/or implemented in firmware or dedicated hardware 
in a well known manner (e.g., it may be implemented by 

an application specific integrated circuit (ASIC), a pro
grammable logic device (Pl.D), a field prowammablE; log
ic device (FPLD), a field programmable gate array (FP

GA), discrete logic, or the like). For example, at least 
some of the components of the proxy server device 12 
could be implemented by software, hardware, and/or 
firmware. Also, some or all of the madiine readable in

structions represented by the process of flowchart 400 
of FIG. 4 may be implemented manually at ti1e proxy 

server device 12, for example, using a command lme 
interface (CLI) prompt window operated by a systE,m ad

ministrator. Further, althougl1 the example algoritl1m is 

described with reference to flowchart 400, persons of or-

to step 412, where proxy server device 12 sends the first 

response including the link to the actual network resource 
to the requesting client device. 
[0041] However, as shown in step 414, if the first re-

5 sponse from ti1e tiosti ng one of ti1e server devices 16( 1 )-
16(11) is not a real network resource but is a redirect mes

sage (for example, a temporary redirect 204a witti status 

code 302, shown in FIG. 2), proxy server device 12 wiil 

collect the cookies set in the first response and merge 
10 them with those sent with the last and/or prior requests 

for the net\,vork resource, including the original cookie 
received by the proxy server device 12 from Hie tiosting 
one of the server devices 16(1 )-16(n). 

[0042] In step 416, proxy server device 12 will 1hEm 
15 send a new request ( or, a second request) for the network 

msource (e.g., URL "wwv,.example.com/C.fitml") speci

fied in the last redirect response (e.g., redirect message 
306a) 1o the hosting one of the, server dE,vices 16(1 )·· 

16(11), passing the cookies used in tl1e first request 
20 (shown in step 302 of FIG. 3) and all the cookies collected 

from the previous redirect response messages 304a, 

306a. It is to be noted tl1e proxy server device 12 does 
not sEmd the redirect messages that do not includE; mal 
network resource to the client devices 14(1)-·14(n). In 

25 step 418, proxy server device 12 receives a response 
back from Hie hosting one of server devices 16( 1 )-16(n), 

which response is examined again, similar to step 410. 
In step 420, if Uie response from the tiosting one of server 
devices 16(1)-16(n) is again a redirect message (e.g., 

30 redirect message 306a), then Uie proxy server device 12 

will continue to repeat steps 414-418 by subsequently 
cmating a new request forthE, server devices 16(1 )-16(n) 

based upon the last redirect response message obtained 
from server devices 16(1 )-16(n). Using the technique dis-

dinary skill in the art will readily appreciate ttiat many 35 cussed above, instead of ttie requesting one of client 
other methods of implementing the example machine devices 14(1)-14(n) handling all intermediate redirect 

re~adable instructions may a!ierna1ively bE, used. For ex

ample, t11e order of execution of the blocks in flowchart 
400 may be, chanfied, andior some of tfie blocks dE,-· 
scribed may be cl1anged, eliminated, or combined. 40 

[0040] The now be,gins in step 402, when proxy server 
device ·12 receives a requesi from one of the client de

vices 14(1)-14(11\ By way of example only, the request 
can be an HTTP request, althougi1 oti1er types of re
quests (e.g., any type of HxxP or HTTPS request). In 45 

step 406, the received request is processed by proxy 

server device 12 and forwarded io one of the content 

mE,ssa;ies from se,r-mr devims 14( 1 )-1 04(n ), proxy serv-· 
er device 12 is configured to handle the intermediate re
directs unti! a real network resource is obtained from serv

er devices 16(1 )-16(n). An advantage of the proxy server 
device i 2 handling the rE,dimct me,ssagE; chain instead 
of clieni devices ·14(1 )-14(n) is to reduce latency in pro

visioning requests from client devices 14(1 )-14(n) since 
connection between proxy server device 12 and server 
devices 16(1)-16(11) is faster than connection between 
client devices 14(1)-14(n) and server devices 16(1)-

16(11). 
[0043] HowevE,r, if the response from 1hE, hostin\J om, 
of server devices 16(1)-16(n) is a real network resource, 

in step 422, proxy ser-1er device 12 will send a redirect 
response 304a to ti1e requesting one of ttie client devices 
14(1)-14(11) specifying the last URL 304b of the redirect 
chain 300 and all ttie cookies (e.g., cookies in header 

field 306b) collected from the redirect response messag-

fios1infl server dE,vices 16(1 )··16(n) based upon Hie infor-• 

rnation in ii1e request In response, in step 408, proxy 
server device 12 receives a firs! response from the host- 50 

ing one of the server devices 16(1 )-16(n), the first re

sponse being formed based upon the information in the 
forwarded request received by ttie tiosting one of server 

devices 16(1)-16(11). In step 410, proxy server device 12 
detE,rrninE,s whetfier the rE,sponsE, from tfie hostin;J om, 55 es 304a 1 306a. Subsequ€;ntly1 1:hB rBquesting onB of the 

client devices ·14(1 )-14(n) can use t11e most updaied URL 
304b 1o the hosting one of the ser✓E,r dEivicE,s 16( 1 )··16(n) 

via proxy server device 12, and receive the requesied 

of server devices 16(1 )-·16(n) is a real network resource 
(E1.g., a status codE; 200 rm;ssa;Je) or a redimct message,. 

If a real resource iS received, the Yes branch is followed 

7 
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network resource. It is to be noted although in the exam
ples above, URLs are being discussed, the technology 
works in substantialiy the same manner for other types 
of resource identifier schemes, e.g., Uniform Resource 
Names (LJRNs), as LJRLs are being discussed by way of 5 

example only and not by way of limitation, as can be 
contemplated by one of ordinary skill in ttie art after read-
ing this disclosure. Accordingly, the steps shown in flow
chart 400 advantageously reduce the slow communica-
tion of intermediate redirect response messages be- 10 

tween theclientdevices 14(1)-14(n) and the hosting serv-
er devices 15(1 )-16(n), thus reducing latency in ttie net
work connection, which in this example is an HTTP con
nection, although other typE,s of connections (e.g., FTP 
connections) may be used. 15 

[0044] Accordinfily, as illustratE,d and describE,d hmE,in 
this technology provides a number of advantages 1nclud-
in1J providinfJ a method, computer readablE, mE,dium and 
an apparatus that reduces latency in nel:\lvork connec
tions, for example, by managing handling ofredirect mes- 20 

sages from server devices 16(1)-15(n) substantially at 
proxy server device 12 interposed between t11e client de
vice,s 14(1)--14(n) and server device,s 16(1)--16(n) on 
which various network resources are stored, wl11ch net
work resources are requested by client devices 14(1)- 25 

14(n). \Nith this technology, the, proxy server device, 12 
optimizes network resource provisioning by returning on-

first network address from one or more server 
devices (16(1)-16(n)) in response to a first re
questfrom a client device (14(1)-14(n))fora net
work resource stored on the one or more server 
devices (16(1 )-15(n)); 
sending a second request including the first 
cookie from the proxy server device ( 12) lo the 
one or more server devices (16(1 )-16(n)) based 
upon the first network address; 
receiving at the proxy server device (12) a sec
ond redirect message including a second cookie 
and a second network address from the one or 
more server devices (16(1)-16(n)) in response 
to trie second mquest; 
sending a tl11rd request including the first and 
second cookies from Hie proxy sE,rvE,r de,vicE; 
(12) to the one or more server devices (16(1)-
16(n)) basE,d on thE, second network address; 
receiving at the proxy server device (12) a third 
response including a network resource from the 
one or more server devices (16(1)-15(n)) in re
sponse to the third request; and 
s,mdinfl wi1h the proxy serw,rde,vicE; (12) a third 
redirect message to a requesting client device 
(14(1 )-14(n)), the third redirect message includ
ing at least the second network address and first 
and second cookies included in the first and sec
ond redirect messages, respectively. ly the, last redirect message along with all cookies col

lected from intermediate redirect messages from a chain 
of redirect messages from server devices 16(1 )-16(n) to 
client devices 14(1 )-14(n) for a particular network re
source, thereby mducinfJ lat,mcy in m,1work connections 
between client devices and server devices. 

30 2. The mettiod as set forth in claim 1, wherein ttie first 
cookie is merged with the second cookie as a part 

[0045] Having thus described the basic concept of the 
invention, it will be rather apparent to ii1ose skilled in the 35 

art that the foregoing detailed disclosure is intended to 
be pres,mted by way of e,xample only, and is not limiting. 

of the, third mdirect me,ssagE,. 

3. The method as set forth in one or more of claims 
from 1 to 2, wherein ti1e second network address is 
a Uniform Resource Identifier (URI). 

Various alterations, improvements, and modifications will 4. The method as set fortl1 in one or more of claims 
from 1 to 3, wherein the first mdirect message and 
subsequent redirect messages that do not include a 
mal m,1work msource am not sen1 to 1:he, clien1 device 
(14(1)-·14(n)). 

occur and are intended to those skilled in the art, 1houfih 
not expressly stated herein. Tl1ese alterations, improve- 40 

men1s, and modifica1ions arE, int,mded to be sumiested 
hereby as well. Additionally, the recited orderof process-
ing elements or, and are within the scope of the invention. 
Additionally, ttie recited order of processing elements or 
sequences, or the use of numbers, letters, or other des- 45 

ignations Uierefore, is not intended to limit the claimed 
processes to any order except as may be specified in tl1e 
claims. Accordingly, Hie invEmtion is limitE,d only by Hie 
following claims. 

Claims 

50 

5. The method as set forth in one or more of claims 
from 1 to 4, wherein the client device (14(1 )-14(n)) 
is a mobile client device. 

6. /\ computer readable medium havinfJ stored th,m,on 
instructions for reducing latency in network connec
tions comprises machine executable code which 
when executed by at least one processor, causes 
the processor to perform the steps of the method 
according lo claims 1 to 5. 

1. A method for reducing latency in network connec
tions, trie method compr!sinfi: 

recE,ivinfJ at a proxy server dE,vice (12) a first 
redirect message including a first cookie and a 

55 7. f\n appara1us comprising om; or mom procE,ssors 
(13) and a memory (15) coupled to the one or more 
processors wriich am configumd to E,xecutE, pro-
grammed instructions stored in tl1e memory ('15) in-

8 
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ciuding instruciions for implementing: 

receiving a first redirect message inciuding a first 
cookie and a first network address from one or 
more server devices (16(1)-16(n)) in response 5 

to a first request from a client device (14(1)-
14(n)) for a network resource stored on the one 
or more server devices (16(1)-16(n)); 
sending a second request including the first 
cookie to the one or more server devices ( 16(1)- 10 

16(11)) based upon the first network address; 
receiving a second redirect message including 
a second cookie and a second network address 
from thE; one or rnore ser-mr devices (16(1)-
16(n)) in response to ihe second request; send- 15 

in\J a tf1ird mquest includinfl 1he first and sE;cond 
cookies to the one or more server devices 
(16(1)-16(n)) based on tr1e second m;1work ad
dress; 
receiving a third response including a network 20 

resource from the one or more server devices 
(15(1)-16(11)) in response to the third request; 
and 
sending a third redirect message io a requesiing 
client device (14(1)-14(n)), the third redirect 25 

message including at least the second network 
address and first and second cookies included 
in the first and second redirect messages, re
spectively. 

8. The apparatus as set forth in claim 7, wherein the 
first cookiE; is rrn~riied with thE, second cookiE; as a 
part of the third redirect message. 

30 

(12) eine erste Weitersendenachricht, die ein 
erstes Cookie und eine erste Netzwerkadresse 
enthalt, in f.\nspred1en auf eine erste Anforde
rung von einer Clientvorricl1tung (14(1)-14(n)) 
tor eine Netzwerkressource, die auf der einen 
oder den mehreren Server,1orrichtungen ( 16( 1 )-
15(n)) gespeichert isl, empfangen wird; 
auf der Grundlage der ersien Netzwerkadresse 
eine zweite Anforderung, welche das erste 
Cookie enthi3ll, von der Proxyservervorrichiung 
(12) an die eine oder die mehreren Server,1or
rid1tungen (16(1 )-15(n)) gesendei wird; 
von der ei nen oder den mehreren Servervorrich
tunfien (16(1)--16(n)) bei der Proxyservervor-
richtung (12) eine zweite Weitersendenachricht, 
di€; €3in zvve3i1es CookiB und eine zvve3i1e Ne;1zvve3r-
kadresse enthalt, in Ansprechen auf die zweite 
AnfordE,rung ernpfaniien wird; 
auf der Grundlage der zwe1ten Netzwerkadres
se eine dritte Anforderung, welche das erste und 
zweiie Cookie entt1alt, von der Pmxyserve;vor-
richtung (12) an die eine oder die mel1reren Ser
ver-1orrichtun\JEm (16(1 )··16(n)) fies,mdet wird; 
von der ei nen oder den mehreren Servervorrich-
tungen (16(1)-16(n)) bei der Proxyserver,1or
rid1tung (12) eine dritte Aniwort, die eine Netz
werkressource enthalt, in Ansprechen auf die 
dritte f.\nforderung empfangen wird; und 
mit der Proxyservervorrichtung (12) eine dritie 
Weitersendenad1rid1t an eine anfordernde Cli
entvorrichtung ( 14( 1 )-14(n)) gesendet wird, wo
bei die dritte WE;i1ersendEmachricht mindE,stms 
die zweiie Neizwerkadresse und erste und zwei
te Cookies enthalt, die in derersten bzw. zweiten 

9. Ti1e apparatus as set forti1 in one or more of claims 
from 7 to 8, wherein the second network address is 
a Uniform Resource ld,mtif;er (URI). 

35 Weitersendenad1rid1t enti1alien sind. 

10. The apparatus as set forth in one or mcm; of claims 
from 7 to 9, wherein the first redirect message and 40 

2. Verfahmn nachAnsprud11, wobei als Teil derdritlEm 
Weiiersendenachricl1t das erste Cookie mil dem 
zweit,m Cookie verschmolzen wird. 

subsequent redirect messagE,s that do not include a 3. Verfahmn nach einern odE;r rm;hremm der /\nspr(i-· 
che 1 bis 2, wobei die zweite Neizwerkadresse ein 
Uniform Resource Identifier (URI) isi. 

real network resource are not sent to the client device 
(14(1 )-14(11)) until a network link to a real network 
resource is obtained from the one or rnore server 
devices. 45 4. Verfal1ren nach einem oder mehreren der Anspru-

che 1 bis 3, wobei die erste Weitersendenad1rid1t 
11. The apparatus as sei forth in one or more of claims und nachfolgende We1tersendenachrichten, die kei-

frorn 7 to 10, wf1erein the cliEmt device (14(1 )··14(n)) 
is a mobile client device. 

Patentanspruche 

1. Verfahren zum Verringern einer Latenz in Netzwerk-

50 

ne reale Netzwerkmssource ,mthalten, nicht an diE; 
Clientvorrid1tung (14(1 )-14(n)) gesendet werden. 

5. Verfat1ren nach einem oder mei1reren der Ansprli
che 1 bis 4, wobei die Clientvorrichtung (14(1)-14(n)) 
eine mobile Clientvorrichiung isi. 

verbindun\JEm, wobei das Verfahren urnfasst, dass: 55 6. ComputerlE;sbarE,s Medi urn mit darin ;iespeichE;rtEm 
Anweisungen zum Verringern e1ner Latenz in Netz-

von einer oder rnehreren Servervorrid11ungEm 
(15(1)-16(11)) bei einer Proxyservervorrichtung 

werkverbindung,m, das einen van E,inE;r Masd1inE; 
austuhrbaren Code umfasst, der veranlasst, wenn 
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ervon rnindestens einem Prozessorausgefuhrtwird, 
dass der Prozessor die Schritte des Verfahrens nach 
1\nspruch 1 bis 5 ausful1rt. 

7. Vorrichtung, die einen oder mehrere Prozessoren 5 

(13) und einen Speicher (15) urnfasst, der mii dem 
einen oder den mehreren Prozessoren gekoppeli isl, 
welcl1e ausgestaltet sind, urn programrnierte Anwei
sungen auszufuhren, die in dern Speicher (15) ge
speicl1ert sind, die Anweisungen enH1alten, um zu 10 

die Ciientvorrichtung (14(1)-14(11)) gesendet wer
den, bis eine Netzwerkverbindung zu einer realen 
Netzwerkressource von der einen oder den mehre
ren Servervorrichtungen erhalten wird. 

11. Vorrichtung nach einem oder rnehreren der Anspru
cl1e 7 bis 10, wobei die Clientvorrichtung (14(1 )-
14(n)) eine mobile Clientvorrichiung isi. 

implementieren, dass: Revendications 

van einer oder mehreren Servervorrichtungen 1. Procede de reduction de latence dans des con-
(16(1)-16(n)) in /\nspmchEm auf eine erste /\n- m,xions de reseau, IE, proce§d{, compremant: 
forderung von einer Clientvorrichtung (14(1)- 15 

14(n)) flir eine NE,tzwe,rkressource,, die, in de,r E,i-· 
nen oder den mehreren Servervorrichtungen 
(16(1)-16(n)) \JE,spE,ichmt ist, E,im; ers1e \NeitE,r
sendenacl1ricl1t empfangen w1rd, die ein erstes 
Cookie und eine erste Netzwerkadresse enthait; 20 

auf der Grundlage der ersten Netzwerkadresse 
eine zweite Anforderung, die das erste Cookie 
enth~i!t, an ,fa; eine oder diE, rnehreren SE,rvE,r
vorrichtungen ( ·16( 1 )-16( n)) gesendet wird; 
von dereinen oder den mehreren Servervorrich- 25 

tungen (16(1)-16(n)) in Anspred1en auf die 
zweite Anforderung eine zweiie Weiiersende
nachricht empfangen wird, die ein zweiles 
Cookie und eine zweite Netzwerkadresse ent-
hi31!; auf der Grundlage der zweiten Netzwerk- 30 

adresse eine dntte Anforderung, die das erste 
und zweitE; CookiE, en1h~il1, an die E,inE, oder diE, 
rnehreren Servervorrichiungen ("16( 1 )-16(n)) 
gesendei wird; 
von dereinen oder den rnehreren Servervorrich- 35 

tun gen (16(1 )-16(11)) in Ansprechen auf die dritte 
/\nforderun;J E,im; dri1tE, f\ntwort, die eine, NE,tz
werkressource enthali, ernpfangen wird; und 
E,im; driite \Neite,rs,mdenad1rid1t an E,ine anfor-• 
demde Clientvorrichtung (14(1)-14(n)) gesen- 40 

dE,t wird, wobei die dritte WE,i1ersend,machricht 
rnindestens die zweite Netzwerkadresse und 
erste und zweite Cookies enthail, die in der ers-
ten bzw. zweiien Weiiersendenacl1richt enlhal-
ten sind. 

8. Vorrichtung nacl1 Anspruch 7, wobei das erste 
CookiE; mi1 dem zweitEm Cookie als Te,il der drittEm 
Weitersendenacl1richt verschmolzen wird. 

9. Vorrichtung nach einem oder mehreren der Anspru
che 7 bis 8, wobei die zweite Netzwerkadresse ein 
Uniform Resource Identifier (URI) isi. 

45 

50 

10. Vorrichtun;J nach e,im,m odE,r rnehrE,ren de,r AnsprO- 55 2. 
che 7 bis 9, wobei die erste Weitersendenachricht 
und nachfol;iendE; WeitersendenachrichtEm, weld1e 
keine reale Netzwerkressource enthalien, nicht an 

10 

la reception dans un dispositif serveur manda
taire ("12) d'un premier message de redirection 
incluant un premier t,§rnoin et une premiere 
adresse de reseau en provenance d'un ou de 
plusieurs dispositifs serveurs (16(1) a 16(11)) en 
reponse a une premiere demande en provenan
ce d'un disposilif client (14(1) a 14(n)) d'une res
source de r{;seau stockee, sur IE,s un ou plusieurs 
disposilifs serveurs (16(1) a 16(11)); 
i'envoi d'une deuxierne demande incluant le pre
mier temoin en provenance du dispositif serveur 
rnandataire (12) aux un ou plusieurs dispositifs 
serveurs ( 16( 1) a 16(n)) d'apres la premiere 
adresse de reseau ; 
la reception au niveau du dispositif serveur man
dataire (12) d'un deux1eme message de redirec
tion incluant un sE,cond ternoin et une seconde 
adresse de reseau en provenance des un ou 
plusieurs dispositifs serveurs (16(1) a 16(11)) en 
reponse a la deuxieme demande ; 
l'envoi d'une troisieme demande incluant les 
prE,rniE,r et SE,cond t{;moins en prow;nancE; du 
disposilif serveur mandataire (12) aux un ou plu
sieurs disposi1ifs serveurs (16(1) a 16(n)) 
d'apres la seconde adresse de reseau ; 
la rece,ption au nive,au du disposi1if servE,ur rnan-· 
dataire ("12) d'une troisieme reponse inciuant 
une ressource de reseau en provenance des un 
ou plusieurs dispositifs serveurs ( 16(1) a 16(n)) 
en reponse a la troisieme demande ; et 
l'envoi avec le dispositif serveur mandataire ( 12) 
d'un troisieme message de redirection a un dis
positif client demandeur (14(1) ,l 14(n)), le, troi
sieme message de redirection incluant au moins 
la seconde adresse de reseau et des premier ei 
second temoins inclus dans les premier et 
deuxieme messages de redirection, respective
ment. 

Procede se,lon la rE,vendication i, dans lequel IE, pm-
mier temoin est fus1onne au second temoin dans le 
cadre du 1:roisierm; rrn,ssagE, de, re,direction. 
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3. Procede selon une ou plusieurs des revendications 
1 a 2, dans lequel la seconde adresse de reseau est 
un identifianl de ressource uniforrne (URI). 

et deuxieme messages de redirection, respec
tivemeni. 

8. Appareil selon la revendication 7, dans lequel le pre-
4. Procede selon une ou plusieurs des revendications 

1 a 3, dans lequel le premier message de redirection 
et les messages de redirection suivants qui n'in
cluent pas une ressource de reseau reelle ne sont 
pas envoyes au dispositif client (14(1) a 14(n)). 

5 mier temoin est fusionne au second temoin dans le 
cadre du troisieme message de redirection. 

9. Appareil selon une ou plus1eurs des revendications 
7 a 8, dans lequel la seconde adresse de reseau est 

10 un identifiani de ressource uniforme (URI). 
5. Procede selon une ou plusieurs des revendications 

1 ii 4, clans lequel le dispositif client (14(1) ii 14(n)) 
est un dispositif client mobile. 

6. Support lisible par ordinateur sur lequel son! sloe- 15 

k{;es dE;s instructions pour reduire la lat,mce dans 
des connexions de reseau qui comprend un code 
executablE; par machine qui, lorsqu'i! est E;xecute par 
au mrnns un processeur, amene le processeur area
liser les etapes du procede selon les revendications 20 

1 ,'i 5. 

7. /.\pparE;il comprnnant un ou plusieurs procE;ssE;urs 
(13) etune memoire (15) coupleeaux un ou plusieurs 
processeurs qui sont configures pour executer des 25 

instructions programrnees stockees dans la rnernoi-
re (15) incluant des instructions pour implementer: 

la reception d'un premier message de redirec-
tion incluant un premier temoin et une premiere 30 

adresse de reseau en provenance d'un ou de 
plusieurs dispositifs serveurs (16(1) ,l 16(n)) en 
reponse a une premiere demande en provenan-
ce d'un dispositif client (14(1) a 14(n)) d'une res
source de reseau stockee surles un au plusieurs 35 

dispositifs serveurs (16(1) a 16(n)) ; 
l'envoi d'um; deuxieme demande inc!uant le pre
mier temrnn aux un ou plusieurs dispositits ser
veurs (16(1) ,'i 16(n)) d'apr,'is la pmmi,'im adres-
se de reseau ; 
la r{,ception ,fun dE;uxi?,rne rm;ssa;ie de rE;dire,c-

40 

tion incluant un second temoin et une seconde 
adresse de reseau en provenance des un ou 
plusieurs disposiiifs serveurs (15(1) a 16(n)) en 
reponse a la deuxieme demande ; l'envoi d'une 45 

troisierm; demande incluant les premier e,t se
cond temoins aux un ou plusieurs dispositifs ser
veurs (16(1) a 16(n)) d'apres la se,conde, adres--
se, de rese,au ; 
la reception d'une troisieme reponse incluant 50 

une mssource de reseau en provenance, de,s un 
ou plusieurs dispositifs serveurs (16(1) a 16(n)) 
e,n reponse ,) la troisierne de,rnande ; et 
l'envoi d'un troisieme message de redirection a 
un dispositif client dE;rnandeur (14(1) ,) 14(n)), 55 

le troisieme message de redirection incluant au 
mains la sE;condE; adresse de reseau et des prE;-
mier et second temoins incl us dans les premier 

11 

10. /.\ppareil selon une ou plusieurs des revendications 
7 a 9, dans lequel le premier message de redirection 
et les messages de redirection suivanis qui n'in-· 
cluent pas une ressource de reseau reelle ne sont 
pas envoy,§s au dispositif cliemt (14(1) a 14(n)) jus
qu'a ce qu'une liaison de reseau a une ressource de 
r{,seau r{;elle soit obtEmue des un ou plusiE;urs dis-· 
positifs serveurs. 

11. /.\ppareil selon une ou plusieurs des revendications 
7 a 10, dans lequel le dispositifclient ("14(1) a 14(n)) 
est un dispositif c!i,mi mobile. 
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~ 2oO 
· GET IA.html HTTPn, 1 
; Host www.example.oom 
: Accept: er 

HTTP/1. 1 200 OK } 2120. 

Content-Type: text/hL-n!: COO.fSllt:o:UTF~a ~ l.11- t7 
O.:mrenH.ength: 5300 J 

2,2.. 

Fl G. 2.. 
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